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ABSTRACT

Cryptography technology will help to strengthen security and privacy of various network
activities. Symmetric cryptography uses the same session key for message encryption and
decryption. In case the session key is unavailable or legal investigation of transmitting messages
is needed, an appropriate recovery mechanism is required. Thus, this research presents two novel
decentralized multiple agent key recovery systems: High-Availability Decentralized Multiple-
Agent Key Recovery System (HADM-KRS) and Simple High-Availability Decentralized
Multiple-Agent Key Recovery System (SHADM-KRS) that have high secrecy of session key and
high flexibility to manage the minimum number of key recovery agents for successful key
recovery according to security policies and requirements. It can recover session key despite the
failure of some key recovery agents. This feature is achieved by applying the basic concept of
secret sharing and power set to distribute the session key to participating key recovery agents. It
has high availability, high reliability, high privacy, and ability to detect attacks on group
authentication. Finally, it also supports law enforcement and is based on security mechanism

using well defined features of Public Key Infrastructure.
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2.12.4 LEAF for Key Escrow System
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@ Request key recovery to KRC with KRI
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(6) RES; = PC(KRI, Pripai)
(7) ssk=join (RES))

(8) MG = sC(data, ssk)

SC(x,y) :a Secret-key Cryptographic function such as DES (x is data, y is key)
PC{x,y) : a Public-key Cryptographic function.such as RSA
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2 0.7251 0.4615 0.4618
4 1.1851 0.9602 0.9224
6 1.6447 1.4872 1.3828
8 2.1048 2.0059 1.8434
10 2.5648 2.6069 2.3041
3.0000
2.5000
4 Typical M-KRS __#7
@ 1pe b HADN-KRS
o 2.0000
E ' SHADM-KRS
2 1.5000 i
¢
£ 1.0000
a
0.5000
0.0000
2 4 6 8 10
number of agents

U 42 mySeudounarildlunszuiumsadailad krF

ramslszdiunanldlumsa¥eflad krF wuduiie1d KRA $1uau 2 54 8 1oaud
3UU HADM-KRS 1oz SHADM-KRS Tdtaalunsyuaunisadailad krF ffoundn Typical
4 5 s X g

M-KRS uaziifoldduau KRA iutwdlu 10 oud seuu HADM-KRS 19 lumsadie
) I'd - 1 :’v’ = o Y T 1 @ o W I~

Wod  KRFundige Tasmnaisdesszuuieudnifoed liiisdidy soenaundu

£ 3 1

Typical M-KRS tag SHADM-KRS Mua1au M191111999105211 HADM-KRS ao914marlu
w aa & & o ' aa oA ° v YA

Myvaassueansiae 77,  Fuilunweaniiaanezgninunldlunszuaunmsdau

=

dusznevvesnaus Tunsdliifivie kra Tungumsdiuay Tasfinszuruntssaassan

% 1 o 4 1 1
TT, ¥0a HADM-KRS Wumslszuummsaimuadoulyin KRa lungumsdiuasdos



51

¥ a ' o = ¢ = Y a Y EY
ansaliuimseglusruvinnuionud szuuiezmuselduimsnsdaunyue'ld
U5zl Typical M-KRS Wy limunsadfugeus ldilofiung kra Tunguaisdiudy uas
@ @ =1 1
doaldnarlumsdrswa sxdunaifiuinszuy HADMKRS taz SHADM-KRS 14iva1lu
Y s B ' i A Ve 1 a s

nsgIUMIAIead KRF Houn Typical M-KRS 1o 145 1uammnud Ly 8 toiud uay
= 4 4 X ) ¥ y o 1
danuaunsafimvu ludunnuwdouldnuiigeniwesrzuy

Ly g £ aw g '

nitnaililunssuiumsadreilad krF vsiuegiusiuauves KrA #l5uszuu

1 ° =1

mi3gaungue nanfonnly KRA S1unmnn fegldnarlunszuaumsadeilad KrF 10

1
W =)

1 & P v y X 1o o P
VYUAIUAIAY lu@ﬁﬂﬂﬂﬂﬂ KRF, "lﬂgﬂffﬁ\'l‘uummumu’mmm KRA wﬂhﬁuigﬁu

4.2.2 nszwIUmMsnaua Ml sEnoveINaIa (S)

w o '

& ar - = 4 : °
Tunszuaumsiimsdiiu s, erfedoyaivaiveglufladilad krF Tasfi s gnihin

9

MUIUNINYLD K
< = ' X ' ° | g a
magau s, Wunihnves KRA Tunguasdiiu Fawas KRA vhaesaiudase

Ed
@ w

- &\ o
a1 lunsgiu s Selivuey

o

VI KRA
pafldlunsyuiunisdiu S 409 Typical M-KRS HADM-KRS 1133 SHADM-KRS

HARIAINITINN 4.4 Az Ui 4.3

M3190 44 a1 lunszuaun1sgau s ¥ea Typical M-KRS HADM-KRS L@z SHADM-

KRS
) pnidlunszumsiin s, G
$114714 KRA
Typical M-KRS HADM-KRS SHADM-KRS
2 0.2256 0.2440 0.2440
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52

0.27 HADM-KRS
0.26
Y25 SHADM-KRS
2 e 4
S 0.24
2
‘w023 Typical M-KRS
9 e S G S ¢
g 0.22
0.21
0.2
2 4 [ 8 10
number of agents

Ui 43 msufouiounanlFlunseuumsifivadszaeuveanaia (s)

wamssziiiunarilylunszurunsdau s wudssun HADM-KRS Lz SHAM-
KRS Haanlumsdfiu s, winnd1 Typical M-KRS tandosnsie lufiiodidn deldsou
KRA Tumsgauneuasimau 2 100uf 5201 HADMKRS tag SHAMKRS 19na1lumsg
fiu 5, i1y Lioifiu$ 191 KRA 815211 HADM-KRS Woamlumsgau s, duiunudidy
dntfos nazlFinaninadl SHAM-KRS 1iae Typical MAKRS Tanoifiumanininviuinvesilad
KRF, N1 5201 HADM-KRS Jviuiavesilad k&7 Inaind18naesszuy naiiszuu
SHAM-KRS ilaz Typical M-KRS IdgnoanuuIdussgavosionanidadluilad krF asi
Taohivugiusuaunes KRA danalihiieslsd Kra s lafay oxldnm iy

ASLUIUMTAAU S AU

4.2.3 NIZUIMMIPAUNRYIID Ks

szpumsdfunuedy HADM-KRS 11ay SHADM-KRS 1dgnoonuyuldmsday

o = Yy v

e Ks nszmingsesvemsdnunaus Taeld s 7ld5uen KrRA vstifie e Ks 3

L]

4 o A v 1 &£ dA ye i o Y
ﬂquﬂﬂuﬂflﬂﬁﬂﬂﬂﬂﬁqu NAINDNYLLY Ks ﬂgglﬁwqgﬂﬁﬂﬁ']i‘:ﬁqﬂﬂﬂ&ﬁuua$ﬁjﬂ\u‘ﬂ1uu Hag

L'

)

=

¥y
UnszuIumsignid1939woe KRA 1Ine1 SGN Waildinalimsmivayunisasineudeya
idesasduodiegndosmngrany dauaudsuszuunisdiungauedy Typical MKRS 1agn
Y Ve o =
ponuuulimsgaungue Ks nszviil KRC
namlFlunszuiumsdiunus Ks v99 HADM-KRS SHADM-KRS 1@z Typical

M-KRS (aa9fan15199 4.5 uazgili 4.4



53

M7 4.5 naildlunszuaumsdfunaue Ksuod Typical M-KRS HADM-KRS 1ay

SHADM-KRS
] nalFlunszurumstaunue Ks G
1UIU KRA
Typical M-KRS HADM-KRS SHADM-KRS
2 0.1099 0.1459 0.1459
4 0.2197 0.2917 0.2917
6 0.3295 0.4375 0.4375
8 0.4394 0.5834 0.5834
10 0.5492 0.7292 0.7292
08 HADM-KRS
0.7 SHADM-KRS
=06
gos
E F
D 0.4 Typical M-KRS
‘@
g 0.3
802
0.1
g
] 10
number of agents

JUN 4.4 msnSSvuisunarildlunszuaunisdaunge ks

wamstsziunanlylunszurumsnaunauy  Ks w152 UY HADM-KRS (ag

. g
]

SHAM-KRS 1da1lumsdfiungus & wiriuifleanialinszurumslumsdiunaua

3 1 T w
milouny tazniaeeszuy19Ia11An N Typical M-KRS 1intoveens lufiiodasta

o o

o



54

4.2.4 nmfvfwmmﬂuns:mumsﬁﬁuqﬂgsm Ks

1’;?1115’01111@11‘7‘;1%“114ms:ﬁ'ﬁuqtgzm Ks v9953UUMIjAuNIady HADM-KRS liay
SHADM-KRS gﬂﬂimﬁumﬂwanmmanﬂ"lﬁﬁ"luﬁﬁuf‘huﬂizﬂawaq nyuIRanua
S, i =194 n) Aunafi I lumsfanyus Ks du Typical M-KRS Idnaaosninaild
Tumsdfunwus Ks # KRC

naw%qmmﬁ“l%’“luﬂszmumsﬁﬁuqmﬂu% Ks Y99 HADM-KRS SHADM-KRS L

Typical M-KRS HAAIAIA15 197 4.6 1az 317 4.5

M9191 4.6 aanuadlFlunsruIumsARUARNY K584 Typical M-KRS HADM-KRS

1Ung SHADM-KRS

] nammualylunszuaumsinugame ks Guni)
3147 KRA
Typical M-KRS HADM-KRS SHADM-KRS
2 0.3355 0.3899 0.3899
4 0.4453 0.5405 0.5357
6 0.5551 0.6911 0.6815
8 0.665 0.8415 0.8274
10 0.7748 0.9918 0.9732
29
HADM-KRS
1

1t
SHADM-KRS

o
o

Typical M-KRS

processing time (s)
o o
o+ [+2]

e
o

2 4 & 8 10

number of agents

; .
Ui 4.5 manSeuifisunamismei1Flunsruaumsdfunaue K



55

3 H 1
namsisziiunammuanlslunszuaunisdaugaue ks wud1szuy HADM-KRS
uag SHAM-KRS ldanisnualumsdfiunaue £ 1an1 Typical M-KRS @nifos uay
3 £
HADM-KRS ¢ 1419011100791 SHAMKRS @nfesedialuiiuddy vaiiszuy HADM-

=1 =4 o
KRS unagSHAM-KRS uJu'iszm‘mfﬁufgq,mwfm'amw%'au“l%’qmqaua:mmmmmu‘lﬁa
kY U

Tiods KRC e lilnszurumahauiisudouni uatlssaninmimitonissuy

Typical M-KRS

4.2.4 nsziumsnanaIulszneuvesnaa Tunsalfitiung KRA au
szuumIdfunguedy HADMKRS 1azSHADM-KRS ldgneenuuuldszuud
Anwansalumsdunyuadulddude ulfivie kra lunqumsdiuay fuladaud
mivayulvszuufianunienlFnugs
dvuald A5 KRA Tumisiszidiu (o) $1am 4 6 8 uaz 10 U
KRA 03 143UV I0Y n— 2
KRA au 1 KRA fifininsmuonudnoganu oy
4 VA o = o
n1nls KRA lunisdaunguaduan 4 1o1vud fio KR4, KR4, KRA, g KRA, 11
KRA fidu 1y 2 omudf fafl (KR4, uay KRA,} W30 (KR4, iz KRA,} W50 {KRA, 102
<
KRA,} Y39 {KRA, Wiz KRA,} 1Tudu
=g u P v
naildlunszuIunsgau S, 999 HADM-KRS 1az SHADM-KRS au1sauaasld

A9R 151990 4.7

31 4.7 nailFlunszuaunsdan 5 diemansfilinne KRA duves HADM-KRS Laz

SHADM-KRS
. ) : nmf‘h%"iuns:mumsﬁﬁu §, itoidARIEL KRA du Gurf)
MU KRA | 914U KR4, au
HADM-KRS SHADM-KRS

4 2 0.6030729 0.0000729

6 4 0.7882179 0.0001179

8 6 0.7985519 0.0001519

10 8 0.8018795 0.0001795




56

nanmsdsziivnmnldlunszuoumsdiu s, dofansdifivie KrRA au syuu

HADM-KRS 9214138157100 91 SHADM-KRS 1i{89971n HADM-KRS #oadasii¥osvanisdaiy

s, T krRA Tunqumisdauitda1lfusms 14 uazsesu s, 010 KRA sanan Tavfiszu

SHADM-KRS Wy ffuannsodau s, ime'ly 18 Tas ludealdu5ns krA

H = -g o {
midszuamaninavulusyuy MKRS miinsoagllddmised 4.8

M7 4.8 aqlmsiszananalusyuy M-KRS

SHADM-KRS

...y -
Iva

n+1n54

00ASHE

Random number

n@/1a59

154 1: n-1 67 (8s)

ATI2:0 A2 (R’s)

¥
AT9 1:n AU/ 1 50U (S]'s)

Exclusive OR 2 ﬁ'lu’lu /nioy
A392: 0§11/ 1 59U (SGN)
A743:2 91U /0 50U (TT7s)
ATUINMIVANTT TT)'s i
SN hibion) e i R
fn‘igﬂﬂ Sr~ lvw_ A4, %
1 o 0
IETREA I 1A
DOATHE 1 A34

Exclusive OR

M3

AU Ks

RIRERLKs

Ea ¥
noATHA n A34 n A
n 911U/ 1 50U n 91U/ 1 50U

Exclusive OR

(,y-., .,,
ISTAPR ksl

i
1 A4 1 A3 -

0ATHA

1 A54 1054 -

Exclusive OR

2 109U / SOUMNY

S e




57

4.3 matszfivnmningedenazanumdesl¥auvesszun M-KRS
midszduniiniodenazanundenlfineszuy MRS ldvhmsilsaiiy
aFouifeussun M-KRS fauaniaiy 2 U0y o (1) MKRS fisesfumsanveins
KRA (Redundant KRA) nanfeannsadaunaue &s 18ifefiune KRA du Aeszun HADM-
KRS 1ng SHADM-KRS az(2) M-KRS fliseasunisanues KRA (Non-redundant KRA)
Tavszuvee liaunsadfunau & 18ile KRA du fie Typical M-KRS
dondaunssuues KRA Tuszun MKRS warosgiuuy aunsonaaslddaglil 46

unzg1n 4.7 muddu

)
KRA; sy | :

- LS
(o]
—
PO 2

KRA, (s 1~ [ —

§
I
I
[}
[ )
E
1
3
(
:
oy
o 3 [ = ; E
; i
I
1
1
1
1
i
1
1
I
[}
I
[}
I

- (on)

R o o

i=1n e
N/ [ \!

T RA e R

31N 4.6 aoTmenssuves KRA luszuny MKRS HuuRiimsse95unITauaein KRA

17 46 szuu MKRS 14 KRA wnna12 i uragdaihimiinlunisdiu

1 @ =

1 o g a s @ 5 v v 1
dudsznevvenyun nazvnuludaszaedu winll KRA daladanilaan (1daylald

3
@

UMY n -2 ({0 n ATuou KRA Aldianun) KRA fiogludwmisda Tdezyimehiily
b 1 1 Y=g Y = a1 d o
mspAudlsznouvesnauIuny denalidaudivzll KRA vrsenuday szuuddianse

VA o k4
dAunuad e



58

n, o I —
KRA1 {51} i i

{ 1)
KRA; (s — > (I —

o)
P

i=in |

Faru

SED)
KRA (sny (—" T —

Ui 4.7 aoTaonssuues KRA Tuszuu M-KRS nuuit lifimssoss umsauveanns KRA

vngii 47 szuu MKRS 14 KRA w11 2 @2 uaazdaimthinlumsdau
v o df a 1 oo - w as & . o ] @
dusznouveanme uazrnududassaony wintidaladawildn v lddAunaundy

9 u

hidse

43.1 M BR0YB1TEUY M-KRS
AU DADYDITIU M-KRS RINDITAUIINAA NN U (Probability: P) i
KRA Tungunisdfungua@erduaunie ldawisomauld Tasdinuald kKRA uaazio
nudianumsalunshauidededoiios idumaii o5 wWosidud Taslunisnia
ANz l&lF s auRuuun Iy (Binomial distribution) [41]
msﬂixlﬁuﬁﬁlum3ﬂizuﬁuzﬁaﬂquaﬂﬁammmmiﬂumimﬂm"'a'.iﬁzumx"lii
INAANUHANAIA (Failure) Wiodumarlums Iiusms 1ddiiaala
fualild KrA Aimehfiswdulumsgiuguie & 0w s ngu uaaznaud
AUIENA$IUIU KRA (n) Aauid 2,3,... D4 6 1DIIUA MR
n=273,..6
S KRA 781 () 1 0, 1, 2,3, ... 1 109U
=0, 2,3, o 1
amnhezilufiudas KRA svdu © w5 nlodigud
t=0.05
KRA aunsavhandedaeniioalidumar (q) iy 95 nlofidud

q=0.95



59

a o < = ol T =
Tumsdszdumudiuam nonud wzlivgmissiienudan x LA aunsadou

Vv

o o = af
WanvuuanuaunIvy laaail

Pay= O g™

W-—2 )
P(x) = — g 4.1
N Rl (

=

= 1 o3 — T 1 P
msdsziiuanuinziuvesszuuid KRA Tunquaisdfiuan ewaumsi (@.1)

anInuaa 1ddensed 4.9 uazgilhi 4.8

4 ' = aa T 1
M3190 4.9 ANz uvessruunll RRA Tungunisiauay

5 4 -
1w Az uvesszuuiiil KRA Tungumspauay
KRA (n) P(0) P(1) P(2) P(3) P(4) P(5) P(6)
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Abstract—In symmetric cryptography, any two communicating
parties share the secref session key. In case it is unavailable or
legal investigation of transmitting messages is needed, there
should be a mechanism to recover it. The recovery of session
key is typically provided by trusted key recovery agents
(KRAs). They will recover the session key after receiving the
request from those who have the right to use the key. Key
recovery can be achieved by either single agent (S-KRA) or
multiple agents (M-KRA). M-KRA enhances the security of S-
KRA by reducing any risk of falsification and counterfeiting.
This paper proposed a high-availability decentralized multi-
agent key recovery system without the need of key recovery
center (KRC), called HADM-KRS. The proposed method uses
simple and flexible principles of secure session key
management with appropriated design of key recovery
function and the new format of key recovery field (KRF). The
system has high availability, ability to detect attacks on group
authentication, and can recover session key despite the failure
of some KRAs, without the need of KRC, Therefore, the
problem of single point of failure of KRC can be avoided.
System administrators also have flexibility to manage and
choose the number of KRAs to meet security requirements.
The system also supports law enforcement and is based on
security mechanism using well defined features of Public Key
Infrastructure (PKI).

Keywords-key recovery; key recovery agent; session key; key
recovery field; secret sharing

L INTRODUCTION

Cryptographic function is an essential component for
implementing security and privacy requirements of most
network activities. However, the dishonest ones can use
cryptosystems to conceal their illegal activities. Therefore, it
is necessary to develop a cryptosystem that will meet the
requirements of social security while maintaining the
protection of user privacy.

Starting in 1993, the US government announced a new

encryption technology called Key Escrow System (KES) [1].

The method provides for user privacy in addition to
legitimate investigation of any suspected message by
government authorities.

In February 1994, the US government announced a
standard for Key Escrow System called the Escrow
Encryption Standard (EES) [2, 3]. The security of EES
depends on the physical protection of tamper-free chips. It
supports message accessibility of government authorities
but does not emphasize on all aspects of security or privacy.
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Later in 1995, Trusted Information System (TIS)
presented research on Key Recovery System (KRS) [4]
which is developed from KES. KRS can recover the
requested session keys without escrowing them. The system
recovers the session key by key recovery agent (KRA) [5, 6].
The session key is encapsulated in the key recovery field
(KRF) by the sender for later session key recovery as
needed. Thus, it can ensure the protection of user privacy.

Since then, there has been continuous improvement of
key recovery methods in various areas such as trust [7, 8],
authentication [9], key management [10], legal access of
data but still of user privacy [11] and enhancement of
system security [12, 13]. For instance, most single agent key
recovery systems (S-KRS) [4, 7, 9, 11] aim to recover
session keys that are lost by users, support law enforcement
for message investigation, and consider personal rights of
privacy. Furthermore, the system is based on Public Key
Infrastructures (PKI) [14, 15, 16] which facilitate more
communication security.

As the time passes, S-KRS can be easily attacked.
Therefore, many researchers resort to designing multiple
agent key recovery system (M-KRS) [12, 13, 17] that can
solve various attacks such as brute-force atlack and
collusion of key recovery agents.

The research of multiple agent model [13] presented
fork and join function for key recovery. The collaboration of
at least two KRAs is required to recover the session
key. Key recovery center (KRC) will act as the coordinating
center for all KRAs within the group. A KRF is created for
all KRAs. It contains portions of the session key for later
key recovery. The sender chooses one or more KRAs
among a pool of KRAs and generates a KRF. When the
session key recovery service is needed, the KRF is sent to
the KRC. Finally, the KRC joins all portions of the session
key to obtain the session key.

The M-KRS can provide service by the collaboration of
participating KRAs with or without the need of KRC. The
latter can reduce the cost of the system and the risk of
system unavailability.

A conventional M-KRS called Key Recovery Function
[17] provides key recovery service by participating KRAs
without the need of KRC. The user must decide which
KRAs to use. Then a key recovery block (KRB) is generated
from random numbers by using a one-way hash function.
KRB contains portions of the session key stored together
with the encrypted data. The user can recover the session
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key from KRB by sending KRB to those KRAs. However,
some weaknesses persist as follows.

e Third parties have knowledge of the session key.
The risk of single point of failure from the
unavailability of KRC or KRAs.

All KRAs have to participate in session key
recovery since there is no feature of setting the
minimum number of KRAs.

It lacks the function to detect attacks on group
authentication of KRAs.

Finally, the cost of management and maintenance of
KRC is high.

This paper presents a high-availability decentralized M-
KRS called HADM-KRS. It retains the need of law
enforcement and can resolve the problems incurred in the
previous M-KRS. The proposed system has the following
properties.

a) Secrecy of session key. The session key is known
only to the two communicating parties.

b) High system availability. The problem of single
point of failure and system bottleneck can be avoided due to
decentralized approach. Also, the failure or the absent of
some KRAs does not effect the system service,

¢) Flexibility. The number of participating KRAs can
be specified according to security policies and requirements.

d) Detection of attacks on group authentication. Any
KRA that is not in the group can be detected.

e) Cost effective. The management and maintenance
cost of KRC can be eliminated.

/) Standard KRF. The standard format of KRF is
retained to support law enforcement.

II.  TERMINOLOGY

The definitions of the terms used in this paper are as
follows.

Key Recovery refers to the means of recovering session
keys when it is unavailable for the recipient or government
authorities want to inspect the transmitting messages.

Key Recovery Agent (KRA) refers to an agency that is
responsible for providing session key recovery service when
requested.

Single Key Recovery Agent (S-KRA) refers to a key
recovery system that uses only one KRA to recover the
session key.

Multiple Key Recovery Agents (M-KRA) refers to a key
recovery system that requires the collaboration of at least
two KRAs to recover the session key. The number of KRAs
is equal to n, where n= 2.

Key Recovery Field (KRF) refers to a data unit that is
used for session key recovery. KRF is encapsulated at the
sender’s side.

III. PROPOSED M-KRS (HADM-KRS)

This paper presents a high-availability decentralized
session key recovery system called HADM-KRS. The
certificates for communicating parties and all KRAs are
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issued by the certificate authority (CA) under the PKI
environment. It contains a public key (Ku) and information
for identification and authentication. Each KRA can use a
trust model based on Gateway CA’s (GWCA) [18] that is
designed to allow certification to other different kinds of CA
located anywhere in the global trust network.

Fig.1 shows the entire processes of HADM-KRS. The
processed are described as follows.

Sender Receiver Eeynfcovexy)
Agent (Ageny;
Encrypt Ko{M] Del:r):pf. KM] i3, =5 :
plaintext (M) P with Ky
with Ks ety i~ 1| KRF;
I Request K ey Recover a
{___ Recovery | portion of Ks(S))
Generate KRF > |8
KRF i Calculate Kg ||«
i H
O = T o o st b -

Figure 1. HADM-KRS processes

A. Processes Performed by the Sender

1) Initialization : A session key (Kj) is requested from
the Key Distribution Center (KDC) [19] or Kerberos [20].

2) Message encryption : The original message (M) is
encrypted with K, resulting Kg/M].

3)  Preparation to generate KRF : In this process, the
components of the KRF is created for the generation and
formation of KRF in the successive process. A KRF
comprises portions of session key (S;’s), a Share Group
Number (SGN), Unique Secret Number of every KRA
(TT;s), and other information. S;’s are used to recover K.
SGN is used to verify the identity of a certain group of
KRA. TT; is used to recover lost S, Other information
comprises public key certificates of the receiver and
government authorities to verify their identities. These
public keys are used to encrypt S;.

The processes to create the components of the KRF are
shown in Fig. 2, and can be described as follows.

: lculate a
Split the Generate a Ca Calculate o
ol L Share Grou 1
original K5 [ ran?oor";;::;‘_b" | Number fm? | Unique Seeret
SnSx ..., 5,) (R 3y veey R) all agents Number of Ageny;
Si's (sev ) (s )

Figure 2. KRF’s components preparation

a) The concept of secret sharing [21] is used to split Ky
into a number of S;'s equaling the number of participating
KRAs, and articulate them by the Exclusive-OR (XOR)
operation. This scheme can strengthen the security of the
system since keys (and trust) are distributed among several
KRAs. The procedures are described as follows.

e  Generate »-/ random strings, S, S» ...,
Agent, to Agent,.;, respectively.

Calculate S, for Agent, by S;@S,&... @S,.,E Ky

S,,, A for



b) A random number (R;) for Agent;, for i={ to n, is
generated, giving R, R,, ..., R,.

¢) A SGN is obtained by the XOR operation of all R/’s
that is recognized by a particular group of agent. The benefit
of creating SGN is to detect non-participating agents coming
in the group and secure Kj since the SGN is unique for a
certain key recovery group. SGN is calculated as follows.

SGN =R,@R,&... &R,

d) A Unique Secret Number of Agent, (TT;} will be
used for the recovery of S; in case Agent; fails or cannot
provide the service. TT; is calculated as follows.

TT; =5,8SGN

4) Generation and formation of KRF, The proposed
system focuses on the security of the session key, user
privacy, and the ability to recover the session key correctly
and completely despite the failure of some KRAs. These
processes can be described as follows.

a) Collect a Unique Secret Number of every neighbor
agent of Agent;, for all agents. This method applies the basic
mathematical concept of power set and can be defined as
follows.

L]

Choose the number of KRAs in the group (#) to
perform session key recovery.,

Choose the minimum number of KRAs (mr) required
for successful session key recovery, where mr is not
less than two KRAs.

Calculate the number of KRAs (¢) required to
distribute TT; as follows.
t=n-mr [ wheret < mr

Distribute 77; to ¢ consecutive nearest neighbor
agents of Agent; or A; (TThag), for i=I to n, as

follows.
R (B where i<mr and i=mr
A4, » Ayl i Ay Ay Aj. where i>mr and j=i-mr
pdy 4, where i=n

b) Every KRF; for Agent; is formed and encrypted with
the public key of Agent; (Kuag) as follows.

KRE; = Kuagi [ S; || SGN || TTnag; || other information ]
¢) KRF is then formed by joining all KRF;s and

encrypting them with the public key of the requester (Kureq)
as follows.

KRF = KHreq[KRF,' 'SJ

Then, Kg/M] and KRF is sent to the receiver (requester).
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B.  Processes Performed by the Receiver

Upon obtaining KgfM] and KRF, the receiver decrypts
KsfM] with K to get the original message and ignores the
KRF.

In case Ky is unavailable, the receiver requests the
session key recovery service as follows.

¢ Requester decrypts KRF with it private key (Krreq)
to get all KRF}'s.

Requester sends KRF; : Kuagi/S; || SGN || TTnag; ||
other information] to Agent;, for i=1I to n.

C.  Processes Performed by each Key Recovery Agent

The KRF is used to recover the required K. The session
key recovery requires the collaboration of participating
KRAs without the need of KRC. The perspective of
HADM-KRS is shown in Fig. 3. A partial KRF (KRF)) is
recovered by each KRA (Agent)). This work appropriately
designs the functions of HADM-KRS that can enhance user
privacy, reduce system response time, and eliminate cost of
KRC administration and management. The processes of
session key portions recovery are shown in Fig. 4 to 5.

1) When the recavery of session key is requested A
partial session key recovery at each KRA is performed as
follows.

e Agent, decrypts KRF; with its private key (Kragi) to
obtain S;, SGN, TThag;, and other information.
Agent; verifies SGN and public key certificate of the
requester.

Agent; encrypts S; and SGN with public key of the
requester (Kure).

Agent; sends Kureg[S; || SGN] to the requester for
the compilation and construction of K.

KREF,; s

_a portion of K, (S)) Agent;
KRF; &

Requester ~_aportion of K, (5) £ Agent;
KRF, R

a portion of K (S,) i Agent,

Figure 3. The perspective of HADM-KRS
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Requester decrypts Kureg[S; || SGNJ with its private
key (Krreq) to obtain S; and SGN.

S; of Agent; is verified using SGN.

K is calculated by S, & S,®P.... & S,

Kuq}[Sl | SGN|| 1"1:'J'mg2 || other infor ion]

Ku — [S, || SGN || TTnag, || other information]

Requester

Figure 4. Session key recovery request

1S || SGN || TTnag,|| other information] I

CIf)D—» s, || SGN || TTnag,|| other information |

g

Kr
[S I SGN}

ngx

agi

re:,'

Agent,

Figure 5. Partial session key recovery process by each KRA

2) In case some KRAs are out of service. The requester
cannot collect all S;. In this case, the requester manages the
process as follows,

Requester checks S, that is not received from Agent;.
Requester encrypts the request (reg-S,) and SGN
with the public key of next neighbor KRA (Kup of
Agent,,,) that can provide key recovery service to
obtain Ku,..[req-S; || SGN || other information].
Requester sends Ku,,.[req-S; || SGN] to Agent,, that
can provide key recovery service.
Agent,, decrypts Ku,.freg-S; || SGN
information] with its private key (Kryy).
Agent,,, verifies SGN, public key certificate of the
requester, and calculates S; as follows.

other

S;=TT; @SGN

Agent,, encrypts S; and SGN with Kureq to obtain
Kureq[S;, SGN].
Agent,, forwards Kure,[S; SGNJ to the requester.

D. Session Key Construction Performed by the Requester

In this phase, K5 is constructed by the requester. This
method shares the work of Agent; and makes sure that Kyis
secure and private. The construction of Ky is shown in Fig. 6
and defined as follows,
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Figure 6. Session key recovery process by the requester

IV. COMPARATIVE EVALUATION OF VARIOUS M-KRS’S

The results of a preliminary comparative evaluation of
various M-KRS’s without KRC are shown in Table 1.

Compared to the conventional Key Recovery Function
[18], HADM-KRS has all aspects of capabilities including
high secrecy of the session key, ability to avoid single point
of failure, ability to detect attacks on group authentication,
and flexibility to manage the number of KRAs. The
summarization is presented as follows,

HADM-KRS has an appropriate function of high
secrecy of the session key and support law
enforcement by using the suitable structure of new
KRF.

The system can recover Ky even the failure of some
KRAs by using the concept of secret sharing and
power set and it can also avoid the problem of
single point of failure that cannot be solved by the
Key Recovery Function.

HADM-KRS has strong authentication function for
detection and verification of non-participating
KRAs by using SGN.

Finally, HADM-KRS has the flexibility to manage
the number of participating KRAs according to
security requirements and policies much better than
the Key Recovery Function.

TABLEI.  PRELIMINARY COMPARISON OF HADM-KRS WITH
CONVENTIONAL KEY RECOVERY FUNCTION
Capabilities Key recovery | s pyKRS
function
High secrecy of Ks Yes Yes
K can be recovered despite the
failure of some KRASs No f
Attack detcct!on on group Medium High
authentication
Flexibility to manage the '
number of KRAs Low High




V.

The efficiency of the proposed algorithm is considered
by examining time complexity. Time complexity is the time
(T) of the process running that has the number of inputs (#)
equaling to T'(n). Thus, it means the required time to process
the algorithm depends on the number of inputs that is equal
to the number of KRAs. This can be measured with big O or
the order of magnitude of this algorithm is O(h).

Therefore, in creating the KRF, when the input those
among the number of KRAs are bigger, the 7 value
increases in relation to n. Therefore, it can be concluded that
T(n)=0(n).

ALGORITHM PERFORMANCE ANALYSIS

VI. CONCLUSIONS

This paper proposes a high-availability decentralized
session key recovery system called HADM-KRS. The
system considers all aspects of security including
confidentiality, integrity, and availability. The principal of
session key recovery relies on the collaboration of KRAs,
the flexibility to manage the number of KRAs, the high
secrecy of session key, and the ability to detect KRAs that
are not within the same group. Furthermore, HADM-KRS
has appropriate function and confidentiality on the
distribution of session key portions for participating KRAs
without the need of KRC., Therefore, the management cost
of HADM-KRS can be reduced. When a KRA is unable to
recover a portion of the session key, its next neighbor KRA
is assigned to recover the session key instead. Consequently,
the system will be constantly available. The structure of
KRF emphasizes the security of session key, the privacy of
user, as well as the provision of law enforcement.
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Abstract

Symmelric cryptography uses the same session key for
message encryption and decryption. Without having it,
the encrypted message will never be revealed. In case the
session key is unavailable or government authorities need
to inspect suspect messages, there should be a mechanism
to recover it. The recovery of session key is wsually
provided by a trusted key recovery center as a coordinator
among key recovery agents (KRAs). The session key will
be recovered on receiving the request from those who are
legitimate to view the message. Key recovery can be
achieved by a single agent or multiple agents. The latter
can enhance the security of the former by mitigating the
risks of fabrication and collusion. This paper presents a
secure multiple-agent cryptographic key recovery system
(SEM-KRS) that uses the simple and flexible principles of
secure session key management with appropriated design
of key recovery function and the new format of key
recovery field The proposed system has high availability,
ability to detect attacks on group authentication, and can
recover session key despite the failure of some KRAs.
Therefore, the problem of single point of failure can be
avoided. System administrators also have flexibility to
manage and choose the number of KRAs to meet security
requirements. The system also supports law enforcement,
and is based on Public Key Infrastructure to provide
trusted and authenticated key distribution infrastructure.

Keywords: Key Recovery, Session Key, Key Recovery
Agent, Key Recovery Center, Secret Sharing

1. Introduction

The number of Internet users has been growing rapidly
over the past many years. Network communications are
applied in various activities such as E-Government, E-
Commerce, and E-Education. Cryptography technology
will help to strengthen security and privacy of these
network activities. However, the dishonest ones can also
use cryptosystems to conceal their illegal activities, which
will endanger the social security. Hence it is necessary to
develop a cryptosystem that meets the requirements of
social security while maintaining user privacy.

IEEE IRI 2009, July 10-12, 2009, Las Vegas, Nevada, USA
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Starting in 1993, the US government announced a new
encryption technology called Key Escrow System (KES)
[1]. This method provides for the privacy of users in
addition to legal investigation of any suspected message
by government authorities.

In 1994, the US government announced a standard for
Key Escrow System called the Escrow Encryption
Standard (EES) [2] [3]. The security of EES depends on
the physical protection of tamper-free chips. It supports
message accessibility of government authorities and does
not emphasize on every aspect of security and privacy.

Later in 1995, Trusted Information System (TIS)
presented research on TIS Key Recovery System [4]
which was developed from KES. Key Recovery System
(KRS) can recover requested session keys without
escrowing them. The system recovers the session key by
Key Recovery Agent (KRA) [S] [6]. The session key is
encapsulated in the Key Recovery Field (KRF) by the
sender for later session key recovery as needed. Thus, it
ensures the protection of user privacy.

Since then, there has been continuous improvement of
key recovery methods by adding and improving various
areas, such as trust [7] [8], authentication [9], key
management [10], legal access of data but still of users’
privacy [[1], and system security enhancement [12] [13].
For instance, most single-agent key recovery systems (S-
KRS) [4] [7] [9] [11] aim to recover lost session keys,
support law enforcement for message investigation, and
consider personal rights of privacy. Furthermore, the
system is based on Public Key Infrastructure (PKI) [14]
[15] [16] to provide trusted and secured key distribution
infrastructure.

As the time passes, S-KRS can be easily attacked.
Therefore, many researchers resort to designing multiple-
agent key recovery system (M-KRS) [12] [13] [17] that
can resist various threats such as brute-force attack and
collusion of key recovery agents.

The conventional M-KRS called Key Recovery
Function [17] provides a key recovery service by
participating KRAs. The user must decide which KRAs to
use and generates key recovery block (KRB) from
random numbers using a one-way hash function. KRB
contains all portions of the session key stored with the
encrypted data. When the session key is lost or damaged,



the user can recover the session key from KRB by
sending KRB to those KRAs.

Later, the research of multiple agent model [13]
presented fork and join function for key recovery. The
collaboration of at least two KRAs is required to recover
the session key. Key recovery center (KRC) will act as
the coordinating center for all KRAs in the group. KRF is
created for all KRAs. It contains portions of the session
key for later key recovery. The sender chooses one or
more KRAs among a pool of KRAs and generates KRF.
When session key recovery is needed, KRF is sent to
KRC. Finally, KRC joins portions of the session key to
obtain the session key.

However, many weaknesses persist as follows. (1)
Third parties have knowledge of the session key. (2) The
risk of single point of failure from the unavailability of
some KRAs since every KRA has to participate in the
recovery of session key. (3) There is no feature to set the
minimum number of KRAs for successful key recovery.
(4) Finally, the absence of attack detection functions on
group authentication of KRAs.

This paper presents a secure multiple-agent
cryptographic key recovery system called SEM-KRS. It
retains the need of law enforcement and can resolve the
problems incurred in the previous M-KRS. The proposed
system has the following properties. (1) Secrecy of
session key. The session key is known only to the two
communicating parties. (2) High system availability. The
problem of single point of failure or the absent of some
KRAs does not effect the system service. (3) Flexibility.
The number of participating KRAs can be chosen to meet
security policies and requirements. (4) Detection of
attacks on group authentication. KRA that is not in the
group can be detected. (5) Standard KRF. The standard
format of KRF is retained to support law enforcement.

2, Terminology
The following are the definitions used in this paper.

Key Recovery refers to the means of recovering
session keys when the key of the recipient is lost or
damaged and government authorities want to verify the
suspicious transmitting messages.

Key Recovery Agent (KRA) refers to an agency that
is responsible for providing session key recovery service
when requested.

Single-Agent Key Recovery System (S-KRS) refers
to a key recovery system that uses only one KRA.

Multiple-Agent Key Recovery System (M-KRS)
refers to a key recovery system that requires the
collaboration of at least two KRAs.

Key Recovery Field (KRF) refers to an encapsulated
data field at the sender side for session key recovery.
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3. Proposed M-KRS (SEM-KRS)

This paper presents a SEM-KRS. The certificates for
communicating parties, KRC, and all KRAs are issued by
the certificate authority (CA) under the PKI environment.
It contains a public key (Kw) and information for
identification and authentication.

Fig.1 shows the entire processes of SEM-KRS that can
be described as follows.

s Key Recovery Key Recovery
Sender \ Receiver Center Agent (dgent)
Encrypt ~ JIKMI|| Decrypt £5iM) Get ERFill  Recover
Lai ey l >
with Ky e KR} ausecrerkRF; i Fmr‘{1l.";')= e
i Request i :
= :L Ky reco i
R e e vy | 3l St Collect S5 R
- ' ec esponse
Generate KRF E Calculate K5 i - all Secret S Secrer 8
i H

Figure 1. SEM-KRS processes
3.1. Processes performed by the sender

3.1.1. Initialization phase. A session key (Ky) is
requested from the Key Distribution Center (KDC) [18]
or Kerberos [19].

3.1.2. Message encryption phase. The original message
(M) is encrypted with Ks, which is shared between the
sender and the receiver, resulting K[M].

3.1.3. KRF’s components preparation phase. In this
phase, the components of a KRF are generated. The
number of participating KRAs is equal to n. The KRF
comprises all portions of Ky (S;°s), a Share Group Number
(SGN), a Unique Secret Number of every KRA (77}’s),
and other information. All S7’s are used to recover Kj.
SGN is used to verify the identity of a certain group of
KRA. Each TT; is used to recover S; due to the failure of
Agent;. Other information is used for identification and
authentication.

The preparation procedures to create the components
of a KRF are shown in Fig. 2, and are described in details
as follows.

Split the Generate 2 S‘gnlcugte % Calculate a
original Ks | rnn?norn;;::;bcr -+ N:r:fbe:‘;:f | Unique Secret
(St 82 1ees Sn) (R Rz, Ro) all agents Number of Agent;

Si's LS | s

Figure 2. Preparation of KRF's components

1) The secret sharing scheme [20] is used by splitting
Ks into a number of partial Kg's (Ss) equaling the
number of participating KRAs. They are articulated with



Exclusive-OR  (XOR) operation. This scheme can
strengthen the security of the system since keys (and

trust) are distributed among several KRAs. The
procedures are described as follows.
- Generate »-/ random strings, S, S, ..., S, for

Agent; to Agent,.;, respectively.
- Calculate S, for Agent, by $;@S,@ - B S, P K

Since S§; is a portion of K5 owned by Agent;, Ks cannot
be recovered when any S; is lost or damaged.

2) A random number (R;) for Agent;, for i=1 to n, is
generated, giving R, R;, ..., R,.

3) A SGN is obtained by the XOR operation of all R;’s.
A SGN is unique to a particular group of agent and is
calculated as follows.

SGN= R"@Rg@ et @Rﬁ

The benefit of creating a SGN is to detect non-
participating agents coming to the group to secure Ky
since SGN is unique to a particular key recovery group.
When KRC detects an unknown SGN, the system is
regarded as compromised.

4) A Unique Secret Number of Agent; (TT;) will be
used for the recovery of §; in case Agent; fails or cannot
provide the service. T7; is calculated as follows.

1T, = 5@ SGN

3.1.4. Generation and formation of a KRF phase. The
proposed system focuses on the security of the session
key, privacy of users and the ability to recover the session
key correctly and completely despite the failure of some
KRAs. These processes are described as follows.

1) Collect a Unique Secret Number of every neighbor
agent of Ageny,, for all agents. This method applies the
basic mathematical concept of power set. The processes
are described as follows.

- Choose the number of KRAs in the group (n) to
perform session key recovery.

- Choose the minimum number of KRAs (mr) required
for successful session key recovery, where mr is not less
than two KRAs.

- Calculate the number of KRAs required to distribute
TT; (¢) as follows.

t=n-—mr; wheret<mr

- Distribute 77; to ¢ consecutive nearest neighbor
agents of Agent,; (4,), for i=1 to n, as follows.
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Airpy Aiva eor Aisg where i<mr and i=mr
A » Ajsg, Aivz ooy Ay Ap, A, o, Aj where i>mr andj=i-mr
Ay Ay, .., A, where i=n

2) Every KRF; for Agent; is formed and encrypted with
the public key of Agent; (Kuag) as follows.

KRF,— = Kuag:'[S; |i SGN “ ﬁneigﬁbor agents of Agent; ]

3) KRF is then formed by encrypting all KRF’s and
other information with the public key of KRC (Kugxc) as
follows.

KRE'= Kugpe [ KRE;'s || other information |
Then, Ks/M] and KRF is sent to the receiver.
3.2. Processes performed by the receiver

On receiving Kg/M] and KRF, the receiver can decrypt
Kg¢/M] with Ky while the KRF is neglected. The KRF
will only be used in case Ky is lost.

In case Kg is unavailable, the receiver requests the
session key recovery service by sending the KRF to KRC.

3.3. Processes performed by KRC and all KRAs

This process requires the collaboration of KRC and all
participating KRAs. The function of KRC is
appropriately designed to enhance user privacy and
reduce system response time. The KRC has been
designed to collect only S;’s, but not Ks. The overview
illustration of SEM-KRS is shown in Fig. 3. Fig. 4 depicts
the preliminary session key recovery process performed
by KRC. The subsequent partial session key recovery
process performed by each agent is shown in Fig. 5. The
entire processes can be described as follows.

1} KRC decrypts KRF with its private key (Krggrc) to
obtain » portions of KRF (Kuag [KRF;]’s).

2) KRC forwards Kuagi/S;|| SGN|| TTreighbor agens of Agens;]
to Agent;.

3) Agent; decrypts it with Krag to obtain S;, SGN and
T Theighbor agents of Agent, i3

4) Agent; encrypts S; with the public key of requester
(Ku,.,), attaches SGN, and encrypts them with Kugge.

5) Agent,; forwards KugpcfKureg[S;] || SGN] to KRC.

6) KRC decrypts it with Krgpe to obtain Kure/S;] and
SGN.

7) KRC verifies SGN.

8) Finally, when KRC completes the gathering of all
Kitreq[S;], they are forwarded to the requester for the
assembly of K.
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Figure 3. Overview illustration of SEM-KRS
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Figure 4. Preliminary session key recovery process
performed by KRC
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Figure 5. Partial session key recovery process by Agent;

In case of the failure of some KRAs, KRC cannot
collect all Kureg/S;]. In this case, KRC manages the
process as follows.

1) KRC checks S; that is not received from Agent;.

2) KRC encrypts the request (reg_S;) and SGN by the
public key of next neighbor KRA (Ku,., of Agent,)
which can provide key recovery service to obtain
Kuifreq S; || SGNJ.

3) KRC sends Kuyfreg_S; || SGN] to Agent,,, that can
provide key recovery service,

4) Agenty, decrypts Kunfreq S; || SGN] with its
private key (K#u).

5) Agent,,, verifies SGN and calculates S; as follows.

S;=TT; @SGN
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6) Agent,, encrypts S; and SGN by Kureqand encrypts
them again by Kugpc to obtain Kugge/Kureg/S;] || SGN].

7) Finally, Agent,,, forwards Kugpc[Kureq[S;] || SGN] to
KRC to get Kureq[S;].

3.4. Processes performed by the requester

Session key recovery phase. In this phase, K is
constructed by the requester. This method shares the work
of KRC and makes sure that Kyis secure and private. The
construction of Kg is shown in Fig. 6 and defined as
follows.

1) Requester decrypts KureqfS,], Kutreg[S,], ..., Ktireg[S,]
with its private key (Krreq).
2) Ky is calculated by §;@.5,®.... @S,

Kty [S; || SGNJ

¢ 5 ] Collect 8, S, .., 5,

Complete

Calculate K

t SGN ™ Verify SGN

Correct

Ks
Kr
Requester

Figure 6. Session key recovery process by requester

4. Preliminary Comparison of M-KRS’s

The results of a preliminary comparative evaluation of
various M-KRS’s are shown in Table 1.

Compared to the conventional Key Recovery Function
[17] and Multiple Agent Model [13]. SEM-KRS has all
aspects of capabilities including high secrecy of the
session key, secret sharing of Kj, ability to avoid single
point of failure, ability to detect attacks on group
authentication, flexibility to manage the number of
KRAs, while maintaining law enforcement support. The
summarization is presented as follows.

1) SEM-KRS has an appropriate function of high
secrecy of K and support law enforcement by using the
suitable structure of new KRF.

2) The system can recover Ky even the failure of some
agents by using the concept of secret sharing and power
set. It can also avoid the problem of single point of failure
that cannot be solved by other methods.

3) SEM-KRS has strong authentication function for
detection and verification of non-participating KRAs by
using SGN.



4) Finally, SEM-KRS has the flexibility to manage the
number of participating KRAs to meet security policies
and requirements much better than other methods.

Table 1. Preliminary comparison of various M-KRS's

i Key Recovery Multiple SEM-
Capabilities Function Agent Model KRS
High secrecy of Ks Yes No Yes
Secret sharing of Ky No Yes Yes
Ability to recover Ky
despite the failure of No No Yes
some KRAs
Attack detection on
group authentication Ha ' Xes
Flexibility to manage ;
the number of KRAs Tow Ty Figh
Law enforcement Mediufl Sigti High
support

The capability of SEM-KRS is not only higher than
other M-KRS’s, but also more robust than other methods.

5. Performance Evaluation of SEM-KRS

Two measurement experiments were conducted to
determine the processing time (in seconds) during the
generation of a KRF and the recovery of Kg, in terms of
the number of agents. The processing time was measured
when using a Genuine Intel® CPU, 794 MHz with 1 GB
of RAM. The results are shown in Fig. 7 and Fig. §,
respectively. For the generation of KRF, the processing
time increases more rapidly when the number of agents is
more than 10. It demonstrates that the additional
processing time of SEM-KRS does not incur numerous
processing time, especially when the number of agents is
less than 10. For the recovery of Kj, the processing time
is almost constant when the number of agents is greater
than 4.

SEM-KRS requires more processing time than
Multiple Agent Model because of the distribution of
unique secret numbers for session key recovery in case of
the failure of some KRAs. The extra time added is not
significant for many applications, knowing that SEM-
KRS is more robust than Multiple Agent Model in terms
of secrecy, availability and flexibility. However, the
difference of processing time between SEM-KRS and
Multiple Agent Model is negligible.

The last measurement experiment was conducted to
determine the processing time required for the recovery of
lost S;’s dué to the failure of Agent;’s.
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Figure 8. Performance of session key recovery

Table 2 shows the results of ;s recovery times (in
microseconds) when one or more agents fail to provide
their $7s for session key recovery service. In the
measurement experiment, the number of participating
agents was set to 3, 4, and 3, respectively. Since at least
two agents are required to perform session key recovery
in the multiple agent key recovery system, the number of
failed agents was set to at most 1, 2, and 3, respectively.
The result shows that the processing time increases
slowly in relation to the number of failed agents.

Table 2. Performance of Sjs recovery

Number of Number of Recovery time of
agents () failed agents lost 57's (us)
3 1 79.83
1 79.83
4
2 8§1.12
1 79.83
5 2 81.12
3 89.56




6. Conclusions

This paper proposes a secure multiple-agent
cryptographic key recovery system (SEM-KRS) that
considers all aspects of security including confidentiality,
integrity and availability. The proposed system can solve
the single point of failure problem effectively. The
principal of session key recovery relies on the
collaboration of KRAs, the flexibility to manage the
number of KRAs, the high secrecy of K and the ability to
detect KRAs that are not legitimate participants.
Furthermore, KRC has an appropriate function and
confidentiality on the distribution of session key portions
to all participating KRAs. When a KRA is defective or
unable to recover a portion of the session key, its next
neighbor KRA is assigned to recover the session key. The
functions of KRC can enhance user privacy and reduce
system response time. Consequently, the system will be
constantly available. The structure of KRF emphasizes the
security of session key, privacy of user and system, as
well as the provision of law enforcement. For the future
research work, the quality of SEM-KRS in terms of both
performance and reliability will be thoroughly evaluated
in comparison to the existing multiple agent model.

The preliminary measurement experiments prove that
the proposed SEM-KRS do not incur numerous
processing time as compared to the existing multiple
agent model, with a reasonable number of agents of less
than ten agents.
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Abstract

In symmelric cryplosystem, a session key is used
Jor both message encryption and decryption. In case
the session key is unavailable or legal investigation
of transmilting messages is needed, an appropriate
recovery mechanism is required. Key recovery can
be achieved by a single agent or multiple agenis. The
latter can primarily enhance the security of the
Jormer by mitigating the risks of fabrication and
collusion. The recovery of session key is usually
provided by a trusted key recovery center (KRC) as a
coordinator between key recovery agents (KRds).
This paper presents a key recovery system (SHAM-
KRS) that has high availability. Since the session key
can be recovered despite the failure of some key
recovery agents, the problem of single point of
Jailure can be avoided. It also has a feature to defect
attacks on group authentication. Finally, it supports
lanw enforcement needs and is based on the Public
Key Infrastructure.

1. Introduction

Cryptography can ensure the security and privacy
of network communications. However, the dishonest
ones can also use the cryptosystems to conceal their
criminal cominunications, which will endanger the
social security. Therefore, it is necessary to develop
a cryptosystem that meets the requirements of social
security while maintaining user privacy.

Starting in 1993, the US government announced a
new encryption technology called Key FEscrow
System (KES) [1]. This method provides for the
privacy of users in addition to legal investigation of
any suspected message by government authorities.

In February 1994, the US government announced
a standard for Key Escrow System called the Escrow
Encryption Standard (EES) [2, 3]. The security of
EES depends on the physical protection of tamper-
free chips. It supports message accessibility of
government authorities and does not emphasize on
all aspects of security and privacy.

Later in 1995, Trusted Information System (TIS)
presented research on TIS Key Recovery System [4],
which is developed from KES. Key Recovery
System (KRS) can recover requested session keys
without escrowing them. The system recovers the
session key by Key Recovery Agent (KRA) [5, 6].
The session key is encapsulated in the Key Recovery
Field (KRF) by the sender for later session key
recovery as needed. Thus, it ensures the protection of
user privacy.

Since then there has been continuous improvement
of key recovery methods, such as trust [7. 8],
authentication [9], key management [10], legal data
access that user privacy is maintained [[1], and
enhancement of system security [12, [3]. For
instance, most single-agent key recovery systems (S-
KRS) [4, 7, 9, 1 1] aim to recover session keys that
are lost by wusers, support law enforcement for
message investigation, and consider personal rights
of privacy. Furthermore, the system is based on
Public Key Infrastructure (PKI) [14, 15. 16] to
facilitate communication security services.

As the time passes, S-KRS can be easily attacked.
Therefore, many researchers resort to designing
multiple-agent key recovery system (M-KRS) [12,
13, 17] that can resist various threats such as brute-
force attack and collusion of key recovery agents.
M-KRS requires the collaboration of at least two
KRAs.

The conventional M-KRS called Key Recovery
Function [17] provides key recovery service by all
participating KRAs. The user must decide which
KRAs to use and generates key recovery block
(KRB) from random numbers by using a one-way
hash function. KRB contains portions of the session
key stored with the encrypted data. When the session
key is lost or damaged, the user can recover the
session key from KRB by sending KRB to those
KRAs.

Later, the research of multiple agent model [13]
presented fork and join function for key recovery.
The collaboration of at least two KRAs is required to
recover the session key. Key recovery center (KRC)
will act as the coordinating center for all KRAs

Copyright © 2009 by the Institute of Electrical and Electronics Engineers, Inc. All rights reserved.



within the same group. KRF is created for all KRAs,
It contains portions of the session key for later key
recovery. The sender chooses one or more KRAs
among a pool of KRAs and generates KRF. When
session key recovery is needed, KRF is sent to KRC.
Finally, KRC joins the portions of the session key to
obtain the session key. However, some weakness
persists in many M-KRS’s as follows:

1) The risk of single point of failure from the
unavailability of some KRAs since every KRA has
to participate in the recovery of session key.

2) The absence of an attack detection function on
group authentication of KRAs.

This paper presents a simple high-availability
multiple-agent key recovery system (SHAM-KRS).
The functions of the proposed system are as follows:

1) High system availability. The problem of
single point of failure or the absent of some KRAs
does not effect the system service.

2) Detection of attacks on group authentication.
KRA that is not in the group can be detected.

The system also retains the standard format of
KRF to support law enforcement and is based on the
well-established PKI.

2. Proposed SHAM-KRS

The certificates for communicating parties, KRC,
and all KRAs, are issued by the certificate authority
{CA) in the PKI environment. [t contains a public
key (Ku) and other information for identilication and
authentication. Figure | depicts the processes of the
proposed SHAM-KRS. These processes can be
described as follows.

B Key Recovery Key Recovery
Sender Receiver Center (KRC) Agent (Agens)
Encrypt|KsiMIl[ Decrypt KiM] o, o
pllintgtp(hﬂ l with Ks KRF || all Secret KRF's -} @ portion of Kx
with Kg e ] &)
H K;r“eqm'j::‘ ! { Collect all ;s l 5 (T N
ford Lo “low
te KRF || —»f il K |f r
Generate ; Get K, i 41{‘ 1} Caleulate Ks i Secret S;
i ¢l L

Figure 1. SHAM-KRS processes
2.1. Processes performed by the sender

The session key recovery process begins with the
preparation of a key recovery field (KRF) by the
sender. The encrypted message is sent together with
the KRF. The encryption process is carried out at the
sender as normal, while the generation of KRF is
specific to the proposed KRS. The entire processes
performed by the sender can be described as follows:

2.1.1. Initialization phase. A session key (Kj) is
requested from the Key Distribution Center (KDC)
[18] or Kerberos [19].

2.1.2. Message encryption phase. The original
message (A) is encrypted with K, which is shared
between the sender and the receiver, resulting K M].

2.1.3. Initial provision of KRF components phase.
A KRF is created by the sender during normal
encryption operation for the readiness of future key
recovery. It is sent together with the standard
encrypted message. It comprises portions of KRF
(KRF,'s), Unique Secret Numbers (77;s), a hash
value of the Share Group Number (#(SGNJ), and
Other Information.

Each KRF; comprises a portion of the session key
(S:) and a Share Group Number (SGN). The §; is
used to recover K, while the SGN is used for group
authentication. The SGN is specific to a certain
group of KRA at a particular time. The TT,s are
reserved to recover Ky in case some participating
agents fail or cannot provide the service. Other
Information is the identification and authentication
information stored in the certificate.

The initial procedures for the construction of a
KRF are shown in Figure 2, and can be described as
follows:

Generate a Calculate a

Split the Calculate a
i - Share Grou, .
original K5 | "n&"rmA;:::,bcr + ol I'nrp | Unique Secret
(5582 0 Sa) (RRE R all agents Number of Ageny;

x 1 |
[sei] | (7]

Figure 2. Initial procedures for AR~ construction

1) The concept of secret sharing [20] is used to
split K¢ into a number of S;’s equaling the number of
participating  KRAs (n). The Ky can then be
recovered by articulating all S°s by the exclusive-
OR (XOR) operation. This step can strengthen the
security of the system. The procedures are described
as follows:

e (Generate -/ random strings, S5, Sa. ..., S,.,. for
Agenty, Agent,, ..., Agent, ;, respectively.
e Caleulate S, for Agent, by S,®PS,8... BS,.;FKy

Since §; is a portion of Ky owned by Agens;, K
cannot be recovered when any S; is lost or damaged.

2) A random number (R;) for Agent; is generated.
All R’s are then distributed to every KRA (Agent,
Agents, ..., Agent,).

3) A Share Group Number (SGN) is obtained by
the XOR operation of all R;’s as follows:

SGN=R/@R,®P - BR,
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The benefit of creating SGN is to detect non-
participating agents coming in the group to secure K.
When KRC detects an unknown SGN, the system is
compromised.

4} A Unique Secret Number (77;) will be used for
the recovery of §; in case Agent, fails or cannot
provide the service. 77} is calculated as follows:

T, =8, &SGN

5) A hash value of the Share Group Number
(h(SGN)) is obtained from the calculation of SGN
value by one-way hash function. The benefit of
creating A(SGN) is to detect non-participating agents
coming in the group and secure Ky since the A(SGN)
is equal to A(SGN) of Agent,, When KRC detects an
unequal A(SGN), the system is compromised.

2.1.4. Generation and formation of a KRF phase.
The proposed system focuses on the security of the
session key, the privacy of users and the ability to
recover the session key correctly and completely
despite the failure of some KRAs. These processes
are described as follows:

e S;and SGN are attached to KRF,. Every KRF;
for dgent; is formed and encrypted with the
public key of Agent; (Kuaw) as follows:

KRE, = KuugfS, SGN]

e KRF;, TT;, h{(SGN), and Other Information are
attached to KRF as follows:

KRE = Kug [KRES |17, TT50...
I A(SGN) || Other Information]

T,

Then, the KRF is sent together with K¢/M/ to the
receiver as usual.

2.2, Processes performed by the receiver

There are not many works done at the receiver,
except for the reception and keeping of KRF every
communication session and the launch of key
recovery request. The entire processes performed by
the receiver can be described as follows:

2.2.1 Decryption phase. Upon obtaining Kg/M] ||
KRF, the receiver decrypts Ks/M] with shared K
from the Initialization phase. The KRF will only be
used in case Ky is lost.

2.2.2 Session key recovery request phase. In case
K is lost or damaged, or legal investigation of
transmitting messages is needed, the KRC will be
requested for key recovery service.

2.3. Processes of KRC and participating KRAs

All key recovery tasks take place at the KRC and
all participating KRAs. The entire processes can be
described as follows:

Session key recovery phase. Ky is constructed by
the KRC. The session key recovery requires the
collaboration of KRC and participating KRAs. The
overview illustration of SHAM-KRS is shown in
Figure 3.

Kt [ 51, SGNJ

KRF
Kt [S2, SGN]
KRC Ktarc[S3, SGN]
Ks < §
Kt e [S41 SGN] i
il st A

Figure 3. Overview illustration of the SHAM-KRS

Requester

The processes of session key recovery are shown
in Figure 4 to Figure 6. Figure 4 depicts the
preliminary session key recovery process by KRC.
The subsequent partial session key recovery process
performed by each agent is shown in Figure 5. The
construction of Ky is shown in Figure 6. The entire
processes can be described as the following steps.

1) Requester sends KRF to KRC.

2) KRC decrypts KRF with Krgpe to obtain
KREs.

3) KRC forwards KRF;, =
Agent;

4) Agent; decrypts Kuagi/S, SGNJ with Krug to
obtain S;and SGN.

5) Agent, encrypts S; and SGN with Kugpe.

6) Agent; forwards Kugpe/S, SGN] to KRC.

7) KRC decrypts KH,\';((;[S,', S(;.‘V/ with KI’[(R(.' to
obtain S; and SGV.

8) KRC verifies SGN and collects S;. The SGN is
verified as follows:

Kt agi [ Sh SGN / to

e Calculate the hash value of the received SGN
(R(SGN)).
o Compare A(SGN) with its own A(SGN).

If they are equal. Agent; is a member of the key
recovery group. Otherwise, a fabrication attack is
detected.

9) Upon completing the collection of all §;’s, K is
calculated by S,@5,@... @8S,.; &S,.

10) K is encrypted with the public key of the
requester (Kuireq), resulting Kurey[Ks/.

11) Finally, Kung/Ks/ is forwarded to the
requester for the decryption of Kg/M] to get the
original message.
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Figure 4. Preliminary session key recovery process
by KRC
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Figure 6. Session key recovery process by KRC

[n case any KRA fails to provide its S, KRC
cannot complete its task of gathering all S;’s. In this
case, KRC manages the process as follows:

1) KRC checks for §; that is not received from
Agent,;.

2) KRC calculates S;. KRC adopts T7; of Agent,
that cannot deliver §; to KRC. S;is calculated as
follows:

S; =TT; @SGN

3) Upon completing the collection of S;, KRC can
calculate Kg by §,@8.&... @S,.,@S,.

3. Feature analysis of various M-KRS’s

A preliminary comparison of various M-KRS’s
shows differences in session key recovery system
capabilities. The analyses of security features of
various M-KRS’s are shown in Table 1.

Compared to the conventional Key Recovery
Function [17] and Multiple Agent Model [13], the
proposed SHAM-KRS is able to avoid the single
point of failure of KRAs and detect attacks on group
authentication of KRAs, while maintaining law
enforcement support. The summarization is
presented as follows:

1) SHAM-KRS has an appropriate function of
high secrecy of K and support law enforcement by
using the suitable structure of new KR

2) SHAM-KRS can always securely recover Ky
through the concept of secret sharing to circumvent
the collusion of unfaithful agents and reservation of
unique secret numbers to handle the failure of some
agents that cannot be solved by other methods.

3) SHAM-KRS has the group authentication
function using A(SGA) to detect non-participating
KRAs coming in the group of KRASs to secure K.

Table 1. The analyses of security features of various

M-KRS's
9 Proposed
Capabilities e m{{e:clcl;ggﬂ Aultinfp- Syl
B0 Agent Model | (SHAM-
unction KRS)
Sccrut‘si}aring No §od Yes
of Ky
Ability to
recover K
despite the No No Yes
failure of
some KRAs
Group
authentication No No Yes
of KRAs
Law
enforcement Medium High High
support

The capabilities of SHAM-KRS are not only
higher than other M-KRS’s, but also more robust
than other methods.

4. Performance study of SHAM-KRS

The two performance measurement experiments
were conducted to determine the processing time (in
milliseconds) during the generation of a KRF and the
recovery of K, in terms of the number of agents.
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The processing time was measured when using a
Genuine Intel® CPU, 794 MHz with 1 GB of RAM.
The results are shown in Figure 7 and Figure 8,
respectively.

For the generation of KRF, SHAM-KRS requires
more processing time than Multiple Agent Model
because of the reservation of unique secret numbers
for session key recovery in case of the failure of
some KRAs. The processing time increases slowly in
relation to the number of agents. It demonstrates that
the additional processing time of SHAM-KRS does
not incur numerous processing time, especially when
the number of agents is less than 10. The extra time
added is not significant for many applications,
knowing that SHAM-KRS is more robust than
Multiple Agent Model in terms of secrecy and
availability. However, the difference of processing
time between SHAM-KRS and Multiple Agent
Model is negligible.

80000
70000 S
60000 SHAM-KRS
50000 |
YT e S—
30000 |
20000 - S
10000 w s

0.00 - + $

Multiple
——&genrtMndel——————

meanprocessing time (ms)
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&
=
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=
<

munber of agents ()

Figure 7. Performance of KRF generation

For the recovery of K, the results of processing
time show the advantage of SHAM-KRS over
Multiple Agent Model because of the less
complicated structure of KRF. The processing time
increases slowly with the number of agents.

5535 e
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Figure 8. Performance of session key recovery

The last measurement experiment was conducted
to determine the processing time required for the
recovery of lost §;’s due to the failure of Agent;’s.

Table 2 shows the results of S/’s recovery times
(in microseconds) when one or more agents fail to
provide their S;’s for key recovery service. It is noted
that the number of maximum failed agents allowed is
equal to the number of participating agents minus
two. The processing time increases slowly in relation
to the number of failed agents.

Table 2. Performance of S/s recovery

Number of Number of Recovery times of
agents (n) failed agents lost S ’s (us)
3 | 79.32
1 79.32
3
2 84.34
1 79.32
5 2 84.34
3 93.99

5. Conclusions

This paper proposes a simple high-availability
multiple-agent key recovery system. Every aspect of
security  including confidentiality, integrity and
availability, is considered. The proposed system can
avoid the problem of single point of failure of key
recovery agents since it can work despite the failure
of some key recovery agents. The KRC provides an
appropriate  function and confidentiality in
specifying the Unique Secret Number for
participating agents. When any agent is unable to
recover its portion of the session key, the KRC can
still provide the key recovery service. Consequently,
the system will be constantly available. The system
is also able to detect attacks on group authentication.
Only a predefined group of KRAs can involve in the
key recovery operation. The structure of KRF
emphasizes the security of session key and the
privacy of users. Future work will be based on the
function of SHAM-KRS (o manage the minimum
number of KRAs for key recovery according to
security policies and requirements.
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