guinvemyanald wizeeNndaansey

mswa lauradmsumsSnvinmlasaseveu) e

LIBRARY FOR WEB SECURITY BY AJAX

= =Y o
HI AU ANAIMTTIHUN

=, o o ar 3
HIY LETUNIA HIEIUNT

1oL 1 YOO
[}

RN, ... 7 209'3

Judou A.:8.88 259 i

FEERISEERA AL HID

e
o« Y T

.............................

Byaiwusisudumiweansinuaumingasiygnimnssumanitodia
Madrimnssunoui DT
Az IranTIuenan
aniiuwa luladwszsoundudrmanmisaranssii

Tn1sfny 2549



Y] = g o as a o
mswamm"lammﬁmsum5snmmmﬂaﬂﬂﬂﬂmmnﬂ"l=m

LIBRARY FOR WEB SECURITY BY AJAX

Tag
U0 IR AURITFFIUUN

WY @SUWIA 9u0aduns

¥
a o i

SyapinutidhdnmitseamisinmamdngasiSyanisns sumaastiudie
AINIFTININISUADNR UADT
AuzIrnIsumans
aofuina Tu Tagwszeoundudnunmsaansziiy

HnsAnun 2549



r) o o
sgariinusilnisdnu 2540
= - o o
JIMFNIAINTIUADUNWAUADT
= o LY = w
anzdmnisumand aoniuma Tulatwizveundudiguamaianizi
- Y = o [ [T ar o
19903 ﬂ'l'i"ﬂmu'lllﬁ’ﬂi'lﬁfl"l‘ﬁﬂ.lﬂ'li'iﬂH']ﬂ']'lll‘lJﬁﬂﬂﬂUUuniJnl“Hﬂ

LIBRARY FOR WEB SECURITY BY AJAX

o o

3
AR
1. w1 AU AUAIMTT U avtliz9197 46010674

2. WA UWIA 1NHOBITUNS 1avilTeda 46010895

—e

e |4
21913 6M1U5 e

¢
( WAL BUT HIHYITINU)



msva launtamiumsinsmnnlaeaseuunflee

WG 1P AUAINFTIUUY 46010674
o I o o o '
WY LA UNIA 19UV UNT 46010895
o P
WA T MIYRI T 8191300 Y50w0

FmsAnun 2540

unfnee
Hvgiuiimswmuuasiaadianladedumsnan Tavdwaunil ledureduds
a a o et @ 1 o
wnanfuazinuzmasiannollad i iaunlasasodswalinnithuthwnems Tauden
Alitlszmend ml¥iAauuafemswann Taundfetlesfumsyniniugas Tnivean/lod
Ghdﬂ 19U SQL Injection, Hidden Manipulation, Parameter Tampering, Buffer OverFlow <190
o b
Tnssnuiitigagomneioian launddmivllesdumsyninriuges Tniveun
; a o ' o ' or o
laset iivornnnuiasadsliunio lad uazsiomBedmuny lad Ifaursofmmunay lad
Ve @ - £ Y v W =
THianudasasodnuindy msnmu lausiatims ldmuna Tu1a AJAX (Asynchronous
Javascript And XML) DOM (Document Object Model) Ung CSS(Cascading Style Sheet)
o Y 1 o @ A
Aiann Tnzeans ldWannyanaassnsyngnrunyled laolifagissasdmednm
] [ o Y 3/ 2 '
wazmoLnsnszuums YR lod undWaninnd lad ldnsutsgUuuumsyngnsm

lsanuwivaneluilegiv



LIBRARY FOR WEB SECURITY BY AJAX

Mr. Wasin Tantiwanitchanon 46010674
Mr, Sermpong Wongwiengchan 46010895
Asst. Thana Hongsuwan Advisor

Academic Year 2006

ABSTRACT

Now, New website and webapplication has been developed everyday. But a lot of
webmaster has never know about how to hack website such as sql injection, hiddenfield
manipulation, parametcr tempering, buffer overflow so hacker can attack many websites that has
not prevent on those method.

Library for web security by AJAX is a library which can prevent intruder attacking web
sites and wcb applications, Library use AJAX , Document Objeet Model (DOM), Cascading Style
Sheet (CSS) and PHP technology that is asynchronous website algorithm to develop,

Developers have develope hacking website and web application labs by using sqi
injection, hiddenfield manipulation, parameter tempering, buffer overflow, cookie editing mehod.

Developers hope this project would be useful for anyone that are interesting in web

security. We hope this project would be useful for anyone that are interesting in web security.
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5.2.1.5 Query Poison
5.2.1.6 Session Hijacking
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INLHUNIW ER Diagram Aerdramn sansommsnd sy lnssmnedmsiv soLld

' 4 w o dd A o 4 44 9 '
GHS'Ix‘.llﬂ‘lJ‘UE]JaI,ﬁﬂdﬂ‘m.‘]iﬂlJTﬂﬁ‘lﬂmmﬂ'ﬂ’Iﬂlﬂtl?‘l]ﬂﬁilﬂdllﬁﬁzﬂﬁ

5.3.1 links
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¥
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5.3.3 Lab_user
«—»
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Passwd Aosraruvos s luszu
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SQL Injection, Hidden manipulaiton, Buffer Overflow, Query Poisoning, Cookie
Editting, Session Hijacking
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® SQL INJECTION
® HIDDEN MANIPULATION
® APPLICATION BUFFER OVERFLOW
® JAVA INJECTION

® QUERY POISON
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® SESSION HIJACKING
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5.7 manansamaynnsntiufled

5.7.1 SQL INJECTION

SQL INJECTION ilunsyngnlasdyngnimsdoudoyaiiinunddeeg lugiluuy
409 SOL Syntax Wunmliowdnsuie Idimluendmsudam lilszuranamdafissuy
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Aatnd Ao
9 ol et =
1. foyafininamstizuronaiiunsuaue
-"OR'1'='1
2. foyadrdsihldszuugwdeymlszuianasufadedanammeluszun

- a';DROP TABLE tbname; SELECT * FROM tbname WHERE attribute LIKE %

3NAABY
MSNARDY SQL INJECTION Usznaudin
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- PROCESS PAGE dmiutszunanadeyamsdiszuuandls
»
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1. msla¥edl¥au uazsWarunlogesilugudeyone sogl4au test taz
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SQL Login Statement : select * from lab_user where uname="test" and
passwd="test’

Login Successful

:: Login Detail ::
UiD - 1

Login : test
Passwd : test

e e s L

71U 5.4 pluona PROCESS PAGE dmunmacesgiluuuusndlesmmmlss

WIHD

e
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msﬂﬁzmaﬂamsL%swu“lu;ﬂuuu{'; whnmsilszulanany SQL SYNTAX Asil
SELECT Username FROM Users WHERE Username = ‘USERNAME 'AND Password =
‘PASSWORD’

Tabs1 USERNAME i1a2 PASSWORD flemfisudeyaunondldu

Hoyaf¥nigndeadmiuszu szneuda

O USERNAME : test

O  PASSWORD : test

2. msld sQL SYNTAX difii msvenailustumue adliludauvesdedidan

uazsaru Aeldm¥edldon  OrR ‘1’="1 wagsWarm * OR 1'=1

MISHASD-
viRadmsiingdseuusiaa SQL Injection

s1uAR SupnsIEsULATEI WG 93
dagldam: test
SR ; test

Har ‘OR1=1
TVREWU esecesccese
Vseuy

71/ 5.5 junna LOGIN PAGE dmumamansegiliaes



40

WU SQL SYNTAX Nszunanam I SQL QUERY ifdadlu SELECT
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Username FROM Users WHERE Username = ' OR “'="' AND Password = ‘' OR ''="" maﬁ‘lu
Aioyaiiiar LoGiC W alunnnsdl dIdgldyngneunsadmsidiszayd

s

¥
SQL INJECTION ansndauiiuns 1@ Tasmisseydoyad19aail

Q  USERNAME :*OR ‘1=l
O  PASSWORD:“OR ‘I’="1

SQL Login Staterment : seflect * from lab_user where uname="" OR "1'="1’ and
passwd=""0R *1'="1"

Login Successful

:: Login Detail ::
uD: 1

Login : test
Passwd : test

R
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MINANDS

1. fn1snaaesiins VIEW SOURCE megaludauves HIDDEN FIELD
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AYSWRRD Add to Favorites. ..
vinagunsuiteaiaiaiu Hiddenfield SID = 46010674 L
MORD Encoding >
Print E

711 5.7 UTRIMIVIEW SOURCE ifleneraaniludveq HIDDEN FIELD

] 3 »
2. fmanomuiiAlud a1 HIDDEN FIELD fimasznuds3ie dudail
HIDDEN FIELD ID: SID
HIDDEN FIELD VALUE: 46010895

<form action="lab/hiddenmanipulation.php” method="post’ name= test” id="test >
<table width="100%" border="0" cellspacing="0" cellpadding="0">
<tr height="22">

<td width="5%">&nbsp;</td>
<td width="20%">&nbsp; <input name="sid" type="hidden” valdgs"46010895 »</td>

-y
317 5.8 Jrurman HIDDEN FIELD

3. fhinmsnanesiimsaiisundasdeyaneludinves HIDDEN FILELD udadely

Uszyraradessuu

<form action="http://161.246.5 123/ Tib-vwww/Tab/hiddenmanipulation. php”

method="post” jd="test’> ) o _

<table width="100%" border="0" cellspacing="0" cellpadding="¢">

<§r h?l':: kA 22;>b /td

<td width="5%">&nbsp;</td>

|<td width="20%">&nbsp; <input name="sid" type="hidden"” va?ue=’@>

11t 59 pluas manfSeunlas HIDDEN FIELD

.é; 3 o - ] [l ] [T
4. daginminanouasuuilasniludauvas HIDDEN FIELD ddua ldifanu

Rananlumsiszananadoya

Fidaen Mandoadadion (58

Hidden field SID = 1111111%1

Hiddenfieid Manipulation Successful

79 5.10 plusnemarlszanonndeyn HIDDEN FIELD MdsunrnBmuniaem




5.7.3 COOKIE EDITING
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- a . -
Fwinfiuounuan cookie = library

Cookie Editing Successful
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5.7.4 QUERY POISON
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2. diefininaaosldn Usemame - test iNoviiminaran ludauuos URL
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5.7.5 BUFFER OVERFLOW
A ' 2o 5 g # J )
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Haya: _ #  Encoding L

VORDA Print
Refresh :
711 5.18 pluras Sunsumansisceumminaveadeduiuminums VIEW SOURCE

<form act1bg|>n*k1ab/bufferoverf;liow -php” method="post”
targets= ank’” name="test” 1id="test''>
<input name=""text" type="text" value="" max'lengt

71/ 5.19 1§ HTML umas MAXLENGTH v81 TEXTFIELD lA iy §

] ¥
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qfoll;mdacti on= fttp://161.246.5. 123/ Iib-www/ Tab/bufferoverfiow. php |
method="post” target="_blank namé= test 7jd= test > ,
<input r‘uame="te>(t§J type="text" value="" max'length

417 5.20 1R HTML uoay MAXLENGTH ves TEXTFIELD fuflvldiinuviriu

10
Msyiriadd- u
mMsveaodl Aluniunggeuastoga nu TuwWasiAaTilhe Buffer Overflow
toya! 1234567830 A7 10 dhdnes

91 5.21 prlugas INPUT PAGE MdTumsnfGonunlam MAXLENGTH

FduWEuDIRAD input = 1234567890

Buffer Overflow Successful

71 5.22 puams meitldvimaudlvsiuodavel¥iin BUFFER OVERFLOW Wi

5.3.6 SESSION HIJACKING
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javascript:void(document .cookies"sid = b972820f85a9b3a2681c2942 132cc1d66")

MISHEARDY . .
veaavilRuuMIN UL AU RS D TEom W sid =
bB372820f85a9b3a281c2942132cc1d66

L ENANTVISADY

d p; v 4 4 <
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Sessjon Hijacking Successful
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¥ ¥ 4 g - 3 a a 3
foyadiomu1 HTML eldszuufadeRanaia) uaznisyngnhdyniplimansendeyalu
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HTML
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< &lit;

> &gt;

MR 6.1 uummsnliuuuﬂmméemmu'lﬁau'lu;ﬂuuwo«mm HTML

Char Name of Char What to Type  Alternate
" guotation mark &quot; &=34;
& ampersand &amp; &=38;
=0 less-than sign &lt; 8§#60;

o greater-than sign . . . &gt: &=62;

non-breaking space o m&nbsp; &=160:
i Inverted exclamation . &iexcl; &=161
¢ cem sign : &cent; .
f pound sterding &pound;
T general cumency sign &ﬁﬁ:rcn:_
¥ vensign &ven;
broken vertical bar &brvbar;
§ section sign o . &sect;
© umlaut (dieresis} : . Suml; '
€ copyrighe &copy; o
4 feminine ordinal _ Srord f:
« left angle quote, gui.llemotl.eft &laquo..;
— ot sign &mot;
soft hvphen - &shy;
E rc'gistered trademark &reg:
T macron accent &macr;
¢ degree sign : &deg
=  plus or minus R - &plusmn;

MM 6.2 UTAIAIGNEINIANYLINM ) HTML 11904

622 manemeuunvutlvdeyaiiiamfang
nsasnasuiazud ludeyaiidnnufndndes dedFumshouvesnn  PHP
Tauidion14ilaf 1 ADDSLASHES) uay HTMLSPECIALCHAR( lumssitar

string ADDSLASHES(sting INPUT) feitssisuiilélunsasseeeuniolu string
INPUT Mildnvsziimmilsziam “(Single Quote) n3e “(Double Quote)n3a'ly lav
rasreaeuaziimsiiu (Slash) € luneunsh © wie “ tuq faemat ¢ ssnffoud
7wz * szldvudu

- string HTMLSPECIALCHARS(string INPUT) fleflsfduiildmsoaoumolu
string INPUT siispuszisuveantey HTML 1dun &, <, %, <, > w3013 Taudh

asvnavizasusnuszfieuiug ieglu IRavesnus HTML 1dun &amp;, &quot;,

&#039;, &lt;, &gt; MUTIAU
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M3 9N TINGNABIvBITayaaglugluuuveanIui SQL (SQL Injection) oy
= [ c; Q - =, J
ndivimsasnaeudayafimusathldifanslizinonafanaevuluszuugmdoya
U ¢ OR *1°="1,“ OR ‘1'="1 984 laglausdezmumiosnuie / eadeaniedias) 5111y

doymovenzuugudeyauiiudnuss e

ONUISNOUGAATIVAD LD ONUITHAIYNAT IV O UMDY
ufla uf e
‘OR ‘1’=1 /* OR /*1/=1
“ OR “17="1 /“ OR /1=

d
AN 63 uumé‘nuzﬂmmﬁagnuﬁ‘l'u

623 mslanlnunddmivaneaevuazuflvioyafinaing

TaunaldsumanannldansedhauoussounTetama yl¥dlFaul
ﬁnﬂuﬁmﬁﬂamﬁ"lﬂﬁﬂﬁ'?wm]ﬂmﬂ?aaﬁ‘;‘i’ﬂna{ﬁﬁmnﬁﬁl‘i’f\ﬂu Toa laWanims 1§
lugduunves ApLde g IFouamanldan Idazain lumsldaudlfamesdesimun

Amnuaveslausdas lduudiu HEAD vo4' 108 HTML fidesms v lausia

¢l-- Load Javaszcipt -»
<zerhipt languade="t1avaScript'” type="text A 3vas cript’’ sro=""securnty 'y </schpt>

91 6.2 prlugmamarallondndtudan HEAD vedhid BTML

mssen ¥ lausddmivasaeudoyaaunian 1d1au iy ATTRIBUTE dwf1)

r ' 1 4
ONSUBMIT Event Ut FORM fimihfisudeyaning 15911 §9li Onsubmit="return

inputvalid{thisform)”

<A
<form action="./input.php" method="post"" name="form1"’ onSubmit="inputvaidatiorithis]">
<tr heiaht=""22"

1 63 guuemamal¥ oy s1dTaels Onsubmit Event
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6.2.4 mmazs s amdloundtmiunseseunsuflvdoyaiiiming

minaaosldan lausddmivaswaeunazud ludeyafiindndnaaes et
i lad dmsudoya uardemuanaralunuaawadoya TaonSouifioudeyad
gminuanmaszheyaiimeasseuaugndesialausa uasdeyaiivimn

g ¥ L
uanana lap 1 ldeseapuanugnass

Form 1 :: name = form1
TF 1:: name =t1
TF 2 :: name =12
TF 3 :: name =1t3
TF 4 :: name = t4
TF 5: name =15

Text Areatl ;: name = txt1

[Sumt]

11t 6.4 phuraamhi Nuddmiummanesiudeya

Textfield 1 : 'OR '1'='1
Textfield 2 ; ' OR '1'="1
Textfield 3 : Ake
Textfield 4: Ake
Textfield 5 : Ake
Textarea 1 : 'OR '1'=11

1 6.5 jlioaamhimananesmssudeynladhildnereunaugndes

Textfield 1 : V' OR ViV=\1
Textfield 2 : \ OR V1Y=\1
Textfield 3 | <b>Ake</b>
Textfield 4: <b>Ake</b>
Textfield 5 | <b>Ake</b>
Textarea 1 : \' OR V1V'=\1

71l 6.6 plurmamhimInaneamsfudeynlashunanteceunaugnies
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HOAIHANTIINARDIRMIUMIA NABURNgNABY Tas lansd

-] | L i o ‘
6.3 TaunadmivmadaiowihinNadinetesiumanitounastioyasimmi
rflad (ITML ENCRYPTION)

Tausnatudauiiinihidhsitany ladidedestumsniioundasdeyarimmiiumnl
Tat Taoernnsaonid o ladiunnfwes 1§os1nd TasfiaesalRnvoun/lad
Ihmsdhsiald iidmusedesfumayngniildasalfounlasdeyauum g lad
197 I8 194 Hiddenfield Manipulation (Jyngnyhmsilasuuasdeyaniolu Hiddenfild),

0 = o« o
Form Editing (§yngnyhmisufasuuasteyanisludesuiudayaningles)

6.3.1 mahauveslaunddmfumadhavemiiaflea

1

o a o Y o ¥ 4 g 7 s = o
ﬂ'l'i'YﬂQ1LI‘Uﬂsﬂ‘l’ﬁ‘]J'i'lﬁﬁTﬁ‘i'}JﬂﬁWﬁﬂﬁﬂNTﬂﬂ"l"ﬂﬂ'i]ﬁ‘u'l‘]fﬂﬁﬂiﬂﬂ HTML nasdnis

o ¥

Whswanmhnszuumadisiaiilousd Taolaunesihdeya ldbmsdswando

dssananadmiumadis e ndannlaundmmadsiaioufomdnededoyadign

ghswanduindadidon e il imihnissanendeyaliuasty e HTML fideants
Tausiausenszuaumsaueenidiu 2 Suneu tud nszuaumadhstavesla

viadmsumsdnstantnlled sazgnszuaumsihideyan laiumsdsda 114

T

ENCRYPT

ENCRYRT /

HTML

PLAIN HTREL

LIBRARY
INSERT
ENCRYFT
HTM:.
SOURCE AdbX
HTML FRLE CECRYFT

71 6.7 plumasnszuauninhianives HTML ENCRYPTION
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6.3.2 nszmaumsinsoveslsunddmivmaudiiiemin/lsd

= 9 o

nszuIumsitnsiaves lousadldaudesnsendayaiideanaidhsfaluses

v
=

4 T . = o_ 9 4 3 v ’
HTML INPUT 4d3na1]y Encryption lausiaseiiwoya lliimsidhsdanadmdseuians

madhsitadeld S umswanndasnn PP iedszuanaileufesndanziinsdedoayaly

siuuyes HTML Al8sumadhswaudnduAuin1dluses HMTL OUTPUT Tavatuiso

NANOUMIUAAIHA 14 1a8nA1jY Show Example
fFnunsdanendeyadildsunsdsiaievdoonds U idom Taodrldnau Ing

ﬂ'y L1 J o 9t [ r ] 5 5 =4 @ W oo
fglFnudeamsaziimudisda lassznardaiuaounisisaulasazdoaludidodaly

HTML
INPUT
.......... - ncwﬂm
HTML
QUTPUT

1 6.8 JumamhmMaddmiudhavedoye

Y] o Y o ] o o o [
madnsvaves lavsadwmsumsensiamunind Tedee 1sdesnsulunisdsve
#in1w1 PHP 1dWannw1d iden1dandn BASEs4 ENCODE( lunsidhsadayaveai
L ° ¥ w Y ar aa 9t @ g '
T Tavawiimsidhs WadeyalugunuuvesmsdisWanuy BAsEss #fildamdudmiy
msdhswalunisu-dadud
Qs Qs ar [ a‘u./
miosasiaued lausnadmiumadnsariunimny leave 197ad $u
4 Lo Y 4 .
BASE64_DECODE() duituilansuiildlunisaeasiadoyanignidrsialugiliuy BasEes
ﬁ' o Y] [ = o
Alydulunissu-aadwa
Sn S = ol in‘d Qs 5 o cu
AlFau lausdausessnuuunazianndsnsudmiunsidisfaasoeasiauss

au0414 Taod Timsudlaes Fudwmsomadswalu IWd ENCRYPT PHP
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633 mahdeyafldiumainioh ¥
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= ' o i o w
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Iﬂﬂﬁ]ﬂulﬂﬁ'ﬁllﬁgﬂﬂﬁﬁfﬁﬁﬁﬁm Internet Browser 'Fi'N‘]

i Load Javascipt --> _
<script languade="JavaSoript! type="textAlavaScrpt” sre="securty js"> </scripts

71 6.9 plimamaAslaunidoslidy BEAD vedIvd HTML

SHTML

<B0DYy

<SCRIPT LANGUAGE=/8% 25
document wiite[JAXDecrypti
SAGID Y AR TR D
</SCRIPT>

</BODY>

HTML

CF B0 p4d BneGh RS AWIE D UpSNHARA Rk vk S VR TR

714 6.10 plumaamahdoyafdfumsdhstatifan

TEST DECRYPT

more test

31 6.1 pliraemaunnsadeyoiidumadhata i dived
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