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1) 1ATYIU ISO 7816

1WHuIMI§IuLB3 Smant Card 910 ISO (International Standards Orgamization )
fiofuwdnyuzdoyndinizyos Smarcard 1¥31fu “Identification Cards Integrated
Circuitcard with contacts” 318Ut anasguiioonidiu 6 tau Ao 150 7816 Part 1 -
Part 6 Saunin Part W8oFuwfadoynsinen v0a Smart Card Tavdudifigyug e

Part 1-3 TR WENYULUD Smart Card TRAAI



ISO 7816 Part 1

pEU0TANNUT VO Smart Card TavwIANNZjUTIVEATRT tazYodiAves

Tasaadiaveadamia

I ISO 7816-1

Refers to 7810 whuch governs the physical dimensions of an

ID card -

Smart cards are ID-1 type cards ;

Width : 85.6 mm. x Height : $3.89 mm. x Thickness . 0.76 mm,
3370 in 2,125 in 0.30in

Refers also to 10370 regarding Test Methods

3N 2.18 1SO 7816 Part [ {10]

IS0 7816 Part 2

oEU10TA NP LIRS A MUY Contact B Smart Card

[ 15078162 ]

Govemns the dimension and location of the chip contacts

Only one location accepted by [SO since 1/1/93.

Chip can still be on the front or the back or the card.

7 2.19 150 7816 Part 2 [1]



Pn's posibon ;
ce ca
er c3 AFNOR
}
cé ; €2 I
! .
c5 c1
c1 cs
c2 ce
ISO7816
position
c3 cr
c4 ce
— I
- — - -3
Minimal Contact Size !
1.7 mm,

2 mm.

31



All the sizes are In milimeters

Cl
c2
c3
c4
Cs
c6
7
c8

Pin Assignment :

Contact Location :

10.25
10.25
10.25
10.25
17.87
17.87
17.87
17.87

12.25
12.25
12.25
12.25
19.87
19.87
19.87
19.87

19.23
AN Y
2431
26 85
1923
217
24.31
28.85

20.93
23.47
2601
28.55
20.93
2347
26.01
28.55

Ci:Vec=35V
C2: Reset

C3: Clock
C4:RFU

Cl
c2
C3
C4
Cs
Co
c?
C8

C5:Gnd
C6: Vpp
C7- 10
C8:RFU
A B
17.87 1987
1787 19.87
17.87 19.87
17.87 19.87
10.25 1225
10.25 12.25
10.25 1225
10.25 1225

UM 2.20 Aurniauasyu1Aaves Contact Y84 Smart Card

16.69
14.15
11 61
907

16 69
14 15
11.6]
92.07

32

18.39
15.85
13 31
10.77
18.39
15.85
1331
10.77
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ISQ 7816 Part 3

4

oty eIt Clock a7 UuuumMImItygIuIEnI1aUaT Sman Card U Smant
Card reader #1414 Smart Card

L.

{ ISO 7816-3

Goverms the electronic signals and transmission protocols

Electnical Characteristics
initial clock between 1 and 5 MHz
Initia} 1/0 rate = Clock / 372.
Clock = 3.57 MHz for 9600 baud.
Transmission Protocols
Defined transmission protocolsare T=0and T= |

T= 14 15 reserved for proprietary protocols

Ui 2.21 1SO 7816 Pant 3 (12]

IS0 7816 Part4

ofvwdalasaedadtoyniivssqlu Smant Card yadidail$lu Smant Card
(Application Protocol Data Unit (APDU)) 120l dunumahs wadoye

ISO 7816 Part 5

psuwta Insgmefszuuuaz msamadouninuavdmiunisfuruedwdmsy
o4 o a &
(AID) FaU1znoudautoyauuy byte Taoh s Tudusnszydedadiauonnamsu uas

i1 Tudnae szyriavesuonninyy

IS0 7816 Part 6

. o4 4 - - : Y
{Jutoye Interindustry %3 data elements  FapFuwdespduvumsdomadoyaves
qunsel 3UIUUAT answer to reset (ATR) uargUduuuldilaneamidedoyn

(T=0, T=1)
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' - o -
Wutundnfiiiaulu Pesc 19N 138ANII T8 WY Y04 Interface device (reader)

1nz Smart Card Tagliniin
-SuUHAYOU uazATIEY MITDYUBINIWINT Smart Card
¥ | 4
-A7UNUMI 189U IFD 1ag 1CC 19V application

AuAudRUN I dsdoya ICC (Smart Card)
Service Provid

P .
Amdhfnrounguitadiunis 1w icc uszuy Low level WAy Developer ie
munsolnmdugalunmsAnnedy ICC (Sman Card)

cc lica
Huseuy Software Uu PC R 14974 ICC (Smart Card)

3) Opencard

1w Framework NIAARDILHI1S Smart Card U 0S w139 Taumiaulaold
M1 JAVA 15uAnn13Tun15ARAG $9 Opencard framework Yauilau IBM Tau
UT M Smart Card tne Smart Card reader A139 WA w3 iT0 (¥

3-G International

American Express Travel Related Services
Bull

First Access

IBM

Toshiba Corporation

TOWITOKO

Schlumberger

Siemens

Sun Microsystems
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o J - [ -
patszmafmenezaanuganinlumsvau Tyusuniy Smart Card vpa
1 - o 1] J
developer DINATTVUANATIVEL Smart Card UAS Smart Card reader Y8IUTHNATI 43
' - - 4 w ' aA
tanuuanaalusonzdualdngos Sadalulinasguiuuueuln interface ung

protocol W

3.1) In3a0¥13%83 Opencard
Tnsand1a8nvD3 opencard t1zneot Ty 2 daundn fie
Card terminal layer
d
(B iayer A1$TUN1IAIVAY card reader Fagnoonuuuinmuzo
14187 u#) opencard framework 3437 11/8a PC/SC card reader
Card service layer

d - 1] - J
i layer M opencard 15un11AAAD card service TMA7 Smant Card 4

¥ o

uuunisdadeny Sman  Card  vBUARSARARDADIWUANA1IU 1o
J - t - - "

opencard 1 framework Wi uRRaRoRY card ¥ilAA1Y unzaAnIIY

1 - 1 e W - - [ N -

YauInVEB developer 1UMIIAARBAUAD card 1Aud7 TnuRaRAD service AR

opencard UMY

4) Javacard

Javacard #6 Smart Card AABAMMEUNIDAIL a1 Tae T sunsnil
Soud Tau1$a 1 Jave F30u? javacard 92 virtual machine vinidnfign
ponuvyinlaueniy Moansofer1daIu jave v Sman Card Wi CPU
YuU% 8 bit uny EEPROM vu1A § KB, ROM YU1A 16 KB, RAM YU 256
KB

AUTUTAYDY javacard tﬂuﬁlﬂmnuni’iu:ﬂ“lulﬁaum]ﬂ'imuu 1996
TayuTM Schlumberger w3 ouRun1310ARIv04 javacard Tuusn F3luTldown
Javasoft  (Fafutaunilaveauiin sun  Microsysterm)  18viinaseon
AuTTLYA Javacard AP 1303%u 2.0 une 1dnnodlun s gruganmnysuyes
Javacard Hﬁ'ammfu‘himuv]nq y3wniinia smarcard v101Ehimsvede
AuAng javacard 910119 sun 1HENINITOBOUL javacard VBIAUIDADDDN

w1o Taoll 2 uS¥nIngfie Schiumberger AT GemPlus Wudih lunisnda
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javacard Tasninmisaranisaituil 2001 smartcard 3 Wulused 700 A1

11.!'7‘11‘7.]1.1 Javacard

4.1) o nJAUNS 131984 javacard

umﬂnunnmfugmwas:uu javacard Fu layer ¥®4 javacard
virtual machine (JCVM) v:nhmdumfugmum integrated circuit (IC) LAY
operating System IRW1ZYDY Smart Card Frozdimrdouiidamsiiangmme
VDA card 'l’i'#wwﬁnfqnn: system interface UBJ JCVM 104 #2 JCVM 9%
anosnuuylduondu 2 9w, dauusnves JCVM v 1 uuU PC (off card)
(U@ Converter #1921013 convert Java class Woglugrnuufinnninld
18AY javacard unziflufldmanouda Tusunsuves card (cmulator) Aol
ve 1419791 javacard 02T 2 9x0glufa Smart Card AmhiiTudaurla
Java bytecode ¥03Tsunsuly javacard xi'luwﬁuhmmz (native code)
eol¥ cPU  luudn:  Smat  Cand  masmd lounsvraonld

Java Card Framework Ilayer lﬁu'[ﬁff 1 é’ufug 14 Application
Programming Interface (API) classes HAZAIVI AT system service nFuldlu
niswa Tusunsulu javacard Taodl add-on class vedusazuTungrinn
wihRdud e Tuidduns e luudes javacard T sunsulu javacard ve
gniFundt appless Taelu | card w10l appless 1AMaw applets TRuAns
applets vElifnyuziamzA2Tav1¥ AID (Application Identifier) 1HuR2
CUAUOAANLURNAIYOULIAAS applets 9414AMNATTuwRIg 150 7816

o
N s
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247 oufimyfiguosnAsgIHANg
1) International Organization for Standardization (www.jso.org)
150 Wuesfnrszniaszmn doduiled 1947 Taunguilszmenndn
140 Uszime Ael¥eaRnInasRilyiyua Arevsenngynifoy uaz
masgufufunsuinadneg Widu W luimmiaordu dwedss Tonily
ATUMINEUIMIMARINgHvLea
2) PC/SC Workgroup (www.pescworkgroup.com)

PC/SC  Workgroup  Wugadnsidaralavnguuivndndamio:
- o [ 4 o F s -
noufiuaed unsmuninmiamelfilluesdninmsfiscnouqua unzfinua
- ry '
waryuim Idonimmialéuntesmouiunei lRedr1auiluszuy une
L] ] - -l o J -
Swremaian Inslisn¥nidfgfeo Bull Cp8, Gemplus, Hewlett-Packad,
IBM, Microsoft, Schiumberger, Siemens Nixdorf, Sun Micro systems, Toshiba
une Uenfone
3) Open Card (www. opencard.org)
« - a e ] - - - - I3 o«
dlussrniduszineaslaungquuivnimigsdudvrdumninmia 1
- o q. J L] ' -
UTEm ofvzdmuansounnFouse (Frrmework) TTHindnsauiniga
- ] ) - ¥ w F] r - - ' »
fudantessiu meliiasuazinTeso uNHAAIANAZUYAY MINI3D 1T
Mot A a5 ltainadauermdinsuseniiaid
4) EMVCQ (www. emvco.com)
-4 : - e -
HusainsneafinedaTau uTvn Edropay , ¥T8m nimmeimda uns
- q . - - 4
UM Visa ifedmuanas sz yumsIstuitarmninnina el
: - W J o - . -~ 1‘ + -l -
MmmUasuazinToames ueaiatusunu 1Aed 9@ unsiaoady
$) Smart Card Aliiance (www. smartcardalliance.org)
L] - ] J ) d - -

dunguiutiiasihprdufnadudarmninmiaduau 185 vivn
1] : J - o -y -
redafengurdnAauisfommimmandyfimi Taemnnweds

w ' P o

1Ay uazednglassndig Tugarmnisuiedss Tomitulavstuves

mUIBN
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2.2

3.2 MIDDAUUVINGT

3.2.1

Computer

et i e e )

T

232

AX

M

LZIGBEE
Famaniu

Ld LA -
ATy

Ly

vasnlaozunIum 109249337

4-—'”/7/'
—

ZIGBEE
da ¥ d
nAARINGH

Ui 3.4 vaenlapzunsumshinuvenessy

MIT0ENNYLII0SVBIQUNILIFVANINNL

gilnsoinliiuases

- ZIGBEE PRO

- IC 103 MAX 232

- Port Senal R$S232

Microcontroller
AVR 128

Smart Card

Ld ry -
A lvuinng

41



.l

1UDIBYHNYDIN0]
1) 2903 ZIGBEE
ava
0.1uF
‘[ 1]
V3.3 vee
TxD 2 h e

R1 RxD 3 RX
30k XBRES ___ 5 |RESET

XBRES

‘r_Iﬂ GND

ZIGBEE

42

Vil

ADa‘JL_izN_,

ADS

16

15

ADS T

-

10K

470 ohm

1
LED1

717 3.5 2993 ZIGBEE wosqUnisiifumiiumg

ningl 911 vee duniidreIiidh ZIGBEE

- [ -
v12 TX v l9dsdoyaoontinda ZIGBEE

11 3 RX fluniliudoyadunlud ZIGBEE
v15 RESET (uy1 RESET
Y1 10 GND iuv1 Ground

- 4 T
4115 AD5 1y output Yoad gL digital 492512993 LED uaams

MNLUDI2993



179N 3.1 3WAtIDUAY) ZIGBEE

43

Pin # Name Direction Description

1 VCC - Power supply N
2 DOUT Output UART Data Out

3 DIN / CONFIG Input UART Daea In

4 DOB* Cutput Digital Output 8

5 RESET Input Medule Reset (reset pulse must be at least 200 ns)
6 PWMO / RSSI Output PWM Output 0 / RX Signal Strength Indicator

7 PWM] Output PWM Output 1

8 [reserved] - Do not connect

9 DTR / SLEEP_RQ /D18 Input Pin Sleep Control Line or Digital Input 8

10 GND - Ground

Il AD4 / DIO4 Either Analog Input 4 or Digital VO 4

12 CTS /DIO7 Either Clear-to-Send Flow Control or Digital VO 7

13 ON/SLEEP Qutput Module Status Indicator

14 VREF Input Voltage Reference for A/D Inputs

15 Associate / AD5 / DIOS Either Associated Indicator, Analog Input 5 or Digital /O §
16 RTS / AD6/ DIO6 Either | Request-to-Send Flow Control, Analog Input 6 or Digital /O 6
17 AD3/DIO3 Either Analog Input 3 or Digital YO 3

I8 AD2 /DIO2 Either Analog Input 2 or Digital VO 2

19 AD1/ DIOI Either Analog Input | or Digital /O !
20 ADO/DIO0 Erther Analog Input 0 or Digital YO 0




2) 2035 RS232

1uF Lo

1RV
1uF J.C1'

C1+

2+

s L2

¥

ce glv-

711 3.6 2993 RS232 veeguinsalifudrduma

TRANSMIT 7
RECEIV _8

T20UT
R2IM

MAX.232

vCe
GND

T2iN
R20UT|

44

R3232
-\

2
TRAHNSMIT 2

-

RECEN 2 <

1

Ot

[
N mrn—

nngduraier RS232 WIC wei MAX232 sefunweia RS232 (He
1

UAAIHANIIADURIADT

3) 7397 Supply

VR1

LM1117-3 3

3 lvin

GND

Voul] 2

7UR 3.7 2397 Supply veagUnsaifunIHIUMa

DINgULeRI2393 Supply (HuaesfilfinlasusaduIfien adapter Tauly

- - a_ '
IC 1o LM1117-3.3 endaautadulvividu 3.3 Thadiionwlvun ZIGBEE
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323 MIoenineIvesgUnialiiseArun
pnanfilghaes
- TulninouInsmnns ATmegal28
- ZIGBEE PRO
- IC MAX 232 unz Port Serial
-
JuAsIBUAYDINGI
o
1) 2o luinIneuinsainos ATmegal28
Yee
c2
O1nF
I
vee [ &
52 21 l
RS § § ADO}S1 it - LB 2
100 ohm 3 ADis0__ RwW b f ;
STV ADZ4g ___E i!- -
o8] L s [
10nFT 63|AGND ADl47 M E{'?_ (R
ol
o L
Atmega128 AD7|44 [ord
RE INT2[27 RxT{t)
10K INTI[ 28 TXD{Z)} c4
PEN KTAL2| 23 Zi2 ol
neser zofneser s Y
:g( g %‘ XTALY[ 24 T h_{
[+L]
1 3] Isa 2 pF

SW-PB
cs 1
OtnFI

JU7 3.8 2295 U auvDI ATmegal28
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91312905 ATmegal28 92891 RXD uas TXD odeas 2 ¥1 Fashinisee
¥1 RXD(0) , TXD(0) Aintd 'y ZIGBEE Lazv1 RXD(0) , TXD(0) 191 umesasynsy
RS 232 {17393 LCD umaen1sniaiueednes (azifa Teminal ifodoudofunedn
wiuTusunsy

2) 3193 ZIGBEE

ava
c1
0.1 uF w3
R3
1[vee AD3 oK
Rxp{Q)_ 2|Rx
220.0n ADs{1e
TAD{0) 20 ohm__ a[Tx I
ZIGBEE
o on ES RESET R4
3 220 ohm XBR 5[RE
l ADS{15 _ ‘{?vf"‘“‘
RS
30K 1oloND -
{+)LED3

XBRES
I3

711 3.9 2993 ZIGBEE vosgunsgifrzaAmiung

{ureesfioonuuul¥ ZIGBEE gnasugumahaulaslulnsaouinsaines

ATmegal28 uazngluditinaesumaimsitaulaonnea LED



3) 1901 RS232

vCe
S 1 2T vee |8
.
c7 — 01—21 v+ GNDJ15S
1nF L __3101_ 1
+ IC2+
cs _|__‘J' MAXZ32
1 L SF2Z
c2 8|v-
T2IN10  TXDt1)
TRANSMIT _7|T20UT
R20UT[ 8 __ RXD{1}
RECEIV R2IN
Va3 o
c2 TRANSMIT 2| ©
- . _|_ c10 RECEWV 3 ©
co o
‘|‘1 nF 1‘ 1nF o
+ L]
- ]

I

RS232

UM 3.10 2907R$232 voagUnItifrszArumn

47

vinglindssmitfissinisfadety Sman Card HuMaMeTAoynIL

r$232 Taul IC 1wed MaX232

4) 397 Supply

vin Vot

VRZ
v Volt Reg
—
D_N v Hvin vou
GHD
2 2 2 Ac + cH 2
1 FIOW
! S
INPUT

GND

.

L e

e

U7 3.11 2397 Supply vesguntaisszaidiunig

910312397 Supply iiuaesilduaarsulvfon s zunedy 220

F f
Taod i inssummss s Taad tesw I tunluTnsrouInsamed unsutlas

dluInnszuoase 3.3 Tradtiostw W viun ZIGBEE
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[ f @ a
3.3 Ilad¥1da (Flow Chart) namspimiauszuvuifiun wuntadalusialag s

Start

... Y
ZIGBEE ’lwuﬂurw'nmn
Groadcasl

o fCiJBEE

/ ria ZIGBEE leamd,
wirvrrahaven

/ whyle Smartcad

ZIGBEE M».]
L. mtideidaniennd
- Mmpurimmes

‘Yes

r .
2GaLE Fanadununr e

Y
ria ZIGBEE browd

astan b s e

I

| ZIGBEE Amahsrivars |
E risysanrimnees

il o N_O_h iy - s Ao mromad
roukpabareiy bt urinaonalisefahal |

[—

Ui 3,14 Teadndaumasmaiiiuvesrzuumsfusmumedalulid lavs
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3.4 3TVUgMYOYR

3.4.1 #10819A1319§ H¥OYNYBITZVY Electronics Toll Collection

BALANLE TYPE IDATE T

fﬁ’gﬁn %D 8940 F] g'a?m r[%.kﬁm

[KAZETS o002 oo 7 D707 3

TVXEI10 6003 200 3 BA7/2007 08 1300 AM

Fa ] DO04 500 ? 1041672007 1037 02N
cD5370 0005 1500 7 /0172007 11 0300 AM
I@ [0 (17h] 1 DEAD/2007 B AN
FUK3I% 0007 000 1 7N72007 031600 PM
TOM444 0008 0600 3 08/19/2007 031607 PM

SUPBR? 0009 {100 3 1271272007 07T706PM
SASEAH 0010 0740 1 0AR2007 |nioeireM |
Y8 0001 0550 1 1170872007 0617 00 AM

U 3.15 mimagudioyn Smartcard_Car

TYPE (DI TYPE MAME PAY
1 Four-whesled 0040
2 Six to ten wheeled 0060
3 More than ten wheelad 0085

jUi 3.16 mmngudoyn Cor

3.42 nuduusiugduuy NIAM veaszuugmdeya

U 317 AanuduiuiTuyduuy NIAM veaszuugiudeyn



3.43 DATADICTIONARY vo3g m¥oyaluivuuy

M15137 3.2 DATADICTIONARY Y03@1114 Smartcard_car

51

Name Description TYPE

C_ID ID Y0T0UURA Text
S ID ID vominmin Text
BALANCE LIS PR Text
TYPE_ID sy Integer
TIME natisod st Text
DATE Sufisorusufumrmma Text |
m31af) 3.3 DATADICTIONARY 48391313 Car

r Name Description TYPE
TYPE_ID szinnso Integer
TYPE_NAME Forszinmio Text
FOUR-WHEELED 10Uud 4 o Text
SIX-TO TEN snuI6- 10 de Text
MORE THAN TEN WHEELED | 30u319n 10 #edul Text
PAY ATHTHNIIVDATILADL YU Text
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3.5 pluvumsdanefomsvesszuy
3.5.1 yHAveuninaneveya

uuuvewRninedoyadildluntzdasedoms tussyuiidere Tl

L Start Bit Stop But
! i
$|B|C|#

DATA

U 3.18 umnedoyai |

\ - o 1 1 P ] -

ZigBee NAMUALATHIUINIINS By niyy Broadeast pon Ty iflasodmuuif
' v . { ] 1 - o &
AAUAIHIUNILRD ZigBee AAMIALUMAIUMITsIInTIdiminuTuAuTiaon T 1Y

- y Y
ZigBee Mndaunnindoyadaly

Start B/ DATA \Smp i
| |
sl A X X IxX X Ix|XIx|x]IXx]#
W_J\ JW N W,

N YT

- o « - -
ailaudamne D Mninmie wiiate  weaununie

Ui 3.9 uRminedeyai 2

H 4 [ o J - [
ZigBee Mrnuiile1dTuunanousn Aezvimisdamnneiioanlufia nufudidiuna

' & ) LJ [} -~ - -
MovendeynveasndalAun ID veammnivmia, ¥iaso uaz voadununie
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DATA

Start Bit \'op Bit

$IP ALY X XXX | X]|X]|X]|X]| X |#
- J|L /
N

) o o o« - - -
AMUALINALAY N TIINNIIA AN HAARNUAUN BN

1 -
1 3.20 wminedoyndl 3

P e 1Y - -
dieAanufumiriumid1diudeyaunnineh 2 fszdinisasasmeudoyavossady
i : o T - J 1
yudoynidoymivasituniely Hassfufvsdins dwiaineiioonTuidouoniidos
FrszRuarumaniing uadeyaluassfuszvuisshmsfalfimansgunzidouse

‘ - 1
welfifhundngnlumsnsremeuaey

DATA

Start Bit Stop Bit
| l

$]T [L XXX X XXX X[ x[#
N/ NN ) [ N —

wliaufininn  Mavdnmda  ¥IAI0  peaunuuide

U7 3.21 umnedoyndi 4

.‘ - H 1 » ' ¥ ] ] 1) 3
wernldTviiamenuenndesfissunidiuman vy suninmsafissims

»
durmthiinininidusT s lvoaiunanie Tudasmilus udrnsuinnetionnluda

J 1 L] (]
ZigBee NANUAUAIHIUNI
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Start Bit Stop Bit

| |

IO K| X| X|X| X{X]|#
C 7

~/ |
slauNAINg T mdnmia ¥Ade

Ui 3.22 uhninedoya s

4 1t o P ) - - -
weAnuduaunahinIaneaouuiminedeyan 4 udrhiidmontuveanamie

- - - L] - -~ t : J ‘ L -
wavindumitylugudoyneia ezdaininedeyatioonufiso Nevinstuduniavn

AuveTosud 14

Stant Bit Stop Bit
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U 323 wininedoyafi 6
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diomnimmifairoiinaindudidiumadoufosuds fvzdainneiindulun
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3.6.1  $wazdualy User Interface

M9140 3.4 0aziualy User Interface

Title Detail
D uerAd ID voamninmia
TYPE LTAITIAYDIT OUUA
PAY HEAIRTHIUNIIVDITOLARL TURA
BALANCE UTAIUBAITUA AN D
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Features

* High-performance, Low-power AVR® 8-bit Microcontroller
+ Advanced RISC Architecture
- 133 Powerlful Ingtructions — Most Single Clock Cycle Execution
- 32 x 8 General Purpose Working Reglsters + Peripheral Control Registers
- Fully Static Operation
-~ Up 1o 16 MIiPS Throughput at 16 MHz
— On-chip 2-cycle Multiplier
= Nonvolatile Program and Data Memories
— 128K Bytes of In-System Reprogrammable Flash
Endurance; 10,000 Write/Erase Cycles
-~ Optional Boot Code Section with Independent Lock Bits
In-Sysiem Programming by On-chip Boot Program
True Read-While-Write Operation
- 4K Bytes EEPROM
Endurance: 100,000 Write/Erase Cycles
- 4K Bytes Internal SRAM
- Up to 64K Bytes Optional External Memory Space
- Programming Lock for Software Security
- SPIl Interface for In-System Programming
» JTAG {IEEE std. 1149,1 Compliant) Interface
- Boundary-scan Capabllities According to the JTAG Standard
- Extensive On-chip Debug Support
- Programming of Flash, EEPROM, Fuses and Lock Bits through the JTAG Interface
* Peripheral Features
— Two 8-bit Timer/Counters with Separate Prescalers and Compare Modes
— Two Expanded 16-bit Timer/Countera with Separate Prescaler, Compare Mode and
Captura Mode
- Real Time Counter with Separate Oscillator
- Two B-bit PWM Channels
— § PWM Channels with Programmable Resolution from 2 to 16 Bits
- Output Compare Modulator
- B-channel, 10-bit ADC
8 Single-ended Channels
7 Differential Channels
2 Differential Channels with Programmable Gain at 1x, 10x, or 200x
- Byte-oriented Two-wire Serial Interface
- Dua! Programmab'e Serlal USARTs
- Master/Slave SPl Serlal Interface
- Programmable Watchdog Timer with On-chip Oscillator
— On-chip Analog Comparator
Special Microcontroller Features
— Power-on Reset and Programmable Brown-out Detection
— Internal Calibreted RC Osclliator
- External and Internal Interrupt Sources
- Six Sleep Modes: Idls, ADC Noise Reduction, Power-save, Power-down, Standby,
and Extended Standby
- Software Selectable Clock Frequency
~ ATmega103 Compatibility Mode Selected by a Fuse
- Global Pull-up Disable
VC and Packages
- 53 Programmable 'O Lines
- 84-lead TQFP and 84-pad MLF
Operating Voltages
- 2.7-5.5V for ATmega126L
- 4.5-5.5V for ATmegal2s
Speed Grades
~ 0 -8 MHz for ATmega128L
— 0 - 16 MHz for ATmagal28

-

8-bit AVR’
Microcontroller
with 128K Bytes
In-System
Programmable
Flash

ATmega128
ATmegal28L

Summary

Rev 2467TMS-AVR-11/04

Note This 1s a summary document. A complete document
‘ mEl is available on our Web site at www.atmel.com.
— [
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Pin Configurations Figure 1. Pinout ATmega128
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Note:

The bottom pad undar the MLF package shouid be soidered to ground.

The ATmega128 Is a low-power CMOS 8-bit microcontroller based on the AVR
enhanced RISC architecture. By executing powerful instructions in a single clock cycle,
the ATmega128 achieves throughputs approaching 1 MIPS per MHz allowing the sys-
tem designer to optimize power consumption versus processing speed.

Overview

2 ATMeEGaT 28 s e ——

2467TMS-AVA=11/04



s A TMeEga128

Block Diagram
Figure 2. Block Diagram
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ATmegai03 and
ATmegal28
Compatibility

AIMEL

The AVR coreg combinas a rich instruction set with 32 general purpose working registers
All the 32 registers are directly connected to the Arthmetic Logic Unit {ALU), allowing
two independent registers to be accessed in one single instruction executed in one clock
cycle. The resulting architecture Is more code efficient while achlaving throughputs up to
ten times faster than conventional CISC microcontrollers.

The ATmega128 provides the following features: 128K bytes of In-System Programma-
ble Flash with Read-While-Write capabilities, 4K bytes EEPROM, 4K bytes SRAM, 53
general purpose I/O lines, 32 general purpose working registers, Real Time Counter
{RTC), four flexible Timer/Counters with compare modes and PWM, 2 USARTS, a byte
criented Two-wire Serial Interface, an 8-channel, 10-bit ADC with optional differential
input stage with programmable gain, programmable Watchdog Timer with Intemal Oscil-
lator, an SPI serial port, 1EEE std. 1149.1 compliant JTAG test interface, also used for
accessing the On-chip Debug system and programming and six software selectable
power saving modes. The Idle mode stops the CPU whlle allowing the SRAM,
Timer/Counters, SPI port, and interrupt system to continue functioning. The Power-
down mode saves the register contents but freezes the Oscillator, disabling 81l other
chip functions until the next interrupt or Hardware Reset. In Power-save mode, the asyn-
chronous timer continues to run, allowing the user to maintain a timer base while the
rest of the device Is sleeping. The ADC Nolse Reduction mode stops the CPU and all
I/0 modules except Asynchronous Timer and ADC, to minimize switching noise during
ADC conversions. In Standby mode, the Crystal/Resonator Oscillator is running while
the rest of the device is sleeping. This allows very fast stant-up combined with low power
consumption, In Extended Standby mode, both the main Oscillator and the Asynchro-
nous Timer continue to run,

The device is manufactured using Atmel's high-density nonvolatile memory technology.
The On-chip ISP Flash allows the program memory to be reprogrammed in- -system
through an SPI serial interface, by a conventional nonvolatile memory programmer, or
by an On-chip Boot program running on the AVR core. The boot program can use any
interface to download the application program in the application Flash memory Soft-
ware in the Boot Flash section will continue to run while the Application Flash section is
updated, providing true Read-Whils-Write operation. By combining an 8-bit RISC CFU
with In-System Seli-Programmable Flash on a monalithic chip, the Atmel ATmega128 Is
a powerful microcontroller that provides a highly flexible and cost effective solution to
many embedded control applications.

The ATmega128 AVR is supported with a full suite of program and system development
tools including: C compilers, macro assemblers, program debugger/simulators, in-circuit
emulators, and evaluation kits.

The ATmega128 is a highty complex microcontroller where the number of I/O locations
supersedes the 64 /O locations reserved in the AVR instruction set. To ensure back-
ward compatibility with the ATmega103, all /O locations present in ATmega103 have
the same location in ATmega128. Most additional (/O locations are added in an
Extended I/O space starting from $60 to $FF, (l.e., in the ATmega103 internal RAM
space). These locations can be reached by using LD/LDS/LDD and ST/STS/STD
instructions only, not by using IN and OUT instructions. The relocation of the internal
RAM space may stifl be a problem for ATmega103 users. Also, the increased number of
interrupt vectors might be a problem if the code uses absolute addresses. To solve
these problems, an ATmega 103 compatibiity mode can be selected by programming
the fuse M103C. In this mode, none of the functions in the Extended I/O space are in
use, 50 the intemal RAM is located as in ATmega103. Also, the Extended Interrupt vec-
tors are removed.

4 AT IM1E QAT 2 5 1200000000000 —
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ATmega103 Compatibility
Mode

Pin Descriptions
vCcC
GND

Port A (PA7..PAD)

Port B (PB7..PBD)

2487M53=-AVHA=-11/04

The ATmega128 1s 100% pin compatible with ATmega103, and can replace the
ATmega103 on current Printed Circuit Beards. The application note “Replacing
ATmega103 by ATmega128” describes what the user should be aware of replacing the
ATmega103 by an ATmega128

By programming the M103C fuse, the ATmega128 will be compatible with the
ATmega103 regards to RAM, /O pins and interrupt vectors as described above. How-
ever, some new features in ATmega128 are not available in this compatibility mode,
these features are listed below:

* One USART instead of two, Asynchronous made only. Only the eight least
significant bits of the Baud Rate Register is availlable.

* One 16 bits Timer/Counter with two compare registers instead of two 16-bit
Timer/Counters with three compare registers.

* Two-wire serial interface Is not supported.

* Port Cis output only.

* Port G serves alternate functions only (not a general /O port)

* Port F serves as digital input only in addition to analog input to the ADC.

* Boot Loader capabilities is not supported

* Itis not possible to adjust the frequency of the internal calibrated RC Osclllator

* The External Memory Intedace can not release any Address pins for general 1/Q,
nelther configure different wait-states to different External Memory Address
sections.

In addition, there are some other minor differences to make it more compatible to

ATmega103:

*  Only EXTRF and PORF exists in MCUCSR.

* Timed sequence not required for Watchdog Time-out change.

» External Interrupt pins 3 - 0 serve as level interrupt only.

* USART has no FIFO buffer, so data overrun comes earlier.

Unused {/0 bits in ATmega103 should be written to 0 to ensure same operation in
ATmega128. P

Digital supply voltage.
Ground.

Port A is an B-bit bi-directional /O port with internal pull-up resistors (selected tor each
bit). The Port A output buffers have symmetrical drive characteristics with both high sink
and source capability. As inputs, Porl A pins that are externally pulled low will source
current if the pull-up resistors are activated. The Port A pins are tri-stated when a reset
condition becomes active, even If the clock is not running.

Port A also serves the functions of various special features of the ATmega128 as listed
on page 70.

Port B is an 8-bit bi-directional YO port with intemal pull-up resistors (selected for each
pit). The Port B output buffers have symmetrical drive characteristics with both high sink
and source capability. As inputs, Port B pins that are externally pulled fow wlll source

AIMEL ;



Port C (PC7..PCO0)

Port D (PD7..PDO)

Port E (PE7..PE0)

Port F (PFT..PFQ)

Port G (PG4..PGO)

ATmEL

current if the pull-up resistors are activated. The Port B pins are tri-stated when a’ ‘reset
condition becomes active, even if the clock is not running.

Port B also serves the functions of various special features of the ATmega128 as listed
on page 71.

Port C is an 8-bit bi-directional I/O port with internal pull-up resistors (selected for each
bit}. The Port C output buffers have symmetricai drive characteristics with both high sink
and source capability. As inputs, Port C pins that are externally pulled low will source
current if the pull-up resistors are activated. The Port C pins are tn-stated when a reset
condition becomes active, even If the clock 1s not running.

Port C also serves tha functions of special features of the ATmega128 as listed on page

74. In ATmega103 compatibility mode, Port C is output only, and the port C pins ere not

trl-stated when a reset condition becomes aclive.

Note: The ATmegai28 is by default shipped in ATmega103 compatitxlity mods. Thus, If the
parts are not programmed before thay are put on the PCB, PORTC will be output during
tirst powar up, and until tha ATmega103 compatibility mode is disabled,

Port D is an 8-bit bi-directional I/O port with intemal pull-up resistors (selected for each
bit). The Port D output buffers have symmetrical drve charactedstics with both high sink
and source capabllity. As inputs, Port D pins that are externally pulled low will source
current if the pull-up resistors are activated. The Porn D pins are tri-stated when a reset
condition becomes active, even if the clock is not running,

Port D also serves the functions of various special features of the ATmega128 as'listed
on page 75.

Pott E is an 8-bit bi-directional YO port with internal pull-up resistors (selected for each
bit). The Port E output bulfers have symmetrical drive characteristics with both high sink
and source capability. As inputs, Port € pins that are externally pulled low will source
current (f the pull-up resistors are activated. The Port E pins are tri-stated when a reset
condition becomes active, even if the clock is not running,

Port E also serves the functions of various special features of the ATmega128 as listed
on page 78.

Port F serves as the analog inputs to the A/D Converter.

Port F also serves as an 8-bit bi-directiona! I1/O pon, it the A/D Converter Is not used.
Port pins can provide Intemal pull-up resistors (selected for each bit). The Port F output
bulters have symmetrical drive characteristics with both high sink and source capability.
As inputs, Port F pins that are externelly pulled low will source current if the pull-up
resistors are activated. The Port F pins are tri-stated when a reset condition becomes
active, even if the clock Is not running. I the JTAG interface is enabled, the pull-up resis-
tors on pins PF7(TDI), PF5{TMS), and PF4(TCK) will be activated even if a Reset
occurs

The TDQ pin is tn-stated unless TAP states that shift out data are entered

Port F afso serves the functions of the JTAG interface.

In ATmega103 compatibiily mode, Port F is an input Port only.

Port G is a 5-bit bi-directional IO port with internal pull-up resistors (selected for each

bit). The Port G output buffers have symmetrical drive charactenstics with both high sink
and source capability, As inputs, Port G pins that are externally pulled low will source

6 ATmegal28 me————————————es
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XTAL1
XTAL2

AVCC

AREF

PEN

2467TME-AVR-11/04

current if the pull-up resistors are activated. The Port G pins are tri-stated when a reset
condition becomes active, even if the clock is not running.

Port G 2lso serves the functions of vanous special features.

The port G pins are tri-stated when a reset condition becomes active, even if the clock is
not running.

In ATmegai03 compatibility mode, these pins only serves as strobes signals to the
external memory as well as input to the 32 kHz Oscillator, and the pins are initialized to
PG0 =1, PG1 =1, and PG2 = 0 asynchronously when a reset condition becomes active,
aven If the ¢lock is not running. PG3 and PG4 are oscillator pins,

N
Raset input. A Jow level on this pin for longer than the minimum pulse length will gener-
ate a reset, even if the clock is not running. The minimum pulse length is given In Table
19 on page 48. Shorter pulses are not guaranteed to generate a reset.

input to the inverting Oscillater amplitier and input to the internal clock operating circuit.
Output from the inverting Oscillator amplifier.

AVCC is the supply voltage pin for Port F and the A/D Convertar It should be externally
connected to Vo, even if the ADC is not used If the ADC Is used, it should be con-
nected to Ve through a low-pass filter.

AREF is the analog reterence pin for the A/D Converter.

PEN is a programming enable pin for the SP| Serial Programming mode, and is inter-

nally pulled high . By holding this pin low dunng a Power-on Reset, the device will enter
the SPI Serial Programming mode. PEN has no function during normal operation.

AIMEL -,



Register Summary
i e
| Address Name Blt7 Bit8 BitS Blt4 B3 Bit2 a1 BitQ Pege
1 ($FF) Rasacved - U o ® « - 7 “ =T A o - "4 - -
I Rasbcvid I M N T - » - - - - - < - - -
| {$9E) FReserved N - . - - . - + - - - a -
t (90} UCSRIC - UMSELT UPM11 UPM10 usesgs ucszyy UCSZ10 UCPOLL 191
| 36C) UDR1 USART! O Deia Ragister 189
| {$96} UCSA1A RXC1 TXC1 UDRE1 FE1 DOA Y UPEY u2x1 MPCM1 189
i {S9A) UCSA1B AXCIE1 TXCIEY UDRIE1 RXEN1 TXENY ucsziz AXBa1 TXBa1 150
| ($99) UBRAIL USAATY Baud | Rl_al_agﬂml.mr 193
| (598 UBARIH - - - - - USART1 Baud Rals Register Higt 183
l 1$87) Reserved - - - - \ - - - —
($96) Reserved - - - - - - _ _
{395) UCSROC — UMSELG UPMO1 UPMOO Useso UCSZ01 UCSZ00 UCPOLO 191
($94) _Fesacved M LT - - - - - - -
($63) Resorved |- - > - —-. s - - - -
($92) Reserved - - = . - . . - . - y = -
(891 Resarved - - . e = e - . = - -
($90) UBAROH — - - - - - USARTO Baud Rate Regisiar High %3
(387} Raserved - L - - < - 2 - g = - -
($8E) Aeserved - MK Y- e - + - [ - - - - -
($80) Rassrved - L - - - ) ¢ - - ~ - -
($5C) TCCRAC FOCaA FOCB FOCAC - - - A - - 135
($88) TCCRIA COMIAL COMIAD COM3BI COMIBY COMIC1 COMICO WEMI WOEMIO 131
(38A) TCCRIB ICNC3 ICESY S WGEMI WEMX €332 33 CS30 134
{$85) TCNT3H TinenCounterd — Countar Repisier Hioh Bye 138
{$58) TCNTIL Timen'Countard = Counter Regisier Low Byte 138
{897} OCRMH Timer'Counters — Output Compare Regiaier A High Byt 128
{386} OCRIAL TimenCounterd - Ouiput Compars Ragivisr A Low Byte 138
{$85) OCR3BH TimarCouniar3 — Ouiput Compare Register B High Byte 137
[$84) OCR3IBL TinmatCounis3 ~ Output Compare Registar B Low Byte 137
(383 QOCRICH TimarCounlerd - Outpul Comoars Repiater C High Byl 37
($82) OCRXCL TimarCounlsrd — Ouipyt Compars Ragiater C Low Byie 137
{$81) HCR3H Timar/Countars - input Capture Aagistar High Byle 137
{$80) ICRIL Timar/Countord - input Capture Adgisier Low Byle 137
($7F) Resarved - ; - - - - - - -
($7E) Renrervad - — - - - - - -
($70) ETIMSK ~ - TICIED OCIE3A OCIEN TOIE] QOCIEN: OCIEIC 138
($7C) ETIFR - - ICFa QCFMA OCF38 TOVY OCFC OCFIC 139
($78) Resarved - - - - - - - -
($74) TCCRIC FOC1A FOC18 FOCIC - ) - - - - 135
{379} OCRICH Tumer/Counter - Output Compars Repislar C High Byte 136
{$76) OCRICL Timer/Counisrt = Qutpyt Compars Ragisier C Low Byte 138
(577 Resacved - - - - - , - - —
{376} Ressrvec - - - - - - - -
{$75) Reserved - - - _ - - - - -
{§74) TWCR TWINT TWEA TWSTA TWSTO TWWC TWEN - TWIE 208
573 TWOR Two-wics Serlal inteface Do Register 208
($72) TWAR TWAS TWAS TWAL TWA3 TWA2 TWAL TWAQ TWGCE 208
$71) TWSR TWS? TWS8 TWSS TWS4 TWE) - TWP31 TwWPSe 207
{$70) TWBR Two-wirg Serial intertace Bit Rats Register 208
{$8F) QSCTAL Oucilalor Callbration Regisie £
{$8E) Rasarved - ‘ 2T - T R - - -
{$60) XMCRA - SAL2 BAL1 SALD SRWO1 SRWOO SAW11 20
{$6C) XMCRB XMBK - - . - - Xxmmz XMM1 X0 an
($58) Reasrved |« = - - - - - - - -
[$8A) EICRA 1S3 1SC20 15C21 15C20 18C1y 1SC10 1SC01 1SC00 87
{389} ] - 3 - - - - - - -
(508} SPMCSR SPMIE AWwWSE - RWWSRE BLBSET PGWRT PGERS SPMEN Fti)
{$67) Resarvad - - - - - - - -
(896) Reserved - - - - - - - -
{565} POATG R - - PORTGA PORYGA POATG2 PQRTG1 POATGR 88
{564) DORG - - - DDG4 DDG3 DDG2 DDG1 DOGO 88
363 PING - - - PING4 PING3 PING2 PING Y PING) L]
$62} POATF PORTF? PORTFE PQATFS PORTF4 PORTF3 PORTFZ | PORTF) PQATFQ 85

8 ATMEGAT 25 s ——————— e ————
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Register Summary (Continued)

___

Address Hame BT BItG BItS Bt 4 Bit3 itz | Bits Bit0 Page
($61) DORF DDFT DDF8 DOFS DOF4 DOF3 DOF2 DDF1 DDFO 8
(360} Aessrvad - — - - - - - -

$3F (§5F) SREG 1 T H 5 v N 2z C §

$3E ($5E) 5PH 5P15 5P14 SP13 5P12 SP11 SP10 5P9 SPB 12

$30 ($50) SPL sP7 P8 sPs SP4 $P3 sP2 8P1 sPQ 12

$3C ($5C) XDIV XDIVEN XDiva ADIVS XOIV4 XDIva XDiv2 XOIV1 XDIVD a1

$3B (358) RAMPZ o= = - - - - - RAMPZO 12

$34 ($5A) EICRR 18C71 1SC70 18C61 1SC80 18651 1SC50 15L41 1SC40 88

$39 ($58) EIMSK INT7 INTS INTS INT4 INT2 INT2 INT1 TG a9y

$38 ($58) EIFR INTF7 INTF¢ INTFS INTF4 INTF3 INTF INTF1 INTFO uy

$37 (§57) TIMSK QCIE2 TOIE2 TCIE OCIEAA OCIE1R TOIEY OGIEQ TOIED 108, 138 158

$36 (356) TIFR OCF2 TOV2 ICFY QCF1A OCF1B TOV OCFQ TOVD 106, 138, 158

$35 ($55) MCUCR BRE SAW1D SE SMY SMO sM2 IVSEL WCE 29,42 81

$34 ($84) MCUCSR JTD - - JTRF WDRF BORF EXTRF PORF 51, 256

$73 (353) TCCRO FOCO WGMO0 COMO1_ COMOO__ WIBMO1 [ csat CS00 101

$32 ($5 TCNTO TimerCourterD (8 &) 103

$31 (351) OCRQ Tirnar/Couniend Compars Register 103

$30 ($30) ASSR e .= - - - ASO TCNOUB OCRANUB TCROUB 104

$2F (}4F} TCCR1A COM1AL COM1AQ COMIBY COMIB) COMICH COMICT WGMI11 WGM10 1

| $2E ($4E} TCCRIB ICNC1 ICEST - WGM13 WGEM12 cs12 cs11 CS10 134
| 320 (340} TCNTIH Timer/Countari ~ Counier Regisier High Byts 136
| $2C (340 TONTIL Timer/Couniar! = Courder Regisier Low Byls 136

$28 ($48) OCA1AN TimerTountel] - DUipUl Compars Register A High Byts 138

324 ($44) OCA1AL TimerCounter! — Output Compare Fegisier A Low By1e 138

$20 (548) OCAIBH Timsr/Counter! - Output Compara Register B High Bite 138

$29 ($48) QCR1AL Timar/Counter — Output Compars Fegister B Low Byls 138

$27 ($47) ICR1H Tierar/Countsd 1 -~ input Captura Regisier Hiph Byte 137

$20 [348) ICRIL Timer/Counter — input Capture Pagisiw Low Byl 13?7

$25 (345) TCCR2 Foc2 | womo | com2r [ comeo woM2t | cs22 [ esar | €S20 158

$24 [$44) TCHTZ TunwcCountarg (8 Bd) 158

$23 (543) OCRA2 TinariCounter2 Outpul Compare Regmter 158

$22 ($42) OCOR IDAVOCORT OCDRY OCORS OCDR4 OCOR3 OCOR2 OCDA1 QOCDRO 253

§21 (341) WOTCR - - - WOCE WODE WOP2 WDP1 WODPO 53

$20 (340) SFION TSM - - - ACME PUD PSRO PSR321 70, 107, 143 228

$1F {$3F) EEAAH - - - - EEPACM Address Regisier High 19

$1E ($3E) EEARL EEPROM Addrass Ragetar Low Byte 19

$10 {530) EEDR EEFROM Dats Regaster 20

$1C (53C) EECA - - - - EERIE EEMWE EEWE EERE 20

$18 ($38) PORTA PORTAT POATAS PORTAS POATA4 PORTA3 PORTAZ PORTA1 PORTAG 84

$1A ($3A) DORA DDAT DDAS ODAS DDA4 DDA DDA2 DDA1 DDAQ 84

$19 (330) PINA PINAY PINAS PINAS PINA4 PINAY PINAZ PINA1 PINAQ 84

$18(538) PORTB PORTB? PORTES PORTES PORATE4 PORTE3 PORTB2 POATE! PORTB0 B

$17 (537) DORB 0OB? DDBS DDBS D084 DOB3 0pB2 DDB1 DDBO B4

$16 (538) PINB PINB? PINBS PINBS PINBA PINB] PINB2 PINB1 PINBO 1)

$15 ($35) PORTC PORTCY PORTCE PORTCS PORTC4 PORTC3 PORTC2 PORTC1 PORTCO 84

$14 (534) DDRG Doc? DDC8 DOCS DOC4 [e]u1o] DDC2 DOC1 DOCH B4

$13 (333} PINC PINC? PINCS PINCS PINCA PING) PINGZ PING1 PINCO 85

$12 ($32) PORTD PORTD? PORTDS PORTDS PORTD4 POATD3 PORTD2 PORTD1 PORTDO 85 t

$11(334) DDRD DOD? DoD8 DODS DOD4 DDO3 DDD2 oo DDO0 8S

$10 ($30) PIND PIND? PINDS PINDS PIND4 PIND2 PiND2 PIND1 PINDO 85

$OF (32F) SPOR 5Pt Dats Regist 1688

SOE ($2E) SPSA SPIF WCOL LT P - - sPERX 164

$O0 (520) SPCR SPME SPE DORD MSTR CPOL CPHA SPR1 SPRD 168

$0C (52C) UDRQ USARTD VO Osta Regisier 189

$0B (52B) UCSROA RAXCO THCO VORED _ FEQ DORG UPED y2x0 MPCMO 189

SOA (S2A) UCSROB RXCIED TXCIED UDRIEQ RXENO TXEND Ucsz02 RXB8D TXB8O 190

$08 {$20) UBRAOL USARTD 8aud Rate Regisier Low 193

$08 (828) ACSR ACD ACBG ACQ ACI ACIE ACIC ACIS! ACISO 28

$07 (327 ADMUX REFS1 REFS50 ADLAR MUX4 MUX3 MUX2 MUX 1 MUX0 244

$08 (328) ADCSAA ADEN ADSC ADFR ADIF ADIE ADPS2 ADPS1 ADPS0 245

305 (523 ADCH ADC Dsta Regisisr High Byte 248

$04 ($24) ADCL ADC Dals Regisisr Low byls 248

$03 ($23) PORTE PORTE? PORTES PORTES PORTE4 PORTER PORTE2 PORTE! PORTED 85

$02 (522) DORE DOE? DOES DDES DDE4 DOEJ QDE2 DDE1 DDEQ a5

AIMEL s
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Register Summary (Continued)

ATTiEL

I

N — I S
Address Name Bit 7 Bit6 Bit5 Blt4 Bit3 Bit2 Blt1 BitO Page
$01 (321) PINE PINE7 PINE6 PINES PINE4 PINE3 PINE2 PINE1 PINEO BS
500 {820} PINF PINF7 PINFG PINFS PINF4 PINF3 PINF2Z PINF1 PINFQ &8

Notes: 1.

For compatbility with tuture devices, raserved bits should be written to zero if accessed. Reserved VO mamory addresses
should never be written,

2. Some of the status flags are cleared by writing a logical one to them. Note that the CBI and $BI instructions will operate on
all bits In the /O reglster, wriling a one back into any flag read as set, thus clearing the flag. The CBI and SBl instructions

work with registers $00 to $1F only.

10 AT €027 2.5 s —
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Instruction Set Summary

N _

Mnemonics Operands | Deseription | Operation Flage | #Clocks
ARITHMETIC AND LOGIC INSTRUCTIONS
ADD Rd, Rr Add two Regist Ad + Ad + Ar ZENVH 1
ADC R4, Rr Aad with Carry two Regesiens Rd +- Rd + Rr + C ZCNVH 1
ADIW Rd,K Add bmmediate to Word Agh Ad «~ Rdh Rd + K ZCNV.8 2
SUB Ad, Rr Bubtract two Ragisisr Rd + Rd - Rr ZENV.H 1
suB Rd, K Bubtact C from Regl Rd += Ad» K ZCNVH 1
SBC Ao, Rr Bubtract with Carry two Registers Rd+~ Rd-Rr-C ZONVH 1
SBCI Rd, K Subtred with Carry Constant irom Reg AdeRAd-K-C ZENVH 1
SBW AdK Subirect inmadisie frm Werd Rgh Fus + Aoh Ad - K ZCHV.S 2
AND Ad, Ar Logical AND Regisiers Rd ~ Rd » Rr ZNV 1
ANDH Rd, K AND Register and Constant Ad « Ao+ K 2NV 1
oR Ad, Ar Logical OR Regiatery Fd — Rdv Ry ZNY 1
oRl B, X Logical OR Replster and Constant Rd—Rdv K MY 1

' EOR Rd, Ar Exciusive OR Regisies fid — Rd Ar ZNY 1

1 COM Rd Ona's Compisment Rd + $FF - Rd ZCNV 1

I NEG Rd Two's Complament Rd + $00 - Ad ZC.NV.H 1

| S8R Rd.K, Sel Bitls) in Regisier Fd — Rdv K NV 1
CBR Ad.K Ciear Bil(s) in Repisier Rd «~ Rd « {$FF - K) ZNY 1
INC Rd Increment Rd + Rd + 1 ZN.V 1
DEC Rd Decrement Rd « Rd - 1 ZNV 1
TST Rd Tost for Zero or Muws Ad +— Rd » Rd 2NV 1
CLR Ag Clear Register Ad +~ Rd @& Rd ZNV 1
SER Rd Sal Registier Ad —~ $FF Nona 1
MUL Rd, Ar Multiply Unsigned R1 B0+ Rd x Fr zZC 2
MULS Rd, Rr Multipty Skgred R1 RO = Ad x Ry zc 2
MULSY Rd, Rt Muitiphy Sigrad with Unsigned R1 A0 « Rd x Rr z.C 2
FMUL A, Rr Fractional Multiphy Uinsigned R1 RD + (Rd ¥ Arp << ] 26 2
FMULS Ad. Ar Fractional Multiply Sigrad A1 RO «~ (Rd x Ry << 1 zc 2
FMULSU Ad, Ac Fractional Multiph wath Unsigned R1 A0 « (Rd x R << 1 2.C 2
BRANCH INSTRUCTIONS
AJMP k Relative Jump PC+—PC+k +1 Nooe 2
UMp nchrect Jumg: 3 (7) PC—2Z None 2
JMP X Direct Jurng PC ek None 3
ACALL k Felatve Subroulina Cell PC PG+l Hona 3
ICALL Incluect Call 16 {7) PC2 Nona 3
CALL k Direct Subeoutine Call PC =k None 4
RET Subroutine Retum PC +~ STACK None 4
RETI Internupt Retum PC +— STACK 1 .
CPSE Rd Rr Compare, Skip i Equal ¥{Rdw RN PC4=PC+20¢3 Nor 14213
cP RS Rr Compank Ad - Ar L NYCH 1
CPC RAd,Ar Compane with Carry Ad-Re-C 2, NVCH 1
CPl RIK Compare Regisier with Immediate Rd-K I NV.CH 1
SBRC Ar,b Skip ¥ Bit in Regester Claarsd U {FIr{p}=0) PC += PC « 204 3 None 1/243
SBAS Ar b Skip ¥ Bt in Regisier is Sel o {Ar{bje1) PC +— PC + 2043 None 17243
SBIC eb Blip ¥ Bit In VO Repster Claarad U (P{b)m0) PC +- PC + 20r3 None 17273
5818 P.b Siip ¥ Bit in 1O Register is Set it (P{b)e1) PC +— PC + 20¢ 3 None 17273
BABS 5,k Branch il Status Flag Set ¥ (SREG{s} = 1} then PCe-PCek + 1 None 1/2
BABC 3k Bench K Sistus Flag Clasrsd X (SREG(s) = 0) then PC—PC+k + 1 None 112
BREQ k Beawnch K Equal Ni{Z=1)}twiPCePCakel Non 112
BRNE 3 Branch ¥ Not Equal M {2 =0} then PC - PG+ k+ 1 None 1/2
BRCS K Branch ¥ Carry Sat H{C = 1} then PC e« PC + k +1 Nore 142
BRCC K Branch i Carry Closred i {C = O} thn PC - PC 4k » 1 None 1/2
BRSH [ Branch ¥ Same o Higher W{Cum0)then PC=PC+ks1 Moo 1/2
BALO K Branch I Lower H{C»1)thenPC — PC 4+ + 1 Nora 1/2
BRMI Kk Branch i Mirr E{Ne1)thenPC —PC+Xk+ 1 Nona 172
BRPL k Branch I Plus U(N=O)thanPC=PC sk + 1 None 1/2
BRGE k Branch ¥ Gresler or Ecual, Signed WNDVa D) hen PC « PC + k + 1 Nona 142
BRLTY k Brarch ¥ Le¢s Than Zero, Signed H(N®Va1)then PC — PC + ks 1 Nons 12
BRHS X Brarch If Hal Carry Flag St d(Hs 1)thanPC - PC ok + 1 None 1/2
BRHC K Branch i Hall Carry Flag Cleared il (H=0) then PC = PC ¢k + 1 None 1/2
BRTS K Branch i T Flag Sat U(T=1)than PC=PC+k +1 Nooe 1/2
BATC k Branch ¥ T Flag Cleared U(T=0than PC+-PCokv 1 Nons 172
BAVS K Branch i Overfiow Flag Iy Set W{Vm1)then PC=PC+k+1 Nona 172
BRVC k Branch i Ovarfiow Flag is Clearsd H(V=0)then PC=PC v k¢! None 112

1
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Instruction Set Summary (Continued)

Mnemonics Operands Description Operstion Flags #Clocks
BRIE k. Branch ¥ lkerrunl Enabled B{lw 1} ien PC o PC o X v Hone 152
BRID [ Branch Il Intarrupt Disabled #(lag)thenPC— PC ok Nore 172
DATA TRANSFER INSTRUCTIONS
MOV Ra, Rr Move Betwaon Regisiers Rd +~ Ar _Nore 1
MOVW Rd, Rr Copy Repister Word Rd+1 Ag — Arel Rr None 1
LDI Ad, K Losd Immedeis Rd + K Nona 1
LD Rd, X Load Indirect Rd « (X) None 2
Lo Rd, X+ Loed indirect and Post-inc Rd 4= (X), X o= X 4 1 None 2
LD Ad, - X Load incirect and Prs-Oec XX+ 1,Rd—(X) None 2
LD Rd, Y Load Indirect Ad + (V) None 2
Lo Rd, e Lowd kndirec! wnd Poal-ing Rd - (Y)Y =Y + 1 None 2
LD Rd,- Y Load ndirect snd Pre-Oec. ¥ ¥-1, Rd e (V) None 2
_Loo Rd,Y+g Losd Inditect with Displscement Rd = (Y + g} None 2
Lo Rd, Z Load Indirect Rd  (Z} None H
LD Rd, Z+ Load Indirect and Pust-ing, Rd +={Z), L+ T+1 HNone 2
LD Rd, -Z Load inchrect snd Pre-Dec, Zr2-1,Pde={Z} None 2
|_LbD Rd, Z+g Load Indinect with Displ Rd+({Z+0) Hone 2
| Los Rd, k Load Direct from BRAM Ad « (k) HNone 2
&7 X, Rr Siore bndirect {X) + At None 2
ST X+, Rr Store tndirsct and Post-inc. () e= Re, X X ¢ 1 Nomve 2
ST - X, Rr Store indirect and Pre-Dec. X=X -4, (X) — Rr None 2
ST Y, Ar Stom Indirect 1) — Ar None 2
5T Y+, Rr Stons Indinect and Posl.Ing. (Y= ALY =¥ et Nong 2
ST - ¥, Ar Store Indinect and Pre-Dec. Y=Yl {Y}eRr None 2
STD Y+qRr Store Indirect with Displacemant Y + Q)+ Ar None 2
ST Z At Siore Indirsct (Z) +~ At Nons 2
| sT 2+ Rr Stors Indirect snd Posi-ing (He—AL2eZ4d None 2
ST +Z, Re Store Indirect and Pre-Dec ZeZ-1,{Z)+~Rr None H
STD Z+q.Rr Siore Indiract with Displacement {Z+qh+ Rr None 2
STS k, Rt Stove irect 1o SRAM ) < Ar Nons 2
LPM Load Program Memory RQ += (7} Nonae 3
LPM Rd, Z Load Program Memosy Rd +~ (7} None 3
LPM Rd, Z+ Load Program Memiry and Post-inc Ad e (2). 2« I+ Nong 3
ELPM Exisnded Load Program Memory RO« (RAMPZ Z) Noone 3
ELPM Rd, Z Extended Losd Program Mamory Rd — {(RAMPZ Z) None ]
ELPM Ad, Z+ Extended Load Program Memory ard Posi-ing Rd — (RAMPZ ), RAMPZ Z +— RAMP2.Z+1 Nore 3
SPM Siore Program Mamaory _{Z) « R Fi0 None -
IN Rd, P Jn Port Rd v P Nona 1
ouT P, Ar Out Pout P+ Rr Norw 1
PUSH Rr Push Rapisier on Siack BTACK « Rr Nona 2
POP Rd r from Rd « STACK m 2
BIT AND BIT-TEST INSTRUCTIONS
SBl Pb Set BA 1 VO Repisier V(P b) + 1 HNone 2
CBl ab Claar B4 In VO Register WP D+ 0 HNone 2
| LSL Rd Logical Stf Left Rg{ne 1) «— Ra{n), RHO) + 0 ZC.NY 3
LSA Rd Logeeal Shift Right Ra{n) « Adins1), RK7) + 0 ZCMNY 1
ROL Rd Rotate Left Throuph Camry _Rg(0}—C.Ra(n+ 1} Rdin) C+AKT) ZONV 1
ROR Rd Aotate Right Thiouph Cany RA{7}+=C,Rd(n} Ron+1),Ce-RAD) ZCNV 1
ASH Rd Arftwnatic Stult Right Ra{n) « R{n+1), ne0 @ ZCHY 1
Swar Rd Swap Nibbles Rd(3 QA7 4).RA7 4)+-RAdd 0) Nera !
BSET [ Fap Su SREG(s) += 1 SREG(s) 1
BCLR ] Flag Clear EREG(s) += 0 SREG(S) 1
BST Ar, b Bil Stove from Regstar o T T« Rid} T 1
BLD Rd. b Bil load Irom T & Repister Rop) T None 1
SEC Set Carry Ce c 1
CLC Choar Carry CeD o] 1
SEN Sat Negative Flag N1 N 1
CLN Clear Negatrve Flag NeQ N 1
SET Bet Zero Flag Ze1 z 1
| oLz Cioar Zaro Flag Z+0 F 1
SEI Giobal Inlerupl Enable 11 | 1
cu Globel Inierupt Disable 10 ) 1
SES Set Signed Test Flag Se1 ] 1
CL8 Clear Signed Test Flag S0 ] 1

12 ATmega128 s s———
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Instruction Set Summary (Continued)

S —
Mnemonics Operands Description - Operatlon Flags #Clocks
SEV 8o Twos Compiement Overow Vel v 1
CLv Claar Twos Complament Overiaw ¥ O v 1
SET 5 T In SREG T T 1
CLT Clear T in SREQ T+0 T 1
SEH Bel Hay Carry Flag in SREG H =1 H 1
CLH Clear Hall Catry Flag In BREG H+0 H 1
MCU CONTROL INSTRUCTIONS
NOP No Or Hone 1
SLEEP Steep - {see speific descr fov Slpap function) Hone 1

| WOR Walchdog Ressl ! (e speciic descr for WDFRmer) None 1
BAEAK Braak For On-dwﬂ None NA

ATMEL 13

2467MS-AVRA=-11/04 EeE——




AIMEL

L[]
Ordering Information
Spaed (MHz) Power Supply Ordering Code Package'" Operation Range

ATmegal128L-BAC 64A Commercial
ATrmegal28L-8MC 64M1 {0°C to 70°C)

8 57-55V ATmegal28L-8Al 64A
ATmegai28L-8AU@ G4A Industrial
ATmegai2eL-8M| G4M1 (-40°C to 85°C)
ATmega128L-8MU® 64M1
ATmegai28-16AC 64A Commercial
ATmegal28-16MC B64M1 (0°C to 70°C)

16 45-55V ATmegal28-16Al 64A
ATmega128-16AU 64A industrial
ATmegai28-16MI B84M1 (-40°C to B5°C)
ATmega128-16MU®@ 64M1

Notes: 1. The device can also be supplled In wafer form, Please contact your local Atmel sales office for detailed ordering Iinformation
and minimum quantities,
2. Pb-free packaging alternative, complias to the European Diractive for Restriction of Hazardous Substancss (RoHS direc-
tive). Also Halide free and fully Green.

~r

Package Type
64A 64-laad, 14 x 14 X 1.0 mm, Thin Profile Plastic Quad Flat Package (TQFP)
64M1 64-pad, 9 x 9 x 1.0 mm, Micro Lead Frame Package (MLF)

13 ATME AT 25 s ———
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Packaging Information

64A

L.

PIN1 o H
\ B
\PIN 1 IDENTIFIER 1
BT
GL -‘t.__// /"\__,E E1 E
e 5
e
| B0y duJUUU
| D1
- D -
C:! -7 * i‘
e ad A2 La

COMMON DIMENSIONS
(Uit ol Measura = mm)

SYMBOL| MIN NOM MAX | NOTE
A -~ - 1.20
Al 005 - 015
A2 095 1.00 105
D 15,75 1600 16,25

D1 13.90 14 00 14,10 | Nota 2
E 18.75 16 00 16.25

Notes: 1. This package conforms to JEDEC refarence MS-026, Vanation AEB.

2. Dimensions D1 and E1 do not Inctude mold protrusion Allowable E1_[ 1380 | 1400 | 14.10 |Mow2
protrusion 1s 0 25 mm per side. Dimensions D1 and E1 areé maximum B 0.30 - 0.45
plasuc body size dimensions including mokd mismatch, c 009 020

3. Lead coplanarity is 0.10 mm maxirnum. — :
L 045 - 0.75
[} 080 TYP
10/5/2001
2325 Orch « TITLE DRAWING NO. |REV.
ATME], 3320 Orehera Parkay | 6as, ga-lead, 14 x 14 mm Body Size, 1.0 mm Body Thickness, 64A 8
f— ' 0 8 mm Lead Pitch, Thin Profile Plastic Quad Flat Package (TQFP)

1467MS5-AYRA-11/4
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64M1
¥
Q
\—Markad Pin& 110
&
{C ] seATING PLANE
TOP VIEW ~&l
[(A]+ b
(K] =)
T -
———p3F— "~ Pin 1 Cornar SIDE VIEW
’ \
4
By o
— ! g ; Py Tr?mn'e
{ ) ’
=] . —3 COMMON DIMENSIONS
— N~ - (Unut of Measura = mm)
P
g — sYMBoL| MIN | MOM | max | NOTE
— ] Option B Pnt A 080 | 030 | 100 ]
g g (C 0.30) Al - 002 | 005
= — 4 b 023 | 025 | 0.28
Cnannnannan | : e
. 5.4 )
[ﬁl OptonC  puy o2 | 520 | 540 | 580
— (6] Notch E g9 008SC
{029 R}
g2 | 520 | 540 | 560
BOTTOM VIEW ' 0508SC
L 035 | o040 | oa4s
K 020 | - -
Note: JEDEC Standard MO-220, (SAW Singulation) Fig. 1, VMMD.
&/19/04
TITLE DRAWING NO. |[REV.
AMEL 2325 Orohard Parkway | gam1, 64-pad, 9.x 9 x 1.0 mm Body, Lead Pitch 0.50 mm, Bamt 5
e 52N Jose, 1} 5 40 mm Exposed Pad, Micro Lead Frame Packape (MLF)

16 ATmegal28 meses————
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Chapter 1 - ABee/XBee-PRO OLM RF Alodules

1.2. Specifications

Table 1-01. Specifications of the XBee/XBee-PRO OEM RF Modules

Specification” ¢ *| xBee .’ ¥ a 4. | XBee-PRO | v -

Performance

IndoorfUrban Range up lo 100 &t (30 m) Up to 300° (100 m)

Cutdoor RF ine-ol-sight Range up ko 300 & (100 m) Up to 1 mile (1500 m)

(Tmm t 1mW (0 dBm) 60 mW (18 dBm) conducted, 100 mW (20 dBm) EIRP*

RF Data Rats 250,000 bps 250,000 bps

Senal Interface Data Rate 1200 - 115200 bps 1200 - 115200 bps

(scftware selactable} {non-standard baud rates alzo supported) (non-standard baud rates also supporled)

Recoiver Senydrvity 92 dBm (1% packst errcr rate) -100 dBm {1% packet srmor rate)

Fower Requirements

Supply Viitags 2B-34V 28-34v
I PL=0 (10d8m) 137mA[@3 V), 139mA(@3 0V)
PL=1(12dBm) 155maA (@3 3V), 153mA{@3 0V)

Transmit Current (typical) 45mA (@33V) PL=2 (14dBm) 170mA (@3 3V). 171mAI@3 0W)
PL=3{166Bm) 188ma (@3 3V), 195mA(@3 OV)
PL=4 (18dBm) 215ma (@3 3V), 227TmA{@3 0V)

idle / Receiva Current (typical) 50mA (@ 33 V) 55ma (@ 33 V)

Power-down Current <10 A <10 A

General

Operating Fraquency ISM 2 4 GHz ISM 2 4 GHz

Dvmensions 0960" x 1 087" (2 438cm 1 2 761cm) 0.960° x 1.297° (2 438¢cm x 3 294cm)

Cperating Tamperatwie 40 to 85* C (indusrial) -40 to 85 € (ndustnal)

Antenna Opbons Integrated Whip, Chip o U.FL Connector In{sgrated Whip, Clup or U FL Connector

Networking & Security

Supporisd Network Topologies Pount-to-pount, Point-to-mulipaint & Peer-to-peer

e — 16 Diract Sequence Channals 12 Drect Soquence Channsls

Addrassing Options PAN [D, Channel and Addresses PAN 1D, Channel and Addresses

Agency Approvals

United Statey {FCC Part 15 247) QUR-XBEE QUR-XBEEPRQ

industry Canada (IC) 4214A XBEE 4214A XBEEPRO

Europe {CE) ETSI ETS! (Max. 10 dBm tranismit power output)*

Japan na OOSNYCAD378 (Max. 10 ¢Bm transmil powet output)™

* When operating in Europe XBee.PRO RF Modules must be configured to operate at a maximum transmit power output level
of 10 dBm The power output level is set using the PL command The PL parameter must equal “0” (10 dBm)

Additionally, European regulations stipulate an EIRP power maximum of 12.86 dBm {19 mW) for the XBee-PRO and 12 11 dBm
for the XBee when integrating high-gain antennas

** When operating in Japan. Transmut power output ts himited to 10 dBm. A speclal part number is required when ordering
modules approved for use in Japan Contact MaxStream for more information [call 1-801-765-9885 or send e-mails to sales@max-
streamn net}

Antenna Optlons: The ranges specified are typical when using the integrated Whip (1.5 dBi) and Dipole (2.1 dBI) anten-
nas. The Chip antenna option provides advantages in its form factor; however, it typically yields shorter range than the
whip and Dipole antenna options when transmitting outdoors. For more information, refer to the "XBee Antenna” appli-
cation note located on MaxStream's web site (http'/ /www.maxstream.net/support/knowledgebase/article.php?kb=153).

5 MaxStreanr, © 2006 Mo Stream, Inc ’
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1.5. Pin Signals

Figure 1-03. XBee/XBee-PRO RF Module Pin Numbers
(top sides shewn - shields on bottom)

Pin 10 -+

= Fin 11

Table 1-02. Pin Assignments for the XBee and XBee-PRO Modules
{Low-asserted signals are distinguished with a horizontal line above signal name.)

Pin# Name - Direction. . ~ Description
1 vcC - Power supply
2 oouT Output UART Data Qut
3 DIN / CONFIG Input UART Data In
§ Dos* Qutpul Drgital Output &
] RESET Input Module Rese! (reset pulse must be ai least 200 ns)
6 PWMO 7 RSSI Output PWM Output 0 / RX Signal Strength Indicator
7 PWM1 Output PWM Qutput 1
B freserved) - Do not connect
9 DTR/ SLEEP_RQ/DIb Input Pin Seep Control Line or Digital Input 8
10 GND - Ground
11 AD4 1 DIC4 Either Analog input 4 or Dugital VO 4
12 CTS /DIOT Eher Cloar-to-Send Flow Control or Digital U0 7
13 ON / SLEEP Output Module Status Indicator
T VREF input Voltage Reference for D Inpuis
15 Assoaste { AD5 / DIQS Eithar Associated Indicator, Anaiog nput 5 of Dhgital #0 5
16 RTS/ADS 1 DIOB Either Request-to-Send Flow Control, Anaiog Input G or Digtal YO 6
17 AD3/DIC3 Etther Analog Input 3 or Digrtsl ¥0 3
18 AD2/DIO2 Either Analog Input 2 or Digital VO 2
18 AD1/DIO1 Erther Analog Input 1 or Digital YO 1
20 ADO / DIOD Erther Analog Input 0 or Cigital 1O

* Function is not supported at the time of this release
Design Notes:
« Minimum connections: VCC, GND, DOUT & DIN
« Mintmum connections for vpdating firmware: VCC, GND, DIN, DOUT, RTS & DTR
= Signal Direction is specifled with respect to the module
« Module Includes a 50k Q pull-up resistor attached to RESET
+ Several of the Input pull-ups can be configured using the PR command
= Unused pins should be left disconnected

5 MaxStream . © 2006 MnStream, Ine,
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1.6. Electrical Characteristics

Table 1-03. DC Characteristics (VCC = 2.8-34 VDC)

Symbol Characteristlc Conditlon Min Typical Max Unit
W Input Low Voltage Al Digital Inputs - - 035°VCC |
Ve input High Vioftage Al Dgitat Inputs 07*vCC . . Y
VoL Qutput Low Valiage o =ZmAVEC =27V - . 05 vV
Vou Ouiput High Vortage Ton =ZmAVCC o= 2TV VGG -05 N : v
™ Input Leakaga Currant Viy = VCC or GND; all inputs, per pin - 0025 i WA,
oz | High mpoedance Leakaga Cumment | Viy = VCG of GND, 8l VO High-Z, per pin . 0025 1 WA
. — 45 25
RX Recsiva Currant VeC =33V - | ooy | @R0) - mA
[ PWR-OWN | Fower-gown Current SW parameter = 1 - <1 -
Table 1.04. ADC Characteristics (Operating)
Symbol Characteristic Conditlon Min Typlcat Max Unit
VREF - Analog-To-Uhgial conversr
Veeru referenca range 208 . Vooun v
Enablad B 200 - P&
bner VREF - Referenica Supply Current Dabiad or Sleep Moda - <057 007 “E-f
Vinoe Analog Input Voltage' Vgsap- 03 . Vooap +03 v
1. Maximum electrical operating range, not vahid conversion range
Table 1-05. ADC Timing/Performance Characteristics?

Symbol | | Characteristlc Conditlon Min |  Typleal Max Untt
Rug Sourca impedance st Input’ - . 10 Kk
Vany Analog Input Voltage® Vaen, VREFH v
RES Ideal Rescluton (1 LSB)! 208V <Vpoap <36V 2001 . 3516 v
DY, Diftarental Non-inearity® - +0.5 £10 LS8
INL intogrel Non-ineerity® - 05 110 LS8
Ezs Jero-scals ETTUT - +04 10 LSB
Frs Full-scale Ermor? . 104 +10 LS8
Ey Input Leakage Ermor’ - 005 50 58
Ery Total Unadjusteg Error” - 2.1 25 LSE

1. Alt ACCURACY numbers are based on processor and system being in WAIT state (very Little activity and no 10 switching)
and that adequate low-pass filtenng is present on analog input pins (filter with 0.01 iF to 0.1 pF capacitor between analog
input and VREFL), Failure to observe these guidelines may result in system or microcontroller noise causing accuracy errors
which will vary based on board layout and the type and magnitude of the activity.

Data transmussion and reception during data conversion may cause some degradation of these specifications, depending on
the number and fiming of packets. It is advisable to test the ADCs in your installation if best accuracy is required

2 R,g is the real portion of the impedance of the network driving the analog input pin, Values greater than this amount may
not fully charge the input clrcuitry of the ATD resulting in accuracy error

3 Anatlog input must be between Vaep and Vpgey for valid conversion. Values greater than Vgery will convert to $3FF

4. The resolution is the ideal step size or 1LSB = (Vpep—Vaen )/1024

5 Differential non-linearity is the difference between the current code width and the ideal code width (1L5B) The current
code width is the difference in the transition voltages to and from the current code

6 Integral non-linearity is the difference between the transition voltage to the current code and the adjusted ideal transition
voltage for the current code. The adjusted ideal transjtion voltage is (Current Code-1/2)*(1A{(Vaeru* Epg}~(Vaen *Exg)))

7. Zero-scale error is the difference between the transition to the first valid code and the ideal transition to that code. The
Ideal transition voltage to a given code s (Code-1/2)*(1/(Vaer-Vrer))-

8. Full-scale error is the difference between the transition to the last valid code and the ideal transition to that code The ideal
transition voltage to a given code is (Code=1/2)*(1/(¥VaenVrer)):

9. Input feakage error is error due to input leakage across the real partion of the impedance of the nebwork driving the analeg
pin Reducing the impedance of the network reduces this error

10 Total unadjusted error is the dufference between the transition voltage to the current code and the ideal straight-line trans.
fer function. This measure of error includes inherent quantization error (1/2L5B) and arcuit error {differential, integral, zero-
scale, and full-scale} error The specified value of Epy assumes zero Ey (no leakage or zero real source impedance)

g MaxStremsmm
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2.1.2. Transparent Operation

By default, XBee/XBee-PRO RF Modules operate In Transparent Mode, When operating in this
mode, the modules act as a serial line replacement - all UART data received through the DI pin is
queued up for RF transmission. When RF data Is recelved, the data Is sent out the DO pin,

Serlal-to-RF Packetization

Data is buffered in the DI buffer until one of the following causes the data to be packetized and
transmitted’

1. WMo serial characters are received for the amount of time determined by the RO {Packetiza-
tion Timeout) parameter. If RO = 0, packetization begins when a character Is received.

2. _The maximum number of characters that will fit in an RF packet (100} Is recelved.

3. The Command Mode Sequence (GT + CC 4 GT) is recelved, Any character buffered in the
DI buffer before the sequence Is transmitted. *

=

1f the module cannot Immediately transmit (for instance, If it Is already recelving RF data), the
serial data is stored In the DI Buffer. The data is packetized and sent at any RO timeout or when
100 bytes (maximum packet size) are received.

If the DI buffer becomes full, hardware or software flow control must be implemented in order to
prevent overflow (loss of data between the host and module)

2.1.3. API Operation

API (Application Programming Interface) Operation is an alternative to the default Transparent
Operation, The frame-based APl extends the level to which 2 host application can interact with the
networking capabillities of the module.

When in API mode, all data entering and leaving the module Is contalned in frames that define
operations or events within the module,

Transmit Data Frames (recelved through the DI pin {pin 3)) include*
» RF Transmit Data Frame
+« Command Frame (equivalent to AT commands)

Receive Data Frames (sent out the DO pin (pin 2)) include:

* RF-received data frame
« Command response
« Event notifications such as reset, assoclate, disassoclate, etc.

The API provides alternative means of configuring modules and routing data at the host applica-
tion layer. A host application can send data frames to the module that contaln address and payload
Information Instead of using command mode to modify addresses. The module will send data
frames to the application contalning status packets, as well as source, RSSI and payload informa-
tion from recetved data packets.

The API operation option facilitates many operations such as the examples cited below:

-> Transmitting data to multiple destinations without entering Command Mode
-> Recelve success/failure status of each transmitted RF packet
-> Identify the source address of each recelved packet

To implement API operations, refer to APl sections [p52].

5 MaxStrearm.- © 2006 MaStream, Ine 10
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2.1.4. Flow Control

Figure 2-03. Internal Data Flow Diagram

o =] ’FTx LS
iy Buftor [ RF Switcn
—_—
Proce: Ardyand
CHD I
L] ar X
oo o St Racelvar

DI {Data In) Buffer

When serfal data enters the RF module through the DI pin (pin 3), the data is stored in the DI
Buffer until it can be processed.

Hardware Flow Control (E‘E). When the DI buffer Is 17 bytes away from being full; by defauit,
the module de-asserts CTS {high) to signal to the hast device to stop sending data [refer ta D?
{DIO7 Configuration) parameter]. C15 is re-asserted after the D1 Buffer has 34 bytes of memory
avallable,

How to eliminate the need for flow control:

1. Send messages that are smaller than the DI buffer size.

2. Interface at a lower baud rate [BD (Interface Data Rate) parameter) than the throughput
data rate.

Case in which the DI Buffer may become full and possibly overflow:

If the module Is receiving a continuous stream of RF data, any serial data that arrives on the DI
pin Is placed in the DI Buffer. The data In the DI buffer will be transmitted over-the-alr when the
module Is no longer receiving RF data In the netwark.

Refer to the RO (Packetizatlon Timeout), BD (Interface Data Rate) and D7 (DIO7 Configuration} com-
mand descriptions for more informatlon.

DO {Data Out) Buffer

When RF data Is recaived, the data enters the DO buffer and Is sent out the serial port to 2 host
device. Once the DO Buffer reaches capaclty, any additional Incoming RF data is lost.

Hardware Flow Control {RTS). If RIS is enabled for flow control (D6 (D106 Configuration)
Parameter = 1), data will not be sent out the DO Buffer as long as RT5 (pin 16) is de-asserted.
Twao cases in which the DO BuHer may bacoma full and possibly overflow:

1, If the RF data rate Is set higher than'the Interface data rate of the modula, the module wlif
recelve data from the transmitting module faster than it can send the data to the host.

2. 1f the host does not allow the module to transmit data out rrom the DO buffer because of
being, held off by hardware or software flow control,

Refer to the D6 (DIO6 Configuration) command description for mere Information.

g MaxStream ., © 2000 MaStream. Inc 1
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2.2. ADC and Digital I/0 Line Support

The XBee/XBee-PRQO RF Modules support ADC (Analog-to-digital conversion) and digital 1/Q line
passing. The following pins support multiple functions:

Table 2-01.  Pin functions and their associated pin numbers and commands
AD = Analog-to-Digital Converter. DIO = Digital Input/Qutput
Pin functions not applicable to this section are denoted within (parenthesis),

Pin Function - Pin# AT Command
ADO / DIOD 1) Do
AD1/DIOV 19 D1
AD2 1 DIO2 18 02
ADY/DIOA / (COORD_SEL) 17 D3
AD4 /DIO4 11 D4
ADS / DIO5 / (ASSOCIATE) 15 D5
DIOG / (RTS) 16 D6
DIOT I (CTS) 12 o7
DIB / (DTR) / {Sleep_RQ) 9 D8
To enable ADC and DIO pin functions:
For ADC Support: * L .5etATOn = 2
For Digital Input support: ™ " TSet ATDn = 3
For f)lgii:a[ Qutput Low éuﬁport: Set ATDn = 4
-For Dlgital Qutput High support: Set ATDn = 5

2.2.1. 1/0 Data Format

1/0 data begins with a header. The first byte of the header defines the number of samples forth-
coming. A sample 15 comprised of input data and the inputs can contain either DIO or ADC. The
last 2 bytes of the header {Channel Indicator) define which inputs are active, Each bit represents
either a DIQ line or ADC channel.

Figure 2-04, Header

—”—’_,___‘__’_ Header
Byte Bytes 2 . J{Channat indicator)
Totalnumboro[urrplﬂ—l [n.i AS | A4 | A A2 ' A1 AD nalor [o8l05 ;04,03 D2 Dt DO
1 : 2 S
bff'w H;D

Bitsetto ‘1’ if channel is active

Sample data follows the header and the channel Indicator frame is used to determine how to read
the sample data. If any of the DIO lines are enabled, the first 2 bytes are the DIQ data and the
ADC data follows. ADC channel data is stored as an unsigned 10-bit value right-justified on a 16-
bit boundary.

Figure 2-05, Sample Data

Sample Data

[‘_mnm {1t anabted) ADG Line Outa

'X X X!'x X X X 6({7 8 5 4 3 2 1 OJ{ ADCn M58 , ADCnLSB

E MaxStrearm .. © 2006 MaStream, inc, 1
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2.2.2. API Support

1/0 data is sent out the UART using an API frame. All other data can be sent and recelved using
Transparent Cperation [refer to p10] or API framing If API mode is enabled (AP > 0).

AP Operatlons support two RX (Receive) frame identifiers for I/C data:
« Ox82 for RX (Receive) Packet: 64-bit address 1/C
« 0x83 for RX (Recelve) Packet: 16-bit address I/O
The API command header is the same as shown in the "RX (Receive) Packet: 64-bit Address” and

*RX {Recelve) Packet: 54-bit Address” API types [refer to p56] RX data follows the format
described in the 1/0 Data Format section [p12].

Applicable Commands: AP (API Enable)

2.2.3. Sieep Support

When an RF module wakes, it will always do a sample based on any active ADC or DIO lines. This
allows sampling based on the sleep cycle whether It be Cyclic Sleep {SM parameter = 4 or §) or Pin
Sleep (SM = 1 or 2). To gather more samples when awake, set the IR {(Sample Rate) parameter.

For Cyclic Sleep modes: If the IR parameter s set, the module will stay awake untli the IT (Sam-
ples before TX} parameter is met. The module will stay awake for ST (Time before Sleep) time.

Applicable Commands: [R (Sample Rate), IT (Samples before TX), SM (Sleep Mode), IC (DIO
Change Detect)

2.2.4. DIO Pin Change Detect

when “DIO Change Detect” is enabled (using the IC command), DIO lines 0-7 are monitored.
When a change Is detected on a DIC line, the following will occur:

1. An RF packet is sent with the updated DIO pin levels, This packet will pot contain any ADC
samples, )

2, Any queled samples’are transmitted before the change detect data. This may result in
- recelving'a packet with less than IT (Samples before TX) samples.

Note: Change detect will not affect Pin Sieep wake-up. The D8 pin (OTR/Sleep_RQ/DI8) is the only
fine that will wake 3 module from Pin Sleep. If not all samples are collected, the module will still
enter Sleep Mode after a change detect packet is sent.

Applicable Commands: IC {DIO Change Detect), IT {Samples befare TX}

NOTE Change detect is only supported when the Dx (DIOx Configuration) parameter equals 3,4 or 5,

2.2.5. Sample Rate (Interval)

The Sample Rate {Interval} feature allows enabled ADC and DIO pins to be read periodically on
modules that are not configured to operate in Sleep Mode. When one of the Sleep Modes Is
enabled and the [R (Sample Rate) parameter set, the module wiil stay awake until IT (Samples
before TX) samples have been collected.

Once a particular pin |s enabled, the appropriate sample rate must be chosen. The maximum sam-
ple rate that can be achieved while using one A/D line Is 1 sample/ms or 1 KHz {Note that the
modem will not be able to keep up with transmission when IR & IT are equal to "17).

Applicable Commands: IR {Sample Rate), IT (Samples before TX), SM (Sleep Mode)

3 MaxStream. © 2006 MaStrean, Inc 13




XBee/XBee-PRCY 802 15 4 OEM RF Modules o xAv [2006,10.13] Chapter 2 - RF Module Operatron

2.2.6. I/0 Line Passing

Virtual wires can be set up between XBee/XBee-PRO Modules. When an RF data packet is received
that contains 1/0 data, the receiving module can be setup to update any enabled outputs (PWM
and DIO) based on the data it receives.

Note that 170 lines are mapped in pairs. For example: ADO can only update PWMO and DIS can
only update DO5). The default setup is for outputs not to be updated, which results in the 1/0 data
being sent out the UART (refer to the IU (Enable 1/0 Output} command). To enable the outputs to
be updated, the IA (IO Input Address) parameter must be setup with the address of the module
that has the appropriate inputs enabled. This effectively binds the outputs to a particular module’s
input. This does not affect the abllity of the module to receive I/Q line data from other modules -
only its ability to update enabled outputs. The IA parameter can also be setup to accept IO data
for output changes from any module by setting the JA parameter to OxFFFF.

when outputs are changed from thelr non-active state, the module can be setup to retum the out-
put level to it non-active state. The timers are set using the Tn (Dn Output Timer) and PT (PWM
Qutput Timeout) commands. The timers are reset every time a valid I/0 packet (passed [A check)
is recelved. The IC {Change Detect) and IR {Sample Rate) parameters can be setup to keep the
output set to thelr active ocutput If the system needs more time than the timers can handle.

Note' DI8 can not be used for i /O line passing.

Applicabla Commands: IA (I/0Q Input Address), Tn {On Output Timeout), PO (PWMO Configura-
tlon}, P1 {PWM1 Configuration}, MO {(PWMQ Output Level), M1 (PWM1 Qutput Level}, PT (PWM
Qutput Timeout), RP (RSSSI PWM Timer)

2.2.7. Configuration Example

As an example for a simple A/D link, a pair of RF modules could be set as follows:

Remote Configuration Basa Configuration
DL = Ox1234 DL = Qx5678
MY = O0x5678 MY = Ox1234
DO=2 PO =2
Dl =2 “P1=2
. IR = Ox14* el )
Y ITm5S 1A = 0x5678 (or OxFFFF)

These settings configure the remote module to samplte ADO and AD1 once each every 20 ms. It
then buffers 5 samples each before sending them back to the base module. The base should then
receive a 32-Byte transmission (20 Bytes data and 12 Bytes framing) every 100 ms.

5 MaxStream, © 2006 ManStream, Ine,
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2.3. XBee/XBee-PRO Networks

The fellowing IEEE 802.15.4 network types are supported by the XBee/XBee-PRO RF modules:

» NonBeacon

« NonBeacon (w/ Coordinator)
The following terms will be used to explicate the network operations:
Table 2-02. Terms and definitions

<

Term ;o Daflnitlon - N . ' » v

PAN Parsonal Area Network - A data communication network that inchudas ona or more End Devices and
opbonalty a Coordinator,
A Full-funcbion dewvica (FFD) that prowdes natwork synchronization by polling nodes [NonBeacon

Coordinator {w! Coordinator) networks only]

End Davice When In tha same network as g Coontinafor - RF modules that rely on a Coordinator ke
synchronization and can be put into states of sleep for low-power epplications

Associabon Tha establishment of membership between End Devices and & Coordinator Assocation is only
applicable in NonBeacon (w/Coordinator) networks

2.3.1. NonBeacon

By default, XBee/XBee-PRO RF Modules are conflgured to support NonBeacon communications.
NonBeacon systems operate within a Peer-to-Peer network topology and therefore are not depen-
dent upon Master/Slave relationships. This means that modules remaln synchronized without use
of master/server configurations and each module in the network shares both roles of master and
slave, MaxStream's peer-to-peer architecture features fast synchronization times and fast cold
start times. This default configuration accommodates a wide range of RF data applications.

Figure 2-06. NonBeacon Peer-to-Peer Architecture

A peer-to-peer network can be established by
conflguring each module to operate as an End Device (CE = 0), disabling End Device Association
on all modules (Al = Q) and setting 1D and CH parameters to be identical across the network.

2.3.2. NonBeacon (w/ Coordinator)

A devlice is conflgured as a Coordinator by setting the CE (Coordinator Enable) parameter to “1%
Ceordinator power-up Is governed by the A2 (Coordinator Association) parameter.

In a NonBeacon (w/ Coordinator) system, the Coordinator can be conflgured to use direct or indi-
rect transmissions. If the SP (Cyclic Sleep Period) parameter Is set to *0%, the Coordinator will send
data Immediately. Otherwise, the SP parameter determines the length of time the Coordinator will
retaln the data before discarding it. Generally, SP (Cyclic Sleep Period) and ST (Time before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Assaciation plays a critical role In the implementation of a NonBeacon (w/ Coordinator) system. Refer
to the Association section [next page) for more information
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2,3.3. Association

Associatlon is the establishment of membership between End Devices and a Coordinator and is
only applicabie In NonBeacon (w/ Coordinator) networks. The establishment of membership is
useful In scenarios that require a central unit (Coordinator) to relay messages to or gather data
from several remote units (End Devices), asslgn channels or assign PAN IDs.

An RF data network that consists of one Coordinator and one or more End Devices forms a PAN
{Personal Area Network). £ach device In a PAN has a PAN ldentifler {ID (PAN ID) parameter]. PAN
IDs must be unique to prevent miscommunication between PANs, The Coordinator PAN 1D is set
using the 1D (PAN ID) and A2 {Coordinator Association) commands.

An End Device can associate to a Coordinator without knowing the address, PAN ID or channe| of
the Coordinator. The Al {End Device Association) parameter bit fields deterrmine the fiexibility of
an End Device during association. The Al parameter can be used for an End Device to dynamically
set (ts destination address, PAN [0 and/or channel.

«For example: If the PAN ID'of a Coordinator Is known, but the operating channel I$ not; the Al
-command on the End Device should be set to enable the ‘Auto_Assoclate’ and
‘Reassign_Channel’ bits. Additionally, the ID parameter should be set to match the PAN ID of
thg assoclated Coordinator.

Coordinator / End Device Setup and Operation

To conflgure a medule to operate as a Coordinator, set the CE (Coordinator Enable} parameter to
*1‘, Set the CE parameter of End Devices to *0’ (default). Coordinator and End Devices should con-
tain matching firmware versions.

NonBeacon {w/ Coordinator) Systems

In a NoenBeacon (w/ Coordinator) system, the Coordinator can be configured to use direct or indi-
rect transmisstons. If the SP (Cyclic Sleep Period) parameter Is set to "0, the Ceordinator will send
data immedIately. Otherwise, the SP parameter determines the length of time the Coordinator will
retain the data before discarding it. Generally, SP {Cyclic Sleep Perlod) and ST (Time before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Coordinator Power-up

Coordinator power-up |s governed by the A2 (Coordinator Association) command. On power-up,
the Coordinator undergoes the following sequence of events*

1. Check A2 parameter- Reassign_PANID Flag
Set {bit 0 = 1) - The Coordinator issues an Active Scan. The Active Scan selects one channel
and transmits 3 BeaconRequest command to the broadcast address (0xFFFF} and broadcast
PAN ID (OxFFFF). It then listens on that channel for beacons from any Coordinator operating on
that channel. The listen time on each channel is determined by the SD (Scan Duration) param-
eter value.

Once the time expires on that channel, the Active Scan selects another channel and again
transmits the BeaconRequest as before. This process continues until 2ll channels have been
scanned, or untll 5 PANs have been discovered. When the Active Scan Is complete, the results
include a list of PAN IDs and Channels that are being used by other PANS. This list Is used to
assign an unique PAN ID to the new Coordinator. The 1D parameter will be retained if it Is not
found in the Active Scan results. Otherwise, the ID (PAN 10} parameter setting will be updated
to a PAN ID that was not detected.

Not Set {bit O = 0) - The Coordinator retains its [D setting. No Actlve Scan Is performed.
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2. Check A2 parameter - Reassign_Channel Flag {bit 1)
Set (bit 1 = 1) - The Coordinator Issves an Energy Scan. The Energy Scan selects one channel
and scans for energy on that channel. The duration of the scan is specified by the SD (Scan
Duration) parameter. Once the scan is completed on a channel, the Energy Scan selects the
next channe! and begins a new scan on that channel, This process continues until all channels
have been scanned.

When the Energy Scan is complete, the results include the maximal energy values detected on
each channel. This list Is used to determine a channel where the least energy was detected. If
an Active Scan was performed {Reassign_PANID Flag set), the channels used by the detected
PANs are eliminated as possible channels. Thus, the results of the Energy Scan and the Actlve
Scan (if performed) are used to find the best channe! (channe! with the least energy that is not
used by any detected PAN), Once the best channe! has been selected, the CH {Channel} param-
eter value is updated to that channel.

Not Set (bit 1 = 0) - The Coordinator retains its CH setting. An Energy Scan s not performed.

3, Start Coordinator
The Coordinator starts on the specified channe! {CH parameter) and PAN 1D {ID parameter).
Note, these may be selected in steps 1 and/or 2 above. The Coordinator will only allow End
Devices to associate to It If the A2 parameter “AllowAssoclation” flag Is set. Once the Coordina-
tor has successfully started, the Associate LED will blink 1 time per second. (The LED Is solid if
the Coordinator has not started.)

4, Coordinator Modifications
Once a Coordinator has started:
Modifylng the A2 (Reassign_Channel or Reassign_PANID bits), ID, CH or MY parameters will
cause the Coordinator’'s MAC to reset (The Coordinator RF module (including volatile RAM) is
not reset), Changing the A2 AllowAssociation bit will not reset the Coordinator's MAC, In a non-
beaconing system, End Devices that associated to the Coordinator prior to 2 MAC reset will have
knowledge of the new settings on the Coordinator. Thus, if the Coordinator were to change its
ID, CH or MY settings, the End Devices would no longer be able to communicate with the non-
beacon Coardinator. Once a Coordinator has started, the 1D, CH, MY or A2 (Reassign_Channel
or Reassign_PANID blts) should not be changed.

End Device Power-up

End Device power-up is governed by the Al {End Device Association) command. On power-up, the
End Device undergoes the following seguence of events:

1. Check Al parameter - AutoAssociate Bit
Set (bit 2 = 1) - End Device will attempt to associate to a Coordinator. (refer to steps 2-3).

Not Set (bit 2 = 0) - End Device will not attempt to associate to a Coordinator. The End Device
will operate as specified by its ID, CH and MY parameters. Assoclation is consldered complete
and the Associate LED will blink quickly (5 times per second). When the AutoAssoclate bit s not
set, the remaining steps (2-3) do not apply.

2. Discover Coordinator {If Auto-Associate Bit Set)
The End Device issues an Active Scan, The Active Scan selects one channel and transmits a
BeaconRequest command to the broadcast address {OxFFFF} and broadcast PAN ID {OxFFFF). It
then listens on that channel for beacons from any Coordinator operating on that channel. The
listen time on each channel is determined by the SD parameter.

Once the time expires on that channel, the Active Scan selects another channel and again
transmits the BeaconRequest command as before. This process continues until all channels
have been scanned, or until 5 PANs have been discovered, When the Actlve Scan is complete,
the results Include a hst of PAN IDs and Channels that are belng used by detected PANS.

g MoaxStrearm. © 2006 MaStrean, Ine. 17




"

XBeo/XBee-PRQ 302,15 4 QEM RF Modules ol.aAx {20006 10 13) Chapter 2 - RF Medule Operation

The End Device selects a Coordinator to assoclate with according to the Al pararmeter
“Reassign_PANID" and “"Reassign_Channe!” flags:

Reassign_PANID Bit Set (bit 0 = 1)- End Dewvice ¢an associate with a PAN with any ID value.

Reassign_PANID Bit Not Set {bit 0 = 0) - End Device will only associate with a PAN whose
ID setting matches the ID setting of the End Device.

Reassign_Channel Bit Set (bit 1 = 1) - End Device can assoclate with a PAN with any CH
value,

Reassign_Channel Bit Not Set {bit 1 = 0)- End Device will only associate with a PAN whose
CH setting matches the CH setting of the End Device,

After applying these filters to the discovered Coordinators, If multiple candidate PANs exist, the
End Device will select the PAN whose transmission link quality is the strongest. If no valid Coor-
dinator is found, the End Device will either go to sleep (as dictated by its SM (Sleep Mode)
parameter) or retry Assoclation.

Note - An End Device will also disqualify Coordinators if they are not allowing association (A2 -
AllowAssoclation bit); or, If the Coordinator Is not using the same NonBeacon scheme as the
End Device. (They must both be programmmed with NonBeacon code.)

3. Associate to Valid Coordinator
Once a valid Coordinator |5 found {step 2), the End Device sends an AssoclationRequest mes-
sage to the Coordinator. It then waits for an AssociationConfirmation to be sent from the Coor-
dinator. Once the Confirmation Is recelved, the End Device is Assoclated and the Associate LED
will blink rapldly {2 times per second) The LED is solid if the End Device has not associated

4. End Device Changes once an End Device has assoclated

Changing A1, ID or CH parameters will cause the End Device to disassociate and restart the
Assoclation procedure.

If the End Device fails 1o associate, the Al command can give some indication of the failure.
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2.4. XBee/XBee-PRO Addressing

Every RF data packet sent over-the-alr contains a Source Address and Destination Address fleld In
its header. The RF module conforms to the 802.15.4 specification and supports both short 16-bit
addresses and long 64-bit addresses. A unique 64-bit IEEE source address is assigned at the fac-
tory and can be read with the SL (Serlal Number Low) and SH (Sertal Number High) commands.
Short addressing must be configured manually, A module will use Its unique 64-bit address as its
Source Address If Its MY (16-blt Scurce Address) value |s “0xFFFF” or “OxFFFE*,

To send a packet to a specific module using 64-bit addressing: Set Destination Address (DL + DH)
to match the Source Address (SL + SH) of the intended destination module,

To send a packet to a specific module using 16-bit addressing: Set OL (Destination Address Low)
parameter to equal the MY parameter and set the DH (Destination Address High) pareameter to ‘0*

2.4.1. Unicast Mode

By default, the RF module operates in Unicast Mode. Unicast Mode is the only mode that supports
retries. While in this mode, receiving modules send an ACK (acknowledgement) of RF packet
reception to the transmitter. If the transmitting module does not receive the ACK, it will re-send
the packet up to three times or until the ACK is recelved.

Short 16-bit addresses. The module can be configured to use short 16-bit addresses as the
Source Address by setting (MY < OxFFFE) Setting the DH parameter (OH = 0) will configure the
Destination Address to be a short 16-bit address (if DL < OxFFFE). For twe modules to communi-
cate using short addressing, the Destination Address of the transmitter module must match the
MY paramater of the recelver.

The following table shows a sample network configuration that would enable Unicast Mode com-

munications using short 16-bit addresses.
Table 2-03, Sample Unicast Network Configuration (using 16-bit addressing)

1 % Parameter 7 - RF Module 1 RF Module 2
MY (Source Address) 0x01 0x02
DH (Destnation Address High) 0 0
DU (Destnabon Address Low) 0x02 0x01

Long 64-bit addresses, The RF module’s serial number (SL parameter concatenated to the SH
parameter) can be used as a 64-bit source address when the MY (16-bit Source Address) parame-
ter is disabled. When the MY parameter is disabled (set MY = OxFFFF or OxFFFE), the module’s
source address is set to the 64-bit IEEE address stored In the SH and SL parameters

When an End Devlce assoclates to a Coordinator, its MY parameter is set to OxFFFE to enable 64-
blt addressing. The 64-bit address of the module is stored as SH and SL parameters. To send a
packet to a speclfic module, the Destination Address (DL + DH) on one medule must match the
Source Address (SL + SH) of the other.

2.4.2. Broadcast Mode

Any RF module within range will accept a packet that contains a broadcast address. When config-

ured to operate In Broadcast Mode, receiving modules do not send ACKs (Acknowledgements) and
transmitting modules do not automatically re-send packets as Is the case in Umicast Mode.

To send a broadcast packet to all modules regardless of 16-bit or 64-bit addressing, set the desti-
nation addresses of all the modules as shown below.

Sample Network Configuration (All modules in the network):

« DL (Destination Low Address) = Ox0000FFFF
» CH (Destination High Address) = 0x00000000 (default valug)

NOTE: When pregramming the module, parameters are entered [n hexadecimal notatlon (without the
“0Ox" prefix). Leading zeros may be omitted.
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2.5. Modes of Operation

XBee/XBee-PRO RF Modules operate in five modes.
Figure 2-07. Modes of Operation

2.5.1. Idle Mode

When not recelving or transmitting data, the RF module s In Idie Mode. The module shifts Into the
other modes of opéeration under the fallowing condltions:

« Transmit Mode {Serlal data is received in the DI Buffer)

« Receive Mode (Valid RF data is received through the antenna)

» Sleep Mode (Sleep Mode conditlon Is met)

« Command Mode (Command Mode Sequence Is issued}

2.5.2, Transmit/Receive Modes

RF Data Packets

Each transmitted data packet contains a Source Address and Destination Address field. The Source
Address matches the address of the transmitting moedule as specified by the MY (Source Address)
parameter (If MY >= QxFFFE), the SH (Serial Number High} parameter or the SL (Serial Number
Low) parameter. The <Destination Address>> field is created from the OH (Destination Address
High) and DL (Destlnation Address Low) parameter values. The Source Address and/or Destination
Address fields will either contaln a 16-bit short or long 64-bit long address.

The RF data packet structure follows the 802.15.4 specification.
[Refer to the XBee/XBee-PRO Addressing sectlon for more information]

Direct and Indirect Transmission

There are two methods to transmit data-
« Direct Transmission - data Is transmitted Immed|ately to the Destination Address

» Indirect Transmission - A packet is retained for a perigd of time and is only transmitted after
the destination module (Source Address = Destination Address) requests the data,
Indirect Transmissions can only cccur on a Coordinator. Thus, if all nodes in a network are End
Devices, only Direct Transmissions will occur. Indirect Transmissions are useful to ensure packet
delivery to a sleeping node, The Coordinator currently is able to retain up to 2 indirect messages.
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Direct Transmission

A NonBeaconing Coordinator can be configured to use only Direct Transmisslon by setting the SP
{Cyclic Sleep Period) parameter to 0% Also, a NonBeaconing Coordinator using indirect transmis-
sions wlll revert to direct transmission if it knows the destination module is awake

To enable this behavior, the ST (Time before Sleep) value of the Coordinator must be set to match
the ST value of the End Device, Once the End Device either transmits data to the Coordinator or
polls the Coordinator for data, the Coordinator will use direct transmission for all subsequent data
transmissions to that module address until ST time {or number of beacons) occurs with no activity
{at which point it will revert to using indirect transmissions for that module address}. *No activity”
means no transrission or reception of messages with a specific address. Global messages will not
reset the ST timer.

Indirect Transmission

To configure Indirect Transmissions in a PAN (Personal Area Network}, the SP (Cyclic Sleep Period)
parameter value on the Coordinator must be set to match the longest sleep value of any End
Device. The SP parameter represents time in NonBeacon systems and beacons In Beacon-enabled
systems. The sleep period value on the Coordinator determines how long (time or number of bea-
cons) the Coordinator will retain an Indirect message before discarding it,

In NonBeacon networks, an End Device must pcll the Coordinator once it wakes from Sleep to
determine If the Coordinator has an indirect message for it. For Cyclic Sleep Modes, this is done
automatically every time the module wakes (after SP time). For Pin Sleep Modes, the Al (End
Device Assoclation) parameter value must be set to enable Coordinator polling on pin wake-up.
Alternatively, an End Device can use the FP (Force Peoll) command to poll the Coordinator as
needed,

CCA (Clear Channel Assessment)

Prior to transmitting a packet, a CCA (Clear Channel Assessment) Is performed on the channel to
determine If the channe] is available for transmission. The detected energy on the channel is com-
pared with the CA {Clear Channel Assessment) parameter value. If the detected energy exceeds
the CA parameter value, the packet is not transmitted,

Also, a delay Is inserted before a transmission takes place. This delay Is settable using the RN
(Backoff Exponent) parameter. If RN is set to "07, then there is no delay before the first CCA is per-
formed. The RN parameter value is the equivalent of the *mInBE" parameter In the 802.15.4 spec-
{fication. The transmit sequence follows the 802.15.4 specification,

By default, the MM (MAC Mode) parameter = 0. On a CCA failure, the module wlll attempt to re-
send the packet up to two additional times.

When in Unicast packets with RR (Retries) = 0, the module will execute two CCA retries, Broadcast
packets always get two CCA retries.

Acknowlaedgement

If the transmission is not a8 broadcast message, the module wili expect to recelve an acknowledge-
ment from the destination node. If an acknowledgement is not received, the packet will be resent
up to 3 more times. If the acknowledgement is not received after all transmissions, an ACK fallure

is recorded.
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2.5.3, Sleep Mode

Sleep Modes enable the RF module to enter states of low-power consumption when not in use. In
order to enter Sieep Made, one of the following conditions must be met {in addition to the module
having a non-zero SM parameter value)*

¢ Sleep_RQ (pin 9) i5 asserted,

« The module Is idle {no data transmisslon or reception) for the amount of time defined by the
ST (Time before Sleep) parameter. [NOTE: ST is only active when SM = 4-5.]

Table 2-4. Sleep Mode Configurations

Sleep Mode | Tranaltion into Transition out of Rolated Powar
Setting Sleep Mode Sleep Mode (wake) Characteristics Commands | Consumption
PuvHost-controfled /
P Hibomate | Assert fugh) S160_RQ | e oceert fow) Sleso RQ | HonBosoom & <10 A (@30
. _ ystams | (SM)
{SM=1) (pn 9) (o) Sieep only / Lowest Power vce)
, PyiHost-controlled /
Pg‘m";’;; oy {high) S1ep_RQ | 0 aaser (jow) Steap_RQ | NonBeacon systems | (SM) <50 pA
{ ) only / Fastast wake-up
Autornatic transibon to Tmu:on c%gn;;huﬂarme RF mrdula wakﬁs rnI:
Cyclic & ﬁ:?mg’ ”m;d ﬂapsu @ bena Intarval mmtslodetsd IRF | cpy spsT | < 50 pA
{SM=4-5 s”rmb;";gw ) | s defined by the P data Is present / When ST when sleoping
e T =19} (Cycic Sieep Period) | SM = 5, NonBagoon
PAMBmETArS. parameler. systoms only

The SM command s central to setting Sleep Mode configurations. By default, Sleep Modes are dis-
abled (SM = 0) and the module remains In Idle/Recelve Mode, When in this state, the module is
constantly ready to respond to serial or RF activity.

Higher Voltages, Sleep Mode current consumption is highly sensitive to voltage. Voltages above
3.0V will cause much higher current consumption.
Table 2-05. Sample Sleep Mode Currents

. XBeo o - XBeo-PRO .

Vee (V) SM=1 i SM=2 SM=4.5 Sy SM=2 SM=4,5
2830 <3 pA <35uA <Muh <4uA <MuA <34uA
34 BuA 3TmA J60A 12uA 3%uA A
32 32uA 48uA 4504 450A 60uA 550A
33 101uA BluA 100ud 130uA 115uA 120uA
34 25507 170uA 240uA A 260uA 29uA

Pin/Host-controlled Sleep Modes

The transient current when waking from pin sleep {(SM = 1 or 2) does not exceed the idle current
of the module, The current Amps up exponentially to its Idle current.
Pin Hibernate {SM = 1)

+ Pin/Host-controlled

* Typical power-down current: < 10 pA (@3.0 VCC)

+« Wake-up time: 13,2 msec
Pin Hibernate Mode minimizes quiescent power (power consumed when In a state of rest or inac-
tivity). This mode is voltage level-activated; when Sleep_RQ Is asserted, the module will finish any
transmit, receive or association actlvities, enter Idle Mode and then enter a state of sleep. The
module will not respond to either serlal or RF activity while in pin sleep.
To wake a sleeping module operating in Pin Hibernate Mode, de-assert Sleep_RQ (pln 9). The
module will wake when Sleep_RQ is de-asserted and is ready to transmit or receive when the TS
line is low, When waking the module, the pin must be de-asserted at least two 'byte times' after
CTS goes low. This assures that there Is time for the data to enter the DI buffer,
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Pin Doze (SM = 2)

= Pin/Host-controlled

» Typical power-down current: < 50 pA

« Wake-up time: 2 msec
Pin Doze Mode functions as does Pin Hibernate Mode; however, Pin Doze features faster wake-up
time and higher power consumption.
To wake 2 sleeping module operating in Pin Doze Mode, de-assert Sleep_RQ (pin 9). The module
will wake when Sleep_RQ Is de-asserted and is ready to transmit or receive when the CT5 line Is
low. When waking the module, the pin must be de-asserted at least two 'byte times' after CI15
goes low. This assures that there is time for the data to enter the D1 buffer.

Cyclic Sleep Modes

Cyclic Sleep Remote (SM = 4)

= Typical Power-down Current: < 50 pA {when asleep)

+ Wake-up time: 2 msac
The Cyclic Sleep Modes allow modules to periodically check for RF data. When the SM parameter is
set to ‘4, the module is conflgured to sleep, then wakes once a cycle to check for data from a
medule conflgured as a Cyclic Sleep Coordinator (SM = (0, CE = 1), The Cyclic Sleep Remote sends
a poll request to the coordinator at 2 specific interval set by the SP (Cyclic Sleep Period) parame-
ter. The coordinator will transmit any queuved data addressed to that specific remote upon receiv-
Ing the poll request.
If no data is queued for the remote, the coordinator will not transmit and the remote wlll return to
sleep for another cycle. If queued data is transmitted back to the remote, it wili stay awake to
allow for back and forth communication until the ST (Time before Sleep) timer expires

Also note that CTS will go low each time the remote wakes, allowing for communication |nitiated
by the remote host if desired.

Cyclic Sleep Remote with Pin Wake-up (5M = 5)

Use this mode to wake a sleeping remote module through either the RF interface or by the de-
assertion of Sleep_RQ for event-driven communicatlons. The cyclic sleep mode works as described
above (Cyclic Sleep Remote) with the addition of a pin-controiled wake-up at the remote module,
The Sleep_RQ pin is edge-triggered, not level-triggered. The module will wake when 2 low is
detacted then set CT5 low as soon as It is ready to transmit or recelve.

Any activity wlll reset the ST (Time before Sleep) timer so the module will go back to sleep only
after there is no activity for the duration of the timer. Once the module wakes (pin-controlled),
further pin activity is ignored. The module transitions back inta sleep according to the ST time
regardless of the state of the pin.

[Cyclic Sleep Coordinator (SM = 6)]
» Typical current = Recelve current
= Always awake

NOTE' The SM=6 parameter value exists solely far backwards campatbiity with firmware versign
1.x60. If bac kwards campatibility wich the oider firmware varsion is nat required, always use the CE
(Coordinator Enable) command to configure a module as a Coordinator.

This mode configures 3 modute to wake cyclic sleeping remotes through RF interfacing. The Coor-
dinator wlill accept @ message addressed to a speclflc remote 16 or 64-bit address and hold it in a
buffer until the remote wakes and sends a poll request. Messages not sent directly (buffered and
requested) are called *Indirect messages”™. The Coordinator only queues one indirect message at a
time. The Coordinator will hold the indirect message for a period 2.5 times the sieeping period
indicated by the 5P (Cyclic Sleep Penod) pararneter. The Coordinator’'s SP parameter should be set
to match the value used by the remotes.
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2.5.4. Command Mode

To modify or read RF Module parameters, the module must first enter into Command Mode - a
state in which incoming characters are interpreted as commands. Two Command Mode options are
supported: AT Command Mode (refer to section below] and API Command Mode [p52].

AT Command Mode

To Enter AT Command Mode:

Send the 3-character command sequence “+++* and observe guard times before and aiter the
command characters. [Refer to the "Default AT Command Mode Sequence” below.] *

Default AT Command Mode Sequence (for transition to Command Mode):

* No characters sent for one second [GT (Guard Times) parameter = Ox3E8]

» Input three plus characters (" +++™) within one second [CC {Command Sequence Character)
parameter = Ox28.)

* No characters sent for one second [GT (Guard Times} parameter = Ox3E6]
All of the parameter values in the sequence can be modified to reflect user preferences.

NOTE: Fallure to enter AT Command Mode |5 most commonly due to baud rate mismatch. Ensure the
'Baud’ setting on the “PC Settings”™ tab matches the Interface data rate of the RF module By default,
the BD parameter = 3 (3600 bps).

To Send AT Commands:
Send AT commands and parameters using the Syntax shown below,

Figure 3-08, Syntax for sending AT Commands

"AT" ASCIL Space + Parameter + Carriage
Preflx Command {Optional} (Optional, HEX) Return

C_C = T

Example: ATDL 1F<CR>

To read a parameter value stored in the RF module's reglster, omit the parameter field.

The preceding example would change the RF module Destination Address (Low) to “0x1F", To store
the new value to non-volatile (long term) memory, subsequently send the WR (Write) command.
For modified parameter values to persist in the module’s registry after a reset, changes must be
saved to non-volatile memory using the WR (Write) Command. Otherwise, parameters are
restored to previously saved values after the module Is reset.

System Response. When a command is sent to the module, the module will parse and execute
the command. Upon successful execution of a command, the medule retumns an “QOK" message. If
execution of a command results In an error, the module returns an *ERROR™ message.

To Exit AT Command Mode:
1. Send the ATCN (Exit Command Mode) cornmand (followed by a carriage return),
fOR]

2. If no valld AT Commands are recelved within the time specified by CT (Command Mede
Tifneout) Command, the RF module automatically returns to Idle Mode.

For an example of programming the RF module using AT Commands and descriptions of each config-
urable parameter, refer to the RF Module Configuration chapter [p25],
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3. RF Module Configuration

3.1. Programming the RF Module

Refer to the Command Mode section [p24] for mere information about entering Command Mode,
sending AT commands and exiting Command Mode. For information regarding module program-
ming using API Mode, refer to the API Operation sections [p52].

3.1.1. Programming Examples

i Refer to the ‘X.CTU" sec-

| tion of the Develop-

i ment Guide [Appendix

} B for more nformation
regarding the X-CTU
configuration software,

s MaxStream

Setup

.ware and a serial connection to a PC (MaxStream stocks RS-232 and USB boards to facllitate

The programming examples in this section require the installation of MaxStream's ¥X-CTU Soft-

Interl'aclng with a'PC.)

Ad. Install MaxStream’s X-CTU Software to a PC by double-clicking the "setup_X-CTU.exe" file.
- (The file i5 located on the MaxStream CD and under the 'Software’ section of the foltowing P
web page: www, maxstream net/support/downloads php) T a

2. Mount the RF module to an'interface’ board then connect the module assernbly to aPC.

3. " Launch the X-CTU Software and select'the 'PC Settings' tab. Verify the baud and parity set-
+ tings of the' Com Port match those of the RF module.

NOTE: Failure to enter AT Command Mode Is most commonly due to baud rate mismatch.

Ensure the ‘Baud’ setting on the 'PC Settings’ tab matches the interface data rate of the RF mod-

ule. By default, the BD parameter = 3 {which corresponds to 9600 bps).

Sample Configuration: Modify RF Module Destination Address

Example: Utilize the X-CTU *Terminal” tab te change the RF module's DL (Destination Address
Low) parameter and save the new address to non-volatite memory.

After establishing a serial connection between the RF module and a PC [refer to the 'Setup’ sec-
tion above), select the *Terminal” tab of the X-CTU Software and enter the following cormmand

lines ('CR’ stands for carriage return):

Method "1 '{One'line per command)

Send AT Command ¢ g5ystem Response
B S I LR +OK <CR> (Enter Into Command Mode)

~

3 ATDL<Enters . F {current value} <CR> (Read Destinatlon Address Low)
ATDLLAQD <Enter> w . 0K <CR> {Modify'Destination Address Low)
®“-ATWR <Enter> ., 5.p'n 3 + 20K <CR> (Write to non-volatile memory) .
ATCN <Enter> e 70K <CR> (Exit Command Mode) *
Method 2 (Multlp!e commands on one Ilne} ‘_: . ) ;’, “:’ -
Send AT Command - « «System Response . M
RLEEAE e J “ s = 0K <CR>(Enter into Commiand Mode) o
‘+  TATDL <Enters, i "“fcurrent value} <CR>" (Read Destination Address Low)"
*  ATDL1AOD,WR, CN <Enter>-' ;OK, OK, OK <CR> (Command execution Is triggered upon
o . each Instance of the cornma)

Sample Configuration: Restore RF Module Defaults

Example: Utilize the X-CTU *Madem Conflguration” tab to restore default paramater values.

After establishing a connection between the module and a PC [refer to the 'Setup’ section
above], select the “Modem Conﬁgurat!on tab of the %-CTU Software.

Select tha 'Read' button.
2 ..Select the "Restore’ button.

© 2006 MazStrean, Inc
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3.2. Command Reference Tables

XBee/XBee-PRO RF Modules expect numerical values in hexadecimal. Hexadecimal values are des-
ignated by a "0x” prefix. Decimal equivalents are designated by a “d” sufflx. Commands are con-
tained within the following command categcories (listed In the order that their tables appear):

* Specilal

» Networking & Security
* RF Interfacing

* Sleep (Low Power)

» Serlal Interfacing

+ 1/0 Settings

» Diagnostics

» AT Command Options

All modules within a PAN should cperate using the same firmware verslon.

Special
Table 3-01.  XBee-PRO Cammands - Special
AT ° il e = . . IESES N N PR S
Command c:g;’:r:q .| Name end Description N . | Paramistar Range:” Dohi:lt ..
Write. Wnte parameter values 10 non-volatile memory so that pacameter modifcabons
WR Spocal persist through subsequent power-up or rasat. .
Note Once WR is issued, no additional characters should be sent ko the module untl
gfer tha responsa "OKv" is recorved
RE Special Restore Dofaults. Restore module parameters 1o factory defaults. -
FR(v1x807 | Specal Softwars Reset. Responds immediately with an OK then performs a herd resst .
~100ms tater.
* Firrvware version i which the command was first introduced {firmmware versions are numbered in hexadecimai notation.)
Networking & Security
Table 3-02. XBee/XBee-PRO Commands - Networkmg & Security (Sub-categ_es designated within [brackets))
AT - | Cammand
Command | Category Nama and Dalcripﬂon Paramater Range DRefault
Networking Channel SatRead the channel number used for transmitiing and racerng dala 0x0B - Oxi1A }
CH {Addressig}) | between RF moduies {uses 802 15 4 protocol channel numbers) 00C - 0317 (XBea.PRO) | P0C(120)
Networking PANID SeifRead the PAN (Personal Atea Network) 1D, . 0x3332
1D {Addressiig) | Use OxFFFF Io broadcast messagas  all PANS 0- OxFFFF (131064)
Destination Address High SatRead the upper 32 biis of the 64-tut dasbnation
OH NBWW address. YWheon combined with 0L, it defines tha destnation addrass usad lor 0 - OxFFFFFFFF 0
{Addressing} fransmission To transmit using a 16-bd address, set DH parameter to zero and DL less
than CxFFFF 0x0000000000Q0FFFF I8 tha broadcast address for the PAN
Destination Address Low Sel/Read the lower 32 bits of the 64-bit destination
] Natworking address. When combined with OH, DL defines the destinabon sddress used fx 0 - CaFFFFFFFF 0
{Addressing} transmissaon  To ransmit wsing & 16-bil address, set DH parameter o zero and DL less
than 0xFFFF 0x000000000000FFFF 1 the broadcast address for the PAN.
Nelworki 16-bit Source Address. Set/Rsad the RF modise 16-bit source address Sel MY =
MY Mm’.'g } | OKFFFF todisable recopton of peckets win 16-bf addresses. 54-bd source sddress 1 0 - OaFFFF ®
{adaressngl | (sanal number) and broadcast address (0x000000000000F FF F) is ahways ensbied
Networking Serlal Number High Read high 32 bits of the RF module’s unique IEEE 64-bit .
{Addressng} | sddress B4-bul scurce address  aways enabled 0 - OxFFFFFFFF [readonly] | Faclory-sat
Networiung Serial Number Low Read low 32 bets of tha RF modife’s unique IEEE 64-bel address | y
st {pddrossm) | B4 address is oways onabled, (- OxFFFFFFFF (read-only] | Faclory-set
Networks XBoe Retries Set/Read the maximum number of refries the module will axecule in
RR (v1xADY lm“,’-}';g] eddition to the 3 retries provided by the 802 15 4 MAC For sach XBog retsy, the 0-6 0
802 15 4 MAC can exacula up to J retnes
N . Random Delsy Sloty. Set/Read the minimum valug of the back-off exponent in the
RN {mal""' g ) CSMA-CA algonthm that is used for colision avosdance If RN = 0, colision gvordanice | 0 - 3 [exponent] 0
9 by disabled dunng the first Reraton of the algonthm {802 15 4 - macMinBE)
MAC Mods, SetRead MAC Mode value MAC Mode anables/disablas the use of a 0-2
MM {1 xpg) | Networng MaxStream hoader in the 802 15 4 RF packel When Mads D is anablad (MM=0), = MaxStresm o
{Addressing} duplicate packet detection is enabled as wel 83 certain AT commands, Modes 1and 2| 1= 802154 noACKs\)s)
are stict 802,15 4 modes 2= 802154 [with AC
5 MaxStream . © 2006 Ma.Stream, Inc 26
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Table 3-02, XBee/XBee-PRO Commands + Networking & Security (Sub-categornies desipnated withun {brackets}))

AT - Command y

Command | Category Name‘and Description Parameter Range Default

Noda Identifier. Stores 8 stnng wentfier The register only accepts printabie ASCII
Networki data, A sinng can not start with a space. Carmiage refum ends command Command wall
{identficaton) sutprnatialiy end whaen maximum byles for the sifing have been entersd This stong1s | 20-charactsr ASCH sting

retumed as part of the ND (Node Discover) command. This idenbfier is also used with
the DN (Destination Node) command.

Nods Discover. Discovers and reports alt RF modules found  The fallowing information
is reportad for sach module discovered (the example aites use of Transparent operation
(AT command krmat) - refer to the long ND command description regarding differencas
between Transparent and AP| operation)

SR

<CH>
N

ND { v1 1807 {mm} SLecky optional 20-character N valus

NI<CR><CR>
The amount of time the module allows far responses is determinad by tha NT
parameler. In Transparent cperabon, command complabon 1 designatad by a <CR»
{carriege retum). ND also accepls @ Node Identiber a3 a parameter In thes cose, onfy a
madule maiching the supplied idantfier will respond

Netwaoriang Node Discover Time. Set/Read the amount of bme a node will wart for responses fom
{identicalion} | oitves rodes when using the ND (Node Discover) commend. 0x01-0aFC 019

Destinztion Node. Resolves an NI (Node Identfier) stnng to a physical eddress The
fcllowing events ocour upon successil command execubon®

N ) DL and DH ere set to the address ¢f the module with the matching Node Mentfier
DN (v1807 [fSword | 2 “OK s retued 20-character ASCII sing
{identicalion} | 3 RF module sutomalically exits AT Command Mode

Il there I8 no response from a module within 200 msec or & parameter is nol spealied
(lefl blank), the command e tevminated and an "ERROR" message is retumed.

N v1.xB0M

NT ( v1.XAD)

CE(vix80) | oo™ | coordinator Ensble, SotResd the coordinator set " 0+ Endoon 0
V13807 | {associanon) o0 ¢ o coinslor seng 1-crtlndmator
Scan Channels Sel/Raad list of channals to scan for & Acive and Energy Scans as e
bitfield This affcts scans inibated in command mode {AS, ED) and duang End Devica Ox1FFE
Netwockng Associabon and Coordinalor startug, 0 - OXFFFF [utfiele] 4 Xicer
SC(V1380 | pesomation) bi0-0:0B  bitd-0:0F  bt8-Dx13  bH12-0xi7 {bits 0, 14, 15 not allowed on Lno
bt1-0x0C  bit5-Ox10  bt9-Oxié  btid-Oxi8 the XBee-PRO) s
bt2-0:0D  bit6-Oclt  bit10-0x15  bitld-Oxi9 Channeis)

bit3-0z0E  bat7-Ox12 bit11 - 0x16 bit 15 - Ox1A

Scan Duration Set/Raead the scan durabon exponent

End Device - Duration ol Attive Scan dunng Assoaation On beacon system, set 8D =

BE of coordinator SD must be st at kst to the highest BE parameter of any

Beaconing Coordinator with whuch an End Dewioe or Coordinator wish to discover

Coordinator - | "ReassignPANID" option i3 set on Coordinator jrefer to A2 parameter],

SD datermines the length of bme tha Coordinator will scan channels o locate existing

. PANs Il'Raéa:si;n@S;nnnd' gbmus:é? g}wﬁmmmc@mm
etworiing perform an Enaigy to detemune wh it will operate on 4

SD (w1 x607) {Assocson] | *Scan Time' ks measured as (# of channe!s i scan] * (2 # SD) * 15 36ms) The number 0-0x0F [exponent

of channels to scan 1s sl by the SC command The XBee can acan up ko 16 channels

(SC = 0zFFFF) The XBee can 8¢an up bo 13 channets (SC = 0x3FFE)

Example, The values helow show results for ¢ 13 channal scan®

#SD=0,tme=0 18sec S0=8, tme=47.1086c

SD=2,me=074ssc SD=10,tme =3 15mn

SD=4,tme=2958sc SD =12 tme= 1258 mn

SD=6,bme = 11.80s8c SO =14, trne = 50,33 min

End Device Assoclation SelRead End Device associshon oplions
bit 0 - ReassignPaniD
3 - WS only associsis with Coordinator opecating on PAN 10 that maiches modute 1D
1 - May assoaata with Coordinator operating on 8ny PAN 1D
bit 1 - ReassgnChannel
0 - Wil only associate with Coordinator operating on m CH Channel sethng
1 - May assaciete with Coordinalor operating on arry

" Networking bt 2 - AutoAssociate
AUV} | asencation) 0 - Dewvice wil nol aliempt Associabion 0 - 0x0F fatfiekd) 0
1 - Devics attempts Associabon untl success

Nole This bil is usad only for Non-Beacon systsms End Dewces in Beacon-enabled
systom must always essociats to 8 Coordinetor
tut 3 - PoliCoord OnPinWake

0 - Pw Wake wil! not polf the Coordinalor for indwect (pending) data

1 - Pin Waka will sand Poll Request o Coordinator to extract any pending data
bits 4 - 7 are resorved

5 MaxStrearr, © 2006 MaSiream, Inc 7
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Table 3-02. XBee/XBee-PRO Commands - Networking & Security (Sub-categories designated within

{brackets))

AT -
Gommand

i

Command
Category

’ N;rpa and Description N

‘Parameter Rangs.

| Default,

A2 (v1180%)

Networking
{Associaton}

Coordinater Association SeVRead Coordinator assoctabon opbons
bit 0 - ReessignPaniD
0 - Coordinator will not parfamn Active Scan o locate available PAN 1D, It will operate
on i {PAN 1[)}
1 - Coordinator will perfonm Active Scan to determme an available 10 (PAN 1D) ifa
PAN 1D conflict i kound, the ID paramedar will change
it 1 - ReassignChannel -
0 - Coorginator will not perform Enargy Scan 1o determina free channal It will operate
on the channal determined by tha CH paramedar.
1 -G&:«:.n'l;ﬂ*ﬂt:rfma " will perform Energy Scan to find a free channed, then opearate on that
na
but 2 - AllowAssocation -
0 - Coordinator will nol allow any devices to assocate to 1L
1 - Coondinator wall aliow devices (o assoclate o it
bits 3 - 7 are reserved

0 -7 [ortfieid)

Al {v1x807

Netwirking
{Associstion)

Assoclation indication Read arrors with the lasl associsbon request

0x00 - Successfil Completion - Coordinator successhully starled or End Davice
#ssocuabon complete

Gx01 - Active Scan Timeaut

(D2 - Active Scan found no PANS

(013 - Active Scan found PAN, but the CoordinatorAllowAssociabon bit s nol set

(x04 - Active Scan found PAN, bul Coardinator and End Devioe ere not
configured to suppor baacons

0x05 - Achve Scan found PAN, but the Coordinator 10 parameter does nol match
the ID perameter of the End Device

Ox06 - Actve Scan found PAN, but the Coordinalor CH paramelar does nek match the

CH parameler of the End Dewce

(x07 - Energy Scan Timeout

(w08 - Covdinator start raquest failed

009 - Coordinator could nol start due to invald patameler

x0A - Coordinator Raglignment 8 it progress

0x0B - Assoaiabon Request not sent

0x0C - Asscaabon Request tmed oul - no reply was recaved

0x0D - Associahon Request hed an Invald Perameter

Ox0E - W Request Channel Access Faiture Request was not transmitted -

g
{x0F - Remote Coordinator did not send an ACK after Assocabion Request was sent
0x10 - Remote Coordinator did not reply to the Assoaabon Request dut an ACK was
tecarvod after sanding tha request
T2 e Lost ayneivonization with o Beaconing Coordingor
LAY i 083 - LOST 8 a
0x13 - Drsassocated - No longer essociated lo Coordinator

0 - 0x13 [read-ondy|

DA { v1.x80"

Natworking
{Association}

Force Disassociation. End Davice will immedialely disassociata from a Coordinator (if | _

associated) and reattampt to associata.

FP {v1 xB07

Natworking
{Association)

Force Poll Request inditect massages baing held by & coordinator

;‘“': MaxStrearmn. © 2006 MasStrean, ine
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AT . -
Command

Command:-
Category

A i i
Name and Description '

o o3 .

Table 3-02. XBee/XBee-PRO Commands - Networking & Security (Sub-categories designated within {brackets}}

Parameter Range

Default ..

AS {v1xB80Y)

Networking
{Association}

Active Scan Send Beacon Request o Broadcast Address (0xFFFF) and Broadcast
PAN (0xFFFF) on avery channel The parameter determnes the bma the radio wil
ksten for Boacons on each channel A PanDastriptor is created and retumed kor avery
Baacon received from the scan. Each PenDescnptor coniaing the foliowing informaben-
CoordAddress (SH, SL)<CR>
CoordPanlD (ID)<CR>
CoordAddrMode <CR>

0x02 = 16-bel Short Address

(=03 = 64-bit Long Address
Channal (CH parameter) <CR>
Secuntyl)se<CR>
ACLEntry<CR>

aiwe<CR>

SupacFramaSpec<CR> (2 bytes):
bit 15 - Association Permutted (MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bet 12 - Batiery Life Extension

Iiis 8-11 - Final CAP Siot

tis &7 - Suparframe Qrder

bits 0 - Beacon Order
GisParmet<CR>
RSSI<CR> (RSS! 18 ratumad es -0Bm)
TénF?Slampccm {3 bytes)
< >

A carriage ratum <CR> ls sent af the end of the AS command. Tha Active Scan is
capabla of returning up to 5 Pan L in ascan The actual scan bme on each
channel Is measured as Time = [(2 S0 PARAM) * 15 36] m3. Nots the {otal scan me is
this tme mulbplied by tha number of channels to be scanned (16 for the XBea and 13
for the XBee-PRQ) Also refer to SO command descnption

0-6

ED { v x807)

Natworking
{Assonation)

Energy Scan Send an Energy Detect Scan. This paramelar determines the length of
scan on each channel, The maximal energy on each channal Is returmed & each valus
isiollmed%:camag' @ retum  An addiional carmiage return ks sant at the end of the
commend. The values returmed represent the delecied anargy level m units of <Bm.
The actual scan time on each channel is meesured as Time = [(2 *ED) * 15 36| ms
Note the (otal scan tms s thes time multiplied by the number of channels 1o ba scanned
(rafer to SO parameter).

EE {v1.xA07)

Networking
{Seaumty}

AES Encryption Enable Disable/Enable 128-bit AES encrypton support. Usa in
conjunclion with the KY command

8-1

{ {disabled)

KY { v1XAD")

Networking
{Secunty}

AES Encryption Key Set the 128-bit AES (Advanced Encrypbon Standard) key for
encryphing/decryptng dads The KY rogisisr cannot be read.

0 - (any 16-Byts valye)

* Firmware version 1n which the corrunand was first introduced (firmware versions are numbered in hexadeaimal notation.)

RF Interfacing
Table 3-03. XBee/XBee-PRO Commands - RF Interfacing

AT
Command -,

Command
Category

Name and Descriptlon

Parameler Range

Default

AL

RF Interdfaang

Power Lavel SeipciRead the power ievel st wiuch the RF module transmits conductad

power

NOTE XBeo-PRO RF Modules opbrivzed for use in Japan contan Armware thal Smis

ganmﬂ%aww 10 dBm. If PLe4 (delault), the maximum power oufput loved Is
xod 8t

0- 4 {KBee ! XBea-PRO)
-10710 gBm
£/120Bm
4/14d8m
-2/ 16 dBm

¢
1
2
3
4= 0/18dBm

Mo aon

CA (v1 xB0")

RF Interfacing

CCA Threshold Setread the CCA (Clear Channel Assessment) threshold Pnor to
transmitiing & packel, a CCA 13 performed Lo datect enargy on the channel. If the
datectad energy 1 above the COA Thueshold, the madule will nol transmt the packet.

0 - x50 [-0Bm]

,2C
{(-44d dBm)

* Firmware version in whch the command was first introduced (firmware versions are numbered in hexadecimal notation )

; MaxStreart, © 2006 MaStrean, Inc.
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Sleep {Low Powaer)

Table 304. XBee/XBee-PRD Commands - Sleep (Low Power)

AT- = | Gommand AT O - . s
Command | Category . fa'{la -lﬂd l?y:fr{p’tlon ‘ Ca - Parameter Range Default
0-5
0=No
1 = Pan Hibernate
2= Pin Doze
3 = Resarved
sM Rt owsr) | S1oeR Mode. <NonBascon fmuars> SetRead Sisep Moda conbuabons e e |0
wi pin wake-up
6 = {Sleap Coordinalor] for
backwards compabbility
wi w1 x6 only; otherwrse,
use CE command
Time befors Sleep. <NonBaacan fimware> Set/Raad tima pancd of inaciiaty {no
sorial or RF data is sent or received) before sctvabng Sleap Mode. ST parameter is
Sleep only valid with Cyclic Sleap setings (SM 2 4 - §) (1388
ST {Low Power) Coordinator and Erd Device ST values must be equal. 1 - 0xFFFF |x 1 ms) (50000)
Also nols, the GT parameter valus must always be less than the ST value (i GT > ST,
the configuration will render the module unabile to enter into commeand mode ) If the ST
paramedor is modified, etso modify the GT parameter accordingly
Cyclic Slesp Perlod. <NonBeacon fimware> Set/Read sleep period for cyclic sleeping
ramoles, Coordinator and End Device SP valuas should ahways ba equal, To send
5 Diract Messages, sat SP =0
sp (Lgffpow) End Device - SP determines the slsep penod for cyche sleeping romotes Maximum | 0 - OxEBBQ [x 10 ms) 0
sleep period is 268 seconds ((xBBB0
Coordinator - If non-zero, SP determines the ime (0 hold an mdirect messaga belore
discarding . A Coordwnator wil discard indwect messages after a penod of {25 * SP)
Disassoclated Cyclic Sleep Period. <NonBeacon firmwaie>
End Device - SetRead time period of sleep for cydhe sleeping remates that ara
0P (1.x80% Sleap configured for Assocation but are not associstsd 1o 8 Coordinator (e (o deviceis |, 0x6880 fx 10 ms] 0x3E8
(Low Power) configured to associale, configurad a3 a Cydlic Sieep remole, but does nol find a {1000d)
Coordinaior, it will gleap for DP tme before reatiampling essociaton } Maximum sleep
penod is 268 seconds (0x68B0) DP shoukd be > 0 for NonBeacon systems
* Firrware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation )
Serial Interfacing
Table 3-05. XBee-PRO Commands - Sexrial Inlerfacing
AT Command 3| ;. .z oo o R . . R
Comr;an d | Category - Nam.e ang‘Dascrlpuon . - "L ngramete! Range Dofault
0 - 7 (standard baud rales)
0= 1200 bps
1=2400
Intecface Data Rats SeVRead tha secal interfacs data rate for communications § fggg
BD Senal betwean the RF module senal port and host. 4;19200 3
Interfacing Requast non-standard baud rates with values ebove 0x80 using a terminal window 5= 38400
Read the BD register 1o find aclusl baud rate achieved 6 = 57600
7= 115200
0x80 - 0x1C200
{non-standard baud rates)
Senal Packetization Yimaout SabRead number of character imes of infer-characier delay
RO Intarfa required before transmission. Sel 1o zerg lo transmit characiers as they amve instead of | 0 - OxFF [x character bmes] | 3
ang buffaring them into one RF packet.
0-2
0 = Drsabled
Ap(xb) | o8 e | APIEnzbla DisabioEnabie AP Mode 3 o) cnablod 0
(w/escaped control
_ . N i . characlars)
Pull-up Resistor Enable™SafRaad bithek] fo configure miemal pullup resistor status
for VO ines
Qitfieid Map,
bit 0 - ADA/DIOH (pint1)
it 1 - AD3/ DIOA {pin17)
PROX0Y | ool B2 DI o }Eﬁ 0-OxFF OFF
et 4 - ADO 7 DIDO (pn20)
ot 5 - RTS £ AD6 / DIOS (pn16
bit 6 - DTR/ SLEEP_RQ/ DI8 (pin9)
tut 7 - DINCONFIG (pwnd)
il set lo "1" spacifies pull-up anabled, *I* specifies no pull-up

* Firmware version tn which the command was flrst introduced {firmware versions are numbered in hexadecimal notation.)

; MaxStrearn, © 2000 MnStream, Inc
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I/0 Settings
Table 3-06. XBee-PRO Commands - 1/0O Settings (sub-category designated within {brackets})
S:mn:l'and g:trgrgn;:d * | Name and Description” oo Parameter Range Defaytt
0-1
08 YO Setngs | DIB Configuration SeisciRead opbons for the DIB kne (pin 9) of the RF module. g :gfa"'“’ 0
(1,24 55n/s)
6.4
0= glsabFled
! 1= CTS Flow Control
T (807 | VOSatigs | Ot e TS fow convl and YO e s, e | 2] 1
’ 4= 00w
5= DO high
g-1
(1: : RTS flow control
, DIOg Conflguration. SalectRead sattngs lor the DIOS e (pin 16) of the RF module | 35 con
D6 {v1280 VO Settingy 22 {n/a 0
i ting Opbons Include RTS flow control and U0 Bne settngs 22 )
4 =00 low
5 = DO hgh
0-1
0 = Disablad
DIOS Configuration Configure sattings for the DICS ling (pin 15) of the RF module. 1 = Assoated ndicator
05 (w1380 | VO Settings Opbons include Assaciated LED indreator {bhnks when asscciated) and VO kns g-gil)c 1
sstings z
4 = DO low
5= D0 hgh
0-1
0 = Disabled
D4 DI04 -DIO4) Configuration SeleciRead setbings for the fallowing knes ADO/DIOD 1= {An{)!(),
{v1 K407 VO Settings in 20), AD1DIO ?pln 18), AD2/DI)Z (pan 18}, ADIDIO) (pun 17), ADADIOA (pin 11! 2= 0
Opbons include’ Analog-to-digilal converter, Dagitel input and Degral Output. :"’. s glo o
7
5= 00 hgh
0-1
O Qutput Enably, Dwabisw/Enables VO data racarved to ba sent out UART The data -
W 1xADT) | VO Settings is san using an AP frama regardiess of the cument AP parameter vakie. ? - ED::blbg !
Samples before TXL Sot/Resd Lhe number of samples to collact before ransimiting
IT (w1240 VO Settngs data. Maamum number of samples 15 dependant upon the numbar of enabled mputs 1-GeFF !
8-bit bitmap {sach bit
Force Sampie. Force & read of all enabied inputs (B or ADC}) Dgta 1s refumned trough of )
IS(IxAD)  [VOSetings g UART i o inputs are defined (DI or ADC), tis command wil retum erTor, ;:g’:ﬁp“ag‘:n“;‘;w;" vo
Digital Qutput Level, Sat digital output level o aliow DIO lines that are sebip a3 .
0{V1xA) - [VQSetgs | oy o be changed through Comvmand Mode.
DIO Changs Detact, Enabies/Disables the monitonng of the change detect feature on
IC (v1.xXADY YO Setings DIQ 6nas 0-7 U a changa is datacied, data is fransmutiad vath THO data only Any 0 - QxFF (utfiald] 0 {disabled)
samples queued and warting for transmission will be sent frst
Sampls Rate. Set/Read sample rate Whan sat, s parameter causas the madule to
W{ixa0n | U0 Setngs samsto ol enabied inputs 1 4 spociied trval 0 OxFFFF Jx } msaq] 0
0-1
AV (v1.2AD%) | 1O Setlings ADC Voltage Reference. <XBoe-PRO only> Sel/Read ADC reference voitage swiich, (11 = mVRtaE:d pin 0
YO Input Address Sel/Read addresses of module 1o which cutputs are bourd. Setiing
nvtaar) | D Seioge O | s bytes o OsFF i no alow any recared VO packet o chanooutpus. Setong | 0- FFFFFFFFFFFEFFFF | DEECEREY
5! | widross to OxFFFF wil allow any receved VO packet to change outputs.
(D0 - D7) Qutput Timeout. Set/Read Output brmaout valyes for knes that comespond
-7 1O Setings with the DO - D7 parameters. When outpul is set [due to VO Ting ) to & non- 0 - GxFF [x 100 maj 0xFF
(v1 XAD") Ling Passing dotault level, a bmex 18 started which when expired will sel the outpul Lo 1t defautt leved,
The bmex is resel whaen a valid VO packet 15 recened.
0-2
" o pans O 1 PwMD Configuration SlectRead function or PYHP pn 0= Dusatied 1
2 = PWM Outpud
0-2
P vty |0 Somgs 10 | Pt Configuration SelectRead uncton ko M1 pn 02 Disebied o
2 = PWM Output
MO (v1.5A0°) ﬁm PWMO Output Levet. SevRead the PWMD outpul level 0.- 0403FF

5 MaxStrearn. © 2006 MaSiream, inv.
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Chapter 3 - RF Modrde Configuration

Table 3-06. XBee-PRO Commn\ds O Setﬁngs {sub-category designated wﬂhm Ibra:ke’ts})

AT s~ 3| Command » b4 ""*i« po s ALl I : ‘
Command . | Category - . Ns‘mo E'.‘S,“ﬁ‘ff“‘!i?“ It - 3' L Parameter Rango Dofault
o
M1 (vixagr) | [0 SSIgS 10 | pwit Output Level. SeifRead the PWMD cutput lve 0 - Ox0FF
/0 St m Output Timeout Wm Dgutpubowm valug for both PWM oulputs W‘t'then
3 is sl o B non-zero e to VO kne passing, a time 1s started which when
PTOOATY | Passng ezpl{ada]'iﬂsa!mePWthpmwzuo The Umer I8 reset when 8 vakd UO packetis | 0 - OXFF [x 100 ms) OsFF
P U0 S5 10 | o) sign o Ko 1 gty el it i s | 0- 96 [ 100 ) -
4 autput on the Qul . x 100 ms 1)
Line Pass) | racerved packel snd is hut off when the bmev expires |
* Firmware version in which the command was first introduced {firmware versions are numbered in hexadecimal notahon.)
Diagnostics
Table 3-07. XBee/XBee-PRO Commands DIEEI_LSHCS
2; m m;n d g:{:g‘:gd Nama and Descrfpllor}‘\ Paramoter Rarge Default’
VR Diagnoshes Firmware Version Read firmware version of the RF module, 0 - 0xFFFF Jread-only] Factory-sat
Finmware Varsion - Verbose Read detaiied version information (indluding applicabion
VL{v1.280°) | Disgrostch | |39 date, MAC, PHY end bootioader versions). fcludng : :
HV {vi x80%) | Dhagnoshics Hardware Version Read hardware version of the RF module. 0 - OxFFFF [read-only] Factory-set
Racaivad Signs) Strenpgth Read slgnal laved [in dB) of last packet received
DB Osagnosbics (RSSI) ute value s reported, (For example 0x58 = -B8 dBm) Reported value 1s | 0 - 0x64 [read-only)
accurate between -40 dBm and RX sentitrty
CCA Fallures, ResatRead count of CCA (Cla:rof;‘.:mnel Asmsmmm 1) fadures. This
paramater valua increments when the module not transmit a packet becausa it N
EC(vixB07) | Dagnosles | oiaiad anacgy abave the CCA tasticid leval sel with CA command This count | 9+ 9XFFFF
sehurates et its maxmum valug Set count lo "0" o resat count
ACK Faﬂ:ru Rasal.’RBad] oount of acknowiedgment fallures, This m Vﬂ;‘lgx
: NCTEmen whmmamduaaxplrasmlransmlssmrem an
EA(v1xB07) | Diagnostis on & packel frensmission This count saturates at its maximum value Set the parameter | 0 - FFFF
to “0° o resel count.
Energy Scan, Send 'Energy Detect Scan’ ED parameter dalarmunes the length of scan
on gach channal, Thsnmmalmargymeachdmndurehmedandeadwalueu
ED (v1 xB0") | Diagnosics followed by a carnage retlurn Values retumed represant detected anﬂg y levelssnunits | 0-6
of -dBm. Actual scan Lme on each channel is measured as Time = [(2 » SD) * 15 36)
mg Tolal scan fime s fus bme muliphed by the number of channets ko be scanned
* Firmnware version in which the cormumand was first introduced {firmware versions are numbered in hexadecimal notation )
AT Command Options
Table 3-08. XBee/XBee-PRO Commmds AT Command Optmns
AT v Gommand . s ie 1 pats
Command | Category Name and Descrfptlon Pa’ramator Range Default
Command Mode Timeout. Set/Read the pencd of inactty (no valid commands
cT m recaived) after which tha RF modute automatically exity AT Command Mode and 2 - OxFFFF [x 100 ms[ (w64 (100q}
retums to idle Mode
CN m Exit Command Mode Explicatly exit the module from AT Command Mode - -
AT Command | Apply Changes Explcitly apply changes to queusd parameter vakie(s) and re- _
AC A 1 Vode Options kA vl Y apel J -
Gusrd Timas. Sat raquured panad of silenca before and after the Command Sequence
6T o oamend Characers o e AT Cormand HodeSequancs (G CC + GT). The pancdof sl | 2- 0CEA f s e
is usad to prevent inadvertent entrance nio AT Cammand Moda.
AT Command Command Sequence Character Set/Raad the ASCH charactar value fo be used o8
cC Mode Opbons between Guard Times of the AT Command Mode swum(emcm) The AT 0 - OuFF {+ ASCI)
Command Mode Sequence anters the RF module into AT Command Mods

* Firmware version in which the command was first introduced (fimmware versions are numbered tn hexadecimal notation j
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