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ABSTRACT

In this thesis designing car parking system by using smart card technology are
proposed. A program that was written by Visual basic will be used for control a system,
A smart card we use is SLE 4442 contact smart card. This smart card will be access by
using TSM 256 smart card reader - writer. As for a database, we use Microsoft access to
create a database to store user data.

For the system overview every smart card will store user code. This code will be
read by TSM 256 and send to PC via RS -232 protocal. Once a program in a PC detect
a user code. It will search the database for user data. After this a process will separate
into 2cases, 1" case is log in case, in this thesis program will store login time into
database. For 2" case, log out case, In this case program will calculate parking cast by

comparing log in and log out time and display in to user.
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- Address reset

' ; IC sals 1/0 10 Stcte 7
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Control Address | Data

B7 B6 B5 B4 B3 B2 Bl B0 | A7-A0 D7-D0

0 0 1 1 o ¢ 0 0 |address no effect READ outgoing
MAIN data
MEMORY

6 ¢ 1 1 1 0 0 0 |address Input data | UPDATE | processing
MAIN
MEMORY
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no effect
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address

Input data

UPDATE
SECURIT
Y

MEMORY

processing

address

Input data

COMPAR
E
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processing
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—Jl_.-c;
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B7 B6|B5 B4 | B3 (B2 |B1 (B0 [AT|AS [A|Ae {AS A2 (AT AO(D7D6|D3|Da D3{D2D1|D0

- MsgdoyaINMUIBA NS IMAN
3o IudoyenInMiteA I MAn  (Read Main Memory) #o midelflumseu
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Address |Main Memory Protection Memory | Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- -

32 Data Byte 32 (D7 ... D0} |- -

KY Data Byte 31 (D7 ... DO} |Protection Bit 31 (D31} |-

3 Data Byte 3(D7 ... D0)  |Protection Bit 3 (D3) |Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2(D7 ... D0)  |Protection Bit 2 (D2) |Reference Data Byte 2 (D7 ... D0)
1 Data Byte 1 (D7 ... D0) |Protection Bit1 (D1) |Reference Data Byte 1 (D7 ... D0)
0 DataByte 0(D7...D0) |Protection BitQ (DO) |Error Counter

MINN 2.5 dnpazmieanuimasjluuuidalumsemdeyasinmitennusmdn

Control Address |Data
B7 | B6 | BS | B4 | B3 | B2 | B1 | B0 |A7...A0 D7..00
Binary 0 0 1 1 0 0 0 0 | Address No effect
Hexadecimal 304 004...FF4 | No effect
Command ~#»  IFD sets | /0| Outgoing Data > IC sets 1/0
folevelL to level Z
¢ ' ] J * res
CLK ’c 2 T sl e | ol 11 L el L L i
LR ECS G o € D Wﬁ XXX
? T Data of Dato of Data of
Startaddress Startaddress + 1 Address 255
Start Stop Start of
from IFD fromi{FD | Qutgoing Data [EDD1793

o

1 217 j3Fyaavenss1udeyasinnuionusman

- msgmdeyaninminenusmiinitloadiu
v Y v o Aot o . A o o Aq s
mimu‘uagamnwmumwmnumiﬁmnu (Read Protection Memory) fof1dei 141y

»
nIudoyananuasanInIMUILA S 32 ludisn
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Control Address | Data
B7 | B6 | B5|B4|B3|B2|B1|BO|AT.AD [D7.00
Binary 00 1t 10| 1] 0|0 |Noeffect |Noeffect

Hexadecimal Ay Noeffect | No effect
Command —#»  IFD sets /0 | Ouigoing Date > IC sets 1/0
to level L to tevel Z

e , oo 3-(:3-6:)'—

A A A Data of Data of Data of
: | - Byte Byte 2 Byte 4
Start Stop Start of
from{FD fromIFD | Oulgoing Data i£D01792

51 218 Fygravesmseudeyannmiteanuhiniimstesiu

- maisudoyanslunitennuiman
msWeuvoyaailunitonudman (Update Main Memory) fApidan1dlumsiliou
¥

o ' o : o ALl Yo @ J = ¥
ﬂﬂyﬁﬂd!lﬂﬂmiﬂiﬂ"] YDIHUIBAIUIING 256 |thﬂ 'lunsmwhmﬁaﬂum‘muumagam

famiennudr 32 Tudusn doyaszdanaud lunldounlaqIdnendn

aaii 2.7 smisi@suidslunisi@sudoyaasTumienudman

Control Address |Data
B7 | B6 | B5 | B4 | B3 | B2 | B1 | B0 |A7..A0 |D7..00
Binary 01 0|1 1 1 0 | 0 | O |Address |Inputdata
Hexadecimal 38y 004...FFy {Input data
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fromIFD fromIFD | Processing 1£001733
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Commgnd - » IFD sets /0 Processing - b IC sets 1/O
to levelL fo level Z

1/0 !| A0 Xer X 7 X6 X 07 ) lll } . Y
a7 1:
! t 1
Start Stop Start of
fromIFD from IFD | Processing IEDO1794

Jui 220 Udggramsdoudeyalumitenrusmanuuunsaunsodou
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a o & - ¥ ' o Aa Y
m3nn 28 Juvudidlunmsioudeyaaslumizeanusrhilinisilesdu

Control Address |Data
B7 | B6 | B5 | B4 | B3 | B2 | B1 | B0 |A7..A0 |D7..00
Binary 0] 0 1 1 1 1 0 | O |Address |Inputdata
Hexadecimal 3Cy 004...1Fy | Input data

- msedeyaninmisanuinlasasy
mMsgudeyanmulenuslaenit (Read Security Memory) fiD M3BIUAIVDA
4 v > = a ’ =
Error Counter tWoaseannialuniu 9 ldgnaenliudnmSeds Tasanwlude D2, DI
] »
1Az DO YD Error Counter sztfudufivondsaoiuzvoamsialuiu q minaweslia D2,
5 1 o 2 '
DI uazDo WU 0 Yanwa Auaasimialdgndenluds  deezluaunsoudlves 1518
t = 3 [ o : Ve 1 1 1 9/ o o
wazvz lawsaifoudoyaasdinmsmiuldtnae i (A nmMsedoyaluniaziang

Mldamln@)

MInn 2.9 slusudmidalunmsemdeyaninnissanusilasany

Control Address |Data
B7 | B6 | B5 | B4 | B3 | B2 | Bl | B0 |A7..AQ 07..D0
Binary 0 0 1 1 0 0 0 1 |Noeffect |No effect
Hexadecimal 3y Noeffect | No effect
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Command —» iFD sets 1/0 | Outgoing Data —» C sets i/0
folevelL” | fo level

¢
{:T

A T TDGTQ of Reference Reference

Ercor Counter Data Byte 1 Doto Byte

Start Stop ' Start of
fromifD fromIFD Outgoing Data IED01795
s 2.21 pldyanaveanisemdoyasinniisanuinlaoasie
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Intelligent 256-Byte EEPROM with Write Protect Function SLE 4432

Intelligent 256-Byte EEPROM with Write Protect Function SLE 4442
and Programmable Security Code (PSC)

Features

¢ 256 x 8-bit EEPROM organization

¢ Byte-wise addressing

C Irreversible byte-wise write protection of lowest

32 addresses (Byte 0 ... 31)

32 x 1-bit organization of protecticn memory

Two-wire link protocol

End of processing indicated at data output

Answer-to-Reset acc. to ISO standard 7816-3

Programming time 2.5 ms per byte for both erasing

and writing

Minimum of 10* write/erase cycles"

Data retention for minimum of ten years"

¢ Contact configuration and serial interface in accordance
with 1ISO standard 7816 (synchronous transmission)

DY Y YD

DD

Additional Feature of SLE 4442

¢ Data can only be changed after entry of the correct 3-byte
programmable security code (security memory)

Type Ordering Code Package

SLE 4432 M2.2 on request Wire-Bonded Module M2.2
SLE 4432 C on request Chip

SLE 4442 M2.2 on request Wire-Bonded Module M2.2
SLE 4442 C on request Chip

1) Values are temperature dependent, for further information please refer to your Siemens sales
office.
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1 Pin Configuration

{top view)

vce GND
RST N.C.
CLK 1/0
N.C. N.C.

IEP01380

M2.2 (Card Contacts)
Pin Definitions and Functions
Card Contact Symbol Function
Ci VvCC Supply voltage
c2 RST Reset
C3 CLK Clock input
C4a N.C. Not connected
C5 GND Ground
C6 N.C. Not connected
C7 1o Bidirectional data line (open drain)
Cc8 N.C. Not connected

SLE 4432/SLE 4442 comes as a M2.2 wire-bonded module for embedding in plastic cards or as
a die for customer packaging.
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2 Functional Description
Main Memory Protection Memory
255 3
EEPROM
256x8
32 Securlly Memory
31 (SLE 4442 only)
Areo 3| Reference Data
for Permanent 2| Reference Data PSC
Date Storage t | Reference Data
0 0 0| ErrorCounter
{ data 'Addr.  Datay TAddr.  Dotaf  Addr.
Selection of & C g
Main/Protection/ — — i\——— ——————————————
Security Memory
Data Address
_Programming __
High—Voltage Control
Generator, . gelcoder,s li - o
Substrate—Current o C° umn fomp ing, o
Generator omparator
'y *
Reset, S querlgu;vj_ ——trertace——
Blockade Logic Security Logic
2 4 4
YCC _ GND RET CLK |eB0o138
| [ v
1/0

Block Diagram
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SLE 4442

2.1 Memory Overview

Add
eciﬁsi)

Change of Unprotected Data

SLE 4432
Without Safely Precaution

SLE 4442
Increment Error Counter
Present Security Code

224 Byte

Unprotected
DataMemory

Read

EE<I/O

SLE4442

Write e

32 Byl
SECU';IW % Pro’chafable
oglc Protection % Data Memory
—{> Progrommable m"’(’/////

Manufacturer Code
LA LI SIS

ANNN

Security Code

Error Counter

IEDO1787

Figure 1
Memory Overwiew

SLE 4432

The SLE 4432 consists of 256 x 8 bit EEPROM main memory and a 32-bit protection memory with
PROM functionality. The main memory is erased and written byte by byte. When erased, all 8 bits
of a data byte are set to logical one. When written, the information in the individual EEPROM cells
is, according to the input data, altered bit by bit to logical zeros (logical AND between the old and the
new data in the EEPROM). Normally a data change consists of an erase and write procedure. It
depends on the contents of the data byte in the main memory and the new data byte whether the
EEPROM is really erased and/or written. If none of the 8 bits in the addressed byte requires a zero-
to-one transition the erase access will be suppressed. Vice versa the write access will be
suppressed if no one-to-zero transition is necessary. The write and the erase operation takes at
teast 2.5 ms each.

Each of the first 32 bytes can be irreversibly protected against data change by writing the
corresponding bit in the protection memoery. Each data byte in this address range is assigned to cne
bit of the protection memory and has the same address as the data byte in the main memory which
it is assigned to. Once written the protection bit cannot be erased (PROM).
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SLE 4442

Additionally to the above functions the SLE 4442 provides a security code logic which controls the
write/erase access to the memory. For this purpose the SLE 4442 contains a 4-byte security
memory with an Error Counter EC (bit 0 to bit 2) and 3 bytes reference data. These 3 bytes as a
whole are called Programmable Security Code (PSC). After power on the whole memory, except for
the reference data, can only be read. Only after a successful comparison of verification data with the
internal reference data the memory has the identical access functionality of the SLE 4432 until the
power is switched off. After three successive unsuccessful comparisons the Error Counter blocks
any subsequent attempt, and hence any possibility to write and erase.

2.2 Transmission Protocol

The transmission protocol is a two wire link protocol between the interface device IFD and the
integrated circuit IC. It is identical to the protocol type “S = A”. All data changes on I/O are initiated
by the falling edge on CLK.

The transmission protocol consists of the 4 modes:

Reset and Answer-to-Reset
— Command Mode

Outgoing Data Mode Operational modes
Processing Mode

Note: The I/O pin is open drain and therefore requires an external pull up resistor to achieve a high
level.



75

SIEMENS SLE 4432

- SLE 4442

2.2.1 Reset and Answer-to-Reset

Answer-to-Reset takes place according to ISO standard 7816-3 (ATR). The reset can be given at
any time during operation. In the beginning, the address counter is set to zero together with a clock
pulse and the first data bit (LSB) is output to I/O when RST is set from level H to level L. Under a
continuous input of additional 31 clock pulses the contents of the first 4 EEPROM addresses is read
out. The 33rd clock pulse switches 1/0 to high impedance Z and finishes the ATR procedure.

Answer-t0-Reset Byte 1 Byte 2 Byte 3 Byte 4
(Hex) DO, ... DO, | DOis...DO; | DOy ... DOy | DOy ... DO

— les— Address reset
1
RST
#IC sets |/0 to State Z
1
CK 2 | | |3°,| 51| |32
1 {
/0 Doﬂ DO, xnoz”x Jnomxnom,

IEDO1788

Figure 2
Reset and Answer-to-Reset

2.2.2 Operational Modes

Command Mode

After the Answer-to-Reset the chip waits for a command. Every command begins with a start
condition, includes a 3 bytes long command entry followed by an additional clock pulse and ends
with a stop condition.

— Start condition: Falling edge on 1/0 during CLK in level H
— Stop condition: Rising edge on I/O during CLK in level H

After the reception of a command there are two possible modes:

— Qutgoing data mode for reading
— Processing mode for writing and erasing
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Outgoing Data Mode

In this mode the IC sends data to the IFD. The first bit becomes valid on I/O after the first falling edge
on CLK. After the last data bit an additional clock pulse is necessary in order to set I/O to high
impedance Z and to prepare the IC for a new command entry. During this mode any start and stop

condition is discarded.

Processing Mode

In this mode the IC processes internally. The IC has to be clocked continuously until I/O, which was
switched to fevel L after the first falling edge of CLK, is set to high impedance level Z. Any start and

stop condition is discarded during this mode.

Note: The RST line is low during the modes mentioned above. If RST is set to high during the CLK

low level any operation is aborted and I/O is switched to high impedance Z (Break).

Command —» IFD sets I/0 |  Outgoing Data —» IC sets 1/0
RSTis low level to leve! L | to level Z

Start Stop Start of
from IFD fromIFD | Oigetegaga—> 1C sefs 1/0
| | | | | |i|
- |
|
I~
3
DI: Data In Start of End of
DO: Data Out Processing Processing
IED01789

Figure 3
Operational Modes
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SLE 4442
2.3 Commands
Command Format
Each command consists of three bytes:
MSB Control LSB | MSB Address LSB | MSB Data LSB
& & | & & |& |[& |& (& [% (% (% [% % % [% % | {C]CC[C]C 1 [C
Beginning with the control byte LSB is transmitted first.

IFD sets | /o

Command —» to level L

v
CLK rwmnwmnmw

1/ _%_,(au X B X'_'::XBSXB? a0 X A1x:t)( a6 X A7X_XD1X_%_X nsXm)\_{_

Start Stop
from{FD from IFD
IED01790
Figure 4

Command Mode

The SLE 4432 provides 4 commands which are listed in table 1. Additionally to these commands
the SLE 4442 provides 3 commands which can be found in table 2.
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Table 1

Byte 1 Byte 2 Byte 3 Operation Mode

Control Address | Data

B7 |B6 |B5 | B4 |B3 (B2 |B1|B0|A7-A0 D7-DO

0 0 |1 {1 |0 |0 |0 |0 jaddress |noeffect |READ MAIN outgoing
MEMORY data

0 0 |1 |1 |1 |0 [0 |0 jaddress [inputdata | UPDATE MAIN processing
MEMORY

0 0 |1 |1 |0 |1 {0 |0 |noeffect |noeffect | READ PROTECTION |outgoing
MEMORY data

0 0 (1 |1 (1 |1 [0 |0 |address [inputdata|WRITE processing
PROTECTION
MEMORY

Table 2

SLE 4442 onh

0 0 |1 {1 |0 |0 [0 {1 |noeffect |noeffect | READ SECURITY outgoing
MEMORY data

0 o |1 [1 |1 |0 |0 |1 |address |inputdata|UPDATE SECURITY |processing
MEMORY

0 0 |1 |1 |0 |0 [1 |1 |address |inputdata| COMPARE processing
VERIFICATION DATA
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2.3.1 Read Main Memory (SLE 4432 and SLE 4442)

The command reads out the contents of the main memory (with LSB first) starting at the given byte
address (N = 0...255) up to the end of the memory. After the command entry the IFD has to supply
sufficient clock pulses. The number of clocks is m = {256 — N} x 8 + 1. The read access to the main
memory is always possible.

Address [Main Memory Protection Memory |Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- -

32 Data Byte 32 (D7 ... DO) |- -

31 Data Byte 31 (D7 ... DO) [Protection Bit 31 (D31) |~

3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... D0}
2 Data Byte 2 (D7 ... DO) Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... D0)
1 Data Byte 1 (D7 ... D0O) Protection Bit 1 {D1) Reference Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7 ... D0O) Protection Bit 0 (DO) Error Counter

Command: READ MAIN MEMORY

Control Address Data
B7 | B6 BS | B4 B3 B2 B1 BO | A7...A0 D7...DO
Binary 0 0 1 1 0 0 0 0 {Address No effect
Hexadecimal 304 004...FFy [ No effect
Command —»  [FD seis I/0 | Cutgoing Data —» IC sets 1/0
to level L to leyet Z

v v
CLK e Lz 23]_J24 ol wuw .

1/0 ;!;_,(BO X 81 )(j;)(os Xu7\_|r]j' L DoXijtXDoXmﬂtX noX::::XDJ'Y

T T . & Data of Data of Data of
Startaddress Startaddress + 1 Address 255
Start Stop Stort of
from|FD from IFD | Quigoing Data IEDO1791
Figure 5

Read Main Memory
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SLE 4432
SLE 4442

2.3.2 Read Protection Memory (SLE

4432 and SLE 4442)

The command transfers the protection bits under a continuous input of 32 clock pulses to the output.
IO is switched to high impedance Z by an additional pulse. The protection memory can always be
read, and indicates the data bytes of the main memory protected against changing.

Address |Main Memory Protection Memory |Security Memory
(decimal) (only SLE 4442)
255 Data Byte 255 (D7 ... DO) |- -
32 Data Byte 32 (D7 ... DO) |- -
31 Data Byte 31 (D7 ... DO} ([Protection Bit 31 (D31) (-
3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 ... D0) Protection Bit 2 (D2} Reference Data Byte 2 (D7 ... D0O)
1 Data Byte 1 (D7 ... DO)  [Protection Bit 1 (D1) Reference Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7 ... DO)  |Protection Bit 0 (DO) Error Counter
Command: READ PROTECTION MEMORY
Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO |A7...A0 D7...D0
Binary 0 0 1 1 0 1 0 0 [ No effect No effect
Hexadecimal 34y No effect No effect
Command —»  IFD sets 1/0 | Outgoing Data —» IC sets 1/0
to level L to level Z
o Tl FLIL Pl Bl 1l LML L L L
/0 ™ AEXEDCOCGEXED T XXXy
. & Data of Dataq of Data of
Byte 1 Byte 2 Byte 4
Start Stop
fromIFD from IFD | Outgoing Data IED01792
Start of

Figure 6

Read Protection Memory
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2.3.3 Update Main Memory (SLE 4432 and SLE 4442)

The command programs the addressed EEPROM byte with the data byte transmitted. Depending
on the cld and new data, one of the following sequences will take place during the processing mode:

— erase and write (5 ms) corresponding to m = 255 clock pulses
— write without erase (2.5 ms) corresponding to m = 124 clock pulses
— erase without write (2.5 ms) corresponding toc m = 124 clock pulses

(All values at 50 kHz clock rate.)

Address {Main Memory Protection Memory Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- -

32 Data Byte 32 (D7 ... DO) |- -

31 Data Byte 31 (D7 ... D0O) |Protection Bit 31 (D31) |-

3 Data Byte 3 (D7 ... D0} Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO}
2 Data Byte 2 (D7 ... DO) | Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... DO)
1 Data Byte 1 (D7 ... D0O) Protection Bit 1 (D1) Reference Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7 ... D0O) Protection Bit 0 (DO) Error Counter

Command: UPDATE MAIN MEMORY

Control Address Data
B7 | B6 | B5 | B4 | B3 | B2 | Bt BO |A7...A0 D7...D0
Binary 0 0 1 1 1 0 0 0 |Address input data
Hexadecimal 384 00y...FFy |Input data
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Command —» IFD sets 1/0 Processing—» IC sets 1/Q
to level L 1o level Z

253
254
4_...

r==
CLK IIo 1 2 23_]24 | 0 1 2 1
/0 B0 Y X, X065 Yo7 ) j ) [
1N
Start Stop Start of
fromIFD from IFD | Processing IED01783
Figure 7
Erase and Write Main Memory
Command —» IFD sets 1/0 Processing—» IC sets I/0
to level L to level Z

v

CLK | ”ol nEpnEEETEn |lI d| nEna ] I ) I
/0 |!£ £B0 X1 X 2D(DG X 07 \ ”H} y /
M
Start TT
from IFD |IEDO1794
Stop | Start of
from|FD | Processing
Figure 8

Erase or Write Main Memory

If the addressed byte is protected against changes (indicated by the associated written protection
bit) the I/O is set to high impedance after the clock number 2 of the processing.
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2.3.4 Write Protection Memory (SLE 4432 and SLE 4442)

The execution of this command contains a comparison of the entered data byte with the assigned
byte in the EEPROM. In case of identity the protection bit is written thus making the data information
unchangeable. If the data comparison results in data differences writing of the protection bit will be
suppressed. Execution times and required clock pulses see UPDATE MAIN MEMORY.

Address |Main Memory Protection Memory Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- -

32 Data Byte 32 (D7 ... DO) |- -

31 Data Byte 31 (D7 ... DO) [Protection Bit 31 (D31} |-

3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 ... DO)  |Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... D0)
1 Data Byte 1 (D7 ... DO)  |Protection Bit 1 (D1) Reference Data Byte 1 (D7 ... D0O)
0 Data Byte 0 (D7 ... DO) | Protection Bit 0 (D0) Error Counter

Command: WRITE PROTECTION MEMORY

Control Address Data
B7 | B6 | B5 | B4 | B3 | B2 | B1 BO |A7...A0 D7...DO
Binary 0 0 1 1 1 1 0 0 |Address Input data
Hexadecimal 3ChH 00y...1Fy |Input data
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2.3.5 Read Security Memory (SLE 4442 only)

Similar to the read command for the protection memory this command reads out the 4 bytes of the
security memory. The number of clock pulses during the outgoing data mode is 32. I/Q is switched
to high impedance Z by an additional pulse. Without a preceeding successful verification of the PSC
the output of the reference bytes is suppressed, that means I/O outputs state L for the reference
data bytes.

Address | Main Memory Protection Memory Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... D0) | - -

32 Data Byte 32 (D7 ... DO) |- -

31 Data Byte 31 (D7 ... DO) | Protection Bit 31 (D31) | -

3 Data Byte 3 (D7 ... D0) Protection Bit 3 (D3) Reference Data Byte 3(D7 ... D0O)

2 Data Byte 2 (D7 ... DO) Protection Bit 2 (D2) Reference Data Byte 2(D7 ... D0)

1 Data Byte 1 (D7 ... DO) Protection Bit 1 (D1) Reference Data Byte 1(D7 ... D0}

0 Data Byte 0 (D7 ... DO) Protection Bit 0 (DO) Error Counter
(0,0,0,0,0,D02,D1,D0)

Command;: READ SECURITY MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO |A7...A0 D7...D0
Binary 0 0 1 1 0 0 0 1 {No effect No effect
Hexadecimal 31y No effect | No effect
sets | /0
to level Z
Command —» IFD sefS}I/O Outgoing Data — Ic l
’ro Ievel i

CLK_|_H"]_I—|_I_|_|"‘ i U‘LI‘LP*LI‘U“LEL-
/o LA oo e

T T Tqua of Reference Reference

Error Counter Data Byle 1 Data Byte 3

Start Stop
from IFD fromIfD Outgoing Data IED01795
Start of
Figure 9

Read Security Memory
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2.3.6 Update Security Memory (SLE 4442 only)

Regarding the reference data bytes this command will only be executed if a PSC has been
successfully verified before. Otherwise only each bit of the error counter (Address 0} can be written
from “1” to “0”. The execution times and the required clock pulses are the same as described under
UPDATE MAIN MEMORY.

Command: UPDATE SECURITY MEMORY

Control Address Data
B7 | B6 { B5 | B4 | B3 | B2 | B1 BO |A7...AO D7...0D0
Binary 0 0 1 1 1 0 0 1 | Address Input data
Hexadecimal 394 00y.-..03y | Input data

2.3.7 Compare Verification Data (SLE 4442 only)

This command can only be executed in combination with an update procedure of the error counter
(see PSC verification). The command compares one byte of the entered verification data byte with
the corresponding reference data byte. For this procedure clock pulses are necessary during the

processing mode.

Command: COMPARE VERIFICATION DATA

Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO |A7...A0 D7...D0
Binary 0 0 1 1 0 0 1 1 | Address Input data
Hexadecimal 33y 00y...03, | Input data
level
Command —» IFD setsy/o Ic seis 1/0
to level to

- V4
ok I LTl sl T gl LT
1/0 !!_KMXBIXjZXAOX_X:::xmxm D7

Address 1 Byte 1 :
T Address 2 T T
Start Address 3 Stop  |Start of
from |FD Byte 2 from IFD | Processing
Byte 3 IEDO1796
Figure 10

Compare Verification Data
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2.4 PSC Verification (SLE 4442 only)

The SLE 4442 requires a correct verification of the Programmable Security Code PSC stored in the
Security Memory for altering data if desired.

The following procedure has to be carried out exactly as described. Any variation leads to a failure,
so that a write/erase access will not be achieved. As long as the procedure has not been
successfully concluded the error counter bits can only be changed from “1” to “0” but not erased.

At first an error counter bit has to be written to “0” by an UPDATE command (see figure 11) followed
by three COMPARE VERIFICATION DATA commands beginning with byte 1 of the reference data.
A successtul conclusion of the whole procedure can be recognized by being able to erase the error
counter which is not automatically erased. Now write/erase access to all memory areas is possible
as long as the operating voltage is applied. In case of error the whole procedure can be repeated as
long as erased counter bits are available. Having been enabled, the reference data are allowed to
be altered like any other information in the EEPROM.

The following table gives an overview of the necessary commands for the PSC verification. The
sequence of the shaded commands is mandatory.

Command Control Address Data Remark

B7...B0 A7...A0 D7...D0
Read security Memory 31y No effect No effect Check Error Counter
Update Security Memory 39, 00y .| Input data Write free bit in Error

Counter input data:
0000 0ddd binary

Compare Verification Data | 33y 01y Input data Reference Data Byte 1
Compare Verification Data | 334 02, Input data Reference Data Byte 2
Compare Verification Data [ 334 034 Input data Reference Data Byte 3 -
Update Security Memory 39y 004 FFy ' Erase Error Counter
Read Security Memory 31y No effect No effect Check Error Counter

As shipped, the PSC is programmed with a code according to individual agreement with the
customer. Thus, knowledge of this code is indispensable to alter data.
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