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Abstract

This thesis is designing and implementation Water Feeding Management and Designing for Foot
Hill Areas with Wireless Information Technology which consists of controller, display, soil moisure
sensers and GUI to obtain a high efficient of water feeder in longan farm especiaily useful in
summer.

In automatic operation, a soil moisure value of each node which lie distributed in subzones is
measured and averaged using microcomputer. For cover large area, however, data transmission via
transmission lines make a high cost due to long transmission lines, long time to installation and need
both RF amplifier and equalizer for IST free, To avoid those problems a wireless communication is
useful in the project.

A user can control and monitering (both automatic or manual operations) the system via GUI
to provide a water rate which related to soil moisure in each subzones. In additional, the system is

designed to a user can preprogram the time-tables that corresponse to real applicatons.
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m31ah 2.8 dasims Inagegaluviennda 1.5 v,/ Jundl anweradosndy 1,000 w.

Wuruguing enTIn13 Ivagge gnTim3lvagegalae
(131.) (@n/v31,) YSunas (au.u/30,)

16 1,084 1

20 1,695 1.7
25 2,648 2.6
32 4,338 4.3
40 6,779 6.7
50 10,593 10.6
63 16,817 16.8
75 23,800 23.8
100 42,372 42.3

2.8 ZigBee
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2.8.1 335§ IEEE 802.15.4
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support layer Li0g Network layer Wi'l".fu uald MAC layer 1481% Physical layer @UMIATFIU
IEEE 802.15.4
slivumSev e uLIMsg M IEEE 802.15.4 tiiseendiu 2 uuy Wud wuvan
unzuuLm I ifesnmsrtunsaviedagii 2.23 TasTuidazinedie szdesdl FFD
1 (Full Function Device) faimihflidluguénaavsuniodts Soni1 PAN coordinator Ling

} 2
RFD (Reduced Function Device) 3214113 211594181 PAN coordinator Use$un5 04181709

ZigBee Coordinator

O ZigBee Router

O * ZigBee End-Device

Cluster Tree

3uf 2.1 guuun Tmsesing IEEE 802.15.4

WA IEEE 802.15.4 ldlisimunnudingoemilu 3 999 14un 29 868 MH:z
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1
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ar ]

¥q 9 1 o 4 o ! : '
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2.8.2 lnssadrsueslwilnnea ZigBee
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Application loyer | ZDO

Appiication support sub-layer | 48D
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¥ing1nInives ZigBee ling 2 ¥ilaAo 1111 Physical Device Uag Logical
Device 111U Physical Device 1 2 Uszian Ao Full Function Device : FFD iflusunas iy
denanlumsdedoyaninginsaiong 1dwdeaiuain power line 1911 101U%N Topology

sazansonuilugaouneiuldiag Reduced Function Device : RED magunn1sifouns
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2.9 RF Module Operation
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DI Buffer unzAaM3tlszutanaiade DI Buffer sziftudeya’ld 17 Tust Taslszanm uds
Fygafinn C7S vedluastn 1~ iumsvyadedoya
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g1 2.16 lnszunsumsaiugudeyn

2.10 Tulasneulnsames PIC16F877A

2101 Iassahendgenaveslulasaoulnsames PICI6FS77

MCLR'Vpp (7] la0 RBIPGD
RAW/AND 7] 3] RBSPGC
RAVANT |3 3| RBS

RAZAN2/VREr - |4 ;gﬂ RB4
RAAN3I/VREF + '8 36, RB3/PGM

RA/TOCK! 8] 3 RB2

RAS/AN4SS® 7 | F: [5; REI

RE/RD/ANS 8 & Ls_;j RBOINT

REI/WR'/ANG '8 \_D 3] vop

REZCSANT Mo 31 v

vop 14 50] RD7/PSP7

Vss 12 29) RD6/PSPS

OSCUCLKIN 13 &) {78 RDSPSPS
OSCYCLKOUT s a 7! RD4PSP4
RCOTIOSOTICKI 18 ’3@! RCTRX/DT
RCI/TIOSOUCCP? 18 28 RC&TX/CK
RC2CCPI 11’ lzq). RC5/3D0O

RC3/SCK/SCL 13[ 231 RC4/SDL/SDA
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1. MCLR/Vpp : Master Clear (Reset) Input / Programming Voltage Input ﬁ"f‘lfiﬁﬁél
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2. VDD : Positive Supply (+2.00 V i3 +5.5 V) Aty Widssves
TulnsnouInsamas

3. VSS : Ground ¥wihidluansind

4. OSC1/CLKIN : Oscillator Crystal Input / External Clock Source Input

5. OSC2/CLKOUT : Oscillator Crystal Output / External Clock Source Output

6. RA0O — RA5 : woimA 1§14 6 91 Wuwesauvumesiiams Bi -
directional UO Port) ithi [éamesndunauaznedaerdnm ¥lunisdaaz fudeya

7. RBO - RB7 : #o3a B §§147u 8 v1 vu1a 8 T ilunesauuumosiiemie 14
Tumsdeuazfudoya venaniusnfeimihi sudygrusunannnisdumesFud
(Interrupt) 97NN WUONALE

8. RCO — RC7 : wosa ¢ Tdmau 8 v Wuwesauvuassiianis 1lumsds

uazSudoya
=t g = o =
9. RDO - RD7 : Wa3a A fis1uu 8 11 vum 8 i Wiunesauuuaesiianie 14
lumsdwazsodoya
I3 g I3 =Y 1L ]
10. REO - RE7 : wasa E fidwau 3 v1 iflunefaunvassfionis 1¥lunsds
uazSudoya

d 1 LY o o ]
2.10.2 Mtyound PIC16F877 nmwsmsﬁﬂﬂq;ﬁymmwm

Vs
l ] 0.1 uF
IN4L48 P
! i ! :
16K ! :
1132
MCLRVe | [
i
Reset i
‘ ;3 | OSCl
PIC 20 MHz
o ‘
16f87% 14 sc2
" 22pF 22pF

12.31

51 218 1asmsFoune PIC fureestuliadyauuiinuaznssive
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gl 2.18 westuiadygrauimiidesidtuedwnsnme wfluns 14
ﬁ?ﬂ?ﬁﬂﬂﬁ@iﬂﬁﬁﬁmﬁuﬂix'ﬂﬁﬂﬂ‘i‘l‘]@fﬁ,jﬂﬁa\w‘l waz#e 2 vvesnSamoanodrfuyr
OSCL/CLKIN uag OSCZCLKOUT %o PIC dwSunisifionldanuiivesnianearsiinade
TnumvpsdggpannilumadouTusunsy Taeli Tnuasig Fafl

Tvua LP (Low Power Crystal) Famufinuaud 32 Kiz 89 20 MHz

Trua XT (Crystal/Resonator) R IER A 100 Kz 59 4 MHz

Tium HS (High Speed Crystal/Resonator) #1911 ia 11084 Mz £19 20 MHz

Tum RC (External Resistor/Capacitor) 1 2 Tnua anunsofmuanaiud 18un
d1 Aumuuazdufilssy

2.10.3 MITANISHUIIANINGUBS PICI6F877

TulnsneuInsames PICI6FR77 TwitearudrTusunsuuvuuway wald
dwiufuTdsunsumugumsiauves Pic ivtieanudidoya (Data Memory RAM)
v 368 lud nulwawifeyauuuddnsey (Data Memory EEPROM) ¥11A 256 TUd 1o
185n155An1sMiaEALEwee PIC sendluuiieda 1 18Wnun 4 uued Ao Bank 0 Bank

3 uazuAnzLLAtvLA 128 Tud Fagiii 2.19

REBET Vet urgLh

Intesrrup) Yector naash
4908k

UTFFI
VHOUR

P. 1
On.Chip e

Progrem
Mamory >0k
Fagn 7

vrFrh

L7FFh
1800h

Paged

LFFFf

] » 1
311 2.19 mstamsAufinleanudves PIC16F877
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U 0 wazuued 1 vzudiseenidiu 2 daumilousdude dauf 1 vura 32 lud
HuftufvesimmedIndAGond ser (Special Function Regiser) #aldidmiudmun
deulumshauuastufinamumseiinuvedlyInsnon Insame? danud 2 vuin 96
Judiufufimitsamuidmividnuiily Saddmiudunasnsunzidon lusie q Y94
Talsunsy

wuaf 2 uazuuen 3 szuvseendly 2 dau udlvurauana1afuLuen 0 uag
wusf 1 #o daudt 1 auna 16 Tud SuRufuesismaosing daud 2 vum 112 Tud St
wiseauirdmiuldausialy

2.10.4 NITVIUNTITITA

A153am (Reset) ¥09 1w lasnouInsaand Ao mamldlulasneuInsamed
Suduhanlny SuileluTnsaeuTnsamesgniien 1znse TaalumTusunsuiidum
0000H Satfudumisuss Tlsunsussdouiy Badumiaduduie 0000H n1s5imazse
udilgmwnsdeRanmavesTusunsy dan1sTianves PIC16F877 aunsnifaiula 6 nsd
TAun

1. wefoeu3iam (Power On Reset)

2. MsSadivr MCLR TuTnuaaln@d

3. MsSafier MCLR TuTnualssndandssu

msSnoinlendaen Inwed Tulvuallng

w oo

o o I 4 o ar
. MIANeaFaen Inwes 1ulnuatseniandsau

) E i N
6. Ms3raitod9n luli lWideanie IWiGesandas

2.11 ABUINIA MSComm

dwiun1s19a1u Visual BASIC Faudtandu 2 (Hudusn Tu Visual BASIC 158 code
Mrdeiilgneu Insadmiunts fomseynausiumenesneynsuvaneuiiumesunly Tae
1u Visual BASIC 120954 2 Lagiaei9u 3 1145091 MSCOMM.VBX daunesdu 4 145091
MSCOMM16.0CX @ niumsiauduszuudfianis 16 da uag MSCOMM3232.0CX
dmfunmshauduszuy Ufianms 32 do dwfulu visval BASIC neddu 5 wzilifies
MSCOMM3232.0CX ity ws1zgneanuuum I IFauduszuulfians 32 e

MSComm Saw3eumaden’? 2 mafennazainlumsdensdoya mausn fle a1

Joainszdudomanisel ( evendriven communication ) WugtuvumslFauil
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Usgdninmanndmiumsaovausauiuiivula @u lefSnusgndaniwesneynsu
wiamamaiAeuuyasfivi Dam Carrier Delect(DCT) #5841 Request To Sent(RTS) Hgn13s
Oncomm 84 MAComm azaniisansfudggiatuldiud deendnflusvazdenly
y¥emauR CommEven Ao lldumadoniiveadiunisnosnisasnaeusungnsal uas
AAanamiRniy #awmsgarfiAeuntlniniluguauiid CommEven wdaninis
Tilsunsuiuluistsusie TSeudeouda 2035015 Igalunsaia Tsunsudivnadn

ApuTnsa MSComm 1 Aaeinsaniugumshaiuveanesnoynsuld 1 wasa 1y
Tihunsuildnudesmsfadesunesneynsuainni 1nefn szdesldneuInsa MsComm
wnnd1 1 FuRenunuweinoynsuluudasnesn ueamIgvaanesABYNIULAIOAIAT T
yosmaRnBumesUFomnaAsuuladldninmsud il MsComm

g1 aewIngn MSComm azliguaul® (Property) w1nm18 uigmisnhaudnle

18

2.11.1 wiewmweiandaglumsléan MSComm
- CommPort 1flunsfimuanuimavvesneineynsufiinidesnissziace
¥
Taedizluuvvesns Feuasd
Object.CommPort] = valve]
. a o/ = =] L
- Setting 1¥lun1siiuundnI1ven (Baud Rate) w30ANUT IuMsdedoya
P} 1 ﬁ = 1= ~ ng- a9 & = 9/ oy
fmbiluianedunil,m3a,iuauvesdadeya uazdrwieeliallame lasiiglunuves
¥
maldanudai
object.Setting( = valve]

- PortOpen lddmiudauazilanis IFunesnaynsn Taeligduuuvesnis

object.PortOpen| = valve]
- InBuffersize[ = valve] Humsfmuavuiaves Butfer lumsdadoyadiun
Tﬂuﬁgﬂzmumsﬁmuﬁaﬁ
Object.InBuffersize[ = valve]
- OutBuffersize 1uMIAMUAYIAYEL Buffer Tunsdedioyasanly Taad
gﬂu,uumsﬁmuﬂfhé'aﬁ

Object.QutBuffersize[ = valve]
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- Inputlen Hlumsfmuamvesdoyaiiausin Buffer nnfu Taefigiluuums
4
fviuadidsil
Object. Inputlen[ = valve]

9 oo ¥ o a
- InputMode 1flunisdimuamistiavesdoyafnFudui Taoliguuunis

Ll
[
fmuandail
Object.InputMode[ = valve]
Tasfuseunsafenyiinuesdoyald 2 sznm fe
Gﬁ} o o ﬂ 9 = 3 1 Y
- comlnputModeText Toyafisudnuuiludonrulnfinaunsodsildeglu
F4
Tnuail 18 Taen1sfimua vaive Tiidh 1
1
- Input Mlumsewmdeyanianeineynsy Taedigiluurnissuadedl
Object.Input

- ouput ¥ lumisdsdoyasenlilonwesaeynsy Taeligaluyvaesmadon

‘nE
Zhe

Object.Output[ = valve]
14
- EOFEnable iifun1suoniiifugaves 1nd End of File [EOF] Taedgiuuunis
3
Taudai

Object. EOFEnable[= valve]

M13197 2.9 CommEvent NgfUMSNATALEMaiansRanaalun1sdams

3o Property : A19ENY

ComEventBreak 15 183 Udgyaausn

ComEventCDTO iloifin Indliod vaisditdsnesdeyRyia CD(Carrier Detect)

ComEventCTSTO e Inlierd vausfisidsnoodeyaia CTS (Cartier To
Send)

ComEventDSRTO deda Tnfiend vazfiddenoedag e DSR (Data Set
Ready)

ComEventFrame msfifannuRanaamansy Judruaziliwodaoy
awdfinasezdiy

ComEventOverrun msfiAannuAawmia Tenesiu Wudnuasisudoyal
wulumsiszuowns
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A9197 2.9 (AB) CommEvent (NEIFUMSINATaIUsBRamsAanatalunisoms

‘?‘é) Property fi1ese
ComEventRxOver SrlesAsudoymiiia ToraedTnad AnesudSnysvdan
1551 EOF Char
ComEventRxParity mifRannuAaNmIanwsa dudnuusidisausisy

-2
T&%w3a ligndog

v w dl 1 Y o
ComEventBreakTxFull | datviWasnaveymny

ComEventBreakDCB

aAa = J v -~
msnnentuRena1ntu lae Ty 1da et

A19199 2.10 CommEvent H3fIARE01UN1T NN HOES

o Property MB5Uw
ComEvCD CD(Carrirt Detect) (iail3oudsfoaouosdayg 1ol Receive Line
Signal Detect(RLSD)
ComEVCTS RCTS(Carrier To Send)Lf'mﬁﬂ’liﬂ_lgﬂuﬂn‘luztﬁ@%ru
ComEvDSR DSR(Data Set Ready) defimsniouuasaanedaiy
ComEvRing Lflﬁlﬂﬁ’)‘i] 1151 Ring Indicator i
ComEvReceive Lfiﬁ]klﬁsﬁ ueﬁ'ﬂumﬁumﬁlu InputBuffer
ComEvSend diodsdoyaonain OutputBuffer
ComEvEof ifewusnuse EOF(End Of File)

M¥147 2.11 Handshake Property

io Property fesing
ComNone N5 Haseerouneandn
ComXonZXoff T sasvaouLEmdn THuUuY Xon/Xoff
ComRTS M IN5A31900UUEUITA MUY RTS UAL
CTS
ComRTSXOnXoff fmunliinisasaei 2 nuufe RTS-CTS
uas XOn/Xo
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M19197 2.12 Input Mode Property

p . o
¥® Property Aesug
e e 9 9/ =) ' ; ]
ComInputModeText | faaniialumssudoyauniunvndony dndvzdudriieg
uda
. v ar A &
ComlInputModeBinary | AaauiidlunisSudeyanniummluusviamugiuaes
[
IGE
Break lumaimdmuanSemios dggaumsn
CDHoldIng A329a0UH Y8 1% Carrier Detect{CD)gIdsAsTnnUBLNTD
ilan
CDTImeout msfmuanmIenidd1veawiaivie mmSec)isodygm
Carrier Detect
CommEvent 12 14 Haue9n154fim Event Y94 Communication
CommID 1z 1navuasnsigaRaues Communication Mitlaidos
o AN T g a ¢ T S ¢
CommPort msfvuaniohidsdvomunvaounain Ml 4oy 1fu
Coml=1,Com2=2
CTSHolding Hunsasnaeudeyn e Clear To Send Mdansfiaaius
T r= | =1 1]
agvisevsalLla
CTSTImeout mafmuanmIaN1dnveuIa1(Mie mmSec)Nso ARy 19
Data Set Ready
DSRHolding Wumsasnaeudeyn v Data Set Ready ndsnslianiug
Lo ] 7
QIR
DSRTimeout A1SR IR UAR NS 871 W MUB IR 1(HU W mmSec) NTOT AN
Clear To Send
DTREnable 18w iia eevosdayg 1L Data Terminal Ready(DTR)
] o [ ¢ A A ar 1
Handshaking fmuanisuswdanieasauls Mefinasas9aaun1sSuds
doya
InBufferCount TArwosdwndeyafegnmeluiwmessudeya
InBufferSize fnuansed Ifrwesuua luiies5udoya
Input WumsldamieiundouletoyanniimesSudeya
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M13137 2.12 (¢18) Input Mode Property

2 . =
Y@ Property f1es1nE
[nputLen nsfmuanieh Idvesdwaudeyadiihwnnintduimesfu
g
Yoya
] [ =1 7] -
Interval dumsfmuasananudrvesnsiFouluivua Twads
] =1 o o as o
NullDIscard dlunsfvualdlinisfu Null Character fuasluivimaisy
'
Yoya
OutBufferCount Wudnudeyaiineveglutiivesdadoya
OutBufferSize msfmuaniohiddwuinve siveddefoya
Output dumsasdeyalinuimesdedayariedimsdidoyasen
« F
ParltyReplace Wunsnisdmualdddnvseidimuaiiunuminiianis
Aawainludeya
PortOpen dunsfmuaviainidawesaonezweiniudanielang
o L . o9 A L o
Rthrehold msfmuansenidnivesiuiudeyaffiuadluddivessy
Yoyaneuntsiiia CommEvent Tun1siudioya
RTSEnable 1B niia deyga Request To Send(RTS)
L) as alﬂw )
SettIng Wlumsdmusdesiwes wisa doya danga
a 1 o { o
Sthreshold nsivuansainldwavessiurudayaiinvaslnves
@ o v 1 a a0 v
iiMesdadeyanaunsiia CommEvent lumsnastoya

) 4 -4
M99 2.13 5wAzERNLeFRInuARNaIA TUN1T 1¥ MS Comm Control

§ia Property A8y Aesue
ComlInvalidPrppertyValue 380 gﬂﬁﬂﬁgﬂﬁ,ﬂ&
ComSetNotSupported 383 | fmuasiiige3emnsasnldeiadion Hou
wionlvudoyalald
ComGetNotSupported 194 | fvuamiasyBewiseswideiiafier @
w3onldeudoyaluld
ComPortOpen 8000 | sxewsnlu 18 luvaisd Port iufiignidaldeg
ComPortOpen 800t | Arwewmifimennuiddesdifunnnheud
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= ¥ - R a Y]
A1919N 2.13 (M19) SWwoazReafUwnmuEANa1AluMS 1% MS Comm Control

ie Property AduaY Mo
ComPortOpen 8004 |Porr Vmezaiunsasim Igluveifing
iy
ComPortOpen 8002 | fviuAvLNEIAY Port TgnABY
ComPortOpen 8003 | wadwivesdeyarefaluvaefiimaihen
ComPortAlreadyOpen 8005 | Port lagnidlaliFuufeends
ComPortAlreadyOpen 8006 | gunsalifanuAanalanie liaiuise
seefud 1@

ComPortAlreadyOpen 8007 | qunsallisessus it Baud Rate gﬂﬁ"'mﬂ%

ComPortAlreadyOpen 8008 “Uu‘lﬂﬂlﬂﬂ‘i’fﬂgﬁ AANAA

ComPortAlreadyOpen 8009 ﬁwmﬁmﬂsﬁumaegjﬁﬂwmﬂ

ComPortAlreadyOpen 8010 | ginsalareuen (Hardware)§a TinZaufiaz

y(RSRIT!

ComPortAlreadyOpen 8011 ﬁa%’u"himmmﬁmuwumi’faga“lﬁ'
ComNoOpen 8012 | Com Port &9 ”lﬁw%’anﬁfﬂsgm’ilﬂ‘l‘ﬁ’uu
ComNoOpen 8013 | Com Port w3enitazgaidlaldam
ComNoOpen 8014 | Com Port lsienwnsasiauid

ComSetCommStateFailed 8015 | Tuemnsadesiaeiuzvos Port 18
ComSetCommStateFailed 8016 | laimunsn Set Port mumgmasififmuals
i
ComPortNotOpen g018 | asmunsammwadnsvasdaya 1fdeiie Port
fmshanudariniy
ComPortNotOpen 8019 | Port hififi1efidoyaiiinly Por
ComReadError 8020 | ieRuRAnaIRIuTRIE AL
ComDCBError 8021 | ifanamAawaianieludesldudlefian

fAIUAN Port
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MIoAANUUNAZHANM TITH

3.1 MseanuuulATINY
msesnuuuvesszuuideonuuuldgldaunsafenld]d 2 dnuwe As mindugu
uuSe Tusid uaznrsaaugudldfmussiduals 1dies
) o o e ar 1 ] o w g = o ] =
Felumsiaumuuoa TudassSuamnndsas s iannudu ludwdnuvmiawaae lu
A @ v g @ o a A A ) @
Tulnsaoulnsamasiledisoq (Slave) udasar lidsdudn Master) ihoNszuranasufy
r oy o d:' d! o o :‘ 9 ar
sgauthlunnefiufedaumdasins lvavesrir Ineld Fuzzy control Uszunana sedu
b4 i } o 4 a
Tumsidland niwasndrfidleaunsadaléndmasuansrafinoniianes msnruguils
] bl
fviuaaidands 1dwee Wunisfumszezmndesms lumadanaisatimseozmunso

donidlasnaeufiunef noawaluginsWn GUI (Graphic User Interface)

Lonpuir

P4 Surt Moostune

ool aurer s

o RFAL e RT-\docide Vilve
TR ) N At

Cuntod

Nuzry Cratr

'
anui apth 't ntune

3N 3.1 Block Diagram MsoonuunINTeaT

9 d d
3.2 AINUUUNMIIAIUHINTAIT
3.2.1 MIReAUULNTIFONAe RS 232 1911 ZigBee
a9 4:1" 9 =4 = T 4 ] [ 4 - ¥ A
luszuumsdraudiszdosiinmsdnaefoassening aouiuneidresldibon

AMSTRTTAIU RS-232 19131 14
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7 s atgr

i

an 1
X ] tufF W)
] e1-{ 1
- l A ————— 16
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=ls -
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15 T +70F
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) W\r 9 s THATE T ERARXYID M (ﬂi
¥ af
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Tk 16
‘ RSz

51l 3.2 mafoudeRS-232 1AL ZigBee

B
El
=t
-
b
;
7 3

v 2 *» D

3.2.2 yardouno ZigBee i lnlnsnoulnsamed
e ldazanlumsuaasnanideldninsdeluga Lepiduieduasnny

L] ﬁw
a7 TUa Ul

SNer

____.{ (¥ ) v
4 ak
1.1

| WCLHA gp  vdd 1 e w13 Ra
3 1.9

ROTHNDE |35 u “I | Tp

ROWLK (T = 1] Fan

VYl 1
! 7ICBEF |
[xX
MCIFRTY o R

| oy LK 28 _l W

LI TRANNR U]

71l71 3.3 msioune ZigBee Wiy lulasmeuInsaans
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3.23 2wenduweiTaszdui
a @ A
daunsarugun1shiaundn 4 ledusmus{ cpao106 deneluiiuemnanie

o 4 o t 21 a & a o & o wa Qs P =
Sunefinesinaeg 6 e Wuleduuuriindninned Heldqueanifvesdygraiadmnieon

ey Januzafesndueama psdauesaes siosuiludiassdu feddie

14
as a

~< 2 A a =
zautings s szilumsilouaauzasdn o 18Hu 1993 Feeeiild L1 fa

+i2V e

=

K/—l

R2 L1

B

[=}

-7
-

|}|—

] #
3N 3.4 299 dAssdmn

3
3.2.4 NOIVUTBTANUT U IBIAY
o g = s ar 8} a a ada : oY
werlaanuduauez ldvanmsiannuduniuvesdu aunitiwinezddiau

A a I 1 =y = Oy =y T -7
aumusasasazi vnszua a1l lduadauiintseszianudumuuinaiuiu

R110k
1SV X
Suppy (> Volt meter
GND =
i’rcbew

‘:' [ dy. =
3uN 3.5 2995 FanuduAY
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3.2.6 Potentiometer

Spun
" U0 K

S

Towerty Crear
Stk
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S
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g‘dﬁ 3.7 2995150 Zero — Span 404 Potentiometer
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3.2.7 szuumItie
1 :‘ k] 'L o a” 4 a
sruumsitetiey l[duameslumsaivqumsietiaussnanit Fefianiams
¥ & ) | T
nyuue931421117U Controller  3z:fludIfmuafiantsmsnyuiedasssiludFuah
R ¥
MEANNUANUTUYIRLILaZ dRTINS Inavaai luau
3271 Mseenmuiied
v

msaefidennidesdidu ludaufle sdmaniu deslinisvuduveailes

1 Qs o a 3 | g J L)

daudns s vealesaziviunioasasuuivegiuiniuiuiesveulos vuaveudu

] o A o o o 4 = = a dwu =

Wuguina1s uasn1sideuiveaesd 9y wndoni T lufien1eh wenviniidsligaifes
& S o =] = ar o o

nuey Huluflesiilisnsmage sxalszneudreindomueu viaesdmuaudiudduuas

o @ =g d a ] A g
Wosdellufedn e sdmususinzlsmaundowunndamianhanielisuay

= r—| 1
inaglgeslinusaNInn N

Gear-box Motor 12VDC 5 rpm
|4
#9111 1 % Inc
4 o ' o
Mesnanduruguinai 50 mm
Hesfmuew durnguénms 15 mm

® | MOTOR | @

"« Potentiometer
4o '-J
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ﬁ é ¥iod1 1% Ine
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#include <16F877A.h>
#device ADC=10

#fuses HS,NOWDT,NOPROTECT,NOLVP
#use delay(clock=20000000)
#use rs232(baud=9600, xmit=PIN_C6, rcv=PIN_C7, bits=8)

float pol,po2;
int16 valueO,valuel,value2;
char datain,sdin[4],ch;

int i=0,scale=0,datal,data2, sensor1,sensor2,sensor3,sensor4;

void main{void){

setup_adc_ports(ALL_ANALOG);
setup_adc(ADC_CLOCK_INTERNAL);

while (TRUE){

if(kbhit())1
datain=getc();
sdin[i}=datain;
i++
'
elsef
set_adc_channel(1);
delay_us(10);

value@ = read_adc();



delay us(10);
sensorl = 100 - (value0 * (5.0/1024)*26.5);

set_adc_channel(2);

delay us(10);

value0 = read_adc();

delay_us(10);

sensor2 = 100 - (value0 * (5.0/1024)%*26.5);

set_adc_channel(4);

delay us(10);

valueQ = read_adc();

delay_us(10);

sensor3 = 100 - (value0 * (5.0/1024)*26.5);

sct_adc_channel(5);
delay_us(10);
valueO = read_adc();
delay_us(10);
sensor4 = 100 - (value0 * (5.0/1024)*26.5);
Datal = (sensorl+sensor2)/2;
ifl0<=Datal && Datal<=10}{
ch="A";
putc{ch);

1
4

if(80<=Datal && Datal<=100){
ch="B"
putc(ch); }

Data2 = (sensor3+sensord)/2;

1f{0<=Data2 && Data2<=10){



ch="C
putc(ch);

}

if{80<=Data2 && Data2<=100){
ch="D";

putc(ch);

if(sdin[0]!=0){
i=0;
}
if{i==4){
if(sdin[1]==1){
iflsdin[2]==1){
if{sdin[3]==1){

set_adc_channel(6);

delay_ms(10);

valuel = read_adc();

pol = valuel * (5.0/1024);

scale =22 - ((2.9 - po1)*9.7);

printf("%d" scale);

delay_ms(500);

if{(po1>0.64){

while(po1>0.64){

output_high(PIN_D1);
output_low(PIN_DO0);
set_adc_channel(6);
delay_ms(10);
valuel = read_adc():
delay ms(10);



pol = valuel * (5.0/1024);
scale = 22 - (2.9 - po1)*9.7);
printf("%d" ;scale);
delay_ms(2000);

}
output_low(PIN_D1);
}
sdin[0] = 0; sdin[ 1] = 0; sdin{2] = 0; sdin[3] = 0;
i=0;
printf("N");
}

iflsdin[3]==2){
set_adc_channel(6);
delay_ms(10);
valuel = read_adc();
delay ms(10);
pol = valuel * (5.0/1024);
scale = 22 - ((2.9 - po1)*9.7);
printf("%d" scale);
delay_ms(500);
if(po1<2.9){
while(pol<2.9}4
output_low(PIN _D1):
output_high(PIN_DO0);
set_adc_channel(6);
delay_ms(10);
value] =read_adec();
delay ms(10);
pol = valuel * (5.0/1024);
scale = 22 - ((2.9 - po1)*9.7);



printf("%d" scale);
delay_ms(2000);
}
output_low(PIN_DO0);
}
sdin[0] = 0; sdin[1] = 0; sdin[2] = 0; sdin[3] = 0;
i=0;
printf("M");
}
}
if(sdin[2]==2){
if{sdin[31==1){
set_adc_channel(7);
delay_ms(10);
value2 = read_adc();
po2 = value2 * (5.0/1024),
scale =22 - ((2.9 - po2)*9.7);
printf("%d" scale);
delay ms(500);
if{p02>0.65){
while(po2>0.65)1{
output_high(PIN D3);
ourput_low(PIN D2);
set_adc_channel(7):
delay ms(10);
value? = read_adc();
delay ms(10);
po2 = value2 * (5.0/1024);
scale =22 - ({2.9 - pa2)*¥9.7);

printf("%d" scale);



delay_ms(2000);

}
output_low(PIN_D3),
}
sdin[0] = 0; sdin[1] = 0; sdin[2] = 0; sdin[3] = 0;
i=0;
printf{"N");
}

if{sdin[3]==2){
set_adc_channel(7);
delay_ms(10);
value2 = read_adc();
delay_ms(10);
po2 = value2 * (5.0/1024);
scale = 22 - ((2.9 - p02)*9.7);
printf{"%d" scale);
delay ms(500);
iflpo2<2.9){
while(po2<2.9){
output_low(PIN_D3);
output_high(PIN_D2);
set_adc_channel(7);
delay_ms(10):
value2? = read_adc();
delay_ms(10);
po2 = value2 * (5.0/1024),
scale = 22 - ((2.9 - po2)*9.7);
printf("%d" scale);
delay ms(2000);

———



output_low(PIN_D2);
}
sdin[0] = 0; sdin[1] = Q; sdin[2] = 0; sdin[3] = 0;
i=0;
printf("M");
}
H
}
if(sdin[1]==2){
sdin[0] = 0; sdin[1] = 0; sdin[2] = 0 sdin[3] = 0;
i=0;
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XBee/XBee-PRO 802.15.4 OEM RF Modules

vl.xAx [2006.10.13]

Chapter 1 - XBee/XBee-PRO OEM RF Modules

1.2. Specifications

Table1-01. Specifications of the XBee/XBee-PRO OEM RF Modules

Specification XBea XBes-PRO
Performance
IndoorfUrban Ranga upto 100, (30 m) Up to 300° (100 m)
Outdoor RF fne-otsightRenge | up to 300 ft. (100 m) Up to 1 mite (1500 m}
icoungincen 1mW (0 dBim) 60 mW (18 dBm) conducted, 100 mW (20 dBm) EIRP*
RF Data Rete 250,000 bps 250,000 bps
Sarial Interface Data Rate 1200 - 115200 bps 1200 - 115200 bps
(software selectable) (non-standard baus rates aiso supported) (nan-standard baud rates aiso supported) N
Receiver Senstliviy 52 dBm (1% packet envor rate) 100 dBm (1% packet emor rate)
Power Requiremetts:
Supply Voltags 28-34V 28-34V
HPL=0 (10dBm): 137mA{@3.3V), 138mA(@3.0V)
L PL=1 {12dBm): 185mA (@3.3V), 153mA(@3.0%)
Teensmit Current (typical) A5mA{(@ 3.3V PL=2{14dBm): 170mA{@3.3V), 171mA(@3.0V)
: PL=3 {16dBr): 188mA (@3.3V), 185mA(@3.0V)
PL4 (184Bm): 215mA (@3.3), 22TmA(@3.0V)
dle / Recaive Current (iypical) | S0MA{@ 3.3V} 55mA (@33 V)
Power-down Current <10pA <tOpA
General
Operating Erequency ISM24 GHz 1SM 24 GHz
 Dimensions- 0.960" x 1.087" (2.438cm x 276 1cm) 0.960° x 1.297" (2.438cm x 3.284cm)
- Operaing Temperature -40to 85° C (industriai) 40 to 85 C {industrial)
[ Antenna Ogfians Integrated Whip, Chip or U.FL Connectar integrated Whip, Chlp or UFL Connector
Networking & Security
Supported Netwark Topologies | Point-to-point, Point{o-multipoint & Peer-to-peer
m"’m 16 Direct Sequence Channels 12 Direct Sequence Channels
Addressing Options PAN ID, Channe! and Addressas PAN ID, Channe! and Addresses
Agency Approvals
United States (FCC Part 15.247) | OUR-XBEE OUR-XBEEPRO
Industry Canada (IC) 4214A XBEE 4214A XBEEPRO S
Eurape (CE) ETS! ETS! (Max. 10 dBm transmit power oupul)”
Japan na GOSNYCAO378 (Max. 10 dBm transmit powes output)™

* When operating in Europe: XBee-PRO RF Modules must be configured to operate at 2 maximum transmit power output level
of 10 dBm. The power output level is set using the PL command. The PL parameter must equal “0e (10 dBm).

Additionally, European regulations stiputate an EIRP power maximum of 12.86 dBm (19 mW) for the XBee-PRO and 12.11 dBm
for the XBee when Integrating high-gain antennas.

** When operating in Japan: Transmit power output is limited to 10 dBm. A special part number is required when ordering

modules approved for use in Japan. Contact MaxStream for more information [call 1-801-765-9885 or send e-mails to sales@max-
stream.net).

Antenna Options: The ranges specified are typical when using the integrated Whip (1.5 dBf) and Dipole (2.1 dBi) anten-
nas. The Chip antenna option provides advantages in its form factor; however, it typically ylelds shorter range than the
Whip and Dipole antenna options when transmitting outdoors. For more Information, refer to the "XBee Antenna” appli-
cation note located on MaxStream’s web site {http://www.maxstream.net/support/knowledgebase/article.php?kb=153).

§ MaxStreani .. © 2006 MaxStream, Inc. 5
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XBee/XBee-PRO 802.15.4 OEM RF Modules vl.xAx [2006.10.13] Chapter 1 - XBee/ XBee-PRO OEM RF Modules

1.5. Pin Signals

Figure 1-03. XBee/XBee-PRO RF Module Pin Numbers
(top sides shown - shields on bottom)

Table 1-02, Pin Assignments for the XBee and XBee-FRO Modules
(Low-asserted signals are distinguished with a horizontal line above signal name.)

Pin @ Name Direction Description
1 VCC - Power supply
2 DOUT Output UART Data Out
3 DIN  CONFIG Input UART Data In
4 DO3* Outpit Digital Output 8
5 RESET Input Module Resat (reset pulse must be at loast 200 ns)
] PWMO | RSSI Output PWM Output 0 / RX Signad Strength Indicator
7 PWM1 Output PWM Output 1
8 [reserved] - Do not connect
9 DTR/ SLEEP_RQ/Di8 input Pin Sieep Control Line or Digital Input 8
10 GND R Ground T
1 AD4 /DI04 Either Analog Input 4 of Digital V0 4
12 CTSs /DiO7 Fither Clear-to-Sand Fiow Control or Digital 0 7
13 ON/SLEEP Output Moduiie Status Indicator
14 VREF Input Voitage Reference for A/D tnputs
15 Associate | AD5 | D05 Either Associated indicator, Aralog nput 5 or Digilal VO 5
16 RTS [ADG / DIOB Either Request-to-Send Fiow Control, Analog Input 6 or Digital LO 6
17 AD3/DIO3 Either Analog Input 3 or Digital O 3
1 AD2/Di02 Either Anzlog Input 2 or Digital 60 2
19 AD1/DIO1 Elther Analog Input 1 or Digital VO 1
2 ADO/DIO0 Elfher Analog Input 0 or Digital /O 0

* Function is not supported at the time of this release
Design Notes:
» Minimum connectlons: VCC, GND, DOUT & DIN
= Minimum connections for updating firmware: VCC, GND, DIN, DOUT, RTS & DTR
» Signal Direction is specified with respect to the module
» Module includes a 50k 0 pull-up resistor attached to RESET
* Several of the Input pull-ups can be configured using the PR command
» Unused pins should be left disconnected

3 MaxStream . © 2006 MaxStream, Inc. 7




XBee/XBee-PRO 802.15.4 OEM RF Modules v1.xAx [2006.10.13]

Chapter 1 - XBee/XBee-PRQO OEM RF Modules

1.6. Electrical Characteristics

Table 1-03. DC Characteristics (VCC=28 -34VDO)

Symbol Characteristic Condition Min Typical Max | Unit
Vi irput Low Voltage All Digitd Inputs - . 038°VCC | Vv
Vi Input High Voltage Al Digital Inputs 07*VCC R - v
Voo Output Low Voltage lo = ZmAVOC>=27V . - 03 v
Vou Output High Voltage Ton = 2MA,VCC =27V VCC-05 - - v
iy Input Leakage Curment Vi = VCC or GND, 2l inputs, per pin - 0025 1 A
loz High Impedance | eakage Current | Vg = VCC or GND, &il VO High-Z, per pin - 0025 1 pA

= - 45 215 -
™ Transmit Current VCC=33V (X::e) (P:so) mA
PWR-DWN Pawer-down Gurrent SM parameter = 1 - <10 : bA
Table 1-04. ADC Characteristics (Operating)
Symbo! Charactoristic Condition Min Typical Max Unit
VREF - Analog-to-Digitel converter
Vrer reference range 208 ' Voosn v
Enabled N 200 " WA
‘oer | VREF -Reference Supgly el | ebiod or Soep Wod - <001 02| uA |
Ve Analog Input Vottage' Vssap-0.3 - Vooan+ 0.3 v
1. Maximum electrical operating range, not valid conversion range.
Table 1-05. ADC Timing/Performance Characteristics!

Symbol Characteristic Condition Min Typleal Max Unit
Ras Souree impedance al inpul® - - 10 kQ
Van Analog Input Voitage® Vrer, VR v
RES Ideal Resolution (1 LSB)* 208V <Vpppp <36V 2031 - 3516 mv
DNL Difierential Non-Enearty® - 05 +i0 T}
INL Integral Nen-inearity’ - 06 £10 1sB
Ezs Zerrscalo Emor - 04 10 LS8
Fs Full-scale Ermor® - 04 +1.0 s
Ep, Input Leakage Eror® - $0.05 50 LS8
Eqy Total Unadjusted Ervar™® - .1 125 LS8

1. Al ACCURACY numbers are based on processor and system being in WAIT state (very little activity and no IO switching)
and that adequate low-pass filtering is present on znalog input pins (filter with 0.01 uF to 0.1 uF capacitor between analog
input and VREFL). Failure to abserve these guidelines may result in system or microcontroller noise causing accuracy errors
which will vary based on board layout and the type and magnitude of tie activity.

Data transmission and reception during data conversion may cause some degradation of these specifications, depending on
the number anl timing of packets, It is advisable to test the ADCs in your installation if best accuracy is required.

2. Rpgis the real portion of the impedance of the network driving the analog input pin. Values greater than this amount may
not fully charge the input circuitry of the ATD resulting in accuracy error.

3. Analog input must be between Vg and Ve for valid conversion. Values greater than Vpery will convert to $3FF.

4. The resolution is the ideal step size or 1LSB = (Vagr-Vrer)/1024

5. Differential non-linearity is the difference between the current code width and the ideal code width (11.58B). The current
code width is the difference in the transition voltages to and from the covrent code.

6. Integral non-linearity is the diffevence between the transition voltage to the current code and the adjusted ideal transition
voltage for the current code, The adjusted ideal transition voltage is (Currert Code—1/2)%L/((Vren+Ers)(Vrer tEzs))-

7. Zexo-scale error is the difference between the transition to the first valid code and the ideal transition to that code. The
Ideal transition voltage to a given code is {Code-1/2)*(LAVreri-Vrer)).

8. Full-scale error Is the difference between the transition to the last valid code and the Ideal transition to that code, The ideal
transition voltage to a given code is (Code-1/2y*(1/(Vreri-VRerL)-

9. Input leakage error is error due to input leakage across the real portion of the impedance of the retwork driving the analog
pin. Reducing the impedance of the network reduces this error.

10. Total unadjusted error is the difference between the transition voltage to the current code and the ideal straight-fine trans-
fer function. This measure of error includes inherent quantization error (1/2L5B) and circuit ervor (differential, integral, zero-
scale, and full-scale) error. The specified value of Eyy assumes zero Ey (no leakage or zero real source impedance).
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2. RF Module Operation

2.1. Serial Communications

The XBee/XBee-PRO OEM RF Modules interface to a host device through a logic-level asynchro-
nous serial port. Through Its serial port, the module can communicate with any logic and voltage
compatibie UART; or through a level translator to any serial device (For example: Through a Max-
Stream proprietary RS-232 or USB interface board).

2.1.1. UART Data Flow

Devices that have a UART Interface can connect directly to the pins of the RF module as shown in
the figure below.

Figure 2-01. System Data Flow Diagram in a UART-interfaced envirgnment
(Low-asserted signals distinguished with horizontal line over signal name.)
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Serial Data

Data enters the module UART through the DI pin (pin 3) as an asynchronous serial signal. The sig-
nal should idle high when no data is being transmitted.

Each data byte consists of a start bit (low), 8 data bits (least significant bit first) and a stop bit
(high). The following figure lllustrates the serlal bit pattern of data passing through the module.

Figure 2-02. UART data packet 0x1F (decimal number "31") as transmitted through the RF module
Example Data Format is 8-N-1 (bits - parity - # of stop bits)
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The module UART performs tasks, such as timing and parity checking, that are needed for data
communications. Serial communications depend on the two UARTS to be configured with compati-
ble settings (baud rate, parity, start bits, stop bits, data bits).
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2.1.2. Transparent Operation

By default, XBee/XBee-PRO RF Modules operate in Transparent Mode. When aperating in this
made, the modules act as a serial line replacement - all UART data received through the DI pin is
queued up for RF transmission. When RF data Is recelved, the data Is sent out the DO pin.

Serlal-to-RF Packetization

Data Is buffered in the DI buffer untll one of the follewing causes the data to be packetized and
transmitted:

1. No serlal characters are recelved for the amount of time determined by the RO (Packetiza-
tion Timeout) parameter, If RO = 0, packetization begins when a character IS recelved,

2. The maximum number of characters that will fit In an RF packet (100} is received.

3. The Command Mode Sequence (GT + CC + GT) Is recelved. Any charadter buffered In the
DI buffer before the sequence is transmitted.

If the module cannot immedlately transmit. (for instance, if It is already receiving RF data), the
serial data Is stored in the DI Buffer. The data Is packetized and sent at any RO timeout or when
100 bytes (maximum packet size) are received.

If the DI buffer becomes full, hardware or software flow control must be implemented in order to
prevent overflow (loss of data between the hast and module).

2.1.3. API Operation

API (Application Programming Interface) Operation Is an altemnative to the default Transparent
Operation. The frame-based API extends the level to which a host application can Interact with the
networking capabilities of the module.

When In API mode, all data entering and feaving the module Is contained in frames that define
operations or events within the maodule.

Transmit Data Frames (received through the DI pin (pin 3)) include;
¢ RF Transmit Data frame
< Command Frame {equivalent to AT commarxis)
Recelve Data Frames (sent out the DO pin {pin 2)) include:
» RF-recelved data frame
<« Command response
= Event notifications such as reset, associate, disassoclate, etc.

The API provides alternative means of configuring modules and routing data at the host applica-
tion layer, A host application can send data frames to the module that contain address and payload
information instead of using command mode to modify addresses. The module will send data
frames to the appfication containing status packets; as well as source, RSSI and payload infurma-
tion from receaived data packets.

The API operation option facilitates many aperations such as the examples dited below:
-> Transmitting data to multiple destinations without entering Command Mode

-> Recelve success/fallure status of each transmitted RF packet
-> Identify the source address of each received packet

To implement APl operations, refer to APl sections [p52].
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2.1.4. Flow Control

Figure 2-03. Internal Data Flow Diagram
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DI (Data In) Buffer

When serial data enters the RF module through the DI pin {pin 3), the data Is stored in the DI
Buffer until it can be processed.

Hardware Flow Contro! (CTS). When the DI buffer Is 17 bytes away from being full; by default,
the module de-asserts CTS (high) to signal to the hast device to stop sending data [refer to D7
{DIO7 Configuration) parameter]. CTS is re-asserted after the DI Buffer has 34 bytes of memary
available.

How to eliminate the need for flow control:

1. Send messages that are smaller than the DI buffer size.

2. Interface at a lower baud rate [BD (Interface Data Rate) parameter] than the throughput
data rate.

Case In which the DI Buffer may become full and possibly overflow:

If the module Is receiving a continuous stream of RF data, any serial data that arrives on the DI
pin Is placed In the DI Buffer. The data in the DI buffer will be transmitted over-the-air when the
maodule Is no longer recelving RF data In the network.

Refer to the RO (Packetization Timeout), BD (Interface Data Rate) and D7 (DIO7 Configuration) com-
mand descriptions for more Information.

DO (Data Out) Buffer

When RF data Is recelved, the data enters the DO buffer and Is sent out the seria! porl iv 3 host
device. Once the DO Buffer reaches capacity, any additional incoming RF data is lost.

Hardware Flow Control (RTS). If RTS Is enabled for flow contro! (D6 (DIO6 Configuration)
Parameter = 1), data will not be sent out the DO Buffer as fong as RTS (pin 16) is de-asserted,

Two cases in which the DO Buffar may become full and possibly averfiouy:

1. If the RF data rate is set higher than the interface data rate of the module, the module will
recelve data from the transmitting module faster than it can send the data to the host.

2. If the host does not allow the module to transmit data out from the DO buffer because of
being held off by hardware or software flow control.

Refer to the D6 (D106 Configuration) command description for more information.
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2.2. ADC and Digital I/0 Line Support

The XBee/XBee-PRO RF Modules support ADC (Analog-to-digltal conversion) and digital 1/0 line
passing. The following pins support multiple functions:
Table 2-01. Pin functions and their associated pin numbers and commands

AD = Analog-to-Digital Converter, DIO = Digital Input/Output

Pin functions not applicable to this section are denoted within (parenthesis).

Pin Function Pin# AT Command
ADO /D00 2 Do
AD1/DIOA 19 D1
AD21DIO2 18 D2
AD3/DI03/ (COORD_SEL) 1 D3
AD4 /DI04 " D4
AD5 ! DiO5 | (ASSOCIATE) 15 D5
0106 / RTS) 16 D6
007 /{CTS) 12 D7
Dig / (DTR) / (Sleep_RQ) 9 D8
To enable ADC and DIQ pin functlons:
For ADC Support: Set ATDn = 2
For Digital Input support: Set ATDn = 3
For Digital Output Low support: Set ATDn = 4
For Digital Cutput High support: SetATDn =5

2.2.1. I/0 Data Format

1/0 data begins with a header. The first byte of the header defines the number of samples forth-
coming. A sample is comprised of input data and the inputs can contain either DIO or ADC. The
last 2 bytes of the header (Channel Indicator) define which Inputs are active. Each bit represents
elther a DIO {ine or ADC channel.

Figure 2-04. Header

-

Byte 1 Bytes 2 - 3 (Channel Indicator)
Total number of samrmias na A5 A4 A3 A2 A1 AD D8)D7 D6 DS D4 D3 D2 Dt DO
i

Header

1
bit 18 Bit set to “4° f channel Is active w0

Sample data follows the header and the channe! indicator frame Is used to determine how to r=ad
the sample data. If any of the DIO lines are enabled, the first 2 bytes are the DIO data and the
ADC data follows. ADC channel data Is stored as an unsigned 10-bit value right-justified on a 16-
bit boundary.

Figure 2-05. Sample Data

Sample Data \,

DI0 Line Data i first {f enshied) ADC Line Data

X X X X X X X 8|78 &5 4 3 2 10 ADCn MSB ADCnLSB
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2.2.2. API Support

I/0 data is sent out the UART using an API frame. All other data can be sent and recelved using
Transparent Operation [refer to p10] or API framing if API mode is enabled (AP > 0).

API Operations support two RX (Receive) frame identifiers for I/O data:
» OxB82 for RX (Receive) Packet: 64-bit address 1/0
s O0x83 for RX (Recelve) Packet: 16-bit address I/O

The API command header is the same as shown in the “RX (Receive) Packet: 64-bit Address” and
“*RX (Recelve) Packet: 64-bit Address” API types [refer to p56]. RX data follows the format
described In the 1/0 Data Format section [p12].

Applicable Commands: AP (API Enable)

2.2.3. Sleep Support

When an RF module wakes, It will always do a sample based on any active ADC or DIO lines. This
allows sampling based on the sleep cycle whether it be Cyclic Sleep (SM parameter = 4 or 5) or Pin
Sleep (SM = 1 or 2). To gather more samples when awake, set the IR (Sample Rate) parameter.

For Cyclic Sleep modes: If the IR parameter Is set, the module will stay awake untii the IT (Sam-
ples before TX) parameter is met. The module wlil stay awake for ST {Time before Steep) time.

Applicable Commands: IR (Sampla Rate), IT (Samples before TX), SM (Sleep Mode), IC (DIO
Change Detect)

2.2.4. DIO Pin Change Detect

When "DIO Change Detect” is enabled (using the IC command), DIO lines 0-7 are monttored.
When a change Is detected on a DIOQ line, the following will occur:

1. An RF packet is sent with the updated DIQ pin levels. This packet will not contaln any ADC
samples.

2. Any queued samples are transmitted before the change detect data. This may result in
recelving a packet with less than IT (Samples before TX) samples.

Note: Change detect will not affect Pin Sleep wake-up. The D8 pin (DTR/Sleep_RQ/DI8) is the only
line that will wake a module from Pin Sleep. If not all samples are coltected, the module will still
enter Sleep Mode after a change detect packet Is sent.

Applicable Commands: IC (DIO Change Detect), IT (Samples before TX)

NOTE: Change detect Is only supported when the Dx (DIOx Configuration) parameter equals 3,4 or 5.

2.2.5. Sample Rate (Interval)

The Sample Rate (Interval) feature allows enabled ADC and DIO pins to be read periodicaily on
madules that are not configured to operate in Sleep Mode. When one of the Sleep Modes is
enabled and the IR (Sample Rate) parameter set, the module will stay awake until IT (Samples
before TX) samples have been collected.

Once a particular pin Is enabled, the appropriate sample rate must be chosen. The maximum sam-
ple rate that can be achleved while using one A/D line is 1 sample/ms or 1 KHz (Ngte that the
modem wili not be able to keep up with transmission when IR & IT are equal to "17).

Applicable Commands: IR (Sample Rate), IT (Samples before TX), SM (Sleep Mode)
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2.2.6. I/0 Line Passing

Virtual wires can be set up between XBee/XBee-PRO Modules. When an RF data packet Is received
that contains 1/0 datzs, the receiving modtule can be setup to update any enabled outputs (PWM
and DIO) based on the data It receives.

Note that I/0 lines are mapped In pairs. For example: ADO can only update PWMO and DIS can
only update DO5). The default setup Is for outputs not to be updated, which resuits in the 170 data
being sent out the UART (refer to the IU (Enable I/0 Output) command). To enable the outputs to
be updated, the IA (1/0 Input Address) parameter must be setup with the address of the module
that has the appropriate inputs enabled. This effectively binds the autputs to a particular module's
input. This does not affect the ability of the module to receive I/0 line data from other modules -
only its abllity to update enabled outputs. The 1A parameter can also be setup to accept 1/0 data
for output changes from any module by setting the IA parameter to OxFFFF,

When outputs are changed from their non-active state, the module can be setup to retum the out-
put level to it nen-active state. The timers are set using the Tn (Dn Output Timer) and PT (PWM
OQutput Timeout) commands. The timers are reset every time a valid I/0 packet (passed IA check)
Is received. The IC (Change Detect) and IR (Sample Rate) parameters can be setup to keep the
output set to thelr active output If the system needs more time than the Umers ¢can handle.

Note: DI8 can not be used for /O line passing.

Applicable Commands: IA (I/0 Input Address), Tn (Dn Output Timeout), PO (PWMO Configura-
tion), P1 (PWM1 Configuration), MO (PWMO Output Level), M1 (PWM1 Output Level), PT (PWM
Output Timeout), RP (RSSSI PWM Timer)

2.2.7. Configuration Example

As an example for a simple A/D link, a palr of RF modutes could be set as follows:

Remote Configuration Base Configuration
DL = 0x1234 DL = 0x5678
MY = 0x5678 MY = 0x1234
D0=2 PO=2
Dl=2 Pl =2
IR = Ox14 Ww=1
IT=5 1A = 0x5678 (or OxFFFF)

These settings configure the remote module to sample ADO and AD1 once each every 20 ms. It
then buffers 5 samples each before sending them back to the base module. The base should then
recelve a 32-Byte transmission (20 Bytes data and 12 Bytes framing) every 100 ms.

é MaxStream © 2006 MaxStream, Inc.
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2.3. XBee/XBee-PRO Networks

The following IEEE 802.15.4 network types are supported by the XBee/XBee-PRO RF modules:

= NonBeacon

= NonBeacon {w/ Coordinator)
The following terms will be used to explicate the network operations:
Table 2-02. Terms and definitions

Term Definition

PAN Personal Area Network « A data communicafion netwark that inclirdes one or more End Devices and
opfionally a Coordinator.
Ammmm)mmmmmwmmm«m

Coordinator (w CoordEnator) networks only}

End Devk When in the same nofwork as a Coordinator - RF maxdules fitat rely on a Coordinator for
synchronizafion and can bo put into states of sleep for low-power appicafions.

Association mwmammmmnmmammmuﬂmbm
applicable i NonBeacon (wiCoardinator) networks.

2.3.1. NonBeacon

By default, XBea/XBee-PRO RF Modules are configured to support NonBeacon communications.
NonBeacon systems operate within a Peer-to-Peer network topology and therefore are not depen-
dent upon Master/Slave relationships. This means that modules remain synchronized without use
of master/server configurations and each medute in the network shares both roles of master and
slave. MaxStream's peer-to-peer architecture features fast synchronlzation times and fast cold
start times. This default configuration accommaodates a wide range of RF data applications.

Figure 2-3¢. NonBeacon Peer-to-Peer Architecture g

o

[ ] L ]
‘q L ] [ ] §
® & e o & O
A peer-to-peer network can be established by

configuring each module to operate as an End Device (CE = 0), disabling End Device Association
on all modules (Al = 0) and setting ID and CH parameters to be identical across the network.

2.3.2. NonBeacon (w/ Coordinator)

A device Is configured as a Coardinator by setting the CE (Coordinator Enable) parameter to “1°,
Coordinator power-up Is govemned by the A2 (Coordinator Asseclation) parameter.

In a NonBeacon (w/ Coordinator) system, the Coordinator can be configured to use direct or indi-
rect transmisslons. If the SP (Cydlic Sleep Petiod) parameter is set to *07, the Coordinator will e2nd
data Immediately. Otherwise, the SP parameter determines the length of time the Coordinator will
retain the data before discarding it. Generally, SP (Cyclic Sleep Period) and ST (iime before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Asscclation plays a critical role in the implementation of a NonBeacon (w/ Coordinator) system. Refer
to the Assoclation section [next page] for more information.
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2.3.3. Assaciation

Association Is the establishment of membership between End Devices and a Coordinator and is
only appilicable in NonBeacon (w/ Coordinator) networks. The establishment of membership is
useful In scenarios that require a central unit (Coordinator) to relay messages to or gather data
from several remote units (End Devices), assign channels or assign PAN IDs.

An RF data network that consists of one Coordinator and one or more End Devices forms a PAN
(Personal Area Network). Each device In a PAN has a PAN Identifler (ID (PAN ID) parameter]. PAN
IDs must be unique to prevent miscommunication between PANs. The Coordinator PAN ID is set
using the ID (PAN ID) and A2 (Coordinator Association) commands.

An End Device can assaciate to a Coordinator without knowling the address, PAN ID or channel of
the Coordinator. The Al (End Device Assodation) parameter bit flelds determine the flexibility of
an End Device durlng assoclation. The Al parameter can be used for an End Device to dynamically
set its destination address, PAN 1D and/or channel.

Far example: If the PAN ID of a Coordinator is known, but the aperating channel is not; the Al
command on the End Device should be set to enable the “Auto_Associate’ and
*‘Reassign_Channel’ bits. Additionally, the ID parameter should be set to match the PAN ID of
the assodiated Coordinator.

Coordinator / End Device Setup and Operation

To configure a module to operate as a Coordinator, set the CE (Coordinator Enable) parameter to
*1’, Set the CE parameter of End Devices to ‘0’ (default). Coordinator and End Devices should con-
tain matching firmware versions.

NonBeacon (w/ Coordinator) Systems

In @ NonBeacon (w/ Coordinator) system, the Coordinator can be configured to use direct or indi-
rect trangmisslons. If the SP (Cyclic Sleep Perlod) parameter Is set to ‘0, the Coordinator wiil send
data Immediately. Otherwise, the SP parameter determines the length of time the Coordinator will
retaln the data before discarding it. Generally, SP (Cyclic Sleep Perlod) and ST (Time before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Coordinator Power-up

Coordinator power-up is governed by the A2 {Coordinator Association) command. On power-up,
the Coordinator undergoes the following sequence of events:

1. Check A2 parameter- Reassign_PANID Flag
Set (bit 0 = 1) - The Coordinator Issues an Active Scan, The Active Scan selects ane channel
and transmits a BeaconRequest command to the broadcast address (OxFFFF) and broadcast
PAN ID (OxFFFF). It then listens on that channel for beacons from any Coordinator operating on
that channel. The listen time on each channel Is determined by the SD (Scan Duration) param-
eter value.

Once the ime expires on that channel, the Active Scan selects another channe! and again
transmits the BeaconRequest as before. This process continues untl] all channels have been
scanned, or untll 5 PANs have been discovered. When the Active Scan is complete, the resuits
Include a iist of PAN IDs and Channels that are being used by other PANs, This list Is used to
assign an unique PAN ID to the new Coordinator. The ID parameter will be retained If it Is not
found In the Active Scan results. Otherwise, the ID (PAN ID) parameter setting will be updated
to 2 PAN ID that was not detected.

Not Set (bit 0 = 0) - The Coordinator retains Iits ID setting. No Active Scan is performed.
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2. Check A2 parameter - Reassign_Channel Flag (bit 1)
Set (bit 1 = 1) - The Coordinator Issues an Energy Scan. The Energy Scan selects one channel
and scans for energy on that channel. The duration of the scan Is specified by the SD (Scan
Duration) parameter. Once the scan is completed on a channel, the Energy Scan selects the
next channel and begins a new scan on that channel. This process continues until all channels
have been scanned.

When the Energy Scan Is complete, the resuits include the maximal energy values detected on
each channel. This list Is used to determine a channel where the least energy was detected. If
an Active Scan was performed (Reassign_PANID Flag set), the channels used by the detected
PANs are eliminated as possible channels. Thus, the results of the Energy Scan and the Active
Scan (if performed) are used to find the best channel (channel with the least energy that Is not
used by any detected PAN). Once the best channel has been selected, the CH (Channel) param-
eter value Is updated to that channel.

Not Set (bit 1 = 0) - The Coordinator retains lts CH setting. An Energy Scan Is not performed.
3. Start Coordinator

The Coordinator starts on the specified channel {(CH parameter) and PAN 1D (ID parameter).
Note, these may be selected In steps 1 and/or 2 above. The Coordinator will only allow End
Devices to assodate to It if the A2 parameter "AllowAssoclation” fiag Is set. Once the Coordina-
tor has successfully started, the Assoclate LED will blink 1 time per second. (The LED Is solid if
the Coordinator has not started.)

4. Coordinator Modifications
Once a Coordinator has started:
Modifying the A2 (Reassign_Channel or Reassign_PANID bits), ID, CH er MY parameters will
cause the Coordinator's MAC to reset (The Coordinator RF module (including volatile RAM) Is
not reset). Changing the A2 AflowAssadation bit will not reset the Coordinator’s MAC. In a non-
beaconing system, End Devices that associated to the Coordinator prior to a MAC reset will have
knowledge of the new settings on the Coordinator. Thus, if the Coordinator were to change Its
1D, CH or MY settings, the End Devices would no longer be able to communicate with the non-
beacon Coordinator. Once a Coordinator has started, the 1D, CH, MY or A2 (Reassign_Channel
or Reassign_PANID bits) should not be changed.

End Device Power-up

End Device power-up Is governed by the Al (End Device Association) command. On power-up, the
End Device undergoes the following sequence of events:

1. Check Al parameter - AutoAssoclate Bit
Sct (bit 2 = 1) - End Device will attempt to assoclate to a Coordinator. (refer to steps 2-3).

Not Set (bit 2 = 0) - End Device will not attempt to associate to a Coordinator. The End Device
wlll operate as specified by its ID, CH and MY parameters. Assoclation is considered complete
and the Assoclate LED will blink quickly (3 times per second). When the AutoAssociate bit is not
set, the remaining steps (2-3) do not apply.

2. Discover Coordinator (If Auto-Assoclate Bit Set)

The End Devite Issues an Active Scan. The Active Scan selects one channe! and transmits a
BeaconRequest command to the broadcast address (OxFFFF) and broadcast PAN ID (OxFFFF). It
then listens on that channel for beacons from any Coordinator operating on that channel. The
listen time on each channel Is determined by the SD parameter.

Once the time expires on that channel, the Active Scan selects another channel and again
transmits the BeaconRequest command as before. This process cantinues until all channels
have been scanned, or untll 5 PANs have been discovered. When the Active Scan s complete,
the results include a list of PAN IDs and Channels that are being used by detected PANs.
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The End Device selects a Cogrdinator to agsociate with according to the Al parameter
“Reassign_PANID" and “Reassign_Channel” flags:

Reassign_PANID Bit Set (bit 0 = 1)- End Device can associate with a PAN with any ID value.

Reassign_PANID BIt Not Set (blt 0 = 0) - End DRevice will oniy associate with a PAN whose
ID setting matches the ID setting of the End Device.

Reassign_Channel 8it Set (bit 1 = 1) - End Device can associate with a PAN with any CH
value.

Reassign_Channel Bit Not Set (bit 1 = 0)- End Device will only assoclate with a PAN whose
CH setting matches the CH setting of the End Device.

After applying these fllters to the discovered Coordinators, if multiple candidate PANs exist, the
End Device wili select the PAN whose transmisslon link quality is the strongest. If no valid Coor-
dinator is found, the End Device will either go to sleep (as dictated by its SM (Sleep Mode)
parameter) or retry Assoclation.

Note - An End Device will alse disqualify Coordinators If they are not allowing assaclatten (A2 -
AllowAssadiation blt); ar;, If the Coordinator Is not using the same NonBeacon scheme as the
End Device. (They must both be programmed with NonBeacon code.)

3. Assaciate to Valld Coordinator

Once a valld Coordinator is found (step 2), the End Device sends an AssodationRequest mes-
sage to the Coordinator. It then walts for an AssoclationConfirmation to be sent from the Coor-
dinatar. Once the Confirmation s recelved, the End Device Is Assodated and the Associate LED
will blink rapidly (2 times per second). The LED Is solid if the End Device has not assodated.

4. End Device Changes once an End Device has assoclated

Changing A1, ID or CH parameters will cause the End Device to disassodate and restart the
Assoclation procedure.

If the End Device fails to associate, the Al command can give some indication of the fallure.
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2.4. XBee/XBee-PRO Addressing

Every RF data packet sent over-the-alr contains a Source Address and Destination Address field in
fts header. The RF module conforms to the 802.15.4 spedification and supports both short 16-bit
addresses and long 64-bit addresses. A unique 64-bit IEEE source address Is assigned at the fac-
tory and can be read with the SL (Serial Number Low) and SH (Serial Number High) commands.
Short addressing must be configured manually. A module wili use Iits unique 64-bit address as its
Source Address If tts MY (16-bit Source Address) value is “"0xFFFF” or “"0xFFFE",

To send a packet to a specific module using 64-bit addressing: Set Destination Address (DL, + DH)
to match the Source Address (SL + SH) of the intended destination module.

To send a packet to a specific modute us!ing 16-bit addressing: Set DL (Destination Address Low)
parameter to equal the MY parameter and set the DH (Destination Address High) parameter to 0"

2.4.1. Unicast Mode

By default, the RF module operates In Unicast Mode, Unicast Mode is the only mode that supports
retries. While In this mode, recelvirng modules send an ACK (acknowledgement) of RF packet
reception to the transmitter. If the transmitting module does not recelve the ACK, It will re-send
the packet up to three times or until the ACK Is received.

Short 16-bit addresses. The module ¢can be configured to use short 16-bit addresses as the
Source Address by setting (MY < OxFFFE). Setting the DH parameter {(DH = 0) will configure the
Destination Address to be a short 16-bit address (if DL < OxFFFE). For two modules to communi-
cate using short addressing, the Destination Address of the transmitter module must match the
MY parameter of the receiver

The following table shows a sample network configuration that would enable Unicast Mode com-
munications using short 16-bit addresses.

Table 2-03. Sample Unicast Network Canfiguration (nsing 16-bit addressing)

Paramoter RF Module 1 RF Modulo 2
MY (Source Address) 0x01 002
DH (Destination Address High) 0 0
DL {Desiination Address Low) 0x02 001

Long 64-bit addresses. The RF module’s serial number (SL parameter concatenated to the SH
parameter) can be used as a 64-bit source address when the MY (16-bit Source Address) parame-
ter is disabled. When the MY parameter is disabled (set MY = OxFFFF or OXFFFE), the module’s
source address is set to the 64-bit IEEE address stored in the SH and SL parameters.

When an End Device associates to a Coordinator, its MY parameter is set to OxFFFE to enable 64-
bit addressing, The 64-bit address of the module is stored as SH and SL parameters. To send a
packet to & spedfic module, the Destination Address (DL + DH) on one medule must match the
Source Address (SL + SH) of the other. :

2.4.2. Broadcast Mode

Any RF module within range will accept a packet that contalns a broadcast address. When config-

ured to operate in Broadcast Made, receiving modules do not send ACKs (Acknowledgements) and
transmitting modules do not automatically re-send packets as is the case in Unicast Mode.

To send a broadcast packet to all modules regardless of 16-bit or 64-bit addressing, set the desti-
nation addresses of all the modules as shown below.

Sample Network Configuration (All modules in the network):

» DL (Destination Low Address) = 0x0000FFFF
* DH (Destination High Address) = 0x00000000 (default value)

NOTE: When programming the module, parameters are entered in hexadecimal notation (without the
“Ox" prefix). Leading zeros may be omitted.
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2.5. Modes of Operation

XBee/XBee-PRO RF Modules operate In five modes.
Figure 2-07. Modes of Operation

2.5.1. Idle Mode

When not receiving or transmitting data, the RF module is in Idle Mode. The module shifts into the
other modes of gperation under the fallowing conditions:

» Transmit Mode (Serfal data is recetved In the DI Buffer)

* Recejve Mode (Valld RF data Is recelved through the antenna)

» Sleep Mode (Sleep Mode condition is met)

+ Command Mode (Command Mode Sequence is issued)

2.5.2. Transmit/Recelve Modes

RF Data Packets

Each transmitted data packet contains a Source Address and Destination Address field. The Source
Address matches the address of the transmitting module as specified by the MY (Source Address)
parameter (if MY >= OxFFFE), the SH (Serial Number High) parameter or the SL (Serial Number
Low) parameter. The <Destination Address> field is created from the DH (Destination Address
High) and DL (Destination Address Low) parameter values, The Source Address and/or Destination
Address fields will either contain a 16-bit short or long 64-bit long address.

The RF data packet structure follows the 802.15.4 specification.
[Refer to the XBee/XBee-PRO Addressing section for more Information]

Direct and Indirect Transmission

There are two methods to transmit data:

¢ Direct Transmisslon - data Is transmitted immediately to the Destination Address

« Indirect Transmisslon - A packet Is retained for a perlod of ime and Is only transmitted after
the destination module (Source Address = Destination Address) reguests the data.

Indirect Transmissions can only occur on a Coordinator, Thus, if all nedes in a network are End
Devices, only Direct Transmisslons will occur, Indirect Transmissions are useful to ensure packet
delivery to a sleeping node. The Coordinator currently is able to retaln up to 2 indirect messages.
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Direct Transmisslon

A NonBeaconing Coordinator can be configured to use only Direct Transmission by setting the SP
(Cydlic Sleep Period) parameter to *0° Also, a NonBeaconing Coordinator using indirect transmis-
slons will revert to direct transmission If it knows the destination module Is awake.

To enable this behavior, the ST (Time before Sleep) value of the Ceordinator must be set to match
the ST value of the End Device. Once the End Device elther transmits data to the Coordinator or
polls the Coordinator for data, the Coordinator will use direct transmission for all subsequent data
transmisslons to that module address until ST time (or number of beacons) occurs with o activity
(at which point it will revert to using Indirect transmissions for that module address). "No activity”
means no transmisslon or reception of messages with a specific address. Global messages will not
reset the ST timer.

Indirect Transmission

To configure Indirect Transmissions in a PAN (Personal Area Network), the SP (Cyclic Sleep Period)
parameter value on the Coordinator must be set to match the longest sleep value of any End
Device. The SP parameter represents time in NonBeacon systems and baacons in Beacon-enabled
systems. The sleep pericd value on the Coordinator determines how long (time or number of bea-
cons) the Coordinator will retain an Indirect message before discarding it.

In NonBeacon networks, an End Devlce must poll the Coordinator once it wakes from Sleepto  *
determine If the Coordinator has an Indirect message for it. For Cyclic Sleep Modes, this is done
automatically every time the module wakes (after SP time). For Pin Sleep Modes, the Al (End
Device Association) parameter value must be set to enable Coordinator polling on pin wake-up.
Altematively, an End Device can use the FP (Force Poll) command to poll the Coordinator as
needed.

CCA (Clear Channel Assessment)

Prier to transmitting a packet, a CCA (Clear Channel Assessment) is performed on the channel to
determine if the channel is available for transmisslon. The detected energy on the channel is com-
pared with the CA (Clear Channel Assessment) parameter value, If the detected energy exceeds
the CA parameter value, the packet is not transmitted.

Also, a delay is inserted before a transmission takes place. This delay is settable using the RN
(Backoff Exponent) parameter. If RN is set to ®0”, then there Is no delay before the first CCA is per-
formed. The RN parameter value Is the equivalent of the *minBE” parameter in the 802.15.4 spec-
ffication. The trarsmit sequence follows the 802.15.4 specification.

By defauit, the MM (MAC Mode) parameter = (. On a CCA fallure, the module will attempt to re-
send the packet up to two additional times.

When In Unicast packets with RR (Retries) = @, the module will execute two CCA retries. Broadcast
packets always get two CCA retries,

Acknowledgement

If the transmission Is not a broadcast message, the module will expect to recelve an acknowiedge-
ment from the destination node. If an acknowledgement is not recelved, the packet will be resent
up to 3 more times. If the acknowledgement is not received after all transmissions, an ACK failure
Is recorded.
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2.5.3. Sleep Mode

Sleep Modes enable the RF module to enter states of low-power consumption when not In use. In
order to enter Sleep Mode, one of the fallowing conditions must be met (in addition to the module
having a non-zero SM parameter value):
* Sleep_RQ (pin 9) is asserted.
« The module is idle (no data transmission or reception) for the amount of time defined by the
ST (Time before Sleep) parameter. [NOTE: ST is only active when SM = 4-5.]
Table 284, Sleep Mode Configurations

StespMode | Transition luto Transition out of Related Power
Setting Sleep Mode Sleep Mode {(wake) Charactoristics Commands| Consumption
PinfHost-controlled /
Pin Hibemate | Assert (high) Steep_RQ <10 yA (@30
G a7 B LI
/
'(’&D:;)B mm)m_m o Soeg_ RO Pin/Host-controlled . <s0pA

aﬂylFastwl\hake-up
Automatic transifion Trensifion occurs after the | RF module wakes in
Cyciic Wmmmt:“’ ﬁe& ﬁmelmewal mtewaistudmgfnr <50 pA
@isdey | o (Seenode)and | ST LIS {5M), &P, ST

Is present  When sleeping
mfm*‘”’ (Oycie Sec Potod) | Shf o8 NexBescen vhen
parameter. systams only

The SM command Is central 1o setting Sleep Mode configurations. By default, Sleep Modes are dis-
abled (SM = 0) and the module remains In Idle/Recejve Mode. When In this state, the module is
canstantly ready to respond to serial or RF activity.

Higher Voltages. Sleep Mode current consumption is highly sensitive to voitage. Voltages above
3.0V will cause much higher current consumption.

Table2-05. Sample Sleep Mode Carrents

XBeo XBeoPRO
Vee (V) sH=1 =] SH=a3 SN=1 [>] Si=45
7630 A <35uA <A <A <A, <B4uA
it A ITmA 38uA 12uA 30uA 37uA
32 A 43uA 40uA 450A 60uA B5uA |
33 101uA 83uA 100uA 130uA 1i5uA 120uA
34 2550A 176uA 240uA 310uA 260uA 2900A

Pin/Host-controlled Sieep Modes

The translent current when waking from pln sleep (SM = 1 or 2) does not exceed the idle current
of the module. The current remps up exponentially to its Idie ¢urrent.
Pln Hibernate (SM = 1)

* Pin/Host-controlled

= Typical power-down current: < 10 pA (@3.0 VCC)
* Wake-up time: 13.2 msec

Pin Hibernate Mode minimizes qulescent power (power consumed when in a state of rest of Inac-
tivity). This mode is voltage level-activated; when Sleep_RQ Is asserted, the module will finish any
transmit, receive or assoclation actlvities, enter Idle Mode and then enter a state of steep. The
module will not respond to either serial or RF activity while In pin sleep.

To wake a sleeping module operating in Pin Hibernate Made, de-assert Sleep_RQ (pin 9). The
module will wake when Sleep_RQ is de-asserted and Is ready to transmit or recelve when the CTS
line Is low. When waking the module, the pln must be de-asserted at least two ‘byte times' after
CTS goes low. This assures that there is time for the data to enter the DI buffer,
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Pin Doze (SM = 2)

» Pin/Host-controfied

» Typical power-down current: < 50 pA

« Wake-up time: 2 msec
Pin Doze Mode functions as does Pin Hibemate Mode; hawever, Pin Doze features faster wake-up
time and higher power consumption.
To wake a sleeping module operating In Pin Doze Mede, de-assert Sieep_RQ (pin 9). The module
will wake when Sleep_RQ Is de-asserted and is ready to transmit or recetve when the CTS line is
tow, When waking the module, the pin must be de-asserted at least two 'byte imes' after CTS
goes low. This assures that there is time for the data to enter the DI buffer.

Cyclic Sieep Modes

Cycllc Sleep Remote (SM = 4)

« Typlcal Power-down Current: < 50 pA (when asleep)

» Wake-up time: 2 msec
The Cyclic Sleep Modes allow madules to perlodically check for RF data. When the SM parameter Is
set to ‘4’, the module is configured to sleep, then wakes once a cycle to check for data from a
module configured as a Cydic Sleep Coordinator {(SM = 0, CE = 1). The Cydlic Sleep Remote sends
a poll request to the coordinator at a specific interval set by the SP (Cyclic Sleep Period) parame-
ter. The coordinator will transmit any queued data addressed to that specific remote upon recelv-
ing the pofl request.
If no data Is queued for the remote, the coordinator will not transmit and the remote will return to
sleep for another cycle. If queued data Is transmitted back to the remote, it will stay awake to
allow for back and forth communication until the ST (Time before Sleep} mer expires.

Also note that CTS will go low each time the remote wakes, allowing for communication Initiated
by the remote host if desired.

Cyclic Sleep Remote with Pin Wake-up (SM = 5)

Use this mode to wake a sleeping remote madule through either the RF interface or by the de-
assertion of Sleep_RQ for event-driven communications. The cyclic sleep mode works as described
abeve (Cyclic Sieep Remote) with the addition of a pin-controiled wake-up at the remete module.
The Sleep_RQ pin Is edge-triggered, not level-triggered. The module will wake when a low is
detected then set CTS low as soon as it is ready to transmit or recelve.

Any activity will reset the ST (Time before Sleep) timer so the module will go back to sleep only
after there Is no activity for the duration of the timer. Once the module wakes (pin-controlled),
further pin activity is ignored. The module transitions back into sleep acoording to the ST time
regardless of the state of the pin.

[Cyclic Sieep Coordinator (SM = 6}]
e Typical aurrent = Recelve current
¢ Always awake

NOTE: The SM=6 parameter value exists solely for backwards compatibility with firmware version
1.x60. If backwards compatibility with the older firmware version Is not required, always use the CE
(Coordinator Enable) command to configure a module as a Coordinator.

This mode configures a module to wake cydlic sleeping remotes through RF interfacing. The Coor-
dinator will accept a message addressed to a specific remote 16 or 64-bit address and hold it in a
buffer untll the remote wakes and sends a poll request. Messages not sent directly (buffered and
requested) are called "Indirect messages®. The Coordinator only queues one indirect message at a
time. The Coordinator will hold the indirect message for a period 2.5 times the sleeping period
indicated by the SP (Cydlic Sleep Period) parameter. The Coordinator's SP parameter should be set
to match the value used by the remotes.
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2.5.4. Command Made

To modify or read RF Module parameters, the module must first enter into Command Mode - a
state In which Incoming characters are Iinterpreted as commands. Two Command Mode options are
supperted: AT Command Mode [refer to section below] and API Command Mode [p52].

AT Command Mode

To Enter AT Command Mode:

Send the 3-character command sequence “+++“ and observe guard times before and after the
command characters. [Refer to the “Default AT Cormmand Mode Sequence” below.}

Default AT Command Mode Sequence (for transition to Command Mode):

* No characters sent for one second [GT (Guard Times) parameter = OX3EB]

« Input three plus characters (" +++") within one secand {CC (Command Sequence Character)
parameter = Ox2B.]

= No characters sent for one second [GT (Guard Times) parameter = Ox3E8]
All of the parameter values In the sequence can be modified to reflect user preferences.

NOTE: Fallure to enter AT Command Mode is most commonly due to baud rate mismatch. Ensure the
‘Baud’ setting on the "PC Settings” tab matches the interface data rate of the RF module. By default,
the BD parameter = 3 (9600 bps).

To Send AT Commands:
Send AT commands and parameters using the syntax shown below.

Figure 2-08. Syntax for sending AT Commands

“AT" + ASCII + Space + Parameter + Carriage
Prefix Command (Optional) (Optional, HEX) Return

l Lﬂ ‘—[——; |

Example: ATDL 1F<CR>

To read a parameter value stored in the RF module’s register, omit the parameter field.

The preceding example would change the RF module Destination Address (Low) to “0x1F~. To store
the new value to non-volatile (long term) memory, subsequently send the WR (Write) command.

For modified parameter values to persist In the module’s registry after a reset, changes must be
saved to non-volatile memory using the WR (Write) Command. Otherwise, parameters are
restored to previously saved values after the module Is reset.

System Response. When a command Is sent to the moduie, the module will parse and execute
the command. Upon successful execution of a command, the module retums an "OK” message. If
execytion of a command results in an error, the module retums an “ERROR” message.

To Exit AT Command Mode:
1. Send the ATCN {Exit Command Mode) command (followed by a carrlage retum).
[OR]

2. Ifno vailld AT Commands are received within the time specified by CT {Command Mode
Timeout) Command, the RF module automatically returns to Idle Made,

For an example of programming the RF module using AT Commands and descriptions of each config-
urable paramater, refer to the RF Module Configuration chapter [p25].
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3. RF Module Configuration

3.1. Programming the RF Module

Refer to the Command Mode section [p24] for more information about entering Command Mode,
sending AT commands and exiting Command Mode. For information regarding module program-
ming using API Mode, refer to the API Operation sectlons [p52].

3.1.1. Programming Examples

Refer to the ‘X-CTU’ sec-
tion of the Develop-
ment Gulde { Appendix

B} for more information

MaxStream

Setup

The programming examples in this section require the Instaliation of MaxStream's X-CTU Soft-
ware and a serlal connection to a PC. (MaxStream stocks RS-232 and USB boards to fadlitate
Interfacing with a PC.)

1. Install MaxStream's X-CTU Software to a PC by double-clicking the "setup_X-CTU.exe" file.
(The file is located on the MaxStream CD and under the “Software® section of the following
web page: www.maxstream.net/support/downloads.php)

2. Mount the RF module to an interface board, then connect the module assembly to a PC,

3. Launch the X-CTU Software and select the 'PC Settings' tab. Verify the baud and parity set-
tings of the Cam Port match those of the RF module,

NOTE: Fatlure to enter AT Command Mode Is most commenly due to baud rate mismatch.

Ensure the *‘Baud’ setting on the ‘PC Settings’ tab matches the Interface data rate of the RF mod-

ule. By default, the BD parameter = 3 {which corresponds to 9600 bps).

Sample Configuration: Modify RF Module Destination Address

Example: Utilize the X-CTU “Terminal” tab to change the RF module's DL {Destination Address
Low) parameter and save the new address to non-volatile memory,

After establishing a serial connection batween the RF module and a PC [refar to the 'Setup’ sec-
tlon above], select the "Terminal” tab of the X-CTU Software and enter the following command
lines {'CR’ stands for carriage return):

Methaod 1 {One line per command)

Send AT Commuand System Response
+++ OK <CR> (Enter Into Command Mode)
ATDL <Enter> {curent value} <CR> (Read Destination A== Lo
ATDL1ACD <Enter> OK <CR> (Modify Destination Address Low)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Made)
Method 2 (Multiple commands on one line)
Send AT Command System Response
+++ OK <CR> (Enter into Command Mode)
ATDL <Enter> {current value} <CR> (Read Destination Address Low)

ATDL1AOD,WR,CN <Enter> 0K, 0K, OK <CR> {Command execution is triggered upon
each Instance of the comma)

Sample Configuration: Restore RF Module Defauits

Example: Utllize the X-CTU “Modem Configuration” tab to restore default parameter values.

After establishing a connection between the module and a PC [refer to the "Setup’ section
above], select the “Modem Cenfiguration” tab of the X-CTU Software,

1. Select the ‘Read’ button.
2. Select the 'Restore’ button.
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3.2. Command Reference Tables

XBee/XBee-PRO RF Modules expect numerical values in hexadecimal. Hexadecdmal values are des-
ignated by a “0x" prefix. Dedmal equivalents are designated by a “d” suffix. Commands are con-
talned within the following command categories (listed in the order that thelr tables appear):

« Special

» Networking & Security
» RF Interfacing

* Sleep (Low Power)

» Serial Interfacing
 1/O Settings

= Diagnostics

s AT Command Qptlons

All modules within a PAN should operate using the same finmware verslon.

Speclal
Table 3-01. XBee-PRO Commands - Special
AT Command
Command | Category Name and Description Parameter Range Dafault
Writo, Write perameter valuos to non-volafile memory so that parameter modifications
WR . persist through subsequert power-up of reset. . R
Spocial Nots: Once WR s ssued, no additional characters should be sent o the module unfl
after the response "0KY" s received.
RE Spedd Restore Defaults. Restore module parameters to factory defaulss. - -
FR{v1.x80% | Speda mﬁwwwmmmmmamm . .
* Firmware version in which the command was first introduced (firmware versions are rumbered in headedmal notation.)
Networking & Security
Table 3-02. _XBee/XBee-PRO Commands - Netwurking & Security (Sub-categaries designated within fbrackets})
AT Command
o 1 | Category Namo and Description Parameter Range Deofault
Newordng | Channel, SeReal the channel rumber used for trensmiling end receiving data | OB - OxIA
CH {Addressing) | between RF modules (uses 802.15.4 protocol channel members). 00 - Oxt7 )0) 0x0C (12d)
Networking | PAN ID. SetRead the PAN (Personal Area Network) (D, 0x3332
1D {Addressing} u@mmmn&ammwm ) 0- GaFFFF {13106d)
Destination Address High. SetiRead the upper 32 bits o the 64-441 destnation
DH WQ}E mmmw@%gwmgwmwwmgumw 0- OFFFFFFFF 0
a 2000
them O FFF. OxD000000000UEFFF f5 the briadcast address or the PAN.
Networking mmm%mmﬂmﬁfmmmm
DL {Addressing) | ransmission. To bl using a 1651 address, set DH parameter fo 2610 and Ditess | 0 OXFFFFTTTF 0
fhan xFFFF. (x000000000000FFFF is fhe bruadeast address for the PAN.
Networking | 16:bit Seuree Address. SeRead tho RF moduie 16-bi souroe address. Sel MY =
tAdireaces | DXFFEF to disatie fecepon of peckels wih 16-5t addresses. 64-bi source address | 0- (FFFF 0
{setial number) and broadcast address (Dx0000000CHO0FFFF) i always enabled _
Networking | Serta) Number High. Read bigh 32 bits of the RF module's unique [EEE 64-Git
S {Addressing} | address. 64-bit saurce address is ahways enabled. 0- OFFFFFFFF freadanly] | Factory-
Networkng | Sestal Number Lowe. Read low 32 bits of the RF module's unique [EEE 646t address.
S {Addressing} | 64-tit source address is always enabled. 0- OKFFFFFFFF [eadonly] | Factory-set
RR(vixAgy) | Networking ﬁﬁmmemm;:&mwmmﬁffmwrmmgmmﬂuh 0-8 0
{Addressing} | 449 15 4 MAC can execute up t 3 retries. ' '
Random Delay Siots. Set/Read the minimum value of the backoff exponent n the
RN m mu%msmummwmmmm 0-3 {exponent] 0
is disabled diring the frst teralion of the zigorithm (802.15.4 - macMinBE).
oy L O,
MM(V1.XB07) | oo ddrmacing} mg@m&ammﬂmmm fend2| 1= aozmﬁh 0
#re srict £02.15.4 modes. 2= B80215.4 {wih ACKs)
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Table 302 XBee/XBee-PRO Commands - Netwarking & Securily {Sub-categories designated within {brackets})

Command m Name and Description Parameter Range Default

Node ldentifier. Stores identifier. The register accepts printable ASCI

Networking dmAmhgmma;lmamcﬂm ?mmmc@mmwm

NI { v1.807) dentfication mmmmwhmmmmmmmh 20-character ASCI! string -
0 } | returned as part of the ND (Node Discover) command. This identfier s also used with

the ON (Destinafion Node) command.

:m%mmmaﬁ%mmmmm

(AT command formaf) - refamﬂawmu'gmmm zﬂm

between Transparent and A1 opergticn).

MY<CR>

ND (v1.x80°) m‘} SL<CR> optional 20-character NI value

NI<CR><CR>

mmammmmwmmhm{:mwmm
(uarﬂagemnn).% aNndeldmﬁﬁerassm hﬂmbzma ondya

NT {v1xAC") Natworking mmmwmm«mammmumm

{identfication) | ofher nodes when using the ND (Node Discover) command. 0x01 - GeFC 0x10
Mnaﬂonmmmm(ﬂodeklmﬁﬁen mammm
following events ocour upon
1. DLm\dDHmwmﬂBadﬁmdﬂammmmmmmm
ON (e | 8 } | 20 e 0-character ASCRistring. | -

3. RF module automatically axits AT Command Mods
If there is no response from a modude within 200 msec or a parameter is not specified
(Reft bienk), the commend is terminatad and an "ERROR’ message is returned.

0-1

CE (1607 m} Coordinator Enable. Set/Read the coordinalor setting. 0=End Doveo o
Scan Channels. SetiRead fist of channels fo scan for 2l Active and Energy Scans asa
bitfield. This affecis scans initiated tn command moda (AS, ED) and during End Device OIFFE
Networing | Assoctation and Coordinator startsp: 0 - OxFFFF o
SC (v1.080°) iy | CA0-O0B  bRA-OAF - bRB-OC3  b12-Oct7 {05 0, 14, 15 not aowed on | (a1 XBee-
{Associafion B21-0OC  bES-Oxi0  bit0-Oxld  biri3-Oxig the XBee-PRO)
bt2-0x0D  bR8-Ox1  BR10-OxI6  bittd-Ox19 Channels)

bit3-0BE  bit7-0x12 b 11-0x16 bit 15 - Ox1A

Scan Duration. SetfRaad tire scan durafion exponent.
End Device - Duration of Active Scan during Association. On beacon system, set SD =
BE of coordinator. SD must be set at least o the highest BE paremeter of any
BemnthwuﬁwhwiﬂtMmEﬂDevbeammmmm
Coordinator - i ' opfion Is st on Coordinator to A2 parameter],
Pmalfwammu?’f%\m Sﬂmwfﬂgwm
8D (v1.807) Networking perform an Energy Scan to determine which channe! it will operate on. 0-0x0F [exponent] 4
{Associafion} | ‘Scan, Time' is measured os (# of channels fo scan) ¢ (2 * SD) * 15.36ms). The number

of channels to scan {s set by fhe SC command. The can scan up to 16 chennels
{SC = 0xFFFF). The XBee can scan up fo 13 channels (SC = 0X3FFE).

 The vaiues below show resulis for a 13 channel scan:

=(, tme=0.18sec SD =8, fme =47.19sac
SD=2 time=074sec SD =10, ime =3.15 min
SD=4,fime=2855ec SD =12, fime= 12568 min
8D =6,ttme=1180sec §D =14, fime = 50.33 min
End Device Assoclation. SelfRead End Device associafion opfions.
bit - ReassignPan(D
0 - Wil only associate with Coondinator operafing on PAN (D that matches modute ID
1 - May essociste with Coordinator operafing on any PAN ID
bt 1 - ReassignChannel
o-mwmwwmmmmmm
1 - May associate with Coonfinator operating on any

Networking bit 2 - AutoAssociate

M (V380 | (association} 0-Devid Wt atompt Ascodton 0- 0xDF pifield] 0

bi 3 - PollCeordOnPinWake

0 - Pin Wake wl not pofl fhe Coonfinator for indirect (pending) data

1 - Pin Wale wfl send Poll Request t Coordinater to extract any pending data
bits 4 - 7 are rsserved
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Command | Category Name and Description Paramstor Range Dafault

1 - Coardinater will perform Active Scan to determine an avatiable ID (PAN ID). fa
PAN ID confiic &5 found, the [0 paremeter will change.
bit §

A2(vt Networking 0 Coordinator wl ot perform Energy Scan to defsrmine troe channe, ttwill operets| 0. 7 el 0
) | associten 0n tho chaswial detannined by the CH )
1- Wﬂmmmmmﬂaﬁmmmwmm

bR 2 - AlowAssociafion -
0 - Coondinator will not allow any devices to associate to it
1 - Cocrdinator will aliow dovices to assodate to it

bits 3 - 7 are reserved

Assoclation Indication. Read esrors with the last association request:
0x00 - Successfil Complefion - Coardinator successiufly started or End Device
associafion complete

0x01 - Active Scan Timeout

0x02 - Active Scan found no PANs

0x03 - Acfive Scan found PAN, but the CoordinatosAllowAssociation bit s not set
W-WMWPMMMWMBMD&@%M

ﬁzmnbemms

0x05 - Active Scan PAN, but fhe Coordinator {D parameter does not match
the ID parameter of the End Device

0x08 - Acfive Scan found PAN, but the Coordinator CH parameter does ot match the

€H parameter of the End Device
Networking Cx07 - Scan Timeout
A (v B0 {Association) 0x08 - start request failed 0 - 0x13 fread-only] -

fafiure
0xJF - Remote Coordinator did not send an ACK after Associzfion Request was sent
Gx10 - Remate Coardinator did not reply to the Association Request, but an ACK was
received efter seading the request

03 - t6d - No longer associated to Goordinator

DA ( v1.5807) Networking Forca Disassoclztion. End Device wil immediately disassociate from a Coordinator (if | i
{Association} associated) and reattempt to associate.

FP(v1.6y) | JEon | Forea Pol Requestndrect messages being hed by  conninator - ]

g MaxStream. © 2006 MaxStream, Inc. 28
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AT
Command

Commantd
Category

Table 3-02. XBee/XBee-FRO Commands - Netwarking & Secarity (Sub-categories designated within {brackets})

Paramater Range

Defauit

AS (v1.x857)

{Association}

Nama and Description
Active Scan. Send Beacon to Broadcast Address (OxFFFF) and Broadcast
Tho parameter determines the time the radio will
Beacons an each channel. A PanDescriptor is created and retumed for every
Beacon received from the scan. Each PanDescriptor contains the following information:
CoordAddress (SH, SL}<CR>
CoomdPen!D (ID

RSSi<CR> (RSS! is retumed as -dBm)

W(abym)
Awﬂag:fmmhmmﬂmaﬂd;nmw%fﬁm%mah
capahle of retuming up to 5 PanDescriptors in & scan. The actual scan time on
channe! is measured as Time = [{2 450 PARAM) * 15.36] ms. Nat the totel scan time Is
this time muffipfied by the number of channels to be scanned (18 for the XBee and 13
for the XBee-PRO). Also refer to SD command descripfion.

€D (v1.x807)

Networking
{Associetion}

Energy Scan. Send an Energy Detact Scan. This parameter determines the length of
scan on each channiel, The maximal energy on each channel s refumed & sach value
is followeed by a carriage retum. An addifional carriage retum is sent at the end of the
commend. The values retumed the detectad energy leve! in unis of -dBm.
The actual scan tme on gach channel Is measured as Time = [(2 *ED) * 15.36] ma.
Note the tolal scan time Is this §me multiplied by the number of channels to be scanned
(refer to SD parameterj.

EE (v1.XAQ")

Networking
{Seurity}

AES Encryption Enable. DisableiEnable 128-bit AES encryption support. Use in
confunciion with the KY cormmand.

0-1

0 (disaled)

KY (v1.%A0%)

Networking
{Seourily}

Setthe 128-bit AES (Advanced Encryplion Standard) key for
ermmugmmmmmmwm et

0 - (any 16-Byte vakua)

* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)

RF Interfacing

Table 3-03. XBee/XBee-PRO Commands - RF Interfacing

AT
Command

Command
Category

Name and Dascription

Paramseter Rango

Default

PL

RF Intefacing

Powar Level. SelectRead the power level 2t which the RF modte transmits conducted

power.
NOTE: XBee-PRO RF Modules optimized for use in Japan contain frmware fhat fmits
ﬂxedatfﬂowrmm 10 dBm. if PL=4 (defal), the maximum power oufput lovel I

0- 4 (Bee  XBeePRO)
0= -10/10&Bm
1= §/12dBm
2= 4/14dBm

= -2/16dBm

= 0/18dBm

CA (v1.0807)

RF Intertacing

CCA Thresheld. Set/read the CCA (Clear Channel Assessment) threshold. Prior to
transmilting a packel, a CCAis to delect energy on e channel. if the
detected energy is above the Threshold, the module will not transmit the packet.

0 - 050 [-dBm]

02C
(-44d dBm)

* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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Sleep (Low Power)
Table 3-04. XBee/XBee-PRO Commands - Sleep (Low Power)

AT Command
& 1 | Category Name and Description Parameter Range Deofautt
‘bl
4 = Pn Bt
2= Pin Doze
e
M B Powes) | Sioep Mode. NonBeacon imnvare> SetRead Sieep Mods cnfiurations 5 - Cocto loch 0
6. S Cooningtn o
" bacwards
v vix8 only; ctherwise,
use CE command,
Time before Sieep. <NonBeacon firmware> Sei/Read fime pesiod of inaciivily {no
sedaluRFdahhmmeua\ed)hehaanﬁvaﬁmSeepMSTpmmegeu
only valid with Cyelic Sleep seffings (SM =4 - 5). Ox1388
ST (Low Power) Coordinator and End Device ST values must be equal. 1 - 0xFFFF {x 1 ms] (5000d)
mmmmmmmmmmmmﬁm(ﬂevm
the canfiguration vl render the modude unable to enter into command mode.) if the ST
parameter is modified, also modily the GT parameter accordingly,
Cyclic Sleep <NonBeacon fimware> SetRead period for sleeping
Wmmmwmmmmmﬁm
Direct Messages, sat SP =0,
8P Sieep End Device - 8P defermines the for remotes. Maxdimumn 0 - 0x68B0 [x 10 ms] a
Coortfinator - If non-zero, SP determines the tme to hoid an indirect befare
diseerding it. A Coordinator wi discard indirect messages after a period of (2.5 * SP).
Disassociated Cyclie Sleep Period. <NonBeacon fimrware>
End Device - SetiRead ime period of sleep for sleeping remotes that are
DP (1.80% Sieep umﬂmedfmkssudaﬁmmtmnu to a Coordinator. (Le. [ a device is 1 - 0xB3B0 [« 10 ms) Ox3E8
{ (Low Power) m#uedasa@dhﬁeepmmwdoesmmda (1000d)
Wﬂinatw&wﬂlsbepfa fime before reattempting association.) Mzdram sleep
period is 268 seconds (0xB8B0). DP should be > 0 for NonBeacun systems.
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
Serial Interfacing
Table 3-05. XBee-PRO Commands - Serial Interfacing
AT Caommand
o 1 | Gategory Name and Description Parameter Rango Default
U-7 (Smdard baud (@8s)
0= 1200 bys
1= 2400
Interface Data Rate. SeiRead the serial interface data rate for communicafions 3=
80 Serial between the RF module serial port and host. 4= 19200 3
Interfacing Request non-standard baud rates with values above 0xBO using a terminal window. 5= 33400
Read the BD register to find actial baud rate achieved. 6 =57600
7=115200
0xB0 - 0x1C200
{non-standard baud rates) L
Serigl | Packetization Timeout SetRead number of character Emes of infer-character delay
RO Interfacing required before transmission. Set to 2eso fo tremsmit characters as they anive instead of | 0 - OxFF ix character fimes] | 3
huffering them Info one RF packet.
0-2
s =
AP (v1.xB0%) Interfacing AP Enahle, Disable/Enabie APl Mode. 2 = APl enabled 0
{wiescaped contral
characters)
[] infernal resistor status
for [0 fines il puap
Bitfield Map:
hito- AMDIO! 11)
| EEEE
PR (v1x80%) it 3 - ADYDIO1 0-0xFF FF
ifertacig bit 4 - ADQ / DIOO
bit 5- RT3 /ADG / (pxms
bit 6 -DTR/SLEEP_RQ/DI8
bit 7 - BINCONFIG (pin3)
Bif set to “1” specifies pull-up enabled; 0" specifies no pull-up

* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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1I/0 Settings
Table 3-06, XBee PRO Commands - IfO Settings (sub-category desipnated within [brackets})
AT Command
C i | cat Name and Description Parameter Range Defauit
0.1
08 UOSetings | DI Configuration. SelectRead options for fhe D8 line (pin 8) of the RF modue. - Disched 0
(12485 n/)
0-1
4 = 78 Fow Contra
07 (a8 |80 DIO Configuration. SRz sfngs o 03 DICY 0 (s 12)f o R mocite| 52 €73 .
( Sefings | Opsions tnclude CTS ow conirol and L fins seifings. 3-{we)
4=00 low
5 = DO high
0-1
2=RI'Sﬂwm1tmI
D108 Configuration, SelectRead mu&ammmmmmmnrmm. :
D6 (v1 4O 2= 0
(A80) [ HOSetings | Oytions Include RTS fiow corrol and $0 fine selfings. 2-{va)
4=00ow
§=DOhigh
0-1
0 = Disabled
D308 Configuration. Cofurs st b 10 DIOS [no (i 15)cf o R mocid. | 1= Assoitdndator |

D5 (VX80 | VO Setings mmm@mm associated) and O lne

w
u
82

4=DOlow
5= DO high
0-1
104D SeloctRen slings fortho following Enes: ADUIDIOO. | 12 ()
?,23331 VO Settings &m),mmlm 18), AD2DIO? (gin 18), ADSDIOS (gin 173, ADADIOA (s 11). g ) 0
Options inclide; Analog-to-digital converter, Digital input and Digital Output =00
6= DO high
Output 0-1
1o Enahta, Disables/Enables VO data received to be sent out UART. The data -
W(AXAD) | UOSalings | 1y cont sing an API frame regardiess of the cumrent AP parameter value. 0 = Disable 1
Samples before TX. SetRead fhe number of samples to collect before transmiting
T(AxAF) 1 VOSelings | 4ot Maximum number of sampies s dependent upon the number of enabled inputs. | 1~ ¢ T 1

SWIAP | UOSetings | FOrShSumple. o read off enablod nuts (Dl o ADC). Data s etumed rough | e ert 85t biftmap (each

the UART. fl n nputs are defined (DI or ADC), this command wii retum efrer. Mm;”mmmw .
OloA0Y | ¥0 Setings mmﬁmmmﬁmmmmmommammm ) )
Enablex/Disables the of the ciiange detect feature on .

C(VIxAD) | VO Seftings s ETHadmgelsdeteded, Wi DO datacrly Ary | 0- O ] 0 (disabted)
Wmmmwmmmm '
[R(A2AD) | VO Settings mmwmmmmmmm 0- OFFFF 1 ] 0
0-1 R
AV (VLxAD" | VO Selfings ADC Voitage Referente. <XBee-PRO only> Set/Read ADC reference voltage swilch. 2=VIEFpIn 0

o Input Address. SeiiRead addresses of modula to which oufpuls are bound. Selting OXFFFFFFF
1A (v1xADY) Lie mmnmmmmmmmmmmmm 0 - OXFFFFFFFFFFFFFFFF FEFFFFFFF
address to 0xFFFF will alow any received UQ packet to charge outputs.

™-717 VO Settings mﬂgpm mmmmuw(@mmﬁ%w

- anon-

meamggm defout lovel, a timer ks started which when expired wil set the output to i default leves, | © - OXFF [x 100 ms] OFF
Tho fimer s reset when a valid O packet s recefved.

PO /o PWMD Configuration. SelectRead function for FWMO pin. 4= Disabiod 1
2= PWWM Output
0-2
P1 (v1xADY Egem’o PWM1 Configuration. SelectRead function for PW1 pin. 3:&%’“ 0
MO (i) | {2 Setinge {0 | puiiao OutputLovel SetRed the PHMO oupat vl 0-0:03FF -

3 MaxStraar. © 2006 MaxStream, Inc. 31
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Table 3-06. XBee-FRO Cammands - /O Settings (sub-category designated within {brackets})
*

AT Command N
Command | Category and Description Parameter Range Defautlt
M1 {1.2A0 mm& PWI1 Output Level, SelfRead the PWN autputlevel. 0- OX03FF .
st 0| P S e e A
a non-2emn , 8
PT (/1A Llnerlngo mvimsaﬂnmmmm.mmnabmmammmis 0- OxFF x 100 ms) &F
RP mmo mmm m san&y bt oo | 0- OXFF 100 o8
on - ms
Line m&amamwmmmeﬂg orde 100ms] wl
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
Diagnostics
Table 3-07. XBeeIXBee—PROCommands-Diaﬁmaﬂcs
AT Command
Command | Gat Nameo and Description Parameter Range Dafault
VR Diagnostics Firmware Verston. Read firmware version of the RF module. 0 - OxFFFF [read-only] Faclory-set
. Firmweare Version - Verbose. Read detalod version information (including application
VLABT) | Diagnosics | 1 g gt MAG, PHY and booicader versions). . :
HV (vix80?) | Diagnostics Hardware Verslan. Read hardware version of the RF module. 0 - OxFFFF [read-ony] Factory-set
Recelved MIMdB]dlast received
DB Diagnostics mmnm‘i{g&ﬂ e Roporid vaols | 0- 0484 peaony] .
acourate between 40 dBm and
m Increments tmmuﬂapmkabwmm
EC(1x607) | Diagnostiss | yotorted energy above the CCA fhreshold level st with CA commend, Thiscount | 0~ OFTTT -
saturates at its maximum vaiue. Set count to *07 to reset count.
WMmmmmmm wmmm%
an
EA(LaBC) | Diagnostics | o g packet transrrission. This count saturates at ts maximum valiue. Set the parameter | 0 - OFFFT -
to *0” to reset count
Energy Scan. Send Energy Detect Scan’. ED parameter datenmines the length of scan
an each channel. The maximal energy on each channg! l9 relumed and each value is
ED(v1x80%} | Diagnosfics followed by a camiage retum. Values relurned reprasent defected energy levals inunfts | 0-6 -
of -dBm. Actual scan fimee gn each channel is measyred as Time = 2 * SD) * 15.36]
ms. Total scan tme ig this fme muifiphed by the number of channels to be scanned.
* Flrmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
AT Command Options
Table 3-88. XBee/XBee-PRO Commands - AT Command Options
AT Command
c 1 | Gategory Nama and Description Parameter Range Default
Command Mode Timeout. SctRead the period of ingeivily (no valid commands
cr m received) after which fhe RF module sutsmatically exits TcSmmmIMemd 2- OXFFFF [x 100 ms)] 0x64 {100d)
retums to kile Mode.
N fm Exit Command Bod. Explicity exit the modude from AT Command Mode. - -
AC (v1XAD") W mw.mmdmbmmmammﬁ- _ ~
Guard Times. Set of sllence before and after the Command Sequence T
AT Commend [y <12:]
GT Characters of the AT Mode Sequence (GT+ CC + GT). The period of siience | 2 - 0x0CE4 [x 1 ms}
Mado Optis | B T vtont oo o AT Command Motk [ (1000d)
Command Sequence Character, SetfRead tho ASCII character value to be used
cc m between Guard Times of fhe AT Command Made (GT4CCHGT). The AT | 0-OXFF ?ﬁscm
Command Mode Sequence enfers fha RF module into AT Command Mode.

* Firmware version in which the command wes first introduced (firmware versions are numbered in hexadecimal notation.)
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3.3. Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories are desig-
nated within "< >" symbals that follow each command title. XBee/XBee-PRO RF Modules expect
parameter values in hexadecimal (designated by the "0x°® prefix).

All modules operating within the same network should contain the same firnware version.

Al (End Device Assoclation) Command

<Networking {Assocdlation}> The Al command Is

used to set and read association options for an
End Device.

Use the table below to determine End Device
behavior in relation to the A1 parameter.

AT Command: ATAI

Parameter Range: 0 - OxOF [bitfleld]

Default Parameter Value: 0

Related Commands: [D (PAN 1D), NI (Node
Identifier), CH (Channel), CE (Coordinator
Enable), A2 (Coordinator Association)

Minimum Firmware Version Required: v1.x8§0

Bit number End Device Assoclation Option
. Pl 0 - Wall only associate with Coordinator operating an PAN 1D that matches Node idenfifier
Reassign 1 - May associate with Coontinator operating on any PAN ID
0 - Wil only associate with Coortinator operaing on Channel that matches CH sefing
1- ReassignChannet 1 - May associate with Coordinator operating on any Channel
0 - Device will not attempt Assodiztion
2 - AltoAssociate 1 - Device Association unfll success

aflempls
Note: This bit és used only for Non-Beacon End Devices i st
tnamly systems. in a Beaconing system

3- PollCoordOnPinWake

0 - Pin Wake wil not poll the Coordinator for pending (indirec!) Data

1 - Pin Wake will sond Poll Request to Coordinator to extract any pending data

4-7

{reserved)

A2 (Coordinator Association) Command

<Networking {Assoclation}> The A2 command Is

AT Command: ATA2

used to set and read assodation options of the
Coordinator,

Use the table below to determine Coordinator
behavior in relation to the A2 parameter.

Parameter Range: 0 - 7 [bitfield]

Default Parameter Value: 0

Related Commands: ID (PAN 1D), ] {Moda
tdentifler), CH (Channel), CE {Coordinator

Enable), Al (End Device Association), AS
Active Scan), ED (Energy Scan)

Minimum Firmware Version Reguired v1.x80

Bit number

End Device Assoclation Option

0 - ReassignPaniD

Wﬂmmmsﬂmmmmn&mmmm

1 - Coordinator will perform Acfive Scan to determine an available D (PAN (D). if a PAN ID
corlict is found, the ID paremeter will change.

1- ReassignChannel

D-WWMWMWNWMME!BW tho
channe! determined by the CH parameter. *

1 - Coordinetor will perform Energy Scan to find a free channel, then operate on that chammel.

2 - MlowAssociate

0 - Coordingtor will not allow any devices to associate to it

1 - Coordinator will allow devices to associate to it

3-7

[reserved]

The binary equivalent of the defoult value (0x06) is 00000110, ‘Bit Qois the last digit of the sequence.

g Max5Stream - © 2006 MaxStream, Inc.
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AC (Apply Changes) Command

<AT Command Mode Options> The AC command AT Command: ATAC
Is used to explicitly apply changes to module

parameter values. ‘Applying changes’ means that Minimum Firmware Version Required: v1.xAQ
the madule is re-initialized based on changes

made to its parameter values. Once changes are applied, the module Immediately operates
according to the new parameter values.

This behavior is in contrast to issuing the WR (Write) command. The WR command saves parame-
ter values to non-volatite memory, but the module still operates according to previously saved val-
ues untll the module fs re-booted or the CN (Exit AT Command Mode) command is Issued.

Refer to the “AT Command - Queue Parameter Value” APl type for more information.

Al (Assoclation Indication) Command

MaxStream

<Networking {Assoclation}> The Al command is .

used to indicate occurrences of errors during the AT Command: ATA

last assoclation request. Parameter Range: 0 - 0x13 [read-only]

Use the table below to determine meaning of the :Eh&d (c&?nﬁﬁdzn‘mexmm;)ﬁD&N

retumed values, Device Assoclation), A2 (Coordinator
Assoclation), CE (Coordinator Enable)

Minimum Firmware Verston Required: v1.x80

"Retumed Value (Hex) | Assoclaion indication

0x01 Active Scan Timeout

0x02 Active Scan found no PANs

0x03 Active Scan found PAN, but the Coordinator Aliow Associafion bit is not set

0x04 Active Scan found PAN, but Coordinalor and End Device are not configured fo support beacons

0x05 Aclive Scan found PAN, but Coordinator ID {PAN ID) valve does not match the ID of the End Device

006 Active Scen found PAN, but Cocrdinator CH (Channel) value does not match the CH of the End Device

007 Enengy Scan Timeout

Ox08 Coordinator start request fafled

0x09 Coordinator could not start due to invelid Parameter

Ox0A Coordinator Realignment is In progress

0x0B Association Request not sent

01 Association Reguestiimed ouf - no reply was recefved T

0D Associafion Request had an Invalid Paremeter o

ODE Associafion Requast Channet Access Fallure - Request was no! transmifted - CCA failure

Ox0F Remote Coordinator did not send an ACK after Association Request was sent ¥4 T

ax10 Remaote Coordinafor did nof reply (o the Associaion Request, bul an ACK was received
after sending the request

[ {reserved] i ) ]

Ox12 Syno-Loss - Lost synchronization with a Beaconing Coordinator

Oxt3 Disassociated - No longer essociated to Coordinator

© 2006 MaxStream, Inc. 34
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AP (API Enable) Command

«<Serial Interfacing> The AP command is used to .
enable the RF module to operate using a frame- AT Command: ATAP
based API instead of using the default Transpar- _Parameter Range:0 - 2

ent (UART) mode. Parameter Configuration
o Disabled
(Transparent operation)
1 AP1 enabled
2 APl enabled
(with escaped characters)
Defauit Parameter Value:0

Minimum Firmware Version Required: v1.x80

Refer to the APl Operation section when APl operation is enabled (AP = 1 or 2).

AS (Actlve Scan) Command

<AT Command Made Options> The AS command
A : AT

is used to send a Beacon Request to a Broadcast T Command: A .AS

Address (OXFFFF) and Broadcast PAN (OXFFFF) on _Parameter Range: 0 - 6

every channel. The parameter determines the Related Command: SD {Scan Duration), DL

amount of time the RF module will listen for Bea- (Destination Low Address), DH (Destination

cons on each channel. A ‘PanDescriptor’ is created _High Address), ID (PAN D), CH (Channel)

and returned for every Beacon received from the Minimum Firmware Version Required: vi.x80

scan. Each PanDescriptor contalns the following

information:

CoardAddress (SH + SL parameters)<CR>
CoordPanID (ID parameter)<CR>
CoordAddrMode <CR>

0x02 = 16-bit Short Address

Ox03 = 64-bit Long Address
Channel (CH parameter) <CR>
SecurityUse<CR>
ACLEntry<CR>
SecurityFallure<CR>
SuperFrameSpec<CR> (2 bytes):

bit 15 - AssoclaHon Permitted (MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved )

bit 12 - Battery Life Extenslon

bits 8-11 - Final CAP Siot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order
GtsPermit<CR>
RSSI<CR> (- RSSI Is retumed as -dBm)
TimeStamp<CR> (3 bytes)
<CR> (A carriage retum <CR> Is sent at the end of the AS command.

The Active Scan Is capable of returmning up to 5 PanDescriptors In a scan. The actuat scan time on
each channel s measured as Time = [(2 ~ (SD Parameter)) * 15.36] ms. Total scan time (s this
time muitiplled by the number of channels to be scanned (16 for the XBee, 12 for the XBee-PRO).

NOTE: Refer the scan table in the SD description to determine scan times. if using APl Mode, Ro
<CR>'s are returned in the response. Refer to the APl Mode Operation section.

3 MaxStrearrnn. © 2006 MaxStream, Inc. 35
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AV (ADC Voitage Reference) Command

«<Serial Interfadng> The AV command is used to
set/read the ADC reference voltage switch. The
XBee-PRO has an ADC voltage reference switch
whieh allows the module to select between an on-
board voitage reference or to use the VREF pin on
the connector.

This command only applies to XBee-PRO RF Mod-
ules and will return ermor on an XBee RF Module.

BD (Interface Data Rate) Command

AT Command: ATAV

Parameter Range:0 - 1

Parameter Configuration
o VREF Pin
1 Internal (on-board
reference - VCC)

Default Parameter Value:0

Minimum Flrmware Version Required: v1.xAQ

«Serial Interfadng> The BD command Is used to
set and read the serial Interface data rate used
between the RF module and host. This parameter
determines the rate at which serial data is sent to
the module from the host. Modified interface data
rates do not take effect until the CN (Exit AT Com-
mand Mode)} command Is Issued and the system
retums the ‘OK’' response.

When parameters 0-7 are sent to the module, the
respective Interface data rates are used (as
shown in the table on the right).

The RF data rate Is not affected by the BD param-
ater. If the interface data rate is set higher than
the RF data rate, a flow control configuration may
need to be implemented.

Non-standard Interface Data Rates:

AT Command: ATBD

Parameter Range:0 — 7 (standard rates)
0x80-0x1C200 (non-stndard rates)

Parameter Conflguration (bps)
0 1200
1 2400
2 4800
3 9600
4 19200
5 38400
6 57600
7 115200

Default Parameter Value:3

Any value above 0x07 will be Interpreted as an actual baud rate. When a value above 0x07 Is sent,
the dosest interface data rate represented by the number Is stored in the BD register. For exam-
ple, a rate of 19200 bps can be set by sending the following command line "ATBD4B00". NOTE:
When using MaxStream’s X-CTU Software, non-standard Interface data rates can only be set and
read using the X-CTU ‘Terminal’ tab. Non-standard rates are not accessible through the ‘Modem
Configuration’ tab.

When the BD command is sent with a non-standard interface data rate, the UART wili adjust to
accommodate the requested interface rate. In most cases, the clock resolution will cause the
stored BD parameter to vary from the parameter that was sent (refer to the table below). Reading
the BD command (send "ATBD" cornmand without an assodiated parameter value) will return the
value actually stored in the module’s BD register.

Parameters Sent Versus Parameters Stored

BD Paramater Sent (HEX) Interface Data Rate (bps) BD Parameter Stored (HEX)
0 1200 0
4 19,200 4
7 115,200 7 i
1€ 300 18
1200 115,200 18207
CA (CCA Threshold) Command

<RF Interfacing> CA command Is used to set and
read CCA (Clear Channel Assessment) thresholds.

Prior to transmitting a packet, a CCA is performed
to detect energy on the transmit channel. If the
detected energy 1s above the CCA Threshold, the
RF module will not transmit the packet.

AT Command: ATCA
parameter Range: 0 - 0%50 [-dBm)}

Default Parameter Value: 0x2C
(-44 decimal dBm)

Minimum Flrmware Version Required: v1.x80
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CC (Command Sequence Character) Command

<AT Command Mode Options> The CC command
Is used to set and read the ASCII character used
between guard times of the AT Commang Mode
Sequence (GT + CC + GT). This sequence enters
the RF module Into AT Command Mode so that
data entering the module from the hast Is recog-
nized as commands Instead of payload.

AT Command: ATCC

Parameter Range: 0 - OxFF

Default Parameter Value: 0x2B (ASCIl *+7)

Related Command: GT (Guard Timaes)

The AT Command Sequence Is explained further in the AT Command Mode section,

CE (Coordinator Enable) Command

<Serial Interfacing> The CE command is used to
set and read the behavior (End Device vs. Coordi-
nator) of the RF modute.

CH (Channel) Command

AT Command: ATCE

Parameter Range:0 - 1

Parameter Configuration
0 End Device
| Coordinator

Default Parameter Value:0

Minimum Firmware Version Required: v1.x80

<Networking {Addressing}> The CH command is
used to set/read the operating channel on which
RF connections are made hetween RF modules.
The channel is one of three addressing options
available to the module. The other aptions are the
PAN ID (1D command) and destination addresses
(DL & DH commands).

In order for modules to communicate with each

AT Command: ATCH

Parameter Range: 0x0B - Ox1A (XBee)
OX0C -~ Ox17 (XBee-PRO)

Default Parameter Value: 0x0C (12 decimal)

Retated Commands: ID (PAN ID), DL
(Destinatlon Address Low, DH (Destination
Address High)

ather, the modules must share the same channel number. Different channels can be used to pre-
vent modules In one network from listening to tansmissions of another. Adjacent channel rejec-

tion is 23 dB.

The module uses channel numbers of the 802.15.4 standard.

Center Frequency = 2.405 + (CH - 11d) * 5 MHz

(d = dedimal)

Refer to the XBee/XBee~-PRO Addressing section for more information.

CN (Exit Command Mode) Command

<AT Command Mode Options> The CN command
is used to explicitly exit the RF module from AT
Command Mode,

CT (Command Mode Timeout) Command

AT Command: ATCN

<AT Command Mcde Optlons> The CT command
is used to set and read the amount of inactive
time that elapses before the RF module automati-
cally exits from AT Command Mode and retumns to
Idie Mode.

Use the CN (Bxit Command Mode) command to
exit AT Command Mode manuaily.

MaxStream. © 2006 MaxStream, Inc.

AT Command: ATCT

Parameter Range:2 - OxXFFFF
{x 100 milliseconds])

Default Parameter Value: 0x64 (100 decimal
(which equals 10 decimal seconds)

Number of bytes retumed: 2

Related Command: CN (Exit Command Maode)
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D0 - D4 (DIOn Configuration) Commands

<I/O Settings> The D0, D1, D2, D3 and D4 com-
mands are used to select/read the behavior of
thelr respective AD/DIO lines (pins 20, 19, 18, 17
and 11 respectively).
Options include:

* Analog-to-digital converter

» Digital input

= Digital output

DS (DIOS Configuration) Command

AT Commands:
ATDO, ATD1, ATD2, ATD3, ATD4

Parameter Range:0 - 5

Parameter Conflguration

0 Disabled

1 nfa

2 ADC

3 ol

4 DO low

5 DO high

Default Parameter Value:0

Minimum Firmware Yersion Required: 1.x.A0

<1/0 Settings> The D5 command Is used to
select/read the behavior of the DIOS line (pin 15).

Options include:

¢ Assoclated Indicator (LED blinks when the
maodule Is assodated)

* Analog-to-digital converter
» Digital Input
» Digital output

D6 (DIOSG Conflguration) Command

AT Command: ATDS

Parameter Range:0 - 5

Parameter Configuration
o Disabled
1 Assocjated Indicator
2 ADC
3 Dl
4 DO low
] ’ DO high

Defauit Parameter Value:1

Parameters 2-5 supported as of firmware
version 1.xAQ

<I/O Settings> The D6 command Is used to
select/read the behavior of the DIO6 line (pin 16).
Options include:

* RTS flow control

s Analog-to-digital converter

« Digital input

« Digital output

MaxStream . © 2006 MaxStream, Inc.

AT Command: ATD6

Parameter Range:0 - S

Parameter Configuration
0 Disabted
1 RTS Flow Control
2 Cws
3 Dl
9 DO low
5 DO high

Default Parameter Value:0

Parameters 3-5 supported as of firmware
version 1.xA0
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D7 (D107 Configuration) Command

<I/O Settings> The D7 command s used to
select/read the behavior of the DIO7 line (pin 12).
Options Include:

s CTS flow control

« Analog-to-digital converter

» Digital input

= Digttal output

D8 (018 Configuration) Command

AT Command: ATD7

Parameter Range:0 - 5

Parameter Conftguration
0 Disabled
1 CTS Flow Control
2 nja
3 DI
4 DO low
5 DO high

Default Parameter Value:1

Parameters 3-5 supported as of firmware

version 1.X.A0

<IfO Settings> The D8 command is used to
select/read the behavior of the DI8 line (pin 9).
This command enables configuring the pin to
function as a digital input. This line Is also used
with Pin Sleep.

DA (Force Disassoclation) Command

AT Command: ATD8

Parameter Range:0 - 5

(1,2,4&5n/a)

Parameter Configuration
0 Disabled
3 DI
Default Parameter Value:0 o

Minimum Firmware Version Required: 1.xAQ

«<(Speclal)> The DA command Is used to Immaedi-
ately disassodate an End Device from a Coordi-
nator and reattempt to assoclate.

DB (Racelived Slgnal Strength) Command

AT Command: ATDA

Minimum Firmware Version Required: vl .x80

<Diagnostics> DB parameter Is used to read the
recelved signal strength (in dBm) of the last RF
packet recelved. Reported values are accurate

between -40 dBm and the RF module's receiver sensitivity.

AT Command: ATDB

Parameter Range: 0 - 0x64 [read-only]

.

Absolute values are reported. For example: 0x58 = -88 d8m (decimal). If no packets have been
recelved (since last reset, power cycle or sleep event), “0” will be reported.

DH (Destinatian Address High) Command

<Networking {Addressing}> The DH command Is
used to set and read the upper 32 bits of the RF
module's 64-bit destination address. When com-
bined with the DL (Destination Address Low)
parameter, it defines the destination address used
for transmisslon.

An module will only communicate with other
modules having the same channel (CH parame-

AT Command; ATDH

Parameter Range: 0 - OXFFFFFFFF

Default Parameter Value: 0

Related Commands: DL (Destination Address
Low), CH (Channel), ID (PAN VID), MY (Source
Address)

ter), PAN 1D (ID parameter) and destination address

(DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
OxFFFF, Ox000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/XBee-PRO Addressing section far more Information.

3 MaxStrearni. © 2006 MaxStream, Inc.
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DL ({Destination Address Low) Command

<Networking {Addressing}> The DL command is
used to set and read the lower 32 bits of the RF
module's 64-bit destination address. When com-
bined with the DH (Destination Address High)
parameter, it defines the destination address used
for transmission.

A module will only communicate with other mod-
ules having the same channe! (CH parameter),

AT Command: ATDL

Parameter Range: 0 - OxFFFFFFFF

Default Parameter Value: 0

Related Commands: DH (Destination Address
High), CH (Channef), ID (PAN VID), MY (Source
Address)

PAN ID (ID parameter) and destination address (DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
OxFFFF. 0x000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/XBee-PRO Addressing section for more information.

DN (Destination Node) Command

<Networking {Identification} > The DN command
Is used to resolve a NI (Node ldentifler) string to
a physlcal address. The following events occur
upon successful command execution:

1. DL and DH are set to the address of the
module with the matching NI (Node Identifier).
2. ‘0K’ Is retumed.

AT Command: ATDN

Parameter Range: 20-character ASCl| String

Minimum Firmware Version Required: v1.x80

3. RF module automatically exits AT Command Mode.

If there Is no response from a modem within 200 msec or a parameter is not spedified (left blank),
the command is terminated and an ‘ERROR’ message is returned.

DP (Disassociation Cyclic Sleep Period} Command

<Sieep Mode (Low Power)>

End Device - The DP command Is used to set and
read the time period of sleep for cyclic sleeping
remotes that are configured for Association but
are not assodated to a Coordinator. (l.e. Ifa
device Is configured to associate, configured as a
Cydic Sleep remote, but does not find a Coordl-
nator; it will sleep for DP time before reattempt-
ing assodation.) Maximum sleep period is 268

AT Command: ATDP

Parameter Range: 1 - Ox6880
[x 10 milliseconds]

Defauilt Parameter Value:0x3E8
{1000 decima)

Related Commands: SM (Sleep Made), SP
{Cyclic Sieep Period), ST (Time before Sieep)

Minimum Firmware Version Required: v1.x80

seconds (0x68B0). DP should be > 0 for NonBeacon systems.

EA (ACK Failures) Command

<Diagnaostics> The EA command is used to reset
and read the count of ACK (acknowledgement)
failures, This parameter value increments when
the module expires its transmission retries with-
out receiving an ACK on a packet transmission.
This count saturates at its maximum value.

Set the parameter to 0~ to reset count.

trearm - © 2006 MaxStream, Inc.

AT Command: ATEA
Parameter Range:0 — OXFFFF
Minimum Firmware Version Required: v1.x80
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EC {(CCA Fallures) Command

<Diagnostics> The EC command is used to read
and reset the count of CCA (Clear Channel
Assessment) failures, This parameter value incre-
ments when the RF module does not transmit a
packet due to the detection of energy that Is
above the CCA threshold level {set with CA com-
mand). This count saturates at its maximum value.

Set the EC parameter o 0" to reset count.

ED (Energy Scan) Command

AT Command: ATEC

Parameter Range:0 - OxFFFF

Related Command: CA (CCA Threshold)

Minimum Firmware Version Required: v1.x80

<Networking {Assoclation}> The ED command is
used to send an “Energy Detect Scan”. This
parameter determines the length of scan on each
channel. The maxima! energy on each channel Is
retumed and each value is followed by a carriage
return. An additional carriage retumn is sent at the
end of the command.

AT Command: ATED

Parameter Range:0 - 6

Refated Command: SD (Scan Duration), SC
(Scan Channel)

Minimum Firmware Version Required: v1,x30

The values retumed represent the detected energy level In units of -dBm. The actual scan time on
each channe! is measured as Time = [(2 ~ ED PARAM) * 15.36] ms.

Note: Total scan time is this time multiplied by the number of channels to be scanned. Also refer to
the SD (Scan Duration) table. Use the SC (Scan Channel) command to choose which channels to scan.

EE (AES Encryption Enable) Command

<Networking {Security}> The EE command is
used to set/read the parameter that disables/
enables 128-bit AES encryption.

The XBee/XBee-PRO firmware uses the 802.15.4
Default Security protocol and uses AES encryption
with a 128-bit key. AES encryption dictates that
all modules In the network use the same key and
the maximum RF packet size is 95 Bytes.

When encryption is enabled, the module will
aiways use Its 64-bit long address as the source
address for RF packets. This does not affect haw

AT Command: ATEE

Parameter Range:0 - |
Parameter Conflguration
0 I Disabled
1 Enabled

Default Parameter Value:0

Related Commands: KY (Encryption Key), AP
(APl Enable), MM (MAC Mode)

Minimum Firmware Version Red'ﬁired: v1.xAD

the MY (Source Address), DH (Destination Address High) and DL (Destination Address Low)

parameters work

If MM (MAC Mode) > 0 and AP (API Enable) parameter > 0:
With encryption enabled and a 16-bit short address set, recelving modules will only be able to
issue RX (Receive) 64-bit indicators. This is not an issue when MM = 0.

if a module with a non-matching key detects RF data, but has an incorrect key: When encryptlon is
enabled, non-encrypted RF packets received will be reJected and will not be sent out the UART,

Transparent Operation --> All RF packets are sent encrypted If the key s set.
API Operation --> Receive frames use an option bit to indicate that the packet was enaypted.

FP (Force Poll) Command

<Netwoarking (Assoclation)> The FP command Is
used to request indirect messages being held by
a Coordinator.

MaxStream- © 2006 MaxStrean, Inc.

AT Command: ATFP

Minimum Firmware Version Required: v1.x80
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FR (Software Reset) Command

<Spedai> The FR command is used to force a
software reset on the RF module. The reset simu-
lates powering off and then on agaln the module.

GT (Guard Times) Command

AT Command: ATFR

Minimum Firmware Version Requlred: v1.x80

<AT Command Mode Options> GT Command Is
used to set the DI (data in from host) time-of-
sllence that surmounds the AT command sequence
character (CC Command) of the AT Command
Mode sequence (GT + CC + GT).

The DI time-of-silence Is used to prevent inad-
vertent entrance into AT Command Mode.

Refer to the Command Mode section for more

AT Command: ATGT

Parameter Range:2 - OxQCE4
[x 1 millisecond]

Default Parameter Value:0x3E8
(1000 decimal)

Related Command: CC (Command Sequence
Character)

information regarding the AT Command Mode Seguence.

HV (Hardware Verslon) Command

<Diagnostics> The HV command is used to read
the hardware verslon of the RF module.

1A (I/0 Input Address) Command

AT Command: ATHV

Parameter Range:0 - OxFFFF [Read-only]

Minimum Firmware Version Required: v1.x80

<I/0 Settings {I/0 Line Passing}> The IA com-
mand is used to bind a module output to a spe-
clfic address. Qutputs wili only change If received
from this address. The IA command can be used
to set/read both 16 and 64-bit addresses.

Setting all bytes to O0xFF will not allow the recep-
tion of any 1/O packet to change outputs. Setting
the IA address to OxFFFF will cause the module to
accept all 1/0 packets.

IC (DIO Change Detect) Command

AT Command: ATIA

Parameter Range:0 - OxFFFFFFFFFFFFFFFF

Default Parameter Value:OxFFFFFFFFFFFFFFFF
(wili not allow any recelved 1/O packet to
change outputs)

Minimum Firmware Version Required: v1.xAQ

<I/O Settings> The IC command is used to
enable the monitoring of the change detect fea-
ture on DIO lines 0-7. If a change Is detected,
data Is transmitted with DIO data only. Any sam-
ples queued and walting for transmission are sent
first.

AT Command: ATIC

Parameter Range:0 - OxFF [bitfield]

Default Parameter Value:0 (disabled)
Minimum Firmware Version Required 1 #2200

Refer to the "ADC and Digital 1/0 Line Support” sections of the "RF Module Operations” chapter for

more information.

ID (Pan ID) Command

<Networking {Addressing}> The ID command Is
used to set and read the PAN (Persanal Area Net-
work) 1D of the RF module. Onjy modules with
matching PAN 10s can communicate with each
other. Unique PAN IDs enable control of which RF
packets are recelved by a module.

AT Command: ATID

Parameter Range: 0 - OxFFFF

Defauit Parameter Value:0x3332
(13106 decimal)

Setting the ID parameter to OxFFFF Indicates a global transmission for all PANs. It does not indi-

cate a global receive,

MaxStream- © 2006 MaxStream, Inc.
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10 (Dlgital Qutput Level) Command

<I/O Settings> The 10 command s used to set
digital output levels. This allows DIO lines setup
as outputs to be changed through Command
Mode,

IR (Sample Rate) Command

AT Command: ATIO

Parameter Range: 8-bit bitmap
(where each bit represents the level of an |/O
line that Is setup as an output,)

Minimum Firmware Version Required: v1.xAD

<I/Q Settings> The IR command Is used to set/
read the sample rate. When set, the module wilf
sample all enabled DIO/ADC lines at a specified
interval. This command allows periodic reads of
the ADC and DIO lines In a non-Sleep Mode
setup.

Example: When IR = Ox0A, the sample rate is 10
ms (or 100 Hz).

IS (Force Sample) Command

AT Command: ATIR

Parameter Range: 0 ~ OxFFFF [x 1 msec]
(cannot guarantee 1 ms timing when IT=1)

Default Parameter Value:0

Related Command: IT (Samples before TX)

Minimum Firmware Version Required: v1.xA0

<I/O Settings> The IS command Is used to force
a read of all enabled DIQJADC lines. The data is
returmed through the UART.

When operating In Transparent Mode (AP=0), the
data is retuned In the followlng format:

AT Command: ATIS

Parameter Range: 1 - OxFF

Default Parameter Value:1

Minimum Firmware Version Required: v1.xAD

All bytes are converted to ASCII:
number of samples<CR>
channel mask<CR>
DIO data <CR> (if DIO {ines are enabled<CR>

ADC channel Data<cr> <-This will repeat for every enabled ADC channel<CR>

<CR> {(end of data noted by extra <CR>)

When operating in API mode (AP > 0), the command will immediately retum an *OK’ response,
The data will follow in the normal API format for DIO data.

IT (Samplaes before TX) Command

<I/fO Settings> The IT command 5 used to set/
read the number of DIO and ADC samples to col-
lect before transmitting data.

One ADC samptle is constdered complete when all
enabled ADC channels have been read. The mod-
ule can buffer up to 93 Bytes of sample data.

AT Command: ATIT

Parameter Range: 1 - OxFF

Default Parameter Value:1

Minimum Firmware Version Reguired VixAg

Since the module uses a 10-bit A/D converter, each sample uses two Bytes, This leads to a maxi-

mum buffer size of 46 samples or [T=0x2E.

When Sleep Modes are enabled and IR (Sample Rate) Is set, the module wiil remain awake until IT

samples have been collected.

3 MaxStream © 2006 MaxStream, Inc.
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IV (I/0 Qutput Enable) Command

<I/0 Settings> The IU command Is used to dis-
able/enable I/O UART cutput. When enabled (IU
= 1), recelved 1/0 line data packets are sent out
the UART. The data Is sent using an API frame
regardiess of the current AP parameter value,

KY (AES Encryption Key) Command

AT Command: ATIU
Parameter Range:0 - 1
Parameter

Conflguration

Disabled -
Received 1/0 line data
packets will NOT sent

out UART,

Enabled ~
1 Received 1/0 line data
will be sent out UART

Default Parameter Value:1
Minimum Firmware Version Required: 1.xA0

<Networking {Security}> The KY command is
used to set the 128-bit AES (Advanced Encryption
Standard) key for encrypting/decrypting data.
Once set, the key cannot be read out of the mod-
ule by any means.

The entire payload of the packet Is encrypted
using the key and the CRC Is computed across the

AT Command: ATKY

Parameter Range:0 - (any 16-Byte value)

Default Parameter Value:0

Related Command: EE (Encryption Enable)

Minimum Firmware Version Required: v1.xAQ

clphertext. When encryption Is enrabled, each paciket carries an additional 16 Bytes to convey the
random CBC Initalization Vector (IV) to the receiver(s). The KY value may be “0” or any 128-bit
value. Any other value, including entering ATKY by itself with no parameters, will cause an error. A
module with the wrong key (or no key) will receive encrypted data, but the data driven out the
serial port will be meaningless. Likewise, a module with a key will recelve unencrypted data sent
from a module without a key, but the cutput will be meaningless. Because CBC mode is utilized,
repetitive data appears differently in different transmisslons due to the randomily-generated IV,

When queried, the system will return an ‘0K’ message and the value of the key will not be

returned.

MO (PWMO Output Level) Command

<I/O Settings> The M0 command Is used to set/
read the output fevel of the PWMO line (pin 6).

Before setting the line as an output:
1. Enable PWMO output (PO = 2)
2. Apply settings (use CN or AC)

The PWM period Is 64 psec and there are 0x0Q3FF
(1023 decimal) steps within this perlod. When MO
= 0 (0% PWM), Ox01FF (50% PWM), OxQ3FF
(100% PWM), etc.

M1 (PWM1 Output Level) Command

AT Command: ATMO

Parameter Range:0 - OxX03FF [steps}

Default Parameter Value:0

Refated Commands: PO (PWMO Enable), AC
(Apply Changes), CN (Exit Command Made)

Minimum Firmware Version Required: v1.xAQ

<[/0 Settings> The M1 command Is used to set/
read the output leve! of the PWML1 line (pin 7).

Before setting the line as an output:
1. Enable PWM1 output (P1 = 2)
2. Apply settings (use CN or AC)

MaxStreaim. © 2006 MaxStream, Inc.

AT Command: ATM1

Parameter Range:0 - Ox03FF

Default Parameter Value:0

Related Commands: P1 (PWM1 Enable), AC
{Apply Changes), CN (Exit Command Made)

Minimum Firmware Version Required: v1.xAQ
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MM (MAC Mode) Command

<Networking {Addressing}> The MM command is
used to set and read the MAC Mode value. The
MM command disables/enables the use of a Max-
Stream header contained In the 802.15.4 RF
packet. By default (MM = 0), MaxStream Mode is
enabled and the module adds an extra header to
the data portion of the 802.15.4 packet. This
enables the following features:

¢ ND and DN command suppaort
» Duplicate packet detection when using ACKs

The MM command allows users to turn off the use
of the extra header, Modes 1 and 2 are strict
802.15.4 modes. If the MaxStream header Is dis-

AT Command: ATMM
Parameter Range:0 - 2

Parameter Configuration
MaxStream Mode
0 (802.15.4 + MaxStream
header)
1 802.15.4 (no ACKs)
2 802.15.4 {(with ACKs)

Default Parameter Value:0

Related Commands: ND (Node Discover), DN
(Destinaticn Node)

Minimum Firmware Version Required: vi.x80

abled, ND and DN parameters are also disabled.
Note: When MM > 0, application and CCA fallure retries are not supported.

MY (16-bit Source Address) Command

«<Networking {Addressing}> The MY command ls
used to set and read the 16-bit source address of
the RF module.

By setting MY to OxFFFF, the reception of RF pack-
ets having a 16-bit address Is disabled. The 64-bit

address Is the modules serial number and Is
always enabled.

ND (Node Discover) Command

AT Command: ATMY
Parameter Range: 0 - OxFFFF
Default Parameter Value: 0

Related Commands: DH (Destination Address
High), DL (Destination Address Low), CH
(Channel!), ID (PAN ID)

<Networking {ldentification}> The ND command
Is used to discover and report all modules on its
current operating channel (CH parameter) and
PAN ID (ID parameter). ND also accepts an NI
{Node Identifier) value as a parameter. In this
case, only a module matching the supplied identi- NT (Node Discover Time)

fler will respond.
Minimum Firmware Version Required: v1 x80
ND uses a 64-bit long address when sending and - - —

responding to an ND request. The ND command causes a module to transmit a globaily addressed
ND command packet. The amount of time allowed for responses Is determined by the NT (Node
Discaver Time) parameter.

In AT Command mode, command completion Is designated by a carriage retumn {Gx2D). Since twao
carriage retums end a command response, the application will recelve three carnags reiurn: at
the end of the command. If no respanses are received, the application should only receive one
carmiage return. When in AP1 mode, the application should receive a frame (with no data) and sta-
tus (set to *0K’) at the end of the command. When the ND command packet Is received, the
remote sets up a random time delay (up to 2.2 sec) before replying as follows:

Node Discover Response (AT command mode format - Transparent operation):
MY (Source Address) value<CR>
SH (Serial Number High) value<CR>
SL (Serial Number Low) value<CR>
DB (Received Signal Strength) value<CR>
NI (Nede Identifier) value<CR>
<CR> (This s part of the response and not the end of command Indicator.)

Node Discover Response (AP] format - data is binary (except for NI)):
2 bytes for MY (Source Address) value
4 bytes for SH (Sernial Number High) value
4 bytes for SL (Serial Number Low) value
1 byte for DB (Received Signal Strength) value
NULL-terminated string for NI {Node Identifier) value (max 20 bytes w/out NULL terminator)

AT Command: ATND
Range: optional 20-character N value

Related Commands: CH (Channel), ID (Pan ID),
MY (Source Address), SH (Serlal Number High),
SL (Serial Number Low), N1 (Node identifier),

MaxStream  © 2006 MaxStream, Inc. 45
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NI {Node Identifier) Command

<Networking {Identification}> The NI command

T Com d: (
is used to set and read a string for Identifying a AT Command: ATN
particular node. Parameter Range: 20-character ASCI! string

Related Commands: ND (Node Discover), DN
(Destination Node)

= Register only accepts printable ASCII data, Minimum Firmware Version Required: v1.x80
A string can not start with a space.
» A carrlage return ends command

» Command will automatically end when maximum bytes for the string have been entered.

This string Is retumed as part of the ND (Node Discover) command. This identifier Is also used
with the DN (Destination Node) command.

Rules:

NT (Node Discover Time) Command

<Networking {Identification}> The NT command .
d: ATNT

is used to set the amount of ime a base node will AT Command: A -

walt for responses from other nodes when using ~ Parameter Range-lwi(:)lo-rronsz(]:

the ND (Node Discover) command. The NT value X

Is transmitted with the ND command. Default: 0x19 (2.5 decimal seconds)

Remote nodes will set up a random hold-off ime Related Commands: ND (Node Discover)
based on this ime. The remotes will adjust this Minimum Firmware Version Required: 1.xA0
time down by 250 ms to give each node the abii-

ity to respond before the base ends the command. Once the ND ¢command has ended, any
response received on the base would be discarded.

PO {PWMO Configuration) Command

<1/O Setting {1/O Line Passing}> The PO com- AT Command: ATPO

mand Is used to select/read the function for The second character in the command is the
PWMO (Pu'se Width Modulation output 0). This number zero (“0 ), not the letter “0°.
command enables the option of translating
Incoming data to 3 PWM so that the output can be

Parameter Range: 0 - 2

transiated back into analog form. Parameter Configuration
0 Disabled

With the IA (I/O Input Address) parameter cor-

rectly set, ADO values can automatically be 1 RsSI

passed to PWMO. 2 PWMO Output

Default Parameter Value: 1

P1 (PWM1 Configuration) Command

MaxStream

<I/O Setting {I/O Line Passing}> The P1 com- c )
mand Is used to select/read the function for AT Command: M‘T‘
PWM1 (Pulse Width Modutation output 1). This Parameter Range: 0 - 2

command enables the option of translating Parameter Configuration
Incoming data to a PWM so that the output can be 0 Disabled
translated back Into analog form. 1 RSSI
With the IA (1/O Input Address) parameter cor- 2 PWM1 Output
rectly set, AD1 values can autamnatically be

Default Parameter Value: 0
Minimum Flrmware Version Required: v1.xA0

passed to PWM1.
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PL (Power Level)} Command

<RF Interfacing> The PL command is used to .
select and read the power level at which the RF AT Command: ATPU
module transmits conducted power. Parameter Range: 0 - 4

WHEN OPERATING IN EUROPE: Parameter |  XBee Xee-PRO
XBee-PRO RF Modules must be configured to Y -10 dBm 10 dBm
operate at a maximum transmit power output 1 -6 dBm 12 dBm
fevel of 10 dBm. The PL parameter must equai "0~ 2 -4 dBm 14 dBm
(10 dBm). 3 -2 dBm 16 dBm
Additignally, European regulations stipulate an 4 0 d8m 18 dBm

EIRP power maximum of 12.86 dBm (19 mW) for
the XBee-PRO and 12,11 dBm for the XBee when
Integrating high-gain antennas.

WHEN OPERATING IN JAPAN:

XBee-PRO RF Mcdules optimized for use In Japan contain firmware that limits transmit power out-
put to 10 dBm. If PL=4 (default), the maximum power output level is 10 dBm. For a list of module
part numbers approved for use In Japan, contact MaxStream [call 1-801-765-9885 or send e-mail
to sales@maxstream.net].

Default Parameter Value: 4

PR (Pull-up Resistor Enable) Command

<Serial Interfacing> The PR command is used to ,
set and read the bit field that Is used to configure o —ommand: ATPR
intemnal the puil-up resistor status for I/Q lines. Parameter Range: 0 - OXFF
*1” specifies the pull-up resistor is enabled. *0~ Default Parameter Value: OxFF
specifies no pull up. (all pull-up resistors are enabled)
bit 0 - AD4/DIO4 (pin 11) Minimum Firmware Version Required: v1.x80
bt 1 - AD3/D103 (pin 17)
bit 2 - AD2/DIO2 (pin 18)
bit 3 - AD1/DIO1 {pin 19)
bit 4 - ADO/DIOO (pin 20)
bit 5 - AD6/DIOS6 (pin 16)
bit 6 - DI8 (pin 9)
bit 7 - DIN/CONFIG (pin 3)
For example: Sending the command "ATPR 6F° will tum bits 0, 1, 2, 3, 5 and 6 ON; and bits 4 & 7
will be tumed OFF. (The binary equivalent of *0x6F” Is "01101111”, Note that ‘bit 0’ Is the last digit
in the bitfield.

PT (PWM Output Timeout) Command

<1/Q Settings {I/O Line Passing}> The PT com- .
mand Is used to set/read the output timeout AT Command: ATPT e
value for both PWM outputs. Parameter Range: 0 - OxFF [x 100 m<ed]

When PWM Is set to a non-zero value: Due to IfO Default Parameter Value: 0xFF

line passing, a time Is started which when expired Minimum Firmware Version Required: 1.xAQ
will set the PWM output to zero. The timer Is reset

when a valid I/O packet [s received,

RE (Restore Defauits) Command

<(Spedal)> The RE command Is used to restore
all configurable parameters to their factory
defauit settings. The RE command does not write
restored values to non-volatile (persistent) memory. Issue the WR (Write) command subsequent
to Issuing the RE command to save restored parameter values to non-volatile memory.

AT Command: ATRE
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RN (Random Delay Slots) Command

<Networking & Security> The RN command is
used to set and read the minimum value of the
back-off exponent In the CSMA-CA algorithm, The _Parameter Range: 0 - 3 [exponent]
CSMA-CA algorithm was engineered for collision  Default Parameter Value: 0
avoldance (random delays are inserted to prevent

data lass caused by data collisions).

If RN = 0, collislon avoidance Is disabled during the first iteration of the algorithm (802.15.4 -
macMinBE).

CSMA-CA stands for "Carrler Sense Multiple Acoess - Collislon Avoldance®. Unlike CSMA-CD (reacts
to network transmisslons after collislons have been detected), CSMA-CA acts to prevent data colli-
slons before they occur. As soon as 8 module receives a packet that is to be transmitted, it checks
if the channel Is ciear (no other module Is transmitting). If the channel is clear, the packet is sent
over-the-alr. If the channel Is not dear, the module walts for a randomly selected perlod of time,

then checks again to see if the channel is clear. After a time, the process ends and the data Is lost.

AT Command: ATRN

RO (Packetization Timeout) Command

<Serial Interfacing> RO command s used to set

T s A
and read the number of character times of inter- 1 ommand: ATRO

d ) Parameter Range:0 - OxFF
character delay required before transmission [x character times]
RF transmission commences when data is Default Parameter Value: 3

detected in the DI (data in from host) buffer and
RO character imes of sllence are detected on the
UART recelve lines (after recelving at least 1 byte).

RF transmisslon will also commence after 100 Bytes (maximum packet size) are received in the DI
buffer.

Set the RO parameter to ‘0' to transmit characters as they arrive instead of buffering them into
one RF packet

RP (RSSI PWM Timer) Command

<If0O Settings {1/0 Line Passing}> The RP com-
mand is used to enable PWM (Pulse Width Modu-
laticn) output on the RF module. The output Is Parameter Range:0 - OxFF

callbrated to show the level a recelved RF signal is [x 100 msed] —
above the sensitivity level of the module. The Defauit Parameter Value: Ox28 (40 decimal)
PWM pulses vary from 24 to 100%. Zero percent

means PWM output is inactive. One to 24% percent means the received RF signal |s at or below
the published sensitivity level of the module. The following table shows levels above sensitivity
and PWM values.

The total pericd of the PWM output Is 64 us. Because there are 449 steps in the PWM output, the
minimum step size is 144 ns.

AT Command: ATRP

PWM Pexcentages
PWM percenitage
dB above Sensitivity {high period / total period)
10 41%
20 58%
) %%

A non-zero value defines the time that the PWM output will be active with the RSSI value of the
last recelved RF packet. After the set time when no RF packets are received, the PWM output will
be set low (0 percent PWM) until another RF packet is received, The PWM output will also be set
low at power-up until the first RF packet Is recelved. A parameter value of OxFF permanently
enables the PWM output and it will always reflect the value of the last recelved RF packet.
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RR (XBee Retries) Command

<Networking {Addressing}> The RR command Is
used set/read the maximum number of retries
the module will execute in addition to the 3
retries provided by the 802.15.4 MAC. For each
XBee retry, the 802.15.4 MAC can execute upto 3

AT Command: ATRR

Parameter Range: 0 - 6

Default: 0

Minimum Firmware Version Required: 1.xAD

retries.

This values does not need to be set on all modules for retries to work. If retries are enabled, the
transmitting module will set a bit in the Maxstream RF Packet header which requests the recelving
module to send an ACK (acknowledgement). If the transmitting module dees not receive an ACK
within 200 msec, it will re-send the packet within a random perlod up to 48 msec, Each XBee retry
can potentially resuit in the MAC sending the packet 4 times (1 try plus 3 retries). Note that retries
are not attempted for packets that are purged when transmitting with a Cyclic Sleep Coordinator.

SC (Scan Channels) Command

<Networking {Assoclation}> The SC command Is
used to set and read the list of channels to scan
for all Active and Energy Scans as a bit field.

This affects scans Initiated in command mode [AS
{Active Scan) and (Energy Scan) commands]
and during End Device Assoclation and Coordina-
tor startup.

bit 0 - 0x0B  bit 4 - OxOF bit 8 - Ox13
bit1-0x0C bitS - 0x10 bit 9 - Ox14
bit2-0x0D bit 6 - Ox11 bit 10 - 0x15
bit 3 - Ox0E  bit 7 - Ox12 bit 11 - 0x16

SD (Scan Duration) Command

AT Command: ATSC

Parameter Range: 0 - OxFFFF [Bitfield]
(bits 0, 14, 15 are not allowed when using the
XBee-PRO)

Default Parameter Value: Ox1FFE (all XBee-
PRO channels)

Refated Commands: ED (Energy Scan), SD
(Scan Duration)

Minimum Firmware Version Required: v1.x80

bit 12 - ox17
bit 13 - Ox18
bit 14 - 0x19
bit 15 - Ox1A

<Networking {Asscdation}> The SD command Is
used to set and read the exponent value that
determines the duration (in ime) of a scan.

£End Device (Duration of Active Scan during
Association) - In a Beacon system, set SD = BE of

AT Command: ATSD

Parameter Range: 0 - OxOF

Default Parameter Value: 4

Related Commands: ED (Energy Scan), SC

(Scan Channel)
Minimum Firmware Version Required: v1.x80

the Coordinator, SD must be set at least to the
highest BE parameter of any Beaconing Coordina-
tor with which an End Device or Coordinator wish
to discover.

Coordinator - If the *ReassignPANID’ option Is set on the Caordinator [refer to A2 parameter], the
SD parameter determines the length of time the Coordinator will scan channels to locate exIsting
PANSs. If the 'ReassignChannel’ option is set, SD determines how long the Ceordinator will parform
an Energy Scan to determine which channel it will operate on.

Scan Time Is measured as ((# of Channels to Scan) * (2 ~ SD) * 15.36ms). The number of chan-
nels to scan s set by the SC command. The XBee RF Module can scan up to 16 channgls (SC =
OxFFFF). The XBee PRO RF Module can scan up to 12 channels (SC = O0x1FFE).

Examples: Values below show results for a 12-channel scan
FSD =0, fime = (0,18 sec S0 =8, time = 47.19 sec

SD =2 tme=0.74 sec $D = 10, fme = 3.15 min

8D =4, fime = 2.85 sec 8D = 12, fime = 12.58 min

8D = 6, time = 1180 sec SD = 14, ttme = §0.33 min
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SH (Serial Number High) Command

<Dlagnostics> The SH command is used to read
the high 32 bits of the RF module's unique IEEE
64-bit address.

The module serlal number Is set at the factory
and is read-only.

SL (Serlal Number Low) Command

AT Command: ATSH

Parameter Range: 0 - OxFFFFFFFF [read-only]

Related Commands: SL (Serlal Number Low),
MY (Source Address)

<Dlagnostics> The SL command is used to read
the low 32 bits of the RF module's unique IEEE
64-bit address.

The modute serial number iIs set at the factory
and is read-only.

SM (Sleep Mode) Command

AT Command: ATSL

Parameter Range: 0 ~ OXFFFFFFFF [read-only]

Related Commands: SH (Serial Number High),
MY (Source Address)

<Sleep Mode {Low Power)> The SM command is
used to set and read Sleep Mode settings. By
defauit, Sleep Modes are disabled (SM = 0) and
the RF module remains in Idie/Receive Mode.
When in this state, the module is constantiy
ready to respond to ejther serial or RF activity.

SM command options vary according to the net-
working system type. By default, the module is
configured to operate Iin a NonBeacon system.

* The Sleep Coordinator option (SM=6) only
exists for backwards compatibility with firmware
version 1.x06 only. In all ather cases, use the CE
command to enable a Coordinator.

SP (Cydlic Sleep Period) Command

AT Command: ATSM

Parameter Range: 0 - 6

Parameter Configuration

0 Disabled

Pin Hibernate

Pin Doze

1
2
3 (reserved)
4 Cyclic Sleep Remote

Cyclic Sleep Remote

5 (with Pin Wake-up)

6 Sleep Ceordinator*

Default Parameter Value: 0

Related Commands: SP (Cyclic Sleep Perlod),
ST (Time before Sleep)

<Sleep Mode (Low Power)> The SP command Is
used to set and read the duration of time In which
a remote RF modute sleeps. After the cyclic sleep
period is over, the module wakes and checis for
data. If data Is not present, the module goes back
to sleep. The maximum sleep period is 268 sec-
onds (SP = Qx68B0).

The SP parameter is only valid if the module Is
configured to operate In Cyclic Sleep (SM = 4-6).
Cooardinator and End Device SP values should
always be equal.

To send Direct Messages, set SP = 0.
NonBeacon Firmware

AT Command: ATSP

MNonBeacon Firmware:
1 - Ox68B0 {x 10 millisaconds]

Parameter
Range:

Default
Parameter
Value:

NonBeacon Firmware: O

Related Commands: SM (Sleep Modz2), ST T
(Time before Sleep), DP (Disassociation Cyclic
Sleep Period, BE (Beacon Order)

End Device - SP determines the sleep perfod for cyclic sleeping remotes. Maximum sleep period s

268 seconds (0x6880).

Coordinator - If non-zero, SP determines the time to hold an indirect message before discarding It
A Coordinator will discard indirect messages after a period of (2.5 * SP).
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ST (Time before Sieep) Command

<Sleep Mode (Low Power)> The ST command s )
used to set and read the period of Inactivity (no AT Command: ATST .
serial or RF data s sent or recelved) before acti- Parameter ! NonBeacon Firmware:

vating Sleep Mode. Ra:fx:e‘: 1 - OXFFFF [x 1 millisecond]
Default .
NonBeacon Firnmware Parameter Non8eacon Firmware: 0x1388

Set/Read time period of inactivity (no serial or RF  Value: | 0000 decimal

data is sent or received) before activating Sleep  gelated Commands: SM (Steep Mode), ST
Mode. ST parameter Is only valld with Cyclic Sleep  (Time before Sleep)

settings (SM = 4 - 5).
Coordinator and End Device ST values must be equal.

TO - T7 ((DO-D7) Cutput Timeout) Command

<]/O Settings {1/0 Line Passing}> The TO, T1, . _
T2, T3, T4, T5, T6 and T7 commands are used to AT Commands: ATTO - ATT7

set/read output timeout values for the lines that Parameter Range:0 - OxFF {x 100 msec]
correspond with the DO - D7 parameters. When Defaulr Parameter Value:0xFF

output Is set (due to 1/0 line passing) to a non- Minimum Firmware Version Required: v1.xA0
default level, a timer 1s started which when
explred, will set the output to its defautt level. The timer is reset when a valid 10 packet is
received. The Tn parameter defines the permissible amount of time to stay in a non-default
(active) state. If Tn = 0, Cutput Timeout is disabled (output levels are held indefinitely).

VL (Firmware Verslon - Verbose)

<Diagnostics> The VL command Is used to read

detalled version information about the RF module. AT Command: ATVL

The information includes: Pararmeter Range:& -] 8;;“ " 4
application bulld date; MAC, PHY and bootloader mifiiseconds
verslons; and build dates. Default Parameter Value: 0x28 (40 decimal)

Minimum Firmware Verston Required: v1.x80

VR (Flrmware Version) Command

<Dlagnostics> The VR command Is used to read . ATVR
which firmware version is stored in the module. AT Command: A
Parameter Range: 0 - OXFFFF [read onty!

XBee version numbers will have four significant —_—
digits. The reported number will show three or four numbers and Is stated in hexadecimal nota-
tion. A version can be reported as “ABC” or "ABCD". Diglts ABC are the main release number and
D is the revislon number from the main release. "D" Is not required and if it is not present, a zero
Is assumed for D. "B" Is a variant designator. The following variants exist:

* 0" = Non-Beacon Enabled 802.15.4 Code

* "1° = Beacon Enabled 802.15.4 Code

WR (Write) Command

<(Special)> The WR command Is used to write AT Command: ATWR
configurable parameters to the RF module’s non-
volatile memory. Parameter values remain in the
module’s memory untll overwritten by subsequent use of the WR Command.

If changes are made without writdng them to non-volatile memory, the module reverts back to pre-
viously saved parameters the next time the module Is powered-on.

NOTE: Once the WR command is sent to the module, no additional characters should be sent until
after the “OK/r" response Is received.
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3.4. API Operation

By defauit, XBee/XBee-PRO RF Modules act as a serial line replacement (Transparent Operation) -
ail UART data recelved through the DI pin is queued up for RF transmisslon. When the module
recelves an RF packet, the data is sent out the DO pin with no additionat information.

Inherent to Transparent Operation are the following behaviors:
» If module parameter registers are to be set or querled, a speclal operation is required for
transitioning the module Into Command Mede.
= In point-to-muitipoint systems, the application must send extra Information so that the
recelving module{s) can distinguish between data coming from different remates.
As an alternative to the default Transparent Operation, API (Application Pragramming Interface)
Operations are avallable. API operation requires that communication with the module be done
through a structured interface (data Is communicated in frames In a defined order). The API spec-
Ifles how commands, command responses and module status messages are sent and recelved
from the module using a UART Data Frame.

3.4.1. API Frame Specifications

Two API modes are supported and both can be enabled using the AP (API Enable) command. Use
the following AP parameter values to configure the module to operate in a particular mode:

* AP = 0 (default): Transparent Operation (UART Seria! line replacement}

API modes are disabled.

« AP = 1: API Operation

* AP = 2: API Operation (with escaped characters)
Any data recelved prior to the start delimiter is sllently discarded. If the frame is not recelved cor-
rectly or if the checksum fails, the data is sliently discarded.

API Operation (AP parameter = 1)

When this API mode is enabled (AP = 1), the UART data frame structure is defined as follows:
Figure 3-01. UART Data Frame Structure:

Start Defimiter Length Frame Data Checksum
(Byta 1) (Bytes 2-3) (Bytes 4-n) {Byte n +1)
O7E MSB LS8 APi-specific Structure 1 Byte

MSB = Most Significant Byte, LSB = Least Significant Byte,
API Operation - with Escape Characters (AP parameter = 2)

When this API mode Is enabted (AP = 2), the UART data frame structure is defined as follows:
Figore 3-02. UART Data Frame Structure - with escape control characters:

Start Delimiter Length Frame Data Checlaum
(Byte1) (Bytes 2-3) (Bytes 4n) (Byton + 1)
OXTE MsB | LsB APl-apecific Structure 1 Byte

[} I |
Characters Escaped If Needed

MSB = Most Significant Byte, LSB = Least Significant Byte
Escape characters. When sending ar recelving a UART data frame, spedific data values must be
escaped (flagged) so they do not interfere with the UART or UART data frame operation. To escape
an interfering data byte, Insert Ox7D and follow It with the byte to be escaped XOR'd with 0x20.
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Data bytes that need to be escaped:
* Ox7E - Frame Deltmiter
» Ox7D - Escape
» Ox11 - XON
* Ox13 - XOFF
Example - Raw UART Data Frame (before escaping Interfering bytes):
0Ox7E 0x00 0x02 0x23 Ox11 OxCB

0x11 needs to be escaped which results in the following frame:
Ox7E O0x00 0x02 0x23 0x7D 0x31 O0xC8

Note: In the above example, the length of the raw data (excluding the checksum) is Ox0002 and
the checksum of the non-escaped data (excluding frame delimiter and length) Is calculated as:
OxFF - (0x23 + Ox11) = (OxFF - 0x34) = OxCB.

Checksum

To test data integrity, a checksum Is calculated and verified on non-escaped data.

To calculate: Not Including frame delimiters and length, add all bytes keeping only the lowest 8
bits of the result and subtract from OxFF.

To verify: Add all bytes (indude checksum, but not the delimiter and length). If the checksum is
eorreet, the sum will equal OxFF.

3.4.2. APT Types

Frame data of the UART data frame forms an API-spedific structure as follows:
Figure 3-03, UART Data Frame & API-specific Structore:

Start Delimiter Length Frame Data Checksum
{Byto 1) {Bytes 2-3) (Bytes 4-n) (Byton + 9)
X7E LS8 APi-specific Structure 1 Byte
AP [dantifler {dentifier-specHic Data
cmdiD cmdData

The cmdID frame (API-identifier) indicates which API messages will be contained in the cmdData
frame (Identifier-specific data). Refer to the sections that foliow for more information regarding
the supported API types. Note that muiti-byte values are sent big endian.

Modem Status

API Identifier: Ox8A
RF module status messages are sent from the module in response to spedfic conditions.

Figure 3-04. Modem Status Frames

St Detmiter Loogth Frame Duta o
oTE ||usa|tsa—||7mwcm| ﬂm—l

Statue {Byte 5)
0 = Hardware reset
1 = Waichdog fimer reset
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AT Command

API Identifier Vaiue: 0x08

The "AT Command” API type atlows for module parameters to be queried or set. When using this
command ID, new parameter values are appiied immediately. This indudes any register set with
the "AT Command - Queue Parameter Value” (0x09) API type,

Figure 3-05. AT Command Frames

St Defimiter Length Feans Data Chediaun
AR ldmEfler dentifierepedtic Batx
Frame D (Byte §) AT Command (Bytes 6-7) Parameter Velue {(Byte(s) 8-n)
identifies the UART data frams for the hostto Command Name - Two f present, indicatas the requested parameter
comelate with & subsequentACK (admowledgement). | | ASCH charactersthat value o setthe given registar.
Wsettn ‘0°, Ao response (s sont. identily the AT Command. i no characters present, register (s queried.

Figure 3-06. Example: API frames when reading the DL parameter value of the module.
Byte 1 Bytes 2-3 Byts 4 Byte 5 Bytss 6-7 Byte 8

OxX7E G0 | D4 003 0x52 (R) | | Ox44 (D) | Ox4C (L) o156

Star Delimiter Length* AP| ldentifier Frome ID* AT Cormmand Checlaum

* Length [Bytes] = API Identifizr + Frame ID + AT Command
** “R " oalue was arbitrarily selected.

Figare 3-07. Example: AFI frames when modifying the DL parameter value of the modnle.
Byte 1 Bytes 2-3 Bytod Byto & Bytes 6-7 Bytes 8-11 Byte 12
OX7E O0x0D | 008 0x08 0x4D (M) | | Ox44 (D) ) 0x4C (L) | | OxQO00OFFF Cx0C

Start Delimiter Length* AP! ldentifler  Frame [D* AT Command Parameler Value  Checksum

* Length [Bytes] = API Identifier + Frame ID + AT Command + Parameter Value
** “M" value wes arbitranly selecled.

AT Command - Queue Parameter Value

API Identifier Value: 0x09
This API type allows module parameters to be queried or set. In contrast to the "AT Command” API
type, new parameter values are queued and not applied unti] either the "AT Command” (0x08) APT
type or the AC (Apply Changes) command is issued. Register queries (reading parameier vaiues)
are retumed immediately.

Figure 3-08. AT Command Frames
(Note that frames are identical to the “AT Command” AFI type except for the AP identifier)

[ o | [wmn] 1m0 | [t | 1o |

/—wmr’ AT Command (Bytes 6-7) PasaaetarVaks (Byte(s) 8.0)

Identifies the UART data frame for the host to ‘| Cammand Name - Two I present, indicates the requested parameter
correlate with a subsequent ACK (acinowiedgement). | ASCII characters fhat vaiue to set the given register.
I set to T, no response Is requested || idertify the AT Command. | [ If no characters present, register Is queried.
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AT Command Response

AP] Identifier Value: Ox88
Response to previous command.

In response to an AT Command message, the module will send an AT Command Response mes-
sage. Some commands will send back muitiple frames (for example, the ND (Node Discover) and
AS (Actlve Scan) commands). These commands will end by sending a frame with a status of
ATCMD_OK and no cmdData.

Figure 3-09. AT Command Response Frames.

[ o] [0 ] on] [evomemncn | 1o |

ettt ittt pmeit oo
ox58 l ¢mdData

W AT Command (Bytes 6-7) Status [Byts 8) Vake (Byte(s) 9-n)

Identifies the UART dizta frame being reparted. Command Name - Two - ASCII veh
Ncte: if Frame |D = Oin AT Command Mode, ASCII characters that ?nggma Eﬁeﬁ:ﬂedmggu
no AT Command Response Wi be given. ideriify the AT Command.

TX (Transmit) Request: 64-bit address

APl Identifier Value: 0x00
A TX Request message will cause the module to send RF Data as an RF Packet.

Figare 3-10. TX Packet (64-bit address) Frames

(o] (1m0 om | [t |10 |

Frams D (Byts B) Destination Address (Bytss 6-13) Options (Byts 14) RF Dxta (Byte{s) 16-n
Identifies the UART data frame for the host to MSB first, LSB last. 1 = Disable ACK
comelste with & subsequent ACK (acknowiedgerent). Broadcast = D4 = Send packet with Broadcast Pan (D Up to 100 Bytes per packet
Setting Frame 1D to ‘0 will disable response frame. (x00000CO00CIOFFFF All gther bits must be st to 0.

TX (Transmit) Request: 16-bit address

AP] Identifier value: 0x01
A TX Request message will cause the module to send RF Data as an RF Packet.

Figure 3-11, TX Packet (16-bit address) Frames

Btant Defimiter Langh Frar Data Chackmm
[ ore | [we ] m | [arvepmcrcsmctm |[ 1870 |
AP dertiler Dwis
oxo1 emdData
Frame 1D (Byte 8) Oustination Addrass (Bytes 6-7! Options {EByts 8) RF Data (Byta{e) 9-n
Identifies the UART data trame for the host to .| MSB fiet, LS8 last Qxi)1 = Disable ACK
comelate with a subsequent ACK (acinowledgement). Broadcast © OFFFF D4 = Send packst with Broadcast Pan (D Up to 100 Byles per packet
Setting Frama ID to ‘0 will disable response frame. Al gther bits must be sat to 0.
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|
|

TX (Transmit) Status

API Identifier Value: Ox89

When a TX Request Is completed, the module sends a TX Status message. This message wlll indi-
cate If the packet was transmitted successfully or if there was a failure.

Figure 3-12. TX Status Frames

Start Doltriter Langh Frame Dett Cacksan
[ _ore | [wma] e ] | artapocte situm || 1670 |
AP daciter uuu-upu;m
0x89 cmdData
Frame D (Byte 5) Status {Byte 8)
0= Success
Nkt I Framo 0= 0 e TX gt o | | = NOACK (Ackrowteaes) v
AT Command Respanse wil be given. 3= Purgad

NOTES:

* "STATUS = 17 occurs when all retries are expired and no ACK is received.

« If transmitter broadcasts (destination address = 0x000000000000FFFF), only
“STATUS = 0 or 2° will be returned.

* "STATUS = 3” occurs when Coordinator times out of an indirect transmission.
Timeout Is defined as (2.5 x SP (Cydic Sleep Perlod) parameter value).

RX (Recelve) Packet: 64-bit Address

API Identifier Value: 0x80
When the module recejves an RF packet, it is sent out the UART using this message type.

Figure 3-13. RX Packet (64-bit address) Frames

Sust Lengh Franm Data
Lm’E ]Imltﬂilrme 1Byte
Ideniifier mcped;m
Oxd cmdDaia
Bowurne Addreas (Bytea 5-12) RSS! (Byta 13) Options (Byts 14} RF Duta (Byte{s) 15-n)
Received Sigral Irckicator - bto

Msa(nmtag-ﬁzuyte)fust.
L5B (east significant) last

Hexadecimal equivaent of (-dBm) valua.
(For example: if RX -40
i o siy'dhsuerwl

Up to 100 Bytes per packet

RX (Receive) Packet: 16-bit Address

API Identifier Value: 0x81
When the module receives an RF packet, It Is sent out the UART using this message type.

Fgure 3-14. RX Packet (16-bit address) Frames

Frame Data Checksum

(o] [sn] s | [wremomomenn |

1m|

mwm\

B [ cmdData
m RSSl(Byts 7) Options (Byte 8) RF Data {Eyta(s) 9-0)
Received Sigral Strength Inchcator - it O [reserved]
MSB {most sirificant byte) frst, | | Herrecime exuivalert of (<Bm) vale, | | bt 1= Addtess broadeast | | 11000 1on ot e ekt
LSB (east sigrificat) last (For examyie: f RX sl strength = 40 | | bt 2 = PAN broadeast
dBim, “xCH (4D decimad) ks retumed) bits 37 [resarved]
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Appendix A: Agency Certifications

United States (FCC)

XBee/XBee-PRO RF Modules comply with Part 15 of the FCC rules and regulations. Compliance
with the labeling requirements, FCC notices and antenna usage guidelines is required.

To fulfill FCC Certification requirements, the OEM must comply with the following regulations:
1. The system Integrator must ensure that the text on the external label provided with this
device is placed on the outside of the final product [Figure A-01].

2, XBee/XBee-PRO RF Moduies may only be used with antennas that have been tested and
approved for use with this medule [refer to the antenna tables in this seetion].

OEM Labeling Requirements

WARNING: The Original Equipment Manufacturer (OEM) must ensure that FCC labeling
requirements are met. This indudes a dearly visible label on the outslde of the final
product enclosure that displays the contents shown in the figure below.

Figure A-01. Required FCC Label for OEM products containing the XBee/XBee-PRO RF Module
Contains FCC ID: OUR-XBEE/OUR-XBEEPRO*

The enclosed device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (i) this device may not cause harmful interference and (Ji.) this device must accept any imter-
ference received, including interference that may cause undesired operation.

* The FCC ID for the XBee is “OUR-XBEE”. The FCC ID for the XBee-PRO is “OUR-XBEEPRO".

FCC Notices

Maxstream

IMPORTANT; The XBee/XBee-PRO OEM RF Madule has been certified by the FCC for use with
other products without any further certification (as per FCC section 2.1091). Modifications aot
expressly approved by MaxStream could void the user's authority to operate the equipment.

IMPORTANT: OEMs must test final product to comply with unintentional radiators (FCC section
15.107 & 15.109) before dedlaring compliance of their final product to Part 15 of the FCC Pules,

IMPORTANT: The RF madule has been certified for remote and base radio applicatans. If the
meodute will be used for portable applications, the device must undergo SAR testing.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
agalnst harmful Interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, If not installed and used In accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or televislon reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the inter-
ference by one or more of the following measures: Re-orient or relocate the recelving antenna,
Increase the separation between the equipment and recelver, Connect equipment and receiver to
outlets on different dreults, or Consult the dealer or an experienced radio/TV techniclan for help.
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FCC-Approved Antennas (2.4 GHz)

XBee/XBee-PRO RF Modules can be Installed using antennas and cables constructed with standard connectors (Type-

N, SMA, TNC, etc.) if the Installation is performed professionally and according to FCC gquidelines. For installations
not performed by a professional, non-standard connectors (RPSMA, RPTNC, etc) must be used.

The modules are FCC-approved for fixed base station and maobile applications on channels Ox0B - 0x1A (XBee) and
0x0C - 0x17 (XBee-PRO). If the antenna Is mounted at least 20cm (8 in.) from nearby persons, the application iIs
eonsldered a mobile application. Antennas not listed in the tabte must be tested to comply with FCC Section 15.203
{Unique Antenna Connectors) and Section 15.247 (Emissions).

XBee OEM RF Modules (1 mW): XBee Modules have been tested and approved for use with all of the antennas
listed in the tables below (Cable-loss IS NOT required).

XBee-PRO OEM RF Modules (60 mW): XBee-PRO Modules have been tested and approved for use with the
antennas listed In the tables below (Cable-loss IS required when using antennas listed in Table A-02).

Table A-01. Antennas approved for use with the XBee/XBee-PRO RF Modules (Cable-loss 15 ntot required.)

Gam___| Applicalion® | M. Separaion |
ZTdB Fxedcbic 20 om
AL ) Foied cm
PAL: ] Fixed Zom
75dB Fied an
Table A-02. Antennas approved for use with the XBee/XBee-PRO RF Modules (Cable-loss i3 required)
AppICation” | Bin.
Fxedfionlle | 20 em -
Ficed FL] B.1TdB
(Fixed Zm W9ds
Foed 7m TId
FFoxed Zm 1Z7dB
Foed Zm @B ]
Zm 13148
" Fixed Zm ¥Id8
| Fixed Zm RLA 0
Bl | Foed Zm BEdE
| Fixed 7 LELT
[ Foced Zm AL
Fixedivooie | 20 om 3Z2dg
[ FoedMoblie | Zem 51d8
| Fixed'Moble | Z0cm AL
Fixed Zm T07d8
Foed Im 15d8
Foed Tm I PAYL i
mni-direchional (Fiberglass base st Foed Zm B ]
%}% | Umni-direcional (Fibergiass base stajon) 1 Fixed Zm ETAL
" Omri-drectional [Base stafion) Z2dBI | Fixed Zm 33d8
Onmm-airecoonal (Weg-mount base S Fixed im 93dB
%—_—m Y5dET | Foed Zm 5dB
Fiat Panel 8545 | Foed 7m 86d8 N
AP | FPad T30 8BV | Foed 7m AL
[ AZEFTANF — | FstPanel TAU A8 ( Foed Zm Bid )
AZAPTSNF | Flf Panel T5.0d51 | Foed 7m BIiag
AZGPTENF FiaT Pane] 161 Foed Im AL
FAOSPTIENF | FaiPanel T00d8 [ Foed | 2m W/1dy

* If using the RF module in a porteble application (For example - If the module is used in a handheld device and the antenna is less
than 2Ccm from the human body when the device is operation): The integrator is respansible for passing additional SAR (Specific
Absorption Rate) testing based on FCC rules 2.1091 and FCC Guidelines for Human Exposure to Radio Frequency Flectromagnetic
Fields, OET Bulletin and Supplement C. The testing results will be submitted to the FCC for approval prior to seliing the integrated
uniit. The required SAR testing measures emissions from the module and how they affect the person.

RF Exposure

20 cm or more should be maintained between the antenna of this device and persons during device operation.
To ensure compliance, operations at closer than this distance is not recommended. The antenna used for this
transmitter must nat be co-located In conjunction with any other antenna or transmitter.

n WARNING: To sarisfy FCC RF exposure requirements for mobile transmitting devices, a separation distance of

The preceding statement must be Included as a CAUTION statement in OEM product manuals in order to alert users
of FCC RF Exposure compliance.
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Europe (ETSI)

The XBee/XBee-PRO RF Module has been certified for use in several European countries. For a
complete list, refer to www.maxstream.net.

If the XBee/XBee-PRO RF Modules are incorporated into a product, the manufacturer must ensure
compliance of the final product to the European harmonized EMC and iow-voltage/safety stan-
dards. A Declaration of Conformity must be issued for each of these standards and kept on file as
described in Annex II of the R&TTE Directive.

Furthermore, the manufacturer must maintaln a copy of the X8ee/XBee-PRO user manual docu-
mentation and ensure the final product does not exceed the specified power ratings, antenna
spedfications, and/or installation requirements as spedfied in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM Labeling Requirements

The 'CE' marking must be affixed to a visible location on the QOEM product.

Figure A-02, CE Labeling Requirements

The CE mark shall consist of the initials "CE" taking the following form:

» If the CE marking is reduced or enlarged, the proportions given in the above graduated draw-
Ing must be respected.

¢ The CE marking must have a height of at least 5Smm except where this is nat passible on
account of the nature of the apparatus.

« The CE marking must be affixed visibly, legibly, and indelibly.
Restrictions

Power Output: The power output of the XBee-PRO RF Modules must not exceed 10 dBm, The
power level Is set using the PL command and the PL parameter must equal *0” (10 dBm).

Franca: France imposes restrictions on the 2.4 GHz band. Go to www.art-telecom.Fr or contact
MaxStream for more Information.

Norway: Norway prohibits eperation near Ny-Alesund in Svalbard. More informatfon can be found
at the Norway Posts and Telecommunications site (www.npt.na).

Declarations of Conformity

MaxStream has issued Dedarations of Conformity for the XBee/XBee-PRO RF Modules concerning
emissions, EMC and safety. Files are located in the 'documentation’ folder of the MaxStream CD.

Important Note

MaxStream does not list the entire set of standards that must be met, for each country. MaxStream
customers assume full responsibllity for learning and meeting the required guidelines for each
country In their distribution market. For more information refating to European compliance of an
OEM product incorporating the XBee/XBee-PRO RF Madule, contact MaxStream, or refer to the fal-
lowing web sites:

CEPT ERC 70-03E - Technical Requirements, Eurgpean restrictions and general requirements:
Avallable at www.ero.dk/.

RATTE Directive - Equipment requirements, placement on market: Available at www.ero.dk/.
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Approved Antennas

When Integrating high-gain antennas, European regulations stipulate EIRP power maximums, Use
the following guidelines to determine which antennas to design into an application.

XBee OEM RF Module

The foliowing antenna types have been tested and approved for use with the XBee Module:

Antenna Type: Yagl
RF module was tested and approved with 15 dBI antenna gain with 1 dB cable-lass (EIRP Maxi-
mum of 14 dBm}). Any Yagi type antenna with 14 dBi galn or less can be used with no cable-loss.

Antenna Type: Omni-directional

RF module was tested and approved with 15 dBl antenna gain with 1 dB cable-loss (EIRP MaxI-
mum of 14 dBm). Any Omni-directional type antenna with 14 dB! gain or less can be used with no
cable-loss.

Antenna Type: Fiat Panel

RF module was tested and approved with 19 dBl antenna gain with 4.8 d8 cable-loss (EIRP Maxi-
mum of 14.2 dBm). Any Flat Pane! type antenna with 14.2 dBi gain or less can be used with no
cable-loss.

XBee-PRO OEM RF Module (@ 10 dBm Transmit Power, PL parameter value must equal 0)

The following antennas have been tested and approved for use with the embedded XBee-PRO RF
Module:
« Dipole (2.1 dBj, Omni-directional, Articuiated RPSMA, MaxStream part number A24-HABSM)
» Chip Antenna (-1.5 dBi)
« Attached Monopole Whip (1.5 dBl)
The RF modem encasement was designed to accommodate the RPSMA antenna option.

Canada (IC)

Labeling Requirements

Labeling requirements for Industry Canada are similar to those of the FCC. A clearly visible label
on the outside of the final product endosure must display the foltowing text:

Contains Model XBee Radio, IC: 4214A-XBEE
Contalns Madel XBee-PRO Radio, IC: 4214A-XBEEPRO

The integrator Is responsible for its product to comply with IC ICES-003 & FCC Part 15, Sub. 8 -
Unintentional Radiators, ICES-003 is the same as FCC Part 15 Sub. B and Industry Canada accepts
FCC test report or CISPR 22 test report for compliance with ICES-003,

Japan

In order to gain approval for use in Japan, the XBee-PRO RF Module must contain firmware that
limits its transmit power output te 10 dBm.

For a list of module part numbers approved for use In Japan, contact MaxStream {call 1-801-765-
9885 or send e-mall to sales@maxstream.net].

Labeling Requirements

A clearly visible label on the outside of the final product enciosure must display the following text:
ID: 0O5NYCAO378
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Appendix B: Development Guide

Development Kit Contents

The XBee Professional Development Kit Includes the hardware and software needed to rapldly cre-
ate long range wireless data links between devices (XBee and XBee-PRO Starter Kits, that contaln
fewer modules and accessories, are also avallable).

Table B-01. Items Included in the Development Kit (Professional)

‘item Qty. | Description ’ Part
(1) OEM RF Module w/ U.FL anterma connector XEP24-AUL001
YBeo-PRO Modida 2 | (1) OEM RF Module w altached wire antena XEP24-AWH001
(1) OEM RF Module w/ U.FL antenna connector XB24-AUL-001
XBeo Moduls 3 | (1) OEM RF Module wf attached whip antenna XB24-AWI-001
(1} OEM RF Module w/ chip antenina XB24-ACH001
Board for interfacing between modules and RS-232 dovices
RS-222 Development Board | 4 | (coyerts signal lvess, dispays diagnostic o, & more) YBIB-R
. Board for interfacing between modules & USB devices
? DevelopmentBoard | 1 | ievets sional favels, displays diagnostic info, & mare) Xl
RS-232 Cabie 1 | Cable for connecling RS-232 interface board with DTE devices 2D3COSEF
(5, straight-through) {devicos that have a mate serial DB-9 port - such as most PCa)
USB Cable (6) 1 | Cabe for connecting USB interface board to USB devices JUIU2-CSB-6F
Serial Lnopback 1 | Wed] Adapter for configuring the module assembly (module + RS-232 | prora oy
Adapter inferface board) to funchion 25 a repeater for range testing
NULL Modem Adapler 4 | 1Black] Adapter for connecting fe module assembly (madise +RS-232 | oo o o
(male-to-male) nterface board) to cther DCE {female DB-9) devices
NULL Modem Adapter 1 [Gray] Adapter for connecting serial devices, It allows users to bypass JO303-CON-A
{fomale-to-femala) the radios to verify serial cabling is functioning property.
Pawer Adapler (WDC,1A) | 1 | Addmter for powering the RS-232 development board JPSP2-V11-6F
Battery Clip (8V) 1 | Clip for remotely powering the RS-232 board wi a 9V battery JPZP3-C2C4l
RPSMA Artenina 2 | RPSMA haif wave dipoie antenna (2.4 GHz, 2.1 dB) A24-HASM-450
RF Cable Assembly 2 | Adapler for connecting RPSMA antenna to U.FL, connector JFIRB-CRI-4I
) 1 | Documentzfion and Software MDO030
Step-by-step-instuttion on how to create wireless links
Quick Stert Guide 1| 3t e capabidies of the madites MD0026
Interfacing Options

The development kit includes an RS-232;and a USB interface board. Both boards provide a direct
connection to many serlal devices and therefore provide access ta the RF madule registries.

Parameters stored In the registry allow QEMS and integrators to customize the modules to suite
the needs of their data radio systems.

The following sections lllustrate how to use the interface boards for development purposes. The
MaxStream Interface board provides means for connecting the module to any node that has an
avallable RS-232 or USB connector. Since the module requlres signals to enter at TTL voltages,
one of the main functions of the interface board is to convert signals between TTL levels and RS-
232 and USB levels.

Note: In the following sections, an OEM RF Module mounted to an interface board will be referred to as
a "Module Assembly”,
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