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ABSTRACT

Many worms and viruses are spreading all over networks today. Some of them may cause
serious damage to network and computer systems. The purpose of this special problem is to
propose a solution to the problem by developing a program that can alarm when worm/virus like
behavior packets are transmitted to/from a network. The information that the program needs is the
differences between normal and suspected packets. In order to gain such information, all packets
that travel along a network are needed to be captured and examined to find out the patterns of the
infected packets. The rules for identifying such packets are then developed and used by the
program to warn users about the possible intrusion of worms/viruses. Snort, an open source
network prevention/detection system is used as a tool for packet capturing. The rules developed in
this research are also transformed into the form that can be used directly by snort. This allows
network administrators to have more tools to filter the malicious packets out of their network

systems.
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2004.

Q2 =

(2] a5 35¥/PA $90123, “JAVA PROGRAMMING Volume I”, Hisagindu, 2548,



MARUIN N,

Ty = :1
n.1 glemsaanallsunay

o ¥
n.1.1 MIAAEF Fedora 8
] b
AlafldfiTUsunsuivanstieg aruisonradivanldluidy ladd

¥

http:/torrent.fedoraproject.org/ Iav@ W 1siionIns sund19doanisezarni Inaa 1@ luiil
V. Yae WY 3 o o 4 o
nquiIseldienldiie sty 8 ¥azwion Tusunsu PHP 1AW uaziiona1ni Inaauyy

[

v‘%’wuﬂiﬂunduﬁ‘iw"lﬁﬂmﬁiﬂaﬂmuJTam‘i;”uiJﬂu%ﬂﬁwia"lﬂﬁ’

fedora/linux/releases/8/Live/archliso/F-8-arch-DVD.iso uagtin T sunsunausinfisdon 13
TaemsasTsunnniuglfnuezdellanioneniiame fieu uf25aldusuiitons

Tlsunsudlaest 8 Taodldaunasvzutsdanvesdoyamudedivualildiosnidn

¥
fame 1il

Directory Minimum size
/ 250 MB

fusr 250 MB

/tmp 50 MB

/var 384 MB
/home 100 MB

/boot 65 MB

n.1.2 miaadaldsunsuanesn
= 3 .:i ] o
n.1.2.1 n13aand ldsunsudus neuszas lUsunsuauasn
1 Ci 4 r A
Aeunvzamisaldllsunsuaveinld sxdoanmisTsunsuiietan s
' [ i d
vedesldmdauioas 1Usunsu mySQL, PHP uazdmian 1aui3 pere Aena Til (1u
novuWanI 8 vefiniswIon mySQL, PHP TA1+ud )
yum -y install mysql mysql-bench mysql-server mysql-devel mysqlelient10 php-
mysql httpd gec pere-devel php-gd gd mod_ssl php-pear gliv2-devel gec-c++

® WINIAnAI ADODB
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Tar —zxvf addb493a.tgz ~C /var/'www/html/
»
Y1N13AAAI ADODB

Tar —~zxvf addb493a.tgz —C /var'www/html/

iedldaulaninisaslusunsy MysQL udrldinisadiemisiaves

¥ .
auasnauane 113 Taoldidr 1N Terminal

Mmsimuaniendsalunmsdlgan MysQL

mysql

mysql> SET PASSWORD FOR
root@localhost=PASSWORD('password');

>Query OK, 0 rows affected (0.25 sec)

nmsadamnae Bitudeyannaussn

mysql> create database snort;

>Query OK, 1 row affected (0.01 sec)
yansrdrmmisadmivauein lavfimm3fazdensady
snort.conf LBEAI19A13 N"U?Nﬂuﬁl{ﬂﬁﬂﬂuﬂ

mysql> grant INSERT,SELECT on root.* to snort{@localhost;

>Query OK, 0 rows affected (0.02 sec)

mysql> SET PASSWORD FOR
snort@localhost=PASSWORD('password_from_snort.conf’);

>Query OK, 0 rows affected (0.25 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on
snort.* to snort@]localhost;

>Query CK, 0 rows affected (0.02 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on
snort.* to snort;

>Query OK, 0 rows affected (0.02 sec)

mysqgl> exit

>Bye

mysql -u root -p < ~/snortinstall/snort-2,6.0/schemas/create_mysql snort

Enter password: the mysql root password
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anl

Dy

mysql -p

>Enter password: (Enter your password)

mysql> SHOW DATABASES;

3 rows in set (0.00 sec)

mysql> use snort

>Database changed

mysql> SHOW TABLES;

| detail

| encoding

| event

| icmphdr

| iphdr

| opt

| reference

| reference_system

| schema
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| sensor

| sig class

| sig_reference

| signature

| tephdr

| udphdr

4

-+

16 rows in set (0.00 sec)

exit;

& d
7.1.2.2 mInandldsunsuanedn

f

=

ug3iv1dad e Tramesvesauein 13 / Tavez 141 dalunisas

Tusunsudana lail

s TnaaTusunsuauoim Taudlad Terminal ufanad dede i
wget http://www snort.org/dl/current/snort-2.8.0.tar.gz
tar -xvzf snort-2.8.0.tar.gz

cd snort-2.8.0

J[configure --with-mysql --enable-dynamicplugin
make

make install

groupadd snort

useradd -g snort snort —s /sbin/nologin

mkdir /etc/snort

mkdir /etc/snort/rules

mkdir /var/log/snort

Mmsanl Inaanguesausin

3§

Wi aumesiaeds Tusunsuauoin1¥eg Taviliaa n Terminal

b,

A9
cd ..
¢d snort-2.8.0

cd ete/



56

wget http://www.snort.org/pub-
bin/downloads.cgi/Download/vrt_pr/snortrules-pr-2.8.0.tar.gz
wdrimsdadl Indnquinimudidee i

cp * /etc/snort/rules

gedit snort.conf (1U path /etc/snort)

) ¥
10100198 snort.conf a2 1R uAdonan e 1114

Ll

ud v loRuoamse

var HOME_NET 10.0.0.0/24

var EXTERNAL_NET !$HOME_NET

ul%luumn “var RULE PATH ./rules” Wy “var RULE _PATH
fetc/snort/rules”

!ﬁﬂﬁ‘]éﬁﬂﬁd%‘lﬂﬂﬁﬁﬁﬂ says “preprocessor stream4 reassemble” %
ﬂﬁ']UL'ﬂ‘N

“preprocessor stream4_reassemble: both,ports 21 23 25 53 80 110 111
139 143 445 513 1433” (without the quotes)
ur"fﬂagmamﬁ’fwaﬁ’ada"hlﬁv

output database: log, mysql, user=snort password=<the password you
gave it> dbname=snort host=localhost

wmssuTdsunsuauasn

Change directory to /ete/init.d and type:

wget http://internetsecurityguru.com/snortinit/snortchmod 755 snort

chkeonfig snort on.

n.1.2.3 M3Aanallsunsuwe (BASE)

1.1.1

¥ 1 [
msfAadaldsunswug 1Hd1 1R Terminal nag¥iimiunids

¥
dane 11l

cd /var/www/html

tar —xvzf /root/snortinstall/base-1.2.6.tar.gz

173 configuration Tusunsuue
WavuFovoi IWamedn base-1.2.6.tar.gz 11U base

Copy the base_conf.php.dist to base_conf.php
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ufludioyalu W basc_confphp Haft
$BASE_urlpath = "/base";
$DBIlib_path = "/var/www/adodb/ ";
$DBtype = "mysql";

$alert_dbname = "snort";

$alert_host = "localhost";

$alert port="";

$alert_user = "snort";

57

Salert_password = "password_from_snort_conf";

wdnihmsfnderugudeya

$archive exists = 0; # Set this to 1 if you have an archive DB

[ - o
nannndemslFuvesldsunsuauosnuda

v [ 4
(chkconfig snort on) naf1d a7 Terminal fase Tl

service snort start

Tiddusnmefud nd g laeldddaiiig

TERRIC T https://ip_address(cluﬁﬁal‘ﬁ localhost)/base

n.2 gilemsl¥auldaunsy

] ar

' ] v
szl lunmsiiauves Tdsunsudien Jdail

yimstlameSafde nisialulusunsylu Teminal 1fdadail

chkconfig httpd on

chkconfig mysqld on

service httpd start

service mysqld start
Léilﬂ']iﬁ?ﬁ?ﬂﬂlﬂﬂﬁuﬂ{ﬂﬁﬂ“ﬁ

/etc/snort —D —c/ete/snort/snort.conf

n.3 M33uTUsunsu jar

wmsdaredandoens1dluldsunsyly Teminal 14

java —jar [$path (jar)]

L3

L

€
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