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ABSTRACT

I

Nowadays, the Internet has an importance in business, education, multimedia and others.

Many people surf the Internct for many reasons, such as scarching information, or business
contact. The expansion of the internet causes a ncw kind of communication called P2P
communication which it consumes a lot of bandwidth making traffic problems on the network.
The special problem “Detecting and Analyzing Peer to Peer communication system
development” is developed to detect some protocols of P2P communication, then alert and store

detected information into a database, Therefore, the system can help an administrator deteets and

tracks a source of the detected P2P communication later.
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1) Guutella Protocol

W
Izl

el o o G
%Mﬁﬂmﬂ‘j‘“lJf]\‘lm%’ﬂW?J(rcquttst header} #4

GET /get/<lile Index>/<File Name>
MTTR 1.0 w

Connection: Keep-Alive\r'n

Range: byte=0-\rin

User-Agent: <Name>\r\n

Tt}
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ABAIRDTUBIFIMDUNA L (response header) sl

HTTP 200 OK'r\n

Server: <Name>\rin

Content-type: \r\n

Content-length: \r\in

\r\n

axudueannilafiani e il Aeiufluufinifinves Goutella

- \gainnAaududaeR1in GET vie HTTP nis GNUTELLA

 Zusnandlafidududin GET wie HTTP vedasmudwanieno’lli

- User-Agent: <Name>

- UscrAgent: <Name>

- Server: <Name>

I U‘ﬁ <Name> ma‘mi’lu LimeWire, Bear-Share, Gnucleus, MorpheusOS, XoloX,
MorpheusPE, gtkgnutella,Acquisition, Mutella-0.4.1, MyNapster, Mutella-0.4.1, MyNapster,
Mutella-0.4, Qtella, AquaLime, NapShare,Comeback, Go, PHEX, SwapNut, Mutella-0.4.0,
Shareaza,Mutella-0.3.9b, Morpheus, FreeWire, Opencxt, Mutella-0.3.3,Phex.

2) eDonkey Protocol

w
o

3 o 1 L3 ey oo & A4
EAADTUDIUNIENDNNIFALADTUDINTFHUANHUSAIUAD

L 22145 &78123&SE7TAH 2345 678, 234556 7TH
LEE SR R O R EE DE DD X 3
| MaTke T |
o e Y e T R R L R LY SR AL L SR L CL SRR Bl bl et b bl ol
1 gackab Langth (4 Byeas) |
B R e et et et ek S LELE LY EELEL LR Rl bt Eoh DE el Db e ol ikt fld
| Messags kype |

b m P pm ==y

71fi 2.7 Shuazgmnpdued eDonkey Protocol

& '
-1 TudnsnzidumndninesFailan 0xE3 avgu t6)

-4 Tuaneuuiuvrinave e s(message)
¥

o i o 1 g
-1 lodgeddlunyaias lof(message IDYwandnyal g
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3) DirectConnect Protocol

Snymssaaosvoaiy vxsudedl

$command_type field1 field2 ..|

axfuduemnoslnfianienn i foidhufinfaves DirectConnect

~ludusnfinonnigameuesTils Tnneaid i/ lofiiiu s uay Tudgatoiiu

- @T’Jﬁ‘ﬁiﬂ‘iﬂﬂ g AT command_type TAun MyNick,Lock, Key, Direction, GetListLen,
ListLen, MaxedOut, Error,Send, Get, FileLength, Canceled, HubName, ValidateNick,
ValidatcDenide,GetPass, Mypass, BadPass, Version, Hello, Logedin,MyINFO, GetINFO,
GetNickList, NickList, OpList, To, Connect-ToMe, MultiConnectToMe, RevConncctToMe, Scarch,
MultiSearch,SR, Kick, OpForceMove, ForceMove, Quit.

4) BitTorrent Protocol

waneSvouuTigUiudsd

<a character(1 byte)><a string(19 byte)>

axtuguenmeiaiaasao il foiduuiniinves BitTorrent

- Tudusnoziluddnus 19 ©x13)

- 19 lud@au1vziiAn "BitToment Protocol” ﬂg:

5) Kazaa Protocol

oo voadidoie wlidnuasail

GET / files HTTP/1.1%r\n

Host; IP address/port'rin

UserAgent: KazaaClient\r\n

X-Kazaa-Username: \rin

X-Kazaa-Network: KaZaA\r\n

X-Kazaa-IP: \rin

X-Kazaa-SupernodclP: \r\n

wamosusshineunduanuuz il

HTTP/1.1 200 OK\r'n

Content-Length: \rin

Server: KazaaClient\rin



X-Kazaa-Username: \rin

X-Kazaa-Network: \r\n

X-Kazaa-IP: \r\n

X-Kazaa-SupemodelP: \r\in

Content-Type: \r\n

m‘lfunnﬁam:u’iui‘]maﬂma{mm Kazaa Protocol 98 @8aii8nuaizfail
M1 GET #50 HTTP

=
-4
- dpaiifadniiiud1 X-Kazaa
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o = Ada o o oA YA 3/ o
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wdudoudld Taomstiuiin szdudluding Twd wiegudoya A4
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% = =) L | -
FHumituinusoudanoudo
o s
» Tdrfudin (Log file)
' o d a g .
« TUDH DUDUAUNT (SNMP (Simple Network Management Protocol) Traps)
o ar [
» Telatfunn Yaddagmdoya
9/ 3 o 3
s A31U0NWDUNDA (XML Output)
@ =) ! ¢ s P
< Funlaouawousnns (Router) iaz IW$ 1900 (Firewall)
[ g =1 Irl ar & =3 u’t:lﬂ
. A9l U EIDUY (SMB :Server Message Block) YBunToanounusoI MY
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3212 Fasuthlumsaadadilsunuauedn

® Libpcab library (fip://ftp.ee.1bl.gov/libpcap.tar.Z)

e C Compiler 3aUn@aziiaadaliflunn 0s eguds nivarvaziinsanisd onu
C (ftp://ftp.gnu.org/gnu/gee/)

®  Utility ﬁ“l%'ﬁm Suen g W GZIp (ftp://ftp.gnu.org/gnu/gzip/)

® MD5 Cryptographic Checksum Program Lﬁﬂi“j’i‘ 1¥AI1Ie Sy Iﬁﬂ(Source code) ‘ﬁ

o ¥
Taunin i dgnud v W rounihil Taed hidssaedd

3.2.1.3 msaansldsunsy
w0 IddRa1nd Tnaau

#tar xzf snort-x.x.x.tar.gz -C /usr/local

1 ¥ [
the'ladames U8t mauoiiveiely svmiulefids

¥
o

#./configure (4 Jeonfigure --help !.ﬁ’e]ﬂ Option NINUA)
#make

#make install

= [ o o 1 o d w 3
TaudnAaueiazifiudoyadenagluzlussden IWdndion f Syslog L5

o 4 o :
ansod i ruafaiudoyafidoanis 191y Database 191 MySQL, PosgrestSQL 138

o

o ::'\ J ] :: oy T 3 ¥
MssQL 14 e Wasedadeyainasnaoyidazaintaluriiumatdndu i ACID 1isil

£

) }
o ' o . ot =] o o ]
2ii§1001amInow Ind(Compile) e 1 14y MysQL Banfaluunanuntiuseld
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v g oA o g s ¢ o '
a¥1alaanesifioiufon THAV0ITUBIANINUALIAAIINIA HAZADT
w [} 4 P o \5 = 9 3t
HoarulilHynaadu Access unfladanesiiug TavinAudzaaldf sarlog/snon
#mkdir /var/log/snort

#chmod 700 /var/log/snort

naaaullsunsy
o o v ; ¢ o
NABDITUAIN snort -? 1WBLLEAY Help 903AUDIANIHLA

o
a5 lda Configuration U102 Rules

1.

N 9 I -:y rey 1 'i‘_l 9/ o a 3
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#mkdir /etc/snort

> 1 4
@ o

siminlfifefiidaya Configuration Az Rules Files MN@0iAv03U0 3R

#cd /usr/local/src/snort

#cp snort.conf /etc/snort

#cp *.rules /etc.snort

#cp classification.config /etc/snort

1) 19 /etc/snort/snort.conf

o = a @ o o |
15192184 snortcont (Hulddndnlumssuanesalasduiludowudly
W
foyalurnadudasie 11l (vi snort.cont)
5 9 o g arf ] 1

i lv HOME NET ¥iiluiiaisn uoamia(Network Address) ¥03iA30910
1@09n151 DA D3 (Monitor) 154 var HOME NET 10.10.10.0/24

uilasl] Network 1P Address  ouldassdunnudeanis igu SMTP
SQL_SERVERS

VoA ) 1

Afarsufludie VAR DNS SERVERS ufldiflu DNS Server #ildmiulu
W89 (Woilaany Fault Alarm

o a = o dlq g 1 [ = - y&
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] Y Y- ot o ¥ 1 o 3 ¥ ] = '
www.snort.org Wioufugtiomsifoung (Tavtnduds lifianuiuiluaeuivungies invaun

’ ' ¥

wiuARauY1Ing Tnalq 7 www.snort.org INTHUIBI)

s o
A15IUAUDIN (Dacmon)
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NAADITH fusr/localbin/snort -¢ /ete/snort/snort.conf Eal’ﬂljﬁ“ﬁﬂﬁﬂ‘lfvlﬁ‘lﬂ(Error)
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#/usr/local/bin/snort -D -c /ete/snort/snort.conf
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o | o 4 ¢ g y 4 '
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