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ABSTRACT

This Thesis presents the patient identity card system used in hospital by applying RFID
technology for various purposes such as patient recording and medical treatment. When a patient
comes to the hospital, the data machine will read a patient record from patient tag. Then the
patient record and the data medical treatment will be immediately shown to hospital
administrator. This system can serve patient quickly and accurately, no waste of time for
searching the patient record. Moreover, this can take care of patient very closely. For the patients,

they will get a comfortable, fast, and accurate treatment when coming to the hospital.
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2.10.2.1 Amplitude Shift Keying (ASK)
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2.10.2.3 Phase Shift Keying (PSK)
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2.14 malulagmiennus

2.14.1 RAM (Random Access Memory)
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3.2.1.1 puenlAmunain ACR120 Contactless Reader

- Full MIFARE® functionality

- 149715200 ISO 14443 and Mifare® Cards 18t

- muazdioudoyala

- B3 IN1se T oyags

- e nenuudelud

- LAMIADIUMINIHAIY LED

- Built-in contact smart card slots (on request)

- SAM slot (on request)

- m3smuaziouasiuu Tas lswmaeimimuavestias Tnsld Tals Tanea
T=0 1138 T=1 AU UAYUNUWANINSWOITATA8 SLE 4418/28/32/42

- mudeunsldnesnennsy Rs-232 nie USB

- u599u W1 Regulated 5 Thad DC

- SAnmsvnan luinu 5o Haduns

- nyzna T 8o Tadueud

- RUHATINM I 0-70 DI s AE LT

- YU 120 mm (L) x 73mm (B) x 20mm (H)

- a1 13.56 Mz

- 1195310 / M3TUIDI [SO 14443 and Mifare®cards

- SEUVARTDAYUNINIU Windows 98, Me, 2K and XP




33

32.12 UesAlABzUNIY

o o v o 5
‘umﬂ"lmmmsmzu’dmumummws mnmuaqﬂﬂsmma 9 mu‘lum?m

v r
81UACR120 Contactless Reader/Writer M@ WUUNAZA A9 danaadluning 3.3

Ji | Hi!
A - DT,— . . b 00 { 31
O v S O ~
~M Eﬁﬁ: m ﬁ it J'w
H i . ACRIIG.ACS, Y104 g
I n
Jen *° 3 e
6.5em Ltt_ = N " (3
Lot oy e ['fu:_l':
T _]i: it l? E;F;n " —"'"'"L e Lﬁj ts
» j =3 A
!E ?3:": . T
ul -
O Obd" 10P VIEW O
v L o oo |
10 cm

I
v

36 3 1_]1_1 m
'5{3
my g 1o e
'rLIJJ H;-

( )BOTTOMVIEW o rﬂf%nég

mnn 3.3 uaeay Bgﬂqﬁﬂzllﬂiuﬂﬂd ACRI120 Contactless Reader/Writer




34

8 - ] a [ 2 1w =) v v v
unvodazyl  NisulumsSeunstunsunnesiunesaa1e q

UARIAIAITIIN 3.1

AT 3.1 LAAINUINMTINOILLARZU1YDINDS AUBI ACR120 Contactless Reader/Writer

n foygnn 3150zIBA
1 | -RESET Pulling the signal to ground resets the module.
2 USB- : not available
USB-/RS232Tx/R5485+ RS485+ : not available
RS232Tx : RS232 Transmit
USB+ : not available
3 | USB+/RS8232Tx/RS485- RS485- : not available
RS232Rx : RS232 Receive. Pulling this signal low
for 100 ms will trigger a reset to module.
4 | RS422Rx+ Not available
5 | RS422Rx- Not avaitable
6 | SDA I’C Data
7 | SCL I'C Clock
8 | VCC +5V supply to the module
9 | NC. Not connected
10 | LED-/User Port Cathode of on module LED. Can be configured as
User Port(Open Collector).
11 | VPP Should connect to GND signal.
12 | GND Power and signai Ground.
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3223 pumulAveainiuszvuninnleeans

- 119 ﬁq’ ﬁ]lfﬁ AU Mutual three pass authentication (ISQ/IEC DIDS9798-2)

- 51797 A RF-channel Taofinsfloafiunmsgnumsnuas
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- s adloadunisidnts EEPROM vudi

MIFARE® card

s MF11C €53 chiz

P I o encbecdedintc 2 raodds

A o
AW 3.5 uaeanmasesneluseamio

— ! -
ned L Muzitatic li—n brazehr
P ' i =
I.' ) C
— | Ansl o i
" . Ca =5 b Torae o
b ; "o " Crenn s = U
- End ordine e
(. A LEEIE TP 2E
— ‘ A patiten EE
S | -: [ -
: -1 [T o2
NS | :

- ¢ o
NN 3.6 llﬂ'ﬂ'ﬁﬂTWBQﬂﬂﬁzﬂﬂﬂﬂ'lUGluﬂlﬂﬁlL“ﬂﬂ




37
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¥ »
UsznovdonaauazHandumsniausis q efuodsae i

gauvestfihe

- AA1% FormMain aruguMItiaeesmisamaniung

SonlFamduai g vesszu

- 7@ FormRegister auauMIINuYeInstitas§il o vy

- A FormSearch agunshoueesmssunidiao

- AA1% FormQueue auguMsRIsvesmadRaie 1S ms

- A% FormEdit aguMIsuYeImsud ludeyaveosdilao
danvesdid i

- AA1d FormMenu AIVAUNITHITUVDITIA NN

- A71d FormLogin AURNAITRIIIYDINSIIN 1F

- D1 FormNurse auguMshauuesdeyadilwdmsunenna

- @Y FormDoctor aauguntsiuuesdeyadiledmSuuwnd

3.3.1 awveadile
3.3.1.1 wihmdnveslibunsy
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1. YaULUANIINIIHYBd ARC120 MIFARE

ACR120 Serial Protocol 131059481 0MsAnnofy ARC120 MIFARE 1ta=

b
L

unnwSensueloumod 1014443 il A waswiia B ms 1¥nundniidaiing
- MIATURUAISIITS (Access control) M5UIBRMIE (Identification) viins 61y
ieea5z81 (Serial numbers) vearfasnanualumuimin
- mstanudoya (Data Storage) aimaiimsithsamsemuazidou

- 1J@3 (Ticking) 92UMIMIMIo U Wou iy uazaa lumsidhsva
2. MIFARE Data Structures
¥ o
2.1 voihmua

a ¥ o Y
M1 0.1 uaasdorimuaveslassadedoya
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t o o 4 o
Sector IFnUAUIoA MU 1U991TATNIATTIU MIFARE iaazidmuudils noudie
4 A ¥ 2 @
4 yaon waslindimwizuazanizmsidins Tasna ldluvai q

upAWANAU daud1e q sxgnimusaensiuliy

' o - o s v_ 9y s A d uw
Key usazdnnesvoainsgnimualnsiadield ¢ lud inFessrmensziin1d

13 32 79 14 EEPROM w358 1 Adlu RAM

Transport | sopRdunaI9n18dal#91n 15999 (fe. ADAIA2A3A4AS,

Key BOB1B2B3B4BS or FFFFFFFFFFFF)

Block FRUANLIoANLE 16 Tudvoains1asgI1u MIFARE

Value smys 4 T (unsigned long) gaiiiu Tugiiuudims Tuwilsudon miffo

o = o A 9 4' ¥ o a 13 - v
$1unu 2s neuwdwud Serwrsadluanld mignl¥dmsosiniu M

-] J 1= 9 : ¥ & 1Y
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Card ID rinovlszd 4 Tud (single size type) smAdufvunslssnunazlud

a379m01 16 Tud o1uldenauder szgmduiuvien 0 (Smaos 0) voaua

d
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2.2 A3INAT§ N MIFARE

=] ' = ] o1
UsenouaIn 16 inimos uAazSnnesil 4 vien uaazusens 16 lus

MIFARE" Standard Sectors

Sector 0 (Block: 0.. 3) Block 8: Data or value {15 bytes)

Sector 1 1Black: 4..7) Block 9: Data or value [ 16 byles}

Sector 2 (Black B... 113 Block 19: Data or value (1€ bytes)
Block 11 Access Conditions, Key A,

Sector 1z (Block 50 . 63) Key B {16 bytes)

AT R uaaelasaadanuasnnudveaias

2.2.1 19ma05 0/ udon o

»
vdenfiannseoiudenader m'liannsad Wudlusee q meluld

Serial Number (4 byte) | Check hyte {1 byte) l Manufacturer data (11 byte} |

ai o & 1 o
NN N2 LAAILADNDU 9 TUNUIBAIL

222 vaen 3, 7,11,15, ...

Key A (£ byie) Access Condit ons {$ bytes) Key B (6 byte)

/A 03 uaaaudendu q Tunuienuds

2.23 1IN UAAYDI MIFARE
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mstiammseouluaun ldafsaznaioudin uaziinmsidsianylonnus
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Giet Sciab Numdr

tAntacolbision 8 s taes are i e
ficldh

r_’ and select one cd 3
{Select)

3 Card B fsealiamben)

_+

" Lagin to a coctarn {Antent, ate)
—"" Sectv, b hvpe
‘ 1t
gl Remd Wiite Trcioment {lecreinent. nternalhy
Copw of neplesientad

N usend o harel-
< bloch value s
by ol nrinple

fapsl

AWA N4 LARINITZUINATISTHINIULDUNTBIDIUAVUND

apumsalmshanidgndudiiunsifnuvesiidunsoasudanslu
A1579% 0.1 Auasil

ATHN A2 HEAUNYMIBIUBINISHIIUTEN AN DI WA LLNAN

Get Serial Number “c” continuously reads senat numbers of all cards in the field
‘m<CR> displays a list of all tags in the field

Select *s” reads a seral number and selects a single card in the freld
“m...<CR>" selects a specific card in the fisld

Login “F does the authentication procedure for a sector;
always requires a select {using "s” or "m. "} before

Read, Write, Increment, | °r", =" “+"."-" "=" does the reading. writing and value handling:

Decrement, Copy always requires & select and a login before

3. lihinneauazyaddaiildam
3.1 usanhlilanon
s Tnneaiignoonuuu i 1dan 146w drdaamne 1450 Tsunsilszim
mosiiuea’ld deyanduiluuun ASCH Hex Farmnsuanaifiu 18 Tilsunsumesueuna

(Hypcrterminal)

Command Data
M bytes N bytes

A 05 uaaaTnseasisweunsuasuean 1l Tanoa
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3.2 Tunn3lstanea

» v
TsTanoaiignuuudmsums augammnssulaodmsgaias Tussy uay

nisaseseusy msddoyasnuuyy luus

STX Station IG Lengih Command/Data ECC ETX
1 byle 1 byte 1 byte N bytes [ byte 1 byte
pIMA n.6 nanalnssadrveadsuvesluuid s Janea
-STX : Start of Text (ASCII 02h)
- Station ID : Unique D of the Station
IDO Qﬂ%&ﬁ1ﬁ§ﬂﬁﬁﬂﬁﬂ {controller device)
ID FFh Qnﬁ]mmmaunﬁm‘f&wuﬂ (Get ID Instruetion)
- Length : i3InANUETYoYA IMUAMUETIVBILABN Command/Data
-Command/Data  : iiunfensids Iiusdauazdoya Tasswosmidassegluglues
ascr dudoynvzgnauiiuluuiiinu ASCI Hex
mmmwmﬁanﬁﬁaﬁuagjﬁ'uﬁﬁaﬁw
-BCC - Block Check Character 19 lunisasasaaunisasfianain
fuan T XOR uaaz Tuaveansussuiyu STX/BCC uaz ETX
BCC = (Station ID) XOR (Length) XOR (Data/Command 1) XOR
(Data/Command 2) XOR...XOR (Data/Command N)
-ETX : End of Text

dredndeyaveansuildau

02h

64h ath 78h 10h 03h

STX

Station 1D

Length X BCC ETX

1 »
=)

] - A ’ . & v g o w6 o
ﬁ"hllﬂ 1ﬁau'i]z‘i!.°ﬂmﬂ§mﬂ 'l'l-lﬁ'lﬂ station ID 64h IN79490 111%111?13?11'?8\1’(’11115 JILNEG RN

AR 0.7 nansdoyaveaunsunldon

»
oy

02h 25h

02h 72h 0sh 51h 03h

STX Station 1D

Length T block BCC ETX

M n8 uaaansuUo RIS

u —_—— ——————
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Qzh

0Ch J1h 4Eh

4Fh

03h

STX

Master ID Length | N

BCC

£TX

M .10 uaeadeyamidalumsy

3.3 yafna

m3af 03 uansgemdeanidau

g;’zmaﬂd MIFARE® Application Oriented Protocol Command MIFARE® Low Levei Command
B Heset -

¢’ Continuous Read Anticoflision

‘s’ Select Select

ki) MuitiTag Select f Tag bst Select # Anticollision
T Login {sector, keytype, key] Authenticate

¢ Read [block] Read

‘™ Read value {block] Read

re’ Fead register fregister] -

' Virite {block, data} Nnte

v Write value [block, valug] Write

‘we' Wirite register [register. data) -

wm' V\.’riie key register [register, key] -

+ Increment fblock, value] Increment

- Decrement [block, value} Decrement

= Copy [block, block} Restore

g Get 1D of reader module -

t Transfer data telegram [length. opton, data] various

‘poff por’ Turn the antenna pawer on or off
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33.1 M&IM3s RESET

ﬂ. s o o kY s o
MINN N4 LTS 15 1un153T1sa

Command

CRrD DATA

X None

Binary Frame 020101787202

Answer

ANS DATA

none Binary Mode: None
ASCI Mode: "ACR 120 x.xx” + CR + LF, where x.kx is the major and nvnor version
number of the firmware imstalled,

332 MTaM3 READ

] *
o

MInf s uasaidaniFlumsoiu

Command
[ ¥gu] CLyi
' read otk ¢ och ¢ § e S0, 3F or a Mifare® Slandarg TA3)
Ty reag vatug block toch ¢ 1 ey 80 _3F
re’ read repder EEPROM ragister (1 iytei Q0. 13
Binary Frame: read biock Odh: 3231027204 7203
read vaus biock 06h 0201 2272750402 C2
read regster 10hiuserdatay 92 01 03 72 85 12 05 04
Answer
ANG CLTA
rong read bicgk: Cata 1€ bytes)
read va ue: Vaue /4 vies)
read TEPROM Data {1 byte}
Mo TAG [Fetel
41 no value biock rare
Foread falure nore
Binary Frame: Read viock: 02 00 12 <16 bytes data» cc 03

Rean va'ue: £2 09 04 <2 byyies cala> cc 02
Read EESROM: 02 00 04 nn cc 03

3.3.3 M58 EEPROM Y03In303014

AN .6 uaasmdan 19 lumseunulen1usT EEPROM

MIFARE" Reader Module EEPROM Memory Organmization

Humber Name eseripien

[ale SR Y uriqua cevice 10 22 bt Tn 8 number i5 LRique far each dev-ce and therefore read
ol ¥

Odh S1iation D Ircicaies the address 10 for every slaton. The [0 15 used for
Geerassing wrhin a pary line and is read only

O%h Protoco Cortiguraton St prelocd typs, power on behavor

€6h Bauc Raote Se ection Csfires conruinication speed

O7h.. OFh reserved

10h . 13h user daia frae Jsage




AN 0.7 LARIAIDE19M5 1¥A1H9914 EEPROM
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0%

reacts £ ock 4 (secior 1

S3112253445C6L TSR0 AAGS DL EECDFF

reply from reader ¥ Mifare™ Standarg
thock € cortaing 001133, *

oo

reads Manu'acurer Cone (eector )

reQ4

reada veioe of block £

20112232

rediy from reader # Mifare” Standars
v e sloth 4 comans 0013120388

re(d reads regieter S SALCN 1D

f] reoy Fxascn 00 settx C1

el reads re:;istcr S {Seotocol Configuratong

N resy i¥ Protaeol Corfiguraton register is set lo 21
relE redds register € (Baud Rale Se'ecton)

A

recy i havdrate is set to 57600 aud

3.3.4 MFINMI WRITE

+ ]
o oA

AN n8 uaasmdan ¥ lumsieu

Command

cKMD

DaTs

mWOwTe bock

bioch {1 oyte) D0, 37
dand 118 byes)

wY wrine va ue ook

bicch 1| fxyte) 00 35
va:ug {1 hyteg

“wiewrte register

register 13 yde) 0005
datai] byte

oy wrie master key

hey number'm byei100. 1F
Ay B lytes)

Dinary Frame

wrie L«'ock O4h. dare 001122,
G20 1277040041 223244 556577 2292 448 OB
CCODEEFSFE302
wrie value bleck 04h, value 007532223
RO GT7TIR0400 11 22330303
wrts mgister T0h wuser gata). data Ash
0t 077510 A ADD2

wrte mastar key O, keydata 08122838445
QOIS 77ED 00 A0 AL A AN A4 AS 1333
Answer
ANS DATA
None werite bloek: written data (16 bytes)
vrite value: written value (4 bytes)
write register: written value (1 byte}
verite master key: written key {6 bytes)
‘X7 unable to read after write none
‘U read after write error none
‘N no TAG nong
7 write failure none
‘"2 write failure none

Binary Frame:

Write block: 02 GO 10 (116 bytes of data) ec 03
Write register- 02 00 61 nn cc 03
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AN N9 uTAITIIAIVeIMINI LU azns 6

omp |1 texee [s| Igis || J
] 1
PO RL‘L[UL‘:-I -y
Reader: — Rosponse
. Conpmuand Eaecuting Response
Command + T
LT II'I\'D' I‘\l.\x' FXS Ils‘:uc(':j I'ﬁ\'n'm' 1.\1:&I IH\.‘:*H ,!.!.L\x‘
Resct 14 H7.0 RIXN
Cont. Read 10 7 <F )04
suleet” 1.0 7.6 15.0  [260 |3t I o
Mulii Tay 2.1 2.1 5.2 A rieus VEFIOUS
Losin }.2 1.7 J1oh {34 15.0 kN
Read
Duta  §r] 4.2 1.3 b 13.4 |51 254 35.4
Value || 4.2 38 3.8 5 31 R 1.4
EPROA] fre 3.1 1.t} 1.0
Write!
Digta | | 30.5 1.3 11.2 3.0 |31 15 33
Vidue oy 12.5 I3 182 154 |3 4 pied
FIPRON Jw el 4.2 uh 1.0
Muster key ] 9.4 115.0 1.0 .3 6.3
Power 4N 3.1 A ) 1.0)
Power OFF 4.2 ~{.4 1.0
Port
write {w] il ~{.1 1.0
read i 2.1 <(). 1 K
Ciet 1D 1.0 LT 1.0
Prunsdor Tekegrnm varlous VArEOS vartates
Increiment 1.3 L2 8.0 1134 |5 [d o4
Decrement 115 1.2 IS0 {134 {50 Jied Jiea
Copm ' 3.1 3.6 1.5 (134 [an e T
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5. TRZIBEAYeININTUNIIN 1IN

5.1 TIUazIduaAvYeILADR

%1 MF1 1C $50 Y32nauda0 EEPROM 1 filalud RF-Interface uag inunugy

Sy, o 1 c{ ] [] 3 { s 4 1
ANDA WAIUUAZYDYANgATIRIuE e INAFI SN LRI vaadaTivatwTuIuTeuae

fudl MF1 I1C 350 dauaaalunimi n.12

4‘ 1 - o ar ] d
Adlu T 1dsudnaesddmwizdmsundazuden

r«

antenna

5.1.1 RF-Interface
- fungan/MAugan
- 95T NI SUE

L) =

- AMMUATYIMUIAM
ad [

- TEEAWDINY

- ARG NNIAALS IAY

5.1.2 mstleatumsyuiuveatoya

vasvme 9 lufieglumuwemizgmibenuazgadalidinuaiudidy

5.1.3 msAgnimau

r A o o o A [V 1 o ¥ R o
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