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Abstract
This project implements a sccurity system based on human face recognition. The image
database is used together with the signal processing techniques to compare with the recorded images

from 1he camera. Should the result be close to valid users, the entrance will be unlocked.
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E FROGRAM &
furnction varargout = testprogram{varargin)
gul Singleton = 1;
gui_ State = strucri'qgui Name'®, mfilename,
'gui_Singleton', gui Singleton,
"gui_Openingfcn', Etestprogram OpeningFcn,
'gqui_OutputFecn', @testpregram OutputFen,
'gul LayoutFcn?, [1 .
'gui Callback', [1):
if nargin & ischar{varargin{l})
gul State.gui Callback = str2func(varargini{l};
end - B
if rargout
[varargout{_:nargcuc}. = gui mainfcnigul State, varargini:};;
else - B
qui mainfecni{gui State, varargini{:;):
end

o

o Connect Web camera
function testprogram Openingben{hCbject, eventdata, handles,
varargin)

handles.obj = videoinput ('winvideo', 1);

start {(handles.ocbj);

objRes = get(handles.obj, 'VideoResolution');

nBands = get(handles.obj, 'NumberCfBands');

hImage = image( zeros(objRes(2}, objRes{l}, nBands) );
handles.image = hlmage;

nancéles.output = hObject;:

guiaata (hObject, handles)

function varargout = testprogram OutputFen (hCbject, eventdata,
handles)
varargout{l} = handles.cutput;

el

F———— Executes on button press in pushbuttonl For Start/Stop Preview
furcticn pushbuttonl Callback(hObject, eventdata, handles)

butten = get (handles.pushbuttonl, 'String');

if stremp{button, 'Start Preview')

set (handies.pushbuttonl, 'String', 'Stop Preview');
preview(handles.cbj, handles.image};

elseif stremplbutzon, 'Stop Preview')
set (handles.pushkbuttonl, 'String', 'Continue Preview');
stoppreview(handles.obj):

else

set (handles.pushbuttonl, 'String’', "Stop Preview');
preview (handles.ob?);

end
o ———— Executes on button press in pustbutton3 For Japture Background
functior pushbbuttcon3 Callback (hObiect, eventdata, hanclesi

frame = getsnapshot{handles.on]);

axes (handles.capture) ;
imshow{frame);
imwrite (frame, 'backgrourd.jpg’, 'jpg’



[

Frm——— Executes on button press in pushbutton4 For Capture Image
function pushbutton4 Callback{hObject, eventdata, handles)
frame = getsnapshot(handlies.obj);
axes (handles.capture);
imshow (frame} ;
imwrite (frame, 'image.jpg’, 'ipg');

o

F-———- Executes on button press in pushbuttonb For Detect Face
function pushbutton5 Callback{hCbject, eventdata, handles)
cutput = facedetect{'background.jpg', 'image.ipg’};

axes (handles.detect);

imshow {cutput) ;

F————- Executes on butten press in pushbuttoné For Tdentify Person
function pushbuttoné Callback(hObject, eventdata, handles)

{person , check] = cmpbyEigen('face.jpg'};:

axes (handles, face};

imshow (perscn) ;

o Unlock the door if person is in databases
if (check == 1)
5 = serial ("COM1');
fopenis);
s.DataTerminalReady = 'on';
s5.RequestToSend = 'on';
while (a == 0)
st = s.PinStatus.CarrlerDetect
if strcmpist, ‘'off'")
a = 1;
end
end
while (a == 1)
st = s,PinStatus.Carrierletect
if strcmp(st, 'en')
a = 2;
end
end
s.DataTerminalReady = 'off';
5.RequestToSend = 'off';

fciose(s);

delete(s);

clear s
end

¥ --- Executes on button press in pushbutton? For Auto Workong.
function pushbutton? Callback (hCbject, eventdata, handles)
preview(handles.obj);

s = serial ("COM1');
fopen(s);
s.DataTerminalReady = 'off';
s.RequestToSend = 'off';

a = 0;

while (a == 0)
stop = s.PinStatus.DataSetReady;
if strecmp(stop, 'off')

a = 1;



end
b = 0;
while (b == 0}
cp = s.PinStatus.ClearToSand;
if stremp{cp, 'on')
b = 1;
end
end
while f(a == 1}

frame = getsnapshot(handles.obj);

imwrite(frame, 'image.jpg', 'jpg’);

cutput = facedetect('background.jpg’', "image.jpg';);
axes (handles.detect) ;

imshow [cutput) ;

[perscn , check] = cmpbyEigen{'face.ipg');
axes{handles. face);

imshow (person) ;

if (check == 1)
s.DataTerminalReady = 'on';
s.RequestToSend = 'on';
c = 0;
while (c == 0)
st = s.PinStatus.CarrierDetect
1f strempist, 'off':
c = 1;
end
end
while (c == 1}
st = s.PinStatus.CarrierDetect
if strcmp{st, 'on'}
c o= Z;
end
end
s.DataTerminalReady = 'off';
s.RequestToSend = 'off';
end
d = 0;
while (d == 0)
capture = s,.PinStatus.ClearToSend;
stop = s.PinStatus.DataSetReady;
if strcmp(capture, 'on')
d = 1;
end
if strcmp(stcp, 'on')
d = 1;
a = 2;
end
end
end
stoppreview(handles.obj);
fclose{s);
delete{s);
clear s
% —-- Executes during object creation, after setting all properties.

functlcn editl CreateFcn(hObject, eventdata, handles)
if ispc && ilsequal (get (hObject, 'BackgroundColor'),
get (0, 'defaultUicontrolBackgroundColor'))

set (hCbhiect, '"BackgroundColor', 'white');
end



G

% --- Executes on button press in pushbutten® For Call Login
function pusnbutton® Callbkack (hCbject, eventdata, handles)
test

¥ --- Executes on button press in pushbuttonll For Detect zye, Nose,
Mouth

function puskbuttenl0 Callback (hGhject, eventdata, handles)

(1l eye, r_eye, dist eye, eve, nose, mouth] = findeye('face.jpg'};
dist_eye = num2str (dist eye);

set (handles.editl, "String’,dist eye);

axes (handles.eye);

imshow({eye);

axes (handles.nose) ;

imshow{nose) ;

axes (handles.mouth) ;

imshow (mouth) ;

o $O

% PROGRAM Login To Databases
B o e e
function varargout = test (varargin)
gui Singleton = 1;
gui_Srate = struct {'gul Name"', mfilename,
'guli Singleton', gui Singleton,
'qui OpeningFen', @figurel OpeningFen,
"qui OutputFecn', @figurel OutputFcn,
'quli LayoutFen', (1.

"gui Callback', (13):
if nargin && ischar{varargin{l})
gul State.gul Callback = str2func(varargin{l});

end
if nargocut
[varargout{l:nargout}j = gui_mainfcn{gui State, varargin{:});
else
gui mainfcni{gui State, varargin{:}};
end

% End initialization code - DO NOT EDIT

2

--- Executes just before lbox2 is made visible.
function figurel OpeningFcn(hObject,eventdata, handles, varargin)

% Update handles structure
guidata (nObject, handies);
1f nargin == 3,
initial dir = pwd;
elseif nargin > 4
if strempi (varargin{1l}, 'dir")
if exist(varargin{2},'dir"}
initial dir = varargin{Z?};
else



errordlg{'Input argument must be a valid
directory’', 'Input Argument Error!')
return
end
else
errordlg{'Unreccgnized input argument ', 'Input Argument
Error!');
return;
end
end

% Populate the listbox

load_listbox(initial_dir,handles)
* --- Outputs from this function are returred tc the command line.
tunction varargout = figurel OutputFcn (hObject, eventdata, handles)

o

% Get default command line output from handles structure

varargout{l} = handles.output;
Fo——— Callpack for list box - open .fig with guide, otherwise use
open

function listboxl Callback{hCbhject, eventdata, handles)
get(handles.figurel,'SelectionType’);

if stremp{get (handles.figurel, 'SelectionType'), 'ocpen')
index selected = get (handles.listhoxl, 'Value');
file list = get(handles.listboxl,'String’);
filename = fileilist{indexiselected};

if handles.is_dir(handles.sorted_index(index_selected))
cd (filename)
lcad listbox(pwd, handles)
else
[path, name, ext, ver] = fileparts(filername);
switch ext
case '.fig!
guide (filename)
otherwise
try
index selected = get {(handles.listboxl, 'Value');
file_list = get (handles.listhoxl, 'String');
% Item selected in list bhox
filename = filewlist{indexﬁselected};
f = get(handles.textl,'String');
f = strcat{f,'\',filenamrse};
handles.f = f;
tframe = getsnapshot(handles.obj);
axes {nhandlies.axesl);
imshow{f);
simwrite (frame, £, 'jpg'};
catch
errordlg(lasterr, 'File Type Error', 'modal’)
end
end

F————- Read tne current directory and scrt the names
function load listbox{dir path,handles)

cd (dir path)

dir struct = dir{dir path};

[Sogted_names,sorted_index] = scrtrows ({dir_struct.name}');



handles.file names = sorted names;

handles.is dir = [dir_struct,isdir];

handles.sorted index = sorted index;

guidata(handles.figurel, handles)

set (handles,listboxl, 'String', handles.file names, ...
'"Value', 1) N

set (handles.textl, 'String', pwd)

% —--- Executes during object creation, after setting all properties.
functicon listboxl CreateFecn({hkObject, eventdata, handles)
usewhitebg = 1;
if usewhitebqg
set (hCbject, 'BackgroundColor', 'white'};
else

set (hObject, 'BackgroundColor', get (0, 'defaultUicontrolBackgroundColar!
V)

end

% --- Executes during object creaticn, after setting al} properties.
function figurel CreateFcn(hObject, eventdata, handles)

setappdata (hObject, 'StartPath', pwd);

addpath (pwd) ;

§ --- Executes during cbject deletion, before destroying properties.
function figurel DeleteFcn{hObject, eventdata, handles)

% Remcve the directory added to the path in the figurel CreateFcn.
i isappdata(hCbject, 'StartPath')
rmpath (getappdata (hObject, 'StartPath'));
end
% --- Executes on butteon press in btninsert.
function btninsert Callback(nCbject, eventdata, handles)
index selected = gel(handles.listboxl, 'Value');
file list = get{handles.listboxl, 'String');
% Ttem selected in list box

filename = file list{index selected};
f = get(handles.textl, 'String');
f = strecat{f,'\',filename!;
conn = datakase('dbl', *', "'},
id = strinum(get{handles.txtid, 'String')};
fastinsert (conn, 'Boat', {'ID’';'num'}, {(id,f});
function txtid Callback(hOcject, eventdata, handcles)
% —--- Executes during object creation, after setting all properties.

function txtid CreateFcn{hObject, eventdata, handies)
if ispc && isequal {get (hCbject, 'BackgroundColor'),
get (0, '"defaultUicontrclBacxgroundCclor'))
set (hObject, 'BackgroundColor’', 'whize');
end
% --- Executes on buttcn press in btndelete.
function btndelete Callback(hCbject, eventdata, handles)
conn = database('del', '', '"'}):
id = getihandles.txtid, 'String');
sgql = strcat('delete from boat where ID = ',id);
exec (conn, sglj;
function txtusername Callkack(hCbject, ewventdata, handles)



% --- FExecutes during cbject creation, after setting all properties.
function txtusername CreateFcn{hObject, eventdata, handles)
if ispc && 1isequal (get (hObject, 'BackgroundColor'),
get (0, 'defaultUicontrolBackgroundColor'))
set (hCbject, "BackgroundColor', 'white');
end
function tutpassword Callbacki{hCbject, eventdata, handles)

¥ —--- Executes during object creaticn, after setting all properties.
function txtpassword CreateFcn(hObject, eventdata, handles)
if ispc && isequal{get (hObject, 'BackgroundColer'y,
get {0, 'defaultUicontrolBackgroundColor'))
set (hCbject, 'BackgroundColor', 'white') ;
end

% --- Executes on buttcen press in btnleogin.
functicn btnlogin Callback{hObject, eventdata, handles)
un = get (handles.txtusername, "String');
pwd = get {handles.txtpassword, 'String");
conn = database{'dbl', 'un', 'pwd");
if {(un == "tae') & (pwd == '123"'})
set (handles.uvcipanell, "Vigiple', 'off');
set (handles.uilpanell, 'Visiple', 'on');

else
set (handles.msqg, 'String’, 'Password Is not correct');
end
% --—- Executes cn key press over txtpassword with nc controls
selected.

function txtpassword KeyPressFen(hObject, eventdata, handles)
t=get (handles. txtpassword, 'String'};
pass = get (handles.lblpass, 'String');
1 = length(t);
b:l1’.
pass = strcati(pass,t(l});
set {handles.lblpass, 'String’,pass);
for 1 = 1:1

b= strcat(b,"'*");
end
set (handles, txtpassword, 'String',b);

% —--- Executes on selection change in listbox3.
function listbox3 Callback(hCbject, eventdata, handles)
function listbox3 CreateFcn(hObject, eventdata, handles)
if ispc && isequal (get (hObject, 'BackgroundColor'),
get {0, 'defaultUicontrolBackgroundColer'))

set {hObject, 'BackgroundColor', "white");
end

5 —-— Executes on button press in pushbuttond.
functicon pushbutton4 Callback{hObject, eventdata, handles)
function edit5 Callback(hObject, eventdata, handles)

3 --- Ewecutes during cbject creation, after setting all properties.
functicon edith CreateFcn(hCbhbject, eventdata, handles)

if ispc && isegual (get (hCbject, 'BackgroundColor'y,
get (0, 'defaultUicontrclBackgrourdColor'))

set (hObject, "Backgroundlolor', 'white'};

end

% --- Executes con button press 1n pushbutton’.
function pushbuttonB_Callback(hObject, eventdata, handles)
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5 Functicn Detect Face From Image %
function face = facedetect (background, image) ;
Fmmm Read image and compare with background -------- %
a = imread {background);
A= L2989*%a(;,:, 1).
+.5387C*a({:,:,2).
+.1140*%a{:,:,3);
b = imread{image);
E = .2989%*b({:,:,1)..
+.5870%kb(:, 1,2}
+.214C*o(:, 1, 37 ;
c = A-B;
e = imZbwi{c,0.35);
E e b Scan find face in image -----—--——--—---%
[row col] = size{e);
rowZ 3 = round{(2/3) *row)
col?Z 3 = round/{ 2/Q)*c l)
coll 3 = round({{1/3)*col);
t----upper----%
uprow = row2 3;
upcel = col;
UpX = URIOW;
for i = l:uprow
for § = l:iupcol
if {((ef{i,§) == 1) && (i < upx))
upx = 1i;
ey = J;
end
end
end
t-—--left side----%
lrow = row2 3;
icol = col2 3;
ly = lcol;
for 1 = 1:1lrow
for § = 1:1lcol
if {{e(i,d) == 1) && (§ < 1y}
ix = 1i;
ly = 73;
end
erd
end
3-—--right side----%
rrow = rowz 3;
rcol = coll 3;



ry = i;

for i = l:rrow
for § = rcol:icol
it (e, J) == 1) && {j > ry!)
rx = i;
ry = I;
end
end
end
t-——-lower----%
width = ry-1ly;
high = width*{4/3);
high = rourdi(high);
e e %

out = imcropi(k, [1y upx width highl);

out = imresize{out, [200 1501);

imwrite (cut, "faceto.jpg', "’

ipg');

outed = .2989%*cut{:,:,1)...

+.5870*cut (:, :,2).
+.114C*cutc (:,:,3);

cutbi = imZbw(outed, 0.35):
f-———-upper----%
j o= 75;
cn o= 0;
for i = 1:60
if ({outki(i,3j) == 0)
cn = ¢cn + 1;
end
f {{outbi(i, i) == 1)
up = iy
cno= 11;
end
it (cn ~= 11)
up = Upx;
end
end
$----left side----%
i = 90;
cn o= 0;

for § = 1:40
if {({outbi(i,3) == 0)
cn = ¢cn + I;
end
if ({outbi({i,j) == 1)
L= 17;

$----right side----%
i = 90;

4 (cn < 10Y3

&& {cn == 10))



cn = 05
= 150:-1:;110

for j
if ((outki(i,J}) == 0) && {(cn < 3))
cn = cn + 1;
end
if {(outbi(i,j) == 1) && {(cn == 3))
r = J:
cn = 6;
end
ir {cn ~= ©6)
r = ry;
end
end
f-—--—-lower----%
width = r-1;

high = width=*(4/3);

high = round{high);

B mmmm s detect face from image ———-——-———---~= 2
cutte = imcrop(out, {1 up width highl);

face = imresize{outtc, [12C 9073 ;
imwrite({face, 'face.jpg', "ipg’);
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B e %
% Functicn Jetect Eyes, Wose & Mouth From Face 2
it T %
function (1 eye, r eye, dist eye, eye, nose, mouth] = findeye (image);
image = imread(image};
lTi=O,'
Fm———— Call Function Find positions expect are REyes --——-- 3
‘centrolds, L] = stfirdeye{image);
[m n} = size{centroids);
Fo—mm—————— Check Position Tor if more than two —-—————-——- %
ifm> 2
F———— check level of vy
for i = 1:im-1)
o= i+1;
k= 1;
y{i, k} = i;

while j <=m
if {centroids(i,2)-5 <= centroids{],2)) &&
(centroids(j,2) <= centroids(i,2)+5)

k = k+1;
vi(i,k) = 3;
end
) = 3+l:
end
end
G- Delete y if have one peoint
num = find(y{:,2} < 1},
[r ¢] = size(num);
for i = 1l:r
Y\num(l)f ) = [ ]f
erd
F--——- check low level and take it for eyes position
[1 k] = sizel(y);
level v = 1;
if level y == 2
if centroids{y{l),2) < centroids(y{2),2)
vil,:y = [ 1;
else
:}/’(2f )= [ ]f
end
end
centroids(1,1) = centrolds(y(l,1}),1}; % x of left eye
centroids{l,2}) = centroids{y(1,1),2); % y of left eye
centreoids (Z,1) = centreoids{(y(3i,2),1); % x of right eye
centrcids(2,2) = centroids(y(l,2),2); % v of right eye
end
Fomm e Cut Eyes From Position -----——---—------ %
$-—--—cut left eye

x1l = centreoids{i,1);



vyl = centroidsi{l,2);
xleft eye = xl - 5;
yleft eye = yl;

N

1 eye = imcrop({image, [xleft eye yieft eye 29 19));

t--—--cut right eye

X2 = centroids(2,1);

ve = centroids({2,2);
[=4

xright eye = x7 - 5;

yright eye = y2;

r_eye = imcrop{image, [xright eye yright eye 29 197};

fmmm - Find Distance Between Eyes ——---=---——-——- g

dist eye = sqro{((x2-x1)"2)+({y2-y1}"2));

e Cit Eye —=——=—-———m—mmmmmmmee
eye = imcrop{image, [10 y1 €9 19]);

Fmm e Cut Nose ~———--——-—-——m %

y rnose = yl + 15;

nose = imcrop{image, [25 y nose 29 297);

R it Cut Mcuth --—----—-————  ——————— 2

y mouth = y nose + 30;

mouth = imcrop{image, [25 y mouth 44 24];;

% Funtion Find positions expect are Eyes 2
B 2
function [centroids,L] = stfindeye{image);

Fom - Cut Area expect are Eyes —-————————-—————- %

imagel = imcrop(image, [10 10 69 99]);
image2 = imcropf{imagel, [1 1 &9 4%]);
imagegray = rgbl2gray(imageZ);

tresheid = 0.20;
m:O;

while m < 2

IMAGE = imZbw{imagegray,treshold);

IMAGE = imcomplement (IMAGE);
1% (IMAGE == ()

m = 0;
else

se = strel ('disk',2});
IMAGE = imclecse [IMAGE, se);

L = bwlabel (IMARGE) ;
s = reglonprops(L, 'cerntroid");

centroids = cat{l, s.Centroid);
[m n] = sizel{centroids);



stats = regiocnprops (L, "Area');
idx = find(10 < [stats.Areal & [stals.Area] < 100 );
MAGE = ismember (L, idx);
if (IMAGE == ()
= 0
else
se = strel ('disk',2);

IMAGE = imclose (IMAGE, se) ;

L = bwlabel (IMAGE) ;

s = regicnprops{lL, 'centroid');
centrcids = cat(l, s.Centroid!;
[m nj = size{centrocids);

ifm>1
[centrcids, L] = chkrimiL);
[m n] = size({centroids);
end
end
end
end

treshold = treshold + 0.05;

end

% Funtion Check Area are Rim of Face %

B e e e %
function [centroids, L] = chkrim{(L);

exs = regioconprops (L, 'Extrema'); % find extrema of each area
len ex = lengthi{exs); % number of extrema

id = [ 1;

LR e e Tt Checkk Rim —--—----—mmmmm oo %
%——---checx top rim

for ¢nt_lip = l:len ex

if ~{exs{cnt lp).Extrema(l:2,1) < & | exs{cnt 1p) .Extrema(l:2,2)
id = [id cnt_lp]l:
end
bb = ismember (L, id);
L = bwlapel (bb);

t—— - check right rim
ter ent Ip = l:len ex

if ~{exs{cnt lp).Extrema(3:4,1) > 50)
id = [id cnt 1p]l;



bo = ismember (L, id);
L = bwlabel (bb);

F———— check left rim

for ent_lp = l:len ex
if ~(exs{cnt_ip).Extrema(7:8,1) < 5
id = [id cnt Ip]l;

end

end
bb = ismemper(L,id);
L = bwlabel {(bb);

Frmmm—————— Find Centroids After Cut Rim QUL —————————n %
s = reglonpreops{L, 'centroid');
centroids = cat(l, s.Centroid);



Tsupsulugmveanslsvdalaunsy

e e %
% Function Adjust dHistogram 2
B e
function imnew = newhist{image);
im = imread{image);
img = rgb2gray(im);
[row col] = size{img}:
imh = imhist{img);
imsum = 0;
o ———— Find Mean cof Histogram ------------—---—-- %
for 1 = 1:25¢6

imhsum = (imh{i)}*{i-1));

imsum = imsum + imhsum;
end
immean = round{imsur/ (row*col) ) ;
dist = abs({lZ8-immean); %distance from median
Fm——m—mm—m e — - Adjust Histogram --—--—r—==mmo s m e %
if (immean < LZ8)

a = 0;

for 1 = 256:-1:128

if {imh{i) ~= 0) && (a == 0}
Final = 256-1;
a=1;
end
end

i1f (dist > final)}
dist = final;

end
imnew = imadd(img,dist};
elseif (immear > 128)
a = C;
for i = 1:1238
if {imh(i) ~= 0) && (a == 0)
first = i;
a = 1;
end
end

if {dist > first}
dist = first;

end

irnew = imadd({img, -dist);
else

imnew = img;

end



Tmnauduauvesmsszyiaynna

% Functior Cecmpare Person By Eigen %
o 2
furction |[person , check , I] = cmpbyEigen (face);
Fo————— Read image in databsases and find eigen value ----—--%
mno = zeros{);
for i=1:25

c00 = sprintf('./Databases/database%d. pg',i});

a = imread(c00);

A = ,2098G%*a(:,:,1)...
+.5870%a(:,:,2)...
+.1140*a({:,:,3);

o2
|

= imZdouble (A);
b = A";
¢ = reshape (b
nn{i) = mean(
mnc = mno + c;
fdata(i,:) = c-mn{i);

1,01
)

'
~
o

end

mne = mno/25;

mno = reshape (mno, 90,120) ;
mno = mnoc';

%imshow(mno}

[rew col D) = sizeia);
C = fdata*fdata';
[v,d] = eig(C};

eligen = v'*fdata;

omeca = elgen*fdata’;
omeca omeca/ (1000} ;

i

Frmm e Read image perscon for identified --——————-—- 3
up = imread(face);
ups = .298%*up(:,:,1)...
+.5870%up({:,:,2) ..,
+.1140%up{:, :,3);
ups = imZdouble{ups);
ups = ups';
ups = reshapef{ups,1,[]);
pr = eigen*ups’;

pr = pr/(1000);

Fmmmm Cempare eigen of perscn with databases --------2%
for 1=1:25
er{l) = sqrt(sum{{omeca(:,i)-pr)}."2));
end
[Y,I] = min{exr);



frm—mmmm Identified ---———---—--------—-- 2
if ¥ < acc

c00 = sprintf('./Databases/databasesd.jpg',1);

perscon = imread(cC0);

check = 1;

else
person = imread('no.ipg');
check = 0;

end
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