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ABSTRACT
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Computer Security is one of the most important issue in computer systems, even though

computer was installed security tools or not. They also have a chance to be attacked by an

intruder. After the hacker attack the target system and gain root privilege, they usually install

tools for hacking such as packet sniffing, backdoor access, key logger ete. and then install Rootkit

which is the toolkit for hide files, process, security vulnerability and attacker’s vestige, thercfore

user in these system cannot detect intrusion from hackers.

From the reason that mentioned above, studying Rootkit’s behavior and operation is

important to security in computer systems, consequently this project concerned with the study

how attackers hide their vestige in UNIX systems and create Anti-Rootkit System which can

analyze and detect Rootkit at the present. Furthermore these can help studying attacker’s behavior

and their vestige in the future.
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-user NAME #1 file ﬁﬁlwaa user %0 NAME
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sebek LXM (Adore based) /proc/ksyms
knark LKM };)roc/knark
HiDrootkit fvarflib/games/ .k
tOrn fusr/src/ puta
/lib/1dlib.tk
/usr/info/.t0m
Lion Worm fust/info/.tormn
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Lion Worm

/bin/in.telnetd
fbin/mjy

RSHA rootkit

/oin/krdp

fusr/bin/n3tstat

fusr/bin/chsh2

fusr/bin/slice2
fusrfsre/linux/arch/alpha/lib/.lib/. 1 proc
fetc/rc.d/arch/alpha/lib/lib/. laddr
fetc/re.d/rsha

/etcire.d/arch/alpha/lib/.lib

RH-Sharpe rootkit

foin/lps
fusr/bin/lpstree
fusr/bin/ltop
hasr/bin/lkillall
fusr/bin/ldu
fusr/bin/lnetstat
fusr/bin/wp
fusr/bin/shad
/usr/bin/vadim
fusr/bin/slice
fust/bin/cleaner

fusrfinclude/rpesve/du

Ambient's rootkit (ark)

{dev/ptyxx

fusr/lib/.ark?

fusr/doc/

LPD Worm

/dev/ kork
/bin/.ps
/bin/.login

Ramem Worm

fusr/sre/.poop
/tmp/ramen.igz

fetc/xinetd.d/asp
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Showtee

i fusr/lib/.eges

' fusr/lib/ kinetic

¢ fusr/lib/.wormie

! useliblliblog.o
fusr/include/addr.h
/usrf/include/cron.h
fusr/include/file.h
Ausr/include/proc.h

fusr/include/syslogs.h

fusr/include/chk.h

Suckit

Idev/.golf

Volc

fusr/bin/volc

fusrflib/volc

Gold2

fusr/bin/ishit

TC2 Worm

fusr/info/ tc2k

ZK Rootkit

fetc/sysconfig/console/load.zk

ShKit

{lib/security/.config
fetc/ld.so.hash

AjaKit & Tuxkit

Mib/ ligh.gh

Jdev/tux

zaRwT

/bin/imin

/bin/imout

Fu rootkit

Isbin/xc
/bin/ 1ib

fusrfinclude/iviype.h
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fusr/lib/tcl5.3
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find /lib -name libproc.a
find /usr/lib -name libproc.a

find /usr/local/lib -name libproc.a

Maniac rootkit

find /usr/bin -name mailrc

RK17 rookit

find /bin -name rtty -o -name squit
find /sbin -name pback
find fusr/man/man3 -name psid

find /proc -name kset

Adore Worm

find /usr/lib /usr/bin -name red.tar -0 -name
start.sh -0 -name klogd.o -o -name
Oanacron-bak -o -name adore

find /ust/lib/lib fusr/lib/libt

ShitC Worm

find /bin -name homo -o -name frgy -o -
name dy
find /usr/bin -type d -name dir

find /ust/sbin -name in.slogind

Omega Worm

find /dev -name chr

China Worm (Sadmind/IIS Worm)

find /dev/cuc

: find /lib/defs /ust/lib/libpikapp.a
¥

MonKit

OpticKit t find /usr/bin/xchk /usr/bin/xsf

TRK find /usr/bin -name xchk -o -name xsf
Mithra's Rootkit find /usr/lib/locale -name uboot
OpenBSD rootkit v1 find /usr/lib/security/libgej.security
LOC rootkit find /tmp -name xp -o -name kiddO.c

1§ » .
am319f 2.2 n1sasrereun Wdnugvesya lsunsudndanisynynd e find
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HKRK egrep "\.hk" /etc/rc.d/init.d/network
LPD Worm grep “~kork” /etc/passwd

grep " *666” fete/inetd.conf

1] -4 '
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usr/lib/pt07 ust/bin/atm tmp/.cheese /dev/ptyzx
dev/ptyzy usr/bin/sourcemask dev/ida dev/xdfl
dev/xdf2 usr/bin/xstat tmp/982235016- ust/bin/sourcemask

gtkrc-429249277

fusr/bin/ras2xm usr/sbin/in.telnet ; shin/vobiscum usr/sbin/jed
ust/sbin/atd2 ust/bin/.etc ; etc/ld.so.hash sbin/init.zk
usr/lib/in.httpd ust/lib/in.pop3d I

3 EK J
maad 2.4 lasanesndngnadsiulasgalysunsundanisyngn

=] 3 dd‘ s J’
woneniins 5205 IWdRug 1 uaz dnselaisnmei idneziinsadsvulaoys
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masluszuulfiiams
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chin

egrep “/bin/. *sh$|bash|elite$|vejetal\.ark

Is

egrep
dev/ttyofl/dev/pty[pqrs]i/dev/hdl0 |\.tmp/lsfilej/dev/hdcc/dev/pty
xx|duarawkz}profl/dev/tux|/security(file\.h |

du

egrep /dev/ttyofl/dev/pty{ parsx]|wOrm|*/prof]/dev/tux|file\.h

named

egrep blah|bye

netstat

egrep
/dev/hdl0/dev/xdtal/dev/ttyoal/dev/pty[pqrsx]|/dev/cuil/dev/hdn0|
/dev/cui221{/dev/dszy|/dev/ddth3|/devicacal™prof]/dev/ux|grep|a
ddrih

ps

egrep

fdev/xmx\, 1 proc|/dev/ttyopl/devipty[ pqrsx]|/dev/cui|/dev/hdal O-
71N
fdev/hdpl/devicui220)/dev/dsx|wOrm|/dev/hdaalduarawkz|/dev/me

x}/security|“proc\.h

pstree

egrep
/dev/ttyof)/dev/hda01|/dev/cui220|/dev/ptyxx|"/profi/dev/tux|proc
\.h

crontab

egrep crontab. *666

top

cgrep
/dev/xmx|/dev/ttyop|/dev/pty[pgrsx]|/dev/hdp|/dev/dsx|"/prof/|/de

v/tux|*/procl.h

pidof

egrep /dev/pty[pqrs]

kiltall

egrep /dev/ttyop|/dev/pty[pqrs]|/dev/hdal0-
71|/dev/hdpl/dev/ptyxx)/dev/tux|proci.h

telnetd

egrep cterm100{vt350i{VT100|ansi-term|/dev/hda[0-7]

a1ah 2.5 msaseaeumidaluszvuliamsaynd
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24 gnAnlulnunnediia (Kerne-Mode Rootkit)
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2.4.2 FmanfooulounssiaveagnAnlulnuanedii
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User User Mode

Lol Process

BIOCO RS
' l Function call to library
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Reotkit-Guard s a system call integrity
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debian:~/sample# 141
l.txt S5.txt xxxxx.
debian:~/sample# insmod /root/hidels. 2
debian:~/sample# 1s
1.txt 5.txt
debian:~/sample# rmmod hidels.k{ 3
debian:~/sample# 1s
I.txt S.txt  xxxxx.x
debian:~/sample# ||
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Presented by
www . tuxtendo.rl
(C1 15-12-2801

Backdooring started at HE B3 0

Backdoor passward t tuxkitinstall
SSHD listening at port : 188
psyBHC listentng at port : 161

Extracting bin, tqz done.
Extracting cfg.tgz done.
Extracting lib.tgz done.
Extracting tools.tgz done.
Extracting sshd.tgz done.

Hoving config flles to sdev/iux ... done. '.'

Moving lzb files to slib ...J} -
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=~ .aShell & Shell No. 2 A
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Session Edit View Bookmarks Settings Help
|Language File: psyBNC Language Fite - Engiash -

No logfile specified, loggang to log/psybnu.log
tistening on: 6.0.8.8 port 181
Sftuskdit: line 326: 31777 Segmentation fault ./psybne

Rootlist lines i
export DISPLAY=tuxkitinstall; telnet 192.168.213.14] # localhost.localdomain 5 1
{SH: 188 psyBAC: 1ol

4 ssh 102.168.213.141 -1 root -p 186 # localhost.localdomain password: tuxkitins
frall psyBNC: 181 |
Backdoored in 23 second(s)!

Cleaning up ... done.

System information

Hostname : localhost.localdomain

1f address ¢ 192.168.213.141 127 . 4.0.}

Alt 1Ps !

Processor : AMD Athlonitm) XP1826,.974

Bogomips {36374

Uptime ©15:35:35 up 3:51, 1 wser, load average: 8.65, .44, 9,38

Renote log ono
debian;~/Deshtep/Rootkit/runicat® [f

4 wShell . Shell No. 2
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debian: ¥ cd Desktop/ROOTIRIT/ -
debian:~/Desktop/Rootkite 1s

tuxkit  tuxkit-l1.6.tgz

debian:~/Desk1op/Rootkit# mkdir 1ux

debisn:~/DesktopsRoctkite Ls

tux tuxiit  Tuxkit-1.8.192

debian: -/Desktop/Rootk: t# mkdir Tuxkit555

debjan: -/Desktop/Rootkat# ks

tux  tuxkit tuxkit-1.8.1g2z tuxhit5Ss

debian:~/Desxtop/Rootkat# [
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1o MINUAAIT /Anti-Rootkit Hagl

debian:~# cd /Ant1i-Rootkit
debian:/Anti-Rootk1it# ./Anti-Rootkit

U 4.6 aTusunsudrofida /Ant-Rootkit
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File Option Help

Rootlol-5¢an  RootkA-Guard  Scan Log

Rootkit Scan s Signature based
L . scanmng techmye which can scan
/ for infected or changed binary fites
and command in your system.

»{advanced Mode!
(it . 1|
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File Option Heip

Rootkit-Scan  Rootll-Guard  Stan Log

infected Command  Rootkit's defauit %les

Scannung for infected command
T Command status -

iy amd not found

.2 basename  notinfected

.3 - biF not found

.’,.4 - chin not infected

5 ’ chsh not infected

;5 i cron not infected

'7 trontab not infected %

Scanning Progress
40%

{
» Advanced Mode f @
N\ \
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File Option MHelp
Rootkit-Scan  Rostkit-Guard  Scan Log

infected Command  Rootkit's defauk 1les

Scanning for infected command
f. Command = status ‘.j

ERREE

1 amd rot found
—— T N = .
i2 basel - P ST VR S DT
3 Wi f Your system has been modified
-4 thin total infacted command found: 11
[
5 chs total rootkit's default files found: S
o
-6 tron o
) Lok | .
-7 crnni_‘______““__' - ___" _ o
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Scanning for infected command

Command = status "
4:6 sendmail -mt nfected
qu,jsshd rot infected
46 syslogd Infected
r”.. tar nok rifected
.4; tepd Infected

-
49 . Lepdump not mfected

o '
50 top Infacted o}
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scanning for (nfected command

promey—— —
" Commang  statux =
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1 {du ninfected

- JR— B

2 “find Infected H

3 ifconfig Infected ?

b - ;

a4 kallal infected H

5 s tnfected

s

& netstat Infected
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Rootkit-5can  Rootlat.Guard | 5€an iog ,

‘\ Rootkit-Scan Lag 1s a record of Rootlit-Scan resuits,

« Summary
" '
s N East Scan Sun Dot 31 20906 15:30:49
L Total Scans 7 t:mes

Acotkit Scan History
" pate&Time Starus

1 sat Dec 30 7006 201254 ok

2 Sat Dec 30 2006 21:15:29 ok

3 Sat Déf 30 2006 21 3617 ok

4 SatDec 30 2008 214100 ok

S 5t Dec 30 2006 21.41:42 ok

6 Sun Dec 31 2006 15:38:16 11 'nfected command, 4 default rootkit fikes

7 Sun Dec 31 2006 15 40:49 11 .nfected tomimand. 4 default rootkst files
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debian:~/adore-ng# ./fava
Usage: ./ava {h,u,r,R,i,v,U} [file or PID]

print info (secret UID etc)
hide fite

unhide file

execute as root

remove PID forever
uninstall adore

make PID invisible

make PID visible

Lo S L e« S B o

debian:~/adore-ng# []
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Session Edit View Bookmarks Settings Help

debran:-# apt-get install sun-javaS-jre -

{Readang Package Lists... Done

Building Dependency Tree... Done

The following extra patksges will be installee:

java-comnon 1liblxdl3 odbcinstldebianl simn-javaS-bin uwnrxodbe

suggested packages:
equivs sun-javaS-plugin 1232-sun-javaS-plug.r sun-javaS-fonts ttf-baekmuk
ttf-sazanami-gothic ttf-sazanami-mincho ttf arphic-bsmi®8lp libmyodbe
odbe-postgresql libctl

Recommended packages:
gsfonts-x1l

The following NEW packages will be installed:

| ijava-common libltdl3 odbcinstldebianl sun-java5-bin sun-javaS-jre unixedbc

6 upgraded, & newly installed, 8 to remove and 526 not upgraded.

Need to get 30.4MB of archives,

After unpacking 84.8MB of additional disk space will be used.

{Do you want to continue? [Y/n]

e . Shell |

3 S .
71U 1 szuugunuanudeIm T lunsaaas

¥ ] s 3
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Session Edit View Bookmarks Settings Help

Get:4 http://linux,thai.net etch/contrib Release (B4R

Get:5 hitp://Tlinux,thai.net etch/nen-free Packages [1682kBl

Get:6 hitp://linux.thai.net etchsnon-free Release [B58]

Fetched 5833kB in 55 (1B77kB/s)

Reading Package Lists.., bone

debian:-# apt-get install sun-javas-jre

Reading Package Lists.., Pone

Building Dependency Tree... Done

The following extra packages will be installed:
java-common 1ibltdl3 edbcinstldebianl sun-java3-bir unixodbe

Suggested packages:
equivs sun-java5-plugin 1a32-sun-javaS-plugin sun-javaS-fonts ttf-baekmuk
ttf-sazanami-gothic ttf-sazanami-mincho ttf-arphic- bsmiedlp libmyodhc
odbt-postgresqgl libctl

Recommended packages: .
gsfonts.xll |

The following NEW packages will be installed: '
java-common libltdl3 odbcinstldebianl sun-java5-bin sun-java5-jre unixodbe

® vpgraded, 6 newly installed, 8 to remove and 568 not upgraded.

Need to get 29.EMBr39.4MB of archives.

after unpacking 84.8MB of additional disk space will be used.

1»

Do you want to continue? [Ysm] Y L
Get:1 http://linux.thar.net etch/nen-free sun-javaS-ban 1.5.0-10-1.1 [22.3MB) 2
47% (1 sun-javaS-hin 14225448/22.3M¥B 63%] 2385kB/s 65.;
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Selecting previpusly deselected package libltdl3, -
Unpacking libltdl3 [(from .../11bltd13 1.5.22-4 1386.deb} ..,

Selecting previcusly deselected package odbcinstldeblrani.

IUnpacking odbcainstldebzanl (frem .../odbcinstldebianl 2.2,11-13 1386.deb) ...
Selecting previously deselected package unixodbe.

urpaciing unixedbc (from .../ unixedbc 2.2.11-13 :386.deb) ...

Selecting previously deselecied package sun-javaS-bin.

Unpacking sun-javaS-bin {from .../sun-java5-bin 1.5.8-18-1.1 2386.deb) ...
Selecting previcusly deselected package sun-javaS-jre.

Unpacking sun-javaS-jre {from .../sun-javaS-jre 1.5.8-16-1_1 atl.deb} ...
sun-dlj-v1i-1 license has already been accepted

Setting up java-commen (8.25) ...

Setting up libltdl3 (1.%5.22-4) ...
Setting up odbcinstldebianl (2.2.11-13) ...
Setting up unixodbe {2.2.331-13) ...
|setting up sun-javaS-jre (1.5.0-18-1.1) ...

;Setting up sun-javaS-bin (1.5.9-16-1.1) ...
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L7 crontsb not infected :.5
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