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ABSTRACT

The Topic of this thesis is “Quantum Cryptography Demonstration software” for protect

hacking information form hacker. In this project we create software for demonstration of

communicated between 2 computers. Before being sent through public network, the data are

encrypted. In addition to processing the encryption, this software automaticaily uses the key from

computer’s random value instead of Quantum Cryptography Circuit and also used RS-232 (COM

port) connection instead of Quantum Channel. This software have a process for correct a key that

send via RS-232 by use BB84 Protocol. This Project is a beginning point for software development

of Quantum Cryptography System that develop by NECTEC
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D | 63 | 55|47 | 39 | 31 | 23 | 15 7 62 | 54 : 46 | 38 | 30 | 32

14 6 61 53 (45 | 37 | 29 21 13 5 28 | 20 | 12 4

A15199 2.3 NADIFA1UE191I Permuted Choice 1 (PC-1)

50U 1 21 3 4 5 6 7 8 9 PO 11 ) 12 [ 13 | 14 | 15

16

dww 1112212121 2i2|1}t22]212]2]|2

A157190 2.4 Sunsideuia lunrededenuuundudmsumsdnsHauaazsen




s W 4 o 17
DHpHeayaANaNn HITBHINANINNITIN

C 14 17 11 24 1 5 3 28 15 6 21 10

23 19 12 4 26 g 16 7 27 20 13 2

D 41 52 31 37 47 55 30 40 51 45 33 48

44 49 39 56 34 53 46 42 50 36 29 32

15199 2.5 NABIAAUIIAY Permutated Choice 2 (PC-2)

] ¥ d 3 a = J a ar a Yo o [} oA 9/
welfiunmldFanutuezyouanineazideamsiams sungueldtudiodnaiiniu 1l
1 3 A
AouniiAg
K=(B9A84FADDOBB7)
wiamnuanalugilvesduavguanssy 1dii
K = (1011 1001 1010 1000 0100 1111 0000 1000
1111 1010 1101 1101 0000 1011 1011 0111)
3 rl F ¥ - = o 3 1A
dumpuusARENIMIAINeY C, was D, T lannnmsdendaainguiady K uazdiunuan
= J Ly ' a o w = o k4 o dw
Aenduagiunaosadudiiy pe-1 Tumsa 2.3 wan IRl
C,=(1011001100111
0010010011111)
D,=(1101010010101
0001111111001)
1 H 1 r
Nt 19mseh 2.4 WeRnsanm ¢ uae b, Tavluseuusnaziinmsdeudunuaiia
Tinadnesuan 1 A wmidadaissyluasg
C,=(01100110 0110 1001 0010 0111 0111)
D, =(1010 1001 0100 1000 1111 1110 0011)

1 -] T 3 L ¥ d}
Tumsmim ¢, waz D, AdunaldhionTasmsihmlu c, uaz D, Tk2995 LS Fave
doutia lunmadnsuuyrunduldduswou 1 dumis amiszy B lumsieh 2.4 e

C,= (1100 1100 1101 0010 0100 1110 1110)
D, = (0101 0010 1001 0001 1111 1100 0111)

¥
° at 1 o dd e o ] -y [
MMIUA (C,, D)), (C,, D,)...., (C\;, Do) HUNUADHUSNITAUINITATINU

1 ¥
wian1nh 1Ad1amues ¢ uaz D aspia 16 gaud 1fih 1l 1Flumsma k, G

K, lanud Taomstlounr c uaz b unazymd11u1995a6ua1AY Permutated Choice 2

62556




18
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14 { 11 2 12 | 4 7 13 1 5 0 15 |10 | 3 9 8 6

11 8 12 | 7 1 14 | 2 13| 6 15, 0 9 10 | 4 5 3

12 1 10 [ 15| 9 2 6 8 0 131 3 4 14 | 7 5 11

10 |15 4 2 7 121 9 5 6 1 13714 | 0 11 3 8

131 0 11 7 4 9 1 10 | 14 § 3 5 12 | 2 15 8 6

13 | 2 8 4 6 15 ¢ 11 1 10 9 3 14 | 5 0 12 | 7

1 15 | 13 8 10| 3 7 4 12 5 6 11 0 14! 9 2

7 11 4 1 9 12 114 | 2 0 6 10 | 13 | 15 3 5 8

2 1 14| 7 4 10 | 8 13 (1512 9 0 3 5 6 11
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16 7 20
29 12 28
1 15 23
5 18 31
2 8 24
32 27 3
19 13 30
22 11 4

21
17
26
10

14

25
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3.1.3 Class Diagram

WINSOCK

Key Generate

-1P

- Port

- Key Size : Long

- Data Arival{)
- On Errors()

- On Request(}
- On Close()}

+ getkeySize() : Long
+ setkeySize(size as Long)
+ GeneratekeyByte() : Byte

+ GeneratekeyBit() : Binary

MSCOMM

+ onComm()

1 1 ;
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Collection E
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-CurrentPointer é
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+Append(} BB&4
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Vemam
- Name : String
- Code : Byte
+ encode(}
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System
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- Algorithm : String
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File Manager

+ getFileHandleNum() : Integer
+getFileSize() : Long

+ getByteData(filename:string) : byte
+getBitStringData(file : string) : byte

+ getCurrentDir() : String

+ setCurrentDir(Path as String): String

+ fileExist(filename : string) : Boolean
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388NNV Software A1 UML

1. Vision

‘ﬂ & 4 v o a fa

AAuABUNTaBNLUY Software TASUAUAIINS ANTIZH0TM dune
vosnnuduiluluntswau sofiware M3 1 F 0w el filudeyalunis
panUULLaERALAD 11

1.1 Introduction

HagiuszuuinensadresiaauiBen19uAu (Quantum  Cryptography

[ J

Sysem)  FuiuszuvInemssiasufinnudlasassvesdideSudseAugang
Fugumaidndiiy SafumaluTad 1 Tu 20 maTuTadfinduaiues faudeed
V3indndnszuuinemsaiesiadmFaniouAy (Quantum Cryptography System)
penuiminethuduARSinedsmIgann saumaaaseRs higegasui Seld
mssmuaasgums e Gty NECTEC $¢1dnisisauazatha
SEUVINGINTAF19THAFUIFINIOUAY (Quantum Cryptography System) Fuanidiog
Wommwsaiunlgifalss Temiuazaamdiolueuinag Faluilagiiudids
ﬁuﬁmmagﬁuﬁuﬂﬂumﬁﬁmmsﬁwm

asadnsirdudmeusuianuanmsnnmadisiaia i Tnofezdins
dhsiaR1Fadi I8 nnnsduioenledidud uazhinsdeadlfadimn1$ ums
ADASHARILNTY FosdeQI10AI0UHY (Quantum Chamnel) UNHMIFRERI0TE8Y
Fnu 181 ludlogiusy daru Totemet, savune, Iaudugdalanass §a35ms
menii a1 dndnursmuiels hivaeasamiousunsdunusesdon o
AIDUAN (Quantum Channel) aﬁﬂamﬂa}mﬁmmﬂmﬂwuﬁn (Quantum Channel) tile i)
Tnsdnasudndudyanagdiuauisoasioden Iduiueu

aonNi2g 91099015 1¥5Werd01FIAI0UAY  (Quantum  Cryptography
Demonstration Software) *f:!.ﬂuﬂm‘immmiﬁmwm‘azuufjwmmiﬁ%’w SHAALLTY

w q =1 r
A10UAY (Quantum Cryptography System) B IHHNNITMIHYRITzLY TRold

Y] o - ¥ Y =
HANNITUAZITNITINANUAINUIZUVUDII
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o o' [y 4
Quantum Cryptography System i51a1u15nthniszgnaldnuaiudoas

{oynatneaiiavinsanuiasndoge uazdsanisanuindedeqs 1y ooy

M3, 83ANIV0L5Y, UTHNAY Riimsdedoyariiu Public Channel fidoen15au

Uneafsvesdoya Hudu

1.3 Stakeholder Descriptions
High-Level Goal Priority Problems and Concerns Current Solutlons
Quantum Channel High Protect key from Hacking -
Encrypt Data High Protect data into cipher General Encryption
Generate key High Prevent key prediction Make from simple
word or random
Authorize key High Make sure key is secure Receiver check with
transmitter
Send cipher to public | Low Direct send cipher FTP, Web download,
channel E-mail
1.4 Product overview

MIHIUUITTUL (Alice ApIMsdadioyal1is Bob)

o = o (=) o v
®  Alice fnsgudimalstumsidsadoya uazdsidlUdaBob riu

Quantum Channel (1131/1131a0998911M3 091U Serial Port)

o AcAn Yo o L . R
Bob umﬂﬂllﬂ‘i‘l_llmﬂ'lﬂ’l‘i Check awilanansfiu Alice 11 Public

24

: a . ° Y ey ¥  ada
Channel tianuilasady Alice sz imisidsHadoyad0AoN
Unoady 91491 Lz 11509 Cipher K11 Public Channel 1)
£13 Bob

& 3 ar . =] o o LAY Y @
14D Bob nlﬁﬁ‘l] Cipher ﬂﬁlzu11.”ﬂﬂﬂﬁﬂﬁﬂUﬂUﬂ1ﬂ5UN1ﬂﬂuﬁu1

¥ A e W w
1Lﬁ$ﬁ]gllﬂlJ'F]N‘Uf]lfﬁﬂQﬂﬂi’Jlez'ﬂﬂﬂﬂﬂﬂ

LT
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Cipher . Cipher - i ﬁ
< Public Channel — "*a’i il
Key /’/E}:,,»/"/>
Serial Port
Alice Bob

= o o o a o o
31U 1maRLIN) wemsmshnuvesseriasdiaesms I aduganoudy

1.5 Summary of Benefits
Supporting Feature Benefit
100% Key Generate User l@aofennaanisaiam

One time-pad (3FN5 HsTen

oo ¥ [ ¥ 5 o 3
180 : 1 foya s lvveyai/asasvnnuu

Quantum Channel

= c.;. =y Q@ Qs
Key szimsidassuutasmniimsdniu

Authorize key

Hosfunsgnaniuldneudraming

1.6 Summary of system feature

- Generate key from Quantum Random Generation (72 UVI1D0IN wq' u

=y o
Fwllsunsunauiuaasd)

- Encode-Decode file correctly

- Authorize key for security

- Change key for each file




2 Use Case

2.1 System Boundary
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oo o ¢ 2
ﬂmuwmaﬂmwmﬂzagiumummmimmﬂﬂmn‘imamms

19UV EUVININTTS I HASLIBIAI0UAY (Quantum  Cryptography

A Pl o d”
Systern) FINUDVYARIY

ADUNUADS ATDUATDIHIY Public Network

1. a¥19lifsunsudranenissSuunsdadounfsaonseniig

U

2. a$eTsunsudiminAlunis Generate Key unumisguidain

Quantum Random Generation

s P 1 r R ]
3. a5 Tdsunsuiimhinauauuazderiudoyafd H1un1e Serial

2

(DR ' & ar q 1 o
Port (RS-232) WNUMSEAIHIUTOIRYYIUAIUAN (HRIINMSqURIIN

Quantum Random Generation uag ¥esdqanualeudy iuiashisim

=y 3 A a at L] 3 <o ay
unauaz 1 3nemsdugeseilagindiegluduneunisise Tnseamiiss

irnesTaoms gumsaiiinm lAuazmgniumsadameian

L] A a r
4. a$aldsunsuludiuuneants Authorize Key FaMIHINTEUL

Public Channel
2.2 The Actor-Goal List
Actor Goal UC (Use Case)
System admin - Encrypt Data -Encrypt Data
(Sender and Receiver) - Decrypt Cipher -Decrypt Cipher
- Send Cipher and data to -Send File
public channel
- Send MSG -Send Message
- Start up program - Start server
- Shutdown program - Shutdown server
-View log - View log
- manage file and key - Manage file

- Connect Server

- Receive File

- Connect Server

- Receive File

A1THA 1{NMARYIN) LARINITHTHUA Actor-Goal UaZ MK UA Use CaseUDI33UY




1) Use Case: Start Server

™

Primary actor: System admin

Stakeholders & Interests: System admin AvansilaIz Y software 1ny

9293199 OVATIUNTOUVD Public Channel & Quantum Channel (serial port) AOU

T3UUIRF U

Main Success Scenario:

Actor Action

System Response

1. System Admin try to start server

2. Open connection

3. record log file

Extensions:

Actor Action

System Response

1a. Start server without public network
connected

}. start server

2. Display Error MSG

3. Cancel operation

1b. Stat Server without Quantum Channel
Connected (RS-232)

1. start server

2. Display Error MSG

3. Cancel Operation

Special Requirements

- Public Network Connected (LAN, Intemet)

- Quantum Channel (R$-232) COM PORT Connected




2) Use Case: Connect Server

Primary actor: System admin

80

Stakeholders & Interests: System admin ﬁ1mss%miﬁ)llﬂﬂ'a?jm?miw

Main Success Scenario:

Actor Action

System Response

1. System Admin try to connect server

2. connection
3. record log file
4. display/set status “CONNECTED”

Extensions:

Actor Action

System Response

1a. Connect without public network connected

1. Connect

2. Display Error MSG

3. Cancel operation

1b. Stat Server without Quantum Channel

Connected (RS-232)

2. Display Error MSG

1. Connect 3. Cancel Operation
Special Requirements
1) Public Network Connected (LAN, Internet)
2) Quantum Channel (RS-232) COM PORT Connected
3) Use Case: View log

Primary actor: System admin

Stakeholders & Interests: System admin ADIAIUITAQUUNANITIIN LAz

L 4
I ' ar 5 a o ar a
MUTDAL log file miumufumuuﬁﬂﬂﬁﬂNmﬁuimm:nuﬁﬂmimamf’fnmm

eI

Main Success Scenario:

Actor Action

System Response

1. System Admin ﬁ'ﬁﬁ] log file

2. Load log file laizitirad Log file
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4) Use Case: Send Message
Primary actor: System admin
Stakeholders & Interests: System admin aunInhmsaaden 31umaqsﬁuﬂw
#5391 18H11M13 Public Channel

Main Success Scenario:

Actor Action System Response

1. System Admin type message
2. Send message
3. davonnuludediy

o

4. Update list Muarasnadon

Extensions:

Actor Action Systemn Response

2a. Send message

1. davannundadsu tumnsoesu'la

L

4 - . [ ¥ g ¢
11199910 Connection fail 2. System MmnsudaReumnage 1i'ld

5) Use Case: Manage file
Primary actor: System admin
Stakeholders & Interests: System admin @ wsaden lWaumnla 1l folderlﬁﬂ
semstdsHa’ld Tagaansofnissanunudoya (Daw), Yoyadu (Cipher) uae
nayue lusHady (Key)

Main Success Scenario:

Actor Action System Response

. 2 o
1. System Admin N Browse @on v

o o I3
2. system imsAmaon Iddawdudoya




6) Use Case: Send File

Primary actor; System admin

82

Stakeholders & Interests: System admin Mmsaalng

Main Success Scenario:

Actor Action

System Response

1. System Admin taon llandesmada

2. wssuarmiou Aamisdoya o319Header
NBUAI
3. Sudedayasunsy

4. pnumadedoya

Extensions:

Actor Action

System Response

12. Kimsden Idudada

1. Connection fail

2. System M sudueunInaely 1l

] oF ] teq
3, dudumsaslnudnson
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7) Use Case: Encrypt Data
Primary actor: System admin
. 3/ Y ar L& 4
Stakeholders & Infterests: System admin @esmisidisvie Inadoya
ATMABLUAIN key Innuaoait Taaly Vernam w30 Algorithm sz

Main Success Scenario:

Actor Action System Response

1. System Admin enTWandosmsinis
[WgHer

2. Fudhsiie 3. v lwd

4. Generate key MUY Bit figuumie
musaivuaeld

5. \ilkeyli-i'l‘u Quantum Channel (RS-232)

6. N3I9ADUAG U public channel

Y w ¥ ¥ atdd Y a
7. !.“ll'l‘i‘l"ifT‘Ui‘)Hﬂﬂ{’Jﬂﬂﬂ‘ﬂQﬂﬂﬂ\i&lﬂZﬂﬂﬂﬂﬂﬂ

Extensions:

Actor Action System Response

2. ¥4 Generate key vy
3. 4 key MW Quantum Channel(RS-232)
4. 779701

5.9 a




8) Use Case: Decrypt Clipher

84

Primary actor: System admin

Stakeholders & Interests:

System admin #111309AIHACipher

Main Success Scenario:

Actor Action

System Response

o o
1. System Admin 1don TaNdnamaiinis

DBATHE

2. Aonfgas sty IWsudinseeasialyl
Lﬁvi%ﬁfolderﬁﬁ‘ﬂq%
F 1 v o & . »
3. idadoudmeasHaduiv/preview Joya
¥ ¥

4. A1 Cipher uag A9 Aldudnall

Extensions:

Actor Action

Syster Response

el sly

d - y L L]
1a, 1AeN Cipher Ham1adfivz 1900asiali
199

1. daooasiia W

Yo
2. IBUUIHAaY

»
3. 99U cipher Myl

= da
1b. AUHANAIA

1. denoaie TWd

3 A
2. 783U
¥
3. 91 Cipher N4

ol
4. AUAINY
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9) Use Case: Shutdown Server

Primary actor: System admin

Stakeholders & Interests: System admin ABINTTATZ VY pdatlaende
1apN157A911 Quantum Channel (serial port) -->Public Channel

Main Success Scenario:

Actor Action System Response

1. System Admin d91lA3UD 2. 19 Quantum Channel(RS-232)

3. 114 Public Channel (LAN, Internet)
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3 Supplementary Specification

3.1 Functionality

- Software U1TDTOIT LAY INEdoyananon i 14
3.2 Usability

- 1w Software Mgl Interface A410d0M 13 IF9muAzAMISY
AnundtmslFauldae
3.3 Rellability

- ¥ aunsaiulalunnudasadevesdsihmsdeinlaonse’ld
100% (+150%) Error 14180071 11%)
3.4 Supportability

- Adaptability: EYObR (et support n13 14Uy Comport, USB,
IRDA

- Configurability: e111579 199714 1AfUTEVY Network 18117 (Public
Channel)
3.5 Implementation Constraints

14 Visual Basic Tun3wau1 Software uaziionIFmsasnduiy RS-
232 1 n15ImplementaluProjectﬁLmumsﬁ'w'm Quantum Channel
3.6 Interface

- Hardware Interfaces: RS-232 (Other cable for direct connection),
Network connection (LAN, Internet)

- Software Interface: Software S1NTANINY P2P Lo namnNsa
ﬂizwqﬁﬁmﬂu‘lﬁ'ﬁ% Client U2 Server UONIATSoftwared 11113059951

»
azgthamiulda ldnmeguuu Halwddeya sinm TadTide dudu

u o
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3.7 Domain (Business) Rules

D Rule Changeability Source
4 g 3w Y
RULE 1 | Generate key [N® 1% 1um3sitsHa | Low. 919 1% Vernam Theory
1inAvlia (Vernam) Algorithm auluns
Whstiald
] 'l
RULE2 | Key 7199z 1fifivensuden - One time-pad

4 o o
RULE 3 | Key 190305790087 Emor | Low. 819 19nasi10 | Standard
1IN 11% 92N 15en@nkey lumsimuaszay

¥ ]
i iesnn lidaeady anutlaoada'’ld

A151991 2(NAHUIN) A15191LAA Domain Rules

3.8 Information in Domain of Interest

 Algorithm 7119 1unsidhsWa Tuiifiez 19591500 one time-pad
(Vernam) Whseiindetia uazeursedonly Symmetric Key Algorithms
au anluTusunsuld

- Key Authorize M3asinaavisasslanuuindwazusinonlums
a1 Tavszdufivzoeuiu1dae annsadl Eror tdogsnn 11%

- Key Pattern gﬂll.“lJ“lJfﬂi Generate key 1214 Random function 910

1 o gy o 3 = \
Computer UNUNITYUN Hardware uazuAdi1¥nTaRony one-time pad




4. Glossary
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Term Definition and Information Allases
- N ¥ A A
Encryption mahsadeyadlskeyrilarmuaulaon
Decryption minoasanodoyaiisia i key 921
Joyahuieswanin
Key AlugpdoyaflFiumsdhsia weadedeyanli
a4 18 minlulifdah 1 FumsdrsWa
i 4 ]
Public Network semafeiefilluansuedlatamusadhlFou
¥
14
. 3 A g 3 ar  ar W
Cipher Foganimadrsiaduudy
L) 1 t é
Quantum Channel FOINMTAIVOYA A IULAIHIEY Fiber 39

Mo o Y b d
MUNINATITTRLAANADUANYONA 1A

o 9

¢ ar o \ [Y 4
A9 3.3 UAAINIRIANNA1 NRedestuszuIHonnuDy




5. Use Case Diagram

Sender

AN

i

Quantum Cryptography Demonstration Sofiware

Send Message

Encryption

Send File

Manage file

5107 2(MAHLIN) HEAIUse Case Diagram Y9453 UUTIDDALUY
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6. System Sequence

Diagrams

® SSD: Process Start Server

Start Server()

® SSD: Process Connect Server

Connect(}

90



® SSD: Process View Log

: System Admin : System

View log file()

Y

Load log file and display

e BletCLEET EEELE

® SSD: Process Send Message

: System
|
Type message() :
Send message() >
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® SSD: Process Manage file

: System Admin

: System
: i
. Copy File() »
' al}
| )
H Delete File() ..;:
= s
i Move File() »'
I L}
= s
P Sevepathfile _______________ E
1 1
SSD: Process Send File

: System
' Select file(} »!
E Send file() X
1 1)
' "
e mm e oo Separate file and create Header ________ .
]
'
o m e mmmmme SendData_________________
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® SSD: Process Encrypt Data

: System

| :

: Start System()/Connect() |

] -_I

' T

] ]

] 1
. Open Connector OpenPort | ____ 5

'

E Select File (file name) '

: o

' i

' Generate key and Verify on BB84 Protocol )

' ]

= i
oo o-...ReumKeyUSeoure ________

: [*do until secure]
' |

: Encrypt (file, key, algorithm) i

‘ T

3 1

] 1

3 1

= ——mm e e Report Message_ ___________.. A

' i

: System
Decrypt(}

Select key to Decrypt and Decrypt
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®  SSD: Process Shutdown Server

: System
i
Shutdown Server() :
Close.Quantum Channel (R$-232) _______ |
lI
_______ Close Public Channel (LAN, Intemet). . ______|
1
Display / set Status DISCONNECTED i
7. Contracts and Use Case Reallzations
® Contract CO: Start Server
Operation: Cross Start Server()
References: Use Case: Process Start Server
Preconditions: none
Post conditions: - szuUzHINITle Connection wi’anﬁmu

- #11N13 Record Log file

- 3EUUISNINTUTAINDstatsYOI server ‘l_l’l-J‘}'T‘lj’”luﬁﬂQHﬂ




® Contract CO: Connect
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Operation: Cross
References:
Preconditions:

Post conditions:

Connect()

Use Case: Connect Server

Server Started

- J2UVILAINS Connecting 4 Public Channel 1oy
RS- 232

- 11M3 Record Log file HAZUAAIANIUE CONNECTED

¢  Contract CO: View log file

Operation: Cross
References:
Preconditions:

Post conditions:

View log file()
Use Case: View log
System Started
- S¥UUEYIMS Load log file AA0IN13

- Display log file finiheoiaane

® (Contract CO: Send message

Operation: Cross
References:
Preconditions:

Post conditions;

Send message()

Use Case: Send Message

System Connected

- szuvaziinsdedoya lUSadS W1 Public Channel

- Update Display message uuvv1salssuIang

® Contract CO: Browse file

Operation: Cross
References:
Preconditions:

Post conditions:

Browse file()
Use Case: Manage file
System Started

¢ =R P ) » o
- IZUVPINMTUUPN path file HIZNIMN TN THE
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® Contract CO: Send file

Operation: Cross Send file()
References: Use Case: Send Public Network
Preconditions: - System Started
- Select file()
Post conditions: - it didludus uazadieHeader

- dmsadayaldnsumndou

- snumsdsdoyn lasuaasnauunvouaana

® Contract CO: Encrypt

Operation: Cross Encrypt()
References: Use Case: Encrypt Data
Preconditions: - System Connected

o \ 4 L4
- szuviimsswdeyanivine Ina

o 1 o o . 9 o 1
- 1']'Iﬂ'l'i'ﬂ;llﬂﬂﬂ'liﬁlTH’JUbltﬂJﬂQﬂﬂH‘ﬁllﬁgﬂ'lﬂ'Iﬁﬂ'ﬂvl,‘].]

i @

fag5uru RS-232

o 9 ad ] 9 o I
- '{Flﬁ'Jmsﬂﬂﬂ']TJJgﬂﬂﬂﬂﬂlﬂﬂﬂﬂﬁgﬁ'nﬁﬂs‘ﬂuﬂg HIHIU

@

Public Channel uaz 1d5umsdudunnugnios

Post conditions: _wanunadndalldasedszuuezhiimndisvialig Tay

SL‘B{ﬁ‘\&]gl:)rithm: One-time Pad
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® Contract CO: Decrypt

Operation: Cross Decrypt()
References: Use Case: Decrypt Cipher
-185udoya Cipher AsUAU

w

Preconditions: f
Yo A o 9 a o o v
-1é5ude AIIUFANNUYNADI LATUANTUAANDIATUOIN T
259,
d‘ F o
- Select file() NADINTINDAIHT

= d‘ @
-asaovddme 19 lunsoonsia

Post conditions: - STUVITHININOATHE Cipher

4 o o o .
- S2UVILLINABUEIDOATHAAUS YN TOFailed UAZAUIID

. kY 9!
Preview @ﬁmna"lﬂ

¥ »
- 52UVH NI Cipher 10E key 1% 1uMsDATHANY

® Contract CO: Shutdown Server

Operation: Cross Shutdown Server()

References: Use Case: Shutdown Server

Preconditions: System Connected

¥
Post conditions: - 3211192%11715A Connection 119 Public Channel Uay

RS- 232
- Exit Program




8. Domain Model

Cipher

98

Decrypt Cipher P

Size: Number
Key Reference: KeyID . < Encrypt Data
Algorithm : Algorithm Name
Send To
x
v Key * Use By P 1
Algorithm
Date : Date/time
. Name : text
Reference : File name ]
ID: Code | 1
*
A
Create 1
! A File
Key Generator Manage Size : Number
Length : integer Name : File Name
I 1
Public Channel Send By P
A
Local Host : IP Quantum Channel
Local Port : Port ] Use ! Type : Port type
Remote Host : IP A ' 1
Remote Port : Port Use System
1 User Name : String . Use P
Send 1 | Algorithm : String
v 1
Create
* 4 Send
Packet v
* *
Type : Code
Message

Message : Text




9, Interaction Diagram and Use Case Realizations

¢ Interaction Diagram for Use Case Start Server

Start Server()

Listen()

Disable Menu

® Interaction Diagram for Use Case Connect Server

~Systemn

T
b
]

]
Connect Server():

Connect(IP,PORT)

DisableMenu

> Save Log
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® Interaction Diagram for Use Case View Log

View Log()

Load Log(}

¢ Interaction Diagram for Use Case Send Message

~System Winsock

Send Message()i

Send Data()

Cisplay(Message}
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® Interaction Diagram for Use Case Manage file

System
Copy File() |
1
new()
- File M
Copy(file} }
T |
1
i
: new(}
. File Manager
Detete(file) E
|
! new()
_File Manager
Movefite(src,dest) ;

® Interaction Diagram for Use Case Send file

. Systern L Winsack
Send File() | !
L |
File Infof) i
Reply MSG Confirm
e . e
Send Data(}
Reply M3G
L i

_> Remaove File
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® TInteraction Diagram for Use Case Encryption

new{)

Generate Key() |

Return Key

SendKey()

new()

Encrypt{data,key) |

Return Chpher

Save Ciphar




Interaction Diagram for Use Case Decryption

_System
Decryption :
new()
~KeyGen
Decrypt{cipher}
Return({Data)
e

Interaction Diagram for Use Case Shutdown Server

Clear Cipher

System

Shutdown()

Close()

Exit Program
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10. Design Class Diagram

WINSOCK

-1P

- Port

- Data Arrival()
- On Errors()

- On Request(}

- On Close() 1

MSCOMM

Key Generate

- Key Size : Long

+ getkeySize() : Long
+ setkeySize(size as Long)
+ GeneratekeyByte() : Byte

+ GeneratekeyBit() : Binary

t

¥ 1
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File Manager

+ getFileHandleNum() : Integer
+getFileSize() : Long

+ getByteData(filename:string) : byte
+getBitStringData(file : string) : byte

+ getCurrentDir() : String

+ setCurrentDir(Path as String): String

+ fileExist{filename : string) : Boolean

+ isValidPath{pathname : string} : Boolean
+ copyTo(src : string, dest : string)

+ moveTo(src : string, dest : string)

+ deleteFile(filename : string)

+ createTextFile{filePath : string, strBuffer : string)

+ createBinaryFile(filePath : string, byteArr : byte)

Encrypt Factory

System
+ onComm) , ]
A L User Name :
: String
1
]
' - Algorithm : String
]
Collection — + Start Server() ]
-Size
-PathName + Connect Server()
-CurrentPointer
+OnDataArrival() + Shutdown()
'SlDt() +
+OnStart() Encrypt()
+Append()
+ABORT() * Decrypt
+Empty()
+Check Vector() Algorithm
+FetchData()
1 .
- N : Strin
+ToString() ame &
- Code : Byte
’ + encode()
+ decode()
. x ..
Vernam DES
- Name : String - Name : String
- Code : Byte - Code : Byte
+ encode() + encode()
+ decode() + decode()
+getName() : String +getName() : String
+getAlgorithmCode() : Byte +getAlgorithmCode() : Byte

+encode()
+decode()

+getMessage()

Blowfish

- Name : String

- Code : Byte

+ encode(}
+ decode(}
+getName() : String

+getAlgorithmCode() : Byte
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