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Abstract

In this project, the efficiency network management for wireless communication research
group is studied and managed. The purpose is to design and manage the network which is high
efficiency, stable and security. The firewall, DNS, web and central database servers are designed
and setup. The firewall is used for protecting the hackers. The DNS server is used for making the
child domain. The home page and web board are design for servicing and exchanging
acknowledge in the web server. The central database server is used for storing the research

database inside the wireless communication research group.
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1. Filter table 1981%5Un304 packet 3 3 built-in chain i INPUT, OUTPUT, FORWARD

2. NAT table 1¥dmSumsudasuomase (Network Address Translation) 3 3 built-in
chain fiD PREROUTING, POSTROUTING, OUTPUT

3. Mangle table Hums19# 1diavunlaanieudly packet 15y ildouat TTL , MARK
Sulndny 1413 routing AANuFUFoU T 2 buili-in chain #0 PREROUTING
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o -AungIniAoMe chain (Append rule) 131
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o L mengﬁyawﬂiu chain (8111521 chain mmmngﬁwuﬂiu filter table 197y
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# iptables -F mychain
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2.8 Mall Server
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¥ ]
Carriage Return ItAZ Line Feed viunofamsiugayadoya ualunsdifidoyavssiiagathe &
foyaiuiluyadae vz 1dmaiinfiGunds Character Swffing itoudilam Tnseziugaadhlin

y w1 Y. < & 3 @ ow o :
1 é wedudnied hideyaiuiiuge Fuzuandrinndydnualisainsdugavesdoya
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2.8.2 SMTP
sMTP (HfuT1s Taneai19deBimudoin User agent vosfdalilia MTA voudds uasds
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SAML | ¥hwmth#imious18s DATA ua lunesiiglday
o o =g A ¥ A oo o
VRFY | dlufidaiilfimensnaeuanugndssvesteiasudtiond
3 o a A - = o &
EXPN | iumduionsivdeusioazideavesdadiie

) P a =0
HELP I¥nsmaeuiidanansoldauldfmdidiies

NOOP | iufi3 No Operation iinidisined 185 ufdaiiszaon OK ndan

QUIT Augamaaso

5
L)

RSET | snidnmsdadeyaluvmsi

W A e Y e ot " o W

TURN dudrdsiadumihivesddedoyar i iudeyauny

L] N LTl

' . 3
@ L= 9@

RCPT flumdadiossyBudnzdefiazaiiv Taadufdeildaonn MarL

SMTP Reply Codes { A1QULAAITQIUSUDIAINT )

211 System status, or system help reply

214 Help message

220 Service ready

221 Service closing transmission channel

250 Requested mail action okay ,completed

251 User not local ; will forward to

354 Start mail input ; end with .

421 Secrvice not available, closing transmission channel
450 Request mail action not taken : mailbox unavailable
451 Request action aborted : local error in processing
452 Requested action not taken : insufficient system storage

500 Syntax error in paramelers or arguments
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501 Syntax error in parameters or arguments

502 Command not implemented

503 Bad sequence of commands

504 Command parameter not implemented

550 Requested action not taken : mailbox unavailable

551 User not local ; please try

552 Requested mail action aborted : exceeded storage allocation
553 Requested action not taken : mailbox name not allowed

554 Transaction failed

283 IMAP
o o Lo 'o
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- Py o =2 o Q3 a o ) o o
3. ADUEMTEHONUADDING (Selected State) Wuan Rz lFnudwd luaazuduend
@ E '3 9 gt T ¥ dy
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o
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e

- BAD nanshididsiida i lugndes nTeliminiines ligndos

- PREAUTH waras i lisulludes14ids LoGIN msswefimsaouzfldsumsoysia
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T = d 0
- BYE ua@a@s i3 1asunsviranliuda

2.9 FTIP Server
FTP ilusgon10nnm18angud Flie Transfer Protocol iifumianiaTounfludoya
) A a s A & A1 . o o A oa ¢ o
FTNININTOINBUA URDT 2 1NTBY ANBYUMATEVIWBUMBSITA TuszulnSou08umesiila
= A = o ¥ A 1 Y - L] a =
tinTesneuiamesiIfusmImsanwleuniudeyailumsisas Jogihuduamn Son
A = SAq ¥ = 1 ¥ ﬂy’
niesneuRunein IiuTmsawlouududeoyatian FTP Server
fMdsa1an gy FTP
P I o a a = <
o i dir (FwiuTdsunsu FTP AiSonldnnaed wie Jula?d)

dir ifuddsdmiugvoutudeyauaziolasane’lu nfosmouRuneimoma



ftp> dir
08 PORT connand successful.
150 Opening ASC1I mode data connection for fbin/ls.

total 5

Irux--3--x 3 root dachon 512 Jan 31 17:33 bin
Irux—x--x 2 root daenon 512 Jan 31 17:30 dev
Irux—x-—-x 2 root daenon 512 Jan 31 17:34 eic
fruxr-xr-x 10 root daenon 512 Feb 6 11:=10 pub
frux--w—x 3 roeot daenon 512 Jan 31 17:37 uzr

226 Tranzfer conplete.
J04 bytes received in 0.066 zeconds (4.5 Kbytes/s)
ftp>

e Mdacd [lasane3]

cd Wlumdan 1Rou 1i taisaneTdoovaansosnoufinae sl aenis feeanis

ftp> cd pub

250 CWD command successful.
ftp> cd pics/bmp

250 CWD command successful.

. ﬁWﬁﬁcd..ﬂ?ﬂcdup

o of - dj A o '
od .. 930 cdup 1iumdai Ao lasanestuhidnanilsseruves nieq

- o
ApuN AADIUA MY

ftp> cd..
250 CWD command successful.

® M9 get [FouruAunia) [Fouduatems]
o o - o [Y = o
get Wufdsfildfnnenuituninaeufiume fumens i meufinaoddunia lu

o e :f:'l A n‘; :'l | s :'l 9/
pIdA luRuRYoududaema nsevzdsvoutudatomaniousudoududunis

ftp> get door.bmp door bmp

200 PORT command successful .

150 Opening ASCII mode data connection
226 Transfer complete.

local: door.bmp remote: door_bmp
163958 bytes received in 0.84 seconds (
Etp>

. & 4
o  fda mget [Jourh) (Feuth]
e @ W = o o
mget iufdsdnaen udumae o ufluern aeuRamesiaromemy Juiuud

o a = o 3 0 ]
fmusmniineuiuneidun lauinTesszounnudesmsfiazufudoya
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fluavamsIinsosouhiaz IWd 19 19614 prompt ihare

ftp> prompt
Interactive mode off.
ftp> mget *_bmp

* My quit u3e bye

k4

quit 130 bye (umdan1doennin fip

MInn 2.4 Mmdeaanldlu Frp

? [A194] / help [MFY] | noasdonnuvimae eSunmaslu fp
. < ¥ =

asscii AnapnuRudoyauuILEan

binary Anasnududoyaunnluu3

bell Tdadsaiiodanonuhidoyaiae

bye VUM IVINULASDONVIN fip

cd [ 1a15Ano3]
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A; =1 a '3 t.g é [
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led [lausanes]

wasu lasanoSuosnsunannidatenia

-
close ¥39 disconnect

d'l ' oo -~ o [ X 3
wmsensfiuasuAuneilaunuasa lisenain fip
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Tsunsuilsdmiuimuanlonedimiudh - een veatoyn

#!/bin/bash

FW _KMITL_EXT=161.246.73.74
FW_KMITL_INT=192.168.1.1
EXTIF=¢th0

INTIF=ethl

NAT KMITL=161.246.73.75

ip addr add 161.246.73.75 dev eth0
ip addr add 161.246.73.76 dev eth0
ip addr add 161.246.73.77 dev eth0
ip addr add 161.246.73.78 dev ethO
ip addr add 161.246.73.79 dev eth0
ip addr add 161.246.73.80 dev eth0
#enable forwarding

echo 1 > /proc/sys/net/ipvd/ip_forward

#iH#block ip spoofing
for f in /proc/sys/net/ipvd4/conf/*/rp_filter;
do

echo 1> $f

done

ccho test firewall origin by pons

#clear policy
iptables -F
iptabies -t nat -F

iptables -X

B3



#define new policy
iptables -N KMITL-EXTRANET
iptables -N EXTRANET-KMITL

#default policy
iptables -P INPUT DROP
iptables -P OUTPUT ACCEPT

iptables -P FORWARD DROP
HERHBHHHHHHRRRHHRINDUL chaind IR IR R

iptables -A INPUT -i $EXTIF -p tep -d $FW_KMITL EXT --dport 22 -j ACCEPT

iptables -A INPUT -i $EXTIF -p tcp -d $FW_KMITL EXT --dport 25 -j ACCEPT #ken
iptables -A INPUT -i $INTIF -p tcp -d SFW_KMITL INT --dport 22 -j ACCEPT

iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 10/minute -j ACCEPT
iptables -A INPUT -p icrﬁp --icmp-type echo-reply -m limit --limit 10/minute -j ACCEPT
iptables -A INPUT -p tcp --syn -m limit --limit 1/s -j ACCEPT

iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A INPUT -m state --state NEW -i ethO -j DROP

HARHHEHHHHERRERR R output chaintHHIHEHEHHIHEH
#iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
#iptables -A OUTPUT -p icmp -j ACCEPT

HEHRRR R orward chain#RHRHBRIRHRHBRIRIRREY

iptables -A FORWARD -i $EXTIF -o $INTIF -j EXTRANET-KMITL
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iptables -A FORWARD -i $INTIF -0 $EXTIF -j KMITL-EXTRANET

R d e fine N ATHREHHRHEHBHIBHERG

iptables -t nat -A PREROUTING -d SNAT_KMITL -j DNAT --to-destination 192.168.1.50
NAT 161.246.73.75 --> 192.168.1.50 ##

#ipspoofing nat

iptables -t nat -A PREROUTING -i $EXTIF -s 10.0.0.0/8 -j DROP
iptables -t nat -A PREROUTING -i $SEXTIF -s 127.0.0.0/8 -j DROP
iptables -t nat -A PREROUTING -1 SEXTIF -s 172.16.0.0/12 -j DROP
iptables -t nat -A PREROUTING -i SEXTIF -s 192.168.1.0/16 -j DROP

iptables -t nat -A POSTROUTING -0 $EXTIF -s 192.168.1.0/24 -d 0/0 -j SNAT —to
161.246.73.77-161.246.73.80

#iptables -t nat —A. POSTROUTING -0 $EXTIF -s 192.168.1.0/24 -d 0/0 -j SNAT --to
161.246.73.77

R R K MI TL-EX TR ANETHHHEH R
#iptables -A KMITL-EXTRANET -p tcp -s 192.168.1.50 -j ACCEPT
iptables -A KMITL-EXTRANET -p tcp -s 152.168.1.0/24 -j ACCEPT
Hiptables -A KMITL-EXTRANET -p udp -s 192.168.1.50 -j ACCEPT
iptables -A KMITL-EXTRANET -p udp -s 192.168.1.0/24 -} ACCEPT
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#

iptables -A KMITL-EXTRANET -p icmp --icmp-type echo-request -m limit --limit 10/minute -j

ACCEPT

iptables -A KMITL-EXTRANET -p icmp --icmp-type echo-reply -m limit --limit 10/minute -j

ACCEPT
#iptables -A KMITL-EXTRANET -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A KMITL-EXTRANET -j DROP

HHERRHR AR E X TR ANE T-K MI TL AR R



iptables -A EXTRANET-KMITL -m state --state ESTABLISHED.RELATED -j ACCEPT
iptables -A EXTRANET-KMITL -p tep -d $NAT _KMITL --dport 80 -j ACCEPT

iptables -A EXTRANET-KMITL -p tcp -d 161.246.73.75 --dport 21 -j ACCEPT #pons
iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 25 -j ACCEPT #ken
iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 8080 -j ACCEPT #ken
iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 80 -j ACCEPT #ken
iptables -A EXTRANET-KMITL -p tcp -d 192.168.1.50 --dport 80 -j ACCEPT

iptables -A EXTRANET-KMITL -j DROP
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¥
MM 3ansd 1 N5y postfix, dovecot
»
MM IARAI 115151 clamav, amavisd-new

»
MMsarAa 1Usunsa squirrelmail

F
IENIARAN postfix

1
2

11N13 unpackage Iﬂﬂi%ﬁ‘lﬁz\ﬁ tar xvfz postfix.tar.gz
111119 compile Tdsunsu Tﬂu“l%ﬁﬁq make , make install
M1N1T config 14d main.cf { /etc/postfix/main.ct )
Taoudly
mail owner = postfix
myhostname = wis.ite.kmitl.ac.th
mydomain = ite.kmitl.ac.th
myorigin = $myhostname
inet_interfaces = all
mynetworks style = class
mynetworks = 168.100.189.0/28, 127.0.0.0/8, 161.246.73.0/24
alias_maps = hash:/etc/aliases -
setgid_group = postdrop
uamﬁu
content_filter=smtp-amavis:[127.0.0.1]:10024
maildrop destination_recipient_limit=1
aeolWd main.cf e 19350 115103 amavis
MM3 config 1d master.cf (/etc/postfix/master.cf )
sy
smip-amavisunix- - n - 2 Imtp

-0 Imtp_data_done_timeout=1200

-0 Imtp_send xforward command-=yes

127.0.0.1:10025 inetn - n - - smtpd
-0 content_filter=
-0 local_recipient maps—

-o relay recipient_maps=
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-0 smtpd restriction_classes=

-o smtpd_client_restrictions=

-0 smtpd helo_restrictions=

-o smipd_sender restrictions=

-0 smipd_recipient_restrictions=permit_mynetworks,reject
-0 mynetworks=127.0,0,0/8

-o strict_rfc821 envelopes=yes

-0 smtpd error_sleep_time=0

-o smtpd_soft_error_limit=1001

-o smtpd_hard error limit=1000

?]"é)ﬁ‘ltlllﬂﬁ master.cf
Yo o o o
5 198169 postfix start TH5SVSUTYsunTY
6 1914 postfix reload AWM TUMTS IMaaLiiolinis config miny
7 Mnsesaeud aunsaldauldnielienn teinet localhost 25

GILNE
L J
foenmsaing user nou Tuhiife postfix (useradd postfix )

v
LY group Tuhiife postdrop ( groupadd postdrop )
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v
5N17AAAY amavisd-new

Y3l Tnan module 1o Aaaunsam i Inanldon WWW.Cpan.org
Archive::Tar (Archive-Tar-x.xx)

Archive::Zip (Archive-Zip-x.xx) (1.14 or later should be used!)
Compress::Zlib (Compress-Zlib-x.xx)

Convert::TNEF (Convert-TNEF-x.xx)

Convert::UUlib (Convert-UUlib-x,xxx) {1.05 or later, stick to new versions!)
MIME::Baset4 (MIME-Base64-x.xx)

MIME::Parser (MIME-Tools-x.xxxx) (latest version from CPAN - currently 5.417)
Mail::Internet (MailTools-1.58 or later have workarounds for Per] 5.8.0 bugs)
Net::Server (Net-Server-x.xx) (version 0.88 finally does setuid right)
Net::SMTP  (libnet-x.xx, ports/net/p5-Net) (>= libnet-1.16 for performance)
Digest:MD5  (Digest-MD5-x.xx) (2.22 or later)

10::Stringy  (10-stringy-x.xxx)

Time::HiRes (Time-HiRes-x.xx) (use 1.49 or later, older can cause problems)
Unix::Syslog (Unix-Syslog-x.xxx)

BerkeleyDB  with bdb library 3.2 or later (4.2 or later preferred)

mynoyTnd perl module dadu 117&?19%& perl compiler AU LEININT3 compile Tauig
ﬁWf‘%ﬂ perl makefile.pl

nntuhmsanss perl module 9INA1HS make 1B make install

WINT unpackage Iﬂﬂi‘lgf’mﬁ? { tar amavisd-new.tar.gz

MMy compile Tdsunsu Iﬂuﬁl%ﬁé’d make , make install

Mmserda user Nou 1‘1&%1{%1% clamav ( useradd clamayv)

woe a9 group 11‘!17;5%1% clamav {groupadd clamav)

¥M158319 home directory 811151 amavisd

mkdir /var/amavis

mkdir /var/amavis/tmp /var/amavis/var /var/amavis/db

chown -R amavis:amavis /var/amavis

chmod -R 750 /var/amavis

cp amavisd /usr/local/sbin/



10

chown root /ust/local/sbin/amavisd
chmod 755 /usr/local/sbin/amavisd
cp amavisd.conf /etc/

chown root /etc/amavisd.conf

chmod 644 /etc/amavisd.conf

mkdir /var/virasmails

chown amavis:amavis /var/virusmails
chmod 750 /var/virusmails

/usr/local/sbin/amavisd debug

NAAOUNITTH 115N 71 /usr/local/sbin/amayisd
N3 config \l‘ﬂf{ amavisd.conf {/etc/amavisd.conf )
$daemon_user ='clamayv’,

$daemon_group = 'clamav’

['ClamAV-clamd',
\&ask_daemon, ["CONTSCAN {}\n", "/var/un/clamav/clamd”],
qrAbOK$/, qrAbFOUNDS/,
qr/~.*?: (?'Infected Archive)(.*) FOUNDS/ ],

Sinet_socket_port = 10024,
Mimsasaeun TUTunTy amavisd ausaldanlands lusn
telnet localhost 10024

telnet localhost 10025
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¥
I5MIAAAG clamav
I 1M1 unpackage Tanldfda tar xviz clamav.tar.gz
2 N3 compile Tlsunsu Tnalddida make, make check tiDg make install
3 NS config W8 clamd.conf
LocalSocket /var/run/clamav/clamd
User clamav
o o ¥ o ' Ny 1
4 NIN1T config 1Wa freshclam.conf 1¥¥i1ms config ANMUANMHINZTY wioth la
Y yodg ¥ e o
ABINTT set AT N IR MINITADNILUAN
#Example
5  msnaden [dsunsuemuTlsunsn I ldamsuduld  Tasimsnaaoudaund
ozt 91nTWTlasnned test v8elilsunsu clamav iNonAReY LALRHADIN log file
(/varlog/mailllog) mazd1szuninsudealse uasyimsifulWaly varvirusmails uerasiy

suvansaldauld

3§ﬂ1‘iaﬂﬁgﬁ dovecot
1 1913 unpackage Tﬁﬂi“l’i'mﬂ% tar xvfz dovecot.tar.gz
2 %1115 compile TUsunsy Tae19@1ds make, make install
3110135 config Llﬂf{ dovecot.cont
Tawiu a3 a9 TUs Tanen pop secure Uag imap secure 14
protocols = imap imaps pop3 pop3s
4 1 m35uTUsunsu dovecot
5 fimsnasouTsunsuhamsa19au Tasms telnet localhost 110 pvnInAaoUNT 1S

1uT15Tanon pop LAY telnet localhost 143 AT INMINATOUNT 199 T1)5 TAnoa imap
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