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ABSTRACT

Today, Wireless. Local Area Network becomes increasingly popular because of its useful
features. One of which is its outstanding mobility that outline the meanings of Wireless LAN
itself,

However, the mobility also brings insecurity, when someone outside of Wireless LAN
gains access to the network. Secured Wireless LAN service must be free of unauthorized access.
There are many methods to prevent unauthorized access such as WEP Encoding or MAC Address
limiting, although many as well have some limitations about amount of users, availability, and
ability to manage the system. For enterprise-scaled wireless network, the appropriate method for
Wireles.s LAN management is using user-based Authentication before let them access to Wireless

LAN as well as managing and verifying their usages afterward.
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00C:localhos 192.168.182.3
000:localhos 192.168.182.3
000:localhos 192.168.182.3
000:localhos 192.168.182.3
001:localhos 192.168.182.3
000:localhos 192.168.182.3
000:localhos 192.168.182.3
000:localhos 192.168.182.3
0C1:localhos 192.168.182.3
000:locathos 192.168.182 .3
00C:localhos 192.168.182.3
003:localhos 192.168.182.5
00Z:localhos 192.168.182 4
000:localhos 192.168.182 3

Tue Jan 17 17:13- 18:30 (01:17)
Tue Jan 17 17:11 - 17:12 (00:00)
Tue Jan 17 17:.06 - 17.08 (00.02)
Tue Jan 17 17:01- 17.04 (00:03)
Tue Jan 17 16:34 stil logged in

Wed Jan 11 18:29 - 18:30 (00.00)
Wed Jan 11 18:23 - 18:29 (00:.05)
Wed Jan 11 18:15- 18:20 (00:04)
Wed Jan 11 18:10- 18:11 (C0:01)
Wed Jan 11 17:.27 - 18:04 (00:37)
Wed Jan 11 17.07 - 17:24 (0G:17)
Wed Jan 11 16:50- 18:04 {01:13)
Wed Jan 11 16:45- 17:13 (00:28)
Wed Jan 11 15:31- 17:.04 {01:33)

radwtmp begins Wad Jan 11 15:30:43 2006
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// variables
var ¢ipaddress; // store ip address of that userl

var fusername;
wvar $inbyte;
var ¢outbyte;
var $totalbyte;
var fdateandtime;
var %show;

// store username of that user

// store receive bytes of that user

/7 store output bytes of that user

7/ store total bytes of that user

// store date and time when that user LOGIN
// flay indicate show output ,or not? TRUE = show , FALSE = not show

3. thum e, IN, OUT, TOTAL9In T5un 3% Darkstat 61 ludaials)

4. e 91104 3 Was1aouIdl T radwho JriinTe 1af

» []
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- Hﬂﬂﬁﬁshowﬁﬁ'll‘ﬂu'f‘RUE
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- Al "lﬁv"?afimmaauﬁﬂﬁﬁ%%ﬂu% 2 (H1SESSION)
1. e show i FALSE “
2. clearm ‘i‘iﬂm‘ff’, dateandtime
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3. LAAINA
- w'lefl A show Henilu TRUE
- #11IN, OUT, TOTALfuanseenly) = INvinde 3 — inbyte i1y
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_ $ds=ldap_comnect(‘locathost’,’389°)
A74 locathost 1) Aouisiu Tofl iedoinToadiviies 41 LDAPIE HIn0S (T
4 4 - R
1n5030U uazwosaUnAvel LDAP Ao 389 daudl Widsalaf 1 Al

ldap_connect(‘localhost’)
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1 4
wdsnniane 1dudndemansnlnsfedande Tnoldmdail
$ldapbind = ldap_bind($ds, $binddn, $password);

’ d’ﬁ < o - a a o
duindlums fendu niemsnsdsaeumsaendu Ald
2. M3 4 0079 fie M3 AN 115 oy mMsud v ezmsfum §19

2.1 M3 iy {14 1911 1dap_add Faantna
$info["cn"]="Mr.Patt Emmawat™;
$info["sn"]=Patt;
$info["ou"]="student";
$info["mai]"]=s4145217@mor-or.pn.i)su.ac.ﬂ1";
$info["objectclass"][0]="top";
$infof"objectclass"][1]="person";
$info["objectclass"][2]="inetOrgPerson";
$info["objectclass"][3}="organizationalPerson";
$info["objectclass"}[4]="posixAccouht";
$info["objectclass"][5]="shadowAccount”;
$pwd=md5(“s41452177),
$info["userAccount"} = $pwd[rand(0,31)]. $pwd[rand(0,31)). $pwd[rand(0,31)].

$pwdlrand(0,31)). $pwdlrand(0,31)}; /# et vos §1%

$r=ldap_add($ds, "uid = 54145217, ou = student, dc = oasitzone, dc = pn", $info);

2.2 msfiunt Aoaldlumsan uazudlvdoyadld
- o 3o s
ms i msay maud ludoyadls na1ld 1dap_bind Aoald §14 Arw AlidnTlunts
=
Fou
AvL1InIAUM
$sr =1dap_search($ds, "dc=oasitzone, de=pn", "uid=" .$login. " ", $justthese);
$info = I1dap_get_entries(3ds, $sr);
print_r($info[0])
¥ 14
matumiyiisziiumsasdoyaves §14 vonuaun Susdesmsutanadau
¥ o e‘lv
Taudludsil

$justthese = array ("dn","cn","uid");
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$sr=Idap_search($ds, "dc=oasitzone,dc=pn", "uid=s4145217",$justthese),
$infol = Idap_get_entries($ds, $sr);
print_r{$infol0])

2.3 Myaug 1y
$sr=Idap_search($ds, "dc=oasitzone,dc=pn", "nid=s4145217"),
$info = ldap get entries($ds, $s1);
$r=1dap_delete($ds,$infol[0]{"dn"]);

2.4 paud lugly
$sr=1dap_search($ds, "dc=oasitzone,dc=pn", "uid="s4145217"");
$infol =1dap get entries($ds, $sr); -
$info["userPassword"]=$_POST{'userpassword'];
Idap_modify($ds, $infol]0]["dn"], $info);

= 2 '
3. yAn5iFouRs 19 1dap_close($ds)
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AUUON fiD Darkstat &3 Hudumesiaszimsdssumariiuaaouuuiy
o a e a1 a1 W . q o
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szuvamsana 1l Admin 2 Level §m3u § quaszuy (fmun siaru ) uaz
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@ ] ] . ' d o
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a71UY94 Internet Controlling Server (Authentication Server Ila¢ Gateway)
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Auto reconnect + Password Memory tiforonga n3olaindeq udauilalmi molu 10
1# 130130 Connected 18104 Taohidoa Anst Fo41d + swarrilna

Auto Disconnected tijoDanSos lav1i18 Sonidninge JamhmanalFam ssuy
3¢ disconnected §a Tu3i# ionsy 10 Wi b ludilapn Fefldh ildmmiuitn
ransiFuHanaIa

hufileynins Blocked POP-UP arwnsoiiame1d Und tiliinas Blocked pop-up Tae
Windows xp

msumssanssni ddemsfmundas Sikimun Tnsiigquassuuaunso
fmuaswosszunhaniodw (Tanen) niessdmuninumnyadu Glun)
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I Mozilla Firefox

Fle [dt Vew Go fookmarks Jooks Heb - -

[ Clgar Old Infomation } [ Kill Process, |

317 4.7 Juuamsmsemsdnnlussuove 14

dquaTzuudeensAaudnsudmn i eaN1INTZVUANTOATAN Check box A3
w o o A e o q’: a a o
apdufenioMaswoIvesioudnAMiTidesmsdneoneinszuy 11niuniing s Disconnect
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M3 reset) @2uifu Kill Processii BldfoufissUalilsunsunazeumsnu Taotjuilssi
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nngamsMuves Tlsiaiineaiunmsyauf php seript 199110y

* Mozilla Firefox

Disconnect user Complete
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" http:£1192.168.182.1 - Mozilla Firefox |- |71 X]

bsteve 001.localhos 192.168.182.3 Fri Feb 17 20:18
still logged in
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{ Connecting ...connect result is Resource id #2
! Binding ... Bind resultis 1

Bind successful
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Tunsdindesmsfumdeyavesd 1oy uudniinladaned suiludesld fitter i
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i
§
|
i Connecting ...connect result is Resource id #2
i Binding ...Bind result is 1

{ Searching for (cn=>) ...Search result is Resource id #3
' Number of entires retumed is 3
i Getting entries ...
|
i

; Drata for 3 tems retarmed:
dn is;: CN=surachai, OU=Students, DC=companyb, DC=com

Brst ca entry 1s; suracha
first email entry is;

dn 15: CN=chawalt, OU=Students, DC=companyb, DC=com
first cn entry 1s: chawalit
first email entry is:

dn is: CN=petercop,OU=Stdents, DC=companyb,DC=com
{ fst cn entry is: petercop
1 first email entry is: peter@hotmail com

U 4.14 it TAnInmsdum

o 1 4 ) - VoA
nydindsansadidléaulmi Widond Create udInsondoyadrsuesdldisu e,
= A o - w7 o { <
wwena, Bwad, Yoii 148endy, uazsiarhu ashlfagu 4.15 Sannsoadnlddusee:

uanInagilii 4.16
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Name [Steve ' ]

| Sumame  |David ]
g Email  [steve@companyb.com]

Password [wesss

User name [steve §
|
s

Re password [evsvs

71#i 4.15 m3nsendoyavodldaulni

LDAP Create

] Comnecting ...connect result is Resource id #2
i Binding .. Bind resultis 1
i Create cn=steve,ou=Students,dc=companyb,dc=com successful

+

d < 4
nsdindesnsoudeyavesld 1Hidenti Delete udansenDelete DN vodfivzavaq

T gl 4.17 ieauldd S sozuananazalit 4.18
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LDAP Delete

4 Connecting ...connect result is Resource id #2
i Binding ... Bind resultis 1

{ Delete CN=gteve, OU=students, DC=companyb,DC=com successful
1

|

71 418 swazidvaiioan1Adude

¥
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nstinassmsszud ludoyoflantogwy 1Widenh Edit udansen Edit DN aalyl As
U 4.19



47

B} http:}/127.0.0.1edit_form,php

Edit DN |CN=stave.0l=Students,DC=companyb,DCs

i
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Username  |[steve |

i Password  [sseas |

Re password I_-__-__g_" ]
€3 Enable account | @
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