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ABSTACT

Eventhough the computer security system is now much more powerful than the old days.
It cannot be considered the pertect system anyway. Since the problems still exist, the reliable
security systern has to be ready for the unexpected events to occur. The system should be able to
handle those at the time intrusion taking place as well as before and after the affairs in order to be
able to make an incident response to such an event. The incident response mentioned includes

knowing what the intruder has done to the system, detecting the effects to the system, recovering

the system and gathering the information duc to the legal issue.

This project purposes presenting a new method in computer security aiming at the

45010495
45010466
Advisor
Co-Advisor

Co-Advisor

effective way to response when there s an intrusion. All is done under UNIX environment.
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Program Facility Levels Description
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CREATE TABLE logs ( host varchar{32) default NULL, facility varchar(10) default NULL,
priority varchar( [0) default NULL, level varchar(1() default NULL,
tag varchar(10) default NULL, date datetime defautt NULL,
program varchar(15) default NULL, msg text,
seq int(10} unsigned NOT NULL auto_increment, PRIMARY KEY (seq),
KEY host (host), KEY scq (seq),
KEY program (program), KEY date{date),
KEY priority (priority}, KEY facility (facility)

) TYPE=MyISAM;
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60-(1-4892)  10MP P PING 3 Tao0e0201 215019 |1612965 32 12.16.24.198 e

Dacoda Payload (Bnary)

TRy

Raw Padet

PASS test@test .com,,

i

o ¥ AN Y w o d o
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n
S

EST (spi=AxHBPB2Z2HE, seq=Ax4d83),
H6:30:24.549151 IP 172.16.24.128
ESP (spi-BxBHAA1e61, seq=-Bx16683),
86:30:24 551636 IP 172.16.24.138
ESP (spi=0x8d0622b8, seq=-H>1dB4},
86:38:25.5608984 IP 172.16.24.128
ESP{spi=8x888681e61,seq-Ax1684),
H6:30:25.561468 1P 172.16.24.138
ESP (spi=BxB0BB22b8, seq=Ax44B85},
96:38:26.548844 IP 172.16.24.128
ESP(spi=BxA0801e61,seq=0x1685),
86:30:26.549261 IP 172.16.24.138
ESP (spi=8x8808022b8, seq=0x4d87),
B6:38:28.568329 IP 172.16.241.128
ESP(spi=Bx#A081eb1, seq=-0x4687),
86:34:28.568441 IP 172.16.24.138
ESP(spi=08x8800822b8, seq=8x1d68) ,
86:308:29.587348 1P 172.16.24.128
ESP(spi-@x88081e61, seq=8>1668),
086:38:29.587916 IP 172.16.24.138
ESP(spi=0xB08022b8, seq=Bx44B89 3,
06:39:30.564213 IP 172.16.24.128
ESP (spi=8xB06801e61,seq=0>x1689),
86:38:38.565868 [P 172.16.24.138
ESP{spi=0xd98822b8,seq-0x4dBa),
86:30:31.585128 IF 172.16.24.178
ESP(spi=Bx088081e61, seq=Bxi68a),
H6:308:31.585648 1P 172.16.241.138
ESP(spi=BxP00822b8, seq=0x448b),

length 88
> 172.16.24
length 80

» 172.16.24.

length 88
» 172.16.24
tength 88
> 172.16.24
length 88

> 172.16.24.

length 88
> 172.16.24
length 80

> 172.16.24.

length 88

> 172.16.24.

length 88
> 172 .16.24
length 88
> 172.16.24
length 88

> 172.16.24.

length 88
> 172.16.24
length 88

> 172.16.24.

length 88
> 172.16.24
length 88

.138:
128:
.138:
.128:
138:
.128:
138:
128:
.138:
.128:
138:
J128:
138:

.128:

AH(spi=Bx88688457,seq=-Bx4683) :
AH(spi=-BxBBABBBae , seq-Bx4dB4) :
AH(sp i=BxBABAB457 , seq=0x4664 ) -
AH{sp i=B>B08088ae , seq=Ax3dB5) :
AH(sp i =BxBAABA457, seq =8x1686) :
AH(spi=Bx8808088ae, seq=Ax4d87) :
AH(sp i=B>ABABA457, seq-Bx1607) :
AH (sp i=-8xB000B8ae, seq=A>x1dB8):
AH(spi=BxAAAAB4S? , seq-Bx1688) :
AH(spi=0xBB0BBBae , seq=0x4d89) :
AH(spi=-0xB0880457 , seq=-B:1689) :
AH(spi=Bx60088ae, seq=B>1dBa):
AH(spi=BxABEBB457, seq=Bx160a) :

AH (spi=B>HBAB0Bace , seq=Bx148b1J :
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Index | Fle [

no data n database

no data in database

c: Ry 1 a g 9
317 4.4 waasmsuaamaTashds hiinssumaudeya

[ 393 _ —- TIMESTAMP -— 2006-01-31 20:29:13 MARK | o
592 - — TIMESTAMP — 2006-01-31 20:26:13 MARK

591 fetc/fstab , POLICY [ReadOnly] ——UGT- 2006-01-31 20:2B:06 roat CRIT

350 ) fetc/midnitrd/scipts POLICY [ReadOnly] ——UGT- 2006-01-31 20:28:06 roat CRIT E
" 589 Jetcmiinitrd/modues POLICY {ReadOnly] ——UGT- 2006-01-31 20:28:05 Joot | CRIT @
589 fetc/mbsitrd/miiritrd.conf POLICY [ReadOnly] ——UGT- 2006-01-31 20:28:05 root CRIT
! 5§y Jetcfmiinitrd POLICY [ReadOnly] —-—UGT- 2006-01-31 20:28:05 root CRIT

586 fetc/metwoidfnterfaces POLICY [ReadOnly} ---—-UGT- 2006-01-31 20;75:05 root CRIT

s85 Jetc/retwort fif-post-down.d POLICY [ReadOnly] ——UGT- 2006-01-31 20:28:04 root CRIT

S84 fetcinetwoil fif-pre-up.d POLICY [ReadOnly] ——UGT- 2006-01-31 20:28:04 oot CRIT -
! }sudo: www-data : TTY=un¥nown ; -
§1134 sudo ;PL‘!D-[var[wwwfmotectlmahirecovery s USER=root ; 2006-01-31 |notice  |IPsec6 |authpriv
i  COMMAND = fvar fwww firprotec t fmainfrecovery/dear4estoring,sh
‘ suddo: www-clata : TTY <Lrinown ;
1133 sudo PWD =/varfwww/inprotect/manfrecovery ; USER=root ; 2006-01-31 |notke  [Psect |authoriv} .

COMMAND = fvarfwwwiinprotect/man/recovery/dear-restoring.sh %

1132 jsudo sudo: www-clata : unable to lookup 1Psec6 via gethostbyname() 2006-01-31 [dert [Psec6 | authpriv 'i‘
J1131 jsudo sudo: www-data : unabde to kool IPsect via pethostbyname() 2006-01-31 |aeit [Psech | authpriv
) sudo: www-clata : TTY=uninown ; i
PWD={vafwww/inptotect /manfiecovery ; USER=ro0t ; !
{1130 |sudo COMMAND = fusi fbin/Isync -vzpogt —stats --recursive -Jgnore-enors 200601-31 |notice [ IPsec6 [authpriv] !

]
=
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1)
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6)

7

8)

4.5.1 IEmInaaey
»
1gﬂﬂ15ﬁ131uﬁﬂﬁﬂ\lﬂ‘ﬂﬂﬂ‘ixﬂﬂ
P o - L. i A oA
8314194 test Taodidoya This is testing. 1 directory /ete/snort 11599 Response wall
(W path /etc/snort Wl sy Snapshot Management
[s [ o o o ;
U5 VUAININITAY Snapshot TH WA
. Vv 3 ' = o = a
- Main Step 1WA Snapshot 1U%191381 2 Ao TagyiimsiAuymne 1 Tu
= ' = o =4 L
- Sub Step 11U Snapshat Tugaa1 20 wii Tapiimsinunng 1w
o - a da a ¥ ¥ o g
W1M1331AY Snapshot Tagadniity Start ndantnIiszuy 18vn15:AY Snapshot iy
= 9t S A ‘3 . .
nar 10wk | Tlasseaau IMannedu Ty directory /backup/snapshot/etc/snort/main
Hag /backup/snapshot/ete/snort/sub
e 9 A g oy oy A ) oA
Lﬂauumaga11agﬁlu 178 test Tu directory /etc/snort ¥HIfiTD4 Response wall i1lu Content
changed.
= ¥ o o . o =)
avvaaun il dsuulasnindeyahnlaainTysunsy Sambain uazdniiunis Restore
< o o : )
W3 test ndul1)dauning Response wall

¥ y o ot
A32900UY0Y A 11 W4 test HAI9IANTT Restore
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4.5.2 wamsnaaey
NNMINATOLUHL N
1) STUumLIIaRINISIAY Snapshot 1Y path uazF1A A MUATReg19gndDs
2) MEININT restore I test nduTUFuAT o3 Response wall wudidayaluIndadun

1l This is testing. (MDA

4.6 MINAABUT 5 N159108900I1UN5DI059

< nvl d Y or
4.6.1 912384UUABUNITABL auﬂqpﬁal'ﬂﬂﬂ]fmﬂzluﬂﬂi]“i‘ﬂaﬂﬂﬂ

¥ ] »
D damsmhauiimyavesssuunazingszvuuaamadoyainies Log Server

| Prompt X
: .@ Enter usemame and password for "Admin only” at htips://172.16.24.128:777
User Name: : :
admin
Pésswofd:

|¢--¢---oo“

A Use Password Manager to remember this password,

. i3 1 Y o 5 1
; g 4.6 uansmisiguinuedgszu




[ index | Fle . iz

no data n database

no data in database

d‘. 9 ﬂ. Qs ] =y as
11 4.7 uaasfeyatuvmrnszuvdshignasdianiunlasany

2) 11115 Scan port -umm?m Response wall
3) Y13 Log in i lldunseq Response wall AN Secure Shell Tao1d Usemame 11y
¥
Detector AT THAMIH 1A% 1w Ase

ga X
4) AINABLNAMIHTUNAYUAY Response wall

= M 161.246.5.27 port 33427 ssh? e Sl A
: sshd[4871]: (pam_unix) 2 mare authentication falres; logname = uid=0 y )

s euid=0 tty=ssh ruser= rhost=isag2?.ce dmitl.ac.th user =detector 2060221 notice | Psecd |ath | o
sshd[4871]: (pam_unix) 2 more authentication falres; lognama= vids=0 . :

i -, . 8

z sshd euid=0 thy=sth ruser= rhost=lsag?7.ce.bmitl. ac.th user=detector 2006-02-21 jrotice  |IPsecd |auth 5

a5 sshd{4871]: eror: PAM: Have exhasted madmum number of retries for 2006-02-

- sshd service, for detector from isag27.ce.kmitl.ac.th 2006-02:21 |err 1Psecs | ath
sshd[4371]: emor: PAM: Have exhasted maximum number of retries for

2 2.

21 jsshd service. for detector from kag27.cebmitl.ac.th 2006-02-21 jer  {IPsecd auth

20 sshd §si’1d[4871]: enmer: PAM:Authentication falure for datector firom 2006-02-21 |en Psecd fath
isag27.ce.lmitl.ac.th -

\s
4

1 4.8 uerasdeyandinniiszuugnaziianutaeasiv

oy = =1
il'lﬂﬂ'l“ﬂﬂlﬂﬂlﬂ'ﬁﬂmﬂﬂﬂﬂ ﬁﬂ Tau scan port Tﬂﬂ‘l]'l‘i]'lﬂ IP 161.246.5.27 uaz Unts

nowudunduaieuthvineTasn1sidnyma ssh wazuInAses 161.246.5.27 Tasiiidh
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YA wq 9 a v ot a A g & o ' y o
w1 lat 14306 1991 detector Tautins dovsiaruAafiudwuidivua udgaiodamiss

¥ 1 ¥
wWhgszuy 1A

5) Mmsdumsessesinhaedonindeyan Tdu

Index. 1 &2 ple Sli= i ubags i, TioneStamy

6 1 fate/passwd 2006-02-21 12:21: 3
5 | 2006-02-21 12:21:11 MARL |
14 2006-02-21 12:20:11 MARK | L
13 2006-02-21 12;19:11 MARK,
12 2006-02-21 12:18:11 MARY

11 - 2006-02-21 12:17:11 MARK

10 200602-21 12:16:11 MARF.

9 200602-21 12:15:11 MARK

8 ! 2006-02-21 1214041 MARE | T

s 4.9 ufmwannwmnaﬂmmnﬂaﬂuuﬂmﬂﬂn fetc/passwd

Y A4 Yo q @ 1 ¥y A o« a A = o
ﬂ]ﬂﬂﬂgﬁ‘ﬂ 1ﬂ1’|111’|‘"571|']1 1Jﬂ1‘.iLLildm'Elu1u‘jzﬂU'Jﬂt:|ﬂ LugqﬂTﬂUﬂ'ﬁlﬂaﬂuuﬂﬂq

A H 4 1 1
A4 retc/passwd Faudlu Iamnuyedlfias Ardna voadldszu
o ] 3 ] 1 o :
Ymsaseaeusae e 1deyagiumi INA fetc/passwd Taunlasuuilaq

wmmﬂ"lﬂmmmmmuamam ‘Iluﬂﬂuﬂﬂ‘1“]Jﬂilﬂ'l'iﬂ§"]i]ﬂﬂ‘l‘lﬂ’liiﬁﬂ’llﬁwﬂ‘lﬂu‘ﬂﬂduu

oq if13 Fsruunulathaiidh ldaussyusaananiueg

ptsfo 161.246.5.27 2006-02-21 12:09 7006-02 21 120
roat ttyl 0.0.0.0 2006-01-31 20:21 StHllogin

]
=1 |

31U 4.1 saadeyafiayendimslsaussuy




:9

60

a ¥ gy o =

¥ Ay oo g @ 1o 1 sy o
ndayain laiildnsud g ldnusrnniifsinuds luganai Wa
] ) . ¥
fetc/passwd launfaoiunlos Ao 199150 detector MMudgsznudweng 19.31 u. 9
1901 19.48 U,

3 1 '
6) himiasvaavde WG Fauiuinildhdses lsfhaluszninaganafiinig login

.y
=] s

- S ] 1o ¥ o =y o u = 3 L
WIgszuvFIlnngunslgmdaiuiaade fio fidesu sadn lilnsreasvands

Logfile v84321U

Tdetector 0.53 21 12:08 Feb
bash F detector 77 0.00 21 12:09 Feb
bash F detector 7 0.00 21 12:09 Feb
sshd SF detector » 0.05 21 12:01 Feb
bash £ {detector » 0,00 21 12:01 Feb
bash F | detector ” 0.00 21 12:01 feb
bash datector 22 0.07 21 12:08 Feb
i detector » oo 21 12:19 Feb
clear detector 77 0.00 2112:10 Feb
clear detectar ) 0.00 21 12:10 Feb
dicolors detector P 0.00 2112:09 Feb
id detector 7 0.00 21 12:09 Feb
bash detector P 0.a7 21 12:01 Fab
dea ‘detector 2 0.01 21 12:07 Feb
diccolors " detector »” 0.00 21 12:01 Feb
id idetector ? 0.00 21 12:01 Feb
ﬂ' 53 a1 Vo @ 3 3
3UN 412 naadoyantiienmslgmdsvsadlFuszuy
i
52 |sudo o o P18/0 s PYVD=fhomefdotecter ; USER=100t ;| a006.02.21 |notice | Pseca lathprv i
51 sude mﬁeﬁg’h‘}&;"";j 0 ; PWD=fhoms/detector ; USER=T00t i (o006 .21 [notice |1Psece [authore
S0 sysiogng svslogng2657]: STATS: dropped 0 20060221 |notice | IPsect lsyslog
49 |systogng syslogno[2657): STATS: dropped 0 2006-02-71 |notice | IPsecd | syshog
48 ;do ) sudo: detecton : unable to lool:up IPsecd via gethostbynamel) 2006-02-21 |akert IPsec4 | authpiiv
47 |sudo " Tsudo: detector : Lnaie to ool [Psect via gethastoyramet} 2006-02-21 lalert  |IPsecd | athpriv
S C S W+ T Y N V'l y T o W L = 75 T's |y [ PPN T ey rlarnd fox onne ront OGOV 1A RN [ | 5 TIP3 ik

i i v = Yo w
311 4.13 namadoyaiywenswazidvavens l9midvesdiFauszon

Ty

nndeyai I 1dns 1§ 149e detector imsldfi1d sudo unz lilidedanain

¥ o
Laday




61

You can check file different From : backupfsnapshot/ete fmain/200601311943 anxd: backup/snapshot/ete /20060221 1 234

, ' o .
U7 4.14 wammaveszuuIAMIIdeuandnves IdAnunsnlasuutas

a Z 1 - ¢ =

7 MinsaTcounndeyaveslidnddesnisgmsasuntauesIng retc/passwd 7
i 4 d i = .

wipunudenamsodilua 187 Ty 3418 path 2 path AezaiunlFlunisasinaoy

ATUUANATY

-~

IPsec6: /backup/snapshat/etc/sub# diff 200602211319/etc/passwd ../main/200601311943/etc/passwd
23, 24c23

< detector:x:0:1001:,,,: shome/detectar: sbin/bash

< ftp:x:103:65534: 1 shome/ftp: /binsfalse

i > detector:x:1001:1001:,,,:/home/detector: /binsbash
E IPsect: /backup/snapshot/etc/sub# ]

31 4.15 uamamisnideuanarsves Ian Taunlaouulas

1 A: 4 1o i a
Whldasteaeugaiuuandraves iWdns 2 A dnngirdinsuldsundason g
4 a < 1 ] [ n‘:
AouninAe 414 detector iMsnlavu userid im@AuTIdy 1001 wuilu 0 Fei i ldmniy
HanERUIAY root

-




O -sP Ping Scan.
O T TCP connect() port scan.
> sU UDP port scan.

3 -p0 Don't ping hosts.

Precess 2.46 seconds

§10 4.16 uaaImsasvaEuMslanaia

MN15AT900UTTUUIUNIITA port 130 backdoor 13n30 l1ilaun1s14ias0e
dl ﬂ' t L] - = ﬂ; J =
logserver @lNY 509 lauynn 1sngatuiinsida pont v3ousnslaqmuiiuninlnd
ul: o o ) o e 9 19 1 [ (=] 9
niniuniinisaseasuarilegiuilas I4szyveging ua Using i liil Tadh
] 1 » v
AT9aey Minspsesan Iddiudinsaldsuuasliesimie
Y - o o q ¥ ¥ 1 Py y ¥ ¥
nindayad Idumisnua il iddeudhaniueudi dynynlddwilasldde

19791 detector TagFd i mMIaLTmg ssh sazlimis19¥eeInioinnisAmuareUvaTes

eBe

.
o

a1 3 a o s o i o o 3
174 sudo 71 luiAn o e 148n5909 root Tluazfaldmadasuudasd@nivesmuouiely
' & a La J P = v of ] - P - 1 o
TR s@niigaiiu Aol root uaziimsaumdendiaq iesnndnmsudadoud Ind
~ o - 1 v d a - & o [ | »
tvarflog ivua@anas i hilasteaevardoniinioads laulend Usingidinisaus

A199 nalyl
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3 ¥
8) MMSQAUITEUY

Recovery “ !~

ST A

Jetc/passwd 300602211213

Fie [

Select tme Tme  year| 2006 | Month{02 7] Dayf21 =] Hou[12 7] Mn[13" =] Sec{any -

_sad | _Clear |

" Restore

U 4.17 uamansiu IWad i luszuuns Recovery

Mimsdauszuu Taemsudem Idh launlfounlaslfududumiiousuaoudon

ganldguudas

-~ ™

GNU nano 1.2.4 File: setc/passud

rootix:8:8:root :/root :/bin‘bash
daemon:x:1:1l:daemon: usrrssbin:sbinssh
binix:Z:2:bin:sbin: binsh
sys:x:3:3:isys:sdevisbinssh
sync::x:4:63531:sync:sbini binsync

games :x:5:68:games ;i susrsgames isbinssh
man:x:6:1Z:man: svarcaclesman:  binssh
Ip:x:?:?:1p:rvarsspool lpd:/binssh

mail:x:B8:8:mail: var/mail:/binssh

ncws 1x:9:9:news | svarsspoalsnews i sbinssh
aucp:x:18:18:uucp :uar/spoo L uucp t/binssh
proxy:x:13:13:proxy:/bin:-bin‘sh

was-data ix:33:33 :was-data i varanad: sbinssh
backupix:34:34:backup:.~sar-backups:sbinssh
list:x:38:38:Mailing List Manager: var-list:/bin-/sh
ircix:39:39ired L rvar/srunsired  /binssh
gnats:ix:41:41:Gnats Bug-Reporting System (admin):r var/libsgnats:/binssh
nobody : :18:65534 : nobody (. monexistent : /bin-sh
Deblan-eximix:182:182 : . ~varsspoolsexiet:sbinsfalse
Lum:x: 1868 : 1888 : Taweesak Mekslkarln,, , i7home/tum: ~binsbash
fdentd:x:188:655%34: :rvar-run-identd:/binfalse

sshd :x:181:65534: i rvarsrunssshd i/binfalse
detector:ix:18681:1881:,, , :shomesdetector i /bin bash

8 Get Help il WriteOut Read File Prev Page §] Cut Text § Cur Pos
' Exit il Justify Where Is Mext Page Il UnCut Txt fi} To Spell

31 418 wamamsdnTdasvasummaanni 8 imsdiuszuu
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1 fetc working DO R
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SRR
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Keep snapshot (Sub Step)
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Isag27:/home/phantomb# nmap 161.246.5.32

Starting Nmap 3.95 ( http://www.insecure.org/nmap/ ) at 2006-02-21 12:07 ICT
Interesting ports on 1sag32.ce.kmitl.ac.th (161.246.5.32);

{The 1665 ports scannad but not shown below are in state: closed)

PORT STATE SERVICE

21/tcp  open ftp
22/tcp open ssh
113/tcp open auth
179/tcp filtered bgp
873/tcp open rsync

MAC Address: 00:0C:29:F8:44:27 (VMeare)

Nmap finished: 1 IP address (1 host up) scanned in $.375 seconds
Isag27: /hame/phantomb# ssh detector@l6l.246.5,32

Password:

Password:

Password:

Permission denied (publickey,keyboard-interactive).

Isag27: fhome/phantomb#® ssh detector@l6l.246.5.32

Password:

Linux IPsecd4 2.6.11.7 #1 Tue Jan 17 08:22:54 ICT 2006 1686 GNL/Linux

The programs included with the Debian GNU/Linux system are free sof tware;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Feb 21 12:01:10 2006 from isag27.ce.kmitl.ac.th
detector@IPsecd:~3 |

311 4.20 ueaants Log in 19U MsdumSaarTmne
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detector@IPsecd:~% su
su sudo sudoedit sum superformat suspend
detector@IPsecda:~% sudo -s -H

sudo: unable tc lcokup IPsecd via gethostbyname()

i Password:

IPsecd:/home/detector# 1d

u1d=0(root) gid=0{root) groups=0{root)

IPsecq: /home/detector# ||

31U 4.21 namamsvaroums 1914 sudo
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roct:x:0:0:root:/root: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin:/bin: /bin/sh
Sys:x:3:3:sys:/dev:/bin/sh
SYyncix:4:65534:sync: /bin:/bin/syne
games:x:5:60:games: /usr/games: /bin/sh i
man:x:6:12:man: /var/cache/man: /bin/sh
Ip:x:7:7:1p:/var/spoelslpd: sbinssh
mail:x:8:8:ma1l:/var/mail: /bin/sh

news:x:9:9:news: /var/spool/news:/bin/sh
uucp:x:10:10:uucp: svar/spool/fuucp: /bin/sh
proxy:x:13:13:proxy:/bin:sbin/sh

www- data:x:33:33:www-data: /var/www:/bin/sh
backup:x:34:34:backup:/var/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
1rc:x:39:39:ired: fvar/run/ired: sbinssh f
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody : :0:65534:nobody: /nonexistent: /bin/sh
Debian-exim:x:102:102::/var/spool/eximd: /bin/false
tum:x:1000: 1000: Taweesak Meksikarin,,,:/shome/stum:/bin/bash
1dentd:x:100:65534: : /var/run/identd: /bin/false

sshd:x:101:65534;: /var/run/sshd: sbinsfalse

detector:x :(ﬂlom: .+ s /home/detector: /bin/bash

ftp:x:103:65534:: shome/ftp: /bin/false
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Beb 21 12:09:08 TPseca sshd[4971): error: PaM: authentication failure for detactor from 15ag27.ce.umti. ac.th

Feb 2@ 12:00:59 IPsecd sshdl4g50): {pam_unix} 2 more authentication failures; logname= uid=0 =u1d=0 tty=ssh ruser= rhost=1sas
Feb 21 12:01710 IPsecd sshd{4855): accepted keyboard-intaractivespam for detector from ::fff:161.246.5.27 port 33312 sshz
Feb 21 12:01:10 IPsecd sshd[4858]: (pam_unix) session opered for user detector by (u1d=0)

Feb 21 12:05:01 IPseca CRON[a4864] - {pam_uniw) session opened for user roat by {u1d=0)

Feb 21 12:05:01 IPseca CrON[4854]: (pam_unix) session closed for user root

Feb 21 12:07:19 IPsecd sshd[4853): {pam un:x) session closed for user detectsr

Feb 231 12:08:07 1Psec4 sshd[4971]: {pam_urmix} authentication failure; legname= u1d=0 euid=C tiy=ssh ruser= rhost=isag27.ce.hs

Feb 21 12:09:12 1Psecd sshd[4671]; errar: PaM: Authantication failure for detector fram 1sag27?.ce.km.tl.ac.th

Feb 21 12:0%:15 IPsecd sshd[a871]: error: PAH: Have exhasted maximum rumber of retrias for sarvice. for detectar from 1549278
Feb 21 12:09:15 IPsecd sshd{4871): lpam unix} 2 more authentication failures; logname= u1d=D eu1d=0 tty=ssh rusar= rhostzisa®
Feb 21 12:09:22 IPsecd sshdldB76): Accepted keyboard-interactivaspam for detector from -:¥+it:161.246.5.27 port 33427 ssh2
Feb 21 12:09:22 IPsecd sshd{4apre]: [pam_unix} session opaned for user detecter by (uid=G

Feb 21 12:10:01 IPsecd CRON[4535): [pam unix} session opened for user root by fuid=0)

Feb 21 13:09:48 TPseca CRON[4885): [pam unix] session closed for user root

Feb 21 12:10:01 IPsecda CRON[4891}: {pam umix) session opened for user root by luig=0}

Feb 21 12:10:00 IPsecd CRON[48911: (pam_unie) session closed for user root

Feb 21 12:11:05 IPsecd sudo: detector : unable to lookup IPsecd via gethastbyname(}

Feb 21 12:11:11 1Psecd sudo: datector ; TTr=pts/D ; PaD=/homesdetector ; USER=root ; COMMAND=/bin/bash
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X s6i]A8%3] 1 lpar_unial sess; =i for uses welactor by cu

2l L7 CRCN(AE6A]: par_uaiel szss coened far aser rogt By {urz=0l

21 1Z: < CRoM[aBe4]: (par_urinx] csed far user rost

2132 sshdlagse): (cam umix! + closed for user detecter

T2 sshd{4876] 1 sccepted kevhoard.interactivespam for detectar from L8135 TT ER R

2112 55hd[4872) 1 ipam_unix] session ooerec for user detertor by

21 12:10:01 IPsecd CRON[AZES]: (pam_unix) sessisn ocened for user reot by fus

21 12109048 [Psecd CRON[46E5]: (pam unixi session closed for user roor

i 12:12:01 IPseca CRON[A8910: {pam_unix) sessign cpened ‘or user raot by fLig=C)

21 12:10: 0 CRON[4691]: {pam_urix} sesston closed fer user root
ZioLElso ] CRDNIAG00]: (par_usix) sessior cpened for Jse- ract by {uid=d)

Feb 21 1 CADN(4902]: (pam_umix! sessian closed for user roct

Feb 21 CRON[4915]: {pam unix) session opened for user root by (L1d=0)

CRON(A915): (pam umix! sessien ¢losed for user root
12:17: CRON{ 4922} : (pam_unix] session opened for user root by (u1d=0)
Feb 21 12:17:01 IPsecd chom[ag22]: (pam_ unixj sessicn clased for user root
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