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ABSTRACT

This thesis present a development of projeet . GAIM application extension(Isag) and
server (IsagMQ) that publish o certificate to elient This project development in ¢ and has 2 main
seeurity purposcs inclhuding authentication to ensure the user is communicate to the righlperson
and data encryption and deeryption to protect data that send on network

sagMQ can serve as certilicale anthorily such as publish certificate (o user, creat

database of registered user,show certilicate IsagQ) is automatically register with [sagMQ
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reched Returns a pointer to 351._M=THOD for generic SSL Version 2

G8Lvi riient method  [Returs a pomter to S5 M2 TEOD for an SSL Version 2 client
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, - a ; [ 3 3
®  GaimConvim A9 A2% Idanthasaununiue
M A W
®  Const char* A® FDUDIHAUNUN
®  (Const char* ﬁf} %ﬂﬂ?1ﬂﬁ%$tlﬁﬂﬂﬂﬁ
®  GaimMessageFlags M9 ¥1a193497713
® (ime tAD MINUIAIAINOUNIZLARIHA
S gaim_conv_im_write( GAIM_CONV_[M(conv), *who, decrypt msg, GAIM MESSAGE RECYV,

time{(time_t)NULL) )
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4.3 mavaa T (IsagMQ)

1 = & &
Certificate Authority Jhammassdnudvins Faezads Root CA 110% Server CA

P N =1 Yy, W oa . 9 P N @ o e =4 P}
¥ Scrver CA TIBL‘IJ‘HW sign GlHﬂ’Ll Client 1181 CA A9 ﬂ’liﬂﬂﬂiﬂﬁﬂiﬁ]ﬂﬂﬂﬁ ATILIUNAY

]
o

61‘1J‘E‘U'iﬂ\‘.lf,T'V]‘li ﬂ’]ilﬂ“l_l‘llﬂllﬂﬂlﬂﬁﬂﬂlaiﬂ‘iﬂﬁﬂﬂﬁﬂﬁ Ll,’f!wﬂ'l'ﬂﬂ‘l_l“l]ﬁ)llﬁ‘llﬂﬂ‘!_l‘iijiﬂﬂﬁ‘ﬂ ngn

Lﬁﬂﬂﬂuﬂi@‘ﬂuﬂﬂunﬁ?

4.3.1 msadedesnluiusesans (Certification Authority)
- o @ a e = o 5/ o 3 i o
(H0 T sagMOWaNIUsTVUUJUAMIAY NG FreeBsd lasdasiadlauss
= C; ol lé o 4 o (=) Qd ot dy
Openssl ImihAndnae Certification Authority FavamsiSealuiusosdnt msad1a ca daeil
Tagatdausnis i IamesianudoymisnuaunscAuAn lusas@ntuag CRL
o 4 d =
nniumazadaIdd 3 8 Tddusnfo 10 serial §uf serial number gaoignldlums
@ o oA A g ;v o ¢ o, 4 g
panlususasdnfifie 1314 scrial numberdiu Trldiidesie 1Wa index.ixt Fupugudoya
a a e < =& d o
vaslufusesanisaoon Tauc A uaz Iidgarione IMa configuration Aufndeyaifeani

AmseonTususaItns
b

o i =t o 4 d | v
- W& configuration HAWeaNogudnilons Openssl Libraly watifeaninlasasudides

li

&’ 1 o
Amuammeeddea 18 1dd configuration Auanlvydsdl

[cal

default ca = cxampleca

[ exampleca |

dir = /root/careCA

certificate = $dir/rootcert.pem

database = $dir/index.txt

new certs dir = /root/carcClicnt

private_key = Sdir/rootkey.pem

serial = $dir/scrial

crl = $dir/erl.pem #ihe current CRL
crl dir = $dir/er]

default_crl_days =7

default days = 365



default md = md5
policy = exampleca policy
x509 extensions = certificate_extensions

[ exampleca policy ]

commoniName = supplied
stateOrProvinceName = supplied
countryName = supplied
email Address = supplied
organizationName = supplied

organizationalUnitName = optional

[ certificate_extensions |

basicConstraints = CA:false

[req ]

default bits = 2048

default md = md5

prompt = no

x509 extensions =root_ca extensions

[ root_ca_extensions ]

basicConstraints = CA:true

-ainw ROOT CA Tau sign dodiwns

# openssl req -newkey rsa:1024 -shal -keyout rootkey.pem -out rootreq.pem

38
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# openssl x509 -req -in rootreq.pem -shal -extfile careopenssl.enf -signkey rootkey.pem -out
rootcert.peim

#cat rootcert.pem rootkey.pem >root.pem

ftopenssl x509 -subject -issuer -noout -in root.pem

subject= /CN=care/email Address=parc_g7@hotmail.com issuer=

{CN=care/emailAddress=parc g7{@hotmail.com
- 4519 SERVER CA 142 sign #36 ROOT CA

#openssl req -newkey rsa:1024 -shal -keyout serverCAkey.pem -out serverCAreq.pem
#openssl x509 -req -in serverCAreq.pem -shal -extfile carcopenssl.enf ~CA root.pem -CAkey
root.pem -CAcreateserial -out serverCAcert.pem

# cat serverCAcert.pem serverCAkey.pem rootcert.pem > serverCA.pem

# openssl x509 -subject -issuer -noout -in serverCA. pem

subject= /CN=pare_g7/emailAddress=parc_g72(@hotmail.com

issuer= /CN=care/email Address=pare g7@hotmail.com
- 7319 SERVER’S CERTIFICATE Liag sign 72881311184

# openssl req -newkey rsa: 1024 -shal -keyout serverkey.pem -out serverreq.pem

# openssl x509 -req -in serverreq.pem -shal -extfile careopenssh.enf -CA serverCA.pem -CAkey
serverCA.pem -CAcreatescrial -out servercert.pem

# cat servercert.pem serverkey.pem scrverC Acert.perm rootcert.pem >server.pem

# openssl x509 -subject -issuer -noout -in server.pem

subject= /CN=pareserver/email Address=pare_g73@hotmail.com\x 1 B[D

issuer=/CN=pare_g7/emailAddress=pare g72({@hotmail.com
- P934 Certificate Revocation List (CRL)
# openssl ca —generl —config /froot/careC A/careopanssl.conf -out /root/careCA/crl.crl

¢
~

a$19 CrRL Tasfivua option s carcopanss!.cnf A91]



Default crl days = 7
Default days = 365
Default md = md5

[
4.3.2 032U IUMSeDNIUTUIBITNE

- CLIENT n30lsagQ @314 CERTIFICATE REQUEST

# gee -o certReq certReq.c -lss! -Ipthread

# /eertReq priKey.pem certReq.pem
- CA @313 CLIENT CERTIFICATE

# gee -o createCert createCert.c -1ssl -lpthread

# /JereateCert certReq.pem clientCert.pem
- CA W91l CLIENT CERTIFICATE

#ace -o verifycert verifycert,c -Iss] Ipthread

# /verifycert.c clientCert.pem

: ) & 3 &
Client Certificate 92 sign 180 Server CA #39211U3waziduav04 Inaioua

@ 4
HUTUIQ VT o8 Qﬂg&l%ﬁ1ﬁ1iﬂ!$ﬂlﬂ\11ﬂﬁtﬂuﬂ UOE DO UUDY Server CA
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Lsagma# openssl x%0% -1n client.pem -noout -text
Cartitficate:
Data:
Yersion: 3 (0x2!
Serial Mumber:
Thisd:de:11:80:82:3%: 26
Signature Algorithm: shalwithRSAERcryption
Issuer: CM=care/emailAddress=pare g7@hcotmail.com
validity
Not Before: Dec 23 12:15:44 2005 GMT
Not after : Jan 22 12:15:44 2006 GMT
Subject: CN=rach/emailAddress=rach@ghotmail.com
Subjyect Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: 11024 hit)
Modulus (1024 bit):
00:b8:56:50:carlfr10:48:c2:5e:a3: 2b:T0: 30106

C312e:47:26:58:b5:4d 1 d9:30: 201 24 ¢8: 86 841 3d
<8 4hi2a: b0 o6 1707155 bardoicc 1531 80: 54
et tha:51:74: 14:bd:6f:B4:c2:cd:f0:db: 45 ec: 84
B0:17:68:55: 21 193: 25 ec:d3: 49:48: ¥3:b3:94:0b
cBrd2i FEBe:fl:1a:58:4b: T 7ieb: 19 ed: 0 1362l
d2rza: bt eq:bs:30h:8%;16: 16:480:15:87: f0:58: 79
cBiabihd: 1 40:48:57:Th 00 o8 Ze S0 201 061 55

chibe31:38:3d:fe: 1d: 071 db
Exponent: 65537 (Ox106001)

Signature Algorithm: shalwithRSAENCryptian
Sdra3i0a:Sd:3di T a8t 6b i dS:85:5%:88: 14: PG 0 137 1 do 37
SR:dS: 5 ad: 31862165 d6: Fd 11T B8 b1 23:3d: Fa: 30;

free:rdei93:30:89: 2e8d 8b Bdr0d: 10ie01 3712 168 17 6

fG:Bd 3106 d7: 20 23090 1 3 rhdiec: 7d bbb 51t ad: 1e:

feioZ:7arh8iGerdaioei 8o for 7o 8b w3 f7iszise 07 2

zraciDarbertoisd:ghffifeen:da: 21l cd i Betanf ds 12

blis2ifo:birae:f21feSac:a9:4b:Bae0: b2 2a:93: 76100

250t

W T
[
o

o
it

s
i

g'ﬂﬁ 4.3 client certificate

. , a4 o . d
Certificate Revocation List (CRL) oA Serial Number “ﬁgﬂﬁﬂﬂﬁuiﬂﬂ CA CRL3
=] 1 o o =] o 4
pwgmsldan dnmsinuanosdu swazBuavesdasta CRL Jufinonuazunsigues CRL

o as
uaz 21U IRaiIiuAD Server CA



1sagma# opensst crl -1n crl2.crl -noout -text
Cartificate Revocation List (CRL):

Version 1

(

axO)

Signature Algorithm: mdSwithRSAEncryption
Issuer: /CN=caresemallAddress=pare_g7@hotmail.com
Last Update: Dec 27 07:25:50 2005 GMT
Next Update: Dec 27 08:25:50 2005 GMT
Favoked Certificates:
Serial Number:
Fevocation
Serial Number:
Revacation
Serial Mumber:
Fevacation
Serial Number:
Revocation
Signature

48:
gl:
gh:
g3
02
=T
1d=:
ed:

of

16:
ff:
S
51
al:
tbk
do:

15

L2

FBSADEL119EBE3S23
Date: Dec 25 17:05:41 2005 GMT
FB54DE119EBE3S524
Date: Dec 2% 17:03:04 200% GMT
FESADE] 19EBE3S2S
Cate: Dec 25 16:20:3% 2009% GMT
FESADE] 19E8E3R26
Date: Dec 25 17:19:24 2005 GMT

Algorithm: mdSWithRSAENCryption

ab
23
@l
2851

23

o
ad

dz:
d7:
:2b:
ral:

ee

:0d:Dazed:0a:a3:dc:25:13:98:2b;
193:f2:74:7F 1c2:82:e3: latchi fe:
ScicR:0t:00:3f:f1:44:fe:fe:61:
25:C7:85:c4:0%:d3: 76:b8: 08: a0
acrleilad8:lit:c3:dl: Qe 28:75:;
aBibe:25:88:cf 1 45: 71 el 30 5d:
b5 26 ab683:3a:3e:50: 2d 1 74 :ba:

ef:
14:
85:
be:
a5:
3h:

s
4

gﬂ‘ﬁ 4.4 Certificate Revocation List (CRL)

06
g3
ko
Sa:
cc:
18:
103:

16b:
1as:
1C2;
:do:
s 3
18h:
2 Ga;

42
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5.1 HANSNATOUMSAINIT3 898l UTUT09ANE 521714 IsagQ uay IsagMQ

4 o i ' L N

!Nﬂjﬂfuﬂuﬂﬂﬂiﬂﬁuﬂﬁm Gaim WASTAIUVEIY [sagQ) ﬁi%ﬂﬁﬂ@%ﬁﬂﬂﬂﬂ?ﬂqmu%
v w &b e oA & @ o« b
ﬂﬂuﬂauazqmu%ﬁ1ﬁ1ﬁm$ mamivnaanmu1ﬂ 1024 1UW 2048 qUW Haz 4096 1vw AU

4 o [y o =
qﬂfﬂﬂuﬂ%$ﬂ1ﬂigﬂﬂuﬂ1§%ﬂiﬂﬁﬂSﬂﬂﬁﬂﬁ

5.1.1 IsagQ ai1sludesveludusesans

o ¥ L, -
Tumsfavelosusasiniiuluduaeui 1 sago szadeludesvelufusasdnininguus
¥q w v a w o o 5 a4 4.
mIuyvedd 1 Fdeanmsiameluiusadnt lnsviaveslufuseedninez dufuruiavasnaua

muras Ianludaelosusasd@nidagl 5.1

~~~~~ BEGIN CERTIFICATE REQUEST - - - - -
MIIBOT&CAQOCADBlMQMWCQYDVQQEEWNCSBSXEjAQBQNUBACTCVNUQUEMVUFOR:EM
MAQGAQAT BUENSVRMMQswC QY BABMESXNhZZ EJMCEGCgmSI omT 81 xk AGMUESBhemyT
2z AaG90bWFph TS 1 b 2CwqgZ8wWDRY JKo Z1 hvcNAQEBBQADGY DAMI G AnGBAM ] tY DO
okZatE/2ralc+ XagnmDoX I 7y 16SMBPZK dK e+ HeFf K G2MZ2xk shik r TMBry XM ¢
AVQZplpk SANNE 36930y X2t ZFgI XDPRZL ] LMY UeemubdEs Giont 2z a 7hRCDEFS
HGXI v OPT AZN0p Sy pmPz Xs AGS e+ 0T JHFDZ LAgMBAAGYADANEGK ghli 1 GOWwOBAGQF
AADBGRAOEZ xd1 tCPAHHNFCD7FA /SDWw1bqosh8mlpf /I qrkspxeSskMebQlPa7ps
25 IPXWIT ANLFOO) GOCz v gh 24k my nWNRNKNX AP Dd+ 08/ y Y tBIMGX OLgHMCr uGpGT
FIWZIZ2] TApZQUSMr Ze LrFI pNa Wi xwEmBa2n L LWm2Pmwe2dnw==

————— EnD CERTIFLCATE REQUEST - - - - -

H 4
34 5.1 waasludesvaludnsosdng

5.1.2 IsagQuazTsagM Qa3 NMSIFaNABMUY SSL
A 9 a P 3 3 ) 1 a
o IsagQ adluiusosdniiTwadinezaaumsiveunsuuy SSL AU IsagMQ
1y o A 3/ o 3 Al T
wazdetoyauvinlanade (ol¥lusunsy Etchreal Yuguininaidesznag IsagQ uag
lsagMQ vzuiiu lddviamasdhalimiuannldounauemsisaziaz lususesdnd  laouansd
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) 104 11, 58%14 161, 246, 5, 31 161, 248 5 30 ) eg=1 Ack-1 Win=66608 Len=0 TSV=Ht
R U P YR B A T 0 Rl [ W i S5 [13ant
106 11590414 18], 246. 5. 30 161. 246.5.31 TLE Server Hello [Unreasgsenbled Packet]
107 11590423 161, 248, 5, 30 161, 246.5.31 75 Continuation Data, [Unreassembled Packet]
108 11,090472 181, 246,5,31 161. 246, 5. 30 TCP B0B02 ) httpe [ACK] Seq=143 Ack=1756 WirF64852 Len=0 1
109 11,592142 161, 246,5.31 161, 246, 5. 30 TLS Client Key Exchange, Chenge Cipher Sper, Encrypted Har
110 11.999167 181, 246.5, 38 161, 246, &, 31 TLS Change Cipher Spec, Encrypted Handshake Message
111 11, 670012 161, 246,15, 96 161, 246, 5, 255 NEMS  Registration NB COMPUTER-HIGGPY {20}
112 11670328 181, 246, 5, 46 161, 246. 5, 265 NENS  Registration NB WORKGROUP(le) .
113 11,693667 161, 246, 5, 31 161, 246, 5, 30 60602 ¥ httpa [ACK] Seq=241 Ack=1815 Win=66608 Len=( 1
114 11,826328 161, 246, 70, 254 Broadcast Who has 161, 246,70, 367 Tell 161, 246, 70, 254
115 11, 827374 161, 246, 70, 264 Broadcast. Who has 181, 246,70, 367 Tell 161, 246, 70, 254
116 11, 840053 161, 246. 70,79 161, ¢46, 70, 255 Name query NB SILVERGI{Q0
117 11.854018 161, 246, 70, 107 Broadcast Who haz 181, 246, 4, 2647 Tel! 161, 246,70,107
11812, 164687 - 161, 246.5,3); St 161, 246,82, 21 Standatd quary FIR: T 10, 246716 ireddriaspa
-119712,164762 . - 151, 246, 5, ¢ 161,286, 638k Standard query PIR-1E 706248, 161 inaddr arpa - =

120 12981968 151, 246, ‘5..31 : 161, 246, 5, 31} Application Dats, Application Data

51# 5.2 uamamadeusiouuy ssL

= hehied ?% i ¥
122 12 2825'."5 161. 246. 5, 30 161, 246, 5, 31

153 12, 284076 151, 246, 5,30 161, 246, 5, 31

> Ethernet 11, Sre; Sony_90:76:2e (08:00:46:30:78:28), Dst: Yaware ad:4f:08 (00:0c:29:ad:4f:08)
b Internst Protocol, Src: 161, 246,5,31 (161, 246,5.31), Dst: 161, 246,5.30 (151, 246,5. 30)

» Tranarission Control Frotecol, Sre Port: BOGG2 (60602), Dst Port: https (443), Seq: 341, Ack: 1815, Len: 106
e ‘%ecure Socket‘Layer

)
= 1

= o o '
3UN 5.3 paaamsdniudoyafideseving sagQ uae IsagMQ

A A [ 7 a t 4 Y @ a BH:)
zﬂ'IﬂE"IJ 5.3 maﬁmﬂmmiwamamu SSL ﬁlﬂnﬁﬂﬁﬁﬂ'luilxhﬂ"l‘iﬂﬂﬁﬁI‘Y‘V’Iﬂ‘l‘illuali)

L)

9 d‘ [} :j 1o 1 d'i
Tndeyaiidawinninlignilamedeynnadu

5.1.3 IsagMQaNaluiusesans
4 [ & s d a o o o = =]
o IsagMQ lasulvdesvelususesdnsudrfezirlladelususosdng lavasd

nslddayanitiurdosuny ca ashl



45

----- BEGIN CERTIFILCATE-----
MITChNzCCAaLgAWI BAGT JAPBrNj r Ak PIRMAOGCSqGST b3DQERBQUAMEUX Cz AJBONY
BAYT 8k FYMRMYEQY DVGQI EwpTh21 LLYNOY XRLMSEwHWY DVQOKExhJbnRlcmS1dcax
awPRraXRzIFBOe SBMdGQwHhCNMDLIXMT T 2MDk 100U2whe NMDUxM] T 2MDk 10DU2W] B
MGswCQY DVIZQGEWI BVT ETMBEGA LUECBMK U259t ZS1T dGFOZT EnMBEGA LUEChMY SWS0
ZxJuZxQgvzlkzzLlocyBQdHkgTHRKMSAwHgY JKo Z1 hveNAGk BFhFpc2FnctBab3Rt
YelsLmivb T CBrz ANBgk ghk 1 GowOBAQEFAAOR] GawgYk CgYEA4EFSZaVpkKi 1z0kp
VOUS,/daPP0JIS/ 71 dbPRpwl/DhRodpnQHSDVW / HK 7RT 4gXg687h/ 751 ZY uey /CTR
plssstglogsbss1QoBUs VBY uaWwOnUT+A9DSd 11 41 L AT 9rSn3BXFk LG58V S0/ CLh
1cVdsD)S8sry f+4X1naQhKoF 7T BCAWEAAaMNMASWCQY DVROTBATwADANBgk ghk 1 G
SwORAQLIFAAOEGQOCG LGSy L Se ] g0t IXNSSHPrgBhDSEb 4ucq r LbuEhwyy0ARd1 PaER
rCAY V7 GSSUHT CFOPMWOoMMGH 1h AT g At 2Q0owZK f OQ4d rPomWN7bmISseEQOL eEIrG
OLrFSpSG2pp3BB1F/gmIRSa vHLBR0SLY FQwZ X NY VI MUHOY I moPAN Ly Xkw==
----- END CERTIFICATE---- -

q‘ at = q“
N 5.4 uadluiusesdnd

5.2 NAN1SNATBUNITASIDIVST0IaNT

i o - = = o o P -
iiesanluivsesdns azimsimuaegueslususesdnidaslug 5.5 %

=4 Poa g § o w o = v ar i
vziniu 1dnda linueey iWeiinisasaelususosdng wuaastonnudi lususesdns

gndeadagy 5.6

a

1sagmg# openssl x508 -in clientcert3.pem -noout -text
Certificate:
Data:
Varsion: 3 (Qwi]
Serial Mumber: fhisdide:ll:Ge:8e: a5 26
Signature Algorithm: shalwlthFSAEncryption

Issusr: Ch=care smallAddress=pare_g?@hotmail.com
validity

bot Betorer Jan 31 15:14:38 2008 GMT

Mot after @ Jan 31 14:14:38 2007 GMT

Subject: ST=EKE, L=SUANLUANG/ CCTTT=KMITL /CCITT=1s5aq/ma1 L=pare g72ghotmail.com

el o

31U 5.5 lufuses@nsndslivuaeiy

1sagmg# L jverifycert clientcert3.pem
Certificate verified correctly!

g
=Yl

s 5.6 mIasaalususesdnsndg linuaoiy

@ J T .& t:i.y s
1ugﬂ 5.7 AUNANTIUADY Validity mﬂuuwmmqﬁmmﬂ Jan 24 16.42.14

A a d' QL { 1 s ~y Qn‘ y
2006 GMT ¥3Tuna19A8 T1# Jan 31 2006 naash luiusesdniiivuanigudy
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1saging# openssl x%0% -1n clientcert2.pem -noout -text
Cartiticate:
Data:
Yersion: 3 [0xZ2)
Serial Number:
c:foref:de:7e:c6:¢8 aa
Signature Algorithm: shalwithRSAEnNcryption
Issuer: Ch=care/emal LAddress=pare g7@hotmail.com
Validity
Mot Before: Dec 25 16:42:14 2005 GMT
Mot After @ Jan 24 16:42:14 20068 GMT
Subject: CN=client2/emalladdress=client2@hotmail.com

. 3y
jin 5.7 lususes@niinuanigudn

d.:l o o/ = q'{-:ly Yo a = q’a’.’ Y e
1MBﬂ1ﬂ13ﬁ5]ﬂ1U5ﬂﬁﬂQﬂﬂﬁl!§$Uﬂﬂ$uﬂﬂUWTUiUiﬂQﬂﬂﬁiﬂﬁﬂﬂﬂTQHﬂ?ﬂﬂgl’58

1sagmg# . verlitycert clientcertZ.pem
Error: certificate has expired
++ yeritycert.c:98 Error verifying the certificate

ra
Y

51 5.8 minsaluisesdninnuaoigudy
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6.3 dymglassauazuamandly
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o annisdny g uaz laus3 499 openSSL T lavitalidwdoms
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