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ABSTRACT
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Advisor
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Co-Advisor

In the present intruder have many new techniques and tools to intrude in our organization.

Even if we use many tools o prevent our organization but it's work with it's knowledge base or

rules that they set. All most security tools cannot protect and prevent all problems of security of

orgamization. There is no tool which can learn behaviors of hackers, so Honeypot was introduced

to solve these problems. Honeypot, a new generation tool , is a trap set to detect or deflect

atternpts at unauthorized use of information systems and about send the intruders to the virtual

system at this we can observe their behavior and capture it without damage that may occurred

with real system. So we can learn about their techniques and methods. That will help us to

approve our organization.
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#—-- INTERFACE:
INTERFACE="¢th0"

#—- DESTINATION IP:
DESTINATION IP="10.0.0.1"
f#—— DESTINATION MAC:
DESTINATION_MAC="FF:FF:FF:FF:FF:FF"
#---- SOURCE_PORT:
SOURCE_PORT=1101

#----- DESTINATION_PORT:
DESTINATION_PORT=0
fimeee MAGIC_VAL
MAGIC_VAL=0

#—- KEYSTROKE_ONLY:
KEYSTROKE_ONLY=0

#-—- TESTING:

TESTING=0
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Cage?2

Ca+e1
143.132 172.16.143.134 172.16.043.133

172.161

Honeywall
161.246.5.48
172.16.144 135
172.16.143.135

Viewer & Q ’

161.246.5.10 FTP Server HTTP Server Log server
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6.3.2 AT 1FOVTN U VIR AZIAT B

A
® 73703 Honeywall

!hunegua]l:”a iptables -L -t nat
Chain PREROUTING (pelicy ACCEPT)
target prot opt source destination
Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
Chain OQUTPUT (policy ACCEPT)
target prot opt source

destination
honeyuall:"# _

o o
311 63 namamouzngueslefimida
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[Status | Rues | Cage Management | Cage infoimation | Looong |
! Cage Information
, [Mame | [pan | Hostrame | Stata | Currant User | Limk User | wser of group 700
I 1 [eage 17246043132 fromefdulyfrmware F1P stop % 3 I
i 2 Jesger 1206140131 fromefdulyfrmware WWW  siop n o
3 leagtd 17216043034 fomefdalyfvmware FTD wop 23 26
|
|
!
i
i
|
1 —~ | @)

1111 6.4 uanesuaziBuavaURTBIRUANA Y
of ' o (-] A W o &4 3 [}
wituhialufindsafivdnmala daldauog

® 17504 FTP Server
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ftp:"8# netstat -aon
pctive Internet conwections (seruvers and established)
Proto Recv-] Send-Q Local Address Foreign Address State
Timer
cp é 8 8.0.8.8:879 P.86.8.8:% LISTEH
ff (9.86-6-6)
tep @ A g.9.6.68:111 B.9.8.8:~ LISTEN
ff (8.86-9.8)
tcp 8 8 8.8.9.8:113 9.0.8.8:» LISTEN
{f (8.88,8-8)
tcp a 89 8.8.8.8:21 68.0.80.8:» LISTEN
if (B.08-8-9)
tcp 2] B 127.8.8.1:25 9.8.8.8:% LISTEN
ff (6.68.-8-9)
tcph [} B 22 triem L1STEN
ff (8.90.-8-9)
udp 2] B 8.8.8.9:873 8.0.0.9:»
ff (0.08-0.-0)
wdp i} B 8.8.9.0:876 8.0.8.8:~
ff (8.88.-4-¢)
wdp 8 8 8.8.8.8:111 B.8.8.8:
ff (9.68-8-8)
Active UNIX domain sockets (servers and established)
Praoto RefCnt Flays Type State i-Mode Fath
unix 5 [1 DERAM 3Ie52 ~devs log
unix 2 { ACC 1 STREAN LESTENING 3981 sdevsprinter
imix 2 1] DGRAM 4184
unix 2 [1 DGRAM 3969
unix 2 [1 DGRAM 3878
iftp: "4

719 6.5 uaRITIvAzBIAYDIMSITOUAD

A woer
® IAIBINUAD

cagel:"# netstat -aom igrep 161.246.5.26
cagel:™ 4

31 6.6 uaaIMIFDUADYBAUATOATLAN
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rantarsaget hons Tecks Ftp 172.16.144,130
Connected to 172.16.144.130,

220 (vsFTPd 2.0.3)

Name (172.16.144.130:root):

331 Please specify the password.

Password:

530 Login incorrect.

Login failed.

ftp> exit

221 Goodbye.

PR BT e Toat g I

1 6.7 uarasdanisworuyngninied FTP
4 ¥ 9 o oo o
nnjileziiu 1da fyngnenonnzimsdendudogases root

* 1n303 Honeywall

honeywall: "% ivtables -L -t npat

Chain PREROUTING (policy ACCEPT)

target prat opt sowrce destination

DNAT all -- isagZb.ce.kmitl.ac.th anywhere t0:172.16.143.132

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT?
target prot opt source destination
honeywall: ™4

37 6.8 UerAIA1513 NAT U0 4AT04 honeywall

1 I
= =]

o r ] ) o
DgA15 1 NAT ¥8UAT89 Honeywall td) swttu ldh tarhmaadianglidyngnt

A o A g
NIDINVANHUNBIEY 1 U

reefgisaqie: Jhomeszesle ftp 172.16.144.130
Connected to 172.16.144,130.

220 (vsFTPd 2.0.3)

Name (172.16.144,130:raot):

231 Please specify the password.

Password:

230 Login successful.

Remote system type 1s UNIX.

Using binary mede to transfer files.

fip> I

311 6.9 AynynWWidnduaiea FTp 1ddSe
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LSS |11 ]
| Status | Rukes | Cage aragement | Cage Informatior] | Logng |
Cage Information
il"-lml ]IP iPdh ]me_i—sm jcunnlulr Jumu-r *uurefgrauproo
! b leagel 17216140132 homafdartyfrmware FTP start x 2
| 2 joagel 6143033 homefducly fermmare WWW stop 3 ¢
3 lcaged 17246047034 phowmfdacky ermware FTP oo n %
Ul . L ] ’4[“

3UR 6.10 uapanuzvounsosiuAn lu s f cagel 14 start uda
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lunies Logserver lilomsavaaudoyamiosnvdnszsuliiunioiiudn caget 1@
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start 19 UUA7

a v oo
® IATEINUAN



67

cagel :"# netstat -aon {grep 161.246.5.26
cagel:"# netstat -aon igrep 161.246.5.26

tcp ;] B 172.16.143.132:21 161.246.9.26:4292 TIME_WAIT t
imewait (208.33-8-8)

top 8 8 172.16.143.132:21 161.246.5.26:4298 ESTABL1SHEDk
cepalive {7167 .46-8-0)

cagel:"# _

q' :i T A a g Qs b 3 ' 4
1 611 wansmsifourovounTaanudnmnIngyng mdnuuda

1
1 ¥ [ = ty @

of : @ o A
11 Tduaadddimundyngn ididundunseatuanssufooudr TaviidyngnTifim

4 o oA vy w v A v ' A 1
1aeg ﬂﬂﬂ%ﬂﬂﬂuﬂ;ﬂLﬁﬁﬂu1ﬂﬂﬂﬁaﬂﬂUﬁﬂMﬂ$WU“ﬂMﬂﬁ?ﬂﬁﬂU?Hﬂiﬂﬂﬁaqﬂgqﬁﬂgqnﬁlﬂ13ﬂ
¥ A

uapadunsafntes Idma iz 1dvins ldansuanann 135sudosudr lunsosdusn

cagel:"B route
Kernel [P routing table

Pestination Gateway Genmask Flags Metric Ref Use iface
172.16.144 .8 " 255.255.255.8 U ] a B ethB
default - 172.16.144.135 B.8.8.8 UG 8 8 B ethd
cagel:™un _

311 6.12 nanans 14M1d4 route DA WABUAINY
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From cagel.ce.kmitl.ac.th (172.16.144.138) icap_scq=4 Destination Host Unreachab

From cayel.ce.kmitl.ac.th (172.106.144.134) icwp_seq=5 Destination Host Unreachab
le

From cagel.ce.kmitl.ac.th (172.16.144.134) icwp_sey=b Destination Hust Unreachahb

;:um cagel.ce . kmill.ac.th (177 .16, 144130 femp_seq=? Destination Host lnreachiab
;:um cayel ce kmill.ac.th (122.16.144.138) icmp_seq:8B Destinaliun Huost Uanrenchab
;:DM cagel.ce. kmitl.ac.th (172.16.144.138) icMp_seq=9 Destination Host Unreachab
;:om cagel.ce. kmitl.ac.th (172.16,114.138) icap_seq=18 Destinatian Hest linrcarcha
?:;m cagel.ce.kmitl.ac.th (172.16,.144.138) icmp_seg=11 Destination Host Unreacha
:ish cagel.ce kmitl.ac.th (172.16.144.138) icmp_seq=1Z Destination Host Unrcocha
::zm cagel.ce . kmill . ac.th (172.16.344.138) lcmp_scg=13 Destination Host Unreacha
ﬁigm cagel.ce kmitl.ac.th €172.16.1449.128) icmp_seq=i4 Destination Host Unreacha
E%zm cagel.ce kmitd.ac th (172.16.144.138) icmp _s£q=15 Destination Host Unreacha
&

“‘l ¥a QIJ . d‘ G
37 6.13 uamans 1¥fd ping loasnaoudnY

cagel:"6 ifconfig
cthe Link encap:Ethernet HWaddr B&:BC:29:CZ2:FO:36
inct addr:172.16.144,138 Beast:172.16.144 . 255 Mask:255.255,255.8
UP BROADCAST AUNMING MULTICAST MTU:1588 Hetric:1
RX packets:153 errors:@ dropped @ overruns:B frame:@
TX packets:44 errors:8 dropped:B owerruns:@ carrier:@
collisions:B txqueurien: 1880
RX bytes:44444 (43.4 KiB) TX bytes:1938 (1.8 Kil)
Interrupt:1B Base address:8x1888

1o Link encap:Local Loopback
inet addr:127.8.8.1 Hask:255.8.8.8
UP LODPBACK RUMRING HTU:16436 HMetric:1
RX packets:39 errors:@ dropped:B overruns:0 frame:H
TX packets:39 errors:d dropped:8 overruns:@ carrier:8
collisions:B txyueuelen:B
RX bytes:4@32 (3.9 KiB) TX bytes:4832 (3.9 KiRB)

cagel:™# _

314 6.14 uarmans 198174 ifconfig tions o UF AN

J -ﬂ'. o e W o R a 1 ¥ ¥ ] b1
uenvInumunsosfudnes lWiufinmsnssdmnatevesfyngnion ¥ iy Hyn3ni

q q

M3 1Efida vi 810 fetespasswd dagy
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root:x:8:@8:root sroot:/binsbash
daewon:x:1:1:daemen: usrshin: binssh
bin:x:Z2:2:bin:r/bin:/binssh
sysix:Fidisys:rdevishinesh
sync :x:4:65534 isyncishinsbinssync
games :x:5:6B gamecs i usrsgames i ~hinssh
manix:6:12 man:svarscachesmanishinssh
Ipix:7:?:lp:irvar/spool-lpd:rbinssh
mail:x:B:B:mail:/var/mail:/binssh
18 news:x:9:9:news svarsspoolsnews:shinssh
11 uvucp:x:18:18:uucp:rvarsspoalsuucp:-binssh
12 proxy:x:13:13:proxy:sbin:sbkinssh
13 ww-dataix:33:33 luwe-datasvarseaisbinssh
14 backup:x:34:34:backup:/varsbackups:sbinssh
15 list:x:3B:3B:Mailing List Manager: var-list:sbinssh
16 irc:ix:39:39:ircd: varsrunsircd:/binssh
17 gnats:x:41:41:Gnats Buy-Reporting System (admin):cvarslibrgnats:sbinssh
18 nobody:x:65534:65534 :mobody: snonexistent i /binssh
19 Debian-exim:x:182:182::/varsspnolrseximd: binsfalse
2B cagel:x:1BAA:1@88:cayel.,.:shomescagel:sbinsbash
21 identd:x:188:65534::/var runsidentd: binsfalse
22 sshdix:181:65531: ::rvar~runssshd:shinsTalze
23 samhain:x:1681:1881:: home-samhain:
24 yule:x:1882:1882: ;  home yule :
cagel i Tssebek-linux-2.1.78 vi setospassed_

(YRR R O PV LU

g'l]‘?l 6.15 Lanim s 19fda vi a /etc/passwd

006 08:30 +U500

Detatis |- +3ESE RS0t | PIDAEUID {5 COMMAND - | FDE & SR

M TADATA e e TR

8 17216143132 758 O bash 0 [2006-01-31 GZ:03:50]# [u-arrow)

@ 1RI16IM3AR: 777 0 i ©.0 [2006-01-31 D1:56:43 14 [55C) 16lEs] fos) 56T
- B 0 Vi 3 |2006-01-31 01:58:301% 000 |

e 17216143132 775 © clear 3 {2006-01-31 01:57:55 % 000

B T172.161431% 478. .0 sh 255 [2006-01-30 17: 181914

1 y ] oy 4 [T "
11 6.16 uradoyadt ldninmniuvgAnssnoniaieaiudn

szt l§Imaiaies Logserver ( sebek server) TdnsifuinngAnssufigynganszi
ynshimo

sowniifofyngnIdnssinsfidwaliindeafudnsome  (utifenfounasma
B37a reot) TlsunsufoasnanesimaduniBoudyninliuniossudniniesliudims

1 od A w e & ] PR = o 1
HB193 (suspend) 5 oarUFnIAT A 1 iefnymgAns sy munamatlesinae 1y
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reot5i50530UeSc v c jRgFguyaqehRSPul 11: 13164 :B:99993:7: : :
doemon:#:13164:8:99999:7::;
bin:»:13104:6:99999:72:::
sys:i~:13164:8:99999:7:::
synciw:13164:8:99999:7:::
games:wi13164:8:99999:7;:::
man:w:13164:8:99999:7:::
1prw:13164:8:99999:7::
wailini13164:8:99999:7: ¢
news:i#:13164:8:999993:7:::
uucp:»:13164:8:99999;7:::
proxy:«:13164:0:99999:7:::

Wy -data s« LI164:8:99999:7
backup;«:13164:8:99999:7:::
listiw»:13164:8:99999:7:::
irc:«:13164:8:99999:7:::
gnats:«~:13164:H:99999:72:::
nobody:=:13164:4:99999:7: ::
Debian-exim:t:13164:8:99999:7:::
cagel:$15.qNr1YdC5eDBIBFBPOt2UJYPVIiCoKt : 13164 :@8:99999:7:::
identd:?1:13164:8:99999:7::;
sshd:*:13164:8:99999:7: ::
samhain:?:13164:8:99999:7:::
yule:¥:13164:8:99999:7:::
cagel:retce _

JUR 6.17 uansdoyalulva retc/shadow dougnnldenulag

11148 /ete/shadow ADUIINAT shadow VB root ﬁ'ﬂ!ﬁl$osQoUeWV$c./chngy3thRSPuLI1

230 Login successful.

Remote system type is UNIX.

t)sing binary mode to transfer files.
ftp> cd /etc

250 Directory successfully changed. %
fip> put shadow

local: shadow remote: shadow

200 PORT command successful. Consider using PASY.

421 Service not available, remote server has closed connection

t:nd aborted

iting for remote to finish abort
ftp> enit

imot@isag2s: shome, recke fip 172.16.144,130
Connected to 172.16.144.130.

220 (vsFTPd 2.0.3)

Name (172.16.144,130:T001):

331 Please specify the password.
Passward:

238 Login successful,

Rerote systea type 1s UNIX.

Using binary mede to transfer files.
ftp>

L

' f o ”
317 6.18 nanams Py nyamoomiimanf 1y 148 /ete/shadow
) >
° -~ @ €6 g
nngUdyninAidnma fip udnihmima g shadow T3min fete imiuSaim

All ) t )
wounnit i vy
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root 151513 JbBKF3caNnafywUERUI tXusg (DB . :13178:8:99999:7 1 ¢
dacmen i« 13164:R:99999:7:
bin:=:13164:8:99999:7:

lsys i =:13164:8:99999:7:

syYn; i#:13164:0:99999:7:

games 1 »:13164:8:99999:7: ::
man:=:13164:80:99999:7::;
lpi%:13164:8:99999:7:::
mail:w:13164:9:99999:7:::

hews i#:13164:8:99999:7:

pucy t#:13164:8:99999:7: ::
proxy:%:13164:8:99999:7: ::
uni-data:=:13164:6:99999:7:::
backup :%:13164:8:99999:7:::
list:»:13164:8:99999:7:1:
irc:»:13164:0:99999:7: ::
gnats:«:13164:8:99999:7:::
nobody:#:13164:8:99999:7: :;
Debian-exim:1:13164:8:99999:7:::
cagel:$1§ . qNr1YdCScDBIBFGPQL2UIYPVdiCoKl 13164 81999997 ¢
identd:1:13164:8:99999:7:::
sshd:1:13164.8:99999:7:
samhain:1:13164:8:99999:7:::
pule:?:13164:8:99999:7:::
cagel:setcl _

31U 6.19 uansdoyalulng rewsshadow vauddounlauds

szvu idhe Tuvogaiwes root TAfGuu 11U Ao $1513.JbBKFScpNnaAyvVERUJtXusgIDO.

honeywall: ™8 iptables -L -t nat

[Chain FRERODUTING (policy ACCEPT)

target prot opt source destination

DHAT all -- isagéh.ce.kmitl.ac.th awywhere t0:172.16.143.112

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain DUTFUT (policy ACCEPT)

target prot opt source destination

honeywall:“s iptables -L -t nat

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DHAT all -- isag2f.ce.kmitl.ac.th anyuhere t0:172.16.143.134

JU# 6.26 LXPIA1T19 NAT Y0UAT09 Honeywall

o ' 4 o P w 4 o oar 4
vingUnanalvitiuiuaSes Honeywall TAMinmsulaeundasng lldunToatudniniaos

T s inmsas deyauieninsos Logserver
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