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ABSTRACT

Drevice Driver have working 2 part. It is user-mode driver and kernel-mode driver. User-
mode driver is communication with application software and response weorking with apphcation
software. Kernel-mode driver is communication with hardware. Both user-mode driver and
kernei-mode driver will communication by IRP

Function important to program device driver into user-mode driver is CreatFile).
DeviceloControl() and CloseFile(). Function CreateFile(} is function create file handle or
hardware. Function DeviceloControl() is communication with kernel-mode driver. It is send data
to kernel-mode driver for read data from hardware or write data to hardware. Function

CloseHandle() is close file handle which it create by CreateFile()
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1A pointer 1114 AddDevice function 10497 PnP manager

= v e ot = )
12198N AddDevice ﬁlﬂﬁllﬁﬁxﬁﬁﬂ!n;‘ﬂﬂﬂﬂﬁuﬂﬁﬂm YUTN AddDevice 3
ANUAIAY ILMSHINUYDI WDM driver
DriverStartio
¥ g W S >
m"lﬂ'mmﬂmh standard method 489 170 request Queue AMUAG s

¥ 14 r
member Y4943 driver object %119 Startlo routine UVDINM
MajorFunction
M r
a = oL o o . .
@73 [/O manager UN13 initialize ONRDI YD INIAYTU pointer Lo pointer to
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extern "C" NTSTATUS DriverEntry(IN PDRIVER_OBJECT Driverthiect,
IN PUNICODE STRING RegistryPath)
!

1= DriverOhject->DriverUnload = DriverUnload;
DriverChiect->DriverBxtension->iddDevice = AddDevice;
DriverCbject->DriverStartle = Startlo;

1 priverchiect->MajorFunction{IRP MJ PKP] = Dispatchinp;
DriverChiect->MajorFunction| IRP MJ POWER] = DispatchPower;
Drlvarobject—)bhjor:!‘unction[IRP_MJ_SYSTEM_CO}ITROL] = Dispatchlmi;

-

1= se:vkey.f_;uffer = {PWSTR) ExAllocatePooliPagedbool,

RegistryPeth->Length + sizeof [WCHAR));
if (!servkey.Buffer!
return STATUS INSUFFICIENT RESOURCES;
servkey.Maximmlength = RegistryPath->Length + sizeot (WCHAR);
BtiCopyUnicodeString|sservkey, RegistryPathj;
3= return STATUS SUCCESS;
}

1.%$1ﬁuﬁ1ﬁy’a3 statementizset function pointeriﬁﬁu entry pointer Tudriver Iﬂmaﬂé’ﬁﬁamai%
ﬁdﬁ‘]éluﬂ'w“] 0 DriverUnload , AddDevicetlag Startlo
2 WDM driver)n9 @1 f0adinisdan1s PNP,POWER 12y SYSTEM_CONTROL /O request
3 Tudaniiisies B lugmidhla sufednfindeunifoumiudoauos
1 dnidludesRndady service registry key a1 lubrivervoanm shuiiunudafi@ficopria)
RegistryPath 8 mm:"lﬂﬁn m‘ﬁWMI(Windows Management Instrumentation)
Faludresras ey a5y e global variable #iize11 servkey 1HIMUNICODE_STRING
5.n1sreum STATUS_SUCCESS i35 fnauanainiuinad suda dnuasnnudiinisanaia
1JU9Zreturn error code 91N NTSTATUS.H N7 90 1NsetUdlerror codgﬁaﬂmxﬂuﬂuﬁmumm
DriverUnload

FagUsaIRuBIWDM drivertily DriverUnload functiondlufSclean up MAA9IN global

initializationulﬂc] a4 DriverEntry ®473 an'la

2.1.7.AddDevice Routine
1 1 Y ; kY £y g &£ aa o A r: o o
Tudruvesnsunintl 151 1Audas v auiuRITMTinitialize TWDM driver HIOATINGTUN
& & e . & a o . A 5
msInaansansn Jaosia lUiiudriveriua s alsnrIo9anN 5 devicel 1NN 1M UIdevice THWDM
. =1 fa o Y ] . 4 = " ~ &
architecture driverd RANFUNIFAY $971 AddDevice®q PnP Managerf 1115013 onlduAazdevice 14 33

»
functionUprototype Agil



WTSTATUS AddDevice (PDRIVER OBJECT Driverchiect, PDEVICE OBJECT pdoj

{
}

driver objectﬁyiﬂu@ﬂlﬁﬂ?ﬁﬂdriver Dbject‘?llQﬂinitialcl‘LJDriverEmry routine UB3I7N fﬂéd PDO A
address¥Biphysical device object ﬁ'aﬁmﬁwwmstack

‘ﬁuyumﬁﬁauf'ruad‘iJ?]QAddDeviceiufunction driver &‘Jﬁ‘l—!ﬂﬁﬁ‘?ﬁdevice objectth@izlink 11
llﬂq stack root 11 PDO “ﬁiﬁ%ﬂﬂﬂuﬁd‘f

2.1.7.1. 5 Taomsifen loCreateDevice luA15a % 9device objectitaznsfivaidevice objectiiliy
A N

2.1.7.2. App]icationi’J'WfIRegister ﬁ'ﬁ?ﬁagﬂudevice%ﬂéﬂm Tunmanduius1ddevice object
namellfy ﬁ%Nsymbolic link

2.1.7.3. aau I#finitalize devsceﬁLﬁmﬁmmﬂmuazﬂag member¥@idevice object

2.1.7.4. (56N loAttachDevice ToDeviceStack119 ¢ 11idevice objectdd i 1Ug stack

v ¥ 1
[ = @ . . - ¥ .
ﬂmumﬂzm@iusmaxmﬂﬂmumu‘um Creating a Device Object ﬂ?dﬂm’diﬁ device

object Taun 171500 ToCreateDevice AIAIDH14

PDEVICE OBJECT fdo;
NTSTATUS status = IoCreatelevice (DriverObject,
sizecf (DEVICE EXTENSION|, NULL,
FILE DEVICE _UNKNOWN, FILE DEVICE SECURE OPEN, FALSE, &fdo);

ElUArgrumemLL‘iﬂL'iWﬂxllmuﬂwuﬁ Driverobject ﬂzLﬂuﬁULaﬂlﬁuﬁUAddDevice FﬁdDriverobject
12A519MIARADIE NI 3driveryDINAUAY device objectd 1] Favi Wuazoou 1A /OManagerdq
iRP 1) ¥ device

v . v .

Tudaudninargumentiiiluvuiavesdevicengndumoau Tusutis 18eTuvadsdn ¥
Tuaruveavo Manéger ulﬁﬁ?ﬂﬂﬂm‘iLﬁumemoryuﬁxset DeviceExtension pointer T device object
L1‘1_!°id;p0inter“u?)»‘1:1‘31”1-!

Argrument‘ﬁﬁmﬂﬁuﬂu NULLlus 0o mnIoil uaddressyoq UNICODE STRING
32 13 ¥ device object anduls

Argrumentf A(FILE_DEVICE_UNKNOW ) 108211114904 device type Farmoz lsAmuvas

.o 1 »
AuAmMuahil guawninoverridden Taowi 1 ludeviceiiluhardware key 3 oclass key §15iv35)

a
o1

overrideis 192 19 hardware key Tonansnuinn
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d' s =] & 1 .:ya @ a o
Argrumenmﬁﬂo) AR TOU Characteristc ﬂaghl’aﬁﬁ) device abject FI{laglHATUUANUTUNUE

A1l mass storage device T FILEﬁAUTOGENERATEDLDEV[CFLNAMEM’,%JIf]Lﬂ Natse1384 0x9

1 1 v :‘j = 1 o = a
ogua lun1s 1EnoTumniu msiz wnasves DDK duwanauiu o131anam valueNnmius

$1111150 overridden Iaotdn 11 T1device hardware key %50 class key
o : o ' - . :
ArgumentN¥ N loCreateDevice (;lum’@muﬂu FALSE) L!.ﬁﬂﬂﬁ”ﬂdewcelﬂl&excluswe A9 1/0
5 Y W ar 0w e o e . e s . 1 I -
Manager dzoou1dd1 T dan s TdmoduReamiiii lavexclusive device a81alafn1u valuefinm

fuaiit ewrsa overridden Jaend 1 Tudevice hardware key W3® class key

3 o v B =1 . i o
Argumentfan1e (&fdo) W umu e loCreateDevice 1211 address¥vddevice objectVi U
¥
RN
g . 3 s » ' o i
011 loCreateDevice a1t a7 TUUNH 1A HUasretun A1 staws code tag i iandfoundas
. 19 o w T . "
PDEVICE OBIECT LAWY succeed HUDE return A7 successfulUddstatus code L Tset f1

PDEVICE_OBJECT qaauisansziiae 1 lasnisinitalize devicevaenanfiuneaynaziiam

[
=

v ¥
at1eBuUNINYIAUNI3 7919 device objectd 1 Imal AMAITIZAUNLerror Haa9Inyal MiuazAuAITIE

1] . .
ud ludevice object LA return status code

NTSTATUS status = IoCreatelevice{...);
if {'NT STCCESS (status))
refuryn status;

1% [<some othar error discovereds)
{
IoDEleteDlvice {fde};
return stabtus;

}



2.2 Basic Program

2.2.1.Basic Programming techniques

Syslem Services

Memory Run-time
Manager library
Process Object Ri?;:gﬁge
vo Structure Manager Monitor

Manager Executive Zw XX x

support routines
Kernel
Special Sauce J

Hardware abstraction layer

gﬂﬁz.ﬁ 1A kerel support routine

b4 y 1 1
Tudmiisiozu et uioand hlvean1sion kemel mode A4311912.6 urrAIgTIUID

° ¥ !

Microsoft Windows NT operatingsystem %4 Tunsiaz @1l ufunction nsusmsFefivatinniiog
D
A1 Aall
o A d .\ 3 & . = =t ¥
- I/O Manager ( Io) s‘i'flummﬂu function 31NN Adriver WUAUG oA
- Process Structure module( Ps ) L‘ﬂHﬁ?ﬁ%NiLﬁ:%ﬂﬂﬁ kemel-mode thread ’EQ
Tatdn@ud7WDM driver @u15092 14 thread 1A08 198052
o A, .
- Memory Manager (Mm)Lﬂuﬂlﬂ’JUﬂn page table HINTHUA mappingd0Ivirtual
address vl,ﬂ’g: physical memory
- Executive ( Ex ) e IUVD Iheap management A% synchronization
o i . o e
- Object Manager { Ob) Aﬁuquanmqmuﬂu data object 911IUUINTUMITINIM
A 1 3 < o i =
494 Window NT %4 WDM driver 1313 Object Managertiiiudwmiufioziiy
s AyYyY a0 oA w i
$19uH 1381989 etleariu objectiinmsgayrig
- Security reference Monitor ( Se ) azueu 19%1nN15check 71 File system driver

b 1 [ [
w30 i veailuseaveaninlasaniolunatd /O request 111 WDM dniver
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1 A d . 1 . R .
- Run-time library (R1I) Lﬂﬂﬂ?ﬂﬂtﬂﬂutlht}r B list MO string manager routine
4 ) . \ . .
7 kernel mode 21150 1%1MU ANSI standard library daulvgmsiianuluaiu
cly i A'l a
flazq lAvInFovauiu
- Windows NT implement user mode Ti5on win32 subsystemiukemel mode
- o A Aoad o o A ¥ A VYo -
AR routine ARFo W Zw Fedsynen lUdaofunctiontior 13d 1w Ty
access file LAY registry
- Windows NT kernel (Ke) @Qﬂﬂﬁiulow — level synchronization¥®4 activities
5YMIN threads HAY Processors
- Layerf';‘l»ﬁl‘ﬁﬁjmoperating system @;jﬁ hardware abstraction laver {HAL) HAL i
s
SQ’Jﬁﬂ'IEﬁNWuGUﬂ&imerrupt .spinlock,address [:O il@¥memory map device AU
] »
unuitozany Tauas afihardwareli WDM driverug TiFunfunctionluHAL

I d
=) a
VUUTITN RN

2.2.2.5ide Effect
v A4 2 X T o v = -1 =2 @
51zaguda 13 9avea Side Effect ilnads lsda Tlsunsuiitnaziouannenueinizds

n 1y PN E & A w w i 4w oa
hifdmansznuiiag A Tumdsememadon Iusunsu awmanisegaiaii

int e =2, b= 42, ¢c;

c = min(a++, b};

¥ v o1 t
mﬂiﬂmﬂmmuuuﬂwm algz c ﬂ:ummf’lm

#define min(x,y) (({x) < {y)) 2 (x} ¢ (y})

o ' o] 1w o o 3 11 o
§19 87 a++UUNY X ABIAUTT a HAUNINY 4 (W92 a++ 185umstiluU2aie uadiminz iy 3

FanandseziengisgauiiouTsunsy WDM driver

2.2.3.Error Handling
= [ r =Y dy o o o . : ¥
anuiianaad i lngazinadunnuysdiiunui Fan13vi19ulUOperating System Tun
¥
RannuRanan mzdutannuRanamizi sz poudursaifiannudenisTudiuaien
kY
14
g : A o a = n;/ 1 @ A
Faiusdeinsteaduanuianain Taena 1 kemel mode @UVHYY routineNiN1g

rerm  status code TuNIsARNSUANLAANAIA TaomsseuaAANMAT L9z oY LY

s11UUva 1 Boolean 1139 numerice value



2.2.4.Status code

a ' & . T 5
Kernel mode UANTUERAIIT success U39 failure TAun3 return status code ulﬂ‘ﬂﬁjl'iﬂﬂ Gip

'
=1 ' =

. . ¥ ' @ P} =S
NTSTATUS value {uinteger U178 32 bit hszneudae subfield manaagia.s daRoggana 20
L '
¥ ' < . . . : = . O
Tduand Treport WU success , information .warning N30 error ABNUT Y Vicustomer bit 19d sy
= - 3 - . . ) e o P y1y v
m'il,ﬂafjuuﬂad‘ﬂ'iﬂLLﬂ"l“U“UENLﬂS’ENmamframe operating system cﬁﬂl‘i’l]lllﬂﬂﬂﬂﬂ‘guuﬁ]zm 14 & 334
1 ~ =] o . H P |
ADUUSIQN facility code naARalHIM Ui system component AIUAINTIMADADTIUYDY statws

code B 16 11a werauda luusd report

31 30202827 1615 i
Sev |C|R Facility Code

ﬁ- Reser\.,red
———e- (U stOM B
_—_). SE\.-’Ef'i[‘y

5127 uwavas NTSTATUS code

o e R g ¥ o oo 1 °
AUAITFA status Areturn 119710 routinetiy 32 T nganshinshaudiedihnlsziwes

b 1
code 17U @ high bit U8 3status code 1111 0 uddrRmAnduimnlaquansii success

HTSTATUS status = SomeFunction{...};
if | !HT_.SUCCESS (status)}
{

<handle error>

}

¥

A20873 N13YUABY initial AddDevice function YU error checking



NTSTATUS AddDevice (PDRIVER OBJECT DriverOhject, PDEVICE OBJECT pdo}
{
NTSTATUS status;
PDEVICE OBJECT fdo;
status = IoCreateDevice(DriverObject, sizeof |[DEVICE EXTENSIQN),
NULL, FILEﬁDEVICE_UNKHOWN, N, FaLsE, gfdo);
1 - if {!NT SUCCESS (status])
{
2 ¥dPrint({"IoCreateDevice feiled - 3X\n", statu=));
return status;
}
PDEVICE EXTENSION pdx = (PDEVICE EXTENSION} fdo->DeviceExtension;
pdu->Devicelbject = fdo;
pdx->Pde = pdo;
pdx->state = STOPPED;

3= IoInitislizeRemoveLock {(&pdx->Removelock, 0, 0, 253);
status = IoRegisterDeviceInterface(pdo, &GUID _SIMFLE, NULL,
Spdx->ifneme) ;
i - if [!NT SUCCESS(status)|

{

FdPrint | ("IoRegisterDeviceInterface failed - $X\n", status));
IoDeleteDevice (fdo);
return status;

]

1. 1 loCreateDevice fails 1310%return status code N1 1)1y

2. Lﬂuﬂﬁdebuging fdriver lan Wi uuaas error‘ﬁﬁuwu

3. lolnitializeRemoveLock 11 VOID  function “?d‘ﬂll wmm:inffuaﬂﬂmmsmﬁorfail"lﬁ
ﬁ'&i‘fmsw"lﬁﬁuﬂué’fmcheck status code

4. 8 IoRegisterDevicelnterface 179 fail L‘jﬁlzﬁmicleanup ﬁﬂuﬁﬂzretumqﬂiﬁéﬁﬁﬂﬂﬂu

= 4

- X a . A oA 3
'Iﬂummﬂmamurﬂ% JodeleteDevice 19n1591818device object LW T3 1917

2.2.5. Memory Management
¥
] =L ) & = v . r
1uﬁ’3u1—4%$ﬂ‘ﬁﬂwadmemory management %4 windows2000UNT3LUUY virtual address space 8¢
HIINMAIWID
. o ey ¥ ] Y- = Zar g =
windows20001 7T 1% memory management Bgﬁa"lﬂ’;lﬁiﬂm'i'ﬁ]xﬁﬂﬂGZ’J‘EWUQ'IHF\EJ 7
ExAllocatePool itig ExFreePool 11%}?‘]&:1”)’1%??111 1 allocate 1A% release YUIAVDIblockd 1N heap
= [ 1 1 [ R R ¥ =
1379285 1100013A7197 119 W92 19 memory block 113 1ulink Hsts84 structure gaMnTaz05 U

-

. Ak <
concept VB3 lookaside list wmdauiy‘mﬂmiﬁ allocate 140iT release block UU

a

How Big Is a Page?
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JIHINOANANAT WITVDHINAINANTITIN

1 virtual memory system , physical memory 118 swap file Irl.'lJT;j: page frame TUWDM driver
Amaw1sald PAGE_SIZE venimmilpagevtiamiiIns 4911 Windows NTWU page T¥i19 4096

byte
PAGE SIZE == 1 << PAGE SHIFT

amtT1u15a1%macrosiumiﬁmmﬁmﬁwummaapage
-ROUND_TO_PAGES

-BYTES _TO PAGES

-BYTE OFFSET

-PAGE_ALIGN

-ADDRESS_AND SIZE_TO_SPAN_PAGES

2.2.6.Synchronization

Microsoft Windows 200011, multitasking operation system ﬁﬁ’miﬂmﬁ131u1u53'nunetric

. . & o P Y ¢ Y 9 o . P » o
multiprocessor environment GH&L';"H)”I@ﬂuﬂ‘ﬂxﬂmgLLﬂzLﬂIﬂﬂawﬂudrI\fer%ﬂ 93AB 31 Tcode 1 execute
Tucontext ¥8¢ theadniTanag lun11zgnBuYee multitasking T3 0AIVANIN

. ¥ [

ﬂ‘l'iﬁ‘l&‘lu"ummomentllﬁf] U\‘Jﬂ311?14ﬂ1'§°r'|executi0n“lJ@dmuItiple thread Lﬂuﬂﬁvlﬂuumultiprocessor
& . agq ¥ Y 9, .
m’\?wmdows‘ﬂHq‘lﬂiﬁﬂfuL!,ﬂ"]."uﬂq‘mﬂﬂﬂﬂ1?1‘1)‘1nterrupt request level (IRQL) priority scheme (18

1 ¥ ]
M387188 102 ufispin lock Ficode luanil IRQL nEARINIY IR 1Opreemtiontusingle cpu

2.2.7.Interrupt Request Level
Windows NT Un1siivua priority level ﬁi’ﬁﬂﬁ'ﬂuﬁ?a interrupt request”ﬁd IRQL dzdmunTou
M3 synchronization 13 UN1TN 9 TULIUY single CPU Iﬂﬂﬁﬂgﬁﬂﬁyz
CPU Hiiavz3u IRQL U1 PASSIVE_LEVEL I8l msfhamuu CPU @13150 preempt 1dlan
M3Y191U execute 4R3I IRQL ganda

3UN2.8 vzumasn s Sad 18 ua1¥09 IRQL 93D x86 platform TUSUNTURTUY User-mode

a

¥
L o L]

VIU PASSIVE_LEVEL IWT1E92UUNTS preempt 911015 execute wazhoudIA IRQL Wqﬁu
TiefFunIeTign exccute i PASSIVE_LEVEL 1At DriverEniry uaz AddDevice 1803110131y
UNA 21589 “Basic Structure of a WDM Driver” dluunflaziu /O request packet (IRP) &8

dulng

62545
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¥ . 1
Driver routine ﬁugmg execute 1 Dispatch_Level "?xﬂﬁus‘lﬂ’ﬂ PASSIVE_LEVEL 22UN13774
. oo A [ [T 1 Af P
Startlo, deferred procedure call (DPC) routines UaEHIAFUIUY SRS RY 11&@’3‘14%6&?11@11111
4 1 -
ABINTARRTAUT T IUVDY device object ILD1E device extension N5 1IINMITUNTNUF 0N driver
dispatch routine 18 routines ﬁﬁﬁﬁuagﬂ]ﬂz?uﬂszﬁ'u'jwﬂﬁﬁ thread Ve 13150 preempt 113
1 [ L
execute 910 driver dispatch routine 1amse dispatch routine $H4# IRQL #1#1131 wennntl lud
=1 ¥ o i o @ =
thread W73 preempt 1AW 318500y 1u IRQL A8 N15192 preempt 1832A09R7 preempt

r ol
10 thread N3 IRQL g4 TUN Y

HIGH LEVEL 31
POWER LEVEL 30
IPI_LEVEL 29
CLOCK2 _LEVEL 28
CLOCK1_LEVEL 28
PROFILE_LEVEL 27
CISPATCH_LEVEL 2
APC_LEVEL 1
PASSIVE_LEVEL 0

g‘lJﬁZ.S Interrupt request level

321319 DISPATCH_LEVEL uag PROFILE_LEVEL fisesd 5% interrupt level 404g1/n3af

)
e W 4

J 1 L2 =1 - L o @
MBUDNEAIIT ma:@ﬂmm%umm%’m interrupt Y IRQL NUATHUATIAUA NV TIANIN O

= F=3 ar o A =1 o o ar . ar 4 a as
nl3omdsudugilnssion WM in1s§an1s IRQL @51 interrupt a3t wilodulasy
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o o
IRP_MI] PNP request #1079 minor code IRP MN START_DEVICE. Interrupt level 984
o o [} ° Q@ i 3 oas l 9/ :, [ =5 4
gunssitimsfmuadmmsdmiudhllddunsveamsoweiug s1azdisbagiasal IRQL
w 1
TaoiSondua 31 DIRQL #417u 1114 single request level Tumnansanudwsiudlu IRQL dwisunis
F1] & o w  da a1 =] = Y- [
fosvorFounnuduwuiiuglniainie daazeiuieluiivens 1
IRQL level 9119 Handszasavsomaudusanrilaonssy CPU tuq Aaua level gniim g
o (=) = i G w & = .
1 Windows NT kernel 71 luflpatlszaaqmiey lumsifoun 1 i 0un1siaiou device driver
ﬁgﬂﬂﬁzﬁ&ﬁﬁum APC LEVEL dmiudniisfesou Iszuuivua asynchronous procedure call
1 v L
(APC) #39z0TUITIgaziduaRnouiioveunt §115U thread 325180 10MTUNIALYIOIN

1 ¥ [
thread Buqn1811 CPU Reafy M9i1auezfinduf HIGH LEVEL

2.2.8.IRQL in Operation

szuansldiiudsnnuddyees IROL Faweaslugliize Fuaaaldifiudaaudulylg
YHARANITBIUY Single CPU B35 UAUID AT CPU 9241m13 execute 11 PASSIVE LEVEL
Faa1 0 PIITATEHALUIAINIAT routine  execute #1987 IRQL-1 sedUMiTaTz A
DISPATCH_[EVEL itaz PROFILE LEVEL A2 wdansdaianazuesusnig routine
execute 71 IRQL-2 §411p8n71 IRQL-1 IW3 125NN preempt waasdanisuinisdeiaswas CPU

1 =

ionstasinaznausnuaau3nIs routine widuiing o Tusvesd request DPC @3 DPC
routine 92 execute 7 DISPATCH_LEVEL wafimmuanidadafiiirduanud dyganiiddninnu
W3NS routine ADNIIEATIMIEATIA 2 M 1ERIUAS execate 60T iffBran & @AY M3
fwualmusen Wiies InAadulunaunio DPC sxiud DISPATCH_LEVEL o DPC

routine 113 3TUHIIA1 5 IRQL vz W5 aNyABYN PASSIVE_LEVEL 1A

1c
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DISPATCH LEVEL
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2.2.9.The I/0 Request Packet

Operating system {4data structure ‘ﬁﬁﬂﬂ’j'l 1/0 request packet W50 IRP lumsaaaany
kernel-mode Tymil 1de v fuduid1fgvesdata structure saz TAuHLAEA4 create . sent
,process 1A% ultimately destroy fTﬂ‘VHULS Wq,afﬁuwmmmﬂuwuwmmm_ls ﬂﬂ‘IJﬂ’NF]‘UBd

o

LLN'Jﬂﬂ“HQﬁ'ﬂlL'JﬂﬂB‘M% Lﬂuﬁ’lﬂ'l‘r‘iuﬂ‘b'uﬂ‘UENIRP N 51°aq,uu+<1mamﬂmmﬁmmﬂum’lwmv

D ¥

3 = ! d
a8 afiFanmdrde wiumil
2.2.10.The I/O Stack

A = = 3 o~ ¥ o ono g 5

LiJ@Ll'r‘i’ﬁﬂmm’lﬂﬂc]keme]-mode ?913IRP Mui]sz‘ﬂdﬂ’smﬁiﬂ‘m'ﬁﬂ’marrayﬂjaﬂﬂNﬁ‘iN

A o ' 3 1 4 o a 1 : =

lOfSTACK_LOCATIONI‘ﬂU‘ﬂﬁWLLT‘iudﬁJBdstackmLmud'ﬁu@fﬂ‘r‘i 'iULL‘ﬂ’ﬁzdriver“?dprocesstﬂu
IRPUAZE M Basackiarqiulssid v arPANAN(31I 2.10) Funtisstackim

o & a A o <
Y¥UAUDIcode WAL parameter TTHIUVIRP a’maddressﬂﬁ)ﬂrouﬁnem’]'lLET‘ing{’J

Fiiter Filt -
dev‘ce {nouuuuuu)-— dl' er {llllllllllllll}- |DWSTACKLOCATION
object river

Functional Devi
device |-aummundm| DEUIEE || 0 STACK LOCATION
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Physical _ B k
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object river

31]‘?12.10 parallelism3 £¥13driverttaz /O stack
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2.2.11. The DeviceloControl API
M o c o : ) ] 4 fo A e
iWuduaounis Idanuiafduinasgiunieg vae Microsoft Wind2 Failuileddufiviiauu
o o o = toa L4 ' s
user-mode driver N157119 a8l snFUszRIn1sAARanUgIlATRia1sANIS WU kemer-mode driver

i1
Tavazae IRP 11uen1¥ kemel-mode driver N31UIMWOUT] user-mode driver @93n15710% 19

3
= oo A

o <« a 1
EWUﬂ&'LﬂUﬂﬂJ@QﬁQﬂ‘BuﬂN‘] AU

¢ s
2.2.11.1 H40¥4 DeviceloControl()
=X =t q 3 o o . - . = Fa Ao
n‘Junms Uﬂl%ﬂﬂﬂ%‘uﬂWﬂ‘igWU 1843 Microsoft Win32 mtﬂuﬁaﬂﬁmmﬂamuu user-mode

driver 4ATA15%191U92 a4 JRP_MJ_DEVICE_CONTROL 11/1%f1 kernel-mode driver 1#9%i1013

=

= ' G o o o o ar 9 o) v as o I Jc‘ivd o
aasanuguniaiasaudt lasanduilalunisauaananugdnsalasanistinedddu

W

. = 3 ]
DeviceloControl #31linun13 1#amAst

result = DeviceloControl(Handle, Code, InputData, Inputlength,
QutputDate, Outputlength, &Feedback, &Overlapped);

i
o o o

LR = 3 o M 1 Y a W , =

M lasuann1sien19Randuiife A1 Boonlean §18111508a08M kernel-mode driver #58
1 o as - o=t . . - T dy =3 '
nwluszuud §iinsTuTadil device driver Aidu13ABUAUBIAD I0Control Code 11 1Afvz e
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Handle = Createfile("\\\\.\\IOCTL", GENERIC READ | GENERIC WRITE,
0, NULL, OPEN EXISTING, flags, NULL};
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LEIror>

CloseHandle (Handle};
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[Version}

Class=USB

[DestinationDirs}

DefaultDestDir=10.System32\Drivers

[SourceDisksFiles]

test.sys=1

[SourceDisksNames]

1=%INSTDISK%,,,0bjchk\i386

[Devicel.ist]
%DESCRIPTION%y=Driverlnstall,
USB\WID_wvww&PID_dddd&REV _rrrr{Driverlnstall.NT]

CopyFiles=DriverCopyFiles

[DriverCopyFiles]
test.sys,,,

test.jnk,,,

[Strings]
INSTDISK="Project Disc"

DESCRIPTION="Test Project"

»
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CDROM 91n58i311In CD ROM |
DiskDrive aunsalansadad —
Display A1 ALLAAIND
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| FloppyDisk Qﬂﬂii\fﬂaaﬂﬁam{ ,
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HIDClass Human input devices
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Keyboard EJ“]J b nfﬁrj‘ljﬂ';ﬂ
MediumChanger SCSI media changer devices
Media Multimedia devices, including audio, DVD, joysticks, and
full-motion video capture devices
Modem Tuiaw
Monitor uoilined |
Mouse Qﬂﬂiﬂﬁmﬁ |
MTD Memory technology driver for memory devices
Multifunction gUnsalrauilatdulunioadon
MultiportSerial Intelligent multiport serial cards |
Net Msauay |
NetClient Network file system and print providers {client side})
NetService Server-side support for network file systems
NetTrans Network protocol drivers }
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PCMCIA PCMCIA and CardBus host controllers {(but not peripherals)
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Printer -
SCSIAdapter SCSI and RAID controllers, host bus adapter miniports. and
disk array controllers
S;artCardReader Smart card readers
5 System Systemn devices
TapeDrive mﬂh],ﬂ‘a!‘i”l 1
UsB USB haost controllers and hubs (but not peripherals)
Volume Lopical storage volume drivers
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3.1 n1soanuuy User-mode Driver

User-mode Driver

Open Program
Application > CreateFile
v Listening
10CTL [0CTL
Application > DeviceloCantrol » Kernel-mode Driver
h 4
Close Program
Application g CloseHandle

31N 3.1 uaAIn1¥ 19U ZNIT Application 11 User-mode Driver

AISHI9IUYDI user-mode  driver  1£¥1197U IABABUABUAUDIADNITHINUUDY
Application 1At user-mode diver 11ulngjozegluzilves g DLL fmsiamnnidnn og 3
Sunou dail

1. Create File

2. ¥1A5 50 [BABUAURIANTIIIUDA Application

. Close File

(¥3]

3.1.1 Create File

3 ¢ of =i e =
ﬂxlf]umsﬂ'?w"lﬂa Handle ‘llﬂ\iﬂqﬂﬂ‘iﬂlﬂ']iﬂtn'iﬂg{ﬂﬁﬂﬁﬁ)z'ﬂﬁﬂﬂiﬂﬂﬂzﬂ!!ﬂ‘u
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CreateFile("\W.\Ezusb-0", ..., 0, NULL);
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+ 1] HKEY_CURRENT_USER
£ L) HKEY_LOCAL_MACHINE
% 1] HEEY_USERS
% { 7| HKEY_CURRENT _CONFIG

My Computer
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RegistryPath = HKEY LOCAIL MACHINE\SYSTEM\CurrentControlSet\Services

o = 1
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSe(\Services 9423 Device name 989
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Fle £dt ¥ew Favortes Hep
- -_\| AT Name Type Data
& ;_| HNET CLR Date . :__‘i’]{Def&Jt) REG_S5Z (value not set)
] NET CLR My
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Tﬂugﬂu‘uwmTﬂmﬂsuﬁﬁuuﬁumﬁ atl
char completeDeviceName[64] = ",
char pcMsg(64] = "";
strcat (completeDeviceName, "W\ );
strcat (completeDeviceName, " Ezush-0");
“phDeviceHﬁndle = CreateFile( completeDeviceName,
GENERIC WRITE,
FILE_SHARE WRITE,
NULL,
OPEN_EXISTING, 0,
NULLY,
if (*phDeviceHandle == INVALID_HANDLE_VALUE) {
return (FALSE);
1else {

return (TRUE),
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-IOCTL_EZUSB_BULK_WRITE
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bulkControl.pipeNum = 6;
if (bOpenDriver (&hDevice, peDriverName) != TRUEN
hDevice = NULL,;
}
if (hDevice == NULL){
m_output += "PC didn't connect boardw0dw0a";
;
if (hDevice '= NULL){
bResult = DeviceloControl{hDevice,
1octl val,
&bulkControl,
sizeof (BULK_ TRANSFER_CONTROL),
command,
5,
(unsigned long *}&nBytes,
NULLY;
bulkControl.pipeNum = 4;
bResult = DeviceloControl(hDevice,
ioct]_val,
&bulkControl,
sizeof (BULK_TRANSFER_CONTROL),
command,
5,
(unsigned long *)&nBytes,
NULLY);
bulkControl.pipeNum = 2;
bResult = DeviceloControl{hDevice,
1wctl val,
&bulkControl,
sizeof (BULK_TRANSFER CONTROL),

&data,
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length,
{unsigned long *)&nBytes,

NULL);
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3.1.3 Close File
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CloseHandle(Handle),
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3.2 piseenuuullsunsunninufAanent User-mode Driver

= Input Data: - - e -1 [ Contral Data

word data: Qg iDUDD Wite
word count : [EDDD} Close |

start addiess gy Eﬁﬂ Clea Screen |

™ autodincrement data

b ok
CHRELR

3

Eﬂﬁ 3.4 User interface ypalusunsy

4
1. a@un 1
. » 3 4w = w
1. Edit box “word data”: Tadioyafidvanisezidion 118 board
by "o - 4 ¥

2. Edit box “word count™ la§maunssfidesmsezdatoyasanly

3. Edit box “start address™: 1d address Sudnvasnsdadoya

4. Radio box “auto-increment address™: 1a0AH 16"1%56»‘1 15 TN address

daluyAmedimssuou

2. 89U 2
. - A o ¥ o/
1. Button “Write”: Adnifinidoudeya 1ds board
2. Button “Close”: aanmietla ldsunsy

] »
=Y 9 w
3. Button “Clear Screen™: ﬂamﬁﬂawagamﬁuﬂ‘lu edit box
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1. Edit box N Inginga: s1waudeyaiignifisunas address Agnivoy

a ar «u

3.3 nisaaniiul Kernel-mode Driver

Kernel-mode Driver

Install Driver ————

DriverEntry *  AddDevice
User-maode Driver
h 4
CreateFile DispatchCreate
h 4 Y
10CTL
DeviceloControl ™ DispatchControl
¥ Y
CloseHandle DispatchClose

Uninstall Driver —————»  DriverUnload

gﬂﬁ 3.5 LARINTITNIIUIZHIN User-mode Driver N1 kerel-mode Driver

A15N191U YD1 kernel-mode  driver ‘l]zﬁ'lwﬂuTﬂﬁﬂﬂﬂﬂﬂﬂ'ﬂuE)Q'?’if]ﬂ']iﬁ']ﬂ’li«!‘ﬂﬂd
user-mode “diver Tﬂuﬁ kernel-mode diver n:a;}"lu;ﬂmm'lvlﬁ SYSTEM (*.sys) 1UN1591191U
vaeilafFuvdng of 6 Herdu i

1. DriverEntry

2. AddDevice

3. DispatchCreate

4. DispatchContro}

5. DispatchClose

6. DniverUnload
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3.3.1 DriverEntry
fuilafF1v0a kemel-mode driver ins1zifiugan1a1 114 kemel-mode driver M1
vamdrulngezidumssimuanuSudul iy driver foidiofl RP oz 'lsd 102181
AenAfla i Sluuuusiladdudail
DriverEntry( IN PDRIVER_OBJECT DriverObject,IN PUNICODE_STRING

RegistryPath)

fvnsdiwesamusnidun Ao DriverObject iiudas1)s Struct 711 data member 1311
pointer to function Alun1ATHUARITUAUREUONTY driver SR U uRe AL 15
191

DriverObject->DriverUnload = DriverUnload;

DriverQbject->DriverExtension->AddDevice = AddDevice;

DriverObject->MajorFunction[IRP_MJ_CREATE] = DispatchCreate;

DriverObject->MajorFunction[IRP_MJ CLOSE] = DispatchClose;

DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = DispatchControl:

i o oo o - g | o
AWITINIADIAIN2 fip RegistryPath WusiaudsiAvaves registry path 1 driver %

o I A 1 = 1 L ﬂy
11115 1d device name a3 1/usz11 a1 RegistryPath szfinndail
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

3.3.2 AddDevice
L'fluﬁaﬂmuﬂh‘lum'smﬁuﬂﬂummu;m"mmmsN DeviceObject maf]umuﬂsn

[Ty

IAUAT IRP Uasfi16199) Y04 driver :J'siluummﬁanwmu
AddDevice(PDRIVER_OBIECT DriverObject, PDEVICE_OBJECT deviceObject )

1 = o o - . . ar o wooa T

A5 ilme faI i fie Driverobject ifudunls Struct Aadnatusufiogly
DriverEntry 13 data member 111 pointer to function rﬂunﬁﬁmuﬂfiu?nﬁ’mﬁauaﬂiﬁ
driver i1 W lhhaunenfladues 1s
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ATAITIADTAINZ RO DeviceObject Wudus Struct i) data member {uAINT3
a t o Vo 9 ) oAl Y o .
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L. ﬁ'lﬁ’l'i’d'gw device name Tﬂ{]‘l‘ffﬂdf{ﬂ?u IoCreateDevice ﬁgﬂgmuﬁ\d
NTSTATUS loCreateDevice (DriverObject, sizeof (DEVICE_EXTENSION),
&deviceNameUnicodeString,
FILE DEVICE UNKNOWN, 0, FALSE.

&deviceObject);
2. Mnsasis Symboliclink Taunts 1¥Handu IoCreateSymboliclink ﬁgﬂlmﬂﬁdﬁ

NTSTATUS loCreateSymbolicLink (&deviceLinkUnicodeString,

&deviceNameUnicodeSiring);

3.3.3 DispatchCreate
fa o 3 o R A A 9! s
U AT URA 0 UTUPINBNITVIINTUND G user-mode  driver  1ailn13 19 HanTu
. = . =] = o . ~ FY
CreateFile 91 1U5UNTUUY user-mode driver A9%31N15Y11914UH kernel-mode driver ArInFu

DispatchCreate H1lunuveaflanFudail
NTSTATUS DispatchCreate(PDEVICE_OBJECT deviceObject, PIRP Irp)

e P A = o ar .
nsiruveaanguilsziinisBonls Reddy  loGetCurrentlpStackL ocation(irp)
MDA U9 stack DBNUT BN IRP H 1A VI UADAD A UDIABNTTAINU LAz dzi
= 9 < as A o o a & »
Msan1971eATU InterlockedIncrement(&pdx->handles) [Wanin1sanonnIINIIHRe 15 1y
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3.3.4 DispatchControl
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DeviceloControl ATU5UNTHUY user-mode driver A9EAI1TH191% U kernel-mode driver 71
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NTSTATUS DispatchControl( PDEVICE_OBIJECT fdo, PIRP Irp)
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PIO_STACK_LOCATION stack = loGetCurrentlrpStackLocation(Irp);
ULONG cbin = stack->Parameters. DeviceloControl.InputBuiferLength,
ULONG cbout = stack->Parameters. DeviceloControl.OQutputBufferLength

ULONG code = stack->Parameters. DeviceloControl.IoControlCode,

switch (code)!

case [OCTL_EZUSB BULK_WRITE:

1191850 IOCTL 191071910 user-mode driver 71921310 1M1A1904 InputBuffer 170
ﬁ1f'fLQ stack->Parameters.DeviceloControl. InputBufferLength UAZHINIVDY OutputBuffer 110
ﬁ]f%d stack->Parameters. DeviceloControl. OutputBufferLength UAEHINIEY IOCTL ﬁﬂﬂﬂnﬁ‘%d
stack->Parameters. DeviceloControl.loControlCode Bﬁﬂ\lﬁ IOCTL paanvsim S ooy

woausa d

3.3.5 DispatchClose
o o | o . A4 A 3 ¢
ST uR Ao U AUDWONITRINUYD S user-mode driver 1183113 1FAINTU
. = . [ = o R - & o
CloseFile #11US1ASYUY user-mode driver R9EIN1TM 191UV kernel-mode driver THINTY

DispatchCreate f13tiuunve aflafgudail
NTSTATUS DispatchClose(PDEVICE OBJECT deviceObject, PIRF Irp)

¥
nsh1uvesinFuilazinisiSon1d Handu IloGetCurrentlrpStackLocation(Irp)
WIIAIU9 3 stack 99011 1BTLIN IRP R IAS N uRoasudus oM sy uazasll
1 3 o o A o =] o & A
M5 en1FNInTU InterfockedDecrement(&pdx->handles) (Ma¥11N1TUanannn1Tvi191UA BN
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3.3.6 DriverUnload

o S1 M4 a . . [ w M s Y
TMNUNADINDHNTT Uninstall driver mimﬁmmﬂu Deallocate ﬁ"JLL‘]JSﬂN‘] Ala

a 3 c? W =t or qy
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VOID DriverUnload(IN PDRIVER _OBIECT DriverObject)
Tun15dou driver 127 11 9231013198201 5%11R UnicodeString Haazdpaiinisaing
o o c: ¥ ' a g ar
Saudswiiatauyt 1wy 19lun1sdmua device name Avzldd1 5100 UnicodeString

¥ [
(WS1EREUU 130W10719 Uninstall driver vzde 14 RilFreeUnicodeString{&servkeyv) Ty

W
MsHaea st

d
3.4 moenuuu]a INF
HulWETElUANT install device driver TastaziBnanialulddilaziinissyyieys
snaqrasgunsnlandauaf uazlisviavesgunsaidon langlnsalilfiduginsal usB Zons

ar

o I =y ==ll’
AMUUATIEARZLDYANANL

[Version]
Class=USB

[DestinationDirs)

DefaultDestDir=10,System32\Drivers

[SourceDisksFiles)

test.sys=1

[SourceDisksNames)

1=%INSTDISK%,,,0bjchk\i386

[DeviceList]
%DESCRIPTIONY =Driverlnstall,
USB\VID ww&PID_dddd&REV _rrrr[Driverinstall. NT]

CopyFiles=DriverCopyFiles

[DriverCopyFiles)
test.sys,,,

test.jnk,,,
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{Strings]
INSTDISK ="Project Disc"

DESCRIPTION="Test Project”

a2y [Version] ATHUA Class r'f]u USB

U [DestinationDirs) ﬁﬁ‘lﬁuﬂ‘ﬂﬂﬁiﬂﬁ CAWINDOWS\system3 \drivers wazlta
wlsszun 10 e lunsdlRd g liiFasszunnlfRns windows Witlafa ¢ wivuawisdie
¥ lunsdififinnsfnaaningrzunaesglnealanfaunf azléinasdaaaniyliings
CAWINDOWS\systern32\drivers Lﬁ‘ﬂﬂ’ﬂﬂ.ﬁfﬁu driver L@ :a‘:uuﬂﬁﬁﬁms windows

#7U [SourceDisksFiles] N11W1A47 ’lﬂﬁ"lmiﬁmfaﬁ@ tesl.sys

@21 [SourceDisksNames) 1wuadnlvalaiaafagwis objehk\idgs 1a4Ran

U [DeviceList] ﬁmumﬁ'ﬁmaaqﬂﬂﬁafun::ﬁmﬁﬁmuﬂ“lﬁﬁﬂﬁﬁﬂaan"lﬂﬁ"lﬂ"l*ﬁ

f¥s  CAWINDOWS\system32udrivers 698 Taslulnssnuihduginsal use  fins

fvuaf1Aal
USE\VID vwvviPID ddddiREV rrrr

vy R 162514 16 979U 4 Tn iusiadndn
dddd Ae 181574 16 4191w 4 Tin usdarasginsol

e A8 sdannsu layiuye

@20 [DriverCopyFiles] ifumsfmualdnis install device driver 1d¥hin1sdianan
1Wa 2 Wéde test.sys WAY test.jnk éq test.sys dhulddlafiaef uas test.jnk Lﬂuiﬁﬁﬁlﬁ
wamuniuladnes WAfins CAWINDOWS\system32\drivers

du [Strings] 1un1IA M uUaRIAILS string #1#n10TuIWs INF Taofinsdivua
14 2 §anlsAn INSTDISK Uaz DESCRIPTION SowrazdulsfinuasBunsl]

INSTDISK A8 Tasasnarmiulwg driver 18113

i
=

DESCRIPTION A® 8N 14uanaluniinfng Device Manager (3a%1n1$

B.

install device driver la5audafauandlugh 3.6
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5 Device Managel

AF

§ Display adapters
% 2} DVDJCD-ROM drives
+ =y Floppy disk controllers
- H, Floppy disk drives
. £33 Human [rkerface Devices
: @ 1DE ATAJATAPI cortrollers
¢ o Keyboards
. - Mice and other pairting devices

H Monitors
BB Network adapters

Other devices
W Ports (COM&LPT)
5: S Processors
* 5C51 and RAID controiers
i« @ sound, video and game controders . - .
i Pawialhiod DESCRIPTION
¥ -Geb Universal Serial Bus controfers

|~ E WOM Book Samples

# Test Project -

FHe and Folder Tasks m A steeam.sys
) -E raspti.sys TR SWenUm.sys
e ) nake & new todes ;ﬂ;rawwm.sys B swmich sy
17 o i\.ﬂsh 1 Folder Lo e T rabss. sys = sysaudo.sys ]

__gtape‘sy-s ;‘wdeoprt,f-ys
S Lepipb.sys
jtrpip.sys

ot Shars trus Folder

Other Mlaces

= norghdi sys
_Qp}sys

ng‘.‘flSVS
hparmge sy

2 sysemdz
) My Cocurwrts

L Shared Dorliments

ﬁ My Computer

Nif My NotworkPlaces

& parvdm.sys &
] ’Q tstrrcap sys

@tmws
Qﬁudfs.sys
Lrel aibs Q\.pdate.sys
drivers ;ﬂ:.-shﬁﬂzlsys
Filo Folder H ustcamd2. sy -
Date Modied: Sunday, March ;Q[tncessr.sn T usbcamd sys 1-1_;.1@ driver
. 05, 2006, 8:21 PM Hpsched.sys i usd.gys
;@Ptms” -_Tgushehﬂ.ifi
 pxhetp20.5ys 2 usbhub. sys
asacd.svs : Husbintel sy
st sys BAa. = usbport.sys

gﬂﬁ 3.7 CAWINDOWS\system32\drivers
310 gﬂ'ﬁ 3.7 WARINNE CAWINDOWS Sisystem32\drivers AAnIHE test.sys WA

est ink TufuldlafnefusliRldvinnusauiuldlafaned
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¥

L2 r
3.5 YumaulunIIRNUIVLUAZNANMN USB

a 14 { b ; 3 o ¥
Tuldsaniqh Sgudesmsnezeialiseatiuyniu isideainisulsany
. ' - . - a o a1

ponidludiuqneu fsziinisasilon dalumadioulilsunsumeludBiin quannso
= y = ¥ ¥ o ey : Y o w o : o
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] 4 [ v 1
fudldsunsuiiueguuszuudfians vmiuauausefennmudiuiiiussaziden
a0 P ° I a1 e e ] a wn 9 & ¥

dandosRazdi iaunsodadoiu llsunsufisuoguuszunlianis 14 Saduasuluns

¥
U ar d . - . . - -
Wi Il siatiu ﬂﬁ]ﬁﬂi:ﬂﬂ‘ﬂﬁ’w 13 initial decisions ,enumerating 0% exchanging data

3.5.1 Initial decisions
’ ¥

1 P a ar 9 w a ° 3 ¥ b4 o
AoufnmzauIaw U 18y guirtiuhimsdesruswdeyauazdeai

yneo1lumsnee 15lunsaedulonudd Tsnupas,

1 9 = a o o o a0 o
[ ﬂU'I\TH'iﬂﬂqﬂ!ﬁai'53‘1457?_’?1&’1@5?]@3@1]1’755”EUB\iﬂmﬁ?ﬁiﬂiuﬂ?iﬂﬂﬂﬂﬂﬂﬂ'}USB a3

1 3 41‘: 3 2 f =4 o [ -

A MmaoInsAssudayandvnanam lsuazawminlumssudsdoyail

ar of o J :' v o

Argunrannaei urivdesats lwarsdu

a o Y o b ar ¥ aa A ¥
2 duedimey luden [ LIS szyATRdeINIsYeRIEvaust Snuaslae

9 = 1" 3 dg Yo o

g1a830gudIn i ivuanuas iy

] ¥ o 1 = o &
3. rweanusoimsyenun g lunmsdadu s AoudunosvoaqmizAaao (a3

@

r @ o Yo . o = o R

datoyaiuiiglnydamlaems 147 device driveriian T n3pasiluds device
¥

driver AUMITUIN

A

4. 1foN controller chip AR afiuANUABINITVBINN

3.5.2 Enumerating
| A‘r o o e o k" o geem a
Tudquiilvisiuetez lsfnwiguindudsaamiesunnszunlianisum
@ o
M3sEAIgUnIalunenu
= ¥ = a o 4 A
1 ms@ouTAaauguidamswms lumsssyeiginan deasivazidones
= - = Yooy | A =S 0w . £ a & =
wasulasnusy ¥e¥diludossnsoaaasitdescriptors G951 )1iud o adi
ool o
Tsunsu v3e gilnssinausaduazapuupanmassnmsvas ldatuldsunsy
) a1 4 at a % & & a .;,. w =y @ 1 4
#lemadandsrfuhims szysagung el Faduedia sz damion Idadnonads
Vo o ] v
amaia lEdunislimlsadngtess
oL A s o g a o 3 <
2. wianiew INF IWddsszuudjidnsaunioiinmsdlufgunssiveenauiian

o R o n’j 9 [} - EY) .
M352y0U TIINF file name Aovohgunsais winldludinil guamisold driver
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u'/ d. ot =3 ‘é 1 w ~ s 1
i TdAmuseaivayudlvesnudduisduninaziams ouaioe19 INF file

. £
uaz driver 1319w

o ) a4 o 1w o= o s - e
driufiudesesnuuunazadiaesididenedul hli leardsdminglunsdn
o R Y o
aushms laaisudulums lwaese
[ o = ts 1

TriaalRavosnu lggunislvesnuuanidvugnsaivesnmle Host uas

o wm o o o a o a”
sznlfiansaisesiimIszydaginsal nazmuiuasly control panel nag® il

fafangneed

3.5.3 Exchanging Data

» |

ar ' . - - a o
YuppUm Al duRuT Ufunction AvznseiifugUnsal

- o o o« s sy Ao a = . ' o
wuanuausanegnsel laodu Inahed 1 llsunsumelusduaz diusan i
ARRBALY

b & . b = B ) Y &
f1nnldcustom driver AmABUTUdriver Tumidasafugilnil

3 o oy <t = 1a ¢ &y o o
gsuflundeudou TsunsulunsAaaeiugini Fednuidapsniull mouse

o o - = 1w o
keyboard 130 gUnsgina il puanniefszandsiuginsalldlasTlsunsulag
: ¥

Mn15debug tag sigd 1§ uly

i d ¢ - = o ar
{in 1dagndebug udnmunnioufioz Tnaa Tusunsuasludyd vazlihimsnamouda

d
gUnsalsougaiy

1 o = oA e ¥ o v oA gy A A
usneunnousy lua il dudealads: Texiludnamd luseaneanunissey

¥
%

o v o ¢ o =y
pnsal uarmsiudadoyasugunisl Auiuguamnio hW1dlumadendduazdriverves

Al

3.5.4 Tools

w o ol a o o ] 4 c '
TumsWanngunsaineddu USB 1iu guiniiudod wol Haziigiosiluns

[ ¥
W Tdsunsuis st

1.

assembler ¥39 compiler ﬁmmma?u ﬁrmware(Iﬁﬂ“ﬁ%’u’ﬂéﬂlucontroller chip) 18 81
an 14180 assembly AaiduiudoaiimanlasiAaiduniyiassemblyvosna 191y
(§11 machine code 1% controlter ¥ tadan1dn 1 & uie nwrdu nusuium
Ffgunsaiinisulas Ifa i machine code 1 1@MBaz NN 19 uns3
AIUAVVDIN

¢ d S g ¥
Tﬂmniumas%mui?’fwmmsmm'ﬂ%‘lu controller program memory
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3. Teas 919152n81A8 device driver #38 mini-driver H38 application code THn13
314 device driver An§UTI1ED31F Visual C++ AFaa 1309 WDM(Win32 Driver
Model) Fathu1#fu uss 14 |

4. Tﬂ‘sLmsum*ﬁumﬁﬁ'ﬂfﬁ’u@mﬁ]miufﬁgﬁﬂ?jumﬂcluiﬂmﬂsu wio wipailen1dly

M3 debug DU EIMTUNIIRAL TSN

& ¢ ¢
3.6 gUnsaisrsands
o o Py dyﬂ - o - . .
qﬂnsmmsmnwum UHAAAUNVBIUIEN Design  Gateway Company Limited L‘ﬂu
A 9 S r =y o o o P dy a ¢ o (t:!y
srupfimusaldifeudenaniwes fussawsnvanndwes Hilderiamsfianse
= " o = 1 =1 < ar o o o
faapnunesa USB 18 Taoig 14 hidodinuineadunwedn USB Mildd s auwsawaun
- u’“Ul Y g d%’ n’a’ .. . o o d‘-:.y ;y [ A s ]
HAnA e 181529 HonNIY timing diagram Yoeg1nyslasaudsFuil funiounuvaany

= 8
wszunama Z80 DNAlY

[¥) < &
3.6.1 nudnuuzvesgilnsaioriauai

4 @ se A A W A o y
1. gilnsalarsanisuiliroudenUAoNRIADIAIOHEIR USB 1.1

¢ o PG v e s P 9y 4 y
2. gUnsEla AT IUHIFDUADNY 815AITNADINTT MAAIY connector 40 pin ¥1U32NOUAIY
address bus 8 1@, data bus 16 T, Fya Il read (RAB) 1 19, dyao write (WrB) 1 Ui,

ﬁ’q‘nym ready (RdyB) 1 19, ground, £01% Vee

< < Jd
3.6.2 Block Diagram ¥e3ainsnta13auIs
. ¢ cd & 3
Biock diagram 8391nsalmsaniiyuinlsznauaie
= & . s Aa 1 1 =y o PR

1. W USB controller 1Y 1 MINTIAAADIZHIIADUAUADIALUNINNADINTS

¥ A4~ ' = s ¢ o ¢
2. USB connector §A 151WBId01e10 USB 58131 19A0UNINBILHE 1907 10991UN T 0l 81T A3
3. DIP switch gn 19N 1M uanBIBIY board

. 3 A ] ] ¢ & s J Ay

4. Connector YU 40 pin gnlFFeudpIznINgUnTaigITauITTuTuazgUnTaiNADINIS

ﬂ‘i&ﬂﬂ‘uﬁw data bus, address bus, write {(WrB), read (RdB), 18 ready (RdyB)

" Address >
~
S DIP Switch &l g
s sek _om —» 3
o< 3
O o ho]
E] el Wil >
N || e B a
p (18] -
. e 2 Controlter % RdB . o
o RdyB

gﬂﬁ 3.8 Block diagram
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ACEICTIL!
Ve (3.3} 1 2 Vee (3.3
GND 3 4 GND
Do 5 B Dt
D2 7 8 D3
D4 9 10 D&
D6 14 12 D7
Da 13 ] 14 Dy
D10 15 Extension Connector | 4p D11
D12 17 1B D13
D14 15 20 D15
GND 21 22 GND
Vee (3.3) 23 24 WrB
RdyB 25 26 RdB
GND 27 28 GND
ADRO 29 an ADR1
ADR2 31 32 ADR3
ADRA 33 34 ADRS
ADRG a5 36 ADR7
GND 37 Ky} GND
Vee (3.3) 39 40 Vee {3.3)
- . , o
51U 3.9 ATy i connector
=; W r:i ! .
A1319N 3.1 USIAUGIYANIADS pin connector
i . o ssnnues .
YOI 1N f1951U1Y . HIIAUTITA
FoyayIae
vCC Device Power Supply ouT 3.3
GND Device Ground ouT 0
D0 - D13 Data bus OuUT 20-05/33
ADRO - ADR15 Address bus ouT 20-05/33
WrB Write signal OouT 33
RdB Read signal outT 3.3
RdyB Ready signal IN 20-05
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3.6.4 Timing diagram 48N I4VeIH
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—ed o

1. DIUNTYY W RdyB YAUNIN high Tuas Rcady Assertion to Release Time

Address[7:0]
Data[15:0] = |
1
f
RdyB i
! e Twiide !
| [
WrB I L
RdB
gﬂﬁ 3.10 udaneie q lunsdiidaygia RdyB TiAfy high 14373 TRAyAR

a:' ar 1 o 9/ 1 [
2n3113.3 Ao Fyanueie q dledeudeyn 1 word #1913 14@19ABAT setup time,

hold time ¥ s yaMA1s 9 ATy

a13191 3.2 F29marudoya 1 word diadyaa RdyB A un 1A high Tusis TRAyAR

Symbol , : Parameter Min. Max. Unit
TAddrS Address Setup Time 3.5 us
TAddrH Address Hold Time 2.6 us
TDataS Data Setup Time 310 ns
TDataH Data Hold Time 25 ns
TRdyS Ready Setup Time 240 ns
TRdyAR Ready Assertion to Release Time 15 ns
Idle Time before continue next
Twrldle . 6 us
write

=i o

2. psifidanna RdyB I uAY low 114399 Ready Assertion to Release Time




Address[7:0)] B

LS

Data[15:0] £

N e ek ]

Rdy8B :
: ! ! ]ETEWrﬁ] | Twride |
WrB L
RdB
3 311 gUdyanee 9 Tunsdifidyin RyB TA M1 low Tugaa TRAyAR

1113193 4 Aodyaadie 9 diodisudeya | word M TUAABAT setup time,

hold time ¥D9dQuaIAA14 9 Huilu

o =1

M15197 3.3 FremTlioudoya | word iilodgygyIn RdyB TAWNIAY low 14%19 TRAyAR
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Symbol Parameter Min. Max. Unit
TAddrS Address Setup Time 3.5 us
TAddrH Address Hold Time 2.6 us
TDataS Data Setup Time 310 ns
TDataH Data Hold Time 25 ns
TRdyS Ready Setup Time 240 ns
TRdyAR Ready Assertion to Release Time 15 ns
TWrH Write Hold Time 250 ns
Idle Time before continue next
TWrldle _ 6 us
write
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lodiues 741.8373

Voo G D2 Dg Cp O¢ Dn O9 Oy IE

D
22 X 0 Dy C: D2 D M G WD

51 3.13 uan s daved oo o 741.8373

L5373
On LE OE On
H H L H
L H L L
X L L Qg
X X H 2

£ = RiGH \llage Levsi
L = LOW Voltage Lave:
X = Immalens:

Z = Aich Imgemance

5% 3.14 namamsranisniauana loFwes 748373

9w

lodiuas 741.508

1
1A—-LL-- & i)}
(2 1Y
18—
i4]
Ay 6}
i5) ¥
m..u-—
[v.44
AN ik (3} v
35 4100 [—
112}
AR s an .
(£3)
4B

31 3.15 umnaTnsamranielulefues 741508

FUNCTION TABLE (mech gna}

INPUTS ouTeuT
L] B Y
M H H
L X L
x L L

31 3.16 urmamsenshawvesledies 741508
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511 3.17 nemadnduues lofwesd 741504

FUNCTION TABLE
{each inverter}

IMPUT QuTPUT
A ¥
H -
L H

U7 3.18 uamsmaanisianlediues 74Ls04
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MINAAIAZTHANTINAAD

> ¥
°lmmuﬂzﬂanﬁammﬂa@ﬂumsww driver Y14 2 1111 ﬁ'a user-mode driver (DY

B = N ar . ¥ .
kernel-mode driver 32183015810 113105 kernel-mode driver @28 T150051 debugprint

4.1 MINAABIM VYUY User-mode driver

MU 11]5UnTH user-mode driver 9214 Visual C++ 6.0 Tumsi@ouuas Compile
A e =1 = ar =t o = 3 9 = 3 o o .
FIIBMaAsum Vs uAumMsveu TUsunsuiig 1 heumesdeason 1909751 Win32

AP wihawea Tsunsudauanslugiii 4.1

InputData: - 77 - Cortrol D ata’

word data: gy [0000 Write s

Close _J

word coumt ; IDGDEI‘I

slart address : 100 Clear Screen i

[T autoinciement data

[ mPET Y
PR

gﬂ‘ﬁ 4.1 User interface ﬂuaﬂﬂmnsu
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v .
1. awun 1
1. Edit box “word data™ 1&%ouanasen1s9ziiou 1163 board

Y

w '
2. Edit box “word count™: Jatmauniidesnsazddoyanen’yl
3. Edit box “start address™: ﬁl’cf address L?nﬁuwaﬂ 13 ﬁ;\ﬁ‘ﬁra ya
4. Radio box “auto-increment address™ Lﬁﬁ]ﬂﬁﬂiﬁl‘f c?faamﬂﬁlﬁu address

g Iuda e 10150 18U

) d
2. dIUN 2
. = dll = 3 ar
1. Button “Write™: adniAoiioudoya 1184 board
o 4
2. Button “Close™: naniiola l1/sunsw

; ¥
3. Button “Clear Screen™ fanmoaudayanvualuy edit box

3. 83U 3

]
=

1. Edit box # Inajiige: :wamdeyafignidouuns address fignidou

£

4.1.1 mamauvealdsunsu

doswmila llsunsy

4.2 N1SNAABINASAN kernel-mode driver

o o = [l
500U 1154n34 kernel-mode driver 92 1% 11515054 Editor 82308 1@ lunindouus
Tun15 Compile 9214 Windows 2000 DDK (Device Driver Development Kit) 1Un15 compile
A ar . =) ¢ a .
uazn1savnoz 141 sunsy debugprint Tun13dtn sz 1487 1891017 compile o215y
o ar u’: Y - L] = - ~ 1
TWa.svs aniuaTn1sin T8 Ms i 1A n13g message Apndsaonu1n111sunsy driver
YOG
3 )
duaouusn s iintg ag diver 1937U51UAY debugprint T IR start-
>Control Panel->Add Hardware 92 ldniia1edauaaalugi 4.2 1inifuldviinisntn Next ae
Towihawdsuaadlugl 43
1 9 o Vv = ¥
apurldiAeN “Yes,l have already connected the hardware” LQIRAN Next 2 1A
niatsnmaaslugy 4.4
o q %A e ¥ A Y ¥
21ntiulfidon “Add a new hardware device” 1AIRG8N Next 92 1anihasdanansluy

gl 45
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1411380 “Install the hardware that I manually select from a list (Advanced)" wAInan
Next 3¢ 1duharamauaailugyl 4.6 iAon “Show all device” uBINAN Next 32 1AM 1A 19A

waaaluzal 4.7 ud2ndn “Have Disk” 1z TAwihenadaanalugyl 4.8

welcome to the Add Hardware Wizard

Thig wizard helps you:

« |nstall software to support the hardwate you add to your
computer.

*» Tioubleshool problems you may be having with your
hacdware,

AT your hardwate came with an installation CD.
it iz recommended lhat you chick Cancel to
cloze thit wizard and use the manufacturer's
CD to mstall this hardware.

To conbriue, click Next.

E Next > I[ Cancel J

@

519 4.2 MY driver Yunouil

Add Hardware Wizard

{3 the hardwate connected?

Have you aready connected this hardware to your computer?
{3) Yes, 1 have already connected the hardwaie
{73 No. | have not added the hardware yet

[ cBack |l Mew> ![ Carcel J

T n » .
su 4.3 N13IRY driver YUADUI2



Add Hardware Wizaid

The foliowing haidware is akeady mstalled on your computer %

From the list below, setect an installed hardware device, then clck Mext ta check
properties of lroubleshoot & problem you might be having.

To add hardwaie not shown m the ist, click "Add a new hardwaie device.”

Installed hardware:

@VL& USB Enhanced Host Contraller -
! &2 USB Root Hub

: 62 LUSB Root Hub

: 2 USA Root Hub

{ & USB Rool Hub

hardware de . ' ' L

[_<Back ﬁ Mext » ][ Cancel }

¥ ]

517 4.4 N13WY driver YUABUN

u

Jufd Hardware Wizard

The wizard can help you install other hardware

p2

&

The wizard can seaich for other haidware and automatically instak it for you. Ot if you
know exactly which hardware model you want to install, vou can select it fom a fist.

‘what do you want the wizaid to do?
{") Search lor and instal the hardware aatomatically [Recommended)]
£3) Install the hardware that | manually select from a list (Advanced]

[_(Back ][ Hext > ][ CanceIJ

o A . & -
11 4.5 aMin driver Suneuh4

62



Ad Hardware Wizard

If you do not ses the hardware category you want, click Show All Devices.

Common hardware ypes:

N < e 41 D

i ‘é Display adapters
T23DE ATA/ATAP| combioliers

+ &4 IEEE 1394 Bus hosl cortraliers

| 5imaging devices

- ] Irfrared devices

2 Modems

| 3E Multi-port serial adaplers o

BB M oo anrut  Sord BN o s e o @i e

[ <Back [ Newy | [ Concel |

¥ >

51l 4.6 M3RY driver TunaUN

Select the device driver pou want to install for this hardware. @

Select the manufacturer and madel of your hardware device and then click Next. 1 you
have a disk that contains the diver you want to instafl, click Have Disk.

| Mamacturer _ _
i 5 Serial Cable using DA Prolocal

! (Standard Infrared Porl)

i {Standard mass sterage cortio :
i {Standard Modem Types) v
i ( B H ,, .

¥ This driver is dighally signed. Have Disk.
el me why diiver signing i jmportant

[ <Back | New> | [ Concet ]

[ ' ¥ .
1% 4.7 M3W driver YuaaURG
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Locate Fife

Lok e ra 3,.; ;; 3 ?? @

My Recent
Dscumenis

My Cocuments

-]
58
MyCumputa }

M e i mm nes - s am S S o R L et | e <tk i

L i .
[ Carcat |}

MyNetwork  Fies of type: L e LT ’ Farend

sUn4s A5y driver Sunoui7

b
1117 11800 DebugPrint.inf AAN Open ndanan oKz Tawihasduaniugl 4.8

Sefect the device driver you want to install fos this hardware. tﬁ\.

N
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