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ABSTRACT

This thesis proposes the method of building Web Application that connect with Web
Service in subject of TUTOR CENTER and web that service about payment. The salient feature
of proposed method is security in communication each other. In addition this thesis include
security in connection between C#NET Web Service and Java Web Service that have the secure

SOAP MESSAGE. It useful when someone stole your information but he or they can’t read it.
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2.1 Web Service Essential

2.1.1 Simple Object Architecture (SOA)
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2.1.2 Extensible Markup Language(XML)
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2.1.3 Web Services Standards
fimaTuTadfdluunsgiuey de SOAP (Simple Object Access Protocol), WSDL
(Web Service Description Language), UDDI (Universal Description Discovery and Integration),
WSIL (Web Service Inspection Language)
2.1.3.1 Simple Object Access Protocol (SOAP)
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Tdsunsusramsasaraniotenii ldazaindu
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soAP nawiilufaniinnudAydmiy Web Service 0814390152 10 Tls Tanoafiy
o 3 v ¢ .
1M1 Web Service thonldnazey message ¥V Web Service  SOAP il Transport
1 o
Protocol 713 XML W uitugnuaz1d BrTe WuTislaneasiulunisdanunionts soap
¥
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wieanngalszsaaindnuaans 19U Web Service 15188913 1R U NHAINTY $A13
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Mawdusewnamduniiouogluaiesdulasiiumansevis sunalulagnioglu
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: 1 3 o Y 1 a
DCOM, EJB w50 CORBA uulyldgnosnuuuulddmsulslanea HTTP (nSei10f
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Dagtiulgnuunsvain  uazazainuiniigaldunmiony Intemet  Feldnsdomsuu
TilsTenoa HTTP Wudwing )
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maila RPC voama Iu lavAina1ndneduiussniiaym ludunmsthui e Tung
Y o Y =t ¥ ¥ - El o !
woannundu ldvosmsBSunlFautwmalulad  seniluma Tuladmwizva oz
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e sadu CORBA gyimnszuuszasanannlsunsundianusudeu nazdaliilaymly
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A7UUB Firewall HAag Proxy Server Aiiloa1nlavilnd Server szlamsoaisn kil
Tus lanea HTTP 9on U iNeauaeasyesssuuniimsdanodoasiumensn
o o I= 4 = o 3/ a . oM Ve &
autunenvesmsdemsnzinnldlunisim Web Service ffiaTAhmag1IY
cé o o
TisTanon HTTP Tilay %9 soaP wsninszmnuuulilsianea HTTP uddadly
= o ¥ o T 4 s A =3 ot ] o 5'
wasgnuanszmidannsofaneToasnLIAT 0INBURAADINUAMUUANAINUN
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szumlfiiams, wmaTulad s hlfmudldlumsienndenld
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sOAP HuFoanditalddn AIUVDI SOAP 92U envelope idIy Root Element
laoh Hu1on1u1 14 1 SOAP document 92Ha2U envelope d@3udumaznaaell du
¥
envelope H9zH header L0z body 19U header 9% routing and context data @794 body 12U
&
message f19
1. SOAP envelope 1lunilou spsvanueiveiuynesisn
. A A re1 iy ¥
2. SOAP header 1lU optional dziin3a luin 14

3. SOAP body 152nausuiilan1vee SOAP H5o9 LA AT parameter




2049710019 1y SOAP Hann Requester 1300 1UMHN Provider ldvewwinsal

IMH

<?xml version="1.0 encoding="UTF-8"7>

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://www.w3.0rg/2001/09/s0ap-envelope"
xmlns:xsi="http://www.w3.0rg/200}/XMLSchema-instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<SOAP-ENV:Body>

<nsl:getWeather
xmlns:ns]1="urn:examples: weatherservice"
SOAP-ENV:encodingStyle=" http://www.w3.0rg/2001/09/s0ap-encoding
<zipcode xsi:type="xsd:string">10016</zipcode>

</nsl:getWeather>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

imsld XMLnamspaces la¥XMLschema Tueuuea Body wilwson getWeather
y ¥
1A SIVMS parameter IWATIAG zipcode

¥ 1 l
ﬂ’.]?)tl’]ﬁﬁﬂlﬂfll‘ﬂu SOAP hrpUNAUL AN provider YDIUTN1T weather service

<?xml version=1.00 encoding="UTF-§'7>

<SOAP-ENV:Envelope
xmins:SOAP-ENV="http://www.w3.0rg/2001/09/s0ap-envelope"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:xsd="http://www.w3.0rg/2001/ XML Schema">
<SOAP-ENV:Body>

<nsl:getWeatherResponse
xmlns:ns1="urm:examples:weatherservice"

SOAP-ENV:encodingStyle="http://www.w3.0rg/2001/05/s0ap-encoding">

<return xsi:type="xsd:int">65</return>

(continued)
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{continued)
</nsl:getWeatherResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

] ’u o 1 o ar [ a
Tud i FUNAIMUMS return ﬂ'lﬂfl'l]ll'll‘ﬂu integer uuﬁa TAIUVDIPUNJY

»
f)

Tuvmzil World Wide Web Consortium (W3C) fMaiaimInsguues SOAP Fu
SrnAsTaaRogih SOAP 1.2 5 2 dau Ao

dauﬁﬂﬁmﬁmﬁn SOAP messaging framework 1102 msszqiwasﬁumm envelope

daufiaes usswRdy AUOINSIHISHA SOAP, STHIVUUULLALYDY SOAP-

RPC uazs1wazidunvesmsynda SOAP 11y HTTP

2.13.2 Web Service Description Language(WSDL)
. ¥ » d'l ¥ . ar c’: o
Web Service znauiluvesi3aasd audumunsadin web Service Sutiuri
] »
o215 uazeziSon1duSn1sod19ls WSDL il XML-based language iiun 1w ffiiug munnn
71 XML iugn e lddidiianau wie dumves Web Service uaz ot lafiofive
access Web Service i WSDL Qﬂ1‘l’f’l,ﬁﬂ WIIWUUI H30 U500 data LAz message Y04 Web
» ]

Service A9UU developer avslUdny1 WSDL document 489 Web Service Lﬁa%x"lﬁf*ﬁ
method Taldam 1A uazeziunlFauTaviiu parameter 061915 1¥gndAns

WSDL 1iA910M35IWUUIAAY09 NASSL (The Network Accessible Service
Specification Language), WDS (Well-Defined Services) ¥99UIH% Todidu, sDL (The Service
Description Language) 182 SCL (the SOAP Contract Language) ¥a4u5tn lulnsyany

o o B & o '

la917u wsDL iiunm feglunisguaves W3C (World Wide Web Consortium) 38’1y
= - o d o Aq ¥ ) o
dluymsgiunauysa neifunlyauesly egiufe WSDL 1.1

futfFou Server vousthumiloutiu Firewall Aszmitousaa-darszq uaz web

H A L] of
Service Anilpunufinoninlszglaszanitald @wwiasziluilsze so Ay 80s0)
Tnsdoamsiiesls  Azmewhowidnihes sTiinldths  vwieeoundulée
o 1 o o 1
(WSDL) vasez31omiioz 1s Tdihaud uunveusnezds soap T 1%y sty soap
o

Auzanuvue weziud Tluthy Sufiewsez livies lsisATid uammanTamaldd
[T P’ .q. o [N o a = 9 o a o
f1egdai WSDL venld ndannfouinaSuinziemadnsunaailu soap
gof idadendnn Mg ldmalszqian

[y q’; o r ] o - °

auhatweahune: 3181 118 M nithwviez Tsuuuf SSL 3o Telnet 1

ualuualnons i nd1o98u Web Application
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' Y] ' 2 A | Ao ' V. 4
wSDL annsaudsldidu 2 nqu wiisfio nquiiiund Abstract Definitions 4
[ s 1 4”% ] - 9 at A ]
152nou1UA 0 Types, Message 10z Port Type Fnguiliiluaiuninuitesnumsitends
9! 2 . 3 = LY 5 = U ~ ' . .
s Tilsunsugaildisiaaaeny code Y3114 uazennqy 139071 Concrete Descriptions
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ot 1 ar A 1 ’ 1 ar 1
Abstract Sugiudioya F151waziBonvewrazduouuanafim e 2.1

A1519N 2.1 LA Element Y93 WSDL

Element Name %N

 d o =
Types Fufuin abstract ¥iineTu10ms3 14 XML Schema

= 1 o £ o A 5 |
Message 9T UWINYUINL abstract message FaliantUsenovAILNAIWEIU

Taunuaaza e nyian 18

1 o o & w P . " &
Port Type NQY abstract ﬂﬂ&mmﬁﬂuuﬁqu'{ﬂunm endpoint N3oUINNIIU

(awi1l)iSenin daudnne) msviem Taomsuanilauy message

Binding protocol tazzUMILdB RN IZINIETIBIMTEOUARE M T Port Type

ey 4 - L
Service 59394 endpoints NINYIVDS F3 endpoint 85V U UVRINITTOMABLA
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2.1.3.3 Universal Description , Discovery and Integration (UDDI)

UDDI Li'lummpuﬁfﬁnﬁumnﬁﬂ PITUTIOWNTTUU UTTMIA Az AUM Web
Service FutlalHuinsuds udhunvazidvadmiy feyafiomabonliuds wozndonee
IS IAKY UL Web Service 1110 Web Service gnﬁ’wmi{umuaz WSDL gnﬁ?nﬁum
Suiniudesdidumaniodinsfiosiiner WSDL information 111 user 1991 e web
Service amzidiuy UDDI uazgnysemeiudd user Aozuoem nazioud Web Service tuiie
1%

UDDI rﬁuumsjmﬁ“lﬁﬁ;mfugm APIs (Application Programming Interface) 484
soap AannsainniFiumswenndusamuvesdl#usms (Service Broker) ufudy
390590 Web Service #1979 TuBumodiiia Whumdsderfuieddidusmsmusadun
Wieq mnaSeufion i Wueaaileusyamhm s lumsdagues Tnamd

Tavaqluds

3

v - . . & aw Ao
e {iSunnda UDDI Tushausnfie IBM a2 Microsoft #az Ariba FuiluuTinii
gsie B2B flsgiviiuSiniitiduiulumsdwmumnasguves UDDI wnnd
70 UM
¥ 3 A ¥ = .
o vpDI gradvuuuhathunasulumsdunninsves Web  Service
dMIuYAM 95379 (Business Partner)
. . o R oow o vl a
® UDDI Business Registry 13 1udo1ya Web Service veausingAmagsis
¥
¢ luilspiumeniimadadneuiludumugifuims (Service Brokers)
] 5 g = ol 5/ 3 r 9}
¢ ypDLhwaiiouInsaahanugumniessumeaumideyauvulny - Tagld
ar ° as [ o S o e
saoandemelyumulamumy  dmiuTawuiuumaddneeg lilanylil
¥ ‘& = " @
Tiu ifissud UDDI seidhudnnasyunifalunisfinaedy 1P Address mijou

4 9 dwd ¥ o d &4y I ]
nisunoi TasuuuunIaUrL lumahIidndhgouledisnuazead 1a Taudio

15114 wiReany ubpl MutludimsmnaspiudniusanulasausmuInsag
4 #17fu3n131ugUve Directory service waznswinsafy wsDL Fuihusna symiildoii
AudnurYeInsi3unlFuTMIuns Web Service 1z A13AARBAY Web Service U UDDI
sxifn 13308 AL NS (Service Provider) $TuNAEUBLTMIMeFITON LT
wio s unsuuoIALee Ui 519z A0l 53MA (publish) Wimemdin I Sumoditn ms
TusnsmedsendnIime 9 wlWusns (Service Providers) uwdumestiafi Zin
Auly UIWUBY “Web Service” NRIINE Web Service fowaddAlainon Twiuy (Software
Component) Aewisonit iy uenndmsudmividuSasmeianm q wilaliung

ZosuonuBumesitin - MipausaNnes Web  Service  MAasAulsEAauiual
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ASTLAUMINIEIND WO T AU IUaNYaIE Interoperability sty "Web Service”
& ° o R i a o 1 [
FINATONAOINTMMITHIIHUDY Web  Service  TUAATINAITHIUTWAULDY  SOAP,

UDDI uag WSDL fAduaaalugii 2.4

—

Business 1 Business 2 Business 3
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WSDL
Definitions
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winawmlo¥inas Business 3:
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- [ [ - I3 - - - 1 - v o
2. AnraruSumafilans o mH SATMRTNLUIMI (Fe SOAP) Hiunndumediln

. - » . e v
3.4. Business 1 TIUWIEYIANMINY Buginess 3 AINIGLANTINUY

sl 2.4 uana Web Service fitl SOAP, UDDI 1ag WSDL,
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2.2 Security

a o J Y o e 1 ¥ 2 o of 4
Tuilsytiu msaaredemsinesiimiuszuumansedwdumeiiia iesnindu
A a3 [ =) a a ' d d Ay o <% - ¥ |

NIINBTITNT AL klﬂgﬂﬂixﬁﬂﬁﬂ'l'ﬂ ElEJ"Nul‘jﬂﬂ’]ll ﬂszmuwﬂmmmuaxixNnﬂa 13

14 W E1] i o a4 Y a 4 o dea 1
ﬂﬂﬂ'u.lﬂ'mﬂ']'mﬂﬂﬂﬂﬂﬂﬂﬂﬁ voyn Lmzﬂ?'milﬂ']'ﬂu‘ﬂl!.ﬂﬂiﬂﬁlﬂﬂuﬂﬂﬁﬂiﬂﬂﬁﬂﬂiﬂﬂﬂﬂﬂ
9 LY 0‘: =2 o o :ﬂ L] 2 Aﬂ’ﬂ’ =) ) ar ot 3/ o
18] AJUUTINANUDL HE]UWQENWF!BQHﬂ'Iﬁu'I'Jﬁ‘U‘U'Jﬂ}.l'lﬂ'JTlﬁJfIBﬂﬂU"dﬂﬂﬂﬂgﬁﬂﬂuﬂd

=% aoa ko
uasilszansnmanldan

2.2.1 Certificate
LY o ’ q @ o 1 ' a o o P o
tagtiundadedfeomainmiduszuunioiedumesiia  Taviiyanansoesding
¥
3 s -

cin 1 1] = % w o Yo w 1 ] ¥V a ' 1
NAARDAIUHU m%%z"lumunmmﬂnwuﬁﬂsa'jimﬂumnﬂu ﬂﬂ‘lmnﬂmm‘luuu‘hm

o

P} o Ao 19 - oo oy =} Vll 3 & o :ﬂ Pt ¥ =1

AnanIBeRnINaadeAoAelns Natauesanse i asuu  Yesuilufiesdoadinalaly
M e oo o a ad s o A dq Y M o oA Y o o o o
mstududananadmsuTanpiannsodnd danlslumstuiunae lususesdidnnseind
Y o od £ o ar 1 ] 3 1 Y o 7]
TarlufusesBiannsoiinadanarnzgnoonlaomisanhidonis  difuSmsesnludy
2w Y] = od o o’o’: ] = o road o o
599 Favoyalulususesdiannsetnauy dsuenteanuidaululanuvadidnnsofing
") z 4 Q [ - o 1 3 i ar
aafu msfissihluiusesddanselind Wildon  Fdarsieeianudanudhlufeady

[ - 1 = o ﬂ’d © ar a o Y o
lususesdannsetnd unanuiiSaiuwrusiduuvveslufusesdidanseting uazswns

¥ & [} Qs o R4 9/
Voyn matf]umuﬂ53nau1u1nm'jmamn‘nsﬂuﬂﬂmﬁaﬂﬁmmmwmummswmwaga

= o = o ¢
2.2.1.1 2995%3nvealuiusesdm@nnsedinduazney (Certificate and Key Life
Cycle)
q w Y - M oo ) o 3 9 a P~ =Y o
ﬂ'l‘il‘lﬂ'.i‘ﬁﬁilﬂgﬂllﬁ$ﬂﬂﬁ18nﬂﬂiﬂﬂ"ﬂﬂﬂﬁ ﬂ']t’]d_lH'ﬂﬂgﬂE]Q‘I‘D'clﬂ'i'lj'jﬂ\‘lﬂmﬂﬂ'iﬂuﬂﬁ
o1 q) ar = o = o : Yo oar &
uaznaue Tashorglunmsldamveslusussadiannsetnduaznguaiueine: Ly 49

F ] »
NITFINYBIVIA 0T8T 0AIN 2.5



15

K ey pair generated

w
Certificate issued

-

Re-—certif -
Y Key pairin use o Private kfay
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ew key pair : -
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1 Revoked

r

Key pair life ime exceeded?
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Certificate format version

Certificate serinl number

Signature algorithm identifier for CA

Issuer X.500 name

Validity period

Subject X.500 Name

Subject public key information

Type Criticality Value .
.8 Extensions

Type Criticality Value

CA Signature

i @ - =
51 2.6 naasglunuvesludusesdilinnseilnd

5 s a o a
2.2.1.3 veyanugveduiusesdidnnsefing (Basic Certificate Fields)
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(Extension Value) ﬁﬁg‘_ﬂﬁ 2.7

Type Cnticality Value
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Fuav un wudu Tasitadanusuduresdoyn wlflumniwenfisanusuiiuves
g a = ar - | P ] ar = o . . o’;
FoyauAylulususesdinnsetndnldamimiuuoindndu  (Application) f1adl
] ¥ » ] ]
smuaniinnusudu waesieyamu@niifinrmdiiy dnhuedninsuninglda
luduses Adnwszyrduiiy szdenhimsdwduazlssurannmiesdoyadinan
4 a4 oA o 4w ¥ 4 & A v & °
iissnmnamiwindudanuiuiuiizdedddeyaiuauiien Aalu mifruanim
a ° o 9 A o oA w d 4 > 3 EUIR o
Suludwsudeyamiudnfiogluluiuses  Medlostumsldamlumeiligndeias
) ar ar b q' -~ o a o = o 9
anylivoeagsvedlususess  deyammanlnlysvsedinoniodndiliznouain 2
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2.2.14.1 Standard Extensions

P90y ammﬂw1ﬂuu1ﬂmmmﬂﬂusu5aaamﬂm‘auﬂﬁ Usznoudiodioyanie
ail
®  Authority Key Identifier

o authority key identifir 3zydanuummsazRilugfunyua Rl
vinseenlusysedldlunsasauiadoasneamfuluiusesdidnnsoding Wodanlums
astreumsiinsoasasatulufiseminnsdigliuimsvenlususesignammaisy
®  Subject Key Identifier

Fad subject key identifer szyAanmuemssnzluluiusedidnnsating Tunsid

¥a 3 Qs ) a ¥ ar rz u‘; 1 w 9
Adauluusos Tnswdsugnayualunsliou dahuiladiszsolumsaeasiadoya

Anogaid1siadaonaLIr BT NzIAY
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® Key Usage

ar

Nad key usage szyfaiagUszasilumninyuelidou wu asih ld14ums

A &4 an ¥ a 5 ¥
MDWUIFORIADD NITINTHAUDYD ﬁjUﬂH

®  Private Key Usage Period
Mad private key usage period 3 iar01gms I nuvenued s idiug i

ar a d P=Y o
nayemssue lulususesdiannsailng

®  Certificate Policies
Wag certificate policies 32ynieu TonngvesgIfuinsesnlufusesn$lumsenn

] »
lusvsesdiiansedind laviifadiszegluluiusea vesdlduazdMusmseonlususes

®  Policy Mappings
1] M
oA policy mappings s¥1Aeu Towveadliuinseenlususes Taufiadiisey

Tulufusee veadlduimsesnlyiuses

®  Subject Alternative Name
4 A& @ a d o ol A {
AR subject alternative name s¥yiesovesluiusesdidosoiing lunsdlniived
] ar 1 ] i =] a 4 .
uanAniuInnd 1 Fodaeeezlsfiog hilsudidddnnsetdnd (E-mail Address) ‘lofl

UOAIATH (IP Address) 40 1AM (Domain Name) lun1siquenfsgovaslusuioed wudy

®  Issuer Alternative Name
Wad issuer alternative name szifoeFovesdiiuiniseanlususes lunsdndsed

v a ' 4 4oy sda o - W e . .
LLANANNULIAANTT 1 ‘Uﬂ‘ﬁqwﬂl’”aGLUﬁaﬂuuﬁﬂymzlﬁllﬂuﬂl'ﬂﬂﬂ sub_]ect alternative name

®  Subject Directory Attributes

= v =

= ﬂ; L] =i A
Hod subject directory attributes izunwauamnmumg“luvlmiﬂms X.500 Fuily

o

' A - ar - o o
ﬁiuﬁUQIN‘ﬁﬂﬂJﬂﬂclllﬁﬂﬁﬂQﬂlﬁﬂﬂiﬂUﬂﬁ

®  Basic Constraints
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o . . o aod = o
Had basic constraints szyielrzAnvesluiusesdidnnsetindiniluvesdidned
¥ v
Thisnseenluuseaas szyfemmdugagavesriae Iz luiusesd (Certificate Chain) #
anvinissusesreiuiiunen
®  Name Constraints
' @ ad o o o

Aad name constraints Usingogluluiusesdianseilndvasdvuimsesnly
o A o q wy A o &4 g 3 Y
Suses gailidauaszuuamisoiivzdmuado lamunildlunslumsuouaiulingds

as ¥ o a A
AugMusmsesnlususesnivby

®  Policy Constraints
o ' Y =g a J =
Ho@ policy constraints Usngedluludusesddnnsetindusdiduimssenly
w A o q Wy S e 3 ¥ = y
fuses A lddquaszuuannsofesimuagavosu Tovisvesd Inuinmisenluiuses

Amduirnigluiuses fgemnsiusesretuihunesn Tasdiiuimsesniniuses

® Extended Key

=S o

. 4 a4 . y
s extended key szydeingiszasdlumahngueld oy SuiluTaglssasdn

- d
upNNiloIN¥ad key usage

® (CRL Distribution Points
=28 St

< _ . - v
Ham o distribution points ‘i3‘14ﬁN'J‘n'ﬂ’]‘;'lluﬂ‘l'il.‘ij,'lﬁi'lﬂtlﬂ’l‘imﬂﬂﬂucl‘Uﬁ“LI'i’fN

. . B ¢ o o
(Certificate Revocation List - CRL) %038 1#uTmieanluiuses

®  TInhibit Any-Policy
o . . =5 = o = oo = ot A
Wad inhibit any-policy 3zyiulvuwhrmuaslususasdarnssiindhusamie

211 Tswwdus vealususesa

® [reshest CRL
4 8 ad 3 &8 = w
ﬁf\ﬁ freshiest crl iﬁuﬂQ']TlﬂTi1uﬂ'\51‘\ﬂﬂQﬁ'\Uﬂ'\ﬂWﬂﬂBUI‘U‘i'ﬁﬁ9\1 {CRL) 570M3

| Uy Y e a
argavead Idusnseanluiuses

2.2.1.4.2 Internet Certificate Extensions
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®  Authority Information Access
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v _ ) = o -

Wad authority information access 331893513 IuMsinGadoyaunazusnisuoeg
¥ o [ o I o = od - ¥ o Qs L
TMuSnseenlufusesdmivluiusesddnnsedndvasdiiusnseenlviuseaniimsly
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®  Subject Information Access
Pl i . B s v 4 Y a o o
Han subject information access ﬁuﬁxﬂﬁm'i&luﬂT:'HJ'IﬂQ‘iIE]?iI,msziﬂﬁ mHIY
o ood o dAan 1) n‘dw 2 =4 3/ o o
lufuseadaansotindnimsladaal Fegsaudaulonovesdlszneuiuses Tunsdin

Wulufuse s vasdliusnsesnluiuses

[¥) [] . Ao 5 o
2215 famsluiusesnannIoing

2

w = oo o o 9 [ 1 é o Y- |
lususesdannseiindilszneu lildredoyaniss  daesnilszneundande

¥ '

¥ =Y - n,: Vo i =1 o w =
#ugm amdeyaindmivhisuiiufiezdesiinsuynilad degilii 2.8

By

Certificale:
Datar
Yersion: 3 (0x2)
Serial Number: £3 (0x3F)
Signature Agorithm: shat bR SAENGryption
Issuer: C=TH, S=Bangkok, C=GITS, CU=FKI, N=GITSCA Irterral
Validity
Mot BeFore: Jun 27 04:10:50 2002 GMT
Mot After: Dec 101:00:00 2002 GMT
Subject: C=TH, O=GOV, QLU= National Science and Techrology Development Agency,
U = National Electronics and Computer Tedhnol ogy Center, v Muntana
Podjanaruntatad , Email= nurt ana,padjananunlakul@ gits .met.th
Subject Public Key Info:
Public Key Algorthm: rszEnayplion
RSA PuHic Key; (1024 bit)
Modulus (1024 Lit):
00:cb:8aic4iddeb:55:23:13: Mieeid8199146 213
78:20:05:93:07:37:83:04:70: 00131 1441 29:d2:8F1

Beide 5F9c:b5:83:5c:F:79
Exporert: 65537 (0x10001)}
X503 extensions:
Z309¢3 Basic Constraints:
Ca: FALSE
¥309v3 Subject Key Identifier:
95 185 :ER:B3:99:51:2B:72:6 115 :D:F0: 41938
1] iDE;28:BC:25
¥509v3 Aubhority Key Identifier
KeyID:FC:B9:14:62:02:12:3B:F2133:3C:03:BAT 1:D6:38:06:32: 74
o2 Hy L
DirMame: /C=THf $=Bangkokf O=GITSf OU=KIf GHM=GITSCA
Intemal
Serial:00
Sign ature Algerithm: sha t¥ithRSAEncryption
abn2:126:79:79:20:00:b1: a0: 50 ;e 016 714 5 6:5 4191156153
2di05 :c5 13 d:54 166 :ad:Fai2e iF8 1 ef: 1d:Fd:0c: 18 8:1de 55

. b7 :5a:3F:50 b1:8d:ck: 4a

§ ot T [ - =
i 2.8 nansdedelufusesdiannseiind
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Types of Certificate

Extension

Holds Holds
Password
Type Multiple Private Microsoft
Required?
Certificates? | Keys?

Java

Notes

*p7b

PKCS#7 Yes No No Yes

Yes

IE binary public key export. Can
optionally contain multiple
certs, e.g. a certificate chain,
IBM's Keyman will create and

manage this format of keyring.

nfa

PEKCS#8 No Yes Yes n/a

n/a

The private-key information
syntax standard. This defines a
method to store Private Key

Information.

* csr,.pl0

PKCS#H10 No No No n/a

n/a

The certification request syntax
standard.

This describes a syntax for
certification requests.

Contains the public key, signed

with the private key.

n/a

PEKCS#11/
Yes Yes Yes n/a
CryptoKi

n/a

The cryptographic token
interface standard. This defines
atechnology independent
programming interface for
cryptographic devices such as

smartcards,
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Types of Certificate

Holds Holds
Password
Extension Type Multiple Private Microsoft | Java Notes
Required?
Certificates? | Keys?
The personal information
exchange syntax standard. This
describes a portable format for
storage and transportation of
*pl2*¥pf | PKCSH12 Yes Yes Yes Yes Yes ’
user private keys, certificates
etc. Where a developer stores
his code signing keys. keystore
is not in this format,
Privacy Encoded Mail format
* pem PEM n/a No n/a n/a n/a | for sending certs embedded in
email, typically SSL. cert.
Windows certificate store,
* sst n/a n/a Yes n/a Yes n/a
Windows certificate trust list.
* stl n/a n/a No n/a Yes n/a
Used my cryptext.dil.
user certificates,
X.509/DER
* usr binary n/a No n/a Yes n/a
format
Pretty Good Privacy.
* asc PGP n/a Ne n/a n/a n/a
root certificates.
X.509/DER
*ca binary No No Ne Yes Yes

format
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Types of Certificate
Holds Holds
Password
Extension Type Multiple Private Microsoft | Java Notes
Required?
Certificates? | Keys?
Sun Java 1.3+ user certs.
X.509/DER
*.cer binary No No No Yes Yes
format
Sun Java 1.3+ user certs.
X.509/DER
*_cer BASE64 No No No Yes Yes
encoded
Thawte root certificates, Sun
X.509/DER
Java 1.3+ cacerts.
*crt binary No No No Yes Yes
format
Netscape export of the entire set
proprietary . .
* db Yes Yes No Yes n/a | ofkeys. Contains multiple certs
binary? ) _
with private keys.
Sun's keyring format. Can
optionally include private key,
keystore, authentication chain and
JKS Yes Yes Yes No Yes
cacerts. friendly name. Sun never
imports/exports the private key,
though .keystore contains it.
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2.2.1.7 Persenal Certificate
o & g = o w o o = [
lusysesddnnsoinddmivynna Wulvsusesndlumstududmnnanialan
P - o o Y] -1 =Y o o b2 aHa L =
slannselind  MmivAlszneugsnssuadansoindmusoiule’lan yanafdanod il

o

Mauazdiuyanaidndaeie  swidneIiianulaoadsuosdoyafidomssening

¥ 30 ¥

as o 1 1 N ] o oo =Y o s
iu lddou lyanseemdeyadandn1d lufusesdidannsednddmivyanamuise
a o v w ¥ = = ar
i hhlszgnal$1dlunawdnpauzay wu  msdu-daamnssidansoilnduuuilaoady
. A o ow v oo CEC TR o & .
(Secure  e-mail)  MsputuAIANTuMsEI IS AUV @S (Client

- o
Authentication} 11) UAY

2 A w o o =
o FanldannmslFamlususoadiannselind
= dusr = . . | w ¥ o ¥y = oa a 4
— MITAGONAID39 (Authentication) : 11umsseyfauuiesvesfdideyadiannsoiing
— M3 nuAIUGIHYeTeYD (Data Integrity) : AnNOATIVABL 1A Joyan 1asy
¥ ’ .
1 fianugndeansufiunas lignndeunawdly
r ar W . ae ] @ o Wy
— m3ipyanuduveatoyn (Data Confidentiality) : iWodoaduillidoyagniamelny
-é al] Yo = Ha A
ynARF] 1A uaygIanse luilans
— msiwlflasanuiuda Non-repudiation) : silumslosiululiynnaddalfiash

Wy =g o o
aullddedoyadiannseting

® msﬂs:qnﬂ"h’ﬁnu Personal Certificate
a oo o g @t
— szyuaavnedianniatnauuiilnenns (Secure Electronic Mail System)
-1 =Y o o s a g o= I'd 3N kTS Qe
szyvanIudlannsaund  awsotnhlususowanmsotndnlFlumsdsva

2

o & A an A o M o P A w a Y ¥
AUHAZAIAIOUDTOAIN DD lwalﬂuﬂWEUUUUWqﬂﬁd UuUuﬂ’anﬂﬂ@Qﬂi‘Uﬂju‘U@QﬂﬂHﬂ

Voo 3

: Qs Qr 3 ar ¥ ¥ N Rl
swidamusadnwinnudvesteya lusamna i ldmmzdsuignszy 13188 e
— msguiusinuuoId 1TSS (Client Authentication)

Yq ¥V = ERY as o od N4 E A W ar : ¥ oaqY o«

AldusmsmusalfFlususesdidnnseiing lumssuduamunawanlsusnis
=1 o1 o gy u’u’: 5 A a e A A w a i o
Auleala (duns@fdiulemindoimstuiudiyana) meﬂumwuuwixummajawﬂﬁn
. “a e e g 3 ' 21 w ' A gy o
uins annadaifumsasageamamsdeaisuuulananissen1ansiealiusns (Server)

P Y = X I
1azIA303 1HUINT (Client) 978
b2 as o u:v d‘
— msiszgnaldnuiunedwdiniudu q
G = o = o o o 19 =Y n:a "

Tusvseadidnnsonindaunsath liszgad lFnudmodnimdudang  uenmite

nnildnadeau Tﬂuwm3tun1ﬁ:m“lmaauaﬂwamw‘nﬂmnﬁmmﬂaaﬂﬂuwwam

nmmmuu‘nﬂiﬂaUTﬂ‘Nﬁﬁawuﬂuwaivuunmammﬁmuw'lﬂwu:mnumuuuq Fa
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o o M [ ¥ oo w = O ! B
malszgnaludnuazdangn  azasdimsdauuelndnsumw: W ldmurarnu

3 o ar aoa o
ilﬂﬂﬂclﬂiﬂif)iﬂlﬂﬂﬂi@uﬂfﬂﬁ

2.2.1.8 Web Server Certificate

=1q 3

o ood A o 4 ) v < = ar
Tufusesd@nnselinddmiumsoalduias gau Audswned) dJulususeilsy
- 4 = o a o - @ ’ 5
Tumstuduniealduins Mlddalsznougsnssudiannsoindmuisadulaldd nToa

= d‘ﬂ ] . ‘: ol 4 .:q' = :: @ l = w
Tusnnfdademniuthuniedidedass  swidineTditannlaeadvvesdoyan

s ] I éi ¥ o d‘! ¥ = .
S1dasena1unsoe 19U MS (Server) uazins041¥u5ms (Client)

o @anlasuainmslinu Web Server Certificate
(¥ &: U e é'l ¥ oo a Vg @ o a M1 4 W o«
— msszyfaunniaTeunsediuins mldglnsmsiule Idwilunsesddiuims
& ¥ =t =
901D

— vaanedemsuuudasasy IomsSnvmnuauvesdoyaisudaszniunios

TuSmisuaznSealduing

b
e m31lszunAlTau Web Server Certificate
A o =1 = o o
- msgusazfIsEmEHUaND e
ar dv @ ¥ oo o o
— m3iedoiadadidinnsoiing
~ mseanuiisutiayanaiuyosulal
e o
—  msveeydiasu)szmauesu lad
—  M3UTEADUEIAS TURNNITIEUAIE] VBIFUWIMTLDLDOU lat]
o A s v o
— pufdetusuuooulall

— @

2.2.1.9 Summary
2 o o a4 a T a i
lufusosdannsaiinduazguaaansadunldou  wens TdRanudoiuly
msfamarulaoaiovesdoyn Tundimssnuinamay (Confidentiality) AUQNADIVDS
Joyn (Integrity) M3IT=YFIANA (Authentication) 1aznstoanumsifiasaiusuia
P ¥ 13 u = o o e 3! 3 - ar
(Non-repudiation) g lsnuluiusesdiannsoiindianuinnudiloherdunszuiung
ar ad A o = oo
TumslFaw sy wezdeyaluluivsedmansotnd M l¥mslsaoudilszaninm

w3

) W » )
gaiu Snnadutuse Teminnddldauae

u
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222 Key
= « . » ° 3
ma Ty Todse T HALL LA EIT1SME (Public Key Cryptography) lagniiunly
ar @ oo = a* a o
Tumisnvanutaeasslumsdsznougsnssundannseundludogiv - aunsovun
3/ a o - .
szgnaldau’ld 2 slunude madhivaasasiadoyn (Date Encryption/Decryption) uaz
MInameiloFanonoa (Digital Signature) maTuladdinarnlsznoudsnmyus 2 aon Taw
A . ¥ g @ W w Y e &
ALIRBRITAAD NQUATTEITAT (Public Key) 1¥dmiudhsvadoyn nagndnaennilsi
o (Y [ o o [ o I =)
dlugdude nuadiuaa (Private Key) dwmsumsnonsiadoya {ldaziimadsemald
@ = o w [} @ [T} | ar
yanand lunswianguamsises paznusayIndual Hotuiunnuduuaz
Papass msl¥nuszuvdanannetfifannudoiulunssnunnulaoassvodoya 4
Uszms  1dun oS mNdy  (Confidential) MISTYAIYAAT  (Authentication) ™M

ATI90UA NG NADYDIdBYA(Data Integrity) uazms lilfiatn1sSufn (Non-repudiation)

2.2.2.1 PFX Key
Wddszam PEX drenenludmsnsisdanmiadingy (Private Key), 1050504
ad o & . ¥ v oA A " A gy a o o ¥
BIANMsBING (Certificates), HlazdoyaavduaRvoul 1Ne1y PFX AU NET 15731luaeq
. . -
Whdedonalugtuuufiawnsoldlu NET nasfeinldlfisezdesdie wrapper class,
JavaScience PfxOpen, 9 encapsulates T
= = t :/‘ = =
o i Wd PEX uazRgui i Tt Ing PEX Rouysal
9/ '
® Dmport W3 PFX rl'L|rl’.ﬂ'utemporary CryptoAPI memory store ua::mmn;mclﬁuﬁ’h
s amAunguad i (private key) Buaiiifuidos meliwiugiu csp
o szylnfseaiinua Tu memory storelvil uazmisdumluivioduusn iy
ARy uAINNEIT0Y
o M3 MUANAAAIMTUITTY CSP key, provider name, type, 1182 KeySpec
. m'iﬁmum‘ilaﬁﬁm%'u public certificate, RSA public key modulus, exponent, uaz
key size
Py s B W s 'y [~
* p3oudBimnoaunmuveendMoININGININ 1159
HodnddgianuandosmsdmiumaluTadrzuuida 14 NET gatiwen
ugautlu public GET properties Sudnnhvzidnlaina binaasdiusvenyuadiudm
' [ wa o o ' u‘: =] E . &
soulnrlaonsaly class vous1 lAuaguiavtiandudumni, miloude key container ¥4
vanliidhfanou Insaianadeogmeld Certificate Signing Request (CSP) Hifgyloauda
Taonaihfanapuadiudy RSA AinsouaTesdia key continer, mi3nenuiinalviivie
Asaoa, wiomsitdaduiisufusunisnonsdadoyaly NET laeminzouduisuinved

RSACryptoServiceProvider ﬁ?ﬂd’lﬂﬁﬂt%ﬂmﬁnﬁa container 14 PfxOpen class:
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CspParameters cp = new CspParameters();
cp.KeyContainerName = oPfxOpen.container;

RSACryptoServiceProvider RSA = new RSACryptoServiceProvider(cp);

BN 131eezdeams ldnuauidvodluitsosmnssusiiudian  pEX
MM UNATDEITU WD RSA-enerypt #1905 Tunidiil mnsilszpudtoes

ﬂmﬁuﬁ'ﬁmm PfxOpen class it RSACryptoServiceProvider keyexpanent HaZ keymodulus:

RSAParameters RSAKeyInfo = new RSAParameters();
RSAKeyInfo.Modulus = oPfxOpen.keymodulus;
RSAKeyInfo.Exponent = oPfxOpen.keyexponent;
RSACryptoServieeProvider oRSA = new RSACryptoServiceProvider();
oRSA.ImportParameters(RSAKeylInfo);

o3 g ar [} ey
PfxOpen overrides ToString() method WuiBiou AIAIDYNAUAVUAYDI PfxOpen

> 4 H o w _— &
navue FeReanuamsamiulszlemidmiumsann TWa PEX fauvanuaszislu
ot T . A 3 R o ar d'
sHAM, 15151 JavaScience.PswdDialog class, ¥913Ju Windows Form dmiuaouIdf

A o ) 3/
ﬂﬂﬂl!UULWﬂﬂu‘iHﬁNWNMHEﬂT:

3UN 2.9 PFX Password dialog
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2.3 WSE (Web Services Enhancements)

Web Services Enhancements for Microsoft .NET (WSE) tﬂuﬁautﬁ?um%ﬂuuu
Microsoft Visual Studio .NET Ua¥ Microsoft .NET Framework C‘é\‘lﬁﬂﬁ} Web Service I
AN RLTULINY ﬁmm?j’ummnmmgmnan Web Services Security (WS-S)
$WmsSudedouasenin web Service 1aoafuisiu azHioIuMIad1e Web Service
Tavld Web Service protocol @1g@ yonYINIBaTANUEINS BN SAINIY F1 WS-
Routing 1181%m 330014 web service 1dpndes taz Ws-Atachments Hvauldmsdalnd
9819 multimedia ﬁnqéwﬂ?j'u WES-Addressing UoNITLZION message 910 sender Lﬁﬂﬁﬂﬂﬂ'ﬂ

Uaana

Yo A A . . s @ ¥ Ay
WSE 1a3a11n303ii0489 Web Service Architecture T UHNAIUIMABINTIY

¥
a A

#3713 Web Service 1n81% Asp.net 11az .net framework TaggaAunana e WSE Tdail
® Securing Web Services
® Policy
® SOAP messaging
® Routing SOAP messages

® Sending attachments with SOAP messages

23.1 Securing Web Services

L7 R w o 3 5 So =1 '
Tuflogiiu web Service Hadnwdasaivluszduniia Fandenalivodiiaegfins

v
=

151 distributed application NUAMUFIDHUUNUFIUUDI Web Service TaummIzo1ba 1fu
o ~ v L. Py 1R v a e v ny =&

Wumsnnfezadne application  HianguIarmsodmusonafdnnulaondsla Falu
Dogtiu isrenunsaim i web Serviee Yavaseld Tavnsdaoyanimanmsdoms wu ms
19 Secure Sockets Layer (SSL) Llﬁiﬁuiﬂﬂ‘i}tlﬁlﬁﬂm‘iﬁﬂm‘il‘ﬂuu‘U‘Uﬁgﬂﬂ"ﬂﬁ;ﬂ UufD 11 SOAP

<2 Yo

message ADIFIUAINANNAWABNDURDZ DS U aunnazuAas1nvpadum 1y SSL i1
1ﬁﬁ§§Uﬂﬁ1UﬂN§\1ﬂdﬁﬂﬂaﬂﬁiﬂﬁuéﬁmﬁa authenticate SOAP message slladé’ffd r‘ﬁaﬁ’ugﬁwm
WSE Salddamigaunang 3 sdndsaiuayumsdomsodialanasisved SOAP

message
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2.3.1.1 Security credentials
a Y . = v v e W = ! '
MINTIN Web Service BaTulaoafisdInudunmah SOAP message Wulil  ana
910 Secure transport 141 SSL % innutlaeadvainganialiBnganfianiniu Tasgthn
VDI Security credentials 32 gﬂuunﬁﬂ X 509 certificate DY User name and password
w an a . § o a a
TaolususpaATneaTonnmMUINATTIN X.509 Version 3 Yuduwiasgiunlasy
AMUTILLBEN NI AR azilsznouAutoyasae T
®  HUWAYYDI1USUTD (serial number)
o Timshlalumsdnsiatoya (algorithm)
¢  HUWIUNDENIUTUTD (issuer)
S g W . .
¢ 5015 lus U (starting time)
® N luTUTEINUAD Y (expiring time)
e 1A5un135u504 (subject)
®  NUUITIBITULVBIR 1ATUNITTVTO (subject’ s public key)

e awile¥oavnoavrosmizuaunioonlususod (PA signature)

2.3.1.2 Digital signing
= VYo Mo ot 1 Fd
ouren1¥d5y SOAP message @1508udu1A SOAP message 13 1dgnud 1y
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3.2 Use case diagram

MNew User

Register User

Print Recalpt
Edit Profile

WS-Banking

g‘llﬁ 3.2 Use case diagram



3.3 Class diagram

Login

FUsername : string
-Password : string

Register

-Name - string
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LAge | int

-Sex : bool
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Profile
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gﬂﬁ 3.3 Class diagram
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3.4 Sequence diagram
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gﬂﬁ 3.4 Sequence diagram (Register)
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gﬂﬁ 3.5 Sequence diagram (Login)
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3.5 Activity diagram
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gﬂﬁ 3.10Activity diagram (Repister)
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gﬂﬁ 3.16 Activity diagram (Print)



3.6 ER Diagram

307 3.17 LAA9 ER Diagram Y8 Web Service Education
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gﬂ‘ﬁ 3.18 Le¥A3 ER Diagram 409 Web Application “OLALA Education”
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g‘ﬂ“ﬁ 3.19 uaR3 ER Diagram 984 Web Service Bank
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Agia 3
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Windows Components
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Components Wizard.
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Completing the Windows
Components Wizard
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To close this wizard, chek Fnish

gﬂﬁ nsd UgANIIConfig Windows Components
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2. m‘iaﬂé’ﬂ Microsoft Visual Studio .NET 2003
2.1 eturiu CD Setup Microsoft Visual Studio NET 2003 uriufi 1 1 Optical Drive 92
WU Windows 11151 Setup THi/A0uunin €D Setup lunkudin 1 Install
Components #1171 Microsoft Visual Studio .NET 2003 (Tﬂuﬁu"lﬂwﬂumiuﬁ 3)

WdIAANNY0 1 Visual Studio NET Prerequisites #4317 .8

+% Visual Studio .NET Setup

Microsoft®

Visual Studio® .NET Setup

that are instalied an your computer do nat match the
versions required for Visual Studio .NET. Tou must install 3
different version of these components.

i¥isual Studio .NET Prerequisites
Setup has detected that some of the systern components

¥isual Studic .&NET

Install visual Studic NET. If this aphion is nat evailable, you
T must first complete Step L which installs the prerequisites
=3 required for Visual Studio JNET,

Product Documentation
tnstall the MSON Library, which includes Help #or Visu sl
Studio NET.

Service Releases
for the lstest Service Re
enahty of YWisusl Stud:

View AeadMe Remote Companents Setup Exit

UM 1.8 Page Setup Microsoft Visual Studio .NET 2003

22 119N Drive N ldunu Setup Components §11151 Microsoft Visual Studio .NET

2003 1dInaN OK @3l n.9

Insert Disk

Please insert Visual Studio .NET Prereguisites disk for Wisual Studio NET riow.

Browse. .. ’
Cancel ’

- 2 )
g‘lhl 1.9 Page 109N Drive Setup Components




2.3 59M19 Install Components 1szain 1-2 WA A931/9 .10

i) Setup is loading installation companerts.

This may take a minute or two.

|

519 7,10 59M15 nstall Components

h

Y A . = vy & . @ =
2.4 TWidon RadioButton 71 I agree u&2AAN Continue #331/71 0.1

i% Visual Studio .NET Prerequisites Setup

Microsoft” Visual Studio” .NET

Prerequisites

End User License Agreement

04

Be sure to carefully read and understand all of the rights and restrictions
described in the EULA. You will be asked to review and either accept or not
accept the terms of the EULA. This product will not set up on your
computer unless or until you accept the terms of the EULA. For your future
reference, you may print the text of the EULA from the eula.txt file of this .
product. You may also receive a copy of this EULA by contacting the

I have read, understood and agree to the terms of the End User
License Agreement and so signify by clicking 'l agree® and
proceeding to use this product.

© [[agree]

O 1do not agree

Continue Cancel

o w & s
310 .11 vauSududns
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i3 Visual Studio .NET Prerequisites Setup

Microsoft” Visual Studio’ .NET

Prerequisites

Visual Studio .NET Prerequisites will install the following components required
for Visual Studic .NET

Microsoft FrontPage 2000 ¥Web Extensions Client
Setup Runtime Files
Microsoft Yisual J# .NET Redistributable Package 1.1

'Ht_lre"informatlun - nstall Nowt Cancel

2.6 39N17 Install Components ﬁdg‘ﬂﬁ .13

%3 Visual Studio .NET Pre requisites Setup

Microsoft” Visual Stuctio” NET

Prerequisites

Installing Components:

= Microsoft FrontPage 2000 Web Extensions Client
Setup Runtime Files
Microsoft Yisual J# .NET Redistributable Package 1.1

Lancel

gﬂﬁ .13 11014 Install Components
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2.7 410 Install 15159 1¥AAN Done a1l n.14 Merthgiuasuas Tl

% Visual Studio NET Prerequisites Setup

Microsoft” Visual Studio® NET

Prerequisites Installed

Yisval Studio .NET Prerequisites Summary

The following components installed successfully:
v Microsoft FrontPage 2000 Web Extensions Client
v Setup Runtime Files
v Microsoft Yisual J# .NET Redistributable Package 1.1

View the readme fdrrédditi'onai information and troubleshooting ti-lns,-'¢:

31 0.14 17393 Install Components

of

2.8 lavu CD Setup thunpiu 1 udanande 2 Visual Studio .NET &ag1ii .15

79 Visual Studio .NET Setup

Micraosoft®

Visual Studio® .NET Setup

Yisual Studio .NET Prerequisites

Yisual Studia NET Freraqunsitzs has been corapleted vou
“Ba can now instafl wisual Stugia MET.
“ii"

i¥isual Studio .NET}
You are now ready to :nstall Visual Studio .NET,

Product Documentation
Install the MSON Library, which inaludes Heln for wisaal
Studio NET.

Service Releases

Chack tor the latzzt Service Releases to ensure optirnal
functionality of Wisual Studio .WET. vou will hawe the ophian
of checking using the Internet or 5 Servioe Fask disk.

View ReadMe Remote Components Setup Exit

317 n.15 g3 Setup Visual Studio NET
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29 Wiifen Drive AlduAY Setup Visual Studio NET 2003 uru#i 1 udanan oK fag1l

Insert Disk @

Please insert Visual Studio .NET disk 1 now.

.16

Browese...

Coed_|

314 .16 189N Drive Setup Visual Studio NET 2003

2.10 5ﬂﬁ'nﬂ§:%zwuﬁu Start Page %1890 RadioButton 1 I agree 14 Product Key Ly

3 o ]
Name #a391MiUAGH Continue #4317 1,17

18 Microseft Visual Studio .NET Enterprise Architect 2003 Setup - Start Page
3 O T - ] (=

Microsoft’ .
Visual Studio NET

Start Options Instalf

End User License Agreement |
Be sure to carefully read and understand all of the rights and
restrictions described in the EULA. You will be asked to review
To install Microsoft Yisuai Studio .NET and either accept or Aot accept the terms of the EULA. This
product will nat set up an your computer unless and until you
accept the terms of the EULA. For your future reference, you
5 - may print the text of the EULA from the eula.txt file of this
al g;fedemznir}%lf:;.hcen“ praduct. You may afse receive a copy of this EULA by contacting
b) Accept the canditions of the EULA. th‘a Mlcr_nsnft_ suhsldxar'y serving your coun_try, or_by wrting ko ;v
c} Enterthe 25-character product
key.
d} Enter your name.
e) Chck Cantinue.

1. On this page:

I have read, understood and agree to the terms of the End
User License Agreement and so signify by clicking ‘I agree’
and preceeding to use this product.

[

On the Options page:
a}  Chagse the features you would like

to install. e
b} When you're ready, click Install O Tagree

Nowd Q 1do pot agree
Product Key:
WYL JREMD LRI el
Your Name:
LLUSION

Review the ReadMe File Continue Cancel

gﬂﬁ N.17 Start Page
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2.11 1390 Option AU .18 1132 AAN Install Now!

3 Microseft Yisual Studio NET Enterprise Architect 2003 Setup - Options Page @i,@
oo« [~

Microsoft® ., iy c_“uw -
Visual Studio’ NET e » Visual Studio.net

Start Options Install
Feature properties

Name Wisual Studic \NET Enterprise Architect
Select items to install:

Loczt Path LI C:\Program Fles\Mcrosolt Visual Studic NET
8% .5 Viswal Studio NET Enterprise Architect IS Space Required 123444 M0

B-Ah Language Tools i
|

@8- % visual Basic .MET

-D X visual T4+ hET ¥isual Studio .NET Enterprise Architect -

- EAdvisual C= NIT : The Enterprice Architect edition provides everything

. visual 7= NET P necessary to address your development needs. =
0 x visu A ! The suite of praducts includes:

G- Enterprise Development Took

DA NET Framework SDK

- Dotuscator Community Edition

€) Feature description

* VYisual Studic .NET Enterprise Features, which provide

Visual Studic Analyzer and Visual Studio Analyzer o
& 3 Crystal Reports for Visual Studio JNET -
E‘ 4 e Comemon Components
1] X Visusl Basic .NET Template Space fter install
] n
L A d visual €= NET Template Diive C: Al

Lo[3 X Visual G4+ NET Tempiate

L3 X visual )= NET Template Il Used Space (5.1 6B)

A Crystal Web Services | M Free Space (14.4GB)
E—é Toolks for Redistributing Apphcations i
- FAcks Server Components g Drivn N '_13_5
Restore Defaults Pack Install Now! Cance]

=b.

1

Sott

.18 Option Page

2.12 58M3 Install Visual Studio NET 2003 A431% .19

%3 Microsoft Visual Studio JNET Enterprise Architect 2003 Setup - Install Page Q\i@

3 Cjn' L%}

2% Visual Studio.net-

Start Options Install
L3
NET Framewark -
The .NET Framewaork is the infrastructure for the overall .NET Platform. It inciudes base ciass
libraries, like ADG.NET and ASP.NET, as well as a common language runtime.
XML web Services
An XML Web service is a unit of application logic providing data and services to other applications.
Applications access XML Web services via ubiguitous Web protocols and data formats such as HTTP, _
XML, and SOAP. "
Language Enhancements
Visual Studio .NET 2003 inciudes enhancements to Yisual Basic, Visual Cf, and visual C++, as well as
a new programming language, Yisual J#. Learn more about the new features of these languages.
Tools for Developing for Devices
Visual Studio .NET provides support for the .NET Compact Framework, snabing you to usa your
Visual Studio .NET skills to easily program Pocket PCs and Windows CE .NET Powered devices using
visual Basic .NET or Yisual C# .NET. Visual Studio .NET also includes integrated ASP.NET mobile
controls that work with more than 150 Internet-enabled mobile devicas, hd
Key:  Wiking system registiy valies, Name:
Yalue:
I Cancel

g'ﬂﬁ .19 Install Page



2.13 1§18 Install Visual Studio NET 2003 iy 1 18139 928 Popup 1¥alasu €D Setup
ihuurin 2 udandn oK Fagilii n.2o

Microsoft Visual Studio .NET Enlerprise Architect 2003 Setup

Plaase insert the disk: Visual Studio .NET Enterprise Architect 2003 - English Disk 2
oK I

UM 1.20 ulaou CD Setup

Cancel’ I

2.14 5977 Install Visual Studio NET 2003 A331/# n.21 Ae'lal

% Microsoft Visuat Studio .NET Enterprise Architact 2003 Setup - Install Page

Microsoft”

Visual Studio .NET

Instal

.NET Framework

The .NET Framework is the infrastructure for the overall .NET Platform. 1t includes base class
: lbraries, like ADC.NET and ASP.NET, as well as a common language runtime,

.. XML Web Services
© An XML weh service is a unit of application logic providing data and services to other applications.

Applications access XML Web services via ubiquitous Web protacols and data formats such as HTTP,
XML, and SOAP,

Language Enhancements
Visual Studia .NET 2003 includes enhancements ta Visual Basic, Visual C2, and Visual C++, as well as
a new programming languags, Visual J#. Learn more about the new features of these languages.

Tools for Developing for Devices

Visual Studio .NET provides support for the .NET Compact Framework, enabling you to use yaur

Visual Studio ,NET skills to easily program Pocket PCs and Windows CE .NET Powered devices using
visual Basic .NET or Visual C# \NET. Yisual Studio .NET also includes integrated ASP.NET mobile

controls that work with more than 150 Intemet-enabled mobile devices. o

Key: Bnﬂmeanam\MSDN\?.mekm\(em41 501 -11d2-587HI0c04139034 3}, Name
Vel WebBiowser Package

Cancel

317 .21 Tnstall Page
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2.15 110 Install Visual Studio .NET 2003 139 AN Done 9319 n.22

% Micresoft Visual Studio MET Enterprise Architecl 200 Setup - Install Page =X

=3

22 Visual Studio.net

Start Options Install

Step 2 of Setup is complete.

There were no errors during setup.

view Step 2 Setup Log

Read Security Notes!
Install Microsoft Visio for Enterprise Architects
Microsoft SQL Server Desktpp Engine

Configuring internet Prot 0 {IPv6
Next Steps
1. Register your product
Click this link to register this product onling.

2. Install help o

Hﬁuﬂ Visusd Studio MET Enlerprise Archilect 2003 Sctup s camplete.

31N 0.22 Install Complete

2.16 ﬂaﬂﬁﬁ@ 3 Product Document ﬁﬁgﬂﬁ n.23

#% Visual Studio .NET Setup

Microsoft®

Visual Studio® .NET Setup

¥Yisual Studio .NET Prerequisites

al Studic NET Prarequisitas to repair svsiem
ued by Wisaal Studio NET, or stz oa aew
rEFequIsites,

HET
cronstalf addibonal v

5. vad van alsooanestell visosd

sual Srudis HET
Stadia MET

Product Documentation
Install the MSDN Library, which includes Help for Visual
sdn Studio (NET.

Service Refeases

Checl for the fatest Service Reizasss to ensdre opbimal
funrtionality of Visual Studic JMET. vou waill have the opfion
of checking using the Internet or 3 Service Pack disk,

Yiew ReadMe Remote Components Setup

m
]

317 .23 1113 Install MSDN Library
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2.17 lefupins CD MSDN usivii 1 a9l Optical Drive 4dnan OK dagilfi n.24
Insert Disk

Please insert MSDN disk 1 now.

ﬁ Browss. .
o ] Corcel |

319 n.24 tian Drive Install MSDN

2.18 “?I'Hﬂ‘l Welcome fian Next > ﬁx‘lgﬂﬁ .25

W Welcome

License Infermation
User information

Selection/
Customization

Ready to Install
in Progress

Finish

[ ek [Thet> ] [ caneed ]

gﬂﬁ 1.25 Welcome MSDN Library

o .

« . 3/ a s P=1
2.19 ¥ License Information 1a80 I accept... (AIAAN Next > ﬂﬂgﬂ‘ﬂ .26
{3 MSDN Library - April 2003 - Setup Wizard %]

License Agreement
Please read the following Brense agreement carefuly,

= Welcome .
MASTER END-USER LICENSE AGREEMENT x@i
R TN Moy IMSDN, THE MICROSOFT DEVELOPER —=
NETTORK
tUser Information SUBSCRIPTION
Selections IMPORTANT-READ CAREFULLY: This End-
Customizatian User License Agreement
{"EULA™} is a legal egreement
Ready to install betwveen you (either an individual
or a 3ingle entity] and Microsoft =
[n Progress Pammmamrmt S mem Emewm e By oue - - m

Finish (®) T acoepk the berms in the license agreement:

Ochnctacmﬂ&ehermhdnicmagremm

. [ < Back H Next > i[ Cancel 1

7U% 0.26 License Information MSDN Library
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2.20 W11 User Information Tef User Name 1iD% Organization (UA2Aan Next > ﬁd‘gj‘ 1 n.27

& MSDN Library - April 2003 - Setup Wizard

msdn_,

Customer Information

Piease enter your information,
Welcome User Name:
g
License Information LSS
= Organization:
M User Information =

IMicrnsuFt Corporation
Selectionf
Customization

Ready to [nstall

In Progress

Finish

TR [ <eor_mes [ ol )

Weicome ol § Copies af content locally,

{requires approximately 1,8 GB of hard drive
License Information space)

User Information

—
—
—
—
v—

O Minimum {Recommended)
W sclection/ Copies mirdmum required Files locally, All cortent
Customization is available from the CDJDVD.

{requires 620 MB of hard drive space)
Ready to Install

O Custom Choose the installation kocation and specify

In Progress which content to install,

Finish

[ <Back JI  Next > i [ Cancel _]

gﬂﬁ .28 Selection MSDN Library
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2.22 1BN Folder Nf0in5AaRa d1damsiaouldadn Change... dioeiwdingn

Next > A4317 1.29

i3 MSDN Library - April 2003 - Setup Wizard

msdnj

Destination Folder

Click Next o install to this folder, or dlick Change to
install to a different folder.

Welcome

icense Information Install MSDN Library - April 2003 to:

ser Information _
= C:iProgram Files\MSDNy
B sclection/ .
Customization
Ready to Install
In Progress

Finish

317 .29 Change Folder Install MSDN Library

2.23 51809015 1 Integrate MSDN 1917 Visual Studio .NET 2003 1% CheckBox
13N Next > Azl n.30

i® MSDN Library - April 2003 - Setup Wizard

" Integrate MSDN with Visual Studio ..
Setup has detected that ¥isual Studio JNET is instaled, IF
you want to integrate MSDN with Yisual Studio so that F1
— Heldp appears within Visual Studio, select the appropriate
= Welcome boxes below:
License Infocrmation
User infermation
B selection?
Customization
Ready to install
In Progress Integrate MSDN with Visual Studio .NET 2003
Finish
Help [ < Back ;E Next > J L Cancel ]

517 1.30 M3 Integrate MSDN Library M Visual Studio .NET 2003



2.24 ¥ith Ready to Install Adn Install ﬁx‘igﬂﬁ .31

i@ MSDN Library - Aprit 2003 - Setup Wizard

msdn

Ready to Install the Program
The wizard is ready to begin installation.

Welcome Click Instad to begin the installation.

License Information If you want ko review or change any of your instalation
- settings, click Back, Click Cancel to exit the wizard.

User Information

Selection/
Customization

Ready to lnstall
In Progress

Finish

g‘llﬁ 0.31 Install MSDN Library

225 ¥ In Progress 158013 Install MSDN ﬁd‘;ﬂﬁ .32
i5 MSDN Library - April 2003 - Setup Wizard

Installing MSDN Library - April 2003

Welcome Please wat while the Setup Wizard installs MSDN Library - April
2003,
License Information
Status:
User Information valdating install
Selection/ (T TITITIT I !

Customization

Ready to Install

LT

In Progress

Finish

Cancel

1% 132 Install MSDN Library
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2.26 16 CD Setup MSDN usu# 2 439080 OK A331/9 n.33

v MSDN Library - April 2003 installer Information (%)

i": Flease insert the disk: MSDN Library - April 2003 Disk 2

C=3 (o)

gﬂﬁ .33 Popup udalvla co Setup MSDN WHUA 2

2.27 ANy In Progress 195015 Install MSDN Asgilh n.34 do 1

73 MSDN Library - April 2003 - Setup Wizard

msdn;q

2

= Welcome
License Information

User tnformation

Selection/
Customization

Ready to Install
In Progress

Finish

51" 1.34 Install MSDN Library

I [ L
2.28 WY1 Finish AfN Finish ﬁdgﬂ‘ﬂ n.35 rﬂumsﬁuqﬂms Instalil MSDN Library

i MSDN Library - April 2003 - Setup Wizard
m S d n Library Setup Wizard Completed
e

Walcome The Setup Wizard has successfully installed MSDN Ubrary -

Apri 2003, Click Finish to ext the wizard,

Selection/
Customization

Ready to Update

i Progress

B Finish

sk b ] Ganed

[] i
319 135 duen Setup MSDN Library
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2.29 ARNTYD 4 Service Releases ﬁdgﬂﬁ .36

" Visual Studio .NET Setup

Microsoft®

Visual Studio® .NET Setup

Yisual Studio .NET Prereqguisites

Reinstall Visual Studio .NET Prerequisites to repair system
components required by Visval Studio MET, or install a new
version of the Prerequisitas.

Yisval Studio .NET
Repair, reinstall, or install additional Visual Studio NET
features. Ynu can also uninstall Visual Studio (NET.

Product Documentation
Renpair, reinstall, ar install additionsl MSDN Library features.
% ¥ou can also uninstall the MSDN Library.

T

Service Releases

Check for the latest Service Releases to ensure optimal
functionality of Visual Studio .NET. You will have the option
of checking using the Internet or a Service Pack disk.

Yiew ReadMe Remote Components Setup i

=

‘gﬂﬁ .36 Check Service Releases

2.30 A579APUMTIADUADND Internet ctﬁ'aﬂ an Check for Service Releases on the Internet

s

Aa3Ui n.37

': Microsoft Visual Studie .NET 2003

Service Releases

Visual Studio .MET 2003 setup allows you to install Service Releases that
update your system with the latest version of Visual Studio \NET 2003, Service
Releases also include updates of required Wisual Studio .NET Prerequisites.

Choose this option to ensute that you have the latest Service Relezses It
additional Service Relzases anz available, you have the aption of
downloading them from the Intemet of installing them from disk

@ Check for Service Releases on the Internet

@ Install a Service Release from disk
= Chonge this option f vou have a Service Releasze disk pou want te ingtail.

More Information Cancel

gﬂﬁ 01.37 AT19¢UDU Service Releases 1149 Internet



2.31 FUAANIATIVADY AAN OK Aa31l7 n.38

~7 Microsoft Yisual Studio .NET 2003

Service Releases

No Service Releases Available

No Service Releases are available for Microsoft Visual Studio .MET 2003 at
this time. Please check back later,

i
H
J

{n

] 3
gllﬁ .38 ﬁuqﬂmimamav Service Releases 1119 Intemet
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2.32 AinVA Visual Studio NET Setup AN Exit #9310 0,39 1fumseanainms Setup

i3 Visual Studio .NET Setup

Microsoft®

Visual Studio® .NET Setup

¥isual Studio NET Prerequisites

Service Releases

Yiew ReadMe Remate C tr Sehuy

Reinstall Visual Studio .NET Prerequisites to repair system
components reguired by Visual Studio .NET, or install a new
version of the Prerequisites.

Yisual Studio .NFT
Repair, reinstall, or install additional Visual Studio .NET
features. Tou can alsa uninstall Visual Studio .NET.

Product Documentation
Repair, rzinstall, or instait additional MSDN Library features.
You can also uninstall the MSDN Lihrary,

Check for the latest Service Releases to ensure optimal
functionality of Visual Studio .NET. You will have the option
of checking using the Internet or a Service Pack disk,

317 1.39 08nN9NMT Setup Visual Studio NET



3. MAAAY PostgreSQL 8.0.3

3.1 13ena N 1 Install 1&2ATN Start > #3317 0.40
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3.3 ‘ﬁ?‘iﬂ1 Installation Notes fian Next > ﬁx‘lgﬂﬁ .42

i3 PostgresgQL

Installation notes EOngreSQI_

" Before you continu

Posfg feSQL 80

Installation Notes

VWelcome to the PostgreSCQL 8.0 Installation Wizard.

Before you begin
FPlease check the pginstalier FAQ at
hittp:H/pginstalier projects postgresql.org/FAQ_windows. htmi befare you get

started. If you experience any problems, please check it again. Also, make sure‘
you have read through these installation notes completely.

311 n.42 uaasved Installation Note

3.4 TI‘H‘LH Installation optlons 130n Install ‘H\‘i‘ﬂllﬂufli)ﬂaﬂ Next > ﬂﬁﬂ‘b’l .43
: %‘PostgreSQL

Installation options POSIngSQL

e PostgreSQL

ol 'The F"ostgreSlJL nblect relahona!
- rdatabase lnols and interfaces

Data directasy ek o

N ational language supf .-

&) ~ | PostGIS Spatial Extens

E] ] User Interfaces -

i | : .
% p;i din Il 5Thne featute raquares ?DS?KB on _I,lour' R
pOAdRn ~L-hard diive. It has 5 of 5 sibfeaturas |-

E]"” _._1 Database Diivers 7} selected. The subfeati srequ;re -

---------- ] JDBE Drwer

53M on your hard dnv

31 0.43 uaraant Installation options
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3.5 AN Service configuration 14 1d Account name, Account password U Verify

password 310N Next > A43UN .44

i e : '
gﬂﬁ .44 UHPINUT Service configuration

] . ¥ v .
3.6 NNV Initialise database cluster Mt@en ¥ w1 Accept connections on all addreses,

1 . 3 = as P
not just localhost 1dPassword W@ Password(again) U8IR0N Next > ﬂdgﬂﬂ n.45

gﬂﬁ n.45 uﬁﬂﬁﬁﬁ‘l Initialise database cluster



3.7 NN Enable procedural languages AAN Next > ﬁﬁgﬂ'ﬁ f1.46

1
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o Y o & . o ¥
3.8 91M1911 Enable contrib modules AR Next > #3317 1.47 %4 contrib module Adontas

rogl = L . ]
11 default 499 PostgreSQL 8tj1d1 S1doamisdioyaifafi contrib. module A3

Ly GERED 1510021009 lﬂmﬂ http:// . postgresql org/
‘ ]@ FostgreSQL

Enable contrib modules POSTgrBSQL

i oﬂensp 'lised funchonahty Selecl those you wssh o lnstall
ﬁlesrfuiﬂ & in: talled 30 modules may be added Iater simply by

Contrﬂ: modules pr_ \nda addltl
if the d default _lgrhpl"ate databa

l_ FITreeElST l_ TSee_lrchZ -
L _lf_l_l'set:l_oc_k_.

g‘l]ﬁ n.47 0 'M'Hﬁ"l Enable contrib modules



3.9 1111 Enable PostGIS AAN Next > #3317 .48
= pusisree
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3.11 Ainti Installing.... 19459015 install Aa31# n.50

Installing... POSTg I'GSQL

317 .50 na@an? Installing

. o ¥ » '
3.12 A1 Installation complete! 1#A@AN Finish > Wunsdugamsanas Aagih n.si

I@ PostgreSQL

installation complete!

g‘l]‘?l n.51 LEAIN Installation complete!
HINF0IN13ANYITWALIDIANGINY PostgreSQL LAY Tsan 13 wazidua 1dvn

http://www.postgresql.org/
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