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ABSTRACT

According to the security, there are several mechanisms which are different from each
other. Authentication is one of those which has been used widely and the authentication we are
used to is when we are logging in the system especially on Linux OS where we need to enter
username first to check for autherity whether we can access computer and we also need to enter
the password for that account. In addition there are plenty of mechanisms for authentication
which is diffcrent from each other and reliable, one of them is Biometric Authentication which
based on individual physical characteristic and need no password as mention before

This project focuses on applying the security using face to authenticate user on Linux
instead of using password . The project mentions to process when user login using his username

and administration scction also theories which concern to this project
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Identification and Verification
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# PAM configuration

# Authentication management

fogin auth required fust/lib/security/pam unix so. 1

login auth required fusrflib/security/pam_dial_auth.so. 1
rlogin auth sufficient fusr/lib/security/pam_rhost_auth.so. |
rlogin -auth required fusr/lib/security/pam_unix.so. !
dtiogin auth required fusr/libisecurity/pam_unix.so. |

telnet auth required /usr/lib/security/pam_unix so.1

su auth required fusr/lib/security/pam_unix.so. |

ftp auth required fusr/lib/security/pam_unix so.1

uuep auth required fusr/lib/sccurity/pam_unix_se. |

rsh auth required ‘usr/libfsecurity/pam_rhost_auth.so. |
OTHER auth required {ust/lib/security/pam_unix.so.1

#

# Accounl management

login aceount required /usr/lib/security/pam . unix so. L
rlogin account required fust/lib/security/pam_unix s, |
dilogin account required fust/lib/seeurity/pam_unix.so |
telnet account required /usr/lib/sccurily/pam_unix-.hso. 1
fip account required fusrflib/security/pam_unix so. |
H#

# Session management

#

login session required Ausr/lib/security/pam_unix.so. 1

rlogin session required {usr/lib/security/pam_unix so. 1

dtlogn session required fusr/lib/security/pam_unix.so.]

telnet scssion required fusr/lib/security/pam_unix.so. |

uucp session required fustflib/security/pam_unix.so. |

OTHER session  ° required fust/lib/security/pam_unix.so,1
™~

# 4

# Password management

passwd password required /usr/lib/security/pam_unix.so. |

OTHER password required /usr/lib/security/pam_unix.so,

1 a ' o fas [ s .
s 24 wamesnudedisea duursd i IMSRua (fete/pam.conf)
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# PAM  configuration

# Authentication management

#

login auth required Just/lib/security/pam_unix,so.!

login auth required /usrilib/security/pam_dial auth.so.]
rlogin auth sufficient fusr/lib/security/pam_unix so.1
rlogin auth required fust/lib/security/pam_rhost_auth.so. 1
rsh auth required ‘ust/lib/security/pam_rhost_auth.so. 1
OTHER auth required fusr/lib/security/pam_unix so.]

i

# Account management

OTHER accouii Required fusr/lib/security/pam_unix.so.1
#

# Session management

OTHER session required fusr/lib/security/pam_unix.so.
#

# Password management

OTHER Password requircd /usr/lib/security/pam_unix.so.1
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auth sufficient lib/security/pam_rootak.so
auth required Alib/security/pam_stack.so service=sysicm-auth
account required /lib/security/pam_stack.so service=systeim-auth
password required Mib/security/pam_stack.so service=system-auth
SCSsion required /lib/sceurity/pam_stack.so service=system-auth
sCssion required /lib/security/pam_xauth.so
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- Linux-PAM
Logitech Quick Zoom weh camera
- OpenCV (Opensource Computer Vision)
- O language
- Editor VI
- GNU C/C++ compiler

- Szimﬂﬁﬁaﬂﬁ GNU/Linux (Debian 3.1) kernel version 2.6
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AMTNTRRAE
High-quality VGA sensor
Thin 2.1 metre USH cable
Manual focus
Video capture @ up to 640 x 480 pixels
Sull image capture : up to 640 x 480 pixels

Fram ratc : up to 36 frames per second (with recommended system)
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