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ABSTRACT

At this moment, using Linux operating system is more popular, For system security, user
authentication is needed in order to access into system,

The authentication is mainly use username and password. But username and password
are insufficient to secure the system, because of using password may be guessed or may be
known by others and sometimes users forget their password. Therefore in order to overcome the

above problems, we developed the Linux login system by using face recognition.
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# PAM configuration

# Authentication management

#

login auth Required fusr/lib/security/pam_unix.so.1

login auth Required fust/libfsecurity/pam_dial auth.so.l
rlogin auth Sufficient fusr/lib/security/pam_rhost_auth.so.1
rlogin auth Required fusr/lib/security/pam_unix.so. 1
dtlogin auth Required {usr/lib/security/pam_unix.so.1

telnet auth Required fusr/lib/security/pam_unix.so.1

su auth Required fust/lib/security/pam_unix.so.1

fip auth Required fust/lib/security/pam_unix.so.l

uucp auth Required fusr/lib/security/pam_unix.so.l1

rsh auth Required fusr/lib/security/pam_rhost_auth.so.l
OTHER auth Required fusr/lib/security/pam_unix.so.1

#

# Account management

login account Required fusr/lib/security/pam_unix.so.11
rlogin account Required fusr/lib/security/pam_unix.so.l
dilogin account Required /ust/lib/security/pam_unix.so.1
telnet account Required fusr/lib/security/pam_unix.so.1
fip account Required fusr/lib/security/pam_unix.so. 1
i

# Session management

#

login session Required fusr/lib/security/pam_unix,.so.1
rlogin session Required Just/lib/security/pam_unix.so.1
dtlogin 5€sS10n Required /usr/lib/security/pam_unix.so.1
telnet session Required fusr/lib/security/pam_unix.so.1

uuep session required fusr/lib/security/pam_unix.so.1
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OTHER session Required fust/lib/security/pam _unix.so.1
#

# Password management

#
passwd password Require(i fust/lib/security/pam_unix.so.1
OTHER  password Required fusr/lib/security/pam_unix.so.1
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Auth sufficient /b/security/pam_rootok.so

Auth required /lib/security/pam_stack.so service=system-auth
Account required /lib/security/pam_stack.so service=system-auth
password required /lib/security/pam_stack.so service=system-auth
Session required /lib/security/pam_stack.so service=system-auth
Session required {lib/security/pam xauth.so
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I | |
| | o _&I
|
N | !
R TN g~ ] ImageSouice
) OpenCV & — - — — - = === NALY_ I
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3.1.2.1.1 Face detection class

14 ] ]
Tunszuaumsmlumiyanariu 331013 call TuUfiwsen detectinimage() tofumn

TunihangUisudmmis Web camera

Detection

tdetectioninfmage()
+getNextimage(}

DefaultDetection

HCascadeMNama
+HaarScaleFactor
HHaarMinNeighbors
+hMinSize

+ParelScale
rDafaultDataction()
rr~DefauitDetecton()
rdetectioninlmage(}
FgetNextlmage()
HgellmageueuaSizel)

AW 3-4 ABTE DefaultDetection 1 Implement method AN ! fifwua lavaaa Detection

ludrmwesnata Detection ﬂigﬂﬂﬂﬁljﬂ

®  JetectionInlmage(); 1 Muvienn 1w 19910 Web camera

a 4 9 ] , '
®  gerNextlmage(): TUNRIN Web camera W I aunsamlumioguseio

ludquusinaia DefaultDetection 92 Implement W13 face detection algorithm %94

wWiudsa opency Taodsznovlidsuuson

[ '
DefaultDetection(): ADUTNTARNDS
~DefaultDetection(): faniamas
. ¥ Y
detectionlnlmage(): wiluniininami 1891n Web camera
o A ¥ LY ' ! 4
getNextImage(): TUNTWDIN Web camera tNo IHawsom lumiheinsdeitio

getimageQueueSize(): SUAMLAT Ina s lumhilaniu
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3.1.2.1.2 Normalization class

NIZUIUNTINT Normalization Junw el i uuuiidoants

Normalization

+normnalize()

T

befaultNormalization

+Norm
+DefauliNormalization()
- DefauiNormaliztation()
Hreemalzation)

AT 3-5 weangniYlaoAaId Normalization

TuavoIna e Detection U5naudTy

®  normalize(): N321IUNT normalization gﬂmw
lugiuuosama DefaultDetection YTEnonUd Y

®  DefaultNormalization(): ABUTNI AW OH

®  _DefalutNormalization(): i aniamo;

®  sormalize(): N33 VIUNTT normalization g‘ﬂmw

3.1.2.1.3 Training class

Training

tcreateSet)
+nex|Person()

=+ addlmage ToSe}
+1rainSet()

T

DefaultTraining

-+ algorithm

H DefauliNor matizabon()

+ ~DefaultNormaliztationd)
tcreaeSet()
tnextPerson()
HaddimageToSei)
HtrainSel()

A1 3-6 Lwseaignld lavaaia Training
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o b 3 4 5 1
®  createSer(): YIN13A3 MNANTYaIUL 11
= 3339 @ 1 L. ..
® sextPerson(): mn@‘lﬂwagaﬁ U Training (Training set)
®  grainSer(): VINTLUIUMNS Training
lud 10998 DefaultTraining Usznavudiy
W o
®  DefauliNormalization(): ADUANIAURDI
a o o
& - DefalutNormalization(): ATANTAADIT
o ¥ L 4? 1
i createSerO:Tﬂﬂﬁﬂ‘i%‘iﬂ@h‘tlﬂy'aﬂmnﬂﬁu
2 wqwg W ' . W,
®  extPerson(): quaﬂlﬂummﬂaﬁ AU Training (Training set)

®  rainSet(): MINTLUIUNTT Training

3.1.2.1.4 Recognition class

Recognition

M recognizel;

1

DofaultRocognition
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HE xecuteAction
+Defauitormalizason()
+=DelavNormaliztation])
Hracagnize()
+racognizeNormalize()

I inializeAdgorithm( )
+gatResults()
+getRecagnizePerson()
Hexecuiadcuon()

WA 3-7mneafign1Fingnaia Recognition

Tuguvesnand Recognition Usgnounay
. o ¥
L recogmze():ﬂ‘iﬁ‘l}’mm‘igﬂﬂu‘ﬂu“l
Tud1uv99md DefaultRecognition 1/3£ROUA Y
[ o
®  DefaudtNormalization(): AOUANITARD I
o w o
®  DefalutNormalization(): PANIAIRDS

. Yo 3/
®  recognize(): NITUIUMIII VNI

24



25

recognizeNormalization(): ﬂizummiféﬂnﬂﬁmazms 11 Normalize
initializeAlgorithm();

o dal W e LY
getResult(): wadwi ldninnszuaumsisilunh

o fa o Y Qs
getRecognizePerson(): madnifl A NNz UM I NResTYRadyana

3.1.2.1.5 Image acquiring class

ImageSource

+getimage()

I ]

MovielmageSource FiloSourca
HsourcaCaplura +Path
+Movingimage Souroa() +Name
r~MavingimageSource() +FileSourcet)
+getimage(] +—FileSource()
Hinitializel) F+getimage()

CameraStream
+Camera
H+MovingirmageSource(}
+-MovinglmageSource()
Fgetimagetf)

= = ¥ =,
MNW 3-8 Lmawgniﬂﬂmam Image acquiring

ludrvonaie ImageSource Ysznova iy

getlmage(): TUNTWI WT1910 Web camera

luduvenaia MovielmageSource 1sznoudu

s L4
MovingimageSourcef). POUTNIAIADT
= “ o
~ MovinglmageSourcef): ATNIANDT
getlmage(): FUNIWAIUIID web camera

initialize(): Sonld cve apture()

Tudaruveanae FileSource 152noudny

L J

[ 4

FileSource(): noUANIASA BT
= G &
~FileSource(): AANIAADI

o ¥
getfmage(j: TUNTWIUIUIIN web camera

~



e IUUDIRA T CameraStream 1J52N0UAY

qs o
MovingimageSource(}): AOUTNIAUNDIT
) [ o
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getImage(): SUMWIAININN web camera

initialize(): Sunld CvCapture()

3.1.2.1.6 Algorithm class

Algorithm

irecognized Thrashold
fractivegroup
ffresultList

B ainCoup
+oreateAlgorithm{)
HgetAlgorithmName()
Hcomparnal]
rgatTypel)
Hinitialize()
+rainlnilf)
HetrainAddlmage()
Htraingy

AIWA 3-9 Aala Algorithm

lugruvesnara Algorithm A52neus e

createdlgorithm():
getdlgorithmName():

=t =1
compare(): AszuaunIfsosio

3.1.2.1.7 File handling

DataStorageHandler

DataStructure

+readilgorithmBDataf}
+writeAkgonthmDatal()

+getAlgorithmType()
+getPersoninDatal)

AW 3-10 pana DataStorageHandler LS AR DataStructure
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3.2.1.1 Input/Qutput Specification
. . 3 w9 M A w4 Yg vel 3 g 3 LY
Input Specification  Yoyai Y1 Ao Fotigyrd lenezdlFauszuy waznwlomi
vay S A aw ¥ g
‘WNFﬂ’ﬁﬂuuu“]J’Q‘lﬂi]'lﬂﬂﬁﬂﬂl'l‘l_lllﬂu
Output Specification ‘ﬁ’an”'ﬂi}@ﬂ 79 X-Window
3.2.1.2 Functional Specification
. P b = o
pam_anubis naaaﬂﬂumswqwmu

da w o s ) L4
pam_sm_authenticate() WINFUXANTIMTUNT WHIUAUVBINDAD PAM

2 oy ¥q ¥ o o
pam_get user() AR MeynR 17 dmiunisUszuana
¥
a1 @ ar = o
pam_set_itemn() Aemdayad mSumsAgeiau

3.2.2 davveam iR Fgly
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!

gel username

!
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Finish
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3.2.2.1 Input/Qutput Specification

o ow < 3/

. . o “ A o 3 sl ' ¥
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3.2.2.2 Functienal Specification
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Y r o 3 o '
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3.2.3.1 Input/Output Specification

v Y M A w om

Input Specification  Yoyaiwdh fe Feruddlinzavoonainszuy

) Fd
-

B B Y & T Z 2 Y o
Output Specification U8ya00N Ao Yo yT lFAUIY TIUDIBYRVDIFU UGN DY
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3.2.3.2 Functional Specification
anubisdel
A& a o @ 4 g 3/
execl() WRITUAAIFY deluser oaUdlFruluszyuy

2 g ¢ &gy wq w
getpwnam() A3¥ayann A ete/passwd Wal¥lunsaudlFeonansyin

3.3 HSIBYAUBINTHNIN
gtlngainlF Tunsdann
- s:wﬂﬁﬁﬁma GNU/Linux (Debijan 3.1) kernel version 2.6
- Logitech Quick Zoom web camera
- OpenCV (Open source Computer Vision)
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- libglade, libgtk+2.0
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MANHIN

v »
TUNDUMTAAAI
1. ¥uneumsndes Web camera
1. aﬁﬁgd pwc-source (Philips web camera) iﬂﬂﬂﬁﬂiﬂm’rﬁﬂﬁﬂqﬁﬁ
http:/fwww.vanheusden.com/setpwe/setpwe-1.1.t1gz M32910 Debian package pool (testing) Ty
981
#apt-get install pwc-source

T ¥ ¥
2 dlaiinsAndaioudaoudl 93 HuAoaInTs patch version B pwe-source 1A

¢ 3 . . : - tY A o o
ﬁ?iﬂiﬂﬂnuiﬂﬁﬂqﬂmﬂ hitp:waww.saillard ore/linux pweifiles/ (i‘]ﬂguu 718 1IDIVU pwe-

10.0.10-10-10.0.1 L paich.bz2)

3. e 1WE archive oon Tnoldsids
Star xjvf pwe-10.0.10-to-10.0.11.patch.bz2
Scd pwe-10.0.10-to-10.0.11
4. Y1015 patch version Y03 pwe-source TaoAouivginisanda Suiludae kemel
header Y94 kemel UpaszuLT 14183 Turiou TRBTNTORAR Y apt-get ¥89 Debian 13 Tny
#apt-get install kernel-headers-${uname -r)
inmfu
#make
WIN15aU library i arion
#find /lib/modules/ uname —1° /-name “pwc* ko”
#rm /path/to/that/file
#make tnstall
#cp pwe.ko /path/
s.nvaevanuegalii
#depmod —a
#rmmod pwe
#rmmod pwex

#modprobe pwe power_save=|
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2. unoumsaadalaunsa
1. d0RaRandes Web camera it vidoudoonds
2. finaen T anubis.tarbz2 11 310 laSanedla q
Scp anubis.tar.bz2 /path/
3. anw IWddnaneon daenisldsda
$tar xjvf anubis.tar.bz2
4. néawnaaieldosnuds AadaTsunsy
$cd anubis
$./configure
Smake
#make install
5. finnonlvd pam_anubisgdm.so 11137 /usr/include/security/
#ep pam_anubisgdm.so fusr/include/security/
6. YFuumsa g fete/gdm/gdm.conf AINTN

#vi fete/gdm/gdm.conf

[servers]
# These are the standard servers. You can add as many you want here

# and they will always be started. Each line must start with a unlque

# number and that will be the display number of that server. Usually just
# the O server is used.

1=Standard wt0B

DEStandarg ol




7. USuuaanIWa  sete/gdm/init/Detault #4779
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#1 /ban/sh

# Stolen from the debian kdm setup, aren't I sreaky

# Plus a lot of fun stuff added
# -George

PATH=/usr/X11R6/bin: $PATH
OLD_IFS=%IFS

gdmwhich () {

COMMAND="%1"
OUTPUT =
IFS=:
for dir 1n gpPaTH
do
1T test -x "gdir/$COMMANG" ; then
1f test "xFOUTPUT® = "x" ; then
QUTPUT =" $d1 r / $COMMAND"
fi
f1
done

TFS=$0LD_IFS

froot/face set.xml
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¥ ¥ v
s ¥ ldsunsusiuituasuluns 1w wdesnitu 3 Suasunanlaun

< = .
1. msaenau (login)

2. Msud1H9usT Y (add user)

3. MsaudIFIUTZUU (delete user)

' q ¥ 1Y o o 3 < ¥ ¥ = ¥ ¥
AouMs sz vvduuuylunisaendudnaynddtnlumiesdedinisud ludeya

o ' 4 = 3 = =
Tulwd PAM Configuration Aewieilumsnfaouszuuannmsiendudismsiloutoyng

LY

L4 = o 2 3 ar -:ly F]
LEDTIUBLLASWITLITH NWE‘ﬂUﬂWﬁﬂi')ﬂﬁﬂUiﬂﬁu? IQU‘U%UW@UQQU o

l. LLﬁnlﬂl‘fJJ‘E);‘JlaclulMﬁ(/etc/pam.d/gdm

2. Lﬁmsf'oaga auth required pam_anubisgdm.so asly

&t o 1 o
3. NOUWUVN @include common-auth Tagsiinisla «# wiinlszlon fasyl

LI LWL MIEw S an teps LS

#uPAM- 1.0

auth requis:te pam_nclogin.so
auth required pam_env.so
Zinelude common. aatl

auth regul e £om anuil: sgaim. 2o

@include comman-account
sesslon required pam_limits.so
@include common- session
@include cammon-password
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