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ABSTRACT

Nowadays, the data communication necessarily depends on more complicated
Cryptography in order to meet the most effectiveness of secure data communication, This causes
Hardware cryptography is incontrovertible, Although the process of eryptography is pervasive,
and there are ubiquitous source codes, developers or programmers should consider advantages and

drawbacks of hardware platform when they adapt cryptography to operate on the hardware.

This project 1s conducted by using HDL codes and Secret Key Cryptography algorithms
in process of encryption and decryption on the designated hardware, and software drivers and
necessary libraries are simultaneously developed on the designated hardware before testing the

practical implement.
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int alloe_chrdev_region(dev_t *dev, unsigned int firstminor,
unsigned int count, char *name);
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void unaregister chrdev region{dev_t first, unsigned int count);
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struct file _operations fops = {

.owner = THIS MODULE,
Alseek = Ilseek,

read = read,

Write = wrlte,

doctl = toctl,

open = open,

release = release,
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struct module *owner
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<linux/module.h>

loff t (*llseek) (struct file *, loff t, int};

9 - o 1 ' =) kY o P as v =1
MHadoudwmialumssnsalouteyans Md Tasamndanduagiusmnua

3
=4 o

2 o o Y g Sy

U7n v3ayaeariam (Offset) 31ngaiuAn 1A 01 ludinsssydanduil szild lases by
o o T ¥ 3
aunsnAmuad i suudeyavesgnial

ssize_t (*read) (struct file *, char  user *, size_t, [off_t *);
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ssize_t (*write) (struct file *,const char __ user *, size_t, loff t *);
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int (*readdir) (struct file *, void *, filldir t}
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int (*ioctl) (struct inode *, struct file *, unsigned int, unsigned long);
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int (*mmap) (struct file *, struct vim_area_struct *);
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int (*open) (struct inode *, struct file *);
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int (*release) (struct inode *, struct file *):
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int (*fsync) (struct file *, struct dentry *, int);
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WouraugATHa (Crypto Core) Pl

] =5

Fousefs o (PCI Core) MM MiEeuaonIsHIIuseInanG1a (PCI

Y159 @ (Crypto Core) 1ABNAYYIUNITANADIT ZH 11 YATOUABAE 19 (PCI Core)

7]

e

Address Bus 13 19 (Ibaddr[14:2]): 1fludynyios address bus 493 PCL.

Input Data Bus 32 119 (Ibdatain[31:0])

Output Data Bus 32 119 (Ibdataout{31:07)

o [

DU Read, ¥1I1ULLY active low (lbrdb)

4

YW Write, 191U active low (Ibwrb)

a

4

Y Chip Select, LU active low (Ibesb)

€

AN Interrupt, W14 1MUY active high (lbint)
Wmumuwm Vender ID

Teyny 10 Device iD

o A Vo R 1
anuuzMsFouRaAgI 1A

Host

PCI 13-bit Address Bus

Core 32-bit Output Data Bus

32-bit Input Data Bus

Chip select signal

PCl Signal Read signal

Write signal

Interrupt signal

Vender ID

A

Device |D

A

511 6.3 FyenunsAanasnIgaFeNAn R 1o (PCI Core) WAz ¥AI15 ¥ (Crypto Core)

Crypto
Core

Y1t Address
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2. youdsHa (Crypto Core)

FMTuYAIR WA (Crypto Core) HimthiFendemaiaudana Address Bus,
Data Bus, Read, Write 1ta% Chip Select ﬁllﬁmmgm%amfiaﬁ%"la (PCI Core) udnasdaynm
1WAy s e (Crypto Core) mnlu Tﬂt}ﬁﬁgmﬂﬁ'wsﬁ’ﬁ (Crypto Core) 9ZVAMTANTANS

@ ]

Fauaaidanluguunn Memory Interface TiludyaudmiugadisWanigawly

o

Tavaiintsudaadiumia Address Bus 71 1ASUAINTI9X0UATIT )18 Read, Write, Chip

YV ¥ o

v £ v
Select upthalsdmsstuidmua Bal¥dadgananiug Tdawidmua 1 Srdyanalny

¥ = ! wd [ ' ¥ 4 ' o d
Gl@ﬂiJﬂTiﬂﬂﬂ?nl’.}ﬂi)ﬁi‘Vﬂﬂ'l'i #1477 (Latch) l‘bﬂ’JU BRI H I Address llilﬁﬁx‘]@ﬂllﬂ?‘l’luﬂﬂ%$

Tiruladynrzuiiug uazdmSugadisie (Crypro Core) udanululsznoudsdiunie

¥
=

A1
Y @ G o

e AsENUALRPATHIAY lAudanaTtu DES
[% o Y ar =8

e avugrdanssiilanl¥oansity SHAI
' =1 Vo =R ¢

* nuigueuun lagladana3iy LFSR128

* AUAAAD Bus Interface

®  @)udan13 Device ID/Vender ID

3. Linear Feedback Shift Register (LFSR)
#1371 LFSR 30 Linear Feedback Shift Register iunisadinavguifivn (Pseudo
Random Number Generator) U17A 128 bits fiidFnanmindeudeyamnaduavgy dmsvda

3
ahrunvguiiondali lFanios 1 dyguuiEn (Clock) Tumsadiupugudivy

—1Seed(128) Rand(128)——
Load

— CE
—o>Clk
— Reset

3119 6.4 Foya 1@ 199003 Linear Feedback Shift Register (LFSR)

kY
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M3 6.1 M11anARIT gy IUA19U0 e LFSR

pin direction ' description
. - 9 o LY 1 q‘ Y W ar
Seed (32) input | vwa 32 bits IEdmsuteumiiuduliiu LFSR
. A a 1 a bd ¥ ar
Load input 1" eimstlouasudu1in LESR
. A o 9/ 4 3 t u:g
CE input ‘1" e wmuald LESR vinsadaavguaalnidumn
B I\ A Y A . ' ) a2 a '
Reset input ‘07 iWumsisuduieiimuam nie Sudumsiiaund
Clk input Ty IWn e 013919111 synchronous
Rand (32) Ouput | @ uavdua 32 bits WelmshianuiGouiey

4. Data Encryption Standard (DES)

&51 DES %39 Data Encryption Standard ummidsvauazeensiaduuuungu

i s @ ar 3 R
nwmiloudu laolHaan 16 Clock TummitnisnaaTiadu aonusuazIoA WV 64 bits

——Clk

Dataln(64) DataOut(64) ———

Key(64) Ready
Decipher
Ds

Reset

gﬂﬁ 6.5 LLTA wfgimﬂ.l Data Encryption Standard (DES)

A13199 6.2 113 U AAARY Y IUA VDI DES

pin

direction description

Dataln (64)

mput | g 64 bits dad e ivanienea s

Key (64) input 4 Key UUI9 64 bits
. . 4 9 ¥ o ,.A v
Decipher mput O WDADINIITHT DI aaanTH
i s oo o oA w
Ds input 1D HMTIUIHIONAATHE
. a oy A o ! = 2y o !
Reset nput ‘0 Lflummumumamﬂuﬂm N30 1SUAUNTYIO I
Clk nput ﬁ'igiymmﬁmLﬁarlﬁﬁmﬁﬁwmuuu synchronous

DataOut (64)

A e ¥ =] o ¥ Wi w d
Output WDUMTANYIBNEAINTIUDINY 1ﬂme“W§"’Uu1ﬂ 64

Ready

Output | WisfimsdhsianSenaasvaGoudoossiidyaia 1w

11 Clock ‘
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5. Secure Hash Algorithm (SHA1)
- . Y a 3
SHA1 170 Secure Hash Algorithm L'ﬁ‘uﬂ”IS!,nJﬂdﬁlﬂﬂ’ﬂiﬂ.LHU‘ﬂNlﬂU’J TaeRvon 11
b ]
1uﬂ1illﬂﬁﬂtlﬂﬁ$ﬂ§}\‘iﬁﬂ’J"IlJtl"l’J‘lJqu 512 bits ung i’fammmanmﬁwm 160 bits G115

¥
msulasdionanu (Digest) 1HamManua 80 Clock

=t

— Message(512) Digest(160)
—— Message Valid Digest Valid ———
—>Clk

—— Reset

gﬂﬂ 6.6 8D 1WA VDI Secure Hash Algorithm (SHA1)

M13191 6.3 MTIUAAITYLIUA DI SHA]

pin direction description
Message (512) input FOAIIWVLIA 512 bits THAITH Digest
Message Valid mnput SRy m‘iléhﬂ’li‘ﬁ’l Digest
Resct input 0 Humsduduiefmuads nie Sudumsina
Clk input | FayaatAnune1iin1s a1 synchronous
Digest (160) Output Digest UHIA 160 bits Lﬁﬂﬂ‘i:ﬂ’mmﬁﬂl Digest Suusen
Digest Valid Output Nz UINNIE Digest L?ngaﬂuﬁ"ﬁagmumﬁyﬂ:zﬂu ap
HIU 1 clock
6. Device ID

fmTumsaade lurzuis lessuvd fianissedimsuenuszginsalinasddae

11 3 v
Device ID 1A% Vender ID @4 UINAIUNR M 1A daA1 Device ID 1p Vender 1D 19l

¥
T-1

» ¥ v
Crypto Core 111U aouil 1ianeh 138l
®  Vender ID -> FOFO

® Device 1D -> FQFQ
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7. mai hllty
G 15HA(Crypto core) VBUIMI5ENDUAIY Lincar Feedback Shift Register, Data
Encryption Standard, Secure Hash Algorithm A3 uiivinau1nAunIhezuss9aauy

o — ¢ A o a Y ar E
mialuaey st ldmsadid loaunlszasnaodludmivussyyadsa Saldueonidu

¥ W
L]

qoINguUALT

b ﬂfjllﬁ 1 - Secure Hash Algorithm

L ﬂi:jﬂiﬁ 2 - Linear Feedback Shift Register, Data Encryption Standard

Tumsdadygiuang ldgadsiaudas desnuuumsiiauiluuuy Memory

o

Interface WIHMIIT QI Read, Write, Chip Select, Address, Data In, Data Out clum‘aﬁ'ﬁagﬁ

LIt}

A199A DI IR WHUIA M UA

a1 (Secure Hash Algorithm)

0

»
mﬂumagﬁw Secure Hash Algorithm UH14M U Address ua:nmi’hﬁ&mmm 31l

: o ' o o
ﬂﬁldﬁ 6.4 915 19UAAIA WKL Address ¥aIMIATUN 1

Pin Address Direction
0004 Message Input
0008 Message 1 Input
000c Message 2 Input
0010 Message 3 Input
0014 Message 5 Input
0018 Message 6 Input
0020 Message 7 Input
0024 Message 8 Input
0028 Message 9 Input
002¢ Message 10 Input
0030 Message 11 Input
0034 Message 12 Input
LOCBS Message 13 [nput
‘ 003c Message 14 ' Input
L 0040 Message 15 Input




A19197 6.4 (A1B)
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0044 Message Valid Input

0048 Reset Input

0050 Digest E Output
0054 Digest D QOutput
0058 Digest C Qutput
005¢ Digest B Output
0060 Digest A Output
0064 Prigest Valid Output

AY3AlLN 2 {Linear Feedback Shift Register, Data Encryption Standard)

mﬂumsaﬁfm Linear Fecedback Shift Register, Data Encryption Standard NA NI

»
Address HAZMSIMINIATA1IA 1]

Data Encryption Standard

i o L d ql. "
AIINN 6.5 MINUTAIATHNUL Address 1890139 1u% 2 Judruves DES

Pin Address Dhrection
0004 Data In (Low) Input
0008 Data In (High) Input
000¢ Key (Low) Input
0610 Key (High) Input
0014 Decipher Input
0018 DS Input
0020 Data Out (Low) Output
0024 ! Data Out (High) Output
0028 Ready Qutput
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Linear Feedback Shift Register

. o i o 3 []
A1 6.6 M 1ILAAIA WA UL Address ¥oamIalUR 2 Tuaduuens LESR

Pin Address Direction
{104 Seed (31 downto () Input
0108 Seed (63 downto 32) Input
010c Seed (95 downto 64) Input
0110 Seed (127 downto 96) Input
0114 Load Input
0118 CE Input
0120 Rand (31 downto &) Output
0124 Rand (63 downto 32) Output
0128 Rand {95 downto 64) Qutput
012c Rand {127 downto 96) Output

o v o d é
642  msespuuuMIMNUTINVeITeNAIAL I InsIIe3
: R 7 A g o oA
dauvearenaIsa law lasas nuga lsunsuaonu e il 2 oo fia ns
3 o ¥ o 4 o a as o o
arwguve Mrualumsldouglnsa nagasauimedisonms IHaueilassininTdsunsy
Atgounathl
v s o o Y [ a y ) a1
uamanauTA 19 lasnasdanisdudase Tadly 2 e Ao daudedadugingal
H = 1 ¥q & 1 - ) ar Jc’: 3 = a J
pazauAane flg0u luguaaasnualnssidu ez ldusnisluszdua e
o ey A o A [ o o o Ea] <
seupilidanisiieseanineIns uaswoTudalsyafugUnsslarsnuns 1y n1s9aines
o 1y a ﬁ v o o v o P ova o
aupAPIavegdnsol upzMIasoyasennIaneTa AL M TDa IuARA e 1F a1y
wlduims lusedvuuwdorianinsvesduesatduuinshfieguetszuulfiams ms

L »
Mawndn q vealasnes Ao nsargumsiudideyasznin daudassia 2 e
o @ 1 a R - 2, =3 o4 ¥ o o M
dmSududaaenud lFnuiu smzdonldms 1usms Tavussginsaliaiiowm]
& 3 v b= o
wiflu¥DyaTI5uA1 (Device File) Falumsldanniu TsunsuiladlFammansodla &'l
" = o o . o v g a
W18 Tnor1un1em5i5on 15750 (Function) open() uazemisoiudadayaiioiiniad
Y L] =1 o ar . = ]
wha ld lavrin mamsSon1FHaAFY read)) uag write() sWdITwIsOAIURUAIT IF LA
Ilﬂk[ 1 =y 3 o s 3 & @ = 1 Yy Y -::y:: ¥ = &
9 lalagiiumianissonaf g ocd() Faludidanaduglranuiiin axliusmsmmei

Fa Fe e e w qw V- ST S ¢ fe r &
wEusAuudmTums oo sduiimniu Taoluserdaulsa g lasnesyeas iy

wseudanTuaumsUszmalasiadiane i
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struct file_operations cryptochip_fops = {

.owner = THIS MODULE,
read = cryptochip_read,
arite = cryptochip write,
doctl = cryptochip_ioctl,
.open = cryptochip_open,
.release = cryptochip_rclease,

B
a0 M o ¥ o o ¥ 9 n ¥
ﬂTiﬂ'J“UﬂlJﬂ’liGlﬂﬂﬂﬁﬂﬁﬁuu LﬁTi]SF]ﬂﬁﬁnﬂ‘iﬂiﬂﬂ‘iiﬂUﬂ’ﬂiJQﬂﬂi’N“U?N‘U?]Ha 1ﬂ

4 v . , _ -
Au Favzdeasulsziu a1 d11dsunsuewIse write() #1350 read 14 1aolu1dsumsus

¥ .
a9 29 1

= ar o g ! I3 ar e o
asﬁau (return) FINUHARWA A AIUUYDNAN lﬁﬂ?ﬂﬁ5Uﬁﬂﬂ§ﬂﬂ1ﬂ1§ﬂﬁ$b?ﬂﬂﬁﬂﬂﬂLlfl“l!nlﬂfi

al

¥ k4 o _ o o [

c(: a da & A qy a =
esiu nezdeaudnyaniinimgndesdie dsdsddaydmivnmife msdodunssen
¥ w t P = w a o 1 A ar & =1 dy e 3
Tlsunsudounu Tasmwizogtets madsuiuisnuaaodu Falulsz@ui 915w
=t ] o o o @ oar
a1 Taoms 1931e3 (Semaphore) W1rolunistlasfumssuiledsudouiuiy
W
=4 o o ar ' a' o
Al laseeiin Idgnesnuuuldlszneudvduveusamas 1 duaz Tfsunsy
=R o 4 g { A o 4 a ] @ | :1 o
a Feguvoasamas Iddezifuaiaie q aneadumsal il aelunisyiuuds 3198

F91 cryptocard.c 8% cryptocard.h

a r o o = @

6.43  MIPANUUUMIINOHAINYBIBa A SHaNNRIATY

) »

N1n1500nu1U TUSHATUHO WK FNUADUIMNAADUNMITHIITUNY 3 94 Ao FIUVDI
msmnsguavioygnsai v ldviigndewaziiszdniamw diuveamsiuey
as =y r a B4 ar o ar ar d‘ 9 1 94/

B0N035) dIuvaInIsHIMsIsvasuuazooaIvady nelda1oaanis IFaruuaziiy
& o [ u,: 1 ] o @ ok =" =
WIRTFIUIININITDOAUULNITIHIUND 3 druriuniada el asdusuduusnisees
seuud§iAns datioyarm1sfangu read, write, naz MU 11911 Tas1E 10 control

¥
A1
=Y o r 3 SF t o o ) ' ' T
1. LFSRYUA 128 19 ¥n1s a9 1@aau (seed) Auilandu writc uazdunuavgy
= 1 o o
UL 30U read
o ooy A 1 & o . 1 ] I o«

2. SHAD ¥1IA15#399A 1UNF INT1THIUNIIH AT write UASO VWA UL T 1RLDH#
o4 94 1 o a
A ldoonu 1L 97T read

3. DES uag 3DES MIAaadonufdoantsmiunafn vy write  1aze1uel
3 =g Y ar A o b ) & o A 21 2 =
FaANUNAINITANTHEHTODOASHALAINTUHINTY read 1ABIADN IV UALGZA NI IR B

DAATHANTUN I [/O Control
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6.5 nuIAAlUMIDONUVLYANATOL

¥
g

o s dw =Y o =
d@miulassnuil s 1desnunnldfidnuusiuuegas (Modular) Tanafigs daiu

' ' o =Y & T 1 4 o I '
upazdruziniiinwdudass FazdoduetiainluSeveanmsinerdiudan 9
navu e ldonluaiuas i

¥
.
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Unn 7

MaInaaDIazHaNITINAang

7.1 DES/3DES

b a Y o a c;’: p o 3
151181 Tasme s I e mn0i1au 1899 des uaz 3des Taolu des a1msan 1avanua

9

4 mode 19 ECB, CBC, OFB, CFB minagay Talsunsy 1511414

isag21:”/crypto_dest | /crypto_des load ———————————~——> laad Madule
isag?l:"/crupto_des#® lsmod | grep crypto_des . - vy o
crypto_des 22466 0 —————————————— o —— > dwoga higaediliiy
izagl2l:”/crypto_des® cat /proc/interrupts | grep cryptochip

10 0 XT-PIC cryptechip

isagll:”/crypto_des® tail —n 9 /var/log/messages

Jan 6 00:00:56 isagdl kernel: Start cryptoechip_init function
Jan 6 00:00:56 isag?l kernel: passed kmalloc

Jan b 00:00:56 isag?1 kernel:; This is setup character device
Jan 6 00:00:956 isagZl kernel: This is probe()};

Jan 6 00:00:56 1sag?1 kernel: HNext: pci_enable_device():

Jan & 00:;00:56 isag?1 kernel: IKQ NHumber :: A

Jan 6 00:;00:56 isag?l kernel: This is sendPass{):

Jan 6 00:00:56 isag?! kernel: write 2 to 0x0000

Jan b 00:00:56 isag?l kernel: pci_regiter driver result = 1

_}§@g§1§fﬁgfﬂpto_desi cat h f
Hello Horld ' J § ) (" Tolohles'clo) % \J/ LXEX 5 danaiuitey TWa &
Hello World , =

isag?1:“/crypto_des® ,/demo - —— ——— — — . ___ > launsudmimalu

DEHO Prograa
Syntax : ./demo [OPTIOHN]

OPTION :
-f : source file Encryprion
~k - key ex. -k 0x12345678 0x12345678
~1 : insert initial vector A
-e M encrypt.ion
-d T decryption t
_ . Cola i = ag g e
M : 6‘“EE£’ Hcl’detgg Dpeia_t’iﬂ_n_ . Cipher text Niag i TWd |
2NERG FRI JIITATY 77 2 b ;
| 1.HEX
4 3DES | i
isaglli”/crypto_dest® ,/demo —e —F h ~H 0|-k 0x12345678 0x12345%678 > h. hex-— — —— — -
isag?i:Z/crypto des$ cat h hex _ _ _ _ _ _ o ___

;ggggljjﬁggg?to_desl cat h,txt

IHello Horld '
_______ W
isag21:"/crypto_des# Decriprion

= ¥ -
sin 7 aeaanvniheovaziu llsunsunaaou



62

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

<Encryption>

6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kemnel;
6 00:01:59 isag?1 kernel:
6 00:01:59 isag?1 kernel:
6 00:01:59 isag21 kernel;
6 00:01:59 isag2l kernei:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernek;
6 00;01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:55 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kemnel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag2! kernel;
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:55 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:

6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:

6 00:01:59 isag2t kernel: i =

6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kernel:
6 00:01:59 isag21 kemnel:
6 00:01:59 isag21 kernei:
6 00:01:59 isag?1 kernel:
6 00:01:59 isag21 kernel:

6 00:01:59 isag21 kernel:
6 00:01:59 isag?1 kernel:
6 00:01:59 isag?1 kernel:
6 00:01:59 isag?1 keme!;
6 00:01:59 isag21 kernel:
6 00:01:59 isag2l kernel;

Open cryptochip

io_v_base: 32898

ic_base: 4294377472

ia_len: 65536

PASS_PCIL: 1145525264

PCI Interrupts line 10

cryptochip_ioctl for 4004B50A command
cryptochip_ioctl befare switch case
IOCTL : INSERT_KEY L .
INSERT _KEY_L : key_1 = 12345678
cryptochip_ioctl for 40048509 command
cryptochip_ioctl before switch case

IOCTL : INSERT_KEY_H

INSERT_KEY_H : key h = 12345678 —~
cryptochip_ioctl for 40048508 command
cryptochip_ioct! before switch case

IOCTL - ASSIGN_DIRECTION — ————— =~ —— — — — — = >
DIRECTION = 0

cryptochip_ioct for 4004BS0B command

cryptochip_toctl before switch case

IOCTL : ASSIGN_MODE

ASSIGN_MODE : data = 0

modeop = 0
Input Source
Helle Wortd
Hello World
NODOOAF
cryptochip_ write

count = 32

Mode of Cperation iSECB =+ ~———————————— = = U Mode of Operation
direction = 0

srcl = H : .

tmpl = 00000048 — ~ ~ = ——— —— — — — — — — — > AVASCIH w09 H

retl = 48000000

sre2 = e

tmp2 = 00000065

ret2 = 48650000

src3 =

tmp3 = 0000006C

ret3 = 48656C00

srcd = |

tmp4 = 0000006C

ret4 = 48656C6C

dhaiiginihugns 1

dahiisurinony i

wyin

DIRECTION = 011

Enervption

> Plain text

srcd = AF At Pad s Tiliia b
tmp4 = 00000006
retd = 30303006

=0

B Bk

——————————————————— > Plain text Block 130

Enabte hardware to encrypt
Device has been finished its waork

Cipher[0] =IDIE3FDES| _ ___ ______ . S Cipher foet biock 670
Cipher[1] =1412237B3 |
cryptechip_read function P > Cipfer oxi HIN

direction = 0
ocutput = DlE3FDE94122378324A?008€3325558F1385725CF6?58C2002F28AA538E379A34
kree(conv);

kree(output);

This is cryptochip_release();
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Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

<Decryption>

6 00:02:25 isag21 kernel:

Open cryptochip

<iwuillauiu Encryption>

6 00:02:25 isag21 kernel;
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag?1 kernel;
6 00:02:25 isag21 kernei:
6 00:02:25 isag21 kernel:
6 00:02:25 isag2i kernel:
6 00:02:25 isag21 kernek:
6 00:02:25 isag2l kernel:
6 00:02:25 isag21 kernel: i
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag2?1 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:

6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag21 kernel:
6 00:02:25 isag2l kernek:
6 00:02:25 isag21 kernek:
6 00:02:25 isag21 kernet:
6 00:02:25 isag21 kernel:
6 00:02;25 isag21 kernel:

IOCTL : ASSIGN_MODE
ASSIGN_MODE : data = 0
modeop = 0

Input Source

-

> Cipher teat RLLI)

D1E3FDE9412237B324A7000C325558F1385725CF6758C20D2F28AA53BE379A34

cryptochip_write
o= 64
Mode of Operation is ECB

DIRECTION 1 i

direction = 1 =« — m e e e S >
= Decrvption
1= .
x= IDlEBFE)Egjl ——————————————— > Lipher text Block BT
y =141223783 |

Enable hardware tc encrypt
Device has been finished its work
Cipher[0] =148656C6C |
Cipher[1] =\6F20576F |
cryptochip_read function
direction = 1

output = Hello World — = — - — —— — — — —

Hello World

00000~ F

kree{conv);

kree(output);

This is cryptochip_release();

—————————— > Plain text bingk (3

Prhain ove WL

padidinge




1 CBC Mode

Encryption

0

64

.isagll:"fcrypto_des# ,/demo —& —f h -M 1 -k 0x12345678 0x12345678 -i 0x12345678 0x12345678 > h.hex
isag?1:"/crypto_dest cat h hex
‘5D384CAB3596532F AC4AO1C2D68EF BF 71ADSSE 1F 34D8BERSB72CA6200032E 1791 sagd 1t /erypto_dest
isag21:"/crypto_dest [/demo —d -f h,hex -M 1 -k 0x12345678 0x12345678 -i 0x12345678 0x12348678 > h,txt
isag21:”/crypto_des# cat h,txt
Hello Horld

Hello Horld

isag21:”/crypto_dest

5109 7.2

u

v

Decryption

UAAINTAHANTINARDIINAI5 U T1sunsunageu

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

<Encryption>

6 00:12:16 isag?21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2] kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel;
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernet:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2l kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2?! kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00;12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel;
6 00:12:16 isag21 kernel;
6 00:12:16 isag2l kernel:
6 00:12:16 isag21 kernei:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernei:
6 00:12:16 isag21 kernel;
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2} kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernei:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kemnel:
6 00:12:16 isag?1 kernel:

Open cryptochip

io_v_base: 32898

io_base: 4294377472

i0_len: 65536

PASS_PCI: 1145525264

PCI Interrupts line 10

cryptechip_ioctl for 4004B50A command
cryptochip_ioct! before switch case
IOCTL : INSERT_KEY_L
INSERT_KEY_L : key_| = 12345678
cryptochip_ioctl for 4004B509 command
cryptochip_ioctl before switch case
IOCTL : INSERT_KEY_H 3
INSERT_KEY_H : key_h = 12345678
cryptochip_ioct! for 40048510 command
cryptochip_ioctl before switch case
IOCTL : INSERT_IV_L

INSERT_IV_L : crypto_devices->iv_| = 12345678
cryptochip_ioctl for 4004B511 command
cryptochip_ioctl before switch case

IOCTL : INSERT_IV_H 4
INSERT_IV_H : crypto_devices->iv_h = 12345678
cryptochip_ioctl for 40048508 command
cryptochip_ioctl before switch case

IOCTL : ASSIGN_DIRECTION

DIRECTION = 0

cryptochip_ioctl for 4004B50B command
cryptochip_ioctl before switch case

IOCTL : ASSIGN_MODE
ASSIGN_MODE : data =1
modecp = 1

Input Source

Hello World

Helle World

00000~ F
cryptochip_write

count = 32

Mode of Operation is CBC
direction = 0

CBC Mode Encryption
srcl =H

irnpl = 00000048
retl = 48000000
sre2 = e

tmp2 = 00000065
ret2 = 48650000

_______________ >

st il 16

q 3 ks iy
Al d iy idonnn nilu

et 16

z-flu initial Fecur Aty
Soq e A
T i dahiviuw

aany gy /s

U Mede of Operation

—————————————————— ST ANCH WO
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Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

6 00:12:16 isag21 kernel:
6 00:12:16 isag2l kernel:
6 00:12:16 isag2l kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2]l kernel:
6 00:12:16 isag2]l kernel:

6 00:12:16 isag?1 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12;16 isag21 kernel:
6 00;12:16 isag21 kernel:
6 00:12:16 isag2?1 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel;
6 00:12:16 isag?1 kernel;
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernei:
6 00:12:16 isag21 kernel:
6 00:12:16 isag2t kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:

6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernel:
& 00:12:16 isag21 kernel:
6 00:12:16 isag21 kernei;
6 00:12:16 isag21 kernel:

src3 = |

tmp3 = 0000006C
ret3 = 48656C00
srcd = |

tmp4 = 0000006C
ret4 = 48656C6C

srcd = AF
tmp4 = 00000006
ret4 = 30303006
XOR Expession
firstround = 1
conv XORIv
conv[0] =

convil] =

Enable hardware to encrypt
Device has been fi mshed its work

Cipher{(] _|50384CA6
Cipher[1] =9596532F |
XOR Expession
firstround = 0

conv XOR conv
conv[2] v|726C6420 |
conviQ] —|5D384CA6 [
conv[3] =,726C6420 ! =
conv[1] =/9596532F |

Evaluted conv
conv[2] = EFBZTZB‘E!”G“TJ

Enable hardware to encrypt
Device has been finished its work

Cipher[2) =/AC4A01C2 | 3
Cipher[3] ='D6SSEBEY |

cryptochip read function
direction = 0

A1l Pt 2y Tfiio T
_________ > ‘.
131 block

Fein coxt block 470

Plein e biock Uin #

Mt Xok Gy

Cipher toxt Dlack 33N

Plaiv et hlock ﬁ{TﬂJ
ATIR 11 cipher et
biock 43n

Phlawi ext block ﬁ'ﬁt‘?u’ ‘.i:i;

HILRT XOR 01 cipler

revehlock L3

————————————— > Cipher text Block Naen

________ > (ipher foxe kA

output = 50384CA69596532FAC4ADIC2D688BFBE/1ADS9E1F34DBBEBSB72CAG200D32E179

kree(conv);
kree{output);
This is cryptochip_release();
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Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

<Decryption>

6 00:12:37 isag21 kernel;

Open cryptochip

<wilaudumau Encryption>

6 00:12:37 isag21 kernel;
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag2l kernel;
6 00:12:37 isag21 kernel:
6 00:12:37 isag2l kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag?1 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel;
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernek:
6 00;12:37 isag21 kernel:
6 00:12:37 isag2! kernel:
6 00:12:37 isag21 kerngl:
6 00:12:37 isag2l kernel:
6 00:12:37 isag2l kernel:
6 00:12:37 isag?1 kernel:
6 00:12:37 isag2l kernel:
6 00:12:37 isag?] kernel:
6 00:12:37 isag2l kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag?1 kernel;
6 00:12:37 isag21 kernel:
6 00:12:37 isag?1 kernel:
6 00:12:37 isag?1 kernek:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel::x
6 00:12;37 isag2l kernel;
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernei:

6 00:12:37 isag21 kernek:
6 00:12:37 isag2! kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00;12:37 isag21 kernel:
6 00:12:37 isag21 kernel:
6 00:12:37 isag21 kernel:

cryptochip_ioctl for 4004B50B command
cryptochip_ioctl before switch case
ICCTL : ASSIGN_MODE

ASSIGN_MODE : data = 1 frm e — — — — > (ipher text Hatrua
modeop = 1 |
Input Source v

5D384CA69556532FAC4AA01C2D68BBFBF7 1ADS9E LF34D8BEBSB72CAG200D32E179
cryptochip_write

count = 64

Mode of Operation is CBC DIRECTION 1 111
direction =1 —————— =

CBC Mode Decryption Decryption

Text H = I5D384(:/\6-“} ——————————————— > Clplrer wext bleck (i

Text L = B596532F |

Enable hardware to decrypt
Device has been finished its work

firstround = 1

ix = 5A513A14 O ) .
:X A= 23400y —WbeEescE (S T=-3 A N \ Ciplror fext block 191
ly = 7D140117 i T XOR T 1

A= 12345678 <= 6F20576F |

cipher_high = 5D384CA6

; - 3
CipheriG|=148056C6C I 7 bW S T7 il g —< > Pluin et block 0n
Text_H = AC4A01C2
Text_L = DOBBFBFY
Enable hardware to decrypt

Device has been finished its work ) o o
Plain text block DI H

firstround =0

= 2F542886 8! BT decrvpe 1507
A= 5D384CA6 (= 726Ce420, >

Iy = 9FDE3643 I XOWR i ciplier text

ly A= 9596532F := 0A48656C |

cipher_high = AC4A01CZ hlock i

cipher_low=_D_68_8£B_F7_I
Cipher{2) =1726C6420 =~ NI N
Cipher[3] = 0A48E56C : > Plain text block t3n

cryptochip_read function

direction = 1 Plain text U301
output = Hello World = —-»—-—---———————————— >

Hello World padding
00000~F

kree(conv),

kree(output);

This is cryptechip_release(];




isag2li:”/crypto_des? ,/demo e —f h M 4 -k 0x12345678 0x12345678 0x12345678 0x12345678 \

2. 3DES

67

> O0x12345678 0x12345678 O0x12345678 -i 0x123465678 0x12345678 > h hex
isag?2l:”/crypto_des? ,/demo -e Ff h -H 4 -k 0x12345678 0x12345678 \

> O0x12345678 0x12345678 0x12345678 0x12345678 0x12345678 -i 0x12345678 0x12345678 > h.hex

isag2i:”/crypto_des® cat h.hex
5A513A1470140117283D5E 347 75C647B44527E63182E081F 64584E53281E3819isag21 s */crypto_dest
isag?1:”/crypto_des® ,/demo -d -F h.hex -M 4 -k 0x12345678 0x12345678 \

> O0x12345678 0x12345678 0x12345678 0x12345678 -i Ox12345678 Ox12345678 > h.txt
isag?1:"/crypto_des¥ cat h,txt

Hello Horld

Hello Horld
isag2l:”/crypto_dest

c; Y as
519 7.3 ugainmntiesousu 1sunsunaaey

aF

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
i Jan

<Encryption>

6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag?1 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag2t kernel:
6 07:05:11 isag2t kernel;
B 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernei;
6 07:05:11 isag2t kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag2t kernel:
6 07:05;11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernei:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
& 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
& 07:05:11 isag21 kernei:
& 07:05:11 isag21 kerne!;
6 07:05:11 isag2t kernel:

Gpen cryptechip

0_v_base: 32898

io_base: 4294377472

i0_len: 65536

PASS_PCI: 1145525264

PCI Interrupts line 10

cryptochip_ioct! for 4004B50A comimand

cryptochip_ioctl before switch case

IOCTL : INSERT_KEY L

INSERT_KEY L :key |=12345678~  ~ ~~~ ~~~— ~~~ 7= > Koy tion
cryptochip_ioctl for 4004B509 command — -7
cryptochip_ioct! before switch case NG
IOCTL : INSERT_KEY_H P>
INSERT_KEY_H : key_h = 12345678~
cryptochip_ioctl for 4004850D command
cryptochip_ioctl before switch case

I0CTL : INSERT_KEY_L

INSERT_KEY_L2: key_L2 = 12345678 ———~ =~~~ —7~—-——_"= > KeytGp
cryptochip_ioct! for 4004B50C command - P
cryptochip_ioct! before switch case —
IOCTL : INSERT_KEY_H o
INSERT_KEY_H2 : key M2 = 12345678 ~
cryptochip_ioct for 4004850F command
cryptochip_ioct! before switch case

FOCTL : INSERT_KEY_L

INSERT_KEY_L3 : key_L3 = 12345678 ~ ~ == -~~~ =~ ———=-] > Keyusn
cryptochip_ioctl for 4004B50E command A
cryptochip_ioctl before switch case —
IOCTL : INSERT_KEY_H YN
INSERT_KEY_H3 : key_H3 = 12345678 ~
cryptochip_ioct! for 4004B510 command
cryptochip_ioctl before switch case

ICCTL : INSERT_IV

INSERT_IV_L : crypto_devices->iv_| = 12345678~~~ ——~~—— P Initiad Vector
cryptochip_ioctl for 40048511 command -7
cryptochip_ioctl before switch case -7

IOCTL : INSERT IV H -

INSERT 1V _H : crypto_devices->iv_h = 12345678 ~
cryptochip_ioctl for 4004B508 command
cryptochip_ioctl before switch case

IOCTL : ASSIGN_DIRECTION

DIRECTION =0 ————~~—~————=—=——= >
cryptechip_loctl for 40048508 command
cryptochip_ioctl before switch case

IOCTL : ASSIGN_MODE

ASSIGN_MCDE : data = 4

modeop = 4

[HRECTION = [ iify

iy e
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Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
lan
{ Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

6 07:05:11 isag21 kernel;
6 G7:05:11 isag2l kernel:
6 07:05:11 isag21 kernel:
6 (7:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag2l kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:

6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
& 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kermnel:
6 07:05:11 isag21 kemef:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag2l kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kemnel
6 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel:
& 07:05:11 isag21 kernel:
6 07:05:11 isag21 kernel;

6 07:05:11 isag21 kernei:
6 07:05:11 isag21 kernef:
6 07:05:11 isag21 kernel;
6 07:05:11 isag21 kernel:
6 07:05:11 isag?1 kernel:
6 07:05:11 isag21 kernek:

Input Source
Hella World
Hello World
00000AF
cryptochip_write
count = 32

3DES CBC QUTTER
direction = 0

3DES EDE with CBC Mode Encryption —— — — — - — — — — =

srcl = H

tmply 00000048 ——————————

retl = 45000000

sred = ~AF

tmp4 = 00000006 —————————=

ret4 = 30303006
XOR Expession
firstround = 1
conv XOR IV

conv(] =ITSA_S-I_?)—,&\I_ﬂI AN LL L

conv[1] =\7D140117 |
Encryption Step : Ede

Enahle hardware to encrypt
Device has been finished its work
x[1] = 5D384CAG |
y[1] =9596532F |
Encryption Step : eDe

Enable hardware to encrypt
Device has been finished its work
x[1] =I5A513A14 |
y[1] =17D140117 |
Encryption Step : edE

Enable hardware to encrypt
Device has been finished its work
x[1] =I5D384CA6 |
y[1) =19596532F | _
Cipher[0] =I5D384CA6 |
Cipher[1] =|9596532F |

cryptochip_read function
direction = 0

Plain text LN

puaddding

———————— > W1 ASCH wad T H

uan Maode of Operation

D Pad ad e T

———————— >

Plain text block 050§

Wiums Xor ity e T I
|
|

Ciphes texe hioed TG
(Eucryption)
1 S
el

Cipher toxe Block (0D A

fleompiion; — 33l

Ciplier dexe Plock 1071

fEncryplivu)

———————— > Clipher fexd NN NA

___________ s Mo e Block Wi

= e
drualnl

2 Cipher g block 1130

output = SD3B4CABI596532FACAA01C2DE8BFBF71ADS9E1F34D8BERSE 7 2CAG200D32EL179

kree(conv);
kree(output);
This is cryptochip_release();
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Jan
Jan
Jan
Jan
Jan
Jan
Jan

 Jan
~Jan

Jan
Jan
‘Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

Jan.

<Decryption>

6 (07:05:42 isag2l kernel:

Open cryptochip

<wfiauEncryption=>

6 07:05:42 i1sag21 kernel:
6 07:05:42 isag2?1 kernel:
6 07:05:42 isag2l kemnel:
6 07:05:42 isagZl kernei:
6 07:05:42 isag2] kernel:
6 07:05:42 isag21 kemel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag?1 kernel:
6 07:05:42 isag21 kernel:
6 (7:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 1sag?21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag? 1 kernel:
6 07:05:42 isag21 kermnel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07.05:42 isag21t kernei:
6 07:05:42 isag21 kermel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:

6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel;
6 07:05:42 isag21 kernel:
6 07:05.42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:
6 07:05:42 isag21 kernel:

IOCTL : ASSIGN_MODE

ASSIGN_MODE : data = 4

modeop = 4 I

Input Source

5D384CA69596532FAC4A01C2DE8BFBF71ADS9E 1 F34DEBEBSB72CA6200D32E179

cryptochip_write

count = 64

3DES CBC OUTTER

direction =1 —— "~ ~"-—-———————= >

3DES DED with CBC Mode Decrypticn

Text_H =I5D384CA6 > i

Text L = ]L9596532F i Cipher text block 030 _ .
I
I

.
———————— S Cipher text $1930A

DIRECTION - [ il
Hecrvption

Enable hardware to decrypt
Device has been finished its work

xf1] = ISAS13A14 ) Plein rext Block (031 - _: ______ 7
y[1] =17D140117 | —— | i
Enable hardware to decrypt i ”m“y“ T |
Device has been ﬁlnished its work Plain tevs blnck 10 o M

t 1 [ETAL Y N ar
x[1) :j5D384CA6| —————————— > A GriAuNY
y[1] =.9596532F | fEvervation) ®__ _L
Enable hardware to decrypt A

Device has been finished its work
x{1] =I5AS13A14 |
y(1] =/ 70140117

firstround = 1

I =GSAGIZAI4 T T T T T ;
:x A= 12345678 1= 4865606C |
iy = 7D140117 |
ly A= 12345678 := 6F20576F | XOR AV IV

cipher_high="SD383CA6 ~ ~

Plain rext biock 10G0

(eoripiiv)

cryptochip_read function
direction = 1

output = Hello Werld
Hello world
Q0000~F
kree(conv);
kree{output);

This is cryptochip_release();

Plain texs UINAY

padding

——————————————— S AT decrvpr B0

Plain fext hlock 9050 7

——————————————————— > Plain text hlock 13n
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7.2 SHAL1
A WITORIFEUNTTTNYedlasnes 18 1asgan log file Taos11@Tou1dlas
¥
o a

=S d » o [ o ar s o
IBSUUNURAIGIL 9 sanul udtiiwaanws lUnsradauduradns luiiy

(http:/'www.cs.ekuy edu/facubty/styer/460/Encrvpl/JS-SHA 1L hunl)

isag?21:”/crypto_szha#®* ,/crypto_sha_lcad———————-—~ > Load Module
isagl2l:”/crypto_sha# lIsmod | grep crypto_sha o
crypto_sha 10804 0 ————————————— — > Load Module .
isag21:"/crypto_sha#® cat /proc/interrupts | grep cryptochip

10: 1 XT-PIC cryptochip

isag2l:”/crypto_sha#® tail -n 6 /var/log/messages

Jan 5 16:18:17 isag21 kernel: Start cryptochip_init Function
Jan 5 16:18:;17 isag2l kernel: passed kmalloc

Jan 5 16:18:17 i=ag?1 kernel: This is setup character device
Jan 5 16:18:17 isagZ2l kernel: This is probe(}:

Jan 5 16:18:17 isag?l kernel: Hext: pci_enable_device():

isag?l:"/crypto _sha® echo "12345678" > /dev/crypto_SHA
isag?2l;:"/crypto_sha#® tail —n 29 /var/log/messages

Jan 5 16:19:43 isag?l kernel: Open cryptochip

Jan 5 16:19:43 isag?2l kernel: io_v_base: 32898 .

Jan 5 16:19:43 isag?l kernel: io_base: 4294377472 Poddine ozl
Jan 5 16:19:43 isag?l kernel: io_len: 65536 o

Jan 5 16:19:43 isag?l kernel; PCI Interrupts line 10 /,f’;?ﬁnnfnﬁhnTyu

Jan 5 16:19:43 isag?l kernel: cryptochip_write() -

Jan 5 16:19:43 isag?1 kernel: count = 9 ~d

Jan 5 16:19:43 isag2?l kernei: bits = 000000000000004 Mesvaies

Jan 5 16:19:43 isag21 kernel: padlen = 47 '

Jan 5 16:19:43 isag2l kernel: 3 =16 .
Jan 5 16:19:43 i=zag2l kernel: Total loop=s =i | _ 3334 -
Jan 5 16:19:43 isag21 kernel: First Message — 31323334~~~ W e

Jan 5 16:19:43 isag?l kernel; Second Message = 35363738 | [ |reglll=3363738
Jan 5 16:19:43 isag2i kernel: Third Message = ORBOO0OO s | ueg[2]-0a800000
Jan 5 16:19:43 isag2l kernel: IFourth Message = 00000000 r | [regl31-00006000
Jan 9 16:19:43 isagZ1 kernel: IFifth Message = 00000000 ! | |re9l41=0000C000
Jan 5 16:19:43 isag?l kernel:'Sixth Message = 00000000 <— + ~—> | [|n3g[5]=000600C0
Jan 5 16:19:43 isag?1 kernel: :Seventh Hessage = 00000000 | |, [msgi6]=00000000
Jan % 16:19:43 isag21 kernel: Eighth Hessage = 00000000 { I |msg[7]1=00000000
Jan 5 16:19:43 isag2l kernel: Ninth Message = 00000000 | { |msg[8]-00000000
Jan 5 16:19:43 isag21 kernel:Tenth Hessage = 00000000 I : msg[9]-00000000
Jan 5 16:19:43 isag?1 kernel: |Eleventh Message = 00000000 ' i |m=g[1lD]=00000000
Jan 5 16:19:43 isag?1 kernel: !Tuelfth Message = 00000000 : | |m=sg[l1]=000000G0
Jan 5 16:19:43 isag2i kernel::Thirteenth Message = 00000000 | lmsg[l2]=00000000
Jan 5 16:19:43 isag?i kernel ; Fourteenth Hessage = 00000000 | imsg[13]=00000080
Jan 5 16:19:43 isag2l kernel: Fifteenth Message = 00000000 | : usg[141=00000000
Jan 5 16:19:43 isag2l kernel: |Sixteenth Message = 00000048 | | |m=g[151=00000048
Jan 5 16:19:43 isag2l kernel: Enable hardeare to work — Y -
Jan 5 16:19:43 isag2?l kernel: Device Interrupt handler is called

isag21l:"/crypto_sha# dd count=1 if=/dev/crypto_SHA
9806AF3952E1380212B0993F07AGAFE4AESF004281+0 records in

1+0 records out

512 bytes transferred in 0,001296 seconds (395075 bytes/zec)
isag21:”/crypto_sha® tail —n 13 /var/log/aessages

Jan 5 16:18B:17 isag?l kernel: IRQ Huaber :: A —

Jan 5 16:23:34 isag?l kernel: Open cryptochip SHA- | hash

Jan 5 16:23:34 isag?t kernel: io_v_base: 32898 i

Jan 5 16:23:34 isag?l kernel: io_base: 4294377472 |9806af3952=138021 260938107 a6afede5i00428
Jan 5 16:23:34 isag?1 kernel: io_len: 65536

Jan 5 16:23:34 isag?l kernel: PCI Interrupts line 10 '+

Jan 5H 16:23:34 isag?l kernel: cryptochip_read{} !

Jan 5 16:23:34 isag2l kernel: count = 512

Jan 5 16:23:34 isag?1 kernel: digest[0] — 9806AF39 | Pisress
{Jan 5 16:23:34 isag?l kernel: digest[1] = 92E13802

{Jan 5 16:23:34 isag?1 kernel: digest[2] = 12B0938F I

Jan 5 16:23:34 isag?l kernel: digest[3] = O7O6AFE4

éJan 5 16:23:34 isag2l kernel: digest[d]_z_£5EOH428________“__"____:y AAAAAAAAAA
[Jan 5 16:23:34 isag21 kernel: digest = ["SB06AF3952C1380212B0998F07AGRFEAESF004287 |

lisag21:~/crypto_shat

o v wdy e
310 7.4 umaaraansh ldanmsi sHa-|
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Enter your message here:

12345678

s

Calculate Hash I 2

SHA-1 hash
ISBDB&HSS?&]380212bG99&D?aEah4e5M8428

Deta:ls:

1234: 31323334
5678: 35363738
length=9
length%4=1, padding=0a300000
m3g[0]=31323334
mag[13=35363738
m3g[Z]=0a8300000
n3g[3]=00000000
m3g[4]=00000000
3y 5]=00060000
m3g{6]=00000000
msg[7)=00000000
n3g[8]=00000000
nsg{$]=000G0000
msg{18]=00C00000
nsi{ 11 ]=00000030
msiy{ 12]=00000000
nsg[13]1=00000000
m=g{14]1=00000000
w3g{15]=00000048

[|frartine hilnrk ar wnrd 0
Done

= o gay W 0o o
3N 7.5 MMHAEWT A 1A 100U 1HH38In137%7 SHA-]

-
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7.3 Pseudo Random Number Generator
& - 9 o n’;’ A 1 a A a o e a’:
Wiasnmsuaenls LFSR dsiudlorsinsondt 1 aelilunavdondadl 4 uden daniu
é‘ ' 0
151399573 TV UL UABA1 00000001000000010000000100000001 731U WEFe one
¥ . 1 . '
NS IFA A catoden Iu IWlad lasnes uaz 19818 dd e 1¥iRants ey

o 2 [t '3 TR v ror e 3 z Y-} '
YOIHINTU read 11 1051703 ud101um i log fitle 1A lAsanuTuas fuSalan

isag?l:"/crypto_prng#* ,[/crypto_prng_load - —————————— - o ————— > Load Module
isag2li:”/crypto_prng# lsmod 1 grep crypto_prng ) s
crupto_prng 79% 0 ————— > uupgaaadiu1ie
isag?1:”/crypto_prng# cat one T
0000000100000001000000010000000 - -~ ————————————— ——— > ﬂl”%ﬂujﬂﬂww

isagl2l:"/crypto_prng# cat one > /dew/cryptao_PRNG
isag21:”/crypto_prng# tail /var/log/messages

Jan 5 15:37:14 isag?1 kernel: This iz sendPass{(): N I
Jan 5 15:37:14 isag21 kernel: vrite 2 to 0x0000 Wit la il
Jan 5 15:37:14 isag?l kernel: Open cryptochip N oo
Jan 5 15:37:14 isag?1 kernel: io_v_base: 32898 FIOTITIEG pricth HAH
Jan H 15:37:14 isag?i kernel: io_base: 4294377472 7jﬂﬂnuuﬁuuﬁmiuﬁunn
Jan 5 15:37:14 isag?l kernel: io_len: 6553b p, 4 g

Jan 5 15:37:14 isagZ?1 kernel: PCI Interrupts line © -

Jan 5 15:37:14 isag?1 kernel: cryptochip_writs{) e

Jan 5 15:37:14 isap?1 kernel: count = 33 s

Jan 5 15:37:14 isag2?1 kernel: seed = 00000001000000010000000100000001
isag2i:”/crypto_prng#® dd count=1 iF=fdev!cr5pto_PRNG~=\“‘5 nae e b lasinsii
1+0 records in BN : h
1+0 records out N1 read

512 bytes transferred in 0,003969 seconds (129001 bytes/sec)
isag2l:"/crypto_prng# tail /var/log/messages

Jan 5 15:37:14 isag?1 kernel: count = 33

Jan 5 15:37:14 isag?1 kernel: seed = 00000001000000010000000100000001

Jan 5 15:37:50 isag2?l kernel: DOpen cryptochip

Jan 5 15:37:50 isag?1 kernel: io_v_base: 32898 .,

Jan 5 15:37:50 isag21 kernel: io_base: 4294377472 A IR v e g
Jan 5 15:37:50 isag?l kernel; io_len: 65536 y

Jan 5 15:37:50 isag?i kernel: PCI Interrupts line 0 = 1A

Jan 5 15:37:90 isag?1 kernel: cryptochip_read{} P

Jan 5 15:37:50 isag?l kernel: count = 512 -

Jan 5 15:37:50 isag21 kernel: random number = 00006002000000020000000200000002

isag21:"/crypto_prng* ./crypto_prng_unload--__ _
isagll:”/crypto_prng?

—— 2 Hemove Vedule
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CPU : 166 MHz
RAM : EDO 92 MB
OS : Linux kernel 2. 6.8-2-386

PCI CARD : CryptoChip Application Prototype
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Hadwu encryption()

void encryption(char *ctext, char *ptext, int ptext s, int rnodeop)

{

nt err;

int dirc = (;

err = joctl(fd, ASSIGN _DIRECTION, &dire);
if (err 1= 0)

printf{("err = %d\n", err);
err = octl(fd, ASSIGN MODE, &modeop);
if (err 1= 0)

printf{"err = %d\n", crr);

* Time count */
time t startFime, endTime:
printf(“‘nEncryptionn™):

7* Start Tumer */
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time(&startTime);

printf{"\nStart Time : %ld\n", (long)startTime);

/* encryption */
write(fd, ptext, ptext_s);

read(fd, ctext, ptext_s*2);

/* Stop Timer */
time(&endTime);
printf{"nEnd Time : %]d\n", (longlendTime);

printf("\nElapsed Time : %ld secondsin”. (long) (endTime - startTime));

Wan decryption()

void decryption{char *ctext, char *dtext, int dtext_s, int modeop)

{

int err;

int dirc = [;

err = loctl(fd, ASSIGN_DIRECTION, &dirc);
if (err = 0)

printf{"err = %d\n", err);

err = loctl(fd, ASSIGN MODE, &modeop);
if {err 1= 0)

printf("err = %d\n", err);

* Time count */

time t start Time, endTime;
printf{*“nDecryptionin”);
#* Start Timer */
anme{&start Time);

printf("nStart Time @ %ldin". (onglstartTime):



/* decryption */

write(fd, dtext, dtext s);

read(fd, ctext, dtext_s/2);

#* Stop Timer */

time(&endTime);

printf{"nEnd Time : %ld\n", (long)endTime);

printf{"nElapsed Time : %ld seconds\n”, (long) (endTime - startTime));

X
+

AADHTIININATD

isag?2l:”/crypto_dest 1]
total 296

drv-re-vr—— 3 root root
~Tw—TWw-r—— 1 root root
-Tv—rTw—T—— 1 rgot root
-Tw-r——r— 1 root root
“Twxruxr— 1 root root
-rw—T——-r—— 1 root root
-Tw—-r——r— 1 root root
-Tw-Tr—7—— 1 roOt root
—TeXruxr— 1 root root
—ruxr—xr—-x 1 rToot root
-Tw—TWw - T—— 1 Toot root
“Td—Tr—-T—— 1 root root
-rv—Tw-T-— 1 root root
drexr—xr—-x 2 root root
—Ty—Tw—T—— 1 root root

4096
34655
3207
19588
380
1524
3520
16668
184
13911
11581
112248
455
4096
853

izsag?1:”/crypto_dest? ,/demo —e
> Ox12345678 0x12345678 0x12345678 0x12345678 Ox12345670
> —i 0x12345678 0x12345678 -0 h_hex

Encryption
Start Time : 1142101127

End Time : 1142181135

Elapszed Time : 8 seconds

2006-03-12
2006-02-01
2006-02-08
2006-05-12
2005-12-10
2006-02-01
2006-02-01
2006-03-12
2005-12-10
2006-03-12
2006—03-12
2006-03-12
2006-01-21
2006-02-08
2006-02-01

23:16
18:32
15:41
17:59
11:22
18:32
18:32
17:59
11:22
23:27
23:27
23:29
13:33
12:08
14:49

crypto_des.c
crypto_des . h
crypto_des ko
crypto _des_load
crypto_des.mnd.c
crypto_des.mod,o
crypto_des .o
crypto_des_unload
demo

demo,c
devices,txt

h
Hakefile

—f crypto_des.c —H 4 —k 0x12345678

isagll:”/crypto_des# ,[/demo —d -f h,hex M 4 —k O0x12345673 \
> 0x12345678 0x12345678 0x12345678 0x12345678 0x12345678
2 ~1 Ox12345678 0x12345678 -o h.txt

Decryption

Start Time : 1142181187

End Time : 1142181191

Elapsed Time : 4 seconds
isag2l:”/crypto_des#

3UN 7.7 mdredamsnaseudiuaznaasiadylnd
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UM UUND (LY Galois)
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Nl FIANULIIVDITDY

2 3 0,!

3 7 0.2

4 15 0.3

5 3] 1.4

6 63 0.5

7 127 0.6

8 255 1,237

9 511 3.8

10 1023 2.9

11 2047 1.10

12 4095 0.3,5,11

13 8191 0,2,3,12

14 16383 0,2,4,13

15 32767 0,14

16 65535 1,2,4,15
- 17 131071 2,16

18 262143 6,17

19 524287 0,1,4,18

20 1048575 2,19 1

21 2097151 1,20

2 4194303 0.21

23 33886017 422

24 16777215 02,323 |
| 25 354031 | 2,24




A5197 0.1 (Aa)

26 67108863 0.1,5.25
27 134217727 0,1,4,26
28 268435455 2,27
29 536870911 1,28
30 1073741823 0,3,5,29
N 31 2147483647 2,30
32 4294967295 1,5,6,31
33 4294967295 12,32
34 17179869183 33,32,31.6
i 35 34359738367 34,1
36 68719476735 352
37 1.37439F+1 i 36,35,34,33,32,31
38 2.74878E+11 37.36,32,31
39 5.49756E+11 383
40 1.09951E+12 39,20.18.1
4] 2.19902F+12 40,2
42 4.39805E+12 4122210
43 8.79609E+ 12 42,5.4,0
44 1.75922E+13 43,26,25,0
45 3.51844F+13 44320
46 7.03687E+13 45,20.19,0
47 1.40737E+14 46,4
48 2.81475E+14 47,27,26,0
49 5.6295E+14 48,8
50 1.1259E+15 49.26,25.0
: 51 2.2518E+15 50,15,14.0
| 52 4.5036E+15 512
53 9.0072E+15 52,15.14.0
- 54 1.80144E- 16 53.36,35.0
o 55 3.60288E+16 54.23
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o 1
AN N.1 (§id)

56 7.20576E+16 55,21,20,0
57 1.44115E+17 56,6
S8 2.8823E+17 57,18
59 5.76461E+17 58,21,20,0
60 _ 115292E+18 59,0
61 2.30584F+18 60,15,14,0
62 4.61169E+18 61,56,55,0
63 9.22337E+18 62,0
64 1.84467E+19 63,320
65 3.68935E+19 64,17
- 66 73787E+19 65,9.8,0
L 67 1.47574E+20 - 66,9.8,0
68 2.95148E+20 67.8
69 5.90296E+20 68,28.26,1
70 1.18059E+21 69,15,14,0
71 2.36118E+21 70,5
72 4.72237E+21 71.5246.5
| 73 9.44473E+21 72,24
74 1.88895E+22 73,15,14,0
75 3.77789E+22 74,10,9,0
76 7.55579E+22 75,35,34,0
77 1.51116E+23 76,3029.0
78 3.02231E+23 77,19,18,0
79 6.04463E+23 78,8
80 1.20893E+24 79,37,36.0
81 2.41785E+24 80,3
82 4.8357E+24 81,37.34,2
g 83 9.67141E+24 82,45.44.0
%——134 1.93428E+25 83,12
- 85 3.86856E+25

84.27.26.0
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A191497 1.1 (A0)

86 7. 73713E+25 85,12,11,0
87 1.54743E+26 £6.12
88 3.09485E+26 87,71,70,0
89 6.1897E+26 88,37
96 1.23794E+27 89.18,17,0
91 2.47588E+27 90,83,82,0
92 4.95176E+27 91,12,11,0
93 9.90352E+27 921
94 1.9807E+28 93,20
a5 3964 1E+28 94.10
96 T.92282E+28 95,48.46.1
k Q7 1.58456E+29 96,5
98 3.16913E+29 97,10
99 6.33825E+29 98,46.44,1
100 1.26765E+30 99,38
101 2.5353E+30 100,6,5.0
102 5.0706E+30 [01.66,65,0
103 1.01412E+31 102,8
104 2.02824E+31 103,10,9,0
105 4.05648E+31 104,15
106 8.11296E+31 105,14
107 1.62259E+32 106.64.62,1
108 3.24519E+32 107,30
% 109 6.49037E+32 108,6,5,0
110 1.29807E+33 109,12,11,0
111 2.59615E+33 1109
112 S51923E+33 111.44,42,1
113 1.03840E+34 1128 j
1i4 ” 2.07692E+34 113,81.80,0
115 3.15384E 434 114.}4.13‘07 3

83



M5197 0.1 (7o)

116 8.30767E+34 115,70,69,0
117 1.66153E+35 116,19.17,1
118 3.32307E+35 117,32
119 6.64614E+35 187
120 1.32023E+36 119,117,110.6
121 2.65846E-36 120,17
122 5.31691E+36 121,59.58.0
123 1.06338E+37 122.1
124 212676E+37 123,36
125 4.25353E+37 124,107,106.0
126 8.50706E=17 125.36,35.0
127 1.70141E+38 1260
128 3.40282E+38 127,28,26,1
129 6.20565E+38 128.4
130 136113E-39 129,2
131 2.72026E+39 130,47.46,0
132 5.44452E+39 131,28
133 ! 1.0889E+40 132,51,50,1
134 2.17781E-40 133,56
135 4.35561F+40 134,10
136 8.71123E+40 135,125,124.0
137 1.74225E+41 136,20
138 3.48449E-4] 137,7.6,0
139 6.96%98E+41 138,7.4.2
140 1.3938E+42 139,28
141 2 78759 +42 140,31,30.0
142 5357519 - 42 141,20
143 L 11504E+43 142,20.19.0
134 2.23007E 43 143.69.68.0
s [ 446015643 14451
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- :
1319 0.1 (A9)

85

146 8.9203E+43 145,59,58,0
147 1.78406E+44 146,37,36,0
148 3.56812E+44 147,26
149 7.12624E+44 148,109,108,0
150 1.42'.13515-*:45 149,52
151 - 2.8545E+45 150,2
152 5.708§9E+45 151.65,04.0
153 1.1418E+46 152.0 )
154 2.2836E+46 153,128,126,1
155 4.56719E+46 154,31,30,0
- 156 9.13439E+46 155,115,114,0
lﬁﬁ" 1.82688E+47 i56,26\25,0
158 3.65375E+47 157,26,25,0
. 159 7.30751E+47 158,30
160 1.4615E+48 159,158,170
161 2.923E+48 160,17
7 to2 5.84601E+48 161,87.86,0
163 F.1692E+49 162,59,58.0 [
164 2.3384E+49 163,13,12,0
165 4.67681E+49 164,30,29,0
166 9.35361E+49 165.38.37,0
167 1.B7072E+50 166,5
168 3.74144E+50 167,16,14,1 |
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® Very low cost, high-performance logic solution for high-volume, consumer-oriented

applications

Densities as high as 74,880 logic cells

Three power rails: for core (1.2V), IFOs (£.2V to 3.3V), and auxiliary purposes

(2.5V)

®  SelectiO™ signaling

Up to 784 I/O pins

622 Mb/s data transfer rate per [/O

18 single-ended signal standards

6 differential I/Q standards mcluding LVDS, RSDS
Termination by Digitally Controlled Impedance
Signal swing ranging from 1.14V 10 3,45V

Bouble Data Rate {DDR) support

® Logic resources

Abundant logic cells with shift register capability
Wide multiplexers

Fast [ook-ahead carry logic

Dedicated 18 x 18 multipliers

JTAG logic compatible with IEEE 1149.1/1532

®  SelectRAM™ hierarchical memory

Up to 1,872 Kbits of total block RAM

Up to 520 Kbits of total distributed RAM

®  Digital Clock Manager (up to four DCMs)

Clock skew climination
Frequency synthesis

High resolution phase shifting



®  Eight global clock hines and abundant routing

®  Fully supported by Xilinx ISE development system
- Synthesis, mapping, placement and routing

®  MicroBlaze™ processor, PCI, and other cores

® Pb-frec packaging options

® [ ow-power Spartan-3L Family and Automotive Spartan-3 XA Family options

CLB Array Maximum
System | Equivalent | {One CLB =FourSlices) | pignibuted | Block RAM | Dodicated Maxireum | Differontial
Device Gatos | Logle Celts | Rows | Columns | Total CLBs | RAM (bits') {bits ) Multipliers | DCMs | Ussr ¥O | VO Pairs

XCa550¢ 50K 1,728 16 12 16 12K 72K 4 2 124 56
XC3szon? 200K 4,320 23 20 280 A0K. 216K 12 4 173 7e
XC3s4002 400K 6.064 32 28 EET) 5K 238K 14 4 264 18
XC35106023F 1M 17,2490 48 40 1,620 120K 432K e 4 g1 175
XC3IS1500% | 1.5M 29 652 B4 52 3328 208K 576K 3z 4 487 221
XCaszo00 M 46080 ) 64 3120 320K 720K a0 ) 555 270
XC3540007 M a2 208 ) 72 6,012 432K 1.728K [t} 3§ 712 312
XC355000 5M 74 840 104 80 8320 520K 1.872K 104 3 76 244

i =1 o Aoy
UM .1 uansnuazBoanilng ol s WHvenszna Spartan 3
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