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RFID — CAR PARKING SYSTEM

Mr. Khomsan Rangubpit 46015337

Mr. Nipon Pedkan 46015353
Mr, Prasarn  Tangtisanon Advisor

Academic Year 2005

ABSTRACT

This thesis proposes Car Parking System used RFID technology in application system for
process represent RFID technology to apply for system kept money to car parking using TAG
instead member card because present have problem in keeping money various as belatedness in
kept money, graft problem and because present have increasing of amount customers service
cause exhausted time in wait pay money etc. By thought design system automatic car parking
card give can autoratic kept money to keep times. RFID technology used radio wave for data
transmit between reader on imperative way by when indicate in reader field to transmit member
ID. Reader will contains in time and out time for calculates service price. For all relation data was

contained to database for checking after.
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m31an 2.2 nlSoufounns §Iusenng ISOEC wag EPC

ISO/IEC EPC
wmalulad ISO/IEC 18000 — RF-IC for Class I-V (13.56 and UHF only)
ltem Management Class 0/Class I: read-only passive lags
Part2 -< 135 kHz Class 11 tags : passive tags with additional
Part3 - 13.56 MHz functienality Class Il tags:semi-passive RFID tags
Part4 - 24530 MHz Class [V tags: active tags
Part6 — 860 - 960 MHz ' With broad-band peer-to-peer
Part7 — 433.92 MHz (active) Communication

Class V tags : Readers Can
Power other Class 1, Il and
HI tags: Communication with

Classes [V and V

silunuvesdoya | ISO/EC 15418 - Application EPC
Identifiers & Data [dentifiers Class 0 — 64 bits
ISOAEC 15434 - Syntax Class 1 - 96 bits
ISO/EC 15459 — Transport Class } G2 — 128/256 bits
License Plate Class 2 — Class | with larger
[SO/IEC 15961 — Data Protocol: Memory and read/write
Application Interface Class 3 = Class 2 with
[SO/IEC 15962 — Data Protocol: Sensors (semi-passive)
Data Encoding Rules and Class 4 — passive tags

Logical Memory Functions

FEMIsnAdaY ISO/IEC 18047 — RE-ID device -

Conformance test methods

M3 19U Vary by Industries e.g. -
iSO 10374 — Freight containers
- Automatic identification

ISO 18185 — Freight
Containers — Radio-frequency
Communication protocol for
Electronic seal

[SO 11785 - Radio -

Frequency tdentification of Animals
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(LF) {UHF)
n1s Access Smart cards: Library, Bagpgage Pallerts’ Road tolling,
ﬂs:qmﬂ{f Immobilizer, identification, | ticketing for big | handling at Registration, container
i gas, laundry electronic 1Dy, | events, poods airpart, trucks registry, tracking,
ticketing logistics, boarding pass, trailer tracking
trackingftracing, | postal,
pallets pharmacy
registration

HugnaA: (*) Phase jitter modulation, (**) VDC-Report 2002, worldwide shipment of RF-ID transponders (ugmits),

(***) in USA, (****) active transponder with battery
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K a1 Y] A o 4
ACR120 Contactless Reader/Writer aﬂummuﬁuuﬂmgaﬂfmm{quum nUIRT§IU
4 Vg ¥ ¥ ' =
Mifare Cards , ISO 14443 A and B Cards gneanuuunuie 1 15anslanawdmnnud uaz
v 1 B oy ¢ a 1 ] k' :4 .q.
awgamsii lthlszunaldauludiuaieg wu nisaiuqumsidiesn 1590907 s2UURL09
5o 1ifudu
E
=y o W 1 Y- .
lumsesnuuplaes mgeimaszgnands Iuuuru PCB Hswiilumsaiu s
o 4 [ a = b o 1 1 dy
UAAS uaziimsFounadunouRunasHuness RS-232 Taolduvasiinlvidos s Tad
3.2.1.1 ﬂmanﬁﬁmamﬂﬁﬂ ACR120 Contactless Reader
- Full MIFARE® functionality
W M a - 5
- 1%@1145'131 Y ISO 14443 and Mifare® Cards 'Iﬂ
t = 9t 9
- o1unazioudoyald
- danimsdadoyage
- meoimanu i ludn
- RN IUMITTIUAE LED
- Built~in contact smart card slots (on request)

- SAM slot {on request)

¥
a o ar

- myoueazveuaslu lulns s areinimuavenins Iasls s Inaaa T=0
#38 T=1 fUayuMUIoA NI NTATH Y SLE 4418/28/32/42

- matsounel¥noTmoynsu RS-232 nie USB

- 5994 198#h Regulated 5 Taad DC

- semantee hifu 50 Jadues

- nszua Il 80 Haduoud]

- UURINITNIU 0-70 DIRUF T

-UUM 120 mm (L) x 73mm (B) x 20mm (H)

- ATWER 19910 13.56 MHz

-WIATIIM/ PN3TUIDL ISO 14443 and Mifare®cards

- STVURMIUAYUMININY Windows 98, Me, 2K and XP
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P
#1719 3.1

5 = o ] 3 .
ﬂ151~3ﬁ 34 l!ﬁﬂﬂﬁﬁ’vﬂﬂ‘]iﬂﬂm THARGZUIUDINDINUDE ACR120 Contactless Reader/Writer

W Ty PR e

t | -RESET Pulling the signal to ground resets the module.
USB- : not available

2 | USB-/RS232Tx/RS485+ | RS485+ : not available
RS232Tx : R§232 Transmit
USB+ : not available
RS485-: not available

3 | USB+/RS232Tx/RS485-
RS232Rx : RS232 Receive. Pulling this signal low for 100 ms
will trigger a reset to module.

4 | RS422Rx+ Not available

5 | RS422Rx- Naot avatlable

6 | SDA I'C Data

7 | SCL I'C Clock

g8 | VCC +5V supply to the module

9 | N.C. Not connected
Cathode of on module LED. Can be configured as User Port

10 | LED-/User Port
{Open Collector).

1l | VPP Should connect to GNE signal.

12 | GND Power and signal Ground.

3.2.2 uNn (Tag)

o ] o o [ ] a
Tuduvpameeziisnuaraie 9 udwaanuazaanlumsidon lussvuiven

o F g ERE T a -~ @ -t
solavldersiedled s e lFuinilidnyasiudasine q Iduiasaudnnotnsiiven

sodmiugnamall dauanalunim 3.4
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I-RFid

A TEXAS INSTRUMENTS. TECHNOLDOY

a o L4 =
NNN 34 uﬁﬂamw‘\mumﬂﬁluswumsmﬂ"laﬂ

3.2.21 fuauidavewindunsiFeudeaaunuiing
1 3 ™ 3o o vy ¥ =
- msms Teudeyanazwasauuuy dude (hidedlFuumae’)
¥
- 378239 : WINNTT 100 mm (FuBgAUTITB IR
- A1 : 13.56 MHz ISD 144434,
o 3
- anumsalumsvudadoya - 106 Kbps
¥ . $ - . % .
- MIRTIVADUANUYNABY : CRC 16 bit, Parity, Bit Coding, Bit Counting
-imsieaiumssuiuunavoya
) o a as 9 ' =5 ar
- mimgleudeya lasn? lilveaninsdoana 100 ms (39u090159AMS Backup)
-gumshau lagi T egiszunm 2.5 to 3.9
3.22.2 AueniAve N IMMUILA1 T EEPROM
' © = ¢ 4 o o 3
- ndawAs L EEPROM wna 1 dlalua w3e 4 Ala'lud dsenoudae 16
sector 111911 4 block uAnE block 1) 16 byte
3q 3 a & ¥ =2 ' ° ' ¥
- gl¥amnsommuatou lunisdntaudea s wans block 14
- Yayaiiowguiu 107
» »
- m1solous 14 100,000 A5
Qs o o
3.2.23 fuantiduewnndiuszuuanulaseiy
[ < w .
- MIAFIUATAULUD Mutual three pass authentication (ISO/IEC DIDS9798-2)
- MIIHAUUY RF-channel Taotimiflosiumsgnunsnuys

e

] [~ ] . . : Y . . .
FARIADIYAROITAINDS (A0 application) DAL TYU Multi-Application A3t

h
P

a

o a_ w
AUHULAIRUYU

a

- Ivwsdszidrvetinsudazluy

= @

- Hsveilesiunmsdnds EEPROM vus
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MIFARE® card {
|
|
H
|
VA / ’
X i MF1 IC S50 chip
4 tums wire ool embedcded into a module
= o
HINN 3.5 uﬁmmmnimﬂummnmn
Digital Control Unit
W -Irfprmey ; Conlrol & ALU EEPROM
Anti-
coilision
U ARAARKN EEPROM-
L ALANINIATN interface
Authenti-
antenna cation Crypta

P o o
AN 3.6 waaanwasndsynaunisluvoaunn

3.3 Tdsunsulynuussszuunasnisesnnuy

P o g } . =
Tdsunsuildiivuszuuioonsoit 190147 Visual Basic NET $392132noudae
s o 1 o a 1 ciy
AAUAZHIATUMININIUA 9 951 0RaRAs 111
- A@1a FormMain AuANNIIHIIUYeInTaaran Tuns
Gunldudiues g voissuy
a b [T
- A@ed FormRent AUAUNTR LY IMTIAN 1505 013

- A8 FormReturn muumshauvesmuanldyims
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“Fundamental Operating Principles of RFID-Systems.” [Online]. Available :htip:/rfid-
handbook.com/

“RFID Technology.” [Online]. Available :http://www.samsys.com

“RFID Inc. features radio frequency indefication products.” [Online]. Available

-hitp://www . rfida.com/nb/rfidinc.htm

“RFID, Parking Access Control, Car Park Management, long range RFID systems.” [Online).
Available :http://www.dassnagar.com/Software/AMgm/RF_products/it RF_carparking htm
“RFID Parking Access Control Systems.” [Online]. Available :
http://www.transcore.com/wdparkingaccess.hemi

“Smart Card & RF-ID Cluster” [Online]. Available :http://www.tidi.nectec.or th/rfid-cluster/
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1. VBLIUANIINIT1HUBI ARC120 MIFARE

ACRI20 Serial Protocol 1HuiATnI81MMON15ARNBAY ARCI20 MIFARE ufy

»
s 4

unAnionsualoulnos 1S014443 wila A wazwiia B n1s Maundniiaaiife
- nsaugumsidiie (Access control) MU EIRME (Identification) ¥fin1581
nu10avll 5291 (Serial numbers) vatinsenualuaumuiman
- msdaiudeya (Data Storage) 3xlimsmsidrswamssnuazifon

- A3 (Ticking) 92 HAIAIMNTON WoU Y wazan TumTisve
2. MIFARE Data Structures

2.1 dBMnUA

= ¥ o W
131N N1 lLﬁﬂQ“U'E]ﬂ"I‘H‘HﬂﬁUﬂﬁiﬂﬁﬂﬁi’m"ﬂﬂia!ﬁ

o o v o a v = 4
Sector FFNIUUAYTHIOAUTTIVEIUATUIANTEIU MIFARE Llﬂﬂ&fl“ﬁﬂlﬂuﬁﬂSﬂﬂUﬁJ?U
o ey o 3 o
4 Y9N UASUANRWIZLASTNTIZATITEVIN Tﬂﬂﬂﬁllﬂiuwa1ﬂ 9

v " 1
UOUNARFU TIUAE q 22gARIHUANENI TR LT

' o o @ » £y ¥ s A ' o v
Key llﬁﬁm“ﬁﬂlﬁﬂﬁ‘ﬂﬂdﬂﬂit;]ﬂﬂ'm‘uﬂTﬂﬂﬂ"ﬁ’ls‘luh 6 Ul.“ljﬁ mﬁaaammﬁ:mﬂﬂ

= o o A4 = o
9432 7t 1 EEPROM W39 1 el RAM

Transport Key | Aogainumnasninladsldoinlsau (fe. ADATA2A3A4AS,

BOB1B2B3B4B5 or FFFFFFFFFFFF)

o Lo 0 s @
Block IBUUAYUISAITHT 16 llummummmgm MIFARE

o o o = 4 o« ]
Value A3 4 U (unsigaed long) grinuiugduuumenluniisuaon e
o = 'd ,é P al 1 o o i =Y 1
F1u0m 25 Anumdnud Famusailuauld angnlddmsusiedy A

s o 4 v s v A v
[AN1Y] ﬂllﬂagﬂaaﬂﬁ):ﬁi‘ﬂﬂW?‘;ﬁVHGULWﬂ'ﬂﬁ?ﬂﬁ@l}ﬂ?’]ug’ﬂﬂaﬂ

Card ID nuoavdsz s 4 Tud (single size type) siamAmIfuAvvoalsanuaz lud
a1 TR =1 [~ I~ =1 o 1
as1ad0u 16 tun swldei1ader sxgainuluuden o dinmes 0) vawus

AUy




2.2 UASHIATHIH MIFARE

o o [] =1 o'ed =] 1 o
1lsznoudin 16 nMas uARISNROIY 4 VAN uAazUADNI 16 TUd

MIFARE® Standard

Sector 0 (Block: 0...3)

Sector 1 (Block: 4..7)

Sector 2 (Block 8...11)

Sector 15 (Block 60...63)

79

Sectors

Biock 8: Data or value {16 bytes)

Block 9: Data or value {16 bytes)

Block 10: Data or vaiue {165 bytes)

Block 11: Access Conditions, Key A,

Key B {16 bytes)

M 0.1 e insaadevulganu e ing

2.2.1 ¥5mw0s 0/ uden 0

Serial Number {4 byte)

| Check byte (1 byte)

Manufacturer data (11 byte}

- o ¢ g
MINN N2 LTAUBNSBT O/ UaDN 0

£y
= = ] (] =5 1 » [}
yaoniainsanid laetunor 151 luansorn ldud learars 4 meluld

22208903, 7, 11,15, ..

Key A {6 byte)

Access Conditions {4 bytes) Key B {5 byte)

1 < 4 v a
AN A3 UAAIVHONDY 9 JHHU AN

2.2.3 LUIAIUAAUDE MIFARE

¥
5 [ [ cf =3 o v o
memauarseo i luau 1dadiasvatounn uasinms s o Ul Iu S

wpanulasaneiums ¥ auauianisihinuansosiuie 1aa il

W
3 as
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Get Senal Number

{Antcolhsion f more faps are n the
fiedd)

& and sclectone card 4 r \
(Select}

=x Card 1D ésenalnumber)

'y

Login 10 a sector { Autenticate}
F o Sector, key, kevtype

F 3

* Hali
g Roead, Wenz, Increment, Decrement. {nternaily
Copy implernented,

used for hand-
by of muduple
tays)

< block, vafue

MAR N4 HARINIZLIUNTHIIUYDUAT DI TURLUTD

aowmsamshauldgeindidumsiFruresmdaunsasgndugaly

v 3
715199 0.1 Aaeil

i o 4 4 U a =]
ﬂ]ﬁﬁlﬁ n.2 llﬁﬂﬂlﬂﬂﬂ‘lﬁﬂfﬁlﬂdﬂ’]ﬁ"ﬂ']ﬂ'luigﬂ3131ﬂ?ﬂ§ﬂ1uﬂ‘uuﬂﬂ

“c” continuously reads seriat numbers of all cards in the field
"'m<CR> displays a list of all tags n the field

Get Serial Number

Select 's” reads a senal number and selects a single card 1n the field
‘m_ .. <CR>" selects a specific card in the field
Login " does the authentication procedure for a sector;

always requires a select {using “s” or 'm...") before
Read, Whte, Increment, | °r". ", "+, "7, "=" does the reading, writing and value handiing;
Decrement, Copy always requires 3 select and a login before

3. lilsinneanazyamaanlFa

3.1 woarnlidsinnea

Tdslanoatignesnuuulildauldie ddsmuial4iuTdsunsudsan

oo "o & d 3 o
mesiueald Yayafidathuiun ASCI Hex Fammnsuansliimiu18luTdsunsumefususa

(Hyperterminal)

Command
M bytes

Data
N bytes

. 2w s uadlassadaveudsuveansai s lanoa



3.2 luwnsllslanea
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¥ 1
Tls TanaiignuuudmsunisFnugammnssuTaoldnsseTns lumdu vas

msasvaeuisy msdatayasziiuuum luuns

STX Staton 1D Length Command/Data BCC ETX
1 byte 1 byte lbyte | Nbytes 1byte 1 byte
2 0.6 uaaaTaserdavpansuveaingi Il Tanen
-STX : Start of Text (ASCII 02h)
- Station ID : Unique 1D of the Station
Do Qﬂi}m?hﬂ Jutevan (controller device)
ID FFh 9A993M13RDY ﬂﬁl‘i_lﬁgdﬂuﬂ (Get ID Instruction)
- Length . A23ARW1ITOY R UNUANUIIUDIUGEN Command/Data
- Command/Data siluudendrds dusFauazdoya Taoawestidsezeyluglves
ASCI daudoyarzgnaaiiulusnSuny ASCIT Hex
ameveudenddatyagiuddeils
-BCC : Block Check Character 1% 14N15A3 198 91UN I TAHANAIA
Ao XOR uaaz ludvpansusuil STX/BCC way ETX
BCC = (Station ID) XOR (Length) XOR (Data/Command 1) XOR
(Data/Command 2) XOR... XOR (Data/Command N}
-ETX : End of Text

aredadeyavearsuilgeu

42h 84h a1h 73h 10h d3n
ST Staton (D Length ' 3CC ETH

A ¥ g W
SMAN N7 uﬁﬂwagamamﬂsuﬂmm

' ¥

e w A o A ¥ 3 . 4 ' - o a
wlmmﬂauﬂznwmimmumu station ID 64h 1A59307U i]xull]ﬁﬁﬂﬁ’f)&fﬂﬁ‘iﬂ
1 Ed
BLALY
0Zh 25h 0h 72h Jdh 51h 23h
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4Fh 03h

STX

Raster 1D Length W

BCC

3.3 %Af1a9

= 9 o w
MW .10 nemadoyanids Tumsy

MINN 0.3 uaaIgaiId i 14

g;r:mnd MIFARE "~ Application Oriented Protocol Command MIFARE” Low Level Command
' Resst -

‘e’ Contnuous Read Anticathgion

‘s’ Selfect Select

kil MutiTag Select/ Tag fist Select § anticollison
1 Login [sector, keytype, key] Authenticate

T Read biock] Read

i Read vaiue [block] Read

re' Read register [register] -

' Write [block, data) ‘Wnte

"y’ Write value [hiock, vaiuel Write

we' ‘Nrite register [register, dataj -

wny ‘Write key register [registar. key] -

+ Inerement dolock, vaue] Incremert

. Cacrament [bock, value] Decrement

= Copy [block, biock] Restore

‘g Get 1D of reades module -

T Transfer data telegram [iength, opton, ¢ata) Vvarous

‘poff fpon’ Turn the anfenna posver on o off -

ortpw

Raad Wirite the 1 bit user Fon &
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3.3.1 f11d4N17 RESET

' 1
e

q' [ I A o
A1519N N4 UTAIMITIN 1F U153 10

Command

CMD DATA

= MNone

Binary Frame 02737803

Answer

ANS DCATA

nong Binary Mode: None
ASCH Mode: "ACR120 <.xx" + CR + LF, where x.xx i3 the major and minor version
numier of the fimmwyare installed.

3.3.2 M79M3 READ

' '
o A~

d' o 9 1
AN N5 LLﬁﬂﬁﬂ’lﬁﬂTﬂ‘})’ﬂluﬂTjﬂWﬂ

Command
CKMD CATA
T Faad block block {1 byted 0. _3F {for 8 Mifare™ Standard TAG)
vs read valua block block {1 byte} 20, 3F
‘re’ read reader EEPROM register {1 byfe) 00...13
Binary Frame: read block 04h; 820102 72 04 7503
read vaiue Dock 04h: 02 B1 0372 75 04 82 53
read regsster 10h{user data). 32 01 03 72 BS 130503
Answer
ANS DATA
nonrg read biock: Cata {16 bytes)
read vaiue: Value {4 bytes)
read EEPROM. Data (1 byte}
‘N Ao TAG nofe
T ro vaiue block none
T read failure none
Binary Frame: Read block: 02 00 10 <16 byies data» cc 03

Read value: 02 00 04 <4 bytes data» ¢ 03
Read EEPROM: 02 00 0% pp cc 03

3.3.3 N15974 EEPROM 4931509871

M13137 0.6 uaaIf TN 1% 1un 190 UKL IEA NS EEPROM

MIFARE?® fteader Module EEPROM Memory Qrganization

Mumber Name Description

0Ch  43h unique device 1D {32 ki) This number is unique for each device and therefore read
oy

04h Sraticn 1D Indicates the address 1D for every staton. The 1D 55 used far
acdressing within a party line and is read oniy.

0sh Protocol Configuration Set protocod type, power on behavior

OEh Baud Rate Se'ection Eefines conmunication speed

O7h.. OFh raserved

10h.. 13h user gata free usage




A19197 1.7 LAAIRI8U19715 1¥A 179814 EEPROM
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1457

reads tlock 4 (secior 1}

00112233445566778893AABBCCEEDDFF

reply from reader if Mifare” Standard
block 5 contains 001122, °

o reads Manufacturer Code (sector 0)
w4 reads value of block 4
00112233 reply from reader if Mifare® Standard
value block 4 condains “00112233°
red4 reads register 4 (Stadon 10)
] repfy if Staton 1D 1S set to 0
refis reads register S {Protocol Configuration)
o1 reply if Protoco! Configuration register is set to 01
ref6 reads register & (Baud Rate Selecton)
43 repdy if haudrate is set to 57800 baud

3.3.4 A199015 WRITE

mM3199 0.8 nanmidanla lums e

Command

CMD DATA

W write block black (1 byte) 06, 3F
data (16 byles)

W wirite valle Mock

block (1 byte) DG 3F
value {4 bytes)

we' wiite register

register {1 bvte) 00 0F
data (1 byte}

'wm' write master key

key number {1 byte) 4. 1F
kay (8 hytesl

Binary Frame;

write block A4h, data 001122,

G201 1277040011 223344 5560 77 8853 AA BB
CCDDEEFFAD03

write value block 4h, value 00112233:

0201 077776040041 22330303

writs register 10k (user data), data AAR
020304776510 AA AD O3

write master key 0, keydata ADA1A2AZA4AS
02010977 AD OD AD AT AZ A3 A4 A5 13203

Answer

ANS

OATA,

write bipelC writters data {18 bytes)
write value: written vaiue (4 bytes)
write register: writlen vatue {1 byte)
write master key: written key (€ bytes)

'K unable to read after write none
‘U': read after write arror none
M no TAG nang
‘F'wnte failure none
T write fature none
Binary Frame: Wirite black: 02 80 10 {1E yvtes of data) cC 22

Write register; 2 0001 nncc Q3



85

4. ¥330321015 U

ondnduanssuiureamse e ldimstaassnaueznizuIun s S gag

1 L4 ’ d,
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limesiot 0 1 2 3 4 5 33 34 35
I HMOST ..gr —y

Jreader (01) + 01

reader {03} 03
reader (04) +- (04

[reader 35 ¢ 35

AN AL Laedsaaalum oy

3
o o

r H = é E o Qu
M5 ou lupsdiae g Fezuaaaaaianarlunis e nsus s

19 9 1dun n138 I Mndeu uasidides q Lﬁamuf}um‘iﬁmmmmmﬁuﬁﬁaga
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A13199 0.9 1EAIEIAITIYDIN I I uug azns o

fenen fins] J trexre fins] szs s}

i of
[* Reguenl s
Reader. « Response
. Commnangd Lxecutivg Response
¢ ormmiand T : T T T : T T

Ipasy Il'n"n- Ieam, ™ Ifsucc Ihlt}“r(; Eaanin li‘r\'vi' Ihi.\.\'_
Resct 1.0 67.6 30.0°
Cont, Read L0 - »e® 1.4
select” 1.0 76 XTI BT BN 10.4
St Tae 2 3 5.2 YHTIOLA various
| it 4.1 P B G 13,0 i
Read
Pate {r] 3.2 I3 1.6 J4 |31 231
Vadue v 4,2 3.8 3.8 J.4 3.1 10,4
L1PRON [re} 3.1 X1 1.0
W rite
Dat {u| 363 I3 f1.2 154 |31 354
Vadie us} 125 1.3 [12 134 |31 104
LLPROA] [se] 4.2 9.6 1.0
Shesier key [l 4 [HRAS It B3
Power ey 3.1 <{k3 1.0
Power O 4.2 ()4 1.0
Part
write  jw} i1 <1 1.0
tead i 2.4 <{ Ky
Ger 1D 1.0 Virins 1.0
Frunsfer [eleanun VUL vurioos Yurios
Increment™ 11.5 1.3 IR 13 3.1 10,1
Duecreiment’” 11.5 L3 disu fisd Jar Tiod
Copy '’ 3.4 ib 4.3 34 i 4

= Ja:- o
5. gazesnve U1

5.1 S1azPIAVRIVELN

1 MF1 IC 850 1/5zn0ud0 EEPROM 1 iiTa'lusl RE-Interface uag wiasasuay

Ainea wisnuuazdeyaignd

a

AU MF1 1€ S50 fauaasluniwd n.12

5.1.1 RF-Interface

. - AUORANAIANDYAR

JHTUT T IN ey

=

¥ B w A f
31]53 U "Uﬂﬂ]ﬁ‘}’l“uﬂﬂutﬂuﬂiﬂ)‘ﬂhﬁﬂ
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5.1.3 MIAgIAIeY

) = o A q ¥ . o & ¥ A d
poudunszUINMIRgIIGIauHe I laveanuaea i Famudndsudenn

] = o ar 1 o
Wil 1drmudroresfdmwedmsuusazuaon

Digital Control Unii
RF-Interface . Control & ALU EEPROM
Anti-

collision

Vi AL EEPROM-

1NN X interface
Authenti-

antenna cation Cryplo

= 3 o
HTAN N.12 Llﬁﬂﬂiﬂiﬂﬁi'}ﬂﬂ?ﬂﬂh«l‘ﬂﬂﬁu‘ﬂﬂ

¥ = ' :{ =] v e; ar

5.1.4 nimlszuaonaniansin mnnuaveslugduuuiigudounazannsagn
- 3
nuazaa 14

5.1.5 EEPROM-Interface

5.1.6 1190 Crypto i Wil Iddsnninlasadelumsn/deunlasdioya

' o P I s a gr = I'd [~ '

5.1.7 EEPROM miaoaui1 1 dla ludgaimualiilu 16 Fmmes uaidnines
™ o 4 g d ¥ s d v ' a3 s e ' . 4 qw
i1 4 u@en ninuaenu1d 16 TUA VABNEANTBVBAAZIBIABS YNITUNIT “trailer” 14

ar =54
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5.2 wannIsANABARES

Md1A19 9 gndmuaTas RWD uazgnaiugulaonidonuauainoavos MF]
- 4 ¥ 2 o ¢ o <
I 850 eithidoulymsnidhdsnnanaouausseadnaes Swanslunmi n 13

5.2.1 REQUEST STANDARD/ALL

w a = @ ar v e 1 [V
HAINAWINUIERNVDIUNT ﬂ'li!']iﬂﬂﬂ‘ﬂi‘llﬂ’lﬁﬂﬂ']i%}ﬂﬂsllﬂ ﬁQIﬂU RWD thEN

1

tasnluluauvesmeeinn Taodafaenlilfasianesven

Transaction Sequence
A v v v :
: Request Standard Request All Typical Transaction Time
v v Identification and Selsction
+ Procedurs
Anticollision Loop 3 ms without collision
Get Serial Number
: + 1. ms for each coflision
a4 - -l
: h A
Select Card
= 1 q v
P oo Authertication Protedure
! sector specific v 2 ms
| v
t N\ & AN
_ Decre-] | Inere-| | Re- ! Memary Operations
Read Write ment ment store Hatt
Biock | | Block 3 7 7 7 J 25ms read block
650 ms  write block
h 4 A
Transfer v .-

! = ' 4 ' Y =]
fn‘ﬂﬁ .13 tlﬁﬂﬂﬂ‘i?’,‘U'J‘LIﬂTiﬂﬂ@@m@dlﬂ?@Q@WHﬂUMﬂﬂ

5.2.2 ANTICOLLISION LOOP
Tugdveamsflosdunissuduveanuioavtsedivossaslumseiu 11ins

¥

wongluludumsiiamees RwD tasmanivaansononduny o vl s 317 hissutias

¥ 1 Vv 1 "
Suuaznilthniuszgnidendmiumssudsdoya tnri lignienvzsoneanisaasudids

5.2.3 SELECT CARD
o & as o 4 o oo a ar o P
ffamsidsnting RWD ifentasnilludmiuRganidauuaznisiiou

SIRRIS

wr ar

w o
UHWUTN



5.2.4 3 PASS AUTHENTICATION
waINAITAoNYeuinsmWIT RWD duniamizoanusweanisidida
r a 4 o a - . . a a
minsai g l¥AdaouaunsdmiunsEIUPTS 3 pass authentication HAILIDAS A
EY
maudusdimizoanudmanuazgnmmaisie
5.2.5 MINMANUYDINUIA 1IN
¥
nawINNISANAIMUINIAM SRl
-n1seuAen
- mstfiuuion
A o o i Y
- msaaiiamvesionuazniiuma lududisasdoyaniolu
a ¥ o o [ )
- Myt vesUaanuasiusa ludiudsedeyanoly
= v
-ms3alag

- Msfudadoya

5.3 anulaeasbve sdoya

awna lnosh lWIsnudmsumsaade lae ldudaseniis RWD uasiias

[

A Y 1 = « oA oA @
e I lafanmniugedovesnissudadoyn
= t =1
- CRC 16 Usnouann
»
Y= o o T o
- WisALadTuusaz lud
- @A UAIBNIETNVT A
a & o d’l [ = g
- WinsHaeunszn e “0”, =1 uax lufidoya

i ] a_ a = fa A
-daumsaaadosqua (@10 T InneanaznisTnsizdiafiluagm)

5.4 Tassadanaea

' o = o o o =
WHIuA W1 EEPROM 1024x8 1ia gnin Tassadradlu 16 inmasnd 4 uien

' =1 = ar a
Tunaazudoni) 16 10 uaaadanIwn n.14
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Byte Number within a Block
6 17 8 [9]10l11]12]13}14] 15| [Description
;:|Access Bits Key 8. . | |Sector Traler 15.
Data
Data
Data
Sector |

Taller 14,

. {Access Bits{ . Key.B. .. .| [Seetor Trailer 1
X ' - ' Bata '
iJala

Data

ﬁeqm Trailer 0.
Data

Data

M a4 uaaaInsaaiianu a1y EEPROM

[
5.4.1 yaanYoyavIn 1599y

kg = 3 o s o L4 3 g
VayaudAUIN (VABN 0) VBUBAAMBILIN (FNADI 0) ITAUVTOYRYDI IC 910

3

Tsanu dflazgnilesiumsiBeudonarivas ]y urasdenind n.1s

MSB LSB
A x X [x [x ] x [x]0]
‘-f"p/fﬁ-/}
Byte (01 [2]3 4[5 617 88 0] w@]i3]4]is]
Serial Number Manufacturer Data
Check Byte

- o ¥
AN N.15 Llﬁﬂﬁﬁﬁﬂﬂﬁf@y’a ‘t]']ﬂ‘I'iané
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o

5.4.2 ytendoya

< ¢ o 4 4 o a s w o o

wnADsanuAvziiu 3 udond 16 lualuvden dmfuiiudeya (Fmmed 04y

o ¥ =1 o ¥ T ~
wmizaesuaendeyouaziiundeniow ldenafion)

1 =1 o & -

mveudaenzgnimuapiuuudeyadeeyaaliaitvaeuanufianatauo:

v 4 i
anugndnanaznsdamsiisasdoya Aaeaslunivwi n.ie

ByteNumber {0 [1]2[3[4[5[6]7[8 ]9 [i0[11]12]43[1a[15
Description Vatue Value Vahus Adr Agr | Edr

1=
&

1 o ' o
ﬂ]W'ﬁ .16 LTAIUADNYAINUINA LB

' = o 4
543 ﬁ?uﬁWUL“ﬁﬂm@g(Uaﬂﬂ 3) Llﬁﬂdiuﬂ?“ﬂ‘ﬂ 17 1 N.18

ByteNumber | 0 | 1 [2 3[4 [5[6[7[8]9 [10]11]12]13]1a]i5
Descaption Key & Access Bits Key B toptional)

1 o 1 o
.ﬂ]“ﬁ .17 UHEAIUDDN 3 YTINUALAI AN

ByteNumber | 0 [1[2 3 4]676[7[8 [0 fa[11[12]13]14][5]

Hey A Access Bils Key B {oplicnai)
/‘/’-"’ NN‘\\ T
/‘/’l HRL&‘-—,___
" e
© Bit 7 6 5 4 3 2 1 0
Byte6 [T | & [ o [ o [T [ o, [ o o0 |
i
Byte7 . | o, [ o [ e [ e, | & | & | = [ &5 ]
Byte 8 . Lex [ e [ e [ 3 | 2 [ o ] @ | e ]
Byte g = [ [ l [ [ [ [ | |

" = =] 1 @
J'H‘W‘ﬁ .18 Ltﬁﬂﬂ_lﬁ;luﬂﬁﬂﬂ I URIHMUILA U

)
.
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5.5 MIANTIBUIBANNE)

s

1 i ¥ ° o o ) 1 o 4 J &
ﬂauﬁwu’wmwmwzmﬂu um%z@fmmumsgmﬁaﬂua:‘wq%u ARNUNDU A9

¥ a a: 9 ¥ ;
TRaSu1ua U WA 1.19 Auanedl

PAR ™
CPOR >

Change of Sector

1
ldentification and Selection Procedure ]

¥
Authentication Procedure

Mew Command withowt » Halt
Change of Secior . .

r

Memoary Cperations

‘ Value Block
: Read. Writz, Incremant, Decrenent, Transfer, Restore

: Read/Write Block
i Read. Writa

AINN N.19 LAFINTZUIUNITAND IHUIATILE
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