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2.4. Virtual Switching Systems (VSS)
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SWA500E (config)# switch virtual domain 1

SW4500E (config-vs—domain) # switch 1

SW4500E (config-vs—domain) # switch 1 priority 255

SW4500E (config)# interface port-channel 10

SW4500E (config-if)# switchport

SW4500E (config-if)# switchport virtual link 1

SWA500E (config-if)# no shutdown

SW4500E (config)# interface range TenGigabitEthernet3/1-2
SW4500E (config-if-range)# switchport mode trunk

SW4500E (config-if-range) # channel-group 10 mode on
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MOD-4507RE (config)# switch virtual domain 1

MOD-4507RE (config-vs—domain)# switch 2

MOD-4507RE (config-vs—-domain)# switch 2 priority 254
MOD-4507RE (config)# interface port-channel 20

MOD-4507RE (config-if) 4 switchport

MOD-4507RE (config-if)# switchport wirtual link 2

MOD-4507RE (config-if)# no shutdown

MOD-4507RE (config)# interface range TenGigabitEthernet4d/1-2
MOD-4507RE (config-if-range)# switchport mode trunk
MOD-4507RE (config-if-range)# channel-group 20 mode on
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SWA4500E# switch convert mode virtual

MOD-4507RE# switch convert mode virtual
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GISTDA-2960X-01 (config)# interface Port-channell

GISTDA-2960X-01 (config-if)# description ## Link to GISTDA-3750X-01 ##
GISTDA-2960X-01 (config-if)# switchport mode trunk

GISTDA-2960X-01 (config-if)# spanning-tree portfast

GISTDA-2960X-01 (config)# interface range GigabitEthernet 1/0/23-24
GISTDA-2960X-01 (config-if)# description ## Link to GISTDA-3750X-01 ##
GISTDA-2960X-01 (config-if)# switchport mode trunk

GISTDA-2960X-01 (config-if)# spanning-tree portfast

GISTDA-2960X~- Ol(COHflg 1f)# channel-group 1 mode active

118y Distribute Switch :umimmmu

GISTDA-3750X-01 (config)# dnterface Port-channel 1

GISTDA-3750X-01 (config-if)# description ## Link to GISTDA-2960X-01 ##
GISTDA-3750X-01 (config-if)# switchport trunk encapsulation dotlg
GISTDA-3750X-01 (config-if)# switchport mode trunk

GISTDA-3750X-01 (config-if)# spanning-tree portfast

GISTDA-3750X-01 (config)# interface Port-channel 2
GISTDA-3750X-01 (config-if)# desecription ## Link to SW4500 ##
GISTDA-3750%-01l(config-if)# switchport trunk encapsulation dotlg
GISTDA-3750X-01 (config-if)# switchport mode trunk
GISTDA-3750%X-01 (config-if)# spanning-tree portfast

GISTDA-3750%X-01 (config)# interface range GigabitEthernet 1/0/23-24
GISTDA-3750%-01 (config-if)# description ## Link to GISTDA-2860X-01 ##
GISTDA-3750X-01 (config-if)# switchport trunk encapsulation dotlg
GISTDRA-3750X-01 (config-if)# switchport mode trunk

GISTDA-3750X-01 (config-if)# spanning-tree portfast

GISTDA-3750X-01 (config-if)# channel-group 1 mode active
GISTDA-3750X-01(config)# interface range GigabitEthernet 1/1/1-2
GISTDA-3750X-01 (config-if)# description ## Link to SW4500 ##
GISTDA-3750X-01 (config-if)# switchport trunk encapsulation dotlg
GISTDA-3750X-01 (config-if)# switchport mode trunk
GISTDA-3750X-01(config-if)# spanning-tree portfast

GISTDA-3750%X-01 (config-if)# channel-group 2 mode active
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DHBT-CORESW-01# switch 1 priority 15
DHBT-CORESW-01# switch 2 priority 14
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seare uazaziiuS il Office %xﬁwmsﬁﬂg’qqﬂﬂsm Switch H3095uma TuTaE Power over
Ethernet (PoE) o4 lumss 1wl lU8 IP Phone

u‘%ﬁwg},hnmmmaﬁ"mmﬁh 1imIARAYTS UL Internet 910 2 AIRuTmsfie CAT
waz AIS Taeldemuluguuuy Active/Standby wazdaiimsis E1 dmSussuumsdedsnn
TOT Dnene

N13AIA1N WAN Router 1i¥a¥i1 Hot Standby Router Protocol (HSRP)

BBT_ SBN (config)# interface GigabitEthernet 0/1

BBT SBN(config-if)# ip address 10.6.0.4 255.255.255.0
BBT SBN(config-if)# standby 100 ip 10.6.0.3

BBT SBN(config-if)# standby 100 priority 110

BBT SBN(config-if)# standby preempt
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BBT CAT (config)# interface GigabitEthernet 0/1

BBT CAT (config-if)# ip address 10.6.0.5 255.255.255.0
BBT CAT (config-if)# standby 100 ip 10.6.0.3

BBT CAT (config-if)# standby 100 priority 90

BBT CAT (config-if)# standby preempt

MsfAam VPN ieennemsevialiisduinavlvaquasiysii

BBT SBN(config)# ! Set ACL for IPSec

BBT SBN({(config)# ip access-list extended master
BBT_SBN(config—ext—nacl)# permit gre host 172.16.10.15 host
172.16.10.14

BBT SBN(config)# ! Phase 1

BBT SBN(config)# ! Configure ISARKMP policy

BBT SBN(config)# crypto isakmp policy 1

BBT SBN(config-isakmp)# ! Encryption and Authentication protection
BBT SBN(config-isakmp)# encryption 3des

BBT SBN(config-isakmp)# authentication pre-share

BBT SBN(config-isakmp)# ! Set Diffie-Hellman group

BBT SBN(config-isakmp)# group 2

BBT SBN(config)# ! Set pre-shared key for remote peer

BBT SBN(config)# ! 0.0.0.0 for every destination

BBT SBN(config)# crypto isakmp key 6 CiscoCisco address 0.0.0.0
BBT SBN(config)# crypto isakmp keepalive 30

BBT SBN(config)# ! Phase 2

BBT SBN(config)# ! Configure IPSec policy

BBT SBN(config)# ! Allow encryption and authentication-algorithm
BBT_ SBN(confiqg)# crypto ipsec transform-set VPN esp-3des. ah-sha-hmac
BBT SBN(config-crypto-trans)# mode tunnel

BBT SBN(config)4# ! Set Crypto map. (IPSec with ISAKME)

BBT SBN(config)# crypto map VPN-MAP 1 ipsec-isakmp

BBT SBN(config-crypto-map)# set peer 61.19.123.45

BBT SBN(config-crypto-map)# set transform-set VBN

BBT SBN(config-crypto-map)# match address master

BBT SBN(config)# interface Loopback 500

BBT SBN(config=if)#"ip,address »172.16/1015 255,255.255G255
BBT_SBN (config)# interface Tunnel 1

BBT SBN(config-if)# ip address 20.20.20.22°255.255.255.252

BBT SBN(config-if)# tunnel source Loopback500

BBT SBN(config-if)# tunnel destination 172.16.10.14

BBT SBN(config-if)# crypto map VPN-MAP
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