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ABSTRACT

Compliance Management (CM) is the management process that an organization implements
{0 ensure organizational compliance with relevant requirements and expectations. The most
complicate process, costly and time consuming in CM is compliance checking because it requires
a person who has a good policy knowledge to examine whether the current operations meet the
policy requirements or not. This thesis proposes a methodology to enable the automation of
compliance checking by using tools that support natural language processing (NLP). We use
GATE (General Architecture for Text Engineering) as a tool to extract only the essential
compliance requirements from the legal documents which always embodied in natural language
and capnot be understood by the traditional computer system. We use Protégé to develop
ontology which is a kind of natural language database to store the compliance checking data.
Then the Jena semantic web technology is used to retrieve data from ontology to present the
compliance evaluation and suggest the solution if the control violations are found.

In this thesis, we use the sample case from the operations that have no log in computer
systems by using questions and answers principle to cooperate with the semantic web
technologies. Since there are some operations that cannot be understood by computer systems, so
using questions is one of the ways to gather the answers as operation log to evaluate their
compliance. The proposed methodology can help non-auditor to perform the compliance

checking, so that the time and cost of CM would be greatly reduced.
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2.1.9 PCI DSS (Payment Card Industry Data Security Standard)
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2.4.1.4 Layer 4: Monitor
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2.4.2.1 Syntax
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2.4.2.2 Semantic of Rule
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311 2.4 ExPDT Codes the Modalities into the Ruling

2.4.2.3 Semantic of a Policy

A o = o !
1. GUAY result A28 (T, T) @z uauena status ¥8en15Useiiue v 11U default
-~ = é -] as -] ot
2. dszdiunguunfesnilsamdrvuanudidy 61 mies’s guard  gnAunINL Tng
query LR

¥ A

] ¢
- tioulugnilszifunaiiu 1 maveansyszdiv status Tudugareazith v

- didenlugniszdivily u Wiy ries ruiing TUR result s1nfuswun status v
udrilszurawangae 14

3. & status v 1U1F1R1% 4 result A1 ruling 192 status v

4. 1 status Ganasium defautt 135 rule 1o 9 Aihivld I dandua default ruling 80

3
A79 WTONAY status v

: S
243 matelimanvgumnalumalddesinuaves Sox uuunindsuulaansli
malulagmedudoya

3 = ar 3 o

Section 302 UDINYHNIY SOX Avua IMRLEHITTZAUTIRBININTTIBIUIDMIRUYDS

a

Uidnien1s 50 NugAdesveatoyamesdunsRuazinsianisnssuIunnILgy

Mo luNine e UssUNIEAINNITRY
g4 Section 404 Amuadrlusiseulszdiflvesuiinosdostinissoanufsany
é = o ar
aszuaumInuguatelu Faezdoalsznoulldre @ Tessadrenmsusmadwmiums
= = = = Qy =
Uszdiunanisaduguarelu G mstszdiudssininmysamsniuguaesly o aoudull
UANIRY (Fiscal Year) uag (iii) mM3susosszuunugumelu lngdasiaaeuniouen
21NUNAIIN Taming Compliance with Sarbanes-Oxley Internal Controls Using Database

Technology [6] Tag Agrawal R., Johnson C., Kiernan J., L& Leymann, F. laimisiverue




19

s ldma TuTadmedmdeyalumsmiuayultifiens Compliance audoimuaves
] ¥
Section 302 148¢ Section 404 BT WaATUAYUNSTLIUMIAL [1ilAD
Management’s Assessment of Controls ¥iA331n%1n13MMUAISUUMIAUgUAe lULAE
UF1iR1F3mdr fuinisezdeaihinisdszliusavesnsljialduasastameuiniinms
¥ Ay 8 A o ' Y 2
auqulathenaumadslumsd§in vieligageuls 4 thelussuuntuganiu
Auditor’s Evaluation of Controls 3101511518971uMIAuguezAvalin1g M3 usoang
k4
ATVADVNIIUDN AIUUAATIIAOUTIADININITATIIABULONTITAN ) UDSNATOUMS
¥ v g =
ARuuAA NI uR Y

aolaonssuuoauIn gD ﬂummuﬂmmm‘lﬂmiﬂw 2.5

g

- Wkl 057}
2k ;
#E oo i ! ‘
Arsouning
Fles
o WEs,
o Comgitod ‘ violating
P WF it mwﬁﬁd
SNEEOE | WE senrols
rd

Intaroapt and log /
vencationaf
Aatzad
&S5 xep WFa
IF Step
iniarosphtr W (‘;om“:aiﬁon WP we Finaral
! O Reconsirucior Analyiis Spening
Sicra
Log Recond 5
Genersor errgilad
W 1
[0} O
i Ol Frimie il
31 aiR

Aoty , Executabio Fruncnt
tog Wy Data

ﬂﬁ 2.5 Workflow Execution and Analysis Infrastructure

Falszneuludae 4 dauilszneundndio
- Workflow Modeling

- Active Enforcement

- Workflow Auditing

- Financial Analytics for Anomaly Detection

2.4.3.1 Workflow Modeling
drlsznounsnvesaaiilaonssuiae Workflow  (“WE) Modeling 91513104
aszuaumIaugua1eluilunguues Workflow faz Workflow 1lsznoulddrefanssuy
(Activities) MIARNAT LA INBIMIMHUAFUMUUYE Workflow Tusmgsvatuilidu
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31 Log ¥09 Activity Tuedaunuiludisuiiuns
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2.4.3.1.1 Activity Logging

A g 9 w 2 g L 1 Ao w . 2 g )
LUAUAINTTUUNNUDID Activity T‘}ﬂ 9 9 NNNINY Transaction "l”flu Logs WﬂLﬂUBQGLu
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2.4.3.1.2 Modeling Required Workflows
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2.4.3.2 Active Enforcement
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3 i 2.6 Active Enforcement of Controls

2.4.3.3 Workflow Auditing
1 = A o ' 5 o o A
mulszneuRailiINIsILe Workflow Auditing 0aniuaoriiafo
- Compliance Verification
- Query-Based Auditing
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- Query-Based Auditing 11U nau17aN9EAI 980U Activity Logs tWoHUAIU
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1. <Bolicy>» := {<Ruler) | (<Rula>}, <Policy>
2. <Ruler = «Col_Ctrly | «Col Ctrl», if {<Cond>) |
3. <Aoo _Ctrir | <Aec Ctrls, 1f {<Cond>)

4. <Col_Ctrl>
5. <Aoo Cirl>
5. <Cond>

7. <atom_Cond»
8. <«Provision>

<Parms, <Subj>», <0Obig>, <Event>

<Perm>, <Subj>, <Obj», <Right>

<Atom Cond> | <Atom Cond> k& <Cond>
<Pravision> | <Obligation:

role <Op> <Roler | purpose «<Op> <Purpose> |

K

i R

9. <DataField> <Op> <Value>
10. <Ohligation» := delete <DataFields «Temp modyr [«Sanctionx»] |
1. notify «DataProvider> <Temp_mod> [«<Sanction=]

12, «<Perm» allow | deny

13. <Righty» read | write | exec <Cmd>»

4. <Temp mod» immediately | within <Mat _Number> days
1%, <Sanction> = otherwise <String>

6. <Qp> = b2 ) or= | <= | == I=

oho4

gﬂﬁ 2.9 Policy Language for Dynamic Systems

rpi={ allow, =», =, read,
if | role == Marketing &&
purpose == PerglSservice &
delete » within 30 days cotherwise Fine=31008% )}
{ deny, RFID-Readsr, =, = }

it

3

gﬂﬁ 2.10 Example of Policy Rules
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g‘ﬂ‘ﬁ 2.11 Adding an Entry to the Log File
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2.4.4.3 Automated Andits and Digital Privacy Evidence
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2.4.5.2 Frame of Security for Web Service based on Regulatory Compliance
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gﬂﬁ 2.12 Frame Security for Web Service Based On Regulatory Compliance

1. Protection Dimensionality
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2. Monitor Dimensionality
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3. Audit Dimensionality
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2.4.5.3 Blueprint of Security for Web Service Based On Regulatory Compliance
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2.4.5.4 Implement of Security for Web Service Based On Regulatory Compliance
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2.5.1.1 A Bootstrapping Approach for Developing a Cyber-Security Ontology
Using Textbook Index [9]
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2.5.1.2 A Modeling Ontology for Integrating Vulnerabilities into Security
Requirements Conceptual Foundations [10]
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2.5.1.3 Qualitative Analysis of an Ontology Based Issue Resolution System for

Cyber Attack Management [11]
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2.5,1.4 A Security Audit Framework to Manage Information System Security [12]
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2.5.1.5 A Security Ontology for Incident Analysis [13]
9 o FI=Y @ A A 9t a2 & (=] o ) o
Aouldlinswanieeu Tnladineadoedumgmsaf ludalssasddrunnudung
Py R . ey o 3 - o
Uaonast (Security Incidents Ontology) NUNANUOIANIUAZ LY IAYTIN HIUMIHULAINMS
el & ddy ' & ar
Yoaduimuzey Fsaarilasnssnvesoou Inlasillsznou lidrerzduanuiunalasane
A a . 3 | = o A 3/ Py o ol w A
3 52AUAD $37Y Social, Logical 1Ay Physical Fuuafai la1Hin1sinsiziineduiFowes
o T a2 T o 9 = [} =2 a o - =
mamIsn Wz lmwznadisesumadia udsudeladomuuyrduas s suna
a Y & @ L 2 o = S :{ c’;’l 9/ 2/ s as
oneae e ldnanmstesduludsaninsouaguninisdmumsilesnu msasaivuazas

el ot o X
AANNNHANTTHNINAYU

2.5.1.6 A User-Oriented Ontology-Based Approach for Network Intrusion
Detection [14]
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2.5.1.7 An Information Security Ontology Incorporating Human-Behavioral
Implications [15]
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2.5.1.8 Ontological Approach Toward CyberSecurity in Cloud Computing [16]
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2.5.1.9 Ontology for Attack Detection: An Intelligent Approach to Web Application
Security [17]
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2,5.1.10 The STAC (Security Toolbox: Attacks & Countermeasures) Ontology [18]
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2.5.2 Information Extraction
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2.5.3 Towards Regulatery Compliance; Extracting Rights and Obligations to Align

Requirements with Regulations [20]
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UNES1: A covered entity that agrees to a restriction may not
use or disclose protected health Information, except if
the individual who requested the restriction is in need of
emergency treatment.

RNLS1: The covered entity who (RNLS2) may not disclose
protected health Information, except if (RNLS3).

RNLS2: The covered entity agrees to a restriction.

RNLS3: The individual who (RNLS4) needs emergency
treatment.

RNLS4: Theindividual requests the restriction.
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2.5.4 Using a Text Engineering Framework to Build an Extendable and Portable IE-
Based Summarisation System [21]
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2.5.5 Towards Annotating and Extracting Textual Legal Case Factors [22]
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2.5.6 Towards Semantic Methodologies for Automatic Regulatory Compliance Support
[23]
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4. M3 Semantic Rule A36I0819

Axiom 1: The validation task must have at least one approved written procedure.

ValidationTask hasWrittenProcedure
some (TaskProcedure and {hasValidationStatus has Approved).

Rule 1: If there is a written procedure in place for the Regulation, this Regulation is said
to be compliant.

Regulations(r} * TaskProcedure(p) * hasWrittenProcedure(r.p) => compliant(r).

2.5.7 NLP and e-Government: Crime Information Extraction from Heterogeneous
Data Sources [24]
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1. IT Infrastructure Supervisor 92309901 Information Security

Expert 4195998011 5218iun 1M1 00aN009 Data Center

]
i

2. Information Security Expert %%"EN“IJBL‘E]ﬂﬁ‘IiLLﬁz‘E'J‘lJi'JiJ“{liﬂlqllt’l‘lfl
L?lltl'.lﬁlal' 84210 IT Infrastructure Supervisor

4. Information Security Expert ¥11013039@0UONMITUAZATID
Aufiede

4, n3fifiwodaunnseauesnsAILgY IT Security Expert 32489
v IT Infrastructure Supervisor

5. IT Infrastructure Supervisor i3elftoud ludeunwsosty IT
Manager

6. fhelefivhnsudladounniosinfi  Information Security

Expert 7311

Main problems

9
o V! : .
- ATEUIUMTATINTRULUADINIWY Information Security Expert

DY

A191991 4.2 S84 NINBATIIID LA NVEINITDYDesY [N 1At

1. What are questions that auditors always ask when they perform the audit?

2. What are responses that might be the audit finding for each auditor questions?

3. What should be the valid control that comply to auditors questions?

4. If anditors found the control gaps, what should be done to correct a control?

y, 4 . v e -
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m5197 4.3 AmananuazaaldgesndAy

Class Subeclass

Main Component Computer hardware platforms

Operating system platforms

Enterprise and other software applications

Data management and storage

Networking and telecommunications platforms

Internet platforms

Consulting and system integration services

Sub Component Activity
Document
Environment
Equipment
Personnel
Event
Policy H
Auditor Question F
Global Standard o

- AR “Main Component” gﬂﬁ’muﬂmsﬂuﬂmﬁnﬁ’uqaqﬂmm‘lﬂmuﬁﬁﬂussﬁaga
Agamdaulsznoudie q ﬁﬂzgﬂmwﬁw 1% “Data  Center”, “Database”, “Network”,
“Business Application” 1Hudu éaﬁauﬂszﬂaumﬁwﬁ%mjmﬂ“lﬁ subclass 16198301910
“Seven Major Components of IT Infrastructure” [25] %aﬂszﬂauﬁ”w “Computer hardware

platforms”, “Operating system platforms”, “Enterprise and other software applications”, “Data

L LI 1

management and storage”, “Networking and telecommunications platforms”, “Internet platforms”,

H

. . . . Sy v a ¥ =
“Consulting and system integration services” a1 leesuenmuda Tuuni 3

- ADNE “Sub Component” gnimuaiNeussydeyafiiin111fis Wil Main Component

au

i 1o 1
%38 Component M19£9NATI9E0Y LAY Subclass ¥8Y 4 1AAB “Activity”, "Document’,

“Environment”, “Equipment”, “Personnel” 10 “Event”
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[ 4 a4 d A @
. A@1® “Policy” gAAMuaNuievssydeyamiuuleweiifeadesi Audited
@ 1 v -1 o o & el o
Component f79879(%U #4371 Data Center NHIIZHAATIIADY wilaluu TenoRnedoen
=) v a ar 1 ~ w2 i :%’ L]
fis ulvnwduaNilanafbues Data Center A20819ulowefoztiufineglunaieailizu
“Smoking is not permitted in data center”, “Entry and exiting doors must be secured utilizing the

Card Access System,”

. AR “Global Standard” gAMMUANIABUSTITEYRvOWNATEHA1 uTengld
$19848a ABE 19U “NFPA”, “SOX”, “ISO270017, “ITIL”, “COBIT” iuf

fARTA “Auditor Question” gAMMUANLNEDI T M RgnawLen q Taudnsesey
Ay o o 3 4y g %o o &
amaiidams fidsrngmesiuuloneniedasnnaeuiludimuansmsvesfanuium

Fothasy fa1uHINY TN Data Center B “What kind of access control at entry door?”

Tuneud 2: fmuaanudEiug quinyazues gueuiiverazaad
o ' = (! 1 9 A e YR Y A Iy
aamnuaudnmmfissediudes ldasoz Iddoyafifivane 14 sedodinmsdmun

anuduius qudnsasunzauauinvowRaznmaawdas lalumeh 4.4

m31eh 4.4 esnaANUFIRLT audnyazuay quauavewAozAnId

Class Name #1 Relation Class Name #2 Inverse relation
Main Component | hasPolicy Policy relatedTo

Sub Component hasPolicy Policy relatedTo

Main Component | hasSubComponent | Sub Component isSubComponentOf
Policy hasReference .| Global Standard none

Auditor Question | askAbout Main Component hasQuestion
Auditor Question | askAbout Sub Component hasQuestion

Wuneud 3: fMvuangamuaztedinvesniuiniuisezgamifvewrazama
) 2z o o w arsy ' o
TupauilitlunisdmuavouunresnNudunusiasguaNinvewsazaa1d Awuaaly

A1319% 4.5
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M9 4.5 Medungnaruaztednavsmnuduiusuazguauifvowaazama

Class Property Type Restrictions
Main Component hasDeseription String
hasSubComponent Instant class {Sub Component}
hasPolicy Instant class{Policy}
Sub Component hasDescription String
isComponentOf Instant class{Main
Component}
hasPolicy Instant class{Policy}
Policy hasTopic String
hasSubTopic String
hasContent String
hasRemark String
hasSubject String
hasObject String
hasCompliance List String
hasNonCompliance List | String
hasReference Instant class{Global Standard}
relatedTo Instant class{Main
Component, Sub
Component}
Auditor Question hasContent String
askAbout Instant class {Main

Component, Sub

Component}
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- ¥ =] 9 o o o 1 @ =
dugeutitlumssmuadoynsiadmiuudazand dweaasldlua1en 4.6

5197 4.6 Mreduvesdoyasieiituiinasluudasaae
Class/SubClass Instance Name | Property Name Property Value
Main Data Center hasDescription Data center is a facility used for
Component/Data housing a large amount of
management and computer and communications
storage
Sub Component Smoking hasDescription Smoking is activity that may
/Activity create fire.
isSubComponentOf | Data Center
Sub Component | Fire Extinguisher | hasDescription A portable device for
/Equipment extinguishing fires, usually
consisting ...
isSubComponentOf | Data Center
Global Standard NFPA hasDescription NFEPA (National Fire Protection
Association} is the world's
leading advocate of fire
prevention ...
1S027002 hasDescription IS027002 is a detailed security
standard organized into 10
major sections....
ITIL hasDescription ITIL (T Infrastructure Library)
features seven sets of processes..
Policy (Dynamic) | To be dynamic hasTopic To be dynamic extracted
Auditor Question | DC(Q1.1 hasContent Is non-smoking sigh put in data
center?
askAbout Smoking

Data center
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Class/SubClass Instance Name | Property Name Property Value
DCQ1.2 hasContent What kinds of fire extinguishers
are provided in data center?
askAbout Fire extinguisher
Data Center
DCQ1.3 hasContent How emergency lighting is
provided in the event of power
failure?
askAbout Emengency Lighting
Power failure

Data Center
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Funeun 3: msasvasunesulniagansol¥auliosa

A ' a o o 1A A 1
Weaslngeudeou Inladauiseldanlaeie Suiluedussndeinsrsaeuoou

) P Al oo Y o o
InTagsiumuisassumaini lamvua B umaiwasvaeunua1sn (Competency

s
Question) Jutiusoudu ldnielul 1dewiinsnsivaeulagld Semantic Queries #un1M

4 1 1 L -3 a‘l
SPARQL ielisrwdemsanudlanoumsasnasy 11 lammssuswdeyanmua’ld

Tugdvesmsedanaasiunisiei 47 Tasmatugulouiy (Policy Mapping) AU Auditor

Questions, Compliance Lists [} Non-Compliance Lists udld SPARQL LIFRINTBINUI ﬁ'dg‘l]

4.5

A19197 4.7 A796190139UgY 1oL Auditor Questions, Compliance Lists 110% Non-

Compliance Lists
No. | Policy Content Related To Auditor Compliance Lists | Non-Compliance Lists
(extracted) Questions (extracted) (extracted)

1. Smoking is nof permitted in | Smoking/ Is  non-smoking | Yes No
data center. Data center i:;x:ﬂgut in data (Smoking is ot (Smoking is permitted)

permitted)

2. Emergency lighting shall be { Emergency Has emergency | Emergency lighting | No emergency lighting
installed in all data centers. | lighting/ lighting been | immediately is provided.

The lighting shall operate | Power failure. | installed in data | provided.
automatically in the event of a center?
power failure. How emergency | Autematically Manual
lighting is
provided in the
event of power
failure?

4. Type of Fire Extinguishers Fire What kinds of fire | Pressurized water No water fire
Pressurized water fire extinguisher extinguishers are | fire extinguisher. extinguisher.
extinguisher. provided in data | Carbon dioxide No carbon dioxide
Carbon dioxide (CO2) fire center? (CO2) fire (CO2) fire extinguisher.
extinguishers extinguisher. Dry chemical fire
Clean agent (ABC type rated) Clean agent (ABC extinguishers.

Dry chemical fire extinguishers type rated),
are prohibited

4, Entry and exiting doors must | Physical What kind of | Card Access Others
be scoured wutilizing the Card | Access access control at | System.
Access System. entry door?

5. Provide emergency power | Emergency Docs data center | Yes No emergency power
disconnect  switches located | power install emergency disconnect switch.
inside the computer room at | disconnect power disconnect
main exit doors. switch?

Where is | Main exit doors Others
emergency power

disconnect switch

located?
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Competency Question 1.

What are questions that auditors always ask when they perform the audit?

Query I - ' o el
PREFIX CC: <http:fivmew. [TSecurityOntology.com/ComplianceCheckingBetaV'i.owlir>
SELECT ?MainComponent 7SubComponent ?Question

WHERE {

?SubComponent CCiisSubComponentOf ?MainComponent .

?SubComponent CC:hasQuestion ?Q.

1 CC:hasContent ?Question

}

arder by ?MainComponent?SubComponent

Reaults : - § ; .

MainComponent i SubComponent R, “Question;
& Data_Center 4 Emergency_Lighting How emergency lighting is provided in the event of power failure?
& Data_Center 4 Fire_Extinguisher What kinds of fire extinguishers are provided in data center?
& Data_Center ¥ Powar_Failure How emergency lighting is provided in the event of power failure?
& Data_Center & Smoking How smoking prohibit in data center?

Competency Question 2.

What are responses that might be the audit finding for each auditor questions?

Query - _ &#d
PREFIX CC: <http:/fwwew.|TSecurityOntology.com/ComplianceCheckingBetaV1.owl>
1SELECT ?MainComponent ?SubComponent 7Question ?MenCompliance
WHERE {

?SukComponent CCiisSubComponentOf ?MainComponent.

75ubComponent CC:hasQuestion 2Q .

?Q CC:hasContent 7Question .

Py CC:hasNonCompliance_List ?NonCompliance

FILTER REGEX(?Question,"firs ex"}

l

Resuaits

~ MainComparient [ _SubComponent | -  Question . - NonCompliance

& Data_Center & Fire_Extinguisher What'kinds'ofﬁre extinguishers are provi _ Dry chemical fire extinguishers
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Competency Question 3.
What should be the valid control that comply to auditors questions?

jQueiy & &j

PREFIX CC: <hitp:ffvoww. !'I‘SecurityOntology cumeuranIanceCheckmgBeta\ﬁ owl#s
SELECT ?ainComponent ?SubComponent ?Question 7Comgpliance

WHERE {

?7SubComponent CC:isSubComponentOf PMainComponent.

?SubComponent CC-hasQuestion #Q .

7Q CC:hasContent 7Question .

?y CC:hasCompliance_List 7?Compliance

FILTER REGEX{?Question,"fire ex"}

H
1
Resule- ) e s
" MainComponent :] SubComponent | - Quiestion : ) - Compliance
4 Data_Center 4 Fire_Extinguisher What kinds of fire extinguishers are p__. Clean agent (ABC type rated)
@ Data_Center @ Fire_Extinguisher \What kinds of fira extinguishers are p__: Carbon dioxide (CO2) fire extinguishar
4 Data_Center 4 Fire_Extinguisher What kinds of fire extinguishers are p... Watgt fire extinguisher

Competency Question 4.
If auditors found the control gaps, what should be done to correct a control?

|Query = &

1PREFIX CC: <http: Ifwww ITSecur;tyOntology comICompI|anceCheckmgBetaV1 owl>
{1SELECT 78ubComponent ?Questian ?NonCompliance ?Policy
WHERE {

?SubComponent CC:isSubComponentOf ?MainComponent.

?8ukComponent CC:hasQuestion 7Q .

7Q CC:hasContent ?Question .
Py CChasMonCompliance_List 7?MonComgpliance.
7SubComponent CC:hasPolicy 7P.
7P CC:hasContent ?Folicy

FILTER REGEX({?Question,fire ex"}

#

Resuhs Q11 : ¢
Bl i : Poltcy '

SubCompnnent ] " Quastidn’ : ) N NonCnmpllance
4 Fire Exungulsher What kinds offire extinguishers are provi,__ Dry chemical fire extinguishers Type of Fire Extinguishers;a) 9.5 liter (21!2 gallon) pr

51l 4.5 nadWT2I1PAN5 Query AILAITI SPARQL

ar T b (Y v o 1 ad o ag or = a o
1NA298190194 Y uaa limuToan In TadnWaNYUINE N0 TAIAT BUNAANT

o o ¥ o 4 @ o { L3 4 I
fududuseuda lilitesesufmneunndigrasvasuudhlddssuanaiie 1At una

oo g o @ waly ¢
aasnasumstfiAnunginasinuiune Taeds Tuil@ld
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43  maadanginiisunietes1HuUABRNIINBNEISNIINGHIY (Information

Extraction from Regulatory Documents)
TumsisziunainmslfiavesesinsdiulilaenmsnuguiiouTomed ldvua
g A 1 dyy 5 1 = o o = g} 1
3ol nsruaumsiidesmsdoyas 2 danaSsumeunutezyiimedlssdiu Jeyadiu
Ao w = a . . & o 1 @ =
usnidgedoyaiRerdy Compliance Requirements Fenfodod1muadia o Uuies ($1984
f - . L T = = 0 kY
910 Security Compliance Checking Framework filaeTureluuni 2) msnay ldssu
. . . [=1 1 o Qany g A o 4 A 9 o
Security Compliance Checking (1 'l1/og199n Tuaid szdpslimsanangsziisuvisevennua
) wa M oS 9 o g 2 aAn o
panvInenasnngrueiuusaludd el udeymiuirggudeyneeuinladnld
o Y, @ g =1
o Huda ludadefieun
ilesnnendirniadudedimuanasngranediulvysziisussnunlugiuuuves
ok 1 5! @ A - gy 3 Y
MuITTTuRgenusEnsasuazi 114 udinsesneufinned lmusadileldnn
1 a o & a4 4 ¥ . = o W A =y
ligmsaanu Tasau aaduduiluanuiimeeiegenezinsanayuIofsinsyassnn
sr 1)
pamnmatinuusa Tuid Jundtedaninanenmuiisemizasimualasadiwves
s A o LY | = o o o 2 1 Ny o
foyariiovhlfiaTesnsufiunesnmisaaiafeyaseninld Fumamediulnafiemsi
wuemqdsznovadludeyn (Date Annotation) seinsAumasagUimeuuuyldvdn
MAWA (Reasoning) 1naldinseelionisdssuiannn1unsssuy @ (Natural  Language
. ' o v o ¥ ¥ o Y
Processing) ¢4 JsfisnenanInsmuagruisinlnizlsznen ldwdesdimmeiosnans
LT q r o 2o o [ ar a ey o 4
wush TilamadmisuiiudmfussuuesisdeuuuydaTuda nsadesenuiawizliz Tend
fleanudirgiuiumsaanaasmzmsiauvesnssuaumsanadommua Tudade
fa'lazinauenssuiunsaiadesmuasenvinena1sn19ngHue g ULUUYS Goal
W30 SOTA (Subject, Object, Target, Action) lat19ia5aeiioNBa71 GATE

4.4 msafalsslsafifidennudiaesnainenaisneaiunguing

(Requirements Extraction from Legal Documents)
w g as." = =% ar Aa g 0w
Tuadell azeFurvanszuIumsvesnisanalss leailiden nudiAgnennls
nuAuagrane Taed198991nHEnNN15 GBRAM (Goal-Based Requirements Analysis Method)
& g :

28] Baflunszuaunmslumsssydhminoazanudesnisvesesdas FelidszsTemilums
i & P o o o o o A
issuazniunsesdhmnefiszuvezdesiiddiZe lasvhmandounlaadhwineidduga

A o 3 a wa ) < = = o @  w d R
fioernsazAssU A GBRAM Wi (umsBuwdumudlugliuunnuduWusves Subject,

. . : o & = X 1
Object, Target, Action (SOTA) Futlumiuaalfiudadhmunoiues Funsediehldfe
GATE
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o o ar
GATE (General Architecture for Text Engineering) dluaanleenssudmsudlszuana
- 1 A 8 A A sg Yo 1 ' 3 v o
musssnend Tnomwizedwtaiumisdiohldfusdumsnaenedumiadadeyn u
L3 &g w ¥ a

GATE vz1sznou Judsesrilszneuhndiny 3 daundn 4 Ao

1. Language Resource (LR) — mﬁﬂizﬂauﬁ’mﬂfagamm 174 HWIUTYNTY (Lexicons),

[ a o
atedoyan1Y (Corpus) ttay Bew In1ad iWudy
¥ 3 9 ﬁ{
2. Processing Resource (PR) — padt)sznovnitugausssdaiuguiiadnld (Algorithm)
R o o o [y @

3. Visual Resource (VR) — asntlsznovfilluaadasnssndmiumsiannlugiuuy

¥09 GUIs
) ¥
Herdunise1taaordesnssuuoaaruil 1s11aldiene1s 15027002

é = & a v t
gadluum 33 1uﬂ?ﬂﬂﬂﬂ?1ﬂﬂuﬂﬂﬂﬁﬂﬂﬂﬂ1ﬂw ﬁmmiﬁumﬁmﬁ]umﬂms AU

Document format ANN!E@
XML, HTML, SGML, DOCX, email |IE modules
Input: memmsdy GATE s
7 Semantic JAPE (3 }
URL or Text < /
Vi Tagger Grammar
¥
! Character
Unicode Onho
; le— Class Sequence
Tokeniser Rules Matcher
FS Gazetteer n @ Prenominal JAPE
Lookup el Lists Coreference Grammar
Sentence JAPE Sentence cate (5) O
Spliter  [€7]  Patterns Annotation ANNIC
Happle POS | | Bril Rules Output @
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Phase: thing2control
Input: Lockup Sentence
Options: control = appelt

Rule: ObligationObjectvieSentencell
Priority: 5
( .
{8entence containsg {Lookup.majorType ==
"obligation objectiven}
}
) :0bligationObjectiveSentence
-——>
:ObligationObjectiveSentence.ObligationObjectiveSentence =
{rule = "CbligationObjectiveSentencelin}
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5‘ 6.2 Mobide devicss and televiorking
E‘ Objactiver To ensure the securdty oftn!-\-mrkmg and use of moble devicas.
£.2.1 Mobte davica policy
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| devica policy should take into sccount the risks of working
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i b} requirements for physical protections
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Phase: controlphase
Input: Token Lookup Sentence
Options: control = appelt

Rule: controlphasell

Priority: 5

( {Token.string == "Control"})

( {Sentence contains {Lookup.majorType ==

"obligation objective"} } ):controlphase

-—>

:controlphase.controlphase = {rule = "controlphase0Ol"}
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4
Tael% JAPE Grammar #ii

Phase: controlphase
Input: Token Lockup Sentence
Options: control = appelt

Rule: controlphasell
Priority: 5
( {Token.string == "Control"})
{Sentence contains {Lookup.majorType ==
"obligation objectivem} }]|
{Sentence contains {Lookup.majorType ==
"obligation subjective"} }
} :controlphase
-=>
:controlphase.controlphase = {rule = "controlphase0l"}
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1.2 Segregation of dutes -
ol
=
& ISOJIEC 2013 - Al rights reserved %;
syrighted saterisl Scensed to University of Toronta by Themson Scienific, Inc. (wwwitechstraet.com), This copy downlpaded en 2015-0707 13:54:34 0500 by i

zutharized usar Unkeersity of Toronto User, Mo further
()
MIEC 27002:2013E)
sing dubies and areas of responsibity chould be segregated fo reducs opportuniies for
unauthorized or unintenbonal medScation or misuse of the orgenizstion’s assets,

Cars should be that no single person can acoess, modify or use assety without authorkzation

or detection. Tk init8gon of an event should be separatad from #s suthoriation. The possbilty of
eofusian th be ini designing the cantecls,

Smal oro: t¥ns ofy fnd segregaBon of dubies diffiult ta achieve, butthe prindple sheuld by
apphed ax far shiz and practicstls, Whenaver # s difficult to segregate, other contrefs such as
mehitoring of audit trails and maragement supervision should be congidersd.

Cther information

Ssgregation of duties is a method for reducing the risk & acciantal or delberata ricuse of an
argankation’s ssets,

6.1.3 Centact wih authorifies

Organizations should have procedures in place that specfy whan and by whem suthorities (&g, Iavr
erforeement, regulatery bediss, suparvisony authorities) should be contacled and how identified i
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6.1.4 Contact with special interest groups

Control

Appropriate contacts with special interest groups or other specialist
security forums and professional

associations should be maintained.
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Organizations sheuid have protsdurss in place that specify vehan and by whora authorities {e.g. b
enforeement, regulatory bodies, supervisory suthorities) shou'd be contactad and how identified

§ information securlty incidents shoukd be reported in 2 fmaly manner {e.0. ¥ it is suspected thatlaws

¥ may have be=n broken).

Other infermation:

¢ Organimbons under attack from the Infamet raey need authoriies to iake action againd the attack sourca.
Mazintaintng such contacts may be & requirement to support information secirity incident management

{se-e Clause 15} or the business 4 Ty and centingancy planning process {s=a Clausa 17}, Contacls
anticipste =nd prepare for upeoming changes in faves or

by the erganization. Contacts with cther autherfties induds
uppiers and health and <afety, =.g. fire dapartments fin
 Telecommenicstion providers {in connaciion with ¥ne routing

b i PR i "

5,14 Contact with specis! Interast qroups

ontrel

Approprists contacts with speciel infarest draupe o othar speciafist sequrity forums 2nd professionst
ssociafions should be maintzined.,

Wzmber.s}w in-spacid & mt-erest groups or forums shoukd ba considered a5 a means o
a] :mpmve knovdedge sbout best practices and stay up lo da'ke wilh re‘evan%t sacur;ty mfomsaﬁtaen
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6. 1.4 Contact with special interest groups

Control

Appropriate contacts with special interest groups or other specialist
security forums and professional associations should be maintained.
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§ Organizations should have procedures in placa that specfy when and by whom authorities {e.g. lavwr

§ enforcement, regulstory bodies, sugpervisory suthorities) shouid be contected and hove identified

¥ information sscurity incidents should be reported in a timely manner {a.g. if # & suspectzd that laws

:} may have been broken).

ik Cther information:

if Organizstions snder sttack from the internet may need authorities fo ke action against tha attack source.
¥ Maintsining strch contacts may be s requirement to support information security incident menagement

il

B (son Clowse I & business contingdty and contingensy planning process {see Clause 37). Contacts
iE vith ragulato: are akso useful to anticpate and prepare for upcoming changes in lavs or

§ regulatians, e to be implamented by the organization. Contacts vith other authorities includa
1§ utiiti=s, =me; aryices, sl=ctricity suppbars and haalth and sefsty, e.q. fire departments fin

1§ connection Z continuy), telecomaunication providers {in connection with line routing

£.1.9 Contact with special interest groups

HMembership In special interest groups or forums showuld be considered a5 a saeans to:
#a} improve knowledge about best practicas and stey up to date with refevant sacurity information;
3 b} ensure the understanding of the information security environssen? s current snd complete:

4 c) receiva early warnings of larts, sdvisorses and patchaes partsining to attacks and wulnerabiities;
3 d} gain access to specisiist information security advice;
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Run-time Enforcement Model for
Dynamic Separation of Duty
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Abstract— Separation of duty (SoD) is a primary internal
control in many businesses including information systems
intended to prevent frauds and errors due to the conflict of
interest. To enforce the separation of duty in the information
systems, Role-Based Access Control (RBAC) has been proposed
and been the most popular access control model in today’s
security management. This paper focuses on the Dynamic
Separation of Duty (DSD) which is one of the four components of
the ANSI RBAC standard. To maximize the utilization of human
resources, onme user is allowed to have multiple mutually
exclusive roles but can activate enly one role at a time. The DSD
does not only provide more flexibility for business system but
also create more vulnerability in the separation of duty
compliance because of the complication in checking the conflict
of interest. This paper proposes a very simple but effective model
to solve the problem of the DSD by integrating the workflow
sequence to the concept of mutually exclusive roles (MER)
constraint. From the proposed model, the conflict of interest can
be verified at run time. The system will not allow the continuity
of any process if the activation of conflicting users has been
found.

Keywords—Separation of duty (SeD); Role-Based Access
Control (RBAC); the Constrained RBAC; Static Separation of
Duty (55D); Dynamic Separation of Duty (DSD); Mutuaily
Exclusive Roles (MER); Workflow

1. INTRODUCTION

Separation of duty is a primary internal control intended to
reduce the risk of errors or irregularities, identify problems,
and ensure that no single person can completely compromise
information system resources. It ensures that a concentration
of responsibilities does not occur in one person or activity that
will allow accidental or deliberate errors to go undetected.

To enforce the separation of duty, the information systems
should be integrated with access control mechanisms. Role-
Based Access Control (RBAC) which was proposed by
Ferriaiolo and Kuhn in 1992 [1] and was adopted as ANSI
Standard in 2004 [2] is the most popular security access
control model in today’s security management. The ANSI
standard for RBAC model is defined in terms of four model
components: Core RBAC, Hierarchical RBAC, Static
Separation of Duty Relations, and Dynamic Separation of
Duty Relations. Core RBAC is required as a minimum in any
RBAC system, the basic concept is that permissions are
assigned to roles and individual users obtaining such

978-1-4244-7010-5/10/$26.00 c2010 IEEE

I15

permissions by being assigned fo roles. The other components
are independent of each other and may be implemented
separately.

This paper focuses on the implementation of Dynamic
Separation of Duty (DSD). The DSD is part of the
Constrained RBAC which is realized by mutually exclusive
roles (MER). More detail will be explained in section I1.

A Workflow as defined by Georgakopoulos et al. [3] is a
computer system used to increase efficiency by concentrating
on the routine aspects of work activities. Workflow typically
separates work activities into well-defined tasks, roles, rules,
and procedures which regulate most of the work in
manufacturing and the office. Initially, processes were carried
out entirely by humans who manipulated physical objects.
With the introduction of information technology, processes in
the work place are partially or totally automated by
information systems, i.e., computer programs performing
tasks and enforcing rules which were previously implemented
by humans.

The rest of this paper is organized as follows. Section 1I
explains the overview of Constrained RBAC. Section III
expresses the motivation of the research by utilizing the
purchase order (PO) issuing scenario. Section IV discusses
some related works. Section V describes the proposed model
and algorithm and also demonstrates how this model can
work with PO issuing scenario. Finally in section VI
summarization and conclusions of this paper will be provided.

TI. OVERVIEW OF CONSTRAINED RBAC

The basic concept of RBAC is that permissions are
assigned to roles and individual users obtaining such
permissions by being assigned to roles. The Constrained
RBAC adds separation of duty relations to enforce the
conflict of interest.

One means of implementing separation of duty relations is
with mutually exclusive roles (MER). MER is defined as a set
of roles of which any sensitive business process comprising of
at least two steps requires the cooperation of at least two
different users to complete the task. The common example for
MER is that in a bank, a user who is authorized for the role
Teller may not be authorized for the role Auditor. That is the
roles Teller and Auditor are mutunally exclusive. The set of
MER expresses for this case is defined as {Teller, Auditor}.

ISCIT 2010




Fig. 1 illustrates the Constrained RBAC that allows for
both static and dynamic separation of duty as defined within
the next two subsections.

£ o *'R'ssie Hierarchy
~ {RH}

Fembssion
Assifrment

Fig. 1 Constrained RBAC

A, Static Separation of Duty Relations (55D)

The definition of SSD is given in ANSI Standard as “A
user is authorized as a member of a role only if that role is not
mutually exclusive with any of the other roles for which the
user already possesses membership”.

SSD is defined as a pair (role set, n), where n = 2 and no
user is assigned to n or more roles from the role set. Suppose
that the mention role set is the set of mutnally exclusive roles
(MER) so that the S8D constraint can be illustrated by
MER({r;, I3, ..., Im}, ), where each 1; is a role, m and n are
integers, l <n<m.

B.  Dynamic Separation of Duty Relations (DSD)

The definition of DSD is given in ANSI Standard as “A
user can be authorized for multiple mutually exclusive roles
and the vser can exercise these roles independently but not at
the same time or simultaneously”.

Similar to SSD relations, DSD relations define constraints
as a pair (role set, n), where n z 2, with the property that no
user session may activate n or more roles from the role set.
Suppose that the mention role set is the set of mutually
exclusive roles (MER) so that the DSD constraint can be
illustrated by MER({r;, 3, ..., I}, 1), where each r; is a role,
nt and n are integers, 1 <n <m.

III. SCENARIO

In this paper, the motivation of the research will be
expressed by using purchase order (PO) issuing scenario. A
policy is defined in purchasing department as “In order to
issue the POs to suppliers, the POs need to be involved by at
least 3 roles in the purchasing system”. Each buyer cannot
create POs by themselves. The POs have to be originated by
purchasing clerk with initial request information such as
requestor, request items, request quantity then pass to buyer to
input supplier information and item prices, etc. and then
finally approved by purchasing manager. It can be supposed
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in this scenario that in some period there is no real purchasing
clerk available in purchasing department. Each buyer has to
act as purchasing clerk to originate POs for other buyers so
that each buyer has to be assigned as both role “Clerk” and
“Buyer”. From this scenario, the DSD constraint in RBAC is
the most appropriate access control system. By applying the
proposed model, this scenario will demonstrate that how to
protect one buyer from activating both “Clerk” and “Buyer”
to perform the task for one PO,

In this scenario, there is the case of policy changing. The
policy is changed to “In order to issue the POs to suppliers,
the POs need to be involved by at least 3 roles in purchasing
system and require at least 2 persons”. From the policy
changing, one person can perform 2 roles out of 3 roles. This
paper will present that by applying this model, there is no
need to change the system coding; the policy changing can be
easily deployed by changing to DSD rule.

IV. RELATED WORKS

Since RBAC is an open-ended concept which ranges from
very simple at one extreme to fairly complex and
sophisticated at the other. Organizations can select to
implement the RBAC level which is the most fit to their
business environment. Each level has its own advantage and
disadvantage. For example, the implementation of first Ievel,
Core RBAC will give the strictest and the most secure model
but does not provide the flexibility to the resource utilization.
Some organizations select to implement the Constrained
RBAC to maximize the utilization of resources, but the
chance of fraud increases due to the complexity in checking
the conflicts of interest.

The implementation of RBAC has been widely studied by
many researchers o cover the vulnerabilities or weak points
of each level. This paper discusses only the related works
which was proposed about the Constrained RBAC.

Sandhu [4] proposed a notation and model based on
transaction control expressions for specifying and enforcing
separation of duty by maintaining a history which included
information on who performed each step. His idea has been
adopted to use in the proposed model in this paper by
maintaining a history on who performed each step in the
workflow.

Bertino et al. [5] proposed the specification and
enforcement of authorization constraints in workflow by
referring to the association of roles with tasks in a workflow
and specify the rules by encoding the constraint of each task
and then compule the set of all possible roles and user
assignments. When the user requests to activate the role, the
algorithm will check whether the user is satisfied a given
constraint or not. If the user is allowed to do the task, after the
task is finished, the rule will be pruned from workflow
specification to make the subsequent task evaluations faster.
Some part of their workflow role specification has been
adopted to use for workflow specification in the proposed
model.

Chadwick et al. [6] proposed the multi-session Separation
of Duty (MSoD) to support the role-based SoD constraint in




dynamic virtual organizations (VOs) via Multi-session
mutually exclusive roles (MMER) constraint. A MMER
constraint can be denoted as an m-out-of-n constraini, which
contains # MSoD roles in which m or more roles are
conflicting with each other and cannot be activated by a user
in a particular business context. A MMER consiraint is in a
form of MMER({r, 12, ..., In}, m, BC), where BC identifies
the particular business context to which the m mutually
exclusive roles apply, in which each 7;(i=1,2, ..., n,n22) is
a role, and 1 < m < n. In this case, a user is forbidden to
activate m or more roles among {r;, Iz, ..., I} in the same
business context, so as to enforce an MSoD policy.

Chadwick et al.’s model might work if different business
contexts can be specified, e.g., branch or period. In the PO
issuing scenario, the different business contexts cannot be
specified because those mutually exclusive roles are in the
same environment and period, so that Chadwick et al.’s model
is not applicable for PO issuing scenario.

Thipse and Hewett [7, 8] proposed an algorithm for
constraint checking of simple dynamic SoD that works in a
form of mutually exclusive roles pair. Their proposed model
integrates MER into the business workflow. The proposed
model in this paper uses the same approach. The
differentiation is that their approach works by verifying
separation of duty at build time (when roles are assigned to
users but not activaied), whereas the approach in this paper
works by enforcing separation of duty at run time. Their
algorithm uses the complete list of user assignments for each
business process in the workflow to verify whether the given
user role assignments are satisfied with the dynamic
separation of duty constraint or not. The argument is that their
approach should be used for roles assignment in Static
Separation of Duty (SSD) because the Dynamic Separation of
Duty (DSD) requires verification at role activations rather
than at role assignments. For example in banking firm, one
user can be assigned as Teller and Auditor simultaneously in
DSD. Their proposed model may verify that a given user role
assignments can perform an operation in a safe manner in
case the workflow is composed of only two activities, starting
with Teller and ending with Auditor. The suspicion is how
they can guarantee that one user will not activate as Teller,
then quit and later activated as Auditer to perform the
operation of the same transaction. Another argument is that
their work may only work if the assignment of all roles is
completely taken place before the operation starts. Since in
the real world business operations, some operations may take
place before the assignment of all roles is completed,
therefore the verification at roles assignment may not be
effective.

Habib and Praher [9] recently proposed the new definition
of dynamic separation of duty which is contrary to the
definition given in [2] as “A user can be assigned to all
mutually exclusive roles and is allowed to activate all
mutually exclusive roles at the same time but not for the same
object and also the user is not allowed to activate two
successive dependent roles for the same object”. They also
gave a number of examples of different possibilities of role
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activation with respect to different scenarios. Finally, there
was no enforcement or implementation mechanism of SoD in
RBAC discussed in their work. Their proposed definition
does not meet the concept of least privilege in separation of
duty. They should maintain the word “multiple mutually
exclusive roles” rather than using the word “all mutually
exclusive roles”. Another argument is that their definition is
too much restricted, not as flexible as the DSD intention. The
DSD rational in ANSI Standard defined as “DSD relations
define constraints as a pair (role sef, n) where » is a natural
number > 2, with the property that no user session may
activate n or more roles from the role set”. This rational does
not forbid users to perform the task by more than one role for
one object but forbids users to perform the task by m or more
roles from the role set depending on the DSD rules enforced.

Most previous researches for DSD had concentrated on the
user activations of one object. They always put the restriction
that one user can activate only one role within the set of
mutually exclusive roles for each object. The proposed model
in this paper provides the restriction based on the DSD rule by
allowing user to activate more than one role within the set of
mutually exclusive roles depending on the policy requirement.
This flexibility provides more convenient for policy
deployment.

Although the workflow integration has been used in some
researches, none of them used the workflow sequence for
computational benefit. The proposed model in this paper used
workflow sequence to compute the conflicts of interest at run
time and provide run-time enforcement with low
computational cost,

Some researches had provided the ability for run-time
enforcement, €.g., the multi-session Separation of Duty
(MSoD). The MSoD needs the specific business context to be
identified in its constraint while the proposed model in this
paper does not need any specific business context to provide
more convenient for implementation.

V. DSD ENFORCEMENT BASED ON WORKFLOW SEQUENCE
MODEL

The assumption in this paper is that the organization has
implemented the access control system with Constrained
RBAC including the level of Core RBAC, so that some users
may have more than one role and may activate different roles
at different times. The security management system has
already assigned the appropriate permissions to the
appropriate roles. The security management system will be
the function to ensure that the tasks will be performed only by
authorized users with the access control system. This paper
will focus only on the activation of users into the roles to
ensure that the authorized users who have already gained the
access from security management system will not perform the
conflicting tasks.

Fig. 2 illustrates the proposed model architecture and the
detail of each entity will be described in the next subsections
as follows. Subsection A describes the workflow specification.
Subsection B presents DSD rule generation. Subsection C
presents algorithms for run-time enforcement of user




activation based on DSD rule. Subsection D demonstrates
how the proposed model and algorithm work with PO issuing
scenario.
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Fig. 2 DSD Enforcement Based on Workflow Sequence Model Architecture

A, Workflow specification

The limitation of this workflow specification is that each
task in workflow allows only one role to perform the task and
this workflow specification does not support the Hierarchical
RBAC.

The workflow specification is the list of task specification
sequence from start to end denoted by W = [TS,, TS;, ...,
TS,], where # is the sequence of the ending task, n > 1. Each
TS;is a tuple of task specification (T;, R;, C;) where

o T, is the task of step i in the workflow. T; is composed
of operations, objects, and some other instances, as
required. The specification of T; will not be described
in detail because it will not be used for the
enforcement algorithm.

R, is the role which has been authorized to execute T;

e C;is the criticality of T; in the workflow denoted by a
Boolean true or false. If C; is true, it means that the
task is a critical task, and then the R; for this task will
be considered as mutually exclusive role. If the task
does not require integrity, C; will be set to false and
the R; for this task will not be considered as mutually
exclusive role,

B. DSD Rule Generation Algorithm

With a given workflow specification from the previous
subsection, the algorithm as illustrated in Fig. 3 computes a
set of mutunally exclusive roles and generates the DSD rule in
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a form of DSD{W] = MER({r}, ©2, ..., I}, k), where each 1; is
a role, m is the number of roles defined as mutually exclusive
roles and k is the number of minimum required persons, #
and k are integers, 1 < k < m. The algorithm generates the
default DSD rule with the most restricted constraint. The most
restricted constraint is that the number of minimum required
persons and the number of roles in the role set are the same,
so that the default DSD rule generated from this algorithm
will result as DSDfW] = MER({r,, I3, ..., I}, m). The DSD
rule can be changed by modifying the cardinal numbers k
from m to be any integer number, where 1 < k < m, depending
on the company policy.

INPUT: A workflow
W = {TS;, TSz .. TSal,
TS; = (Tir Rir Ci)r
i=1, ... n, n>1
OUTPUT: DSD Rule DSD[W] =
MER({r:, Tz, --r Tm}l,m)
1 < m«<n
Begin
MER = {empty set}
for each TS; in W do
if C; is true then
MER = R; uniecn MER
Endif
DSD [W]= (MER, m)
DSD[W]= MER({r:, Yz, -, Tn}, m)
return(DSD[W])
End

Fig. 3 DSD Rule Generation Algorithm

C.  DSD Run-time Enforcement Algorithm

An algorithm for run-time enforcement of user activation
based on DSD rule is illustrated in Fig. 4. When the user
requests fo activate the task within the workflow, the
corresponding information, such as UserlD, User-role, task
specification (T, R;, C), history of task, will be collected and
sent as input to DSD run-time enforcement algorithm. At the
first step, if it is found that a user role does not satisfy the role
in the task specification, the algorithm will immediately deny
the activation. For the next step, the algorithm checks whether
the task is critical or not. If the task is not critical, the
activation of user is allowed to perform the task and maintain
the workflow history. If the task is critical, the algorithm uses
the history of the corresponding transaction to compute the
number of user activations in the previous steps of workflow
and computes the possible total number of users by using the
sequence of the current task. If the possible total number of
users does not satisfy the DSD rule, the algorithm will deny
the activation. On the contrary resuit, the algorithm will allow
activation to perform the task and maintain the workflow
history.




INPUT: 1) A workflow
H = [TSIJ TSz, s Tsn]f
TS; - (Tir Ry Cil)s
i=1, w, n, n>1
2} UserID, User-role, task
specification (Ti, Ry, Cji) HUW
where HUW = historyi{set) of
users in previous critical steps
3) DSD Rule DSD[W] =
MER[{I'l, F2p ey rm}r k);
where 1 < k ¢m, k is the number
of minimum required users
4) j = sequence of the request task
deny if algorithm return true
otherwise allow

OUTPUT:

Begin
declare lou as set,
cnu,ptn, k as integer

'——lou = list of user
‘__cnu = current number cf user
‘--ptn = possible total number of user

if User-role # R; then return false
else if C; is false then return true
else

lou = HU¥W union UserID
cnu = count (lou)
ptn = Comp_Poss_Num_of_U({cnu, K, )
if ptn < k then return false
else
return true
endif
endif

End

Function Comp_Poss_Num_of_Uf{cnu, K, j)
W=[TS; TSs w; TSal, i=1,., n, 0>1
n = last sequence of W
TS; - {Ti; Riy Ci)
ptn = cnu
for i = j to ndo
if C; is true then
add 1 to ptn
endif
endfor
return ptn

Fig. 4 DSD Run-time Enforcement Algorithm
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D. Work with PO Issuing Scenario

This subsection presents how the proposed medel and
algorithm work with the PO issuing scenario.

In case Alice has been assigned as only purchasing clerk,
Bob has been assigned as only buyer, and Dave has been
assigned as only purchasing manager. There is no need to
apply this algorithm because the assignments of users just fali
into the Core RBAC.

Suppose that both Alice and Bob are buyers but they also
have been assigned as purchasing clerk to originate POs for
each other. By applying this proposed model, Bob and Alice
cannot originate POs and act as buyer for the same POs.

For the first step, the workflow specification in the database
can be defined as follows:

POW =[TS,, TS,, TS;], where

TS, = (Create_PO, Pur_Clerk, True) € Create PO by
purchasing clerk, critical task

TS, = (Input_Price, Buyer, True) € Input price by
buyer, critical task

TS; = (Approve_PO, Pur_Manager, True) € Approve
PO by purchasing manager, critical task

For the next step, the DSD rule is gencrated by using DSD
rule generation algorithm in subsection B, so the DSD rule
will be given as DSD[POW] = MER({Pur_Clerk, Buyer, Pur_
Manager}, 3). This DSD rule can be translated as “The
workflow for PO needs role Pur_Clerk, Buyer, Pur_Manager
and requires at least 3 persons to perform the task”.

The next paragraph demonstrates possible events for
various cases:

1. Bob is activated as Pur Clerk and is requested to
exccute task TS;. Bob is allowed to perform the task
because the role is satisfied and the possible total
number of users computed from the algorithm is 3,
which is equal to the number of minimum required
users. PO1 is created by Bob. History of Bob in the
workflow is maintained.

2. Bob is activated as Buyer and is requested to execute
task TS, for PO1. Bob is not allowed to perform the
task because the possible total number of users
computed from the algorithm is 2, which is less than
the number of minimum required wsers. Therefore, the
request is denied.

3, Alice is activated as Buyer and is requested 10 execute
task TS, for PO1. Alice is allowed to perform the task
because the possible total number of users computed
from the algorithm is 3, which is equal to the number
of minimum required users. History of Alice in the
workflow is maintained.

Dave is activated as Pur_Manager and is requested 1o
execute task TS; for PO1. Dave is allowed to perform
the task because the role is satisfied and the possible
total number of users computed from the algorithm is
3, which is equal to the number of minimum required
users. History of Dave in the workflow is maintained.




Suppose that the policy has been changed to require at least
two persons to perform the PO issuing, so that the DSD rule
has to be revised as

DSDIPOW] = MER({Pur_Clerk, Buyer, Pur_Manager}, 2)

5. Bob is activated as Pur_Clerk and is requested to
execute task TS;. Bob is allowed to perform the task
because the role is satisfied and the possible total
mamber of users computed from the algorithm is 3,
which is more than the number of minimum required
users. PO2 is created by Bob. History of Bob in the
workflow is maintained.

6. Bob is activated as Buyer and is requested to execute
task TS, for PO2. Bob is allowed to perform the task
because the possible total number of users computed
from the algorithm is 2, which is equal to the number
of minimum required users. History of Bob in the
workflow is maintained,

7. Dave is activated as Pur_Manager and is requested to
execute task TS; for PO2. Dave is allowed to perform
the task because the role is satisfied and the possible
total number of users computed from the algorithm is
2, which is equal to the number of minimum required
users. History of Dave in the workflow is maintained.

V1. CONCLUSIONS

This paper presents a very simple but effective model to
verify the conflicts of interest at run time for dynamic
separation of duty. This model provides the restriction based
on the DSD rule by allowing user to activate more than one
role within the set of mutually exclusive roles depending on
the policy requirement. This flexibility provides more
convenient for policy deployment. The integration with
workflow in this model uses the workflow sequence to
compute the conflicts of interest and provide run-time
enforcement with low computational cost. This model can be
implemented without any particular business context to be
specified as some other researches to make more convenient
for implementation.
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For the future work, we have planned to include the
verification of Hierarchical RBAC and support the concurrent
case. The concurrent case is the case that needs more than one
person of the same role to perform the same task. For example,
in the case of PO issuing, two purchasing managers may be
needed for the concurrent approval. This would require a
more complexity model to verify the conflicts of interest.
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Abstract - Nowadays, most business operations are supported
by IT systems. Therefore, their availability is critical to keep
business running smoothly and continuously. In order to
provide high quality IT services, a well-managed data center
is required to house computer servers, storage systems,
network devices, and their associated components. Downtime
of the data center can be costly resulting in production and
business losses so thar the high availability requirement of the
data center is needed. Apart from availability, the data center
also reguires a dependable and secure computing including
such antributes as confidentiality, reliability, safety, integrity,
maintainability, etc. This paper introduces an ontology-based
framework for data center physical security by gathering and
mapping the requirement from well-known information
security standards such as COBIT, ISO/AEC 27002, and ITIL.
In order to fulfill the safety requirement of the data center, this
ontology-based framework is also designed to be applicable
with National Fire Protection Association (NFPA) code and
standard for protecting all data center occupants and for
limiting data center property loss from fire. The completion of
this ontology will be used for the knowledge sharing and also
as an input for data center physical security evaluation tool.

Keywords: Ontology; Data Center; Dependable Computing;
Information Security; Automated Evaluation

1 Introduction

Data Center is a facility used for housing a large amount
of computer and communications equipment maintained by an
organization for the purpose of handling the data necessary
for its operations [1]. Since data center contains many
sensitive organization’s data, the access to these data by
authorized person is one of the mandatory feature of data
center. The access control of data can be done physically and
logically. This paper focuses on physical access control by
referring to section DS12-Manage the Physical Environment
from the mapping of CoBiT 4.1, ITIL V3 and ISO/IEC 27002
[2]. This publication is the new ITGI/OGC guide intended to
help companies achieve maximum governance and value in a
down economy.

Data center always requires a non-stopped service or 24x7
availability. The availability of data center mainly requires the

protection of computer equipment and personnel. There are
some potential hazards which may occur and impact the
availability of data center. Fire is the most potential hazard
which can create severe effects on data center. Fire can occur
in a data center by mechanical failure, intentional arson, or
natural causes. This paper focuses on how to deal with fire for
protection of computer equipment and personnel by designing
the data center to comply with National Fire Protection
Association (NFPA) code and standard [3].

Most large organizations have defined their information
security policy to protect their information asset by
interpreting multiple requirements such as laws, regulations,
well-known standards, and some other requirements. IT
personnel including IT managers are well aware that
information security policy is important to follow but they do
not take much effort to understand and remember what the
rules or policies said. They always leave this responsibility to
Information Security Expert, which is a rare personnel in each
organization. In order to evaluate the policy compliance, the
Information Security Expert has to do the evaluation manually
using their information security expertise. The manual
evaluation is always time consuming, complex and requires
expert knowledge. Once the Information Security Expert
leaves the company, other personnel cannot evaluate their
policy compliance because of the lack of information security
knowledge.

Another major problem in managing data center is that most
facilities in the data center are normally installed and
supported by other departments rather than IT department.
For instance, Production Engineering department is
responsible for the planning and design of overall facilities,
Maintenance department is responsible for preventive
maintenance, and Safety department is responsible for
supporting and monitoring the fire protection system. This
makes more complexity to data center facilities management.
IT department must provides a clear communication to those
departments to make sure that the data center related policies
are met, so that IT personnel should have a good
understanding and knowledge in data center policy
requirement.

As mentioned above, various approaches to organize the
information security knowledge and automate the evaluation
process of policy compliance have been proposed. Ontology
is one of the tools which many researchers have recently




proposed to support the knowledge sharing and enhance the
automated evaluation process. The overview of ontology will
be provided in section 3.

The overall proposal of this paper is the ontology-based
framework for data center physical security. This ontology is
designed by gathering many sources of requirement in order
to develop a single source of knowledge and prepare for a
future automated evaluation process.

The rest of this paper is organized as follows. Section 2
explains the overview of data center and discusses some
related works. Section 3 explains the overview of ontology
and discusses some information security related works.
Section 4 describes the proposed ontology-based framework
for data center physical security. Finally in section 5
summarization and conclusions of this paper are provided.

2 Overview of data center and related
works

A data center is a facility used to house computer
servers, storage systems, network devices, and their associated
compenents. Downlime of data center can be costly resulting
in production and business losses. In order to reduce business
interruptions, an effective management with a comprehensive
design of data center is required.

As data center becomes more and more central in the present
age of internet communication, both research and operations
communities have begun to explore how to better design and
manage them. There are some materials providing guideline
for data center design such as Sun Microsystems provides
“Enterprise Data Center Design and Methodology” [4], Cisco
Systems provides “Data Center Fundamentals” [5]. Those
materials provide a comprehensive design guideline to cover
the different areas of data center requirements such as cable
management, network infrastructure, environmental controls,
power management, physical security, etc. The data center
ontology-based framework designed in this paper is based on
the guideline in “Enterprise Data Center Design and
Methodology™ from Sun Microsystems.

Thomas [6] discussed an idea that computer security should
be improved through environmental controls. An environment
which is constantly varying will produce unreliable equipment
operation. Humidity has (o be controlled as well as
temperature. For instance, the temperature in data center
should not be adjusted by human comfort but rather machine,
the relative humidity should not exceed 80 percent, the
maximum number of people allowed in a data center at any
one time should be determined, etc. Working space is also an
important element when designing the data center. Since the
computing equipment has a very heavy load, so floor selection
process should be carefully done. As Thomas’s main point,
the environmental controls have been put an attention as one
main component in the proposed ontology which will be
discussed in section 4.

Robert [7] presented an overview of some technical and
managerial of protecting the data center resources including
personne! from any accidental damage. This paper focuses on
the enginecring management aspects of 6 major areas of
concern regarding operational data security: personnel,
facilities, computer hardware, computer software,
communications, and procedures. In addition to the many
important design considerations such as temperature,
humidity, cooling water and fire fighting system, the
interference of electro-magnetic to computer hardware is also
examined in this paper.

In order to protect the information asset, the information
security policy is defined by interpreting multiple
requirements such as laws and regulations, To ensure that the
information security policy is followed, the evaluation process
is required. The policies or any related requirements regarding
to the data center physical security are considered as a non-
technical requirement which is hard to be interpreted and
transformed to a machine-readable form. This makes an
evaluation or validation process hard to be performed. In
order to enable the automated process, an ontology
technology has been selected to transform the non-technical
requirement into machine-readable form. The overview of
ontology will be described in the next section.

3 Overview of ontology and information
security related works

Ontology is an  explicit specification of a
conceptualization [8]. A conceptualization is the objects,
concepts, and other entities that are assumed to exist in some
areas of interest and the relationships that hold among them,
A conceptualization is an abstract, simplified view of the
world that we wish to represent for some purposes. Ontology
represents knowledge in a formal and structured form as well
as provides a better communication, reusability and
organization of knowledge and a better computational
inference.

From the previous section, information security needs a better
knowledge sharing method for better communication. It also
requires automating any related processes such as evaluation
and monitoring. Ontology has been studied and proposed by
many researchers to cover those requirements. Since the area
of interest and the relationships that hold among them is
considered as a domain, so that from now, the information
security area will be called as information security domain in
this paper.

A study of Carlos et al. [9] is useful to shorten the review of
previous works in information security domain. They used
OntoMetric [10] to compare various security ontologies
proposed by many researchers. Finally, they have concluded
that the existing ontologies in this domain are not prepared for
being reused and extended. They suggested that the
community should put efforts to join and improve the
developed ontologies. Besides combining different terms from




different creators looks impossible despite being a domain
expert.

Stefan et al. [11, 12] propesed a security ontology based on
the security relationship model described in the National
Institute of Standards and Technology Special Publication
800-12 [15]. Their security ontology was also developed
based on the basic concepts and taxonomy of dependable and
secure computing [16] which will be used and discussed later
in the proposed ontology section. The core concepts of their
security ontology were grouped in three sub-ontologies:
security sub-cntology, enterprise sub-ontology, and location
sub-ontology. Security sub-ontology consists of attribute,
control, threat, vulnerability, and rating, derived from well
established information security standard. Enterprise sub-
ontology consists of asset, person, and organization. Location
sub-ontology only stores a list of locations. Finally they have
given the relations between these concepts such as each threat
has been connected to asser concepts by the threatens
relation, organization concept has been connected to its assets
by the ownedBy relation. In [11] they presented a tool called
“SecOntManager” by using their security ontology to simulate
threats. From the simulation example, it shows the impact of
fire on the infrastructure, what countermeasures exist and how
the outage costs for each simulation of countermeasure.

Stefan et al. also proposed other ontologies related to
information security domain such as ontology-based
framework to improve the preparation of ISOAEC 27001
audits [13] by mapping with the security ontology which they
had earlier proposed. A Common Criteria (CC) ontology [14]
comprising the entire CC domain with special focus on
security assurance requirements is relevant for the evaluation.

Ju and Minzhe proposed an ontology for vulnerability
management called OVM [17]. The top level concepts in this
ontology are Vulnerability, IT_Product, Attacker, Attack,
Consequence, and Countermeasure. At the earlier steps, the
OVM retrieves the common vulnerabilities from the National
Vulnerability Database (NVD) which is the US government
repository of standard-based vulnerability data. The OVM
then links the Vulnerability concept to IT_Product concept by
hassAffectedProduct and hasVulnerability relations. By
retrieving vulnerability data from OVM, the information can
then be served as the knowledge base for vulnerability
management.

From many information security ontologies that we had
reviewed, we found that the ontologies developed for a full
information security domain are not easy to be used in the
future. We support an idea that the information security
domain should be split into subdomains and each subdomain
should have a connection point to link each other. Then a full
information security domain can be created by linking all
subdomains. This makes it easier to be implemented in the
next steps. The ontology-based framework for data center
physical security is one of the information security
subdomains that will be explained in the next section.

4 Ontology-based framework for data
center physical security

To ensure that the protection of data center is effective,
the IT department should have an effective compliance
management. To support the compliance management, the
ontology-based framework for data center physical security
has been developed in details as follows subsections.

4.1 Overview of data center physical security
framework

In order to support the compliance management, the
ontology-based framework for data center physical security
has been developed the same as the data center policy by
consolidating the requirements from various well-known
standards for computer security, fire protection and
environmental control as depicted in figure 1.
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Figure 1. Data Center Physical Security Framework

4.2 Overview of
methedology

ontology  development

To increase the ontology efficiency and ensure the
consistency of ontology structure, during development we
followed the guidelines from many sources. First we studied
how to build the ontology by using a guideline from [18]. The
guide was built using Protégé ontology editor [19] which is
the same too! that we have used for our ontology development.
To develop omtology by using Protégé we followed the
guideline from [20]. There is no single correct ontolegy-
design methodology [18] so that we studied a few ontology




development methodologies and finally we decided to follow a
recently defined methodology from [21] incorporating with
the guide in [18]. This ontology development methodology
covers the steps from the initiation stage to the maintenance
stage of ontology. The methodology consists of three main
subprocesses: specification, concretization and
implementation. Each subprocess consists of a set of activities
that will be described along the ontology development in the
next subsection.

4.3 Ontology for data center physical security

The ontology for data center physical security has been
developed by following the methodology in [21] as the
following processes.

1. Specification subprocess (Equivalent to step 1 in [18])

1.1 Activity 1: Describing the domain. The ontology for
data center physical security is a subdomain of the
information security domain. This ontelogy is the
consolidation of requirements from various well-
known standards for computer security, fire
protection and environmental control to protect
information asset and ensure that data center can
provide a continuous service with a minimum
downtime. The completion of this ontology will be
used for the knowledge sharing and also as an input
for data center physical security evaluation tool.

1.2 Activity 2: Elaborating motivating scenarios and
competency questions. Due to page constraint, the
complete scenario and competency questions will not
be presented in this paper. The example of
competency question is "How to prevent fire in data
center?" which will be used as example in the
validation activity (subprocess 3.3).

1.3 Activity 3: Determining the ontology goal and scope.
This ontology goal is to represent the set of data
center physical security requirements as reusable
knowledge for preparing either manual or automated
evaluation process. This ontology is limit to the
physical security which does not include the logical
security. This ontology covers only fire hazard which
is the most potential occurrence at all parts of the
world. The other natural disasters such as flood or
storm can be included in the future.

2. Concretization subprocess

2.1 Activity 1: Defining classes and class hierarchy
(Equivalent to step 3-4 in {18]. In this task, a list of
terms that represent the most important entities in
data center physical security domain has been
enumerated as classes. The list of important classes
and subclasses is shown in table 1. Definitions of
important classes are provided after table.

TABLE 1. Key ltem List as Class and Subclass

Class [ Subclass

DataCenter

Safeguard

DataCenterDesignGuideline

Physical_LogicalSecurity
AvotdingHazards
HV ACandEnvironmentalControls

Reference ISO2700x

COBIT
ITIL

NFPA

Facility PhysicalAccessControl
FireDetectionSystem
FireSuppressionSystem
PowerRedundancy
HVAC

Threat Hazard:Fire
Powerloss
UnstableEnvironment
Unauthorized Access

The class “DataCenter” is defined as the highest
level class in this domain.

The class "Safeguard” is defined to contain the
countermeasure that use to deal with each threats
which impact to the availability of data center.

The class "DataCenterDesignGuideline" is defined
to contain the contents of guideline retrieved from
[4] that will be referred by each safeguard.

The class “Reference"” is defined to contain the
contents of requirements from various well-known
standards. The reference is divided into 4
subclasses as "ISO2700x", "COBIT", "ITIL", and
"NFPA".

The class “Facility” is defined to contain the
facilities that have to be used in accordance with
the guidelines or references. The facility is divided
into a few omain subclasses such as
“PhysicalAccessControl”,  "PowerRedundancy”,
and “FireSuppressionSystem”.

2.2 Activity 2; Identifying class relations, attributes and

properiies (Equivalent to step 5 in [18]). Only the
classes will not provide enough information. In this
task, the main relations, attributes and properties
were created. The example of class relations is shown
in table 2.

2.3 Activity 3: Representing rules and restrictions

(Equivalent to step 6 in [18]). This task is to analyze
the restrictions represented in the class relations,
attributes and properties. On the other hand, in
general usage a restriction is a specific type of rule
that sets a finite boundary defined for a type of
process or function. The example of class attributes,
properties, rules and restriction is shown in table 3.
Then, the classes, class hierarchy with relations have
been captured in a graphical diagram to represent the




technology for user friendly mode.

linkage and relation between each component as TABLE2. Anexcerpt of the relatiqn table of the data center physical
shown in figure 2. security
2.4 Activity 4: Representing individuals {(Equivalent to Class Name Relation Class Name ng:tl;::
step 7 in [18]). This task is to define individual DataCenter required SecurityAttribute | requiredBy
instances of each class. The instances of data center SecurityAttribute | impactedBy | Threat impactTo
physical security were created as shown in table 4. Fire detectedBy gifeDﬂtection toDetect
ystem
3. The implementation subprocess Suppressed FireSuppression toSuppress
By System
3.1 Activity 1: Creating a computational ontology. The PowerLoss preventedBy | Power toPrevent
goal of this activity is to convert the ontology which Redundancy
was designed in the prior subprocesses into a gﬂsfablﬂ controlledBy | HVAC toControl
. - - . nvironment
foFmallzed ep res.entatlon mterpr‘etable bya mach{ne, Unauthorized preventedBy | PhysicalAccess toPrevent
using an appropriate language with formal semantics. AcCess Control
There are different languages to be used for this task. FireDetection followedTo | DataCenter followedBy
The most relevant ones are RDF (Resource System Guideline
Description Framework) and OWL (Web Ontology DataCenter referredTo | Reference referredBy
s - . Guideline
Language). In order to carry out this activity, the
Protégé ontology editor [19] which is the most TABLE 3. Anexcerpt of the class attributes and properties of the data
popular ontology development tool has been used. center physical security
The ontology was built in OWL by using the Protégé ot 5 2 Ty
as shown in fi gure 3 ass roperty ype estrictions
DataCenter has Instant | class{RoomComponent}
3.2 Acrivity 2: Verifving the ontology. The goal of Component _
verification process is to aveid future propagation of f;‘:““}‘:d B i"“‘“‘t ciaSS{]S{ec;;fr';S_'I?““b“‘e}
errors. To compare with ontology which was . javsathentsy | Mhsiany Yclass(Hazard Firs)
A N . y Hazard:Fire detectedBy Instant | class{Guideline_FireDete
designed in the‘ pnorlsubprocesses, the graphl'cal ction}
view of class hicrarchies were generated by using preventedBy | Instant | classf
OWLViz plug-ins. The consistency checking was Guideline_FirePrevention
done by using a Reascner plug-ins. }
y € plug Suppressed Instant | class{
Activity 3: Validating the ontology. In order to By GU}ideﬁne_FireSuppressti
validate the ontology, it is necess veri an
tology A R, Unstable controlledBy Instant | classes={HVACandEviro
whetl?er the ontology can answer the' competency Pl T ) nmentalControls}
questions. We have to do some semantic queries by . .
. th ti b 1 SPARQL Unauthorized | preventedBy Instant | classes={PhysicalAccess
using the semantic web query language AbLce Control}
[22] and Jena APT [23]. Hereunder is an example
result of SPARQL query to answer the competenc
ion "II tQ query fire in dat t 9,.P 4 TABLE4, An excerpt of the class attributes and properties of the data
question "How to prevent fire in data center? ool phfliafll security
SELECT ?x WHERE { ?x rdf:type Class Instance Name Property Property
<#Guideline_FirePrevention> } ! Name Value
Resuit: DataCenter | PimnaryDC required Availability
' threathenBy Threat_Fire
o . hasComponent | DCRoof
Guideline_FP_NoSmoking hasComponent | EgressDoor
Guideline_FP_NoCombustibleMaterials hasComponent | DoorSideWa
i
SELECT ?x WHERE = = = hasgft;mpunent ];tCaljloor
A . oom gressDoor madeBy e
{ <#Guideline_FP_NoSmoking> Component hasFireRaling I
rdfs:comment ?x } :Door IsSwingOut e
Result: Room DoorSideWall equippedTo Facility_Fire
Smoking should never be allowed in the data center. Component Extinguisher
Signs should be posted at entryways and inside. *Wall _Co2
hasFireRating 1
The example query result shows how this ontology Facility:Fir | Facility _FireExti | isMandatory true
answers the competency questions. In the future cSuppressi | nguisher Water |
t the query result will be used in semantic web onSystem | Facility_Fireixtt | isMandatory true
Steps, query resu nguisher_CO2
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5 Conclusions

This paper presents an ontology developed for
information security knowledge sharing by focusing on data
center physical security. The data center physical security
ontology can be used for an automated evaluation in the future
to enhance the automated compliance process. This ontology
also provides the connection point to the information security
domain, Since the information systems can be accessed by
either physical or logical so that the information security
should be split into physical security and logical security.
Then the data center physical security is linked to the main
information security domain under physical security section.
Apart from data center, there are other physical entities such
as a client, a telecommunication asset, etc. The controls of
those entities can be developed as ontology and linked into
information security domain under physical security section,
The contology proposed and developed that is presented in this
paper would be continuing improved and used for our work in
progress (Data Center Physical Security Evaluation Tool).
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ABSTRACT Compliance Management (CM) is the management process that an
organization implements to ensure organizational compliance with relevant require-
ments and expectations. The most complicated, time-consuming, and costly process
in CM is compliance checking because it requires a person who has a good knowledge
in policy to examine whether the current operations meet the policy requirements.
Many researchers have tried to study better ways to automate the compliance check-
ing process, but most of them require the operation logs in to the computer systems.
This paper proposes 2 methodology to enable the automation of compliance check-
ing for those operations that have no log in computer systems by using questions and
answers principle to cooperate with the semantic web rechnologies. Since there are
some operations that cannot be understood by computer systems, using questions is
one way to gather the answers, such as operation log to evaluate their compliance.
The proposed methodology can help noncertified auditors perform the compliance
checking so that the time and cost of compliance checking would be greatly reduced.

KEYWORDS compliance checking, Compliance Management {(CM), data center,
ontology, semantic web technology

1. INTRODUCTION

The financial scandals in many major companies such as WorldCom, Enron, and
Siemens have resulted in a decline of public trust in accounting and reporting prac-
tices (John, 2009). This makes it necessary to create laws, regulations, standards,
and guidelines to protect, detect, and correct such events. The most well-known
law is Sarbanes-Oxley Act (SOX) (Congress of the United States, 2002), which
was enacted in 2002. The intent of SOX is to protect investors by improving the
accuracy and reliability of corporate disclosures made pursuant to the securities
laws, and for other purposes. Other examples of well-known laws, regulations, and
standards are the Gramm-Leach-Bliley Act (GLBA), Health Insurance Portability
and Accountability Act (HIPAA), Control Objectives for Information and Related
Technology (COBIT), ISO/IEC 27000 series, and Information Technology
Infrastructure Library (ITIL). To maintain and increase a public trust in account-
ing and reporring practices, companies try to help investors feel more confident by
certification audits that they are compliant with such laws, regulations and standards.
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Compliance is a concept of acting in accordance with
established laws, regulations, and so forth. It is part of
Governance, Risk, and Compliance (GRC) (Tarantino,
2008) which is-an important term in the world of busi-
ness and information technology. Compliance is usually
a term referring to laws and governmental regulations,
which are considered mandatory by definition. The mis-
taken or misunderstanding interaction can be defined as
noncompliance activities, which can result in high busi-
ness risk such as fines and brand reputation. The cost of
noncompliance could run into millions of dollars (Bace,
Rozwell, Feiman, & Kiwin, 2006; Greengard, 2004).
Instead of responding to regulatory compliance issue as
ad-hoc, one-off manner, businesses should be devising
effective ways to measure the effectiveness of compliance
efforts and creating a compliance governance structure that
allows planning for the future.

Compliance Management (CM) is the management
process that an organization implements to ensure orga-
nizational compliance with relevant requirements and
expectations (Frederick, Nandan, & Pradeep, 2007). The
requirements are referred to as the compliance standard or
compliance benchmark, while the process is what manages
their compliance. Compliance management has become
a significant concern for organization due to the increas-
ing number and changing of rules in accordance with
laws and regulations, Companies need to be able to eas-
ily ensure compliance with revised laws and regulations.
Since today’s businesses are complex, organization rules
are often branched across numerous departments. It is
quite impossible for a single manager to understand all
of the rules, which can lead to noncompliance activities,
so many organizations choose to have an effective compli-
ance management. An effective compliance management
not only protects organization from the adverse affects of
noncompliance but also helps organization achieve better
operarional control.

However, compliance management, especially compli-
ance checking (or compliance auditing or compliance
measurement), is a costly and time-consuming task that
is performed manually by auditors or information security
experts. Some organizations developed their computer-
ized compliance checking systems, but these systems were
developed in specific programming codes and platforms
which are difficult to update and reuse. Regulations in
their original form are abstract specifications to ensure
more independence from implementation and more flex-
ibility in adapting regulations to different business prob-
lems (Kharbili, Stein, Markovic, & Pulvermdiller, 2008).

Automated Compliance Checking Methodology

The writers and users of regulations are generally busi-
ness people and lawyers. Their instrument of works is
natural language and is nonformalized. The information
extraction process is carried out manually, so the tradi-
tional programming codes are not suitable to manage such
kind of changes. Presently, the level of automation in
compliance checking is still low.

There have been many researchers who have studied an
effective way to automate compliance management. Many
of them proposed the use of semantic web technologies,
which are the same technologies we used in our proposal.

The overall proposal of this paper is a methodology
for developing an automated compliance checking tool.
The main tool is an ontology that is part of semantic web
technologies.

The rest of this paper is organized as follows. Section 2
explains the research motivation. Section 3 discusses some
related works about compliance checking and ontol-
ogy. Section 4 describes the proposed automated com-
pliance checking methodology for non-log operations.
Section 5 provides the performance evaluation. Finally,
section 6 concludes this paper.

2. RESEARCH MOTIVATION

Compliance is parc of GRC, which is important for
business and information technology. Compliance check-
ing is a subprocess in compliance management usually han-
dled manually by auditors. QOur research motivation is to
replace the manual activities of auditors with computerized
systems.

For more understanding, we drafted the compliance
management framework and drilled down into the com-
pliance checking framework as shown in Figure 1 and
Figure 2 respectively.

As shown in Figure 2, compliance checking is a pro-
cess to assess the effectiveness of controls. It requires two
portions of information to be compared and evaluared.
One portion comprises the compliance requirements that
are separated into two types: technical requirements and
nontechnical requirements. Another portion is informa-
tion of current operations that are separated into log
operations and nonlog operations.

Each type of information can be explained as follows.

1. Technical requirements are requirements that can be
understood and computed by traditional computerized
systems. However, it requires specific programming for
each requirement. This kind of requirement is usually
relevant to numeric assessment including date and time.
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FIGURE 1 Compliance management framework.

For example, the compliance requirement is
“Minimum password length=7." We can use comput-
erized systems to count the length of user passwords
that are stored in user databases. The company will be
evaluated as noncompliant to this requirement if the
computerized systems find that some user passwords are
less than 7 characters in length.

2. Nontechnical requirements are requirements that can-
not be understood by computerized systems. Without
hard coding, such requirements cannot be evaluated.

For example, the compliance requirement is
“Smoke detector must be installed in the data cen-
ter.” Since the traditional computerized systems do not
understand the terms “smoke detector,” “must be,”

“install”, or “data center,” we cannot use computerized
systems to evaluare this requirement without manual
interpretation by human.

3. Log operations are operations that have records of
events or changes in computerized systems.

For example, the last password change date can
be understood by computerized systems, so that it is
considered as a log operation.

4. Non-log operations are operations that have no record
of events or changes that can be understood by compur-
erized systems.

For example, smoke detector installation has no record
of events that can be understood by computerized sys-
tems because the computerized systems do not understand
the terms “smoke detector” and “installation,” so it is
considered as a non-log operation.

In order to achieve the automation of compliance
checking, the automated processing of compliance require-
ments and operation logs is required.

From our study and literature reviews, we combined
the condition of compliance requirements and current
operations as shown in Figure 3.

The combinations can be explained as follows.

1. Compliance requirements are in technical form and
current operations are log operations. The automa-
tion is mostly adhered to by traditional computerized
systems.

2. Compliance requirements are in nontechnical form
and current operations are nonlog operations. The
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FIGURE 2 cCompliance checking framework.
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FIGURE 3 The combination of compliance requirements and current operations condition.

traditional computerized systems are not suitable to
support such combinarion and current research gener-
ally overlooks this condition. So, the automation level
of this condition is still very low.

3. Compliance requirements are in nontechnical form and
current operations are log operations. There are many
researchers in this condition at this moment, so the
automation level of this condition is increasing.

4. Compliance requirements are in technical form and
current operations are nonlog operations. This condi-
tion is generally overlooked by current research, so the
automation level of this condition is still very low.

The approach of this paper is to increase the automation
level of combination numbers 2 and 4 which are related to
nonlog operations.

Since the compliance requirements are frequently
changed and always in human language, the traditional
programming codes are not suitable to manage such kind
of changes. Therefore, the information extraction process
is still carried out manually. The next section discusses
about ontology which is a semantic web technology that
many researchers have utilized as a tool to improve the
automation of information extraction process.

3. ONTOLOGY AND RELATED WORKS

An ontology is an explicit specification of a conceptual-
ization (Gruber, 1995). A conceprualization is the objects,
concepts, and other entities that are assumed to exist in
some areas of interest and the relationships that hold
among them. It is an abstract, simplified view of the world
that we wish to represent for some purposes. Ontology
represents knowledge in a formal and structured form as
well as provides a better communication, reusability and
organization of knowledge and a better computational
inference.

Automated Compliance Checking Methodology

Ontologies became a famous tool to solve a problem
that concern about human language in internet resource
especially the e-commerce data. Ali and Maseud (2011)
proposed an ontology-based approach for generating vir-
tual catalogs by extracting the product information and
product prices from the vendor’s website. This approach
can help the buyer generate automatic product catalogs
from the vendor’s website.

Frederick et al. (2007) proposed compliance manage-
ment methodology using ontology and semantic web
rules to encode and formalize linguistic information into
machine readable form. The compliance requirements are
converted into terms of the domain concepts in OWL
ontology and also translated into SWRL rules. This pro-
posal can improve the automated compliance requirement
extraction only.

Sapkota, Aldea, Duce, Younas, & Banares-Alcantara
(2011) proposed the methodology named RegCMantic by
using an ontology to automate the extraction and mod-
elling of regulatory information from various formats and
structures such as PDE text, and HIML into semantic
web rules. In their later works, Sapkota, Aldea, Younas,
Duce, and Banares-Alcantara (2012, 2011) introduced
the Semantic-ART framework, desighed to increase the
automation of overall CM by extracting regulatory infor-
mation from text and converting them into a semantic
model. We have followed their works and hope that this
framework works well to support our part of research that
requires the automate extraction of regulation.

Kharbili et al. (2008) introduced the reason why auto-
mated compliance checking becomes a necessity for orga-
nizations. They proposed the framework for compliance
management using a policy-based semanric business pro-
cess. The framework had been designed to support the
transformation of the various levels of policies, and the
designed algorithm for compliance checking was executed
by the semantic compliance checking engine. In their later
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work, Kharbili and Stein (2008) discussed the semantic
compliance checking by introducing an ontology for poli-
cies and rules. They showed how the ontology for policies
and rules look alike, but they had not shown how these
ontologies worked in compliance checking.

Schmidt, Bartsch, and Oberhauser (2007) proposed the
ontology-based representation of compliance requirements
for service processes by defining and comparing two
ontologies to discover noncompliant configurations and
behavior of business processes. A process ontology is
mainly developed to define the activities, resources, and
information to cope with problems or incidents found
from services thar are provided to customers. Another
ontology is a compliance ontology that defines objectives
that have to be fulfilled by the service process to assure a
certain quality of the services provided. From their applica-
tion scenario, they compared these two ontologies by using
the reasoner to discover the noncompliance. We argue
that this scenario only discovers the noncompliant con-
figurations in ontology but not yet the noncompliant
behavior because there was no service database found in
their scenario.

Jiansong and Nora (2011) proposed the automatic
information extraction by using ontological feature.
In order to excract the information from the sentence,
the matching pattern “noun -4 verb + noun” has been
identified. Then, a set of information extraction rules was
developed. For example, “Pur the first noun as the sub-
ject, put the verb as the action, and put the second noun
as the object.” Then, the rules would extract and put the
corresponding parts of sentence into the following classes:
subject, action, and object.

Nash et al. (2011) presented the analysis of whether the
automation of the compliance checking is possible in agri-
cultural production standards or not. They determined the
four criteria to enable automated compliance checking as
follows.

1. The rule must be encoded in machine-readable form.
It means the wording must be able to be extracted by
computerized systems.

2. 'The rule, and all terms used in defining it, must be capa-
ble of being interpreted by the software. It means the
wording in rules must exist in the computer dictionary,
such as “length,” “age,” “range,” and so forth.

3. Each rule must have a discrete outcome which can be
determined by a computer. It means each rule must
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have data that can be evaluated by computerized sys-
tems such as “true/false,” numeric, and date/time data.

4. The required data inpuss for assessment must be avail-
able in digital form at the point of assessment, It means
the operation logs should exist in the compurerized
system.

They proposed the ontologies for agricultural standards
and found that the availability of data would be the largest
technical problem for auromated compliance checking.
This motivates us to improve the availability of data that
are necessary for the assessment.

Since most of the past researches have already proposed
solutions to automate the extraction of regulation into
semantic model which fulfil the first three criteria of com-
pliance checking. Therefore, we will focus on the last cri-
teria of compliance checking. However, we still require the
success of regulation extraction to accomplish our work.

4. PROPOSED AUTOMATED
COMPLIANCE CHECKING
METHODOLOGY FOR NONLOG
OPERATIONS

In this section we propose a methodology to enable the
auromation of compliance checking for nonlog operations,
which was generally overlooked by past research. Since the
nonlog operations are operations that cannot automati-
cally obtain data from computer systems, using questions
is one way to gather answers as input to evaluate their
compliance. This proposal aims to fulfill all criteria of auto-
mated compliance checking especially the fourth criteria
that involves availability of data for assessment.

The main concept of our approach is to develop the
ontology for automatic extraction of the information from
policies and the common questions that auditors ask when
performing an audit. Then we map these policies and ques-
tions to get the users’ answers for compliance evaluation.

From this point onward, the words “policy” and “poli-
cies” in this paper will include but not be limited to
rules, laws, regulations, procedures, standards, and the like
that are used as compliance requirements with auditors’
knowledge.

The proposed automated compliance checking method-
ology for nonlog operations is composed of six main steps.
Each step will be explained along with an example as
follows.
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1. Define the audit component and identify poli-
cies. In relation to our previous work (Janpitak
& Sathitwiriyawong, 2011), we have selected “Data
Center” as an example of audited component. The
data center policy which had been developed by con-
solidating many regulations such as NFPA, ITIL, and
ISO/IEC 27000 series are then identified. In order to
demonstrate the next step, we would use the example of
policy contents in Data Center as follow.

a. Smoking is not permitted in Data Center.

b. Emergency lighting shall be installed in all Data
Centers.

c. Type of fire extinguishers
a. Pressurized water fire extinguisher.
b. Carbon dioxide (CO;) fire extinguishers
¢. Clean agent (ABC type rated)
d. Dry chemical fire extinguishers are prohibited.

d. Entry and exit doors must be secured by utilizing the
Card Access System.

e. Provide emergency power disconnect switches
located inside the computer room at main exit doors.

2. Develop the compliance checking ontology for the
audit component domain based on the competency
questions as shown in Table 1. In order to carry out this
activity, the Protégé ontology editor (Stanford Center
for Biomedical Informartics Research, 2015) has been
used. The ontology was built in OWL (Web Onrtology
Language) as shown in Figure 4 and Figure 5. We have
to skip the explanation of the process to develop this
ontology due to the limitation of page.

3. Develop auditor questions and link to correspondence
entities in the compliance checking ontology. The fre-
quent question that is always asked by auditors relared
to data center had been added into the ontology as
shown in Figure 6.

4. Load policy contents into the compliance checking
ontology as the initial database. Insert policy contents
as defined in step 1 into the compliance checking
ontology.

5. Extract policy contents as the knowledge bases. In this
step, we would use ontology features and text processing
tools to extract information from policy contents that
have been loaded in the earlier step. To facilitate an easy
understanding, the results from the previous steps have
been mapped into the table for each relevant auditor
questions as depicted in Table 2.

6. Develop a user-friendly application using semantic
web technologies. Since the policy contents, auditor
questions, and other information in this knowledge

Automated Compliance Checking Methodology

TABLE1 Competency questions

Examples of competency questions

1. What are the questions that auditors always ask when
they audit the data center?

2. What are the responses that might be the audit
finding for each auditors questions?

3. What should be the valid control that comply to
auditors questions?

4, If auditors found the control gaps, what should be
done to correct a control?

are always constructed in human language, traditional
programming codes are not suitable to manage this kind
of knowledge. This step is used to develop the seman-
tic queries by using SPARQL (2015) to retrieve data
from the ontology. In the later step, semantic web rech-
nologies that can connect with ontology such as Jena
API should be developed in the user-friendly mode.
The completeness of the application depends on the
capability of the development team.

5. PERFORMANCE EVALUATION
Proof of Concept

To prove that the proposed solution is able to work in
the real-world audit environment, following are examples
of SPARQL queries that answer the competency ques-
tions mentioned in step 6a. The consequence queries and
results to reach the compliance checking can be presented
as follows.

Competency Question 1, What are questions that audi-
tors always ask when they perform the audic? (Please see
the example query in Figure 7)

Competency Question 2. What are responses that might
be the audit finding for each auditor questions? (Please
see the example query in Figure 8)

Competency Question 3. What should be the valid con-
trol that comply to auditors questions? (Please see the
example query in Figure 9)

Competency Question 4. If auditors found the control
gaps, what should be done to correct a control? (Please
see the example query in Figure 10)

The example queries can prove that our ontology can
provide the result for the next step to getr the answer
from auditees. They can also evaluate the answers from
auditees then suggest the right policies if the gaps are
found.
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TABLE 2 Example of policy mapping with auditor questions, compliance lists and non-compliance lists

Compliance lists

Noncompliance

No. Policy content Related to (extracted)  Auditor questions (extracted) lists {extracted)

1.  Smoking is not permitted Smoking/ Data Is @ nonsmoking sign  Yes (Smoking is not  No {Smoking is
in Data Center. Center put in Data Center?  permitted) permitted)

2. Emergency lighting shall ~ Emergency lighting/  Has emergency Emergency lighting  No emergency
be installed in all Data Power failure lighting been immediately lighting is
Centers. The lighting installed in Data provided provided.
shall operate Center?
automatically in the How is emergency Automatically Manual
event of a power failure. lighting provided

in the event of
power failure?

3. Type of Fire Extinguishers  Fire extinguisher What kinds of fire Pressurized water
Pressurized water fire extinguishers are fire extinguisher
extinguisher. provided in Data Carbon dioxide
Carbon dioxide (COy) fire Center? (CO,) fire
extinguishers extinguisher
Clean agent (ABC type Clean agent {ABC
rated) type rated)

Dry chemical fire
extinguishers are

prohibited
4. Entry and exiting doors Physical Access What kind of access  Card Access System
must be secured utilizing control is used at
the Card Access System entry door?
5. Provide emergency power Emergency power Does Data Center Yes
disconnect switches disconnect install emergency
located inside the power disconnect
computer room at main switch?
exit doors. Where is emergency  Main exit doors

power disconnect
switch located?

No water fire
extinguisher.

No carbon dioxide
(CO,) fire
extinguisher.

Dry chemical fire
extinguishers.

Others

No emergency
power
disconnect
switch.

Others

Automated Compliance Checking Methodology
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Calculation

For easy understanding, we will scope the example
calculation of compliance checking in the self-auditing
exercise only.

Since the nonlog operations are operations that have
no log that can be understood by a computerized system,
the compliance checking process requires that operation
owners provide answers for the evaluation. It is assumed
that the operation owners have no skill in security and
control, so they cannot perform the compliance check-
ing without the assessors. An assessor is a person who is
an expert in security control including but not limited to
internal auditor, external audiror, internal control team,
and security control expert. By applying our proposed
solution, the operation owners can perform compliance
checking without the assessors so that the labor time and
cost used to perform the compliance checking is reduced.
Moreover, the accuracy of compliance judgment will be
improved because this solution can avoid human errors and
biased judgments. The labor time reduced by the proposed
solution can be estimated by the following equation.

”

Manual labor time = Z A;+ T3)
i=0

Proposed solution labor time = Z (TH
=0

Reduced labor time = 2 (A)
i=0

Automated Compliance Checking Methodology

when
n = Number of questions
A; = Assessor labor time of question i
7'; = Operation owner labor time of question i
For the wider scope such as the certified auditing, the

operation owners would be called auditees. The assessors
would be called auditors.

CONCLUSION

Qur proposed solution aims to replace any manual
activities that involve the gathering of the audit ques-
tions and also the evaluation of answers from the auditees.
Since compliance checking is commonly implemented as a
standards-based question-answering process, relevant stan-
dards and best practices are employed to generate sets of
compliance checklist items (questions) to benchmark an
organizational adherence (answers) to applicable require-
ments and expectations {Gruber, 1995), According to this
definition, our approach benefits not only the nonlog
operations but also the log operations.
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