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Online Gaming Anti-Cheat Methodologies

Ms. Worranitta Kraisittipong 56011055
Mr. Winut Jiraruekmongkol 56011127
Asst.Prof. Akkradach ~ Watcharapupong Advisor
Academic Year 2016

ABSTRACT

Cheating for advantages over.players or providers-causes damages directly to providers.
Damages including lost benefits;” and worse player society. In-present, there are no collected
methodologies to counter cheating as-a.guide to provide checklists of methods. to prevent cheating for
online game providers or game maker: This projeet is meant to be a guide forall people with tested
methodologies. Pokémon Go is chosen as a case study for an experiment we conducted. The assumption
is when a character or an avatar behaved unlike human or player, the cheat detector implemented should
detect and act properly. We categorized our bot configuration into three; bots behaved like players, bots
behaved like abnormal players, and bots behaved unlike players at all. While bots are running, we collect
logs from the program and. afterward analyzed them. The results showing that Pokémon Go’s cheat
detecting system uses number of logins and number of Pokémon caught within 24 hour, Although the
detecting methodologies are not so effective but constantly update client software create obstacles for

cheaters.
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// See README.txt for information and build instructions.

/f

// Note: START and END tags are used in comments to define sections used in
// tutorials. They are not part of the syntax for Protocol Buffers.

/f

// To get an in-depth walkthrough of this file and the related examples, see:
// https://developers.google.com/protocol-buffers/docs/tutorials

// [START declaration]
syntax = “proto3";
package tutorial;

// [END declaration]

// [START java_declaration]

option java_package = "com.example.tutorial";
option java_outer_classname = "AddressBookProtos";
// [END java_declaration]

// [START csharp_declaration]
option csharp_namespace = "Google:.Protobuf . Examples.AddressBook";
// [END csharp_deglaration]

// [START messages]

message Person A
string namé &~ 1;
int32 id # 2; /7 Unique” ID \wumber /fof \thisgrperson.
string egail = 3;

enum PhoneType {
MOBILE = @]
HOME = 1;
WORK = 2;

}

message PhoneNumber’ {
string ‘number, = 1;
PhoneTypetype '= 23
}

repeated PhoneNumber phones =4}
}

// Our address book file,is Just-ene of these.
message AddressBook {

repeated Person people = 13
1

// [END messages]
gﬂﬁ 3.1 feenalva addressbook.proto 910 Protocol Buffer JAVA Tutorial

o

L \ 1 ﬂ?J = 3 4
M3z udeyaiigndsdan Protocol Buffer 1 A4l Schema 199910 Joyaisy
] =Y ] %) » = g‘-’ . .
wazdsmnsoduaiialanld wu dauils 32 bits a115015)1 1ANY Floating point number #30
=1 [ g 4 1 °
Unsigned Integer ¥39 Signed Integer 1 14 anunsosiolumsuilasdoyaisdoudresuilu lums

= o o . .
WUATIEHUDENINIT Reverse Engineering
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1AMIANEINLN TeyaseglugiluuudisWadae Protocol Buffer 1d994

[F13HaARY base64 INDAIHIU Internet

00000000: 436b 454b 4157 4551 4152 6f4c 5955 426c CKEKAWEQAROLYUBL
90000010: 6257 4670 6243 356a 6232 3069 4467 6f4d bWFpbC5jb201iDgoM
00000020: 4d44 6778 4c¢54 4578 4453 3078 4d54 4578 MDgxLTExMSOxMTEx
00000030: 4967 384b 437a 4179 4c54 4578 4d53 3078 IgBKCzAyLTExMSOx
00000040: 4d54 4578 4541 4569 4441 6f4b 4d44 4578 MTEXEAEiIDAoKMDEX
00000050: 4d7a 4930 4f54 5534 4e67 6f6b 4367 4669 MzIO0TU4NgokCgFi
00000060: 4541 4961 4332 4a41 5a57 3168 6157 7775 EAIaC2)AZWlhaWwu
00000070: 5932 3974 4968 414b 4444 4134 4d69 3079 Y29tIhAKDDA4MiQy
00000080: 4d6a 4974 4dba 4979-4068 4143 _436a 554b MjItM)IyMhACCjUK
00000090: 4346 4abc 5957 5167 5447 393374540.4441 CFILYWQQTGS3EMDA
000000a0: 6042 7361-446e 4a73 6233 6441 5a57-3168 mBsaDnlsb3cAZWlh
000000b0: 6157 7275 5932 3974 4968 /514b 4543 7332 aWwuY29tIhQKECs2
200000c0O: 4d43,3034 4eZa 6774 415476035 4¢54 5532 " MCO4NzgtOTK5LTU2
000000d0: 4ela,/5151-4167 3430 @a NzQQAg==.

3ﬂﬁ 3.2 ﬂﬁmqgaﬁ*u Encoded 7128 base64

317 3.1 uamsddihidovaivesdoyniinusadnty | dsevdnsioms Tums

; o R y ar ar = -
v 1ddoya szdonh llnansadu algorithm bases4 nadntaz IAAe i 3.2 Tavnsaosgilld

o & &
A9 xxd tveuerangUiluy Binary (x86,64)

00000000: Pad1 0201 6110:/011a Obe1l 406S 6461 696c .A..3....aGemail
00000010: 2¢63°“6f6d 220e fafc 3038 312d,3131 312d (com'i..081-111-
00000020: 3131 3131 220f 0a0b 3032 24313131 2d31 211711"...02-111-1
20000030: 3131 '3119.0122 QcPa @ale 3131 3332 3439 117.."...0113249
P0000040: 3538 '360a240a 0162 1002-150b 6240 6564 “586.5..b....bGem
00000050: 6169 6C2ew636F 6422 100a 0c30 3832 2d32. ail.com"...082-2
90000060: 3232 2d32+3232 3210 020a)350a V8526561 22-2222...5..Rea
P0000070: 6420 4c6f 7710.C0c@.981b 1ale~726c 6f77 d Low..... <. Flow
00000080: 4065 6d61 696¢C 2eb636f60-2214 Balld 2b36 @Eemail.com"...+6
20000090: 302d 3837 382d 3939 392d 3536 3734 1002 0-878-999-5674..

Y w o
gﬂﬁ 33 %ya‘nm Decoded é’m base64 %4 Encoded 7138 Protocol Buffer

{ =] 1 @
11317 3.2 Wfiundoyagnid1s1aR I8 Protocol Buffer 1Agts1e11150009
foanueannlddlumda protoc —decode_raw 93 1adag1lf 3.3 uadadinavinmisnaadonuile
12031108 Schema 130 template .proto 1 14 lumsa$e a llanansans1u Value ang ) Avozls

uaziurilala (String, Unsigned Integer, Signed Integer, etc.)
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|
1: Ilall
2: 1
3: "a@email.com"
4 {
1: "e81-111-1111"
}
4 {
1: "@2-111-1111"
2z32
}
4 {
n 6"

494 Value Ufiaza LazihmMsmaial ypevaoriaues valie Inwaemsnuidouazii s
Aeed AagUil 3.4 wtuhmaanivnTsunsuansovenedienin o ldhdeyaudazussiia
-]

A9 type 1a



tutorial. AddressBook addressbook.proto < data (--decode tutorial. AddressBook ieneadenun

decoded 3 fields

1

{
1: (string) "a"
2: (varint) 1
3: (string) "a@email.com"
4: {
1: (string) "081-111-1111"

4: {
1: {
6: (varint) 50
S: (int64be) 3544668451885887793
}
2: (varint) 1

24

uaziierh'Ing proto w3 Schema d W3y decode Aaums19ida protoc —decode

@ o { & T ' {
Message AddressBook) vz 1dnadniasgalfi 3.5 Fagwiundeyagnulaseglugiuuuiigndeaas

W le'1duédn



people {
name: "a"
idz: 1
email: "a@email.com"
phones {
number: "081-111-1111"
}
phones {
number: "02-111-1111"
type: HOME
}
phones {
number: "0113249586"

A=

i fids

L
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4.1 MINAavIlNaNY Pokémon GO

AINAAITZ VU990 1UIAN Pokémon Go ¥111aems 14 TUsunsuon Tusia lunisiay v

Bot ianaand Tasyiinis 161 3° party software 13931 PokemonGo-Bot

¥
- o

= g’f ar iar =
ﬂ1§ﬂﬂﬁﬂﬁﬂi$ﬂ@ﬂﬁ?ﬂﬂf§‘ﬁ Pokémon Trainer Club INYUA 15 VLYY AILATIUN 16 NHAINIWY

R

w1, 2559 Tnefimsaemmanun 6 Snuaz dade’luil

1. (config_nosleep.json) BotTntstasuuuudiau Tnuimtedisieiios imum Tilinuou fae
anuBaszndng 2.16 Bha6 wasaeaunit SuTinimimndaiing mathTlnueadanudiull
¢ @ounuudidunidflensuiiuiu lomulndiay veiinisinglomuuedaiuan T inueudugn
ounwisaat 1A 1 ldmi ol Wawa wanng W lilineiidlognomfsanelaue wiuaite
dulemuieue Midaldinuouiisy 18 an 8004 tneviing Idgaga 1900du fodu

2. (config p2000 3000 jsony Bot ¥iIn3iasutiiyfiau TauiRuathsdaiilet i mum Tuinueu
AwnuiE15EN I8 2,16 B 4.6 mAsae It s Tingo uyasanny msth Tdinueadany
8B diduns s Wenszdhdiotomulndify szhmsivlomumadau wanTiinuoy
fugneumuiinsm 3 aii v dntentn Iiaue sanni1e Tnueuiiegaouitvaweiaue
ety Tomuiere Sarva Tdinseuiisu Taguga 2000 A7 uazninen Taaga 3000 fu dodu

3. (config_walkl4 p1100 £2100.json) Bot ¥iams@euusiugiau Tuidtiadidoiios e
Thinueu Awnaidaszing 2.16 a1 14 wasaetiind suTlinuounndasivg msthTlinuead
anmiEu ) Id@ouubdiaus3e densuiiudu lemulnddy agihmsfis Tomuuedau uanTuin
voufugnouamiinwi 13 Thivldins oein Tiais WannsnTilinueudognoufiveneiaue
wyueuieriy Temueue $1iaTuinusiiowlagega 1100 # uagmsyuenldgega 2100 du de
o

4. (config walkl4 p1100 £2100_excellent rate_1.json) Bot ¥n1sideutuuiian Tasiuogie
deifios ik Tinuey §aonnudasening 2.16 4 14 wnsaedud suTiinueunndafiny
m3thTiinwea'ld Excellent nands onszitlufiulomundifiu ezvhnsite le-muutedau wan
Tuinueusugneunudinadt 13 virld ldndeatn liawe Wanni e Tuin-wewuilegnewmiisane
e myweriteiy lemuiawe S1daTinueufisu1&geqa 1100 # uaznyua1dgega 2100

9/ 1 Qr
AU ABIU
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5. (config_walkconstant14_p9999 9999 json) Bot ¥imstasunuugiay Tnssausdivdaiiio

v Tdinueu dreanuEa 14 wasaedui dulinueuyndainy msthldinveaiinaw
1 ) 4 d o g 1

Gl 1dReumuudiauste denszdhuu lemulndify azvhimsialemuusdau wanThinweu
at d’. 2’1 T o T r ﬂ' r s i) ﬂ' =
Fugneumuiniaen 13 1 lildimseain luewe Wannielilinuewiegneuiisanaiaue waum
A =] o o Ao 9 ar 9 £l T oW
eifiu lemanawe $1da liinueuiivy 1dgaga 9999 &1 uagnya lagaga 9999 du dedu

6. (config_walkconstant14_p9999 9999 json) Bot ¥iimstdeunundiay lasiausgideiilos
v Tdinueu dreanuEa 14 wasaedunf suTiinueunndaiiny msithldnueaiinau

= v a A ° .4 1

Gl 18Geumuudidunss doaszdhifulemulndiy sgviimsialomuuieday uanTiinwen
ar d' é’J 1 Y o L] ] d'l 1] o 1 d I8
Augneumuiasa 13 ih v laesesinluere Wannsddinvewiiognouiivineiaus viuan
A o o @ A ow 9/ ar i e
Wefiu lemanaue $1iiaTuinueudivy 1dgaga 9999 A1 uaznipmarldgagn 9999 du Aedu

7. ( config_walkconstant14 p9999_f9999. excellent_rate 1_gps_no_noise. json) Bot NIN13
Bouuvudiau Tao@todwseiiosdmaeliinuey §2en1mia 14 wasdadui §uTdinuew

o o ¥ A a 4 o
nadainy mithliinteald Excellent ad vailonszdhinylamulndian vzyhnisne lemy

0 o P ol g 1 ek ' o ' y
1edau uan liinyeunignpwmuiinigl 3 i leldms esdn lueue Wains 1 linuewiiegn

P A d o & A ) o v
puaeneLue nyuanienylomuane i ldnuaniitylagign 9999 @7 uazvyuan 14

gaga 9999 Ay Aedu Lufinsadisavann GPS UM xyz

4.2 wamanaaeensinglagls PokemonGo-Bot
~ o or o i ] o
nndoyanidimmaanduazianiowds A10879419 9ln15gn Softban n3esziumsly
3 § 2 v ' | & a1
s Teedegaiiufinsaivesey lugadnouiisygn Soft ban24 521 ldnaiinaula

o

v M 1
i (M3NAABITEH NITUN A7 AUNIPIN.A, 25590979 6 7AW, 2559)

= :’ q‘
A9 4.1 MINUTAVTUIUATINGN Soft-ban

Account Soft ban

projectpokemonl | 5

projectpokemon?

| NS =)

projectpokemon3

projectpokemon4 | 3

projectpokemon5 | §

projectpokemon6 | 3




projectpokemon?7

projectpokemon§

projectpokemon®

projectpokemonl0

projectpokemonl 1

A1519 4.2 MIWAAIGUIUTDANOU Soft ban Y83 projectpokemonl
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354.txt

Caught Spun Error Login
Pokémon Pokestop
softban_log 20160923193546 20160924193 " | 653 1712 17 53
546.txt
softban_log 20160924005324 20160925005 | 522 1814 18 54
324.txt
softban_log 20160925231820 20160926231/ | 605 1666 24 51
820.txt
softban log 20160926014818 20160927014 | 577 1692 24 51
818.1xt
softban_log 20161001191354 20161002191 | 747 1065 2 48

~ o ' : T ' ¥ o
nndoyanansnangsinyld a3inmsnanesladi N Leginigaetu 1nnan 50 a3 3y

1 al 3 or o o 1 Qs Pret
Pokémon 31N 500 A2 Y1 Talntelu 1 sedhlRszunvhns Soft ban Alausa Tula

4.3 M3NAad9 Cheat Engine

- v - té d
A15NATD Cheat Engine 1a81% Cheat Engine 6.6 iitonaans Inunuoow Tatide 9

4.3.1 Tutorial

Cheat Engine tutorial 9211015801015 19914015 IneTasldniseununiitonaud

4 T 1 M
iieadu 1wy msaunuivoud lua1TasAT3 (Exact Value scanning) Msaunuanioud lua1i laida

Sudu (Unknown initial value) ﬂﬁﬁLLﬂmﬁmLmﬁjﬁ‘lFloat %30 Double ﬂ"ﬁﬁuﬂmﬁﬂmuamﬁ’“lm
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duvea1da (Code finder) MIAUAUN Pointer LADUA 1UA1 (Pointer and Multilevel pointers) 1A

msud v IAan 145200 (Shared code)

€ step2 b4

Now that you have opened the tutorial with Cheat Engine let's get on with the next step. L]

You can see at the bottom of this window is Lhekext Health: 3
Each time you click "Hit me" your health gets decreased.

To get to the next step you have to find this value and change it to 1000

To find the value there are different ways, but I'll tell you about the easiest, Exact Value™:

First make sure value type is set to at least 2-bytes or 4-bytes. 1-byte will also work, but you'll run into an easy to fix problem when you've found the address and
want to change it. The 8-byte may perhaps works if the bytes after the address are 0, but | wouldn't take the bet.

Single, double, and the other scans just don't work, because they store the value in a different way.

When the value type is set correctly, make sure the scantype is set to "Exact Value’
Then fill in the number your health is in the value box. And click "First.Scan* 7
After awhile (if you have a extremely slow pc) the scan is done and therestlts are shown inthelist.on the'left

If you find more than 1 address and you don't kaow forSure which address it is, dick "Hit me’, fill in the new health valiie lmo the value box, and click "Next Scan’
repeat this until you're sure you've found it(thatincludes that there's anly.1 address in theflist._.)

Now double dlick the address in the list oni'the left. This makes-the address.pop-up in the Jist atthe-bottomesHowing you the currént value.
Double click the value, {or select itand press enter), and-change the valug to-1000.

If everything went ok the nextbutton should become enabled, and you're ready for the next step:
Note:

If you did anything wrong while scanning; tlick “New Scan™and repeat the'scanning|again.
Also, try playing around with thé'value and dick ‘hit me’

T o 4" - Skip|

31l 4.1 myaunuitouf lumlaenss (Exact Value scanning)

€ siep2 | : N ; x
step 3: Unknowen initial valiie (PW=419482) v ! : .
Ok, seeing that you've figured out.hov. 1o find a valile'Using exactivalue let's miove on 1o ihe next step.

First things first though. Since You aredoing a new scan, yod have 1o clickian New Scan first. to Staria few scan. fYou may think this js Straighfnuard, but you'd be
surprised how many peaple get stuck on that step) | wonlbcemlammgthkmagﬂn.sn eep ibis ia mind’
Now that you've started a newscan, jet’ soonunue

In the previous lenmhmmemlﬁalmunmmulddoamw butnwmhmeasm barwhere we don't kntw the sulﬁhgvalue
We only know that the value is between 0 and 500. And each time you click *hit me*you losesome healmmeanmmwubsemt-u is shown above the status bar.

Again there are several different ways to findthe Value. (hlcedomg adecreased value by.. scarlbut |'ll anly eXplain the easiest. “Unknown initial value”, and decreased value.
Because you don't know the value it is right now,a.exaétyalue wontdo nygond,so chatse 88 scantypéUnknown initial valiie’, again, the value type is 4-bytes. (most
windows apps use 4-bytes)click first scan and wait tillit's done:

When it is done click ‘hit me'. You'll lose some of your health. (the amount you losishuwsfﬁra few seconds and then disappears, but you dan't need that)
Now go to Cheat Engine, and choose ‘Decreased Value' and click ‘Next Scan'
When that scan is done, click hit me again, and repeat the above till you only find a few.

We know the value is between 0 and 500, so pick the one that is most likely the address we need, and add it to the list
Now change the health to 5000, to proceed to the next step.

Hitme

Next Skip:

51 4.2 msaunuauieu luminlai3asudu(Unknown initial value)
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€ steps - O X
Ktep 4: Floating points (PW=890124) ] ~
In the previous tutorial we used bytes to scan, but some games store inf ion in so called ‘floating point’

(probably to prevent simple memory scanners from finding it the easy way)

afloating point is a value with some digits behind the point. (like 5.12 or 11321.7)

Below you see your health and ammo. Both are stored as Floating point notations, but health is stored as a float and ammo is stored as a double.
Click on hit me to lose some health, and on shoot to decrease your ammo with 0.5

You have to set BOTH values to 5000 or higher to proceed.

Exact value scan will work fine here, but you may want to experiment with other types too.

Hint: It is recommended to disable “Fast Scan” for

491 & d‘ v 9 o/ k4 d‘ = 1 QQ.II 1 ¥ o ¥ L b4
wnasiiluenansiavulidmiunsltanuienisinwwinty leugnalmihluldusslevdaunisi

Ldnsdllag Medu Snnvinudlvdaudauilon uasdesddaiadweenasynasaniinisiluly
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€ steps = @ B

Step 5: Code finder (PW=888899)

Sometimes the location something is stored at changes when you restart the game, or even
while you're playing.. In that case you can use 2 things to still make a table that works.

In this step I'll try to describe how to use the Code Finder function.

The value down here will be at a different location each time you start the tutorial, so a normal

entry in the address list wouldn't work.

First try to find the address. (you've got to this point so | assume you know how to)

When you've found the address, right-click the address in Cheat Engine and choose “Find out

what writes to this address”. A window will pop up with an empty list.

Then click on the Change value button in this tutorial, and go back to Cheat Engine. If

everything went right there should be an address with assembler code there now.

Click it and choose the replace option to.replace‘it with.code that does nothing. That will also
elis ns Window. (Which gets saved if

#[709¢2
e s

ANAREW




€ steps - o x

Istep 6: Pointers: (PW=098712) 2
In the previous step | explained how to use the Code finder to handle changing locations. But that method alone makes it difficult to
find the address to set the values you want.

That's why there are pointers:

At the bottom you'll find 2 buttons. One will change the value, and the other changes the value AND the location of the value.
For this step you don't really need to know assembler, but it helps a lot if you do.

First find the address of the value. When you've found it use the function to find out what accesses this address.

Change the value again, and a item will show in the list. Double click that item. (or select and click on more info) and a new window
will open with detailed information on what happened when the instruction ran.

If the assembler instruction doesn't have anything between a ‘[ and ']' then use another item in the list.

If it does it will say what it think will be the value of the pointer you need.

Go back to the main cheat engine window (you can keep this extra info window open if you want, but if you close it, remember what
is between the [ and ] ) and do a 4 byte scan in hexadecimal for the value the extra info told you.

When done scanning it may return 1 or a few hundred addresses. Most of the time the address you need will be the smallest one.
Now click on manually add and select the pointer checkbox.

The window will change and allow you to type in the address of a pointer and a offset.

Fill in as address the address you just found.

If the assembler instruction has a calculation{€.g: [esi+12]) at the end then type the valudinthat's at the end. else leave it 0. If it was
a more complicated instruction look atthe calculation.

example of a more complicated instruction:

[EAX*2+EDX+00000310] eax=4C and edx—00861234

In this case EDX would be thé value the pointer-has, and EAX"2+00000310 the offset, sothe offset you'd filli inwould be 2*4C
+00000310=3A8. (this is'all in hex;use calcexe fromwindows in scientific modeto calculate) |

] Ch,angevalue |100

Changepomter

[ Ve : ‘ Skip|

il 4.5 msaunum Pointer siioufilud

€sep? | ' O  _ . | - N %

lstep 7: Code Injection: (PW=013370)' -
Code injection is.a technigue where one injects a piece of code into the target process,
and then reroute the execution of code to go-through your own Written code

In this tutorialyou'lf have a health value and a button thatwill decrease yourhealth with
1 each time you click it

Your task is to use code injection to increase the value of yourhealthwith 2 every time it
is clicked

Start with finding the address andthen findwhat Writesto'it.

then when you've found the code that decreases it browse to that address in the
disassembler, and open the auto assembler window (ctrl+a)

There click on template and then code injection, and give it the address that decreases
health (If it isn't already filled in correctly)

That will generate a basic auto assembler injection framework you can use for your
code.

4
Health: 100
Hit me
Next . Skip

517 4.6 mauilulAalagld Code Injection
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step 8: Multilevel pointers: (PW=525927) -

This step will explain how to use multi-level pointers.

In step 6 you had a simple level-1 pointer, with the first address found already being the
real base address.

This step however is a level-4 pointer. It has a pointer to a pointer to a pointerto a
pointer o a pointer to the health.

You basicly do the same as in step 6. Find out what accesses the value, look at the
instruction and what probably is the base pointer value, and what is the offset, and
already fill that in or write it down. But in this case the address you'll find will also be a
pointer. You just have to find out the pointer to that pointer exactly the same way as you
did with the value. Find out what accesses that address you found, look at the assembler
instruction, note the probable instruction and offset, and use that

and continue till you can't get any further (usually when the base address is a static
address, shown up as green)

Skip

------

L)
A ae
® AR AR
A%
FADIAN AV IOV faY
T Y i
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[ € stepo - - - o X
IStep 9: Shared code: (PW=31337157) a
This step will explain how to deal with code that is used for other object of the same
type

Often when you've found health of a unit or your own player, you will find that if you
remove the code, it affects enemies as well.

In these cases you must find out how to distinguish between your and the enemies
objects.

Sometimes this is as easy as checking the first 4 bytes (Function pointer table) which
often point to a unique location for the player, and sometimes it's a team number, or a
pointer to a pointer to a pointer to a pointer to a pointer to a playername. It all depends
on the complexity of the game, and your luck

The easiest method is finding what addresses the code you found writes to and then use
the dissect data feature to compare-against two structures. (Your unit(s)/player and the
enemies) And then see if you can'find out a way to distinguish between them.

When you have found outhow to distinguish between you and the computer you can
inject an assemblér séript that checks for the condition and then either.donot execute
the code or do something else-{One hit kills for example)

Alternatively,you can also use this to build a so called *Array of byte” string'which you
can use to search which/will result in'alist of all your or-the enemies players

In this tutorial Hvave implemented the most amazing game you will éverplay.

It has4 players. 2 Players belong toyout, team, and-2.Players belong to the computer.
Your task.isto find the code that writesthe health and'make it soyou win the game

WITHOUT freezing yourfiealth
Playér 1:Dave | Player 2:Eric , € Player 3: HAL.. C_Player 4:KITT
Health: 100’ " Health:=100 || /00", || /Health:500; “Health: 500,
“Astack, “—irAttack )/ Restartgame |\ [ “Attack  Attack |
 Restart game and autoplay
| pibxt (Vi ‘ Skip

. g‘llﬁ 48 b llmﬂiéﬁﬂ%ﬂlg‘ﬁﬂﬁﬂ(%ared code)

4.3.2 Plant vs Zombie.
4321 maudlumingasuivelitasnnny sun
msudlusiuan Sun v 18 TAEAT5 M1 Address ¥99A1 Sun LAZYIMTHNE LAY
aufideants uAnAenINAY Sun ty azimsaad e 9990 madnieziilun Sun gegaves

Ny
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o \Z

B CCvellia]. =,
Sun 111 50000

51/ 420 wanimsudlum

4.3.2.2 msup lulaamerm v lilddes reload
msud v Iaaierh1dau 1053 Reload ¥l ainsnasduliildlae lidesse

; .2
a1 11 Tasn1sAunT Address @IUNYNA1T Reload wazud 1vTdalud iy



File Search View Debug Tools Kemdtocls

Opcode

47 24 mov eaxJedi+ 2

popcapgame 3B 47 28 cmp eax Jedi+28]
popcapgame 7E 14 Ajle popcapgamel.exe+872/
popcapgame C7 47 24 00000000 :mov  [edi+24],00000000 0
popcapgame C6 47 45 00 mov byte ptr [edi+49],00 [1]
oopcapgame C6 47 48 01 mov byte ptr [edi+48],01 1
popcapgame E8 E4FEFFFF call popcapgamel.exe+871¢
sopcapgame 88 47 3C bmov  eax[edi+3C]
popcapgame 85 CO test eax,eax

popcapgame CF8E BECCOOOD jng popcapgamel.exe+8737
popcapgame 8D 48 FF lea ecx,[eax-01]
popcapgame 8D 91 7OFEFFFF lea edx [ecx-00000190] v

add (sign extended)

Protect:Read Only Base=00652000 Size=47000 Module=popcapgamel.&xs ~

address 00 01 02 03 04 05 06 07 08 09 0& 03 OC 0D OE OF 0133456788ABCDEF
DD652000 20 F& B6 76 €0 FA BE 76|70 11 B7 7& 30 Ok B7 76 T wp. v0. ¥
DO652010 EO 09 B7 76 90 F7 B6 76,4 8t 76 00 0000 b T, Viess
00652020 10 0B 21 70 EO EA D ¢ 29 b § 20 D29 G- Pligat Y.t T
DD652030 00 C3 DS 74 S0 04 20 08 04 74 RO EC 06 74 . Ly - T T .T
DDE52040 20 2F 04 7480 @FF 06 74 A0 20 Q4,7 7,048 74 /[.=P et

00652050 10 0D 04 F oc 91 70 «s2" . FOE by
00652060 20 ES ¥ 00 &) ’3'/, daiial BE
00652070 Fo 98 &F 74 70 ﬁ-ﬁ' Ex yES
00652080 EQ 62 T4 i = “et
00652080 @0 63 74 ?D 22 65 74 70 cggga 74— 4fc "ex h:'p Et
D06520A0) 28770 &3 ; (30 72~ 62 74~

00652080 23153147 ’74 oql’ w:::-
:f\gs _ :_: 23 K2 34 2 u\\k ‘h— Al b
= - o :
/ 51)3 ) DU *|-|1|P
] o [ ; \\\\
%1 ban | R P
Pdavam A P
r——- e
é‘”&j w
WIS W {13 =

....Jm‘n:u.-t. {ATAY A iomngiog” SH ST

00652000 vE. V0. 7
00652010 EO 09 5 . ¥ W Vaius
00652020 10 OB 91 70 EO EA 05 74 20 25 04 74 20 D2 D€ 74 .. p .t L.t .T
00652030 00 C3 05 74 50 04 04 74 20 OB D4 74 AO EC 06 74 . .TE..T ..T .%
00652040 20 2F 04 74 50 96 06 74 A0 20 04 74 50 17 04 74 /.tF .t .t ..®
00652050 10 OD 04 74 60 OC 91 70 40 S2 07 74 RO 02 91 70 ...t". gBR.t . p
00652060 90 E9 05 74 00 00 00 00 EQ FD 62 74 20 A7 62 74 .T.... bt ktr
D0652070 FO 99 62 74 70 FF 64 74|60 8D 62 74 CO 79 €2 74 ktp dt” bt ybt
DD652080 EO0 23 62 74 CO 8C 62 74 /A0 38 62 74 BO SE 63 74 $rt bt 8kt “ct
DD652090 00 6C 63 74 FO 22 65 74 90 €8 63 74 70 CD 62 74 .lct "et berp kT
006520A0 20 70 63 74 FO 4B 63 74|50 OF 62 74 BO 78 62 74 pct KctP kT xbc
00652080 20 2A 63 74 70 38 62 74/30 66 63 74 80 €9 63 74 ~*crpBrrOfer ict
006520CD 90 79 62 74 90 99 62 74 F0 CC 62 74 FO 75 62 74 ykr kTt bt ubc .
ANES2INNN_EN_ 22 £2 T4 20 AR &2 T4 ' FN £0 £2 74 0 20 &2 74 _$hr hee her A\be

514 4.12 vaihmsuilvida
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\

s

ot

e

] S ¢ o) s )

UM 413 immdaniinsufly No reload Plant

4.3.2.3 msud laldasiie lifldan@enve af e
Fnsseadienumsud eyl 1iaw 137 11fea Reload ADYIIN1511 Address
1 A Y H N A 1 a °
drunaanoavosdu i uaznlaeudulnan luvhes lsme (Does Nothing) tie lalda2 1aasihns

anaeavoIAu 13t

popcapgame BB 4E 40 moy | “ecqa GOt address s

pOpcapgameCT 86 BAODOD0O 3200, mow, | [WsiC Back !

popcapgame 88.45 00 mov

popcapgame EB CT3AFZFF cali

poptapgame 84 CQ test

popcapgame74 21 je

popcapgame 31, 7D 54 DOFEFFEE. amp

poptapgameTD 18 jml

popcapgame s 46.24 mev < wasle Copy to dipbom »

poptapgame 3 Fa 03 anp ean Change register ot this location

poptapgameT4 0A je popei Toggle Beakpsi

popcapgame 83 FB 17 anp ?av,l.. e nea i i | v

i Find out what addresses this instruction accesses | =

Protect:Read Ooly Base=00652000 Size={ o ben ” A
00 D1 D2 D3 04 05 06 07 DB 0O

00652000 20 T€ 86 76 €0 Ta BE 76 70 11 Select curvent Function

00652010 E0 08 B7 76 S0 F7 B6 76 00 ¥FS

00652020 10 OB 81 70 EO EA 05 74 20 25|  —Changecomment Curb-Enter

00652030 00 C3 05 74 50 04 D4 74 20 08 Set/Change header

00652040 20 2F 04 74 S0 96 06 74 A0 20 UF Ty SU I UTF 1% 7~
00652050 10 0D 04 74 60 OC 21 70 40 52 07 74 AD 08 %1 70 .
00652060 S0 E2 05 74 00 00 00 0D ED FD €2 74 20 A7 €2 74
0D65207D FD 99 €2 74 70 FF 64 74 60 8D 62 74 CO 79 €2 74
00652080 ED 23 62 74 CO BC 62 74 AD 38 62 74 BO 5E &3 74
00652090 D0 €C €3 74 FO 22 65 74 90 68 63 74 70 CD 62 74 .lct
006520A0 20 70 63 74 FO 4B €3 7450 SF €2 74 B0 78 62 74 per FRerP bt xbt
00652080 20 2R 63 74 70 38 €2 74 3D €6 €3 74 B0 €% 63 74 <*crpBbtdfct ict
DD6520C0 S0 79 62 74 90 99 62 74 FO CC 62 74 F 75 62 74 ykt bkt kT ukt

31 4.14 msnfasunlasaruveslda




4.3.3 Flash-based game (13 Flash)

Ricochet kills $nT5LI g TWANNTE gHIaSHAIRZ MY

ADDICTING(ZAMES

gﬂ‘ﬁ 4.16 10U Ricochet kills 3
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ADDICTING(GAMES

U417 munewhnTandly

AbbpIctinGSAmES

T g 4;1g7m_§*§hmﬁdmsuﬁ‘lﬂuﬁuﬁagmu

AopIcTING(GAMES

310 4.19 wasnnhmaud lusnunss gy
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UNN 5

Copycat Go
Geolocation
Latitute
13.730046
Longtitute
100.778366
\ Map  Sateliite f ) ) g ;'\
G r / A - ?’;/ 1
g ; 7 ff"l v B, -—/{ 7/ &
\ ’ ¢
w0 .nﬁ /_’\ y = Hif
l 4" -‘ | - ‘;“J ¢ | '
5712 g \ .; ¥ v ,\
_'—"“—-—._:_1_5_‘_{‘1] L I,iﬁu’npf:?u e;; ':

WAV AT,

T N AN BN O i

Monster ~ Monster Bag  Fight Stage  Leaderboard  Logout

51U 5. wil1n@nves Copycat Go

d Yy v Yo 9 T L A =2
il']ﬂﬂﬂﬂﬂ'nilg b!ﬂﬂl'lﬂ'lﬂﬂ']'iﬂﬂﬂﬁ]ﬁ 1ﬂu1ﬁ1ﬁi'l€kﬂﬂﬂ')ﬂﬂ'lﬂ ¥8731 Copycat Go IWBLLEAIDINTT

vy

sy @ Y o o Y o T |
szgndldeenauif 14 nunueelail Tag Copycat Go Wuliseazidoanail

Q[

{ o 2 . ar
Server tnui TaWmn¥wilugility RESTHul service Tagvzdl Front-end 1ay Back-end Lanfiu

U v

91U BazAaadiUWIuNIG HTTP Protocol laan1siunazdideyaszeglugiuuuves JSON

Object umdn
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5.1 MIPBNAULUIZUL
5.1.1 gmlszasnuesszuy
= s o A g 9 1 Y o @
5211 Copycat Go Hyaszasavdn eimediau IWimsazauuouaaes uaz
hoonlided iwed1 lilisuduly Leaderboard

5.1.2 Class diagram

491 & d‘ v 9 o/ k4 d‘ = 1 QQ.II 1 ¥ o ¥ L b4
wnasiiluenansiavulidmiunsltanuienisinwwinty leugnalmihluldusslevdaunisi

Ldnsdllag Medu Snnvinudlvdaudauilon uasdesddaiadweenasynasaniinisiluly



09 jeakdo) pep weaSeIp sse)d TS gp,ﬁ

Avatar Manager

hiMap: HashMap<String, Avatar>

Gealocation Contrallar __f +mapAvatar(username:String
coordinates: doublef] o avalarh void
latitude: double |— 'd
longitude: double /
altitug: double 1
. UserReposilory 2 *"\-\_L
usarHashMag: Hunlﬁpdmnan I.Im / Avatar
v Login Slatu erPon s g1 ol Intagers .- :m:ﬂm
LogMove :mﬂrmn W‘Wﬁ:ﬂ';m i monsters: ArrayList<Monster>
: | o niuser:Usar, {addMonsterimaonsior:Monstor)vaid
e — Rl e A
geolocation:Geolocation p onster
fimestamp:Date Mw i
log(avatar_name:Siring,geolocation:Geolocation)
. llensler
LogCaught i y
logCaughts:ArrayList<LogCaught> i = ' Mﬂnnt_wummu
gCaughts:ArrayList<LogCaug | “Login Handler ingtani_id-long
Ball timestamp:Date i § | nama:String
-id: Long token:int Mm idiinl.
FOparation(i nt): int eabghi_mondiar. Monster i TovonExphsfiorends poeg ﬂ%
AbstractOparati - g :
. log(username:String,token:int,caught_ TN ’ \ an :Geglocation
|isChecked():boolean 4 X Loaderbonrd .
X (000 e D '
| ginDetoclr | [sadUsertol e : ;
| TogLogina® ArrayListeLogLogins | |upoateScore( eSiring.aiMongter_p L2
¥ invoke_time;Dale. \ v M
—E— LT Ball Pesponse
mamo:5iing I Ay |BalizBal
:’l:i::m mn‘hﬂ. i NI monster: Monstor
i - ealthed: boolsan i
StopSignRapository ' 3 | [Cahedbociern s & & |
I {wyCatchiball: Ball,monster Monstar) Bal Respanse
P Blh MHandiee ) 4\>
P Ball Handler
logGaughs: ArrayList<LogCaught> cheater, String
m:ke El!;u Data suapend_minsar
____ol' _time:Dale 1 = caplureRale(ballBall,
StopSign username:Siring - A | manster_inglani_id:long):double
instant_igint AIMT OO A OUN I ) ey
{name:String 7
{location:Geolocalion
img:Objects
StopSign Handlar
‘Chaater
gﬂglr lacatian):StopSignl] usernam Siring
getSigns{iati . 3 ——— v p:Ti
|mm"muﬁ(fmm!m T permanenl_ban:boclean
suspend:booloan
d_minzint
IsPermanant_ban():boalean
isSuspand():boclean
GamarApplication
newsApi():Dockat
apilnfo():Apilnfo

MonsterRepositary

HashMap<Long, Monster>

saveManster{manster:Monster) void

(-

MonsterFactory

(instant_id: : .

(44
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5.2 Copycat Go’s features

5.2.1 Sign up
g o & 9 Y E S k1 o b 1 or = 5
YUADUNTT Sign up o ldanih Japi/signup ua:mzwunmm‘smamgﬂﬂ 5.2 1NUU
N3910 Username, Password, wazFedIvTuAIaTAs

Sign Up

Copycat Go ' Server k

HTTP POST ./api/signup
JSON
- weername < usermnamehere

hashed_password” "hashed_passwordhers
‘avatar_name™"avatar name here

gﬂﬁ 5.3 713 Sign up i1l Server

SignUp

Tester
Tester_Password

Tester

Forgot Passwoind 7 already signipd Uegin

:&‘Ijﬁ 5.4 HUeNe Sign up

5.2.2 Login
a @ ; = 4 = - s ar 1
15 Log in a3nsavi lanasnin1d Signup 137 Weidime /api/login venwudumiiaig

o : .
1¥n39n Username ag Password Asgilfi 5.5 iiionsenuda na Login szunazdhenth lilguindn

A Y v P s @ A 9/ o 0 ] T 9
VBIUNY Llﬁ$11&lﬂim‘IﬂI?;llmu‘VIQﬂigﬁﬂiliuu‘lfm%Wﬂ'lﬂﬂJﬁﬂg‘i&’ﬂU 331]3Jﬂ$13161§ﬂ]01ﬂ ngllllﬁi'N

Token 1ﬁﬂ1ﬁ



Log in

] Copycat Go \ ‘ Server l

HTTP POST /api/login
JSON
{
“username”usermname here”,
“hashed_password™"hashed_password here”

‘username”’u

?%s_hed |_password”"hash
a a § 9

HTTP RESPONS

JSON
{

“successful” false,
“username”: null,
“token™ 0,
“cheater™

eater detected)

“username”: “string”,
“timestamp™ 1490514524990,
“permanent_ban™ false,
“suspend”; true,
“suspend_min~; 60

A e ey o A
3171 5.6 M3 Log in g szuy Tneiies

et

4o
ngnszdu
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Login

Username

Password

Forgot Password ? or Sign up

Login

511 5.7 %A Log in

5.2.3 Logout

iedidudeeniseeniinssuiasdeena LogoutAnnan 1ile Logout Browser 9za1

Cookie Nyiimsaiudin 131y

> I o O e f# 4
bt 22017 Codgle. ORION AR SKAMEEF, ZENRIN L s ol ey
Monster  Monster Bag  Fighi Stage Leaderboard ~ Logout
o= 2 L
g‘l]ﬁ 5.8 1131 oth ,-\(2\“
=8
Jayinan®

5.2.4 Move
& T - 2 ﬂ A dy e
diedl¥desmsmdoud annsnm1dlaens Mark gauuumud szitlumsndoud lids

o T gl ar =
AN UIUU "]1‘1!?]1"!3‘1
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Map  Saelite . -
oot SENH VAT

~ Notorway (Tolltoad) /"

sy nuAniin
aotwnalulad. @

Office of the Pre
fIzd i anniu Office of Dei
inAlwlab.

] ‘ "
International College, kit

King Mongkut's...

KKITL Student
Dormito .

------

Ty

2021201] A/ Sy

Geolocation
Latitute
13.730046

Longtitute

100.778366

717 5.10 wihasSuBunANeI@e U (Move)
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5.2.5 Encounter a Wild Monster

i3 F4
(iafiauAnan13 iU Monster 13A09nAT)1 Monster Tuntimdn arntuazdreninluds

9/ P & ﬂ; ar A
HUIMNLERN ID LA ¥oUD3d Monster W1 ﬂﬁqﬁlﬂ‘lﬂ 5.9

{
“instant_id" 812,
“name”. “cherrim”
g7 421,
“power” 548,
“img™: null,
“geolocation™ null

}

511 5.12 Mm319e Wild Monster



SMALLBALL MEDIUMBALL LARGEBALL GIANTBALL

Monster

ID 108
NAME lickitung

48

31 5.13 winAauaas ID Y83 Monster 1100

5.2.6 Catch the Wild Monster

4 ' o o 1
RieiauABINITIU Monster A13150100N 1A321 319 SMALLBALL(1),

MEDIUMBALL(1.25), LARGEBALL(1:5), GIANTBALL(2) lavauaenseiinnuausn lunisou

Monster 39 “Touvea~ Festintios l1un Janasgiune SMABLBALL 1 111, MEDIUMBALL

1.25 1911, LARGEBALL 15 (1, GTANTBALL 2 111

l Copycat ' Go }

Throw

HTTPGET aplithraw?
bail="SMALEBALLTS:
monslerinstant 8=872%
toKen=1

l Server |

HTFP RESPONSE

tid” 812
Rama y chemm’,
" 424
power 548
img " Tt
geolocation =null

“tatched” true

v

gﬂﬁ 5.14 N591U Monster
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Monster

ID 94

BALL : MEDIUMBALL
CATCHED : true
MONSTER ID: 94

SMALLBAIL MEDIUMBALL LARGEBALL GIANTBALL

310 5.15 wineauanINan 153y Monster

dievhms Tenvueaudiseiian1ue Catched taaana diosuldveuaas CATCHED : true

Fet.
s L L] ’ 8 -
76 . 0 ‘_.- N a0 ‘@‘ &
= ~J AR k

Monster Vionsier Bag

< - @ 2 ‘.
¥ AV ey
a&”:ﬂaqga -
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Fight

‘ Copycat Go & l Server \

HTTP GET ./api/Al/monster?
geolocation=
“altitue™ 0,
“coordinates™ |
0

§

“latitude™ 0,

“longitude™ 0
}

v

‘W//

,,
t;catr -null

. i}&:ﬂ LL]

\. (&‘

power: 158

Main

51 5.18 wiheedmwSuMInegiv Wild Monster

5.2.8 View and Maintain Leaderboard
-i 9 9 P=} %) Y d'l Y d‘l
lﬂﬂtglﬂuﬁﬂﬂﬂ’ligﬂ:’,lmu‘ﬂﬂﬂﬂmﬂﬂmﬂﬂﬂﬂfdlﬁuﬂuﬂu 9 ’c’f']ﬁ'liﬂ1‘]5 LeaderBoard {W®

udAsdURDUATAZIUUYBIRAUTNAY 1A
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Go gle!

e

Monster

—

{ @’Fn ° W’B

N,

Monster

Monster Bag Fight Stage Leaderboard
L e ]

31/ 5.21 1J3 Monster bag Tunihwan

Logout

51

8M13 Monster 11
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Monsters' Bag

l Copycat Go ‘ Server

HTTP GET /api/bag/monsters?

token=1

v

HTTP RESPONSE

instant_id™ 812
‘name”_“chernm.,
SdT 421,

pavrer. 548

img”. null
gealogation’t null

A

711'5.22 M350y Monster N19vaalu Monster Bag

V[ et

gengar i 84
power: 928

31N 5.23 nina1amaas Monster Ty Monster Bag

5.3 m3tfeaiumsinani Copycat Go
& 3l o 4 A o 1 C’I‘J a g
193910158 nuuUNYu 1A Servertludenrinisyszurananie aNInue AIUUNT
'ﬂ' T o J [ ] af o L] 1 ﬂ.w
aaeuasalumny (Client side) Favi1 1duntuaudaii 118 dedredde lail
5.3.1 M31/9AUIABN Monster NITWUN feature 5.1.5
Tsiaunsari'la fleennnsiEen Monster N9z19ei U109 Server Uag Client ¥
Y
sefudoyauuaaunii
r
5.3.2 Mauii v Monster Negflit Monster Bag
1 v 9
(i1os1nd3ya Monster agit Server Aarfumsud lu Monster Saiilula/ 1’18

5.3.3 MstfasuAIwdsues Monster sz1I19MsADY
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msAediiudedoyaiiioain Monster instant id 34 11fin1511A1910 Client 113RT129 ¥
Whiansalngld
4
5.3.4 maulaslasazuunuy Leaderboard
. o 53 i ' ] )
iiesnnazuuiuegh Server i If Wannsafeuui/asain Client 14
uaziln13 WAL Cheat Detector @15 UM ITIoenums Inalas lun/asundasarvesdunydn

A

5.4 Copycat Go’s Cheat Detector
A13M399LAT 1N9VBALNN Copycat Go AN 141 INHANINADBIVBIUNT 4 L1l
oonldaaii
5.4.1 AT s URTems Login 1 24 Falus
winramsnaaeslutini 4 flef19hihms Log imesretiay 50 afamelu 24 42 Tusezyh
Iiugnisdumslfimifussetnamile
5.4.2 A5I9S UG WFIUATINITOU Mosster 1v 24 Falalg
At e lLNE 4 SrEsRearun a3 1t uAI SN RTINS Log in ey

' @ & ° o w 2
Monster 110131:500 #aneu 24 92 Tais agiiidadldgnseiuns Wauiisseznamils
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unagiluazvaauauuz

6.1 M3tenuM3Inan Pokémon Go

1 W . . - 1) et
MNNIINARBINDTN MIATAITAIATINTUVDY Pokémon Go 138914 Niantic § IFUSN151U 14N

] l& 1 -ﬁ‘ 1 4 o ¥
ANunteunUAg MntleFTidlanuAounsn A1ens i iesnnduaudiauiesas wasmg

Awanndoenisisaile uaz Tida luimsadisszuulng  uagszuumdiades 39 hifliaany

U

o

suflulumsdsudsnums Insedsiilsz@nsamazidiuiiindosiufivinnsnaounnugn
09904 Client M1 tazsztATI908n TuiAseh e IRl sz Andawane saunams
Hosfudeannialdfinisudlald meluszezaarsudy dalifmaniindaluns1daou
Tsunsudaudu glstnuasssun Admsasvaeu uaysziuns iy uazlueuan

szuuasniuse Tudadediusnns leinsaderiunis@uuiuives Tisunsuauda luia

= = ¥

1 o ) ‘n o g'
1&odaiilss @ nantsowiannesedaitarue i lfamein lunis naiu ldualss Toand
H 1 u g 1 1 T -1
ligudunamidsly i ldasldaulilsunsugsomuiu danansznuld naed 1usns
' & = gv ar 0 - g A
unzdiauaudu q Sanidnuazusny u panhinsnaasytumsianudazan il
L ¥ =2
ey SedenansEvivioodatiotuin
Qr Q 3 i ar 1 d‘
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