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ABSTRACT

Nowadays, the internet has become to be an incredibly- important role in human’s daily life. It
is mainly used in'communication, E-commerce and many things we ¢an imagine, so it requires a big
concern about the security. Moreover, about 5 or 6 years ago, many smartphones had been upgraded to
be powerful almost as equal as the personal computer, obviously, it was even named “the mini PC™:
the replacement of the personal computer. When the internet ;and smartphones-are accessible to
everyone ¢asily, some brilliant people found the way to give convenient services through these
smartphones, such as an online-shopping, an internet-banking or an aceess to social-media accounts.
However, how do we know that the person who is using these services is the genuine owner of the
account?

Those who have access to the internet have taken various risks in using it implicitly. The
internet is not thoroughly secured by nature. Malicious users have many methods to take confidential
credentials away from us. to do any bad things by any means. To counter this, the use of the multiple-
factor authentication has begun. Its function‘is mainly to prove that someone is really oneself, by give
oneself another challenge, generally another password.

This project focuses on the information about this multiple—factor authentication system, and
to make the application via smartphone (especially on Android OS) to verify in another step. This may

be the guidelines to study, to prevention any risks and to improve any security plans in the future.
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<?php

mysqgl connectdlocalhast, oot/ "Teoot™) ;

mysgl selecg Ab ("data™)p:

$strSQL = MSELECT # FROM- member WHERE
UsegllP =="". 3 SESOLONY /DR R 404~ '}

SobjQuery/= mysgl queryASstrSQL)%

SobjResult = mysql fetch _array(SobjQuery):

surl = "https://1e1sde6agenerate~otp/totp/provisionzuri/’;
$ch = curd init(Surd);
$jsonData.= @rray/
"timegut' "=> .80,
'name " =>.8cbjResult["Usernamet]’,
'issuer_namel =2 'Otter’
)7
$jsonDataEncoded = json.encedel$jsonbata);
curl setopt ($¢hy CUREOPT.POSTEIELDS, $jsonDataEncoded);
curl setopt ($eh, CURLGETHAITPHEADER, array{'Content-Type:
application/Jjson')):
curl setopt ($chy CURLOBRT, RETURNTRANSFER, »trte) ;
Sresult = curl_exee(Seh);
curl close($ch);
2
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1948 oTP 1t lumstududmanvaididaelilamsiosrionssuumsainauazasnaoy
otp 1&dag1fi 3.7 $aifunauduioluil

1) HOTP Client 35#835m3saALNQUaNdn (Master Key) oldlutuaouns
FHALLUL AES 14

2) HOTP Client 5197211 (Counter) Lﬁaﬁ%’n{(ﬂgaﬁﬁﬂmﬂéﬂuuﬂmﬂaamam
%4 Counter Haziun 1 naziuAMIAND

o Ay % 4 ) v 2 &
3) 11 Key 118910 Tunoui 1 yudsiiadeya Counter 1218 Message Tudunouil

< P An v g g ¥ ' = ) e
%&Tﬂﬂﬂ Message ‘If'l]lﬂ‘ﬂﬂ“] 33 %8lﬂuﬂ1834“ﬁ11ﬂ3JLﬁiJﬂ HINNIITUINVUADUN 2
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o = oV Y U = S .
4) 191 Message 1118 11/a319 MD @20 SHA-1 9218 Tagll Output N1311ua 160 bits (20
Byte) A11ASTIUUBI SHA-1
o dy vy o9 o . = . Ay o
5) 41 MD ‘Vlhlﬂlﬂlﬂgj HOTP Truncate Function 111 Function NABIN1SAATIUIU
Output bit 910 20 Byte 1¥inaeiiieq 4 Byte 1io1i1 Output 7t ldumilaailu oTp Afldnyaziu
9 v
§31a% 6 i1 1ATUEs OTP N1A1H Server
i o . : 2 ol 1A o o
6) 130 Server 1851 OTP 910 Client N19E4 Server 1940 HVUADUIBUIALIAUAY
2 " _ 2
Client §n1l3¢n13 HufAeld Master Key ttag Counter A717530UAY Client 1A8 Counter U192
A g 3‘} d‘d 4 o’ or o - &t d‘.
WuTuaReANnY AsaNTin13eeaietuduaay 11 OTP.2IR Client 31f5uuIfion M OTP #
o ‘3 W 1 YN o aw 9
Server 931901 MNATINUALTAING IHOUEURINUGARADA
3.3.2 TOTP
lﬂy %’J 4 ) i =1 ot ‘!' o a: e
wiatialinuaeegahoay st sz inyuedunmilounn liuaouisns
AUIITLRLINY HOTP Hinaua TOTP 1917219 I 1niniin1uinss v (Mfionfe Unix Time) 1y
) o @ -2 § g ?x’a i at si L} 1 = =
AsmanILE Ry LA se OTP Aataun 1 asiimee guenuuiuey iy 30 U9,
W i
3wt glddoa oty 1 Wiiom diesein ToTP Mnarlumsadaiarin s
' ¥ i A 1 A v [~ AN o 1 o o v
ansananlalasajlinmnnsogaiinsmsosidonusiaanTagiulieg iy 1zvihld
1 & & ¥ 1 o 1 = (s o
oTp fiadeiugnnnaao s ldassiu glase lisnnsangounandauld
3.3.3 CROTP
= yo { . T4 = -: 1 o
ARSI (PIN) AdoannmioanivisTagmsaiieaeudnsazgnaslud
Aldavdount PN sdrdsmsnaundu 1SR o amiv
= 4 o W P-4 o g @ w
RN Inuainaatiadull niadvadih Ididenldnis s iaauuuy TOTP
i ? - y 4 4
wszmsds ey BOTR Y agauld REC 4226 falsgmaldhinaonsunnuil 2005 e
Feuiy TOTP fogmuldinasgl REC.6238 Vszmaldlumeunguainwil 2011 udr TOTP &
anuihilagiund uaziofvusznds TOTP AU HOTP uds TOTP 1dnalumsainsiariy

Ao il sz aed TawA Taomsmaesiariu (Brute Foree Attack) 1dpind1n
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IEMINAavIaZHNaN1sSNAand

4.1 maaanazfnnaszuy
szunneszuuiidnddalumssuivnueg 3 dau 1dus
4.1.1 REST API (Django/Django REST Framework)
ﬁauﬂzﬂﬁwuﬁaﬂ1ﬁﬁwﬁ}uﬂwié1a*]maq_APIﬂz%ﬂﬂﬁnaﬁaﬂ1ﬁﬁﬁﬁ1ﬁﬂ1wuuﬂﬁbu

¥ = ¥ o g 1 % o n at _
493 Django WnFoudenan Jau1iinsasmszuy Diango 11 W # settings.py A1 Tsunsum 4.1

Talsunsu 4.1 settings.py

INSTALLED APPS = [
o
‘df) #ngo . gOpAIERbs BN &L’ |
‘restR)f ramewlIX' |,
‘rest_framework.authtoken',
‘Bl lanth’,
‘allauth. account’,
‘allautheseocialdaccount’,
‘test-auth’;
‘rest<auth.gegistration’)
‘fem django’l;
‘api’,
]
SITE_ID = ¥
EMAIL BACKENR ‘=
‘django.core.mail.backends.consele.EmdilBackend’
FCM DJANGO SETTINGSw= {
‘FCM_SERVER KEY4.: “<ECM_SERVER-KEY>,

}
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1 INSTALL_APPS 111n1515en14laus 51sznon 4 ya Ao Django REST
Framework 14411511571 REST API @18 Django, REST_Auth 1¥dmFumssaniseais q Meafu
Flduazasiguiaunin APL AllAuth § 131115015 REST_Authregistration (o FCM_Django
0w o Yy a o < _ & 9 a2
fwfumssamsmsudufounuumsduainininy Tay FCM_SERVER KEY 1 doadlunaue
[ Fd
#1114 210 Firebase Console Y04 Google MUY
{ o @ ' o g ° .
asadae AP sesfumsfu-detoyauny REST $uiludasiivua API Endpoint
A ¥ Y o & ar e N o @ o oA A
wiemadi-eanvestoyadeney dmiuauaIuil In13MOUNEN 9 AU APL3 NI A 1D
o ¢ o Y- P~
B lgmlmenadesmsnunnddtuszrnveus, dotulgfmlamdosmsasnasy oTp #
o9 1 9 /g o 4. o
AFamTlsunsulszgafitan o TWudindu ldaduled vanioduladdaomadens
o q 9 ' TR & o e 5 .
A529 a0 UM 1F NSz THINNIIN S IR D LR AT 156 WY 39S IMUA API Endpoint
v
fail
® ocnerate-otp/totp/ #3193 TOTP
®_ oenerate-otp/totp/provision_uri/ o 579 TOTP 182 QR Code
®  verify-otp/(hotpltotp)/<unid>/ #3334 09U OTP H1U UUID
4 WANRAA » .
®" Endpoint 0 4 404 Tau s rest-auth T wsumsdminmsats 4 vould

Tadl Project Directory i udiausagilii 4.1




w o

@ mix

@ mod

@ routers.py

@ senalizers.py

» Nl External Libraries

S

Scratches and Console:

51 4.1 Tassa519v09 Django Project

4 2 & T "
nussan lananualuduauil szvesndrwaudia 4 vesueadlisunsy 4.2

T1sun3u 4.2 aana PyOTP (L1987%)

class PyOTP (models.Model) :
uuid = models.UUIDField()
secret = models.CharField()
interval = modles.IntegerField()
name = models.CharField()
issuer name = models.CharField()
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' H o g/ T o

Tudmvesluaanlfifudeyadis q ves OTP agldama PyoTP AsTilsunsy 4.2
4UMOANIINAME models.Model U84 Django FAMIMMUAMIAMANTIAAIL 9 71 lansis PyOTP
o & E A ' o 1 o . A < 3
sufludoald 19u A1nauadD (secret) A1019ToUD OTP (interval) ¥DDIANTHOON OTP
. P Yo o - a =1 1 £y v o a o
(issuer name) 184 iHesnnmadiariidinnudaduims lnagueduiudivladdaens o1z

1 [ o . . 5 J 3 <

Sa1 liiaease 3918¥3a219 UUID (Universally Unique Identifier) guay ldiilumséiatia

o vy & Aq ¥ = L4 &
ﬁﬂﬁﬁ‘ﬁﬂuﬁuq | wﬁlmmnuuwgﬁmﬁumuﬁm

Tusunsu 4.3 Aare OTPMixin

class OTPMixin (phg€ct) :
def ﬁget_randomﬁbase32_string(self):
retidrn pyoctpsrandem base32 ()
def greate response(self], otp, instance, etp type_ obj,
data) :
response,— -
‘ot wpid ™ sfEr(linstance.uuid),
Wi 2o H o) 8,
b
if selfsprovision /uri’ is /[True:
provisioning uri =
otp type obj.provisioning/ uri(**data)
response = {
‘ot patuidis str (instandesuuid);
‘provisioning ‘uei’ v provisioning uni;
}
retiirn response
def geperate totp(selt; interval; provyision uri=False,
data={}):
self.provision uri = provision,upi
base32steing = self._gethrandom_base32_5tring(J
totp = pyotp+TOTIP (base32sbring, interval=interval)
otp = totp.noWw()
return self. create response(otp, obj, totp, data)
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= - o Hq o o 4 = 2
210 1d5un51% 4.3 OTPMixin 1Huna1aN1$nT2IN138513 JSON Object N4HUA
o o { 1 ] R = 1
103 API 70 180 Wand1 create_response() NAumMAaLIEU JSON Object itlsznovTidroa
9/ s % d‘. 9 w A A Y 1 . . é = T =
UUID #W3ousudd OTP Nad1auiud (Fen 191y Serializer &39z0511080 1) ¥i309z1UL URI
9 A

A v o Y = P | ! A 1 ! a £ @
Andouiii1a 14911131 QR Code OTPMixin HHHINDY 9 8Y19NITTUTWONUTELVITHALLLY

Base32 i lfiiunauedulviudldnuIns

Talsunsa 4.4 serializers.py

class TOTPSerializer4miximsTOTPMiwdin,
serializers.Seriadizer) :
timeout =/8eTrializéers.lntegerfield (required=True)
def create(self, validated data):
ifiterval = vdlidated data.pop(‘timeouty)
réturn_self: generate totplinterval,
data=validated data)

class ProvisionURISerializer (serializers.Sexializex):
name = serializers.CharField()
igguer marels serializers.CharField()

class TOTPProvisionURISerializer(TOTPSerializer,
ProvisionURISerializer):
def create(selfy  validated data)t
interval s validated dataipop('timeout!)
return self.. generaté totp(interval,
provision, uri=True; data=validated data)

class VerifyOTPSerialiZeri{seriadizers.Serializer):
otp = sérializers.Char¥Field (required=True)
def verifw, otp (s€lf, otp, obj, otp_ type) :
if otp ‘type.==""‘totp! Sand obj"interval:
totp =wpyOtp=LolP(chjwcsecret,
interval=obj.interval)
return totp.verify (otp)
return False

110 Tal5unsuf 4.4 Serializer HutAindn q lun1sdagununiewsoy JSON

. Y o A 9 ' a 1A ) A A Y 1w o %
Object 1¥AVIzUL e i azAInAENsARADADATNUTLUUDU HIDLIUATANUDIZINTDYAIDY
A da & ) : ' ) @
a1 IWdiieafiRanszuIumsas19aoy OTP Yu Tasn13a31a TOTP Object Tnii Tagldnauady

= @ o o 1 o3 @ 9
WEINU HINTHANITINU Uilmﬂumﬂuﬂlmmmm
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Tilsunsu 4.5 nara PyOTPViewset (U19879%)

class PyOTPViewset (viewsets.GenericViewset):
queryset = models.PyOTP.objects.all()
lookup field = ‘uuid’
otp type = None
def get serializer class(self):
if self.action == ‘generate totp’:
return serializers.TOTPSerializer
elif self.action ==
‘generate totp provision uri’:

6 = s 1 )
serializers.TOTPProvisionURISerializer
elif gedf.actiom T | \vetily otp&

feturn.Serializers.VefifyOTPSerializer

retlirn sertalizers.NoneSerializer

def wdlidatefsell, serializer,. data) :
gervalizer dnstance =\sgrilalizer (data=data)

seria¥izey _instance.is/valid(raise exception=True)
retil¥n seriglizer instance.save()
def generate totpi(self, request):
serializer-="self.get serializer cldss ()
serializer = ‘selfi wvalidate(serializer,
request.data)
return.Response (sexrializer,
status=status.HTTP 201 CREATED)
def werify otpl(self; requesty otp type, uuid):
o, = self.get object ()
seridlizert= ) selfvget, serializer classi()
serializer =:rserialireri({data=requestsdata)
serializer.is"valid(raise excepitiop=True)
valid™otp #F
serializer.verify ‘otp (Seriglizes;data.get (otp’), cbj,
otp type)
if not valid JOtpm
return
Response (status=status.HTTP 400_BAD REQUEST)
return Response (status=status.HTTP_ 200_OK)

9110 T5un517 4.5 Viewset U84 Django REST Framework Hanymend e View 404

. 1 = o 1 . o Y 3 o ¥ =
Django @ no UM 2 lUn1TATY URTWIANTT View asaz Idiiuda i) niifives
PyOTPViewset 710i387 Object nd21uTuiaa PyOTP nazasiadeviluyyudoyaiy Serializer

Y PREAREY
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(g v A EY
a1 TWAT AMsAsI9Een OTP 9214389 HTTP Status Taedununugndeaves OTP

ng1fie mndl¥nson OTP fia API 9zABUAIY HTTP 400 M1NNADI 12ADUAIY HTTP 200

T1lsunsw 4.6 routers.py ("l‘ﬁi:m urls.py ™ Root Directory)

UUID REGEX = '[0-9a-f1{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-%a-
f1{4}-[0-9a-f1{12}"

OTP TYPE REGEX = ‘(hotp|totp)’

verify otp = views.PyOTPViewset.as view ({‘post’:

‘verify otp’})

generate totp = Views.PyOTRVlewset.as_view({ ‘post’:
‘generate totp’ L)

urlpatterns =/1
path (Ygénerate—otp/totp/!), generate totp, )

re_path(r'“verify—
otp/(?P<otp*type>(hotp|totp))/(?P<uuid>{uuid})/$'.format(ot
p_type=OTP_TYPE REGEX, -utild~=UUID (REGEX)
]

HinAsIAS U Viewset IuaTURULAT SeiFuhinisgn URE 130U Viewset 413
870 Viewsetas view() 1au91n 115005y 4.6 Y& T A5 un 19390 Viewset 18mn1g POST
Method (141}

SnRamuadiedie 0218 REST API fiaawisnaihy-oTp @i lysungi 4.6 icanse

J a :i ad o
HU9N Provision URL a1 1179 QR Code meﬂﬂﬂuq:gmlmjnuﬁl%’ﬁm%ﬂﬂu"lﬁ

4.1.2 Android Application
= 3’, = -t 9 i - | 2 o
msAadanazes oan AR TiELAT Android Studio liANuAR WARSRY
AT217UM3 V84 Diango 7 1ana1 1uda Tasisuanmsadia Manifest File ifoizyfanguanyme
¥ ¥ 3 ¥
#1a 9 nllsunsulszgnadoamasg 1Fvaighan nazasatlu build gradle ez Aunieadl

wsunee 1 lunisweann aalysunsy 4.7
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YaJ5un5% 4.7 AndroidManifest.xml (U1983%)

<?xml version="1.0"” encoding="utf-8"7>
<manifest
xmlns:android=http://schemas.android.com/apk/res/android
package="com. jettolo.otter”>

<uses-permission
android:name="android.permission.INTERNET” />

<application
android:hardwareAccelerated="true”
android:label=*0Otter”
<activity
android:name=".MainPage”
dndroidiscreen0riéntation="portrait” />

</appdication>
</manifest>

Tusunsu 4.8 App-level build.gradle (W13a@34)

apply pludines /Ycom.android.application’

android| {
compileSdkVersion 27
defaultConfig| 4

minSdkVersion 19
tapgetSdkVersicn) 21
}
}

dependencies

implementat Pen~ comtgoogleifirebase: firebase-
messaging:15.0.07

implementation ‘org. ]BossTaErogear:aerogear-otp-
java:1.0.0f

implementation ‘org.journeyapps:zxing-android-
embedded:3.6.07
}

11 T1l51ns5 4.8 build.gradle 1310311814 lavus151a3ulatha 19 Firebase Cloud

Messaging, Aerogear OTP Java 130 ZXing Barcode Reader zﬂuﬁu
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o w 1 _ . = o A
Ty mnadeuiaana o 1asead19ued Project Directory 11/uAIgUi 4.2

1 Android

v s 2app
v

31] 4.2 1n5398319909 Android Development Environment
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T15uA3H 4.9 Activity CodeManually
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public class CodeManually extends AppCompatActivity {
private static final int COUNTDOWN DURATION = 30000;
private static final int COUNTDOWN STEP = 100;
private TextView totpDisplay;
private Totp totp:
@Override
protected void on@rEate«Bundl&~savedInstanceState) ({
super.onCredte (savedInstancestate) ;
setContentView (R\ layout.activity, eode manually);
totpDisplay-="(TextView) findViewById(R.id.tOTP)
FloatingActionButton withQRCode =
(FloatingActionButton)
findviewByld (R7id.fleatingActionButton).;
withQRCode ~sexOnClicklistencex (new
View.On€Clic€kListerder £). -\
@Qverride
public void onClick(View view) ' {
Intent intent\= new
Intent (CodéManually.this, QRCodeActivity.class);
startActivityPorResult (antenty 1);
}
b
}
ROverride
protected void enActivityResult (int requestCode, int
resultCode,, Intent data) {
super .ondActivityResult (requestCode, resultCode,
data) ;
if (requestCode ==/ 1) 1
if (réesulFeode == RESWT L-0K) |
Strifng-otpawth =
data.getStringExtra (“otpauth”);
Uri otpUri = Uri.parse(otpauth);
String name =
otpUri.getQueryParameter (“issuer”);
String secret =
otpUri.getQueryParameter (“secret”);
totp = new Totp(secret);
updateOTP () ;

.
r
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Tal51n5 4.9 Activity CodeManually (519)

new CountDownTimer (COUNTDOWN DURATION,
COUNTDOWN STEP) {
@0verride
public void onTick(long millisUntilFinished)
{}
@Override
public void enFinish () {
updateQTP () ;
this.8tart () §
}
} .start (9%
}
private void ampdateOTP (. {
totpDigplay.setText(totp.now () )i
}
public void switchMode(View view) |
Intent intent =.new Intent (this, MainPage.class);
staddtECtiigreliwrent )

TuTilingi 4.9 Activity Siilumihaiaiuey Totp M lansananuniinesi
msTJﬂIﬂmniuﬂszqnﬁﬁ Tnents 13 u0g OTP IAATINMITINI OR Code HiU lardd/atams
weraawa A9 Fan15dudinun 13 dilnu QR Code fagTuBn Activity iy lFanu1so 194
Floating Action Butten (FAB) Tun1319194 Activity #3012

Anlnmgihanmdn 4 A o 451 Inten{ ¥VING19I0 QRCodeActivity Arauuuoya
URI 1dhouds 1diimsiitlasuazisauaziiandoyaniey anlsyaouluwiiaaes Activity i
Taedeyaiiddaiie secret daamsizmilaladha ToTe Idi# nalnaeu fomalinlza ToTe
Whinasiumpadaiinuaegde (mlamfos fe 30 3w wazndaaini1

o9 1dnan ldedu Tsunsulszgnataunsaady Tnuamslfauld de
M3uazi]y RECEIVE REQUEST Wotunld switchMode() Tun1snduluds Activity MainPage Tu

o Yt L4 v 3y A
msaau 11 NgITaUHIUNMSUIAABULLUNY
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11/5un53 4.10 QRCodeActivity

public class QRCodeActivity extends AppConpatActivity {
private static final String TAG =
QRCodelActivity.class.getName () ;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
scanBarcode () ;
1
private void scanBarcode () {
new IntentIntegfrator(this).initiateScan();
}
@Override
protected #oid enAetivityRestit(int requestCode, int
resultCode, /Intent data) g

Super .onActivityResult (requestCode, resultCode,
data) ;

IntentResult| result =
IntentIntegrator.parseActivityResult(requestlodey
resultCodeyy data);

i f (yesmlter ol )l

if{result.getContents()-t=-null) {
Log )d (TAG, ‘result .getContentsy) ) ;
Intentiiintent = new Intent():;
intent.putExtra ("otpauth?,
result.getContents/());
setResul t(RESULT OK; intent);
fimd sh (75
} else
TAntent~intent = new Intént ()s
setResult (RESULT CANCELED; intent);
finish():
Y
} else {
super . onActiwvityResult (requestCode,
resultCode, data);
showAlertDialog() ;
1

. A aa Y A A A g o
Ty Tl5unsa 4.10 Activity 7 Bifteaniiiiifen v aunu QR Code MY lwddarona

uananalidld udnideyalu QR Code URT dendulids Activity CodeManually (oLLEAINE

o 11/
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4.1.3 Mocking Website
1 = o 4 3 J = 1
Tudruvesivladnagon olii1eaensnsABUNHANITY ANVEINITAAN 9
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4.2 99NUVVUAZWAMIEIU User Interface

d
4.2.1 wnihihgszvwvealdsunsulszynn

[_] Remember
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31 4.3 nihwingszuy

1 H 4
dodhg Tsunsnlszynd dagilit 4.3 wnaaslifiiulaldveslsunsulszyndil

1
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E1
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<
4.2.3 HINU2IN1550 Request 91131 10

Authenticator

NO REQUEST

31 4.5 wihe 1350 Request 0101 3ulsm
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ity Famdamied ¥ vhms asmedowdt 1o Tsunsulszgnd o
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whadumsdhgszuuszdiguihiiveaTilsunsinlszgnd dagii 4.5 1135 Request 1ldon
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4.2.4 wihwealdsunsulszandlaelinisidensensunsedjias

Authenticator

Refer Code

Y21G

S 28—y

2 Time?OutA ¥
"Entsr Corle Manually
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’lunsﬁﬂ'ﬁmﬁﬁujiz"uUf'fi.illlﬁéfﬂa1t|'md.;u.azmg§‘l*§ﬂs}zmﬁmz%”ummﬁ’uﬁﬂu
WU Firebase sz saamandaifion hidaanin o 14 Ged151d5unsudufiouny
Wy asaunzmsuduiouiiiftetigmihdendntiTilsmnsussgnd 18R uagezins
wanssadiedeiinrssdiugadeaduuuiy leddagUi 4.6 idoining Accept fldaune
asaihgszunveniuled 14 wiod lildsadndudeany devinisna Denied flFauoz
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4.2.5 nihwedldsunsinlszgnauuylasfaaududinuisnues
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4.3 MSANUVDISTUUMSEUTUAINMILUUNG

AlFuhmsldsedlFuazsierimlumindigszon adsgui 4.8

& S5 C \G) Not secure | 161.246.5.9
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