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plane to control the OF swtiches on the data forwarding plane which forward the
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2.4 9UIeMNYIV94

2.4.1 Independent Transient Plane Design for Protection in OpenFlow-
Based Network
Nattapong Kitsuwan,et.al leinamfisisnistesriu Link failure lngnseanuuu
Flow entry Tlusnzan

2.4.2 OpenFlow: Enabling Innovation in Campus Networks
Nick McKeown,et.al lananafi958uy Software-Defined Network hagdiu
dfymneluszuy

2.4.3 Measuring of Failure Switch-Over Time in Software-Defined Network
Zhang Hongbo and Nattapong Kitsuwan lananafleanssuiunsdu Switch-

Over time
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Controller server

Web Server
OpenFlow Switch

g I Port: 6633 l

Port: 8080

User page

Admin page

Framwork

g‘lh?i 3.1 Framwork

3.1.2 daudsqniely Framwork

1. OpenFlow switch Taalun1snnasiilésrass OpenFlow switch Tneld
TUsuns3t Mininet 31 OpenFlow switch Aafiefu Controller Ingldwasn
6633

2. OpenFlow Controller uwewnsnglunauiimasvimimiu
Controller ¥a95gUUl
= 3 o o Aaa = o v oo
3. Database F4n15vaasatildaanuaniiyain weeanILaaMysgl) Muun
Taiudeyaigniialaedaiuntszuy
= = 5 =1 1 I | ] v e w o
4. Audnies lnuneluliodassdiufo 1.User page vimunisudayasunig
wazUatemeangldssuy nududnineseeiuliands deariuiad
= -~ o ) ) = o
(JSON Message) Feidalignsaldmiunisdaiuuaznsuaniddsudeya

U8 Controller Tnarunasn 8080 daudi 2 Ao Admin page vwtinnms

8

nummiualagldnesn 3306 [ednwandayalagdniunusyuy nieneil
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3.2 n1smssunsauldeuszuu

1.9n5a574 Topology vuszuullinisa lagldlusunsumMininet

b

@ ]

5U% 3.2 5UA8E19 Topology dmsumsnaaas

U

]
=i

2 mnsiiudeyaiiendusyuuiiaiiseiu Topology, #oaing, wasn, Aums, Yatena

= . & w | 2l I
3% Admin page antudeyanisgazgniiulingiudeys (Data base)

Table Name = paths
src host dst host src node dst node src.IP dst_IP primary_path | backup_path | wk_no. ~used

H1 H2 M1 N6 10.0.0.1 10.0,0:2 0 0 gaes

Src host name: |
Dst host name: |
Src node name: |
Dst node name:
Sre_IP;
Dst_IP: L
Specified switches on primary path:
Specified switches on backup path: |

wk_no:

Cancle
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2w 0 M
2w 0 N PELETD
“ N @ N
5w m N

nodes: |
costs: |

neighbor_node:

e e i
™ Add
| Edit |
Cancle

‘E‘Uﬁ 3.3 Admin page

3.91711155U Controller savinnIsmnuatdunIaanauneludlarenanananiaeld

9

Dijkstra's Algorithm Controller ¥in1siuTeyatduninaniaridunisdisaclun

ghutaya (Data base) ieiiuteya Tadeyagnuansnguu Admin page

A Ll'able Name = paths:

src host dst host sr¢ node dst node: 'src_‘lP‘ | dstedP pﬁhé'r'y_ﬁith backup_path_‘wk_no/ used

H1 H2 N1 N6 10:0.0.1 . 10.0.0.2 -N1,N2,N3,N6 N1,N7,N8,N6 0 0 @

:.nJ‘?]i 3.4 Table path

149463
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3.3 1BUlTUSTUY

Lilegl¥¥osvaiduniasening dunie lWdavatenie Tngriunig User page Tnsiiv

W59 viN1sdaton iU (JSON Message) lum Controller

For user
Sre¢ host name: Hi _
Dst host name: H2

| SUBMIT | 1)

| delete_flows |

Cancle

gﬂﬁ 3.5 User page

2.Controller lnsutaaa1aadu JSON Message) 3101y Controller ¥in1sfsdoya

ngudoya (Data base) uagyiinisiiiy Flow entry Unadndusagiiiiieadey

w

< o a & =g
IWBAITNNNTAAADUUIEUULUAITA

H2
N&
& 7

%/

N8 s/ &3 Primary path
€ = == Backup path

‘gﬂﬁ 3.6 Primary path W% Backup path

s.ileifnArudumatuudunsmdniy OpenFlow Switch Afldunisinfudumsdi
AnANAIYAT n1Tudda Uz vesnesalugs Controller

4 Controller ‘VT']ﬂ'ﬁLﬂﬁlﬁluLﬁuw'\xﬂﬂHI%LﬁuVIWGﬁWEE]Q’l‘uﬂ"liﬁ%%ﬁ]yjaUu‘SSUULﬁmﬁji‘ﬂ

5. ynidunadnnieulderu OpenFlow Switch uisantugwasaluga Controller

o A 2 [ [ 7 v &
6.Controller ‘Vl'lﬂ'ﬁLU'ﬂEJULﬂ“LJ'VI'Nﬂ'1‘iﬁx“]“ll@l%lﬁﬂJWLUUL?{UV}’NﬁaﬂﬂGLﬂﬁJ
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7.defldenidnnisfeseldruividniiesdsdoninuadu (JSON Message) 1Ud
Controller

o a ed o q v 1 |
8.Controller 11115181 Flow entry aananadntiiineides irlvgldldauisods

Toyarnaueludsanemala

34 %uﬂQUﬂqﬁVlﬂﬁaU'ﬁfUU

wdnvhnsindsssuuruadeudes Sefawinisvadeussuunsvaulaeiinns
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1. nsnnasanswWieudumadiedin Link failure

2. ns3unalunsiasud@uni (Switch-over time)

3.4.1 naassnsilasudunisdiaifia Link failure

1.%1155u Controller
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AOUTIAOS H1 UazUaigynaRamsuniLees H2 WU User page
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Llulusunsudwiviseinisiudstoya Packet Faqlaiduaenafidnyiads

271 s LI @ o ]

aunsaventaiimsiuddeyaliulunudivedidls

4910 Topology M31afrenkanslugun 3.1 nasanviinissulusunsy
Wireshark UULAT0IABNNILABINNLATOLAT T1vuAleNYeIABNAILADIYN
Wasn wazviinasal Packets anapufiatnes HI—H2 9nldudunnaly
Wasuwdasuulusinsu Wireshark
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gnaeudnnly idndunisudledymmedsenag dall inn1sasaaaauing
1391804 Topology gndasnieiiidunidinuiieguudummanidamevielil
MIN19A52988UNITAINUARIVUAIATLAAZFAIYIN1TATIVADUINLANYDY

= v & oA d

Tsunsusinnugnsemisald viseduq
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Primary path
-
o ey B <€ = =2> Backup path

qi A - = & d v o
U7 3.7 Topology iawinaudewsTuiiduniman

WaifianruaumamBuidmamanyitlildaimsalddunadnlunisdedaya

19 OpenFlow switch ¥hn1saan ugaaanesnluds OpenFlow controller

OpenFlow Controller

UM 3.8 uaninisdsanuzvaanainluds Controller
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8.sn1sveuksdunandnlinieuldeu ndaandu OpenFlow switch v
nseneRaI Uz weasALazdstonIulUg: OpenFlow controller

9.¥11n1384 Packets 91nAaNRIAs HI=H2 Snads dunanasinlusunsy
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wireshark snwnasiaaeuudIdaiideyalnaeguussuuidnise uanadi

Ranaeuaanlil wansianan snaassUsaunudse

s = v . 2
3.4.2 N15ULa1 luNIsiUaRLLEUNIY (Switch-over time)
AI5PUNAT ML NYIINIGEY Packet WaLAA Link failure tivansiadananlunis
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TR T 0 g tor data ...
i I R R S 7 7 R EDlEMaltlng for data ...
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H1

é Data path
€= Primary path

( — —) Backup path

g Capturing from N2-eth2  [Wi 0.6 (v1.10.6 from master-1.10)] - O

e

'
= ]

4.1 dlevhmslalusunsy wireshark luvaugdildifn Link failure vuumiavan

=D

U

call



24

ﬁ Data path
H Primary path
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€ = =2» Backup path
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A1RU Packet finan
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WaaANaNaIUULIEUNIaan (o)

anu Packet Anuuiln a191u Packet aiawn HARINUDNAIAY Packet
(Tadiun)
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al e 1 A 1 o Qs 1 = aa =
HAENSUDIALRAENARNINUEIAWU Packet HAUssuna 14.5667 fadiunii
Min1suissauiladidg (Level of significance) tvouilaniafiaziinaany
aataLadauluNEsUNAR NN TNAGRUANYAFIUTR Az iR uR AT IdR TNl saTURY
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nsaanslsunsuiisndudmiunismeans

1. Oracle VM Virtual Box

2. Putty

3. WinSCP

4.Mininet

Tuduwes Mininet sedodndslusunsulaaldedadamelui
sudo apt-get update

sudo apt-get install python-pip python-dev -y

fuit 1

sudo apt-get install python-eventlet python-routes python-webob
python-paramiko -y

il 2

sudo pip install ryu

sudo apt-get install git -y

git clone git://github.com/osre/ryu.git

cd ryu; sudo python ./setup.py install

ufi 3

sudo pip install oslo.config

sudo pip install msgpack-python

sudo pip install eventlet —upgrade

sudo pip install six —upgrade

SuneunsRnss LAMP (Linux, Apache, MySQL, PHP)

fuii 1

sudo apt-get update

fuil 2

sudo apt-get -y install apache2 mysql-server php5-mysgl php5 libapache2-mod-php5
php5-mcrypt



i 3
sudo mysql _install_db
L d
Yun 4
sudo mysql-secure_installation
Y o
YUN 5
sudo nano /etc/apache2/mods-enabled/dir.conf
Directoryindex index.php index.html index.cgi index.pl index.xhtml index.htm
save and exit
sudo service apache?2 restart
¥ o
YUN 6
sudo apt-get install python-mysgldb
sudo apt-get install build-essential python-dev liomysglclient-dev
pip install yaml
sudo apt-get install php-curl
sudo apt-get install python-pycurl

36
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Abstract—Network protection against link failure is re-
quired to allow packets to reach the destination with min-
imal packet loss when a failure occurs. When a link fails,
traffic that attempts to use the failed link is interrupted.
Typically, routers in the network discover the failure and
find a new route to bypass the failed link. Alternatively,
well-known segment protection schemes can also be used
to speed up the link recovery time by rerouting packets lo-
cally through precalculated protection paths. However,
several backup paths have to be prepared for each primary
path, making path configuration rather complex and
poorly scalable. This paper proposes a design for fast re-
routing in an OpenFlow-based network. This new design
reduces the number of flow entries and the number of con-
figuration messages needed for network rerouting, which
in turn reduces the memory size needed in each switch
and the CPU load at the controller. We show empirically
and using simulations that our design can reduce the num-
ber of flow entries and configuration messages needed by
about 60% and 75%, respectively, when compared with an
existing OpenFlow-based segment protection design. Fur-
thermore, we implement the proposed design on a pan-
European network and show that our design can recover
from a link failure in as little as 25 ms.

Index Terms—Mininet; Network protection; OpenFlow;
Routing; Software-defined network.

I. INTRODUCTION

ailure protection is an important issue in network sur-

vivability. When connectivity is lost due to a failure,
packets that attempt to pass the failed link cannot be de-
livered to their destination. An open shortest path first
(OSPF) network, in which a link-state-based routing proto-
col is used to learn network topology, can detect the link
failure and converge to a new topology. However, recovery
time in the OSPF network takes more than a second [1].
Recovery times of this order are not acceptable in many
networks, as target protection times of 50 ms or 100 ms
are common, respectively, for leased line traffic and
video/audio services [2]. Multiprotocol label switched
(MPLS) networks provide fast rerouting using an alterna-
tive label switched path (LSP) to reroute packets from a
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node connected to the failed link to another node or to
the destination. In a typical MPLS network, operating a
distributed control plane [3,4], forwarding decisions are
made locally by each switch, based on its predefined con-
figurations. Although this allows for dynamic and auto-
matic forwarding decisions to be made in the local
switch, there is no guarantee that the chosen route is still
optimal when the failure occurs.

Segment protection approaches rely on preplanned
backup paths that deflect packets from a primary path to
other paths [5-7], as shown in Fig. 1. At each switch, pri-
mary and backup ports are defined. Packets travel through
the primary path via the primary port of each switch to the
destination during normal operations. If the switch detects
that the primary port is not available, the packets are de-
flected from the primary path to a neighboring switch via
the backup port of that switch. The neighboring switch then
forwards the packets to the destination via its primary port.

Software-defined networking (SDN) [8,9] is an attractive
solution that enables a network administrator to control
the network requirements, including how to deal with fail-
ure protection [10,11]. SDN separates the network control
and data forwarding planes. This allows network engineers
and administrators to respond quickly to changing require-
ments of the network from a centralized controller. The
network administrator can avail of improved network pro-
grammability to flexibly control the physical switches from
the controller, which runs all the intelligent control and
management software, regardless of the vendor or the
model of the switches used.

OpenFlow [12,13] is a widely known protocol (south-
bound interface) for SDN networks that enables the control-
ler to interact with the forwarding plane of the switches and
thus make adjustments to the network. The hardware
switches can also use OpenFlow messages to inform the con-
troller when links go down or when a packet arrives with no
specified forwarding instructions. The forwarding instruc-
tions are based on a flow entry, which is defined by a set
of specific parameters, such as the source and destination
Ethernet/IP addresses, the switch input port and VLAN
tag, etc. [13]. The controller specifies the set of parameters
and how packets that match the flow entry should be proc-
essed. Packets are matched against flow entries based on
prioritization. Higher priority flow entries are used, when
available, over lower priority ones.

© 2015 Optical Society of America
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Before failure After failure
. Lt __, Primary path
) --» Preplanned backup path
Sre —> Backup path

Fig. 1. Segment protection design.

In [14] Sgambelluri et al. implemented a segment protec-
tion scheme in an OpenFlow-based network. In order to
implement the segment protection scheme in OpenFlow,
a low priority value of flow entry is set for the backup path,
and a high priority value is set for the primary path in each
switch. A fast switchover time is guaranteed by the fact that
path recovery is performed locally by the switch connected
to the failed link. An additional mechanism is required in
every switch to remove flow entries from the primary path
that relate to the failed link. The switches then send their
port status to the controller to update the topology.

This design has some disadvantages. First, the primary
and backup paths are correlated, as the latter is reassigned
every time the primary path is changed. In addition, sev-
eral backup paths have to be prepared for the primary
path. The number of backup paths (Ngp) for each primary
path depends on the number of intermediate switches (Vg),
where Ngp = Ng+ 1. This makes the provisioning of
backup paths more complex if there are several intermedi-
ate nodes between the source and destination pair. This
will be explained in more detail using an example in Sec-
tion II. In a large network, a large number of flow entries
for source-destination pairs have to be stored in each
switch, which can lead to larger loads on the forwarding
tables of the switch [thus requiring larger amounts of ter-
nary content-addressable memories (TCAMs)]. TCAM is a
type of high-speed memory capable of searching its entire
content in one clock cycle. This makes them very fast and
highly appropriate for use in switching tables. However,
their complexity also makes them very expensive to pro-
duce. Second, this segment protection design requires
the controller to issue a large number of flow commands
when the data path is changed, since backup ports on each
switch have to be recalculated. This leads to an increased
load on the CPU and in turn to increased power consump-
tion in the controller.

In this paper we propose a failure protection design,
originally introduced in [15,16], which addresses many of
the disadvantages of segment protection. The proposed de-
sign reduces the forwarding table size by reducing the
number of flow entries, compared to the segment protection
design reported in [14], while maintaining fast protection
times. In the proposed design, two uncorrelated, working,
and transient planes are adopted for the data forwarding
plane. A working path on the working plane controls rout-
ing between source and destination when no failure occurs.
The transient plane, which is permanently stored in each
switch, provides routing for any case of failure to take care
of on-the-fly packets that are already on route to the desti-
nation at the time of failure. Packets are then routed
through a backup path on the working plane after the con-
figuration is done. Results from the numerical analysis and
simulations show a reduction in the number of flow entries
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of about 60% and in the number of configuration messages
of about 75%. Furthermore, we have implemented this
design on a pan-European OpenFlow network achieving
protection times of less than 25 ms.

II. OrenFLoW-BASED SEGMENT PROTECTION

Segment protection schemes are designed to provide
bypass backup paths for any possible link failure between
adjacent nodes in advance of any failure occurring. This
has the advantage that segment protection designs have
greatly reduced switchover times compared to other protec-
tion schemes since the predefined backup path is already
available when a failure occurs.

In a segment protection design all switches on the net-
work should contain a working and backup data port for all
links. The working port is used during normal operation,
and the backup port is only used in the event of a link fail-
ure. An interesting OpenFlow-based segment protection
scheme was developed in [14], which maintains two flows
at different priority levels for each working and backup
path needed in the network. The priority levels ensure that
the working path is used by default and that the backup
path is only used in the event of a link failure on the pri-
mary port. When a link failure occurs, an auto-reject
mechanism on switches connected to the failed link re-
moves the corresponding flow entries. This leaves the lower
priority backup port flow, provided that it too has not been
affected by the failure, to divert the traffic to the backup
path. The switches then send their port status to the con-
troller to update the network topology. Thus, the backup
flow entries guide packets from the switch connected to
the failed link to a destination via a predefined backup
path that corresponds to the failure.

It should be noted that an OpenFlow switch forwards a
packet based on a match field that can contain a large
number of parameters, including fields in headers at layers
2, 3, and 4 of the OSI stack, in addition to physical port
matching. While a detailed match field (e.g., considering
IP addresses and TCP ports) is useful for certain applica-
tions, segment protection makes use of port matching, as
this allows aggregating a large number of flows into one ta-
ble entry, while using only port-matching information to by-
pass the failed link. Thus OpenFlow allows applying a
“wildcard” to files in the header oflayer 2, 3, and 4 protocols.

Figure 2 shows an example of the segment protection de-
sign described in [14]. The working path between H1 and
H2 in Fig. 2(a) is A, B, C, F. Three backup paths are pro-
vided for each link failure along the working path. A
backup path BP1 is provided for link failure between A
and B. A backup path BP2 is provided for link failure be-
tween B and C. A backup path BP3 is provided for link fail-
ure between C and F. If the working path is changed to A,
G, H, F, as shown in Fig. 2(b), the backup paths have to be
recalculated. A backup path BP4 is provided for link failure
between A and G. A backup path BP5 is provided for link
failure between G and H. A backup path BP6 is provided
for link failure between H and F. The controller reconfig-
ures flows by removing 13 flows and adding 14 flows overall
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H1
Backup paths
BP1:A,G.H,F for link (A,B) failure
BP2:A B,E.H,F for link (B,C) failure
BP3:A B,C,E.HF for link (C,F) failure

Backup paths

BP4:A.B,C/F for link (A,G) failure
BP5:A.G,D.E,C/F for link (G,H) failure
BP6:A,G,H.EF for link (H,F) failure

[ A B [ A [ B
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= F L3t |- | #2 | #3 | Low
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#2 [ #4 | Low T —— L 2 -
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S {[nport |priority) 1 [ High
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#1 | #3 [ tow | [#3 ] # | Low #4 | #2 | Low
(a) W #— o 5
THet——ttow e
I . LUW
linpori] action [priority| T T
i 8 "y ow=T #3 #z High
#1 | #3 | High| ["53 [ #1 | Low
# | # | Low
(b)

Fig. 2. Example of the configuration for each switch in the seg-
ment protection design. (a) Working path is A,B,C,F; (b) working
path is A,GILT.

in the switches, bringing the total number of required flow
commands to 27.

III. ProPOSED INDEPENDENT TRANSIENT PLANE DESIGN

The proposed independent transient plane (ITP) design
provides segment protection together with ease of path con-
figuration. It consists of working and transient planes,
which are used at different stages of the failure recovery
action, as shown in Fig. 3.

The working plane is used as a data path to route pack-
ets from source to destination and contains information

=3 Datapath ——3> Primary path
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about both the primary paths and disjointed backup paths,
one backup path for each primary path. The primary path
is used for normal network operations, while the backup
path replaces the corresponding primary path when it is
brought down by a failure.

The transient plane, where the routing is statically pre-
defined to support all failure cases, is only temporarily
used while the backup path is being configured. A shortest
path is considered as a routing policy. Without the tran-
sient plane, on-the-fly packets have to wait for forwarding
instruction at the switch connected to the failed link until
exceeding a hard timeout timer. The transient plane is only
temporarily used to route packets that are already en route
to their destination. As soon as the controller is informed of
the failure the backup path is installed in the switches so
that all new packets entering the network will follow the
new backup route.

The operation of the ITP design is as follows. During nor-
mal operation, packets are forwarded to the destination us-
ing configurations ofthe primary path on the working plane,
shown in Fig. 3(a). When a link failure occurs, switches con-
nected to the failed link detect the failure and send a port
status to the controller. The controller adds a flow entry
to the switch as a means to move packets to the transient
plane, as shown in Fig. 3(b). Such a connection deflects in-
coming packets that attempt to pass the failed link to the
transient plane via a backup port of the local switches.
The flow entry of that connection replaces a tag (either a
VLAN or a MPLS can be used) in the packet header with
one representing a new link ID. The flow entry of the con-
nection to the transient plane also identifies the backup out-
put port of the switch. Figure 4 shows an example: suppose
the link between switch-B (SWg) and SW, fails. The tag of
packets with the destination SWg is replaced with an ID
(say 101), and the packets are sent to backup port #2 at
SWg. After the packet arrives at SW,, it is forwarded to port
#2 viathe transient plane. It should be noted that the link ID
is used by the transient plane to avoid sending packets to the
failed link.

As described above the ITP uses OpenFlow as is, without
any additional extensions. Therefore, the flow message
from the controller to move packets from the working plane
to the transient plane is required. However, an extension
mechanism such as auto-rejection in [14] can be used to add

——> Backup path

/S22

Working o
plane
SIt Sr¢
51

Transient
plane

51

(2)

Fig. 3. Actions when link failure occurs in ITP design. (a) Packets travel on the primary path before failure; (b) controller adds a con-
nection to the transient plane to switch, and packets travel via the transient plane before configuration of the backup path is done; (c)

packets travel on the backup path after the configuration is done.
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Connection to transient plane
| Destination | Tag] action |

() [T [ = [tag=101, %)

(L5
Wulrking . . —>  Primary path
plane el i I:. Packet without tag
® 4  #® #1 © [ Packet with tag 101

\v Rules in A and B:

‘ Destination | Tag | action
c — #1 <—— Working plane

#2_«—— Transient plane

Transient C 101

plane

— Primary link
_____ -~ Backup link

Fig. 4. Example of using a tag.

the flow, instead of the controller, before reporting the port
status to the controller.

The transient plane guides on-the-fly packets totheir des-
tination. The switches then generate an OFPPR_DELETE
port status message and send it to the controller to update
thetopology. After that, the controller changes the data path
from the primary path to a predefined backup path, by send-
ing OFPFC_ADD messages to set up the backup path
and OFPFC_DELETE_STRICT messages to remove the
primary path.

The ITP addresses the three main disadvantages of seg-
ment protection mentioned above. First, The ITP backup
path is completely independent of the working path. A sin-
gle backup path exists for every working path. In segment
protection, multiple backup paths were needed depending
on where the failure occurred. The transient plane replaces
the need for multiple backup paths. This means that
changes can be made to the working path without making
changes to the backup path. Second, the transient plane
can be designed to avoid congestion on the network. Since
a single transient plane routing is used for any failure it is
easier to avoid congestion than it is with single flow backup
paths used in segment protection. Finally, thanks to the
fact that a single transient plane is used for all failures
there is a decrease in the number of flows in each switch
in a large network with multiple source and destination
pairs. In addition, the number of controller messages
needed to recover the network from failure also decreases.
We will quantify this in the results section.

IV. CONFIGURATION FOR THE TRANSIENT PLANE

There are three configurations needed in each switch:
the working plane, the transient plane, and the connection
between those two planes. The configuration for the work-
ing plane is needed for the switches along the primary path
when no failure has occurred and along the backup path
when a failure has occurred. The configuration for the tran-
sient plane is needed for every switch in the network. The
configuration for the connection between those two planes
is needed only in the switches connected to the failed link.
All configurations are categorized based on OpenFlow pri-
oritization. The configurations are as follows:

1. Configuration on the working plane: Source and
destination IP addresses and priority value W are con-
sidered as matching parameters for a flow entry.
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Figure 5(c) shows flow entries in each switch of the pri-
mary path (highlighted in black), which are A, B, C, and
F, as preassigned in Fig. 5(a). After a link failure occurs
between C and F, the primary path is removed and the
preassigned backup path, as shown in Fig. 5(a), is con-
figured by the controller.

2. Configuration on the transient plane: The transient
plane is based on a tree topology, which we refer to
as the transient tree. The transient tree is used to guide
packets from any switch in the network to a specific des-
tination switch, called the root, when a failure occurs.
The transient tree is actually created by overlapping
a number of simpler trees, which we refer to as the
common tree and multiple link-failure trees.

The common tree represents the network with no fail-
ures and uses the shortest path from each switch in the
network to the root destination node. As shown in Fig. 6,
switch F' is assumed to be the root. A common tree for
this topology is shown in Fig. 6(b). Each link on the
common tree is called a primary link.

Backup path

Primary path

=

Connection to ,—9'
transient plane

—3 Primary link --> Backup link
(b)
Mod tag B Vorking plane
H1|H2, =107, #3 B [ Transient plane
Connection to transient plane
A B
| src |dst| Tag|action | priority | | src |dst|Tag|action |priority
H2 #2 Tl H2 #2 Tl
H2{103] #4 Th H2{105] #3 Th
B> (€ D
src |dst|Tag | action |priority| | src |dst| Tag |action| priority
H2 #4 Tl H2 #3 Tl
H2|107| #3 Th H2[109| #2 Th
H1 H2 #4 W
E I E |
src |dst| Tag [action| priority | | src |dst] Tag | action |priori
H2 #4 Tl Strip
H2| 110 #2 Th H1 H2 tag,#1 W
H2{ 112 | #2 Th
G H
src| dst | Tag |action|priority| |src| dst | Tag |action|priority
H2 #3 Tl H2 #2 T
H2|111]| #2 Th H2[112| #1 Th
(©

Fig. 5. Example of configuration for each switch in the ITP de-
sign. (a) Routing on working planes; (b) routing on transient
planes; (c) flow tables in each switch.
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~——> Primary link
=== Backup link

Fig. 6. Creating the transient tree for root F. (a) Network topol-
ogy; (b) common tree; (c) link-failure tree for (A,B); (d) link-failure
tree for (B,C); (e) link-failure tree for (C,F); (f) link-failure tree for
(D,E); (g) link-failure tree for (E,H); (h) link-failure tree for (G,H);
(i) link-failure tree for (H,F); (j) transient tree for root F.

A link-failure tree takes possible link failures into ac-
count and must be calculated for every primary link.
The link-failure tree is calculated from the common tree
by removing a primary link and finding a shortest path
from a switch connected to the failed link to the root.
The calculation is repeated until every primary link
is considered as the failure. For example, let (A, B) be
alink between switches A and B. It should be noted that
if the link (A, B) fails, packets at the switch A cannot be
received from or sent to switch B via (A, B). As shown in
Fig. 6(c), when link (A, B) fails, switch A deflects pack-
ets to switch G, and primary links from switch G to the
root are used as routing. In Fig. 6(d), when link (B, C)
fails, switch B deflects packets to switch E, and primary
links from switch E to the root are used as routing. The
transient tree, Fig. 6(j), merges the common tree and all
the link-failure trees so that routing is available for
every possible failure in the network. The process of
creating transient trees is repeated until every switch
is considered as the root.

In the transient plane, destination IP addresses, a tag,
and priority are used as matching parameters for each
flow entry. Two priorities, T}, and T}, are used for the
transient tree, where T), > W > T,. T}, reroutes the
packet to avoid the failed link via the backup link. Oth-
erwise, T} guides packets to the root via primary links.
Figure 5(c) shows the configuration of the transient
plane (highlighted with white) in each switch.

3. Configuration of the connection to the transient plane:
This connection is inserted by the controller to a local
switch when the controller receives port status after
the failure from the switch to modify a tag and to deflect
the packets to the transient plane via a backup output
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port. Source and destination IP addresses and a priority
B, where B > T > W > T, are considered as patching
parameters for the flow entry of the connection.
Figure 5(c) shows the flow entry of the connection when
link (C,F) fails.

V. NumMmBer oF FLow ENTRIES ANALYSIS

Since the objective of this work is to reduce the number
of flow entries required for protection and the number of
configuration messages when link failure occurs, we report
a comparison of those numbers in both the segment protec-
tion and the ITP designs. We based our analysisonanxn
grid topology due to its suitability to carry out analytical
studies.

A. Analysis of Segment Protection Design

The total number of flow entries needed in the network
is the sum of the flow entries needed by every source-
destination pair. Some source-destination pairs will only
affect the flow tables of a subsection of the grid topology,
and so it can be useful to break the grid into submatrices
for the calculation.

For a generalized case, let us assume an n x n matrix de-
fining the network topology, and a subset of this topology
identified by the submatrix i xj. Each cell of the matrix
identifies a network node where a switch SW is located.
Let SW;; be an index for a switch in the submatrix, where
i,j <n andj <i.Figure 7 shows an example of the configu-
ration of each switch for sending packets from H1 to H2. H1
connects to a source switch SW; ;, which is shown in gray.
H?2 connects to a destination switch SW, ;, which is shown
in black. The number in each switch represents the number
of flow entries needed for source H1 and destination H2.

Let F;; be the number of flow entries, including primary
and backup paths, needed in the network to route packets
from source SW;; to destination SW; ;. It is assumed that
the primary path travels along the border of the submatrix,
and the backup path is designed as in Fig. 8. Figure 8
shows examples of F; ; when iis 2, 3, and 4 and j is 2, 3, and
4. Let P; ; be the number of source-destination pairs on sub-
matrix i xj. F;; and P;; are expressed by

6+ 4G -2); j=1

16 +4(-3) +4(-3); j=3
Src|Dst| Iy Out rioril
Hi[H2| #1 #2 | High : t

Src|Dst| In Outport fprioril

[SelDfapor] e T e (i
HilH2| #1
HI|H2| #3 Sre|Dst| Inport | Ouf fori
Hi[H2[ #1 11‘“1:.432l #1 #zﬁ nglz_

HilE2] #1 [ #1 | Low

Fig. 7. Flow entries in each switch for segment protection.
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n=t+1)xn=-j+1)x4 j=lori=j

n—=i+1)x(n—=j+1)x8; otherwise )

Bl {(

The constants 6 and 8 in Eq. (1) represent the number of
flow entries in the switches at the edge when j =1 and
J =2, respectively. For example, in the 2 x 2 submatrix
in Fig. 8 the sum of the flows in the switches is 6 where j =
1 and 8 where j = 2. The variable term given by 4(i — 2) in
Eq. (1) represents the number of extra flow entries needed
for each new row you add to the submatrix; i.e., for each
new row added to the submatrix, four new flow entries
must be written to switches in the network. When ;j > 3,
the number of flows at edge and corner switches is 16. This
time two variable terms are added to the equation 4(i — 3)
and 4(j — 3). These represent the number of flow entries ‘at
intermediate switches on horizontal and vertical planes,
respectively.

In Eq. (2), (n—i+ 1) and (= —j + 1) represent the total
number of pairs from (1,1) to (,j) in submatrix n xj and
i x n, respectively. The constant multiplier is caused by
the fact that each submatrix can be mirrored and trans-
posed. In addition, bidirectional communication is required
so each destination is also a source and vice versa, which
gives 2x 2 x 2 = 8; see Fig. 9, where Py4. In the case of
i =J, we only consider mirroring and transposing of sub-
matrices, since link bidirectionality can be represented
as a matrix transposition. Therefore, x4 is used in cases
of j =1 or i =J; see Fig. 9, where Py .

The total number of flow entries in the network with
matrix n x n, Tgpa(n), is obtained by

=] J=2 J=z3

=2 =1 =2, j=2
9 |9
(©—0) | ([@=30)] A\
I3, = G entries I, = 8 entries © source switch

=3, =1 ] . Destination switch

@

S ST

OSSO
o

I5 2= 12 entries
=4, j=2

=3 Primary link
==---> Backup link

i=4,)j=1

F, 4 =24 entries

Iy, =16 entries

F,5=20 entries

D Edges + corner 'l_: Along the vertical switches

i
| : Along the horizontal switches

Fig. 8. Examples of F;; in segment protection. Numbers in
the switches represent the number of flow entries stored at that
location.
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Fig. 9. Examples of P;;, when i = 2.
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Tspo(n) = Y Y (Fijx Pyy). 3)
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To clarify the analysis, the matrix n = 2 is used as an
example. From Fig. 9 we know the submatrix 2 x 1 has
eight patterns. Each pattern has six flow entries, as calcu-
lated in Fig. 8, where j = 1. Therefore the 2 x 1 submatrix
has 48 flow entries. In the submatrix 2 x 2, there are four
patterns each with eight flow entries giving a total of 32
flow entries. Thus the total number of required flow entries
in the matrix where n = 2 is 80.

B. Analysis of ITP Design

The common and link-failure trees for the transient tree
in the transient plane are shown in Fig. 10. The total num-
ber of flow entries in the ITP design in the network with
matrix n x n, Trrp(n), is obtained by

Typ(n) = Tr(n) + Tw(n), 4)

where T'r(n) and T'w(n) represent the total number of flow
entries for the transient plane and the working plane in the
matrix n x n, respectively. Tr(n) and Tw(n) are defined as
follows:

Tr(n)=n%x[1+2n(n-1)+ 3(n-1)]. (5)

@ Root switch

—> Primary link
""" > Backup link

Fig. 10. Number of flow entries in each switch for transient plane
in ITP.
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For example, Fig. 10 shows the number of flow entries
needed by each of the switches when switch (2,2) is consid-
ered as the root. From Fig. 10 we see that the root node
itself needs only one flow entry, (n — 1) switches require
three flow entries, and all other switches, i.e., n(n - 1), re-
quire two flow entries each. This process is then repeated,
making each switch, in turn, the root node of the network:
this is accounted for by the n? multiplier in Eq. (5).

Ty(n) =Y Y (EG.j) xPGC.J), ®)

=2 j=1

where P;; is obtained from Eq. (2), and E;; represents the
number of flow entries needed for the working plane to
make a connection from SW;; to SW;; in submatrix i x j,

which is defined by

Ej=i+j-1 (7

VI. PERFORMANCE ANALYSIS

In this section we compare the performance of our ITP
design with that of the segment protection design pre-
sented in [14]. The comparison is carried out over a grid
network topology with 2 <n < 8.

First, the performance of both designs is evaluated in
terms of total number of flow entries in the network, which
is counted after the configurations of the primary path and
the transient tree are completed. Figure 11 shows that for
all grid topologies tested the ITP design requires fewer flow
entries than the segment protection scheme. From Fig. 11
we can see that ITP requires 25% fewer flow entries than
segment protection in a 2 x 2 grid. The benefits of ITP are
even greater in larger networks with a 60% reduction in
flow entries needed in the network when ITP is used in-
stead of segment protection in an 8 x 8 grid. Figure 12
shows the percentage of flow entries reduction of the ITP
design compared to that of segment protection, which is
above 50% for topologies counting as few as 30 switches.
This shows that our ITP mechanism can significantly re-
duce the occupation of flow table resources in the switch
for most practical scenarios.

100k
8 80k | —O- Segment protection !
E ~@- ITP (Proposal) ,
S 60k | !
2 60%!

| reduction,

g 40k
E
£ 20k [

Ok 0 10 20 30 40 50 60 70

Number of switches (rxn)

Fig. 11. Total number of flow entries in the network.
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Fig. 12. Percentage of flow entries’ reduction.

Finally, the number of configuration messages is evalu-
ated when the primary path is changed to the backup path.
Figure 13 shows that the number of configuration mes-
sages in the ITP design is 75% smaller than that of the seg-
ment protection design. For example, when n xn = 64,
only 28 configuration messages are needed in the ITP
design, while the segment protection design requires 112
configuration messages. The reduction of configuration
messages required directly translates into lower computa-
tional resources consumed.

The analysis of the number of flow entries considers the
case in which each OpenFlow switch uses TCAMs to store
all of the flow entries. However, some switch vendors might
implement different memory architectures. For example,
some strategies are implemented for which only active flow
entries lie in TCAM and other inactive flow entries lie in a
non-TCAM memory. In this case, the number of active flow
entries in both segment protection and the ITP design are
the same, since the working paths of both designs are the
same, and only one flow entry is needed in each switch for
each active flow. Therefore, the only improvement brought
by ITP on switching table size would affect mainly non-
TCAM memory. However, ITP still has an advantage in
reducing the message processing overhead. The analysis
of the number of flows for non-TCAM in this case is almost

120

-0~ Segment protection

100" —@-1TP (Proposal)

80T

1
75% |

. 1
reduction
1

60

[
1

401

Number of flow commands

. 0 10 20 30 40 50 60 70

Number of switches (nxn)

Fig. 13. Number of configuration messages when primary path is
changed.
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the same as the case in which TCAM is used to store
all flows.

Moreover, we evaluate the performance ofthe ITP design
with nonsymmetrical topologies in Fig. 14, which consists
of 7 and 14 nodes, and considering every possible source-
destination pair. We evaluate the number of flow entries in
both the segment protection and the ITP design by simu-
lation. A shortest path policy is used as routing for each
source and destination pair. With the topology in Fig. 14(a),
the total number of flow entries needed in the network is
447 flows in the segment protection. In the ITP design, the
number of flow entries for the transient plane and the
working plane is 124 and 149 flows, respectively. The total
number of flow entries in the ITP design is 273 flows, which
is 39% reduced compared to the segment protection. With
the topology in Fig. 14(b), the total number of flow entries
needed in the network is 2271 flows in the segment protec-
tion. In the ITP design, the number of flow entries for the
transient plane and the working plane is 509 and 593 flows,
respectively. The total number of flow entries in the ITP
design is 1102 flows, which is 51.5% reduced compared
to the segment protection. This shows that the advantages
of ITP still hold for irregular, more realistic, topologies.

VII. MiniNET EMUuLATION RESULTS

In the previous section we have shown that the ITP de-
sign requires fewer flow entries and configuration mes-
sages than segment protection designs. In this section we
use a Mininet emulator [17] to confirm functionality of the
ITP design. In this implementation, the working plane,
ports, and transient plane information are stored in the
controller database in three tables: Paths, Port_map, and
Transient, respectively, as shown in Fig. 15. The Paths table
stores the primary and backup paths for source and desti-
nation IP address pairs by identifying switch IDs along the
paths from the source to the destination. The Port_map
table keeps a record of backup ports and link ID. The
Transient table stores routing information for all the
switches to each destination including alternate routes
to avoid failed links. In this example we implement the net-
work shown in Fig. 5. The IP addresses of H1 and H2 are
set to 10.0.0.1 and 10.0.0.2, respectively. Priorities used in
the experiment are B = 20,000, T}, = 15,000, W = 10,000,
and T} = 1000. POX is used as a controller.

Our protection scenario operates as follows. UDP pack-
ets are sent from H1 to H2. A link failure occurs between
switches C and F. When the switches detect the link

Fig. 14. Network topologies. (a) Sample topology; (b) NSF net-
work topology.

VOL. 7, NO. 4/APRIL 2015/J. OPT. COMMUN. NETW. 271

Table Name = Paths

I bk_path

pri_path
10.0.0.1 10.0.0.2 H1ABCFH2 HiAGHFH2 X
Source IP:
Destination IP:

Specified switch on working path:
Specified switch on backup path:

Table Name = Transient

dst_ip | vian outport | output_option [
A 15000 10.0.0.2 103 4 X
A 1000 10.0.0.2 2 x
B 15000 10.0.0.2 105 3 x
B 1000 10.0.0.2 2 X
C 15000 10.0.0.2 107 3 X
C 1000 10.0.0.2 4 X
D 15000 10.0.0.2 109 2 X
D 1000 10.0.0.2 3 x
E 15000 10.0.0.2 110 2 sl
E 15000 10.0.0.2 12 2 X
E 1000 10.0.0.2 4 X
G 15000 10.0.0.2 111 2 x
G 1000 10.0.0.2 3 b
H 15000 10.0.0.2 12 1 X
H 1000 10.0.0.2 2 >

i strip_vlan Add

Table Name = Port_map

‘ vian_ID

| sw_src port | bk_port

10.0.0.1 10.0.0.2 103

10.0.0.1 10.0.0.2 105

10.0.0.1 10,0.0.2 107

10.0.0.1 10.0.0.2 109

10.0.0.1 10.0.0.2 110

10.0.0.1 10.0.0.2 11

(RTINS I )
Mo e e e Tha

oo o N e

10.0.0.1 10.0,0.2 112

£ ¢ 1550 X R X Pt

Fig. 15. Tables in the database.

failure, they generate an OFPPR_DELETE port status
message and send it to the controller. The controller re-
trieves the failed link ID and backup port number from
the Port_map table. The controller then reroutes packets
that will be affected by the failure from the working plane
to the transient plane by sending an OFPFC_ADD message
(which adds a flow entry as a connection to the transient
plane) to switches C and F. This flow entry deflects incom-
ing packets directed toward the failed link to the transient
plane via the backup ports on the switches. This message
also adds a flow tag to the packet header with the failed
link ID that is used to identify the failed link and route
packets on the transient plane. The controller then sets up
the permanent backup path by selecting a backup path
from its Paths table and configuring the corresponding
switches. It also removes the old primary path.

When the controller starts, the working path and the
transient plane are read from the Path table and Transient
table, respectively. The controller configures each switch
using command “ovs-ofctl dump-flows xx,” where xx is the
switch_id. Flows for the transient plane are added into
each switch except switch F', which is the root. The working
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plane is added to switches A, B, C, and F, which are the
working path. During normal operations, 575 packets
travel along the working path, as shown in Fig. 16.

The link between C and F is then broken by the com-
mand “link C F down” on Mininet. After the link failure,
switch C adds the connection to the transient plane, which
is the flow with priority 20,000. It should be noted that the
connection to the transient plane should also be added at
switch F'. However, we omit this step since this simulation
sends data in a single direction. The connection to the tran-
sient plane is added to switch C. Flows for the working path
are removed from switches A, B, and C. Flows for the
backup path are added to switches A, G, and H. At switch
C, we observe 48 packets traveling to the transient plane
via backup port #3. These packets travel to H2 via C, E, H,
F, thus proving the functionality of the transient plane.
After the backup path is activated, 2100 packets travel
on the backup path viaA, G, H, F to H2, as shown in Fig. 17,
showing that the network has switched over to the backup
path. We also confirm that there is no packet loss during
the experiment by verifying the packet sequence number
at H2. All packets are received at H2. However, some pack-
ets arrive at the destination out of sequence during the
switchover. This is caused by the configuration delay and
propagation delay that occur when the path is changed.

Moreover, the performance of topologies as in Fig. 14
with the number of source-destination pairs is investi-
gated in both functionality and switchover time. Eight
and 14 source-destination pairs are generated for the sam-
ple and NSF topologies, respectively. In the simulation,
computers with Intel Core i7-3517U CPUs at 1.90 GHz
with 8 GB of RAM are used to run Mininet. In the sample
topology, link failure between nodes 3 and 6 is simulated.
The ITP function performs correctly after the failure. The
switchover time is measured, which is 47.2 ms as in
Fig. 18(a), on the source-destination pair between 1 and
6. In the NSF network topology, link failure between nodes
9 and 10 is simulated. The ITP function also performs cor-
rectly after the failure. The switchover time is measured,
which is 66.4 ms as in Fig. 18(b), on the source-destination
pair between 1 and 14. Furthermore, we confirm that the
switchover time does not vary appreciably when increasing
the number of source-destination pairs. When testing
with 1, 14, and 28 of the source-destination pairs in the

Fig. 16. Packet analysis before failure.
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Fig. 17. Packet analysis after failure.

NSF network topology we obtained switchover times of
66.11, 66.40, and 67.97 ms, respectively.

VIII. TeSTBED EXPERIMENTAL RESULTS

Having proven the functionality of the ITP design with
Mininet, we devised an experiment to measure the switch-
over time of the ITP on a real network. In fact, although
Mininet can emulate link latency by configuring link
propagation delay parameters, a realistic switchover time
may not be obtained since there are other parameters
that are not configurable, such as the delay between the
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Fig. 18. Switchover time measured from Mininet. (a) Switchover
time for a sample topology; (b) switchover time for NSF
topology.
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controller and each switch. Moreover, the computer run-
ning Mininet may also be running background processes,
which could skew the results. We have thus run an experi-
ment on the pan-European research and education
(GEANT) [18] OpenFlow facility network.

A. Experimental Setup

The GEANT network nodes used in this experiment are
deployed at five different locations around Europe, namely
Amsterdam (NL-SW;), Frankfurt (DE-SW;), London
(UK-SW3), Vienna (AT-SW,), and Zagreb (HR-SW5). The
topology we have created is a full mesh and is shown at the
top of Fig. 19(a). The SDN controller, implemented in POX,
is located at a server in the NL node.

In the scenario we have created for this experiment, as
shown in Fig. 19(a), a working path UK — SW3; — SW; —
SW; — HR will be replaced by a backup path UK — SW; —
SW, - SW; — HR when the former fails. Both paths are
stored in the Paths table. The transient plane is designed
as Fig. 19(b). We assume the link failure occurs between
SW; and SW;. Port #1 of SW; is set as a backup port. After
the link failure, the controller configures the backup path.
On-the-fly packets travel from the working plane to the
transient plane via the connection to the transient plane
during the configuration. We capture such packets at the
DE node, while packets traveling on the backup route are
captured at the AT node.

v m— — Connection to
Coamolier i . Qnsienlptang
10.0.0.103) 1
\ in
—p Primary path 102 = RoOE=SW,

~———> Primaryport 5w, i
== = =3» Backup port

Working plane

Connection to transient plane

Priority nw sre  nw dst dl ylan Action

200000 10.0.0.101 |10.0.0.103 output: 1,

3 dan=102
Priovity nw_sre  nw_dst  dl_vlanAction — >
F10000, 10.0.0.101 110.00.103 TO000 T0.0.0101 TTO.00.103 BupuET

s 1000] 10.00703] — bulput:7 ™
' 100.0.103 1 [10.00,103] 102 putput:1
10.0.0.103] 102 ut:1 Sl .
SW2
Priority nw_src nw_dst dl_vlan Action 1 10.0.0.103 put:2
15000 [10:0.0:103] 101" putput:3
SW3

10.0.0.101 [10.0.0.103 utpuL:6
10.0.0.103 DUTpULE
10.0.0.103[7103 butput:d"]

nw_dst
1000103 | buput? | |
10.00.103 | 104 futput:d |

Priority nw_sre

putput:7.8
putput:7

[ Transient plane

(a) (b)

Fig. 19. GEANT network setup showing the number of configu-
ration message when the primary path is changed. (a) Flow tables
before link failure; (b) flow tables after link failure.
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In the figure we show for simplicity only a number
of parameters, such as priority, IP address (nw_src),
destination IP address (nw_dst), VLAN (dl_vlan), and ac-
tions, although in reality other parameters of the MAC,
MPLS, IP, and TCP protocols could also be used for flow
matching.

The initial flow table in every switch is set as in
Fig. 19(a). Flow entries for the transient plane are set in
every switch with priorities of 1000 and 15,000. A flow en-
try for the working plane is injected into the switches along
the working path only, which in this example is SW;, SW,
and SW;5, with priority 10,000.

We simulate a failure by triggering a ping message from
the AT node to the controller (we use this artifice because
we are not allowed to configure any switch on the GEANT
network by command line). After the controller receives the
trigger, a connection to the transient plane is injected into
SWi, as in Fig. 19(b). The backup path is then configured.
At SW3, the output on the flow entry with priority 10,000 is
changed from #4 to #6. At SW,, a new flow entry with prior-
ity 10,000 is added. It should be noted that output #1 at
SW, and output #8 at SW, are used for the purpose of
packet monitoring at the DE and AT nodes, respectively.
The other flow entries remain unchanged.

B. Results and Evaluation

We initially measure the round trip time between the
UK and HR nodes, which is approximately 45 and 50 ms,
respectively, for the working and backup paths.

Next, we confirm that on-the-fly packets travel to the
transient plane when a failure occurs. This is done using
a client and server socket program that generates a packet
every millisecond at UK with a destination of HR. During
normal operation, no packets are captured on the transient
plane at DE or the backup path at AT, thus packets are
traveling on the working path. After the link failure, 95
packets appear on the transient plane at DE. This confirms
that the packets are sent out at port #1 of SW; to the tran-
sient plane due to the connection to the transient plane. It
should be noted that these 95 packets would be lost if the
transient plane was disabled. After that, the transient
plane at DE receives no more packets, and instead the
packets begin to arrive on the backup path at AT. This im-
plies that the packets travel on the transient plane, via
SW,, before the configuration of the backup path and via
SW, when the configuration is completed. We also check
the network for packet loss and find that no packet loss oc-
curs during the protection process.

From this analysis, one and two new flow entries are re-
quired for switches on the working and transient planes,
respectively. Two flow messages, which change the output
from port #4 to port #6 on SW3; and add an output to port #7
to SW,, are required to change from the working to backup
paths. One flow message is required for the connection to
the transient plane on SW;.

Finally, the switchover time is measured by capturing
packets at the HR node. The switchover time is measured



274 J. OPT. COMMUN. NETW./VOL. 7, NO. 4APRIL 2015

80
70 Average switchover time 23.5 ms

60
50
40

30
20 -

Number of occurences

| |
1 6 11 16 21 26 31 36 41 46
Switchover time (ms)

(a)

Average switchover time 38.7 ms

80
70
60
50
40
30
20
10

Number of occurences

0 +rr T T T T T T T T T e
1 6 11 16 21 26 31 36 41 46
Switchover time (ms)

(b)

Fig. 20. Switchover time. (a) Switchover time with ITP; (b)
switchover time without ITP.

by timing the difference of arrival time between the last
received packet before the failure and the first received
packet after the failure. The failure between SW; and SW;
is repeated 100 times. Figure 20(a) shows the switchover
time distribution obtained using ITP. The distribution is
concentrated in the range of 22-24 ms, with an average
of 23.5 ms. Figure 21 shows a breakdown of the switchover
time. The switchover time includes the time during which
packets are queued because of the failure and the differ-
ence in propagation delay between SW; - SW; and
SW; - SW,; — SW;. Packet queuing times include the con-
troller processing time, the time required to send the con-
figuration of the connection to the transient plane from the
controller to SW;, and the flow installation time at SW;.
This takes approximately 17 ms. The remaining time is
the difference in propagation delay between the primary
and backup routes, which in this instance is approximately

CTRL receives ~ CTRL sends
failure information flow to SW,

SW,
receives

Process

CTRL

Install flow

sW,

<— 3ms 14 ms >
e e S PAckesROh = e

Fig. 21. Time chart for failure processing.
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6.5 ms. Figure 20(b) shows the results of the same experi-
ment carried out using a basic version of segment protec-
tion without ITP for comparison. From these results we can
see that ITP improves the switchover time by approxi-
mately 40% for this network. Furthermore, we have tested
the same scenario with a larger number of flows (using five
source—destination pairs), obtaining the same results.

IX. CoNCLUSION

This work presented a novel network protection mecha-
nism, called ITP, implemented through OpenFlow. The ad-
vantages of the design are multifold: first it reduces the
number of flow entries required in the switches’ forwarding
tables and the number of configuration messages from the
controller, which impacts the size of the required TCAM
memory in each switch and CPU process in the controller.
Second, it reduces packet loss, as a temporary fast reroute
path is made available while the network controller in-
forms all switches about the new backup route to be used.
Our analysis shows that our ITP design can reduce the
number of flow entries by 60% and the number of configu-
ration messages by 75% when compared to the existing seg-
ment protection designs. Moreover, the design can achieve
a switchover time of approximately 25 ms.
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Measuring of Failure Switch-Over Time in
Software-Defined Network

Zhang Hongbo and Nattapong Kitsuwan
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The University of Electro-Communications, Tokyo, Japan.

Abstract—This paper evaluates switch-over time of a failure
protection in a software-defined network (SDN). In the area of
network protection, it is very necessary to overcome the link
failure. This failure may cause the traffic interrupted and the
packets are lost in the network. In this case the time of recovery of
the failure should be as short as possible. In case of open shortest
path first (OSPF) network, it may need a quite long time to detect
the topology of network and exchange the network information
of routers. Therefore we use software-defined network to make it
shorter. We measure the switch-over time in the SDN network to
confirm that it is faster than that of the OSPF network. This work
is implemented on an OpenFlow emulator, called Mininet. The
switch-over time in the SDN network is 35 ms, approximately,
as the target protection times is less than 50 ms.

I. INTRODUCTION

Communication is interrupted when at least one link on an
active path fails. This situation is called a link failure. In a
network the requirement of a switch-over time is 50 ms which
is common for leased line traffic and video/audio services
[1]. However, the open shortest path first (OSPF) mechanism,
which uses a link state to exchange the information between
consecutive routers, takes more than 1 second to recover the
link failure[2].

Software-defined network (SDN) separates the network con-
trol and data planes, as shown in Fig. 1. The control plane
moves to a centralize controller and determines how to proceed
packets. Meanwhile, data plane forwards packets as decision
from the controller. So network engineering/administrator can
easily control the network by a software from the controller,
regardless of vendor and model of the switch.

The link failure can be quickly recovered in the SDN net-
work. The reason is that the switches that connect to the failed
link directly inform the controller. The controller recalculates
a new route, and modifies the flow entries in the switches to
configure a new route. Unlike the OSPF network, the routers
that connect to the failed link exchange the information of with
their neighbor routers. The neighbor routers recalculate the
route and repeat exchanging the information until all routers
in the network receive the information. This process takes very
long time, especially in a large scale network.

This paper evaluates the switch-over time when a link
failure occurs in the SDN network. A scenario is setup. In the
scenario, primary and backup paths are prepared in advance.
Once a link on the primary path fails, the communication is
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switched to the backup path.The switch-over time is measured
from a network emulator.

II. OPENFLOW

OpenFlow is a protocol to communicate between the con-
troller and OpenFlow switches in the SDN network. It is
the southbound interface of SDN. The OpenFlow switches
use an Asynchronous Message to inform switch status to the
controller. Then the controller uses to Controller-to-Switch
Messages to send instructions to the switches. The instruction
is written into a flow table. The flow table consists of a set of
flow entries. Each flow entry consists of match fields, counters,
and a set of instructions to apply to matching packets, as shown
in Fig. 2. There are some important components of a flow entry.

[Match Fields | Priority [Counters [Instructions |Timeouts [Cookie |

Fig. 2. Components of flow entry.

Match field: to match against packets. These consist of
the ingress port and packet headers, and optionally metadata
specified by a previous table.

Priority: matching precedence of the flow entry.

Counter: to update for matching packets.

Instruction: to modify the action set or pipeline processing.

Timeouts: maximum amount of time or idle time before flow
is expired by the switch.
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Cookie: opaque data value chosen by the controller. May be
used by the controller to filter flow statistics, flow modification
and flow deletion, not used when processing packets.[4]

IIT. IMPLEMENTATION

In this work, a failure protection is implemented in the
SDN network. In the implementation, a network emulator,
called Mininet[3], is used to build the SDN network. POX is
used as a controller. The switches can communicate with the
controller. They inform the status of link state to the controller
using OpenFlow messages when the link status changes. The
controller determines how to proceed the packets when they
arrive at switches connected to the the failed link. The decision
of the controller is converted into OpenFlow command, and
sent to corresponding switches.

In the experimental setup, there are two hosts and four
switches. In a normal situation, the communication between
the two hosts is via a primary path. Once a link failure occurs,
the communication is changed to a backup path. A socket
program is used to send user datagram protocol (UDP) packets
from the source host to the destination host. When the link of
the primary path is failed, the controller sends messages to the
switches of the backup path and packets then travel along the
backup path.

Figure 3 shows a scenario of the experiment and flow (ables.
A primary path is via S1, S3, and S2. A backup path is via S1,
S4, and S2. At initial configuration, S2, S3, and S4 forward
the packets that direct to h2 to their output ports. S1 forwards
the packets from port 1 to port 2, S3 forwards from port 1 to
port 2, and S2 forwards from port 2 to port 1, via the primary
path. So that hl can send the packets to h2 via the primary
path. During the communication, the link between S1 and S3
is manually failed. After the failure, S1 and S3 inform their
link status to the controller. The controller changes the path
from the primary to the backup path by modifying output port
of the flow entry in S1 from output=3 to output=2. The later
packets are forwarded through the backup path to h2.

S1

Fig. 3. Scenario and flow entries in each switch.

IV. PERFORMANCE EVALUATION

The packets are captured at h2. A time gap between two
consecutive packets is measured. The speed of sending packets
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Fig. 4. Time gap between two consecutive packets.

from hl is 1000 packets per second. So before the failure
occurs the time gaps are all about 1ms, except several ones
are about 5ms. When the failure occurs, 23 packets that already
depart from port 2 of S1 are lost (packet number from 4503
to 4525) . After the flow entry in S1 is modified, incoming
packets from port 1 of S1 is forwarded to port 3 and then
2o via the backup path. After the flow entries in backup path
are installed the time gaps change to about 1 ms again. The
recovery time (35.7 ms) is measured between the last packet
before loss and the first packet after the flow entry is modified.

V. CONCLUSION

Failure protection in SDN was implemented. The result
shows that the recovery time is 35.7 ms, which satisfies the
requirement of 50 ms.
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ABSTRACT

This whitepaper proposes OpenFlow: a way for researchers
to run experimental protocols in the networks they use ev-
ery day. OpenFlow is based on an Ethernet switch, with
an internal flow-table, and a standardized interface to add
and remove flow entries. Our goal is to encourage network-
ing vendors to add OpenFlow to their switch products for
deployment in college campus backbones and wiring closets.
We believe that OpenFlow is a pragmatic compromise: on
one hand, it allows researchers to run experiments on hetero-
geneous switches in a uniform way at line-rate and with high
port-density; while on the other hand, vendors do not need
to expose the internal workings of their switches. In addition
to allowing researchers to evaluate their ideas in real-world
traffic settings, OpenFlow could serve as a useful campus
component in proposed large-scale testbeds like GENI. Two
buildings at Stanford University will soon run OpenFlow
networks, using commercial Ethernet switches and routers.
We will work to encourage deployment at other schools; and
We encourage you to consider deploying OpenFlow in your
university network too.

Categories and Subject Descriptors

C.2 [Internetworking|: Routers

General Terms

Experimentation, Design

Keywords

Ethernet switch, virtualization, flow-based

1. THE NEED FOR PROGRAMMABLE
NETWORKS

Networks have become part of the critical infrastructure
of our businesses, homes and schools. This success has been
both a blessing and a curse for networking researchers; their
work is more relevant, but their chance of making an im-
pact is more remote. The reduction in real-world impact of
any given network innovation is because the enormous in-
stalled base of equipment and protocols, and the reluctance
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to experiment with production traffic, which have created an
exceedingly high barrier to entry for new ideas. Today, there
is almost no practical way to experiment with new network
protocols (e.g., new routing protocols, or alternatives to IP)
in sufficiently realistic settings (e.g., at scale carrying real
traffic) to gain the confidence needed for their widespread
deployment. The result is that most new ideas from the net-
working research community go untried and untested; hence
the commonly held belief that the network infrastructure has
“ossified”.

Having recognized the problem, the networking commu-
nity is hard at work developing programmable networks,
such as GENI [1] a proposed nationwide research facility
for experimenting with new network architectures and dis-
tributed systems. These programmable networks call for
programmable switches and routers that (using virtueliza-
tion) can process packets for multiple isolated experimen-
tal networks simultaneously. For example, in GENI it is
envisaged that a researcher will be allocated a slice of re-
sources across the whole network, consisting of a portion
of network links, packet processing elements (e.g. routers)
and end-hosts; researchers program their slices to behave as
they wish. A slice could extend across the backbone, into
access networks, into college campuses, industrial research
labs, and include wiring closets, wireless networks, and sen-
sor networks.

Virtualized programmable networks could lower the bar-
rier to entry for new ideas, increasing the rate of innovation
in the network infrastructure. But the plans for nationwide
facilities are ambitious (and costly), and it will take years
for them to be deployed.

This whitepaper focuses on a shorter-term question closer
to home: As researchers, how can we rTun experiments in
our campus networks? If we can figure out how, we can
start soon and extend the technique to other campuses to
benefit the whole community.

To meet this challenge, several questions need answering,
including: In the early days, how will college network admin-
istrators get comfortable putting experimental equipment
(switches, routers, access points, etc.) into their network?
How will researchers control a portion of their local net-
work in a way that does not disrupt others who depend on
it?7 And exactly what functionality is needed in network
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switches to enable experiments? Our goal here is to propose
a new switch feature that can help extend programmability
into the wiring closet of college campuses.

One approach - that we do not take - is to persuade
commercial “name-brand” equipment vendors to provide an
open, programmable, virtualized platform on their switches
and routers so that researchers can deploy new protocols,
while network administrators can take comfort that the
equipment is well supported. This outcome is very unlikely
in the short-term. Commercial switches and routers do not
typically provide an open software platform, let alone pro-
vide a means to virtualize either their hardware or software.
The practice of commercial networking is that the standard-
ized external interfaces are narrow (i.e., just packet forward-
ing), and all of the switch’s internal flexibility is hidden. The
internals differ from vendor to vendor, with no standard
platform for researchers to experiment with new ideas. Fur-
ther, network equipment vendors are understandably ner-
vous about opening up interfaces inside their boxes: they
have spent years deploying and tuning fragile distributed
protocols and algorithms, and they fear that new experi-
ments will bring networks crashing down. And, of course,
open platforms lower the barrier-to-entry for new competi-
tors.

A few open software platforms already exist, but do not
have the performance or port-density we need. The simplest
example is a PC with several network interfaces and an op-
erating system. All well-known operating systems support
routing of packets between interfaces, and open-source im-
plementations of routing protocols exist (e.g., as part of the
Linux distribution, or from XORP [2]); and in most cases it
is possible to modify the operating system to process packets
in almost any manner (e.g., using Click [3]). The problem,
of course, is performance: A PC can neither support the
number of ports needed for a college wiring closet (a fanout
of 100+ ports is needed per box), nor the packet-processing
performance (wiring closet switches process over 100Gbits/s
of data, whereas a typical PC struggles to exceed 1Gbit/s;
and the gap between the two is widening).

Existing platforms with specialized hardware for line-rate
processing are not quite suitable for college wiring clos-
ets either. For example, an ATCA-based virtualized pro-
grammable router called the Supercharged PlanetLab Plat-
form [4] is under development at Washington University,
and can use network processors to process packets from
many interfaces simultaneously at line-rate. This approach
is promising in the long-term, but for the time being is tar-
geted at large switching centers and is too expensive for
widespread deployment in college wiring closets. At the
other extreme is NetFPGA [5] targeted for use in teaching
and research labs. NetFPGA is a low-cost PCI card with
a user-programmable FPGA for processing packets, and 4-
ports of Gigabit Ethernet. NetFPGA is limited to just four
network interfaces—insufficient for use in a wiring closet.

Thus, the commercial solutions are too closed and inflex-
ible, and the research solutions either have insufficient per-
formance or fanout, or are too expensive. It seems unlikely
that the research solutions, with their complete generality,
can overcome their performance or cost limitations. A more
promising approach is to compromise on generality and to
seek a degree of switch flexibility that is:

e Amenable to high-performance and low-cost imple-
mentations.

ACM SIGCOMM Computer Communication Review

70

Se0pe ar Oobnlion Sy Seqeation

OpenFlow

Controller

| OpenFlow
Protocol

Figure 1: Idealized OpenFlow Switch. The Flow
Table is controlled by a remote controller via the
Secure Channel.

e Capable of supporting a broad range of research.

e Assured to isolate experimental traffic from production
traffic.

e Consistent with vendors’ need for closed platforms.

This paper describes the OpenFlow Switch—a specifica-
tion that is an initial attempt to meet these four goals.

2. THE OPENFLOW SWITCH

The basic idea is simple: we exploit the fact that most
modern Ethernet switches and routers contain flow-tables
(typically built from TCAMs) that run at line-rate to im-
plement firewalls, NAT, QoS, and to collect statistics. While
each vendor’s flow-table is different, we've identified an in-
teresting common set of functions that run in many switches
and routers. OpenFlow exploits this common set of func-
tions.

OpenFlow provides an open protocol to program the flow-
table in different switches and routers. A network admin-
istrator ean partition traffic into production and research
flows. Researchers can control their own flows - by choosing
the routes their packets follow and the processing they re-
ceive. In this way, researchers can try new routing protocols,
security models, addressing schemes, and even alternatives
to IP. On the same network, the production traffic is isolated
and processed in the same way as today.

The datapath of an OpenFlow Switch consists of a Flow
Table, and an action associated with each flow entry. The
set of actions supported by an OpenFlow Switch is exten-
sible, but below we describe a minimum requirement for
all switches. For high-performance and low-cost the data-
path must have a carefully prescribed degree of flexibility.
This means forgoing the ability to specify arbitrary handling
of each packet and seeking a more limited, but still useful,
range of actions. Therefore, later in the paper, define a basic
required set of actions for all OpenFlow switches.
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An OpenFlow Switch consists of at least three parts: (1)
A Flow Table, with an action associated with each flow en-
try, to tell the switch how to process the flow, (2) A Secure
Channel that connects the switch to a remote control pro-
cess (called the controller), allowing commands and packets
to be sent between a controller and the switch using (3) The
OpenFlow Protocol, which provides an open and standard
way for a controller to communicate with a switch. By speci-
fying a standard interface (the OpenFlow Protocol) through
which entries in the Flow Table can be defined externally,
the OpenFlow Switch avoids the need for researchers to pro-
gram the switch.

It is useful to categorize switches into dedicated OpenFlow
switches that do not support normal Layer 2 and Layer 3
processing, and OpenFlow-enabled general purpose com-
mercial Ethernet switches and routers, to which the Open-
Flow Protocol and interfaces have been added as a new fea-
ture.

Dedicated OpenFlow switches. A dedicated OpenFlow
Switch is a dumb datapath element that forwards packets
between ports, as defined by a remote control process. Fig-
ure 1 shows an example of an OpenFlow Switch.

In this context, flows are broadly defined, and are limited
only by the capabilities of the particular implementation of
the Flow Table. For example, a flow could be a TCP con-
nection, or all packets from a particular MAC address or
IP address, or all packets with the same VLAN tag, or all
packets from the same switch port. For experiments involv-
ing non-IPv4 packets, a flow could be defined as all packets
matching a specific (but non-standard) header.

Each flow-entry has a simple action associated with it;
the three basic ones (that all dedicated OpenFlow switches
must support) are:

1. Forward this flow’s packets to a given port (or ports).
This allows packets to be routed through the network.
In most switches this is expected to take place at line-
rate.

2. Encapsulate and forward this flow’s packets to a con-
troller. Packet is delivered to Secure Channel, where
it is encapsulated and sent to a controller. Typically
used for the first packet in a new flow, so a controller
can decide if the flow. should be added to the Flow
Table. Or in some experiments, it could be used to
forward all packets to a controller for processing.

3. Drop this flow’s packets. Can be used for security, to
curb denial of service attacks, or to reduce spurious
broadcast discovery traffic from end-hosts.

An entry in the Flow-Table has three fields: (1) A packet
header that defines the flow, (2) The action, which defines
how the packets should be processed, and (3) Statistics,
which keep track of the number of packets and bytes for
each flow, and the time since the last packet matched the
flow (to help with the removal of inactive flows).

In the first generation “Type 07 switches, the flow header
is a 10-tuple shown in Table 1. A TCP flow could be spec-
ified by all ten fields, whereas an IP flow might not include
the transport ports in its definition. Each header field can
be a wildcard to allow for aggregation of flows, such as flows
in which only the VLAN ID is defined would apply to all
traffic on a particular VLAN.
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In VLAN Ethernet IP TCP

Port | ID [ SA [ DA [ Type | SA [ DA [ Proto | Sre [ Dst

Table 1: The header fields matched in a “Type 0”
OpenFlow switch.

The detailed requirements of an OpenFlow Switch are de-
fined by the OpenFlow Switch Specification [6].

OpenFlow-enabled switches. Some commercial
switches, routers and access points will be enhanced with
the OpenFlow feature by adding the Flow Table, Secure
Channel and OpenFlow Protocol (we list some examples in
Section 5). Typically, the Flow Table will re-use existing
hardware, such as a TCAM; the Secure Channel and Proto-
col will be ported to run on the switch’s operating system.
Figure 2 shows a network of OpenFlow-enabled commercial
switches and access points. In this example, all the Flow
Tables are managed by the same controller; the OpenFlow
Protocol allows a switch to be controlled by two or more
controllers for increased performance or robustness.

Our goal is to enable experiments to take place in an ex-
isting production network alongside regular traffic and ap-
plications. Therefore, to win the confidence of network ad-
ministrators, OpenFlow-enabled switches must isolate ex-
perimental traffic (processed by the Flow Table) from pro-
duction traffic that is to be processed by the normal Layer 2
and Layer 3 pipeline of the switch. There are two ways to
achieve this separation. One is to add a fourth action:

4. Forward this flow’s packets through the switch’s nor-
mal processing pipeline.

The other is to define separate sets of VLANs for experi-
mental and production traffic. Both approaches allow nor-
mal production traffic that isn’t part of an experiment to be
processed in the usual way by the switch. All OpenFlow-
enabled switches are required to support one approach or
the other; some will support both.

Additional features. If a switch supports the header for-
mats and the four basic actions mentioned above (and de-
tailed in the OpenFlow Switch Specification), then we call it
a “Type 0” switch. We expect that many switches will sup-
port additional actions, for example to rewrite portions of
the packet header (e.g., for NAT, or to obfuscate addresses
on intermediate links), and to map packets to a priority
class. Likewise, some Flow Tables will be able to match on
arbitrary fields in the packet header, enabling experiments
with new non-IP protocols. As a particular set of features
emerges, we will define a “Type 17 switch.

Controllers. A controller adds and removes flow-entries
from the Flow Table on behalf of experiments. For example,
a static controller might be a simple application running
on a PC to statically establish flows to interconnect a set
of test computers for the duration of an experiment. In
this case the flows resemble VLANSs in current networks—
providing a simple mechanism to isolate experimental traffic
from the production network. Viewed this way, OpenFlow
is a generalization of VLANSs.

One can also imagine more sophisticated controllers that
dynamically add/remove flows as an experiment progresses.
In one usage model, a researcher might control the complete
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Figure 2: Example of a network of OpenFlow-
enabled commercial switches and routers.

network of OpenFlow Switches and be free to decide how all
flows are processed. A more sophisticated controller might
support multiple researchers, each with different accounts
and permissions, enabling them to run multiple indepen-
dent experiments on different sets of flows. Flows identified
as under the control of a particular researcher (e.g., by a
policy table running in a controller) could be delivered to a
researcher’s user-level control program which then decides if
a new flow-entry should be added to the network of switches.

3. USING OPENFLOW

As a simple example of how an OpenFlow Switch might be
used imagine that Amy (a researcher) invented Amy-OSPF
as a new routing protocol to replace OSPF. She wants to
try her protocol in a network of OpenFlow Switches, with-
out changing any end-host software. Amy-OSPF will run in
a controller; each time a new application flow starts Amy-
OSPF picks a route through a series of OpenFlow Switches,
and adds a flow- entry in each switch along the path. In her
experiment, Amy decides to use Amy-OSPF for the traffic
entering the OpenFlow network from her own desktop PC—
so she doesn’t disrupt the network for others. To do this,
she defines one flow to be all the traffic entering the Open-
Flow switch through the switch port her PC is connected to,
and adds a flow-entry with the action “Encapsulate and for-
ward all packets to a controller”. When her packets reach
a controller, her new protocol chooses a route and adds a
new flow-entry (for the application flow) to every switch
along the chosen path. When subsequent packets arrive at
a switch, they are processed quickly (and at line-rate) by
the Flow Table.

There are legitimate questions to ask about the perfor-
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mance, reliability and scalability of a controller that dynam-
ically adds and removes flows as an experiment progresses:
Can such a centralized controller be fast enough to process
new flows and program the Flow Switches? What happens
when a controller fails? To some extent these questions were
addressed in the context of the Ethane prototype, which
used simple flow switches and a central controller [7]. Pre-
liminary results suggested that an Ethane controller based
on a low-cost desktop PC could process over 10,000 new
flows per second — enough for a large college campus. Of
course, the rate at which new flows can be processed will de-
pend on the complexity of the processing required by the re-
searcher’s experiment. But it gives us confidence that mean-
ingful experiments can be run. Scalability and redundancy
are possible by making a controller (and the experiments)
stateless, allowing simple load-balancing over multiple sep-
arate devices.

3.1 Experiments in a Production Network

Chances are, Amy is testing her new protocol in a network
used by lots of other people. We therefore want the network
to have two additional properties:

1. Packets belonging to users other than Amy should be
routed using a standard and tested routing protocol
running in the switch or router from a “name-brand”
vendor.

2. Amy should only be able to add flow entries for her
traffic, or for any traffic her network administrator has
allowed her to control.

Property 1 is achieved by OpenFlow-enabled switches.
In Amy’s experiment, the default action for all packets
that don't come from Amy’s PC could be to forward them
through the normal processing pipeline. Amy’s own packets
would be forwarded directly to the outgoing port, without
being processed by the normal pipeline.

Property 2 depends on the controller. The controller
should be seen as a platform that enables researchers to im-
plement various experiments, and the restrictions of Prop-
erty 2 can be achieved with the appropriate use of permis-
sions or other ways to limit the powers of individual re-
searchers to control flow entries. The exact nature of these
permission-like mechanisms will depend on how the con-
troller is implemented. We expect that a variety of con-
trollers will emerge. As an example of a concrete realization
of a controller, some of the authors are working on a con-
troller called NOX as a follow-on to the Ethane work [8].
A quite different controller might emerge by extending the
GENI management software to OpenFlow networks.

3.2 More Examples

As with any experimental platform, the set of experiments
will exceed those we can think of up-front — most experi-
ments in OpenFlow networks are yet to be thought of. Here,
for illustration, we offer some examples of how OpenFlow-
enabled networks could be used to experiment with new net-
work applications and architectures.

Example 1: Network Management and Access Con-
trol. 'We'll use Ethane as our first example [7] as it was
the research that inspired OpenFlow. In fact, an OpenFlow
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Switch can be thought of as a generalization of Ethane’s
datapath switch. Ethane used a specific implementation of
a controller, suited for network management and control,
that manages the admittance and routing of flows. The ba-
sic idea of Ethane is to allow network managers to define a
network-wide policy in the central controller, which is en-
forced directly by making admission control decisions for
each new flow. A controller checks a new flow against a set
of rules, such as “Guests can communicate using HTTP, but
only via a web proxy” or “VoIP phones are not allowed to
communicate with laptops.” A controller associates pack-
ets with their senders by managing all the bindings between
names and addresses — it essentially takes over DNS, DHCP
and authenticates all users when they join, keeping track of
which switch port (or access point) they are connected to.
One could envisage an extension to Ethane in which a policy
dictates that particular flows are sent to a user’s process in
a controller, hence allowing researcher-specific processing to
be performed in the network.

Example 2: VLANs. OpenFlow can easily provide users
with their own isolated network, just as VLANs do. The
simplest approach is to statically declare a set of flows which
specify the ports accessible by traffic on a given VLAN ID.
Traffic identified as coming from a single user (for example,
originating from specific switch ports or MAC addresses) is
tagged by the switches (via an action) with the appropriate
VLAN ID.

A more dynamic approach might use a controller to man-
age authentication of users and use the knowledge of the
users’ locations for tagging traffic at runtime.

Example 3: Mobile wireless VOIP clients. For this
example consider an experiment of a new call- handoff
mechanism for WiFi-enabled phones. In the experiment
VOIP clients establish a new connection over the OpenFlow-
enabled network. A controller is implemented to track the
location of clients, re-routing connections — by reprogram-
ming the Flow Tables — as users move through the network,
allowing seamless handoff from one access point to another.

Example 4: A non-IP network. So far, our examples
have assumed an IP network, but OpenFlow doesn’t require
packets to be of any one format — so long as the Flow
Table is able to match on the packet header. This would
allow experiments using new naming, addressing and rout-
ing schemes. There are several ways an OpenFlow-enabled
switch can support non-IP traffic. For example, flows could
be identified using their Ethernet header (MAC src and dst
addresses), a new EtherType value, or at the IP level, by a
new IP Version number. More generally, we hope that fu-
ture switches will allow a controller to create a generic mask
(offset + value + mask), allowing packets to be processed
in a researcher-specified way.

Example 5: Processing packets rather than flows.
The examples above are for experiments involving flows —
where a/ controller makes decisions when the flow starts.
There are, of course, interesting experiments to be per-
formed that require every packet to be processed. For ex-
ample, an intrusion detection system that inspects every
packet, an explicit congestion control mechanism, or when
modifying the contents of packets, such as when converting
packets from one protocol format to another.
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Figure 3: Example of processing packets through an
external line-rate packet-processing device, such as
a programmable NetFPGA router.

There are two basic ways to process packets in an
OpenFlow-enabled network. First, and simplest, is to force
all of a flow’s packets to pass through a controller. To do
this, a controller doesn’t add a new flow entry into the Flow
Switch — it just allows the switch to default to forward-
ing every packet to a controller. This has the advantage of
flexibility, at the cost of performance. It might provide a
useful way to test the functionality of a new protocol, but
is unlikely to be of much interest for deployment in a large
network.

The second way to process packets is to route them to
a programmable switch that does packet processing — for
example, a NetFPGA-based programmable router. The ad-
vantage is that the packets can be processed at line-rate in
a user-definable way; Figure 3 shows an example of how this
could be done, in which the OpenFlow-enabled switch op-
erates essentially as a patch-panel to allow the packets to
reach the NetFPGA. In some cases, the NetFPGA board (a
PCI board that plugs into a Linux PC) might be placed in
the wiring closet alongside the OpenFlow-enabled switch, or
(more likely) in a laboratory.

4. THE OPENFLOW CONSORTIUM

The OpenFlow Consortium aims to popularize OpenFlow
and maintain the OpenFlow Switch Specification. The Con-
sortium is a group of researchers and network administra-
tors at universities and colleges who believe their research
mission will be enhanced if OpenFlow-enabled switches are
installed in their network.

Membership is open and free for anyone at a school,
college, university, or government agency worldwide. The
OpenFlow Consortium welcomes individual members who
are not employed by companies that manufacture or sell
Ethernet switches, routers or wireless access points (because
we want to keep the consortium free of vendor influence). To
join, send email to join@OpenFlowSwitch.org.
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The Consortium web-site ! contains the OpenFlow Switch
Specification, a list of consortium members, and reference
implementations of OpenFlow switches.

Licensing Model: The OpenFlow Switch Specification
is free for all commercial and non-commercial use. (The ex-
act wording is on the web-site.) Commercial switches and
routers claiming to be “OpenFlow-enabled” must conform
to the requirements of an OpenFlow Type 0 Switch, as de-
fined in the OpenFlow Switch Specification. OpenFlow is a
trademark of Stanford University, and will be protected on
behalf of the Consortium.

5. DEPLOYING OPENFLOW SWITCHES

We believe there is an interesting market opportunity
for network equipment vendors to sell OpenFlow-enabled
switches to the research community. Every building in thou-
sands of colleges and universities contains wiring closets
with Ethernet switches and routers, and with wireless ac-
cess points spread across campus.

We are actively working with several switch and router
manufacturers who are adding the OpenFlow feature to their
products by implementing a Flow Table in existing hard-
ware; i.e. no hardware change is needed. The switches run
the Secure Channel software on their existing processor.

We have found network equipment vendors to be very
open to the idea of adding the OpenFlow feature. Most ven-
dors would like to support the research community without
having to expose the internal workings of their products.

We are deploying large OpenFlow networks in the Com-
puter Science and Electrical Engineering departments at
Stanford University. The networks in two buildings will
be replaced by switches running OpenFlow. Eventually, all
traffic will run over the OpenFlow network, with produc-
tion traffic and experimental traffic being isolated on dif-
ferent VLANSs under the control of network administrators.
Researchers will control their own traflic, and be able to
add/remove flow-entries.

We also expect many different OpenFlow Switches to be
. developed by the research community. The OpenFlow web-
site contains “Type 07 reference designs for several different
platforms: Linux (software), Open WRT (software, for ac-
“cess points), and NetFPGA (hardware, 4-ports of 1GE). As
more reference designs are created by the community we will
post them. We encourage developers to test their switches
against the reference designs.

All reference implementations of OpenFlow switches
posted on the web site will be open-source and free for com-
mercial and non-commercial use.”

Yhttp://www.OpenFlowSwitch.org 5

2Some platforms may limit the license terms of software
running on them. For example, a reference implementation
on Linux may be limited by the Linux GPL.
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6. CONCLUSION

We believe that OpenFlow is a pragmatic compromise
that allows researchers to run experiments on heterogeneous
switches and routers in a uniform way, without the need for
vendors to expose the internal workings of their products,
or researchers to write vendor-specific control software.

If we are successful in deploying OpenFlow networks in
our campusses, we hope that OpenFlow will gradually catch-
on in other universities, increasing the number of networks
that support experiments. We hope that a new generation
of control software emerges, allowing researchers to re-use
controllers and experiments, and build on the work of oth-
ers. And over time, we hope that the islands of OpenFlow
networks at different universities will be interconnected by
tunnels and overlay networks, and perhaps by new Open-
Flow networks running in the backbone networks that con-
nect universities to each other.
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