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Abstract

This special problem aims at a general mechanism to retrieve fitness data from
all fitness tracking devices. The work is divided into 2 parts: the study of fitness data
retrieval through web services APIs and the study of data retrieval from the tracking
device via Bluetooth. The first part is done by developing an android game
application called “PetFit” which is able to obtain fitness data from both Fitbit and
Jawbone, the current popular tracking devices. In this app, the exercise data will be
converted into a reward to feed the pet. It is found that Fitbit server allows the game
application to directly request for its data through its APl however using Jawbone
API requires the additional component on Android to be a proxy between the Unity
game and the Jawbone web server. For the second part, Wireshark and Burpsuite
programs are used to sniff fitness data between smartphones and three tracking
devices, Fitbit Jawbone and Xiao mi. The study found that each tracking brand has its
own form of transmission, which is not uniform and has no pattern. Therefore,
developing a mobile application by directly requesting exercise data from a fitness
tracking device is very time-consuming and complex. Despite requesting information
via web service sounds easier, each brand has a different way to implement its
services. Hence, the proxy component which transmits data from each web server
and sends this data to the mobile application is essential. When a brand new fitness
tracking device is launched, the app only adds the implementation of the

communication with the new brand’s server into the proxy.

Keywords : Game, APIs, Fitness Tracking devices, Android, Component, Wireshark

and Burpsuite
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1.1 anudunuazanudidgasslym

ﬂﬁ]ﬁ;ﬁuﬂuﬁﬂuﬁﬁlzﬂLLaEfUﬂ’]WJJ’m%u wisfnlidegeanidineainane Tngauide
99 Jakicic et al. [1] l#finsnaasaiferiuizesgunsalfinniuniseeniidsniefiuau wade
Tunseantdanedielilénad wzdesiieluniseenidinesedadudsdidyunn i
Fitmnaulafinunisiedeyanngunsalmesndetioenantiuss o

gunsalfinaa (Tracking device) dafugunsaiansildeenndanie (Wearable device)
UseLan Activity Tracker a13113091Mn15953330ANsseludinUse 91 wagduiindayanis
WAAOULMYBITINIY WU N15TUSINIUATY NMTTUSATINISMINANNENY WavnITueu B9
ansaLdoudeuarsuinndeyaniseanndenelrifuueundiaduuuaunivlvu Jeanunsa
fuiinfeyaniseanmdsniouarUssidiugvamvesililusuuuuiiannsadilaldiouay
invzuaninatayan1seeniiaenigaunie Dashboard wiid1 Dashboard agilAa1uadgny
winsuansdeyaiissasnaientulaldfgeligldoontidsnsldodvadnaneuazoranin
wsagdlaluniseaniidenieseereny N Aiensde, Iseiwd atwuiiay (9] Wasneess
wanuey, avsy A0, a5l usedd [10] FslluuiAnlunisiaiu Widedaniseeniiaing
Nngunsalmsldussiananesateiiedvefindnuldlunisidun ielwilddauimely
madunsdadussmdnsulumseonidsnielyisoidosazainans ueunaiaduiininuis
uazupUwAlAtuianuila 2 Ssmsiitlagtiumedadesiofifiugunsaifnnuniseeniidanied
vanuagive Jsusazdviesriinisdieyalusuuuuiunndeiy fimundediuufniies
Anyismsedeyaaingunaniinmuniseentidane tnslutlaymiesilfidonun 3 8%
Ao Mntn (Fitbit) 903luy Jawbone) wagidedl wuu (Xiaomi band) Wawwaunaiatuiny
Jusiflelfiiunsdifnuinisimunounsesduounanduiiffstoyaangunsaifinniunis
sanmdimeldnansive Inslulgmiaviiavidentn 2 8o Ae Andn (Fitbit) wazaodluy
(Jawbone) iilosarnlFumiudosnasdildnuduswauinn Tngludruvennuty fiduasd
nsidesinaras dudFsuaiioudafidu fuansndelatu e uduniivesiy
avAs fiduazdoninunudisimsvesiaasas Insmsiiarld lowiasnduassdodintog 7
Tlunsuanlediu FadegiulduannsifaulfiRnisianisesnidamemurtinus
inldiniseenmdinmeazliaunsaaunula



1.2 dnguszasalunisvindaymiiiiae

1)
2)
3)
4)

5)

AnwIsnsisteyaatngunsalaneindeile
AnwnmsiawweUunanduuussuulfuRnisuaunsosn
fiauwoundindunuisesiuteyannaeindeiioldmansiie
iinasnihaulansldaulifuseundindunuiideusdoduasiateiio Tnot
foyanseanidinmeanguasaianlilunsidunaiieifinanuvinnie
fimuwoundindunalifisunuufianansadilaléine faeaw fagaligldosn
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1.3 vauwwnvasdymiiiay

1)

2)

3)

4)

5)

6)

7)

8)

Anw1isnsiedeyaangunsaiinmuiiansiadeile 3 8% Tilndn vo5lun uas
el wuy
LoUndinduinuannsndesronasdsiudeyaanaieindeile 2 dve dilnla
wavesluy

¥
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seuuUfURnsiaunseeniy 7.0 Yuly

Aauaziauny glaunesinnisasmeideugldaiuvesaunsalinnunauy lay
aangideunuivledvesgunsalfinnu w3e ueundeduresgunsalfinauuy
ausniuszuuUiRnskeunsoss

Tumsidunugiaudesiigunsaifnnu wieldlunsisdoyauildluing
fiaudesaangifauluauTnvosnunouidy

Sehgueundindunsausn agiifayasunly udafidussdoddiasasiuluns
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fausoshanudeanisuewinasas flaudzdeseendidsniemunisiadidiuun

wislslawsesieTaun dllduantelewals

1.4 Uszlgsunaininazlasu

1)
2)
3)

4)

losimsldnuandieasiusedumalalfugldluniseandane
yhlgldsiaunmineneiindstuannseendidame
MaldsuamaynaulunndunuuukeUndieduilnsannsadoudedi
gUnsaifamaldvarnvaneluniduneundiedud

v laiseuiisnsimuneunfnduuussuuliianisueunsesn uaz
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1.5 YURdUNITANRUIIU

1)
2)
3)
4)
5)
6)
7)

a

AnwIsn1sviweunanduuussuuUuRnisuaunsaenuazyln

Y
a

Anwuedoslouargunsaiiiintesdmivlflumsihueundiadu
ATIERAUABINITUALDDNUUULAY
3’mi'm%'aaﬂa‘1‘7iﬁwL?Juluﬂﬂiﬁeuu%ﬂu

ANTUNI TN
naaauANNgNFasvaLeUndntuazldulaate
dnvinenansatatunsldanuweunindu

1.6 gunsainlglunisvindeynnay
g13au33(Hardware)

1)
2)
3)

aeinveiioguangvie Fitbit , Jawbone, Xiaomi band
ldndn
Insénvilonassvuuuanisuaunsosn 7.0

FaNAIS(Software)

1)
2)

TUsunss Android Studio
1Usungy Unity

1Usunsu Adobe Photoshop CS6
1Usunsu Adobe lllustrator CS6
TUsunsN Wireshark

1Usun 33 Burp Suit Free Edition
s¥uUU{UANS Windows 8 64 bit
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2.1 LAUATAYA dARAle (Android Studio)

Launsanst agile (Android Studio) [1] Wuiadesilelidmsuimunlusunsy Android
Tngiany Tnginguszasdvas Android Studio Ao faanismuniaiesile (IDE : Integrated
Development Environment) fianunsaiauiaundnduuy Android Tiiluszansamuan
fu fagun1soenuuy GUI  fivagldausauansnindaogisfiueundiaduluuosd
uandrstuUuam Snlvuudassu waziiilaidusnag lamnsndonldld Tnsannsonaniua
veesldiuiilaglidesinmssuneunainduun Emutator  auisdaudlauiuusddudes
Y94A1UL59v89 Emulator ﬁﬁma‘{]ﬁymﬁuagj Imaﬁlu‘f]mmﬁmwﬁﬁmiﬁw Android Studio
ulfuedosdlelunsimundg

Y

2.2 gl (Unity)

gﬁ§ (Unity) [16 - 19] 1Julusunsuadrany (Game engine) wuu Cross-platform @315
asandlaunsasessu seuunned lidragidu syuu Desktop 1 PC Game, Mac OS %39
Linux Video Game ssuumaulea i PlayStation, Xbox wag Wil 5310353 UUU{URN"3
vuilefe Android, BlackBerry 10, iOS waz Windows phone laeshlusunsuiiazyinauiu
API ARy asfuUsEUUATAINvesgUnsalitimang uenINTlUsunsLaTadwendy Web
Player (331714 Facebook) 13 Adobe Flash l#Ende giftszuumumhamuiidasluns
ahunuegimainvay fantstiuluiaa nseenuuUiivTEmAlUIuGnNSWuaATUA Lay

USuusia ofwdusine Ssanuisaasranuleiie 3D way 20
Using UnityvEngine;
using System.Collections;
public class DemoScript : MonoBehaviour {
public’ Light mylight;
void Update () {

if (Input.GetKey (
myLight.enabled

} else {

myLight.enabled = false;

3
g

JUT 2.1 dnwaugguuuudiegalanves Unity



Unity (64bit - 1.unity - New Unity roject 1 - PC, Mac & Linux Standalone <DX9> - oEx

.....

FRRRARE> OODO;

U 2.2 &nwauzlUsinsa Unity

@ Assembly-CSharp - Assets\ScoreboardUpdater.cs - MonoDevelop-Unity - olEN
+ | B Control Took Yiindow., Help

s e

o

U9 2.3 fegnsnalsulanuulusiunsa Unity

€aN

2.3 TUswnsu Wireshark

Tydw1sn (Wireshark) [45] Feifn Ethereal {Julusunsusaman packet sniffer wianils
Fausznouludeaiuyes Packet Capture waw Packet Analyzer taeviutindilunisiasigs
5% U U Network 1o ¢ Wiresharkﬁ?ummiﬂﬁwmié’ﬁ"’wuizuuﬂﬁﬁ'ami Linux,
windows Wag OSX a11150¥1N153As it eyavuilaiotneldvainnatsguuuy uazd
ity Wireshark Hundumendinasuuu Open Source wie Freeware dalwldalnglaifos

vdeanltanewazisuatudrnsulrmiluinausesanlnaneie

2.4 1Usunsy Burp Suite

UsN gy Burp Suite) [46] o Tsunsusindutoyannueundiaduluiiofio Android 7
Sudslugaudsninosisuu HTTP uaz HTTPS lnsismaaoufukoundiaduiiuandliiiuing
nsdanarSudeyaerlsanividdinestie Inslusunsuiezdfuuoundindudld
certificate  we3sTUUWNTY duneUnaLATuENT 1wy facebook  %3e instagram g3



certificate vaeiaenNaNNURaUNARTUYI b liausarasniusunsulalunisweugtoya
W30019958udU CA 710U CA 939w3aliirun1a DNS

Tunsindudeyassliiipeniames uavausninudoagly WiFi daidsafeniu
Inas19zld Burp Suite Free Edition {ulusunsuiiviwmdhiilu proxy lumsdndudeya

2.5 Ny (Game)

i [31] Ae inuduAanssuvesuyudiiledssloniagdlaegmils 1wy iiieaay
aunauuiiuidie ellniinue uasifionadoud wagluuisadienaldifioussloving
msdnw Taofuedennudidnnsetind azi3end1 3alewnu (2] dednlewnsildsuannuden
10 ylnufimsiaugunsoidunsldieieduididnnsedndidundugunsallunisisu

NrannManeIu
ANWULLLOWIVDINY P91

(%
=]

NUEINUNUM (RPG : Role-Playing Game) ilwinamzivundigiauegiu
Iaﬂﬁamuﬁ%uuaﬂﬁé&éummwmwLﬂuﬁaazmﬁaﬁuLLaW\]ﬁgﬁEﬂUmmﬁa
Seelidviun Inggiinsiauseiureiayas - (Experience) LAURUTD
9175 aunsal Aunuaslvgiauiidiusuilugessiveany
WNULBATY (Action Game) LHunuNlgnIsTIFURANIILEZNITNTEV VDI
A g ' ' %
azpAstunuiar U199 LUTAlLA
LNULABULUUTENI531884 (Simulation Games) tHULNUANE18ILESURUY
WRNNTAIRSY Lieiuinye e silay
o 1< Ay o I~ Y o P

LUHIEYNY (Adventure Game) LUULNUVELAUAILUNUIMLUUAIAZATAINAU
wazsaanszvidmnglunulidnsaaanlile inunagdevsiuninliiauy
wineenviselulsaunlung diaulainarinsendymtamila

a I~ A v Y a 1 qgj [
WNUUIAUT (Puzzle Game) tJusnuiitiuniswnusaun Ugymienge) dsawe
szaudelUaud s utau
NUIUHUNI5IY (Strategy Game) 1HuUszLaninuiLenaenunaInUseian
NUNN5IN8B9 LUDI N I UTL L UAWNUUTELANTL LU INNIVDIFLDINTALIY A
wunisevannesin@sdseneulusmemihenmsdeyudvinnmsdsuiu
NUeYR (Arcade Game) tluinungnasiaunliiuiaseunug tnedinisly
vatduulunisauny fn1sdunan druuinazhifinisiuiinauiiavinlu
n1siay rduiniiigsrziuugaga LazdniauyIMIgveeseauAIINeIn
AlaunduIauTINeIaEATILLLEER

"y . . - & A o o X Ao
wnusied (Fighting Game) Ao Lwnundfavasaosinduluniianuaiunse
wansnasediu lnedinisarunudanzuazauudugrlunislaud nddy
misiaﬁéfmgﬂLLUqaamﬁusaULLas%ﬁLﬂmrz:il,dmﬂmaaqr;'hﬂl,vhﬁu

a I o 1 a 1 a I d' o
WNARY (Sport Game) Lulhudiassnsiauiwuaazein Wunuidiass
nstaufunvlineneg deuduiulunyiouss iesinidnladne Tdninn
vanwmileunmazen uagldtlilovesiiauedunisienvuy



- inaitens@inun (Game for Education) Ae Wulnufiinguszasdiiielsile
Aufuazauindaindu dagtunudssaniiifaiunald a¥oonun
nanvaedv) Hielvgieuiausanseiulunisiseus;

- rdaun (Party Game) uinufifinisussqunugdes]finnane Tasluusazing
gosagiinguay ninisaiueenly

- 1nueuR3 (Music Game) Wuinudifidusioddidoanaslunmsidususinagli
yuz Fefiauazdosnaluligndeaniensedamizuionssiumis Inold
Foanaadushueniian Maxdesnn

2.6 wpunAlaTuinuiiialagld Wearable Device
2.6.1 FitRPG

Use Fitbit to track your steps,
activity, workouts, and sleep to
level up your character!

FitRPG

Turn/Life Into. A.Game

Equip weapons and battle
friends and bosses

= Btore

Efyuiprient fems

Shortsword
&TR: 4 DEX: 2 END: 2 VAT 2 Cost: 107

‘Quarterstaff
STR: B DEX: 1 END: -2 VIT: 1 Cost: 115

Sling
STR: | DEX: 5 ENDYZ VIT: 4 Cost: 42
Buckler

STR: DEX: END: WIT: Cost: 83

Armof

Quilted Armor

STR: 0'DEX: 2 END: 0 VIT: 13 Gost: 152

269 239 2790 259

g y e Endirincs | Deganty

Ul 2.4 ueUvdEdu FitRPG

FItRPG [11] iHunuiivdeuteyaniseandsnievesiiau I duranuudause
Y9IazAT Azl A1 HP A1ANEANY AANT e kazAUTEaUNTal Ingaglaunfneeyin
asfanseenidsmeidumuiidiivue aglimosuazasraunisnl flauannsausundy
s 1 HP fiautimesnldlunisdesyseine wildeedld inuasligidudediuiouly
findnle v3euluemesuazAUsraunsaiveaiioudiauld faudrlngudsuseinazidug
yug lnein1sdnduduuein

Features

1) Iarsialuny

2) Wsufugunsaleenmdsniedue Iése 1wy Jawbone

3) wiunisesfdaniglagnse



dadfin
Lifing win FelxiufsgaliyiueEy

2.6.2 Wokamon

9876 ﬂ

©823456

5678 D 67890 O 34567w

JUN 2.5 uaunaladu Wokamon

1A

Wokamon [12] wWutnuiaesdndiaedasnisiiu Yusnetauinisiaaoun didad

Y
(%

Aoyl suddszaunsalifiutu Weruszaunisainn vl sideadulaun vonani
TUSUNTUAEAIIUNA T ULAZHANTRENMGIN 1 iBNA8

Features

1) Adnisansesnidnisvedylala

2) A1588NNNAINIBEAINARDAIAYATILLNLIAATS

3) \onsiofugUnsaifnnulsmanmaneusgiam

4) fasoluduartnisale

a3

laifianuatnuangluflendunisiay



2.6.3 Zombies, Run

Story Missions

1. Jolly Alpha Five Niner

2. Distraction

Jolly Alpha Five Niner >
o ore

3. Lay of the Land

ATin Of Food
I Iy

4. A Lost Child
ke orth Sports Bra
i o

A Bottle Of Vitamins
I !

I~

[.A Down Here, By The River

5UN 2.6 weunaiadu Zombies, Run!

Zombies, Run [13] Wfunuuuiaiiailes Miidsslunisndndulifiauislaeidn
witeugnueudisnm Tuueiiddneingiulasdnauassuanimweuddimdsiamugiau
othls weniniannsoazanveinnisisiilasresvand awnsaillffowaungiuin
vosveaiaule

Features

1) Todeslunisnszeu

2) Wanewassiatla

3) A3zUUNINY

a) wrsshuledeaiinisale

5) ansaideusogUnsaiAnnule

JpaANNe
rodldyilanaaniianvnziau
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2.6.4 Battlesuit Runner Fitness

BattleSuit Runner Fitness FREE

TUTORIAL
MISSIONS WORKSHORP SETTINGS

.—g,_;.r...r

Available ln’d.ium: 0

gﬂ‘ﬁ 2.7 uwaUNaLATY Battlesuit Runner Fitness

Battlesuit Runner Fitness [14] Lw‘flumuﬁﬁLﬁmﬂaauaﬂmsﬁfﬂdw;:JLduﬁaq‘iaaemls
vz ldweemndeinis wazanunsaldmasmuveutiiolmlusunsudamasseninnisean
fdsmeld Weladadwneaglssunssuinsngunsalanaldls

Features

1) Todedlunnsnsseu

2) finnsnalay

3) vilvgldimueeniaenigla

8) i ulsdoainisele

493119

1) sesldnilavagiau

2) i3essndufeiiusunsuaumnas

3) Yagtudslianinsniensegunsalfnmule
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2.6.5 FitGaming

Q0 O ¥4 L0300

High-Score

Wasan
Score : 41200

QA Weerawat

Y -

Food : 9 nmannxl
Calories : 410 Kcal @ ¥ Score:39700

Breakfast

Serving Time :
Lunch

Dinner

5U% 2.8 Launaiadu FitGaming

FitGaming [9] WWuinwdfimsvhansialagmstihdeyanisiuiuain findauildly
masaun Tngazgasindulsilssnouiinmunlundaza Feilnares it duginnnves
Uszinalng iesnisiediss %ﬁmu—mauﬁﬂmuﬁlﬁm%’aaﬁ’uﬁm‘umqﬁmﬂ Tagiinng
oS uneRTausssuluLiaynadae Snssaurusedeomsivgluseuwaiedull vonanid
FudeurednuiounldiNadnaaeiuls

Features

1) nulududeu wilalade dszuunisiaudng

2) dnsainfivaulguay

3) finsdeuseruiiouildNadnse iy

1) fieyavesemsineuazanuiviesiiienlne

Fagin

1) szuumsiauidinn anmmelunisiauszozenisanas

2) Yeyaomsingluneundinduiiey ndulilaldlunisiduniomuanaisiieg
Aeluny
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2.6.6 FitGaming2

Southem é INERHOTTIEETHONT S
Western EETCH UL 6 _
il
Mortherneast é
astern

Sggre 0

Section Province
sense central bangkok
aa ( central bankok

111 central bankok

gotty 3 central bangkok

viewscore

Ui 2.9 uoUwdlAdu FitGaming2

FitGaming2 [10] Jutnuuwa RPG - Ieeliiawdnaulunsazaiu (Tanin) ves
Useelne TnsmsfiumBeguarnsslandudievinauninasddute Swsdeimun
dediauriuluusiazauldazannsadiluiaulusudaly fdiduanansasmusiug nauly
ety fauaranunsatilugniadaluld luusasduasdinmiunduduanuiiddy idey
oefassasianintu venanilfidudsannsngdeyansuounduresiaeduguiuurasns v
WS UaTENINTNgALIULTBIAULBILAETIOUY AmEaUle

Features

1) wnulddudou wude

2) finsvihansfia siwniseeniaeniela

3) anansadousegunsaiAamule
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4) finstideyaanuvioien

v o %3

P2a1NA

1) ns1iinliAseuay

2) WUANUTANUTIMElUSEAUNSIAUT B8

2.7 gunsaladuld (Wearable Devices)

Wearable Device [3] [4] #o gunsalanilaililvunifioandosszdufing uiligunsal
oufimeslumaifiuteyaniedeudeiirfudumediin aoufiawmes waganivlniuls log
umdpuifuueundindufignarsduniiiesesiugunsnianld
Ussiomaudsglomdlunnsldou fil

- Smart - Watch 1Husunsalviinfildaruniuglufuamsnlu dnsidoudedu
naeanauarinsdionuLasmMsutafiousag luiidgunsal

- Design for Fitness \ugunsaiiuamiuauiiveusenidsme auilveulmiotiu
$nseu annsndenldnugunsallungud fmsuenmaumis sesgymauarsiuan
N CEN IR Iy

- Activity Tracker Wiiluiseswasmsgianssusiiedlunsasfuiilovenaialunieen
frdsme wu Tuii ssognsiiiuniens geasnisnraiamdsau uazy
Toyansue aunsaluvieannsagdasinmssiuresidlalanie

2.7.1 ane¥ndeiannin (Fitbit)

anesadotiendn (Fitbit) [6] Wuaunsalaildeanmidinie Usewnn Activity Tracker
Tugunuuanssadeile (Wristband) dmsutiusinfanssalu@inuszsriu Idud mafu nsis
5L MIUBY AuINSRTIMTEINANEIY tensedulvldeenidsnieetweiiles
wardigunamity SnsUssnaranisiiianssusevesifuasdomsrinuueunaindunes
findndeudefuaniivlnuviensnfiainosinnuuugys 4.0 Tnasiinsdeddoyann 15
Wl Auneundiaduuuausvlniy Yseneulumienaigsu 1w Fitbit Charge, Fitbit Charge HR,
Fitbit Surge, Fitbit Blaze LL@%%U‘]

5UN 2.10 Fitbit Flex
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sUT 2.13 Fitbit Charge HR

2.7.2 @re3adaliovasluy (Jawbone)

aedndoiioansluu Jawbone) [33134] \Jugunsalanulduszian Activity Tracker &
dnwaiduaeindeiie vmihiduiinuasiasgitanssaludiausedriu Wy nsidu nns
Au N1500nM89N18 MTUBUNEU MTwRaIyndy JsluvesTuuasiinisadieszuy
98302 Smart Coach  fie muuzihfimnzauamzivesglilunismunuuarusulse
woAnssuveedly ieifinauimelifugldffosnsisuioriuinds uaziinnsded
\Foudefuueunaladuvesaesluuuuaininuiuszuuugys 4.0 Useneulusevanesu
ﬁﬁ‘ﬁ WY Jawbone UP move, Jawbone UP2, Jawbone UP3, Jawbone UP4 LLazg‘LJ‘] (3]
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31]17; 2.14 Jawbone UP move

5Uil 2.16 Jawbone UP3

2.7.3 d185nvodiatdualadl (Xiaomi Band)

anesndoiiowdyiledl (Xiaomi Band) [35][36] \uaunsalaiulauseinn Activity tracker
0IUTNAIU ﬁiflmgﬂ finsuanaaluuntnvegunsal Faruanunsalndidestususun
99 1Y Fitbit, Jawbone Hudu Inendedled fileldsufueundadu Mi Fit vuaunsm
Ty anansatudinfanssuludinusesniu wu Tuidu fusueaeifidlussasu fadte
Ugn udaieuiilefianeFonidlaonsudaiouainueundindusiieg o1fisu Line  vie
Facebook Milaelaiuansdomnutiu Sinsednisueundu wavanunsoindyaiadnaslaus
uAndafedenisdenu ddesnsldiiauseidedienlduoundindu M Heart iousie
i1 Bluetooth Usgnauludenatedu fall iy Xiaomi Mi Band, Xiaomi Mi Band 2
WHuduy
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>

5Ufl 2.17 Xiaomi Mi Band

sUfi 2.18 Xiaomi Mi Band 2

2.7.4 eneiadaiialuan (Polar)

anesadeiielan (Polar) [37] 1ugunsalfiamuuuuaisiadeiioaiulduszian Activity
tracker Wagdlarsdmsuataninenls Aamuainuteafinszningiu Tuiiniagitasizi
AanssuludinUszdndu Wiy N19112LAYU N1599NAAIAINTGY AITUBUNEU NITEHINATEY WA
wingdvsuliimsagilunistiudnsenu wmse 3 Heart rate monitor fsguudaaies Smart
Coach  mAd18dvaRsluY arusanusszaunuuntdniuiluniseanmdsniula fszuu
HeartTouch Tglunsyrsnaduununisldiieduda Polar wansadnskiiu Polar Flow app
JeduimmynAnuRdeulmuUy Real time suainsnluldlnniuugys Uszneulude
vaneu fall 1y Polar M200, Polar M400 GPS, Polar V800 GPS, Polar ftd, Polar ft7,
Polar loop udu

sUfl 2.19 Polar V800 GPS
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Ul 2.21 Polar loop

2.7.5 sneinteiiolulasvand (Microsoft Band)

anesadeiiolulasyensd (Microsoft Band) [38) 1Uuaunsaldmsuaiulduseunn Activity
tracker @sflpanuanunsoadiofuiudise Aenstiuiinuazieszinanssaludiaussariuld
L d@1313¢ GPS, Step, Heart rate, Calorie, Sleep tracking, Guided workouts k&g Smart
notifications -~ Faatiuayuiliasinisdenusioidaiuneunaindudisesuitu Uber,
RunKeeper, Starbucks, Subway Wag Twitter 1Budu wagiinuaiuisalunisldausuiu
gunsalszuudfuRnislaunnnda 2 seuy fie i0S, Android wag Windows Phone lagvinaiu
SufuueUndLaty Microsoft - Health vuaunsnlnusituniwugys Usznaulumevaiegy
9’1’\‘15 Microsoft Band 1, Microsoft Band 2 Wusu

gﬂﬁ 2.22 Microsoft Band 2
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2.7.6 angiadalioduys 1Ags (Samsung Gear)

anesadediodusy \ies (Samsung Gear) [39] {Wuw1iin1d9a3ey Useunn Smart Watch
annsoaldltlunisesniidanold insglannsaiidnvaradiefugunsaianddussinn
Activity tracker e duaunIn Wy Indnsnsiiuresiala n13ANAY uazAuilife Wy
Tnsdwit flamwas gaamlel Tilsdduiinainvans dums 1ies faunsgruledies fe fuduuazny
aveas aunsaLdeureuoUnAIAdy Wy s-health (Hudy vuaninlviu G%o Samsung
Jundn uazanunsadousdelsiuauuuy fio Bluetooth, Wifi waz NFC Usznauluse
‘VimEJiq'u ﬁﬂ‘ﬁ Gear VR, Gear Fit, Gear S3, Gear S3 Frontier, Gear S2, Gear S2 neo, Gear S
Dusiu

DFW 3 LGA FCHECK-IN

B B3 i LUXURY SUITES

TERM GATE

gﬂ‘ﬁ 2.25 Samsung Gear S
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2.7.7 d@1e5adedialuii+ (Nikeplus)

luvi Wa (Nikeplus) [40-42] \fluane¥ateiioifioguain Uszian Activity tracker loe
mnuaEsnsavdnazadeiusudsialuililunseeniainie wutuiinuayiiesgsinanssu
wonfiwludinusednu 1wy Mufu szeens uaaed Wudu Sdliannsnindnanadures
salald uddnimutenafautuldilugunds daulunisianiunisueunduagadieiu
Jawbone Anseinadnssenivdu Snstelundsiluadevsusrneseiioniu 5 ads
1 usludnsenulaild insazlsifl Heart rate monitor a@ansaldensioruugysLiniy
Vules Nikeplus w3saunsviliuvuweundaty FuelBand Siadesiunisldszuuufiianis
i0S UsgneaulUsmenangiu §ai] Nike+ FuelBand, Nike+ FuelBand SE tHudu

90 660

sUl 2.26 Nike+ FuelBand SE

2.7.8 ane¥ataiiayu (Moov)

14U U1 (Moov Now) [431144] 1Huunfinidaaieoy Uszinn Smart Watch defiileridud
naInnane wasianugaa1uiulsenn Activity tracker fle Judinuariipsieinanssuly
FAnUszariu Wy Sadasmsiduresiale TURMIBY 5285919 AUIUNEuLAReS ARy
aouznsuey Wusy uaesiiifuanludiuvesiuiivie 1wy Auminsdwiiidousolusad
muANndesesy Weunstauuiudmun uinfeudernuanlnsdm udadouaeiSen
W Hudu TneanunsedeusefuneUndiady Zeroner Health UuALSVINURIUUYS
Uizﬂaumﬁwﬂaﬂaﬁ:u ﬁﬂﬁ Moov Smart Watch ‘;'u i5 Plus, Moov Smart Watch q'u i7
Hudu wenaniFaluuy Fitness tracker MfuUssLan Activity tracker a1y 19y Moov
Now wstansnsalaieile

;J‘Uﬁ 2.27 Moov Smart Watch §u i5 Plus
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31]17; 2.28 Moov Smart Watch §u i7

31.]17; 2.29 Moov now

2.8 msnaneUnaadulagly Wearable Device

msfitnRmuILeyndieduaslddeyaainaunsaifamuiiu dedifesvedoyariiunis
gunsniAne e Tngagdiusmsiidunesusmanlaunsaihdeyaluldlsias sums APl
Tnenislideyaszdosdusumnusiuneundinduvioliuvesgunsaifnnaniierrdeyaluld
Tuniswaueundiaduy

2.8.1 OAuth 2.0 Protocol

Tuslapea OAuth [8] iunassmudlddusunarinuadnsliueunaindunisanuise
Sosveninennsvisedeyavesdldaindnueundiadunils Tnglidemausianimuvesdlids
Hunstiestumaddsdeyavesilivinisiaglilsvooygan danisazidhiedoyavosdldls
tfu fléagdosyhnsfigausnu (Authentication) Aou

2.8.2 Fitbit API

Fitbit API [7] Ae yavedluslnaeafianunsoldlunsenuuazidoudeyadniuiiuaia
vo3ltgunsal Teyaluslng deyaniseenmdinig deyanadinu Toyasimis anusves
gunsal Fitbit APl TdUselevdannuanglusinaen

Tuslnmeandnazifiu RESTRUL API iflefiagshanusiufusgadnd Tnsazdoatrgszuy
mIoamzidouiuunannesuves Fitbit waz awzilou APl key d@msuusundiaduues
tniimunarldRgdulunisiinu Fitbit AP aygalikoundinduduanusalideyavesld
HnUnlunisWamweundndu lnemsisenldau APL dedlasunissusesaugnaedlagly
OAuth ﬁ?ia%“usam’amgﬂéfmmu OAuth 2.0 Protocol
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Authorization Code Grant Flow fduneusiwsieluil

1) woundnduvesinimunaziasudumsesililugahmslfansues Fitbit

2) TunsfuauBusenangld  Fitbit aziAsudunegldnduluds  Application
Callback URL shesraildlunsoyan Wumisiiwesuuu URL

3)  uweUndAatuvestiniiaunazuaniudsusiaildluniseunnn am3u Access Token
e Refresh Token

4)  woundinduvesinimul sdnifiu Access Token uay Refresh Token lneagld
Access Token Litevinnns¥esusluda Fitbit APl Tagagld Refresh Token oy
Access Token wuulmiiile Access Token Winmune1gas Ingusmannisudaiou
duielsrglesunsu

Fitbit snudanIumved OAuth 2.0 Authorization Code Grant Flow Wafg
eavdunfigui 2.30 way tagseylily RFC 6749
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=+ fitbit

. Gt Py St o wonde Vo 0 2y
5 SCEB  A C4Th . gd  a r
-

P .
. ‘
. .
§ IPE »
. 7
. POST|Htps:/api it com/oauth2itoken J
. Authorization; Basic Y 2xpZWS0X2IkOmNsaWVudCBZZWNyZXQ=
s cwemw 2ppli Ix-WWW-TOrm-ur ded
o grant_type=refresh token&refresh_token=
' abedef032345678! 101234567690abedef01234567890abedet0123456

g‘l.l‘ﬁ 2.30 Wansn1sla OAuth 2.0 Authorization Code Grant Flow
3: https://dev fitbit.com/docs/images/Authorization Code Flow.png

Implicit Code Grant Flow fitunouswioluil
1) LL@UW%Lﬂ%’uﬁumﬁﬂﬁwm%Lﬂﬁautﬁumwwﬂ%’lﬂé’wﬁqmﬂﬁ?m’ésum Fitbit
2)  Tumsfuanudugeuangly  Fitbit asLﬂﬁauLﬁuMWa;ﬂ%’ﬂﬁulﬂﬁq Application
Callback URL #e Access Token ety URL wuuuuUsau
3)  weundinduresinwaun azdniu Access Token Tngazld Access Token Litevi
n33esvelUdy Fitbit API
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OAuth 2.0 Implicit Code Grant LLamiflaazLﬁamﬁqgﬂﬁ 2.31

Using OAuth 2.0 Authorization Page
Implicit Grant Flow

. access token code example

{

g ‘prtess rokef "oy BGOOMUZIINUD ey eHAOEOMZAZNDMINZUS InNRI Blcyiindwen

mmwmwmsmmnmm
NERUYZ CINWQIOISHMTULLCIpc IVMOIGAXR a X QLT Je KA Y 2N 3NTd

v GREWALCID Y AQIOENIATNDANIVE mwmmm:mmswLw "
“eapites_ " 3500
. “refvesh_toke; CHARIGAC07 2000054 78090156091 00045061 2205 edS3eStatsd T,
' “token,_type™ Bedrer
callback code example

httpsiyourappname. com/calback#access token=eyJhbGraCiiUzi ING. ey J2dWROTYMXTVAL CIMAWQOIYMHUU TyB30nV0IHdzbGUgd3
NKICBIaHIga3daS33YWNOIHIZ0 2MIL CIzdWIOOBQk
NERUYRLC IdWQIOL ISIaMTURL Clpe3MICUGy B30Vl HdzDGUd3NGC B3aHIgd 3d1aS B3 YWNOHAz b2MAC J2d WO B QK
NERUYILCINGWOOUI SIAMTUAILCIpcIMIOUG

;nlﬁ 2.31 uansnasly OAuth 2.0 Implicit Grant Flow
(Wu: https://dev.fitbit.com/docs/images/Implicit_Flow.png)

FumnA1991n Authorization Code Grant Flow, Refresh Token agldl@onuinsou
U Implicit Grant flow. 15 Refreshing wed Token agdadldnudurasiaaidus Fall
annsafiulildegaasadelulAnueundinduiinendu e Access Token nunegas g4
Sududesiniseygraueundinduresiniuundnady

Access Token 910 Implicit Grant Flow agldlauiunin Token 910 Authorization
Code Grant Flow. flde1aszyengnsldaruwes Access Token amnuiiimseysia e
woUndiaduld Implicit Grant Flow #adenatgnisldaiunes Access Token fisia 1 Fu
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1 dUami uar 30 Tu weundiaduaninsaiionangnisldanuves Token laaramnt usigaing
Aldvzdndulaies

A15197 2.1 VBULIAAIUANNITOURINRTA

AUEIUTAVBIANTA A5U"Y
activity Wrdsteyananssuiuiunteyananssy

wazdayatuiinn1seaninainIe eIt
U 19U NSANAY T2UENIL UARDTTLKA
Nagy taztayleanu

heartrate Whtatoyan1swiuvesidlaturiuileya
N15LAUVDIN2Te0819MBL U ILAL NS
AATILVNNYIVD

location Wieleyaan unsiute GPS  uazdeya
A0UNDU)
nutrition WriatayavelnruIn1IsINaAReST

lasuwaglavuinisiiauautanigites
fu 1y Yegatuninemisuazin lWnung

AU Y
profile WhisdeyateyadiumAedoyaiug1uves
Al

2 o
settings Wsveyan1seadlsaude U lduaznis

[y

sadngunTal ag19YU dys)ausou

<

2.8.3 Jawbone API

Jawbone UP API [4] lun1sidnils UP API 14 0Auth 2.0 FalusTaneavznsiaaaunis
5999910111310 client id  wag client secret %agﬂﬁmumiﬁl,wiaﬂﬂﬁLmiuﬁa%ﬁﬂ%ﬂm
Unimugendwisiianansadfwavarunsavesug s idliinfsteyavodlelaniumig
Token saggminulédmiunisiosoifisifiu Token daziinaimuneguagiiniamun
anansaniu Token iothluldlunuduly ddunmsdoasiomnaziieiiu ssL Fududema
fiuaensy

Installation Authorization flow from your application
a s a 14 = = ! (% 1 a %
nszvIuMsUarIilineinineIteuloeusegldluds UP  sdiunsueundiadu
A woundnduresnaaninsadulietievsenuiiu uidedld OAuth 2.0 nMsweusienld
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$lovihns OAuth2 flow Feudes Weudy Jawbone faguil 3.32

Step 1: tiamnasudumagldlugmingiaasy uarveulunveuounaiaty
Wield Callback URL shesviadildluniseynn Wumsdiwmesiuy URL

Step 2 Tun1sSuAmuBUYRNAE sign with account Jawbone uwagiinsBugeuln
\infeavSveulunvesueUNAIATY

Step 3: Wioldunismeundunds a¢ redirected back 14 redirect uri wagsadtldly
msoygy1n Wunsfiwesuuy URL Ineswaldanulsd 10 widl

VWA INERRIenAnTiassgnasnauly redirect uri error  code oy

nszuIuNsiaeneafisasid

Step 4: tinWawagld authorization code AildinnsBusau Tuns access token wae
111113 POST Server to Server 1ag call Server W1u pass auth code waz
client id/secret Lﬁammaaummgﬂﬁaﬂ

Step 5: Jawbone agdsAndunidu JSON object U access token way refresh
token fimuranansaiau Ul ueundiadu elvidladmouilideuseri
Jawbone 8gM3kEie Access token zisunldanu AP aviuit (anyiu
dnimndansionse) uazldamnsavelmilsmgsanasuimua
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Developer Application Jawbone

This diagram illustrates the
OAuth connection flow when
the user is connecting via
the developer application.
Dev application can be a website
or mobile app.

_

Dev app starts the OAuth flow when
the user indicates they would like to
connect Jawbone.

[STEP 1in docl:
Developer redirects
user to UP authentication page
including the scopes required for
the app (see doc) and the redirect
to use to pass back the code
to the dev app.

]

https://jawbone.com/auth/cauth2/auth?
_typ lient_id=:
sredirect_urishttps:// ‘

partner_redirect.comé
scope=extended_read move_read
move_write

[STEP 2 indoc]:
User then signs in with their Jawbone
account and accepts the permissions
(scope) required for the app.

neepmisl | | [STEP 3 in docl:
) ""‘:;._""u‘g‘z’;"‘" ! When the user accepts, they will be redirected
Y Lk, i back to dev app using the redirect_uri, and

passing the authorization code as a parameter.
This code will be valid for 10 minutes.
NOTE: if the user cancels, they will be passed
back to the redirect_uri with an error code:
https://partner_redirect.com?error=access_denied

and process should stop there.

JITTY , JTTEFN.

https: I/:aubona.ca-l-unh/ouuthl/uk-n?]
gramt_type-authorization code
client

| cldient_secrets]

[STEP 4 in docl:

Developer must exchange the authorization
code for an access token. Make a POST server
to server call passing the auth code and your
client id/secret.

i |*li

{
access_token:

[STEP 5 in doc]:

*asCi23"
Ll taka £ypes Jawbone will return a JSON object with the
! Dasses access token and refresh token. User can now

1 expires_in:

I 315360
refresh_token:
"XYX890"

}

Servicos

continue with your application and your Ul
should be updated to indicate they are now
connected with Jawbone.

i
i
i
|
i
i
'
i

Access token can be immediately used to
make API calls for the user and will be valid
for a year (unless the user disconnects).
Refresh token can be used to request a new
access token after that year without forcing
the user to reauthenticate.

gﬂﬁ 2.32 WHUNIN Authentication flow of Jawbone UP
(#11: http://content jawbone.com.s3.amazonaws.com/static/up/

developer/pages/Partner_Flow 2.jpg)
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basic agtelinisdndsteyatiugiu (XD Be,
wiana,  sUlUshid) Feavgaeldnis
LUslldusednsveld

heartrate dnfstoganisiuresiiladusudstoya
N5t uTe i lang1edesiliotnarnas
nsgiiiiedes

location \hdsdoyasnuiisinds GPS wazdoya
aoufivue
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Aenfudld (ergumahminuazaugs)

friends Prelrnisirteuuueuludisienisues
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mood dndafieuansarsualsne

meal fogaemsiiieatestu (sifiaauid) 1oe
Tinsdnfen1snadia1ms
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sleep Pagliiifasudoyaiiierdostuiiions
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il TayanineItes

generic_event

Hgliidnn1seruiumansainaluees
W19 winn1salniluAansTunaunve a9
Llldnnegneldnisdnvanavaiitet
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2.9 AULTSNIIB3 (Web server)

Web server [20] [21] #io szUUUtAnT Windows viaszuuUidfinis Linux Tngfnda
TUsunsutasudmsurinausuny Website Taganizuu Windows Server @g 1IS (Internet
Information Services) @1115UUU Linux Server A Apache Inadin15911911 Ao $995UA3D3
19910 Web Browser fayaftazddluanaduiuiiia text nw vie des idusiu

2.9.1 XAMPP

XAMPP [22] #o Tsunsudmiudrasanissnoufinmesdinyana riviauludnwus
193 Web server lasiafasnaufiunefanduinedonusuasiaiosgnlunionfioatu ileld
nagevansUduanivledluiadevonst Ineiilddosdousedumesifauazlideialidne
o dresensings wazn1sldeilusunsy xampp wwdeuiu PHP awndmsuiauiiu
woundiaduilduiifen, MysQL s1udeya, Apache viuthiiduiuidsiies, perl Bnvis
gaumdauiu OpenSSL, phpMyadmin 'iww'%migm%agaﬁﬁmmim PHP ieldideu
olufaguteun aduauyugiudeya MySQL uag SQLite

2.9.2 1wy (Apache)

91Uy (Apache) [23] #o goWawslolwuyigasa (Open Source) dunsullaliuinis
@snesuulsinaea HTTP awnsavieulauuvaisssuudguinig lesunisimuiunain
HTTPD Web Server Tunisdniiuvlsunanayasammaludauusriweosndnisissonndauiv
ac sal & ) ' I v s v & % ] o
Fsnnesiuleumatued enUnydugenduiseuqaliyananiluatansadiun i
) | Y 2 o g va 9] aa ¢ | g Yo
daunaq vesorUnle dawinlnlinasasiluganiusslevdining wu lugaildiuniw
perl, python wag php (mod_perl, mod python, mod php) muadu Wusnu Fevinli

1y ¢ o ] Y} 2 A " a ac sag ¥ a

pUwansalgUsslovitazinsiusiununiwvulnuiiaz duiisadswie snliuinig
HTML  ilgsag1atfietuanainilenuawilniiua1unsndunie 1oy n158ududiuana
(mod_auth,mod_access, mod digest) #3atinauUasnislunsdeasiiu TUslamoa
https (mod_ssl) wazdaillugadus Nlasuanuiledly 1wy mod_vhost vilvianunseaina
loadiadounielulrisaieniuls wse mod rewrite FufluniosioNazdaelv URL voaiu
dulvanunsaudlaladng

2.9.3 Wia¥N (PHP)
AwLedil (PHP) [24] \unnwi Server-Side script language %38 HTML-embedded
scripting  language @nsumag e uuuilaudsviies eldussuiana LAUAT AUAIEIR
= = Y] = I o o A v
nsuanmavasiiieriazUsngludnuae HTML Fewaylivansddaiyldeu
& a A a ft § ¥ a I & as s | v & A Y P
YNATINBUNLATBIABUNINDTTITUS M TUALES e Fagdm UMM ua e
a 20 & s s Y o & aa i a -
wyiiuliidlaaeud (Usiwes) Adeslimsussiiananuidiiegluaniudlmasanou
Y U el Yo ca Y] Yy & & v A v A & PN Y
wnfsdwadnsilalinuleaewinisenludmiivmaty nadwsnlauuaeiumwangldi
fatuievidnduinIesilod Ayvilanilsfigaelanunsaasre Dynamic Web pages l@aens
IS nasilusyansnm
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2.10 wngedAea (MySQL)

MySQL [25] [26] A TUsunsuszuuianisgiudoyaideduius (Relational Database
Management System) fifiaiulneussn MySOL AB Taglésusda soL WWuedesiiedmiu
Auteya Mdeddsuturdesiievielusunsudu elildszuvauiisesiu anudeanisves
A4 Wuianusuiuieieswinisdu (Web Server) iilelviuinisuinwansudivinauile
\A389U3N5 (Server-Side Script) 1Wu M1w1 php A1 aps.net Wianwnaead Wudu wie
usauiulusunsuuseens (Application Program) i nMe1igiaLudnaeniiln N9
nion 1@ 1Hudu Wsunsugneenuuuldaiuisoinuldvuszuuu §Uanasd
vannmany waztduszuugudeyalemusivesa (Open Source) Aignihluldnusnniian

2.11 1@ (JSON)

\9dU (JSON : JavaScript Object Notation) [27] [28] fia JUUUY84 String Alddmsu
uaniVdsudoyanoniinned 1unisfudedoyailiduegfuunanwesu (independent
Platform) IneiidnwaugiSestaninusssunn (Plain text) Tigluguuuudnunzvesosiiin
v3oousd anunsnerudlald Tnsddutu dumanaveslwdidu json Tny JSON Ju
wosunamadentunisiudsfayawmioluan XML Fstioaldiusdusau awndl JSON 5u
¢$umufisuduinszdungiingn Lifidianu uasdladends XML vilfanen Transfer
Data lalaniiee

lassasreviasuunvadiadiy

JSON * Tdi5UuuunIsideuveInIwanansus wilinesdnduniwilusunsy naugn
uesdndunulunisuanidsudeyamnnnds lutlagduillausiivesmwlusunsudu 7il4
Uszanaradeyalusuuuu JSON 1nune
sUsuUITinAoaduug e JSON THud

- String WJuddnws
- Number (Jusaiau
- Object flipsommneindudnn (¥ Wa-da wiazdoyadnnuluguuuug

3

key:value @eagldia3oavaneg Colon ' AusEWINsAdLavAveRguy 14

1%
£ 4

Comma *,’ Ausgnindeyanisly Object wenanilAdiuazdesiviindoya
2 a Y ad am s o 2 o o
JuanTauwagsesitendligniunigluseuidapeaiy

- Array fgiliassaunganduinuy ‘11 Ua-Un uasisesainuudazdoyaniely
ausdlegld  Comma ' Au Bnviddeyanisluensglidndusenluyia
RO VST

- Boolean U true %3e false

- Null
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"firstName": "John",
"lastName": "Smith",
"ishAlive": true,
"age": 25,
"height cm": 167.6,
"address”: {
"streetAddress": "21 2nd Street",
"city": "New York",
"state": "NY",
"postalCode”: "10021-3100"
}e
"phoneNumbers”: [
{
"type": "home",
"number": "212 555-1234"
}F
{
"type": "office”,
"number": "646 555-456T7"
}
]f
"ehildren™: \[ 1/,
"spouse": null

}
5UT 2.33 dnwaggUluuuiiag1alandiegswad JSON

2.12 "uddeiinentias

Reverse Engineering Fitbit BLE Protocol (fian https://pewpewthespells.com/
blog/ftbit_re.html) unuddenifstumsdmiudeyassuinsugysues Fitbit (Fitbit One)
%a@%ﬁalé’ﬁwmmamﬁa Fitbit app (jailbreak required) wazin1svinidelugdiuvaanisds

Toyan1uugns NavensdsuteyavesgUnsalinaun1seeniideniy Fitbit (Fitbit One)

VYV

1 Ya v o 3 2 = a Y v Y g v
NIUUGYT Q?Qﬂlﬂﬁﬂ\‘i Opcode RS UIULARILNALNAYILTUAUN I IUANTTAIUAN 0xCO 7l

Y
¥

Airlink Foyaidudsdl
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]
N Ya o

2.12.1 Opcode vasunanagITetuldluns Airlink daya

enum FBAirlinkOpcode {
FBAirlinkOpcodePollHost,

FBAirlinkOpcodeResetLink = 0x01,
FBAirlinkOpcodeAck = 0x02,
FBAirlinkOpcodeNak = 0x03,
FBAirlinkOpcodeDisconnect = 0x04,
FBAirlinkOpcodeAlertUser = 0x05,
FBAirlinkOpcodeSetBondMode = 0x06,
FBAirlinkOpcodeStartAirlink = Ox0A,
FBAirlinkOpcodeDump = 0x10,
FBAirlinkOpcodeUserActivity =/0X12,
FBAirlinkOpcodeEcho = 0x13,
FBAirlinkOpcodelnitAirlink = 0x14,
FBAIrlinkOpcodeObsoleteRxAck RO
FBAirlinkOpcodeReadTrackerBlock L Ol
FBAirlinkOpcodeReadTrackerMemory /] =0x??

FBAirlinkOpcodeReadFirstHostBlock /] = 0x??
FBAirlinkOpcodeReadNextHostBlock N =-0xe?
FBAirlinkOpcodeReadAirlinkBlock Gy A0%7 4
FBAirlinkOpcodeUpdateTrackerBlock // = 0x??
FBAIirlinkOpcodeXFR2HOSTSingleBlockResponse = 0x40,

FBAIrlinkOpcodeXFR2HOST StreamStarting = 0x41,
FBAirlinkOpcodeXFR2HOSTStreamFinished = 0x42,
FBAirlinkOpcodeClientAuthStart = 0x50,
FBAirlinkOpcodeClientAuthChallenge =il

FBAirlinkOpcodeClientAuthChallengeResponse = 0x52,

2.12.2 UnuUvassiadaya

wiarsiaven1sifisuteyalaeduitefsanuunnaisedasadauiain §3duld
asnegUuuvveastayasinandaluguwuuildaunysal Wwesnnlildfinioeiuduildide
ludiuretugns



YAAIUA :
[ 1]
(CO]
1. HEADER - gan3uAy
sl : deaesndiangunsaiifioasranisidenles BLE

Fndan :
(1]

[CO 01]

1. HEADER - FBAirlinkOpcodeResetLink

msld : gindleuineeldifiesidauazdamsianaeinanuiiafintaut

Ack :
[ AL]
[CO 02]
1. HEADER - FBAirlinkOpcodeAck

Nak :
[S 1 M
[CO 03] [15 20]
1. HEADER - FBAirlinkOpcodeNak
2. VLw?méﬂfagjﬁ "15" Wag "20" tane dmsuiidelduulainfianudidgeesls

snidnn1sidoste :
AY
[CO 04]
1. HEADER - FBAirlinkOpcodeDisconnect
nsld : Augedomnanisdoans

nsudaiourly :

[ 1 ]

[CO 05]

1. HEADER - FBAirlinkOpcodeAlertUser
falvun :

[ 1]

[CO 06]

1. HEADER - FBAIrlinkOpcodeSetBondMode

N5l : wanesiansIuauLgUnsal

32
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54 Airlink

(1 J2 J03 J0 4  JL 5 106l
[CO OAJ [01 00] [08 00] [10 00 00] [c8 00] [01]

1. HEADER - FBAirlinkOpcodeStartAirlink

2.7

3. MeaUIestuaINkey i0S

4.7

57

6.7

314 - dslufigunsaiiiiedusunisdudeya Airlink

1 v
nsangloudaya :

[ 1 AF2]

[CO 10] [XX]

1. HEADER - FBAirlinkOpcodeDump

2. mateleudaya laun 03" dmsunisareleudeyavuiadnyse "0D" dmsunis
sneloudayauunaltng

sl : Sungleuainngunsal

a v
nanssuvesld:

Echo :

K21 ¥TZ M

[CO 12] [XX XX XX]

1. HEADER - FBAirlinkOpcodeUserActivity
2. Auurnieadusiaddanuesw 5 lud

L1 NNVS

[CO 13] [XX XX XX]

1. HEADER - FBAirlinkOpcodeEcho

2. fuuzinAgtusianfinues 5 lud

Léu Airlink :

L1 102103104l 5 ]
[CO 14] [0C] [XX] [XX] [XX XX XX XX XX]
1. HEADER - FBAirlinkOpcodelnitAirlink

2. AUYNITINVBILTALAR

3. Airlink version - major
4. 3u Airlink - ¢o8
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5. fiag) MAC
sl : SuteyagunsaliasisuiunisnsIaaeudns

nsleuludislaast - msneuausuuUdaniAen : (Liauysal)
(1]
[CO 40]
1. HEADER - FBAirlinkOpcodeXFR2HOSTSingleBlockResponse

Touludalaad - anJucudy :
[ 1 102
[CO 41] [XX]
1. HEADER - FBAirlinkOpcodeXFR2HOSTStreamStarting
Usziamnisangleudeya
nsld - é’aujzymﬁmﬁumaamsﬁm’%m%gamﬂqﬂﬂiaﬁ

Toulugislaas - anduaiadu :
[T1 LD2ARTAZ\ £~/ S
[CO 42] [XX] [XX XX] [XX XX XX]
1. HEADER - FBAirlinkOpcodeXFR2HOSTStreamFinished
2. Yssnnnsanelowtoya
3.l
P T NGHT
nsld : dyanaduannsanadeyaaingunsal

FuFUN1IATIAEDU :
.\ 2 1 3 ]
[CO 50] [XX XX XX] [XX XX XX]
1. HEADER - FBAirlinkOpcodeClientAuthStart
2. NNYLAUE

3. nonce

6

N5l : Suduilensnsivaeudnsdatagunsel

Auth Challenge :
[ 1 ]I 2 I 3 ]
[CO 51] [XX XX XX XX XX XX XX] [XX XX XX XX]
1. HEADER - FBAirlinkOpcodeClientAuthChallenge
2. puimeluningadey
3. vangiasimie (Rudunnadifinsasseuinnme)
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nsld : nMsmevawewio Auth Start nsaviunisiiaggnasningunsal

N13ABUEUBIANTITNIBYRY Auth :
(1]
[CO 52]
1. HEADER - FBAirlinkOpcodeClientAuthChallengeResponse
nsld - msnsnaeunsiuiiedeazgnadlusgunsal

2.12.3 Encryption

a ¢ & E ) . Y o . = v

INNITIATIEMUBINULNYINY app  mobile  WINKWAIUT  Fitbit Qmmamﬂﬂj
LibTomCrypt éwsumsithsialunissudeoyariuugysmusianoensenainuauniindu
uuiledia Fitbit sruvagldnisdnIvia AES way XTEA Juegiuussanvesgunsal

AI3eeinAdargnasuileduguasldlunisaensiateyavuaunsal  @uegiu
Mac address ¥99 dongle?)
nsenelauteyailod 2 Usvian fisesvalsann Dongle fitbit A

1. Micro

2. Mega

a " & " [~ 1 1 I " " [~ 1 v

auy@dn "Micro" 1un1saelowtiwlanan 4 uaz "Mega" 1umseglaudeyadin
' P I ~ v ¢ | 2 P Y a
iafitngindt Tunishisdeyalnaunsal asduiiaia Airlink Dump Opcode laaSung
Usginnaeenisateloudeayanneinis andugunsniaznsundunieyndaya
XFR2HOSTStreamStarting Mignuvinsieussunnsaisloudaya Fitbit Donele gudiouinay
dawdiaiavaieyanoufivzasunisdeiuiuuiiaiin XFR2HOSTStreamFinished  ia5une
Toyaiaeun

Micro Dump Sample:

3002 000001 00E219 000072 7TA2C2B2805 O....... IZ%..

F2 EO 18 02 OF 3B E3 6B 02 8E 3F F5 8B 8D B9 7TA ... [ z

F1 CB580F 17 2E BEEC 4D B5E9 59627856 64 . X.... M..Ybxvd
37 FBFA 79 2B 22 90 2B F6 FO EO DE DD E6 2F 2F 7.y.... ........

S5A 6B 41 F7 1B 97 F9 5F 5F A3 CB 22 14 2C 2C 23  ZKA..... .......
OD A8 11 39 9F 45 F3 89 23 79 B2 6348 04 63 8C ..9.E.. .y.cHc
ODC50C0156F28B1C D1B187FO6EBB91 1B ..V.... n...
F29B FA 750B D1 2A 7B 6E 00 00 U o
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Mega Dump Sample:

26 02 00 00 01 00 D6 19 00 00 72 7A 2C 2B 28 05
EB E1 BC 4F E4 29 DO 88 87 89 OB A6 83 4F 29 53 ..0O.... ...0.S
63 AA 6C A0 67 DO 26 91 44 0D 45 38 20 36 82 1B c.l.g... D.E8.6..
TFEOB6 37 BOE23E 65 O0ACF165A3315ABED ..7..e .Z3..
38 2A 70 7D 1B A9 CB 30 AF 3D 6E 80 19 3D FDED 8.p...0 .n.....

8CA54A 31 AA9C8C93 D5D8 6458 78 FCDB 78 .J1.... .dXx.x
E5 1E 19 BF 2F 27 FO 6A EO OD E5 53 6B 6E A9 10 ....... j ...Skn..
2D D4 7TC7TABB 3B DD DC CB A3 A2 AB4A4BEE91 ..z.. .. JK..

67 44 AT AE 27 68 4A 11 3A BA 52 A9 09 1A BF 8E ¢D...hJ. .R.....

4E 7B 8A C8 A9 B3 A8 33 85 1D 40 2A CE D7 00 0C  N.....3 ........
534D 9F FC OA 35 D2 26 33 E9 FB B2 6D 5F 74 4C  SM..5.. 3.m.tL
16 4C 36 7B BC 05 5E 45 83 73 A2 AD CE 6E 58 3A .L6...E s..nX.
67 06 BD B7 D6 6CE2 4D B6 TA5D 00B7 E3 9217 g.AMz...
8B 73 5B D8 A3 69 6C EO 82 0C DE 60 4E 61 54 5B .s...il. ...NaT.
B5 AB 16 BC 40 OA 88 2E 14 49 AO BE DE OD 54 8A ........ -

EB OF FF D2 E8 DO A6 44 6F 15 9B B6 B8 A7 43 28 ... PO=C

DB 00 00

WaesUszinnvesnisagloutimileudntonvastonnusumeasludn 16 dsUwuy

[ 11§ ®1 2] [ 4] ESL ol 7 i 8 ]

[XXT [XXT IXX] [XX] [XX] [XX] XX XX XX XX] XX XX XX XX XX XX

1. Header ? - 26 for mega, 30 for micro - this seems specific to type of device
2. 02 - always ?

3. 00 - always ?

4. 00 - always ?

5.01 - always ?

6. 00 - always ?

7. packet counter

8

. device identifier
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unil 3
A5N15ALHUU

3.1 aanUnenssuvasszuu

3.1.1 System Architecture Yaanuiniln

Tracking device
30 e @
| 1”4

V.o v N\\\iiss 7P o |
O S iy

Tracking device app

LR
ol
[}
-]
)
+

4 =
PetFit server 4N,

i:w
Tracking device server 8 l 19

My SQL .

gﬂﬁ 3.1 System Architecture 38aLn3NaTR

nsfesveteyarnaresadeyarinle 2 wuuls fe

1. 59908LA8MTINA18SAVBLD

% i < ca 2 as ¢ A v v v oA
2. S9UBNIUNN API U893 ULYBRIIANLIULYTNLIDTVBIEVDE8TAVDUDUU

viisUsuulustaaaa Tun1sds

Y

lguuuds 1 agdianududousnnndt esnnudazvioasils
ToyaLanIzm

INFUN 3.1 MimukeUnAATuiiTunaun1sinauvesssUUAUAR UL gL YAl
gunsalanedadeiie dnnsdedeyaludanaundinduvesgunsalinniy gy

wounaladuy Fitbit uazuaUndlady UP by Jawbone uuausnlnus1unaugns
woundiaduvetgunsalduinnteyalududiniiesvetgunsalinauciuinionig

1)

2)
Sumasiin



N1Y OAuth 2.0 Framework

WB5Nes

F5nnesvesguninidsdayanioswenduunfineundndunuinis
woundrdunuiiinfindsdayaluiiuagiudeya SoLite
dlainnisfesvedeyaaingiudeya SQLite avdveyanduldudinilnny
weundiadunuiinilnfnseduiiniingsnnesiieiudeya
< A as ¢ 1 v < v

inAsEs e sdayalUnuasgudeys
doueUndnduinuiniinfsvedeyasingiudeya grudeyaszdsdayaluduiiniie

10) LL@UW%L@%’uLﬁm%L%‘wL’J@%ﬁ]xﬂ'asﬁ'ayjaﬂﬁumﬁLL@UW%L@GZ’j’uLﬂmL‘ﬁm?\lm

3.1.2 Software Component Architecture Yaanuiniln
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weundiadunuiniinsesedeyaveldounsaluasduduinuveweundintulag

Fitbit server

;
o

_// Ang_g%f’ﬁ'

N

Fithit device

PetFit server

I
>

MySOL

Game @
SOLite > 9, .
» FIT « Fitbit app
. Fitbit Retrieve datq app
I | AW %
* JawboneUP Retrieve data app =
JawbongUP app
PetFit
2 —
S s
VY v oy

JawboneUP server

JawboneUP device

gﬂﬁ 3.2 Software Component Architecture YoUNULAATR

INFUT 3.2 BIAUSENBUVBINITYINNIUTEUULONALITVDS U NEATULNY
duveany Usenoulume

! 2 a Ao a4 Y ! a o &
- dunudiefsiiaunlaeg ialeggldaunusiuseundinduil
druneundintuscdayagunsalinden wardruneundindunateyaaunsaiaasiu
Judunglggudusmnunumseunantuinnmudum

JudunSemeunarnaundudayaannidiniesveudazaunsal
Judufivhnisseaeunazyinisneundudeyavesgunsaiveudsniesinulaaiiuly
Tugnudeyavenny lnenumninfloyaingutoyar udsnnesnum

[

a1
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du SQLite WWuduiiRnreinuinfinlaeinudeyavesyldld

duvadsniesatssaveils Usenauluaie

daeindetowsargunsal dulayaludaweundintuvesudazaunsal
woundiaduvesgunsalfliuinisavduinndeyasanitdainigludugsnieiues
gunsakiuAsevIsdumesids vilidiuresnuaiunsarinsiesatasiinisnay
nauteyaINEsHIIesvRazgUNTal

3.2 ANSIATIZALNY

3.2.1 Functional Requirement

inuvusounsesnasilukuueaulall
QLa'uLﬂuﬁ%é’ammLﬁsmLLa:sLﬁuam%ﬂmaaqﬂﬂsﬁﬁmm uazlaUnaLAduLny
iniln

fmsthszerms Snudm warsaaesuuusiiouduteny deldlunstelowiy
A9 LU Andetn A1t Are1ms et Adevosmnuss WitetuuungAIL
ADINITVOIRIAZAT

Widays19%a Al9NNnsTnIsRaRINTifILe Wi SIuUSEEEN1 SIUIUATY LA
wpao3 (udu thunulasfumiealunisdelow

w3enagldiv A1e1ms warvesanussialy wdegldifeiiusedundavesiiazas
Fevonfegunm mway dnvazveiiays

dnTuaneszaUAILEoINg WY 813 1 Fosth AUNIN AINUFY VBIRIREATIY
n1saelewiy

Jnsuanfilaa sy Layszau EXP 183fagas
filaddunsdeusedoyarugunsalfinnu
fiszuuifiouaninaiazanansnganauazivi sy v aiiou
fnsnaneiuiileulazdstoanuviieuluny

3.2.2 dayavnaunsainirunldluszuuing
Joyananangunsainiwnldlussuuing desil

UIUTEEENY (Distances)
IWIUANIAY (Steps)

° = .
AUIULLAADS (Calories)

Iﬂﬂﬁ?ﬂﬂﬁuﬂﬂﬁﬁ’mﬁiﬁ’ﬂLLﬁ%LLU‘iLU%EJUL%U?N%&IUW]?LE%ULF]&J
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3.2.3 Use Case Diagram
A o a ¢ o Y v o ~ <, .
LHBVIINTTIATICUAIMUADINITUDITEUUINNUD 3.2.1 19114’]3J’1L6UEJUL‘UU Use Case Diagram

\euansn nsInvessyuulanagy 3.3

Adjust profile

User Nurse the pet

gﬂﬁ 3.3 Use Case Diagram éuam,ﬂuslu‘i’jagmﬁl,ﬂw

1N3UN 3.3 MBFUNY Use Case Diagram vaatnyl #14il

Register Ao M3amzSyudndinunausn

Sign in AB NSIWIETEULINY

Adjust profile Ap M3nsuladeuateuazgunsalfnnuitdesnisvoslda

Nurse the pet Ao msvhauludindudiielformsdnides waznsihfesi
yosdniiaes

Friend Ae Maviheniluvessiedeiiion uazmsyanefuvunsyaUaUNL

Do quest Ao MavhansAvsenidamenuiiimuald Inglddeyaaingunsaldnm
Welrldvdsymetadmsudelawiuandudly Nurse the pet

Log out A A15ODNAINTLUULAY
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3.2.4 Activity Diagram
td a PR . v P N &
1U1BLNUILH Activity Diagram nigelaenlunisiaenilenduresny

Activity Diagram ¥4 Register éﬁ’ﬂgﬂﬁ 3.4
Activity Diagram ¥4 Sign in ﬁ&'gﬂﬁ 3.5
Activity Diagram U949 Waﬁ%’umﬂ%amiaqﬂﬂsai ﬁqgﬂﬁ 3.6
Activity Diagram w84 Adjust Profile Lﬁwﬂwamsﬂumiﬂsaﬂ%’agaﬁa
a¥AT LeonFiagAs lawdl Activity Diagram i
= Activity Diagram 04 flarfifundausnuesnisdging daguii 3.7
" Activity Diagram ¥4 flandunisglusiuauasnisudludeya d
U7 3.8
Activity Diagram 494 Nurse the pet erFunsidedn’ Tned Activity
Diagram il
®  Activity Diagram @89 Wangulne ﬁﬂgﬂ“ﬁl 3.9
®  Activity Diagram ¥4 feAgulutu é’fﬁgﬂﬁ 3.10
Activity Diagram 984 Friend #addunsifensesuiiiau ﬁagﬂ‘ﬁ' 3.11
Activity Diagram %83 Do quest Waridun1sviinisna ﬁﬂgﬂ‘ﬁl 3.12



a2

Tmeszuuluinuazdl Activity Diagram #all Activity Diagram luwade Register 1Ju

lartulunsamezteud iy dunilndgui 3.4

User

System

f Uszananalsennin Register

>

e N
AANUL Register

- J

e ‘ N
124 ] o

NIBNUVBUALNBYINNT

Register

- J

$IN1TNTIAABU Username
»| WY password YBUNULNY

vaagunsallylvian

No

Yes

Sudeyarly dwloyavas
AlELUE iafmgsnes
waivteyayldad

Database

A 4

Uszananalsunut Sign in

gﬂﬁ 3.4 Activity Diagram 89 Register
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Activity Diagram luiiada Sign in Wuilsiduidngszuuiniln fsgun 3.5

User

System

O
l

N8N username kg

password

Aanyy Sign in

)
)

f
L

YNAITAIIVEBU username

ey password

No

Yes

Useananals Nyt
weundintusuntoya

3‘1]17; 3.5 Activity Diagram ¥®4 Sign in

IN3UN 3.5 W8 Sign in_ 3euFeauaivzidigniiaevenny tnglunsausnueenis
Sign in faudndudesdensiasas nsenveyauazidenaunsaliioldlunisiauny Wendn

HuduraanisiirluslndsazasiasanalA s hanI Nt onan U LNy




a4

User

System

=[

Uszananauaziiousieriugunsal
AnRL

A 4

fadeyaaniudsuiesvasgunsal
Anm

A 4

WdayaunUszianauazasludaiu
Tugudayasinuasiiesiny

A 4

|
|
|

Udeyaniniseeniiaeniguy
WSS UNATUI AL LUUNITYIN
ASAWAITALA

|
|
|
|

1
®

UM 3.6 Activity Diagram 84 flafidunisieysiogunsalianiy
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Activity Diagram Tu#a9e Adjust profile

User System

nsonveyaiIarAs
waziaeangunsal

a A o 1% o o a
[ AaNYULUY ]7 ITUUVUDNUBYANINITINUUNTT

wazdidoyadiazasluiiinile

a s s v =3 £ 2% V6 ¥
W@iriiesuasinuteyayldas

Database

Y

UszananauagisenuiInen
KIRNINARN

UM 3.7 Activity Diagram 284 fladduasausnveanisiiging
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User System

g
panYuluslng Uszaianauay
\ wanantnaelusing
-
Alayan159eniaINees

il

.

A\ 4

—[ denwaluluslag }:

> y AanUuiby ]— USEUIANALAY

a 4
Senutaensily

nsendeyade
A calg o
Aengunsalild

ﬁﬁﬂﬂuﬁué’u }7 sEUUiIn1sAdun1IsuAle

Joyaddlumniln@sniiesuan

e

\futoyadldas Database

—>[ AANUANLN99 ]

A 4

Uszananalantinaelusing

[

'k LARMINLNAN

JUN 3.8 Activity Diagram %8¢ flsnidunisglustnauaznisunlutoya




ar

Activity Diagram Tu#a9® Nurse the pet

User System

[ AanUulnas ]— Uszaianauazkanminaalng

v

<
[ AANLAUAFUANHBINTT =( USEIIANALAY
% LEAAITENABANULUUATNLEDN
N
[ LaNAUA <
'V,
\4
'd N
= o
EanIUIU
. J
A\ 4
'd N\
a 1 = U ( =3 i a % =3 a
AanUuBuY »  T3UUMURLAAUAIIINLAAT
. J a o | |
LL%%anfmmmmmmm

\ 4

zuUNIN1TUIAanated LUy

@ a as s 1 =3 v ¥
Winlalg e suanutayarly
a3 Database

A 4

Uszananauanemver LU
Uaniiaelawiy

LARAINLNAAN

sUTl 3.9 Activity Diagram e fsridulnsafiuleia
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User

System

yes

no

a d‘
AANNUIZAIN

P Uszinanakazwanantn Ty ]

)

AANNNDIUN

Jf

UYsgulanaLay
WARIAR AL UMD 9UN

UsgUIanaLay
BUNNUIVANUDILNI

l
®

g‘d‘i'?'i 3.10 Activity Diagram 89 Wenguinlutiu
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User

System

AaNUNAIAY

A 4

Ve

Aseveiieulayeyaliiou

J Useunas1evaLiouLay
L LAAINLNDEIAY

A

A 4

AaNUuUBIA }

no

X ves

{ USLUNANALAAINLNADUDSA ]4—

AURUAUM DU

L
J

yes

no

\ 4

\iudeuaas Database

AANTUANUNTD

]7 ' Uismawauaxﬁaﬂwﬁma‘”ﬂ]

l
O

E‘Uﬁ 3.11 Activity Diagram v®9 Weridu Friend




50

User System
) (
AANUNNSNY »|  USTUIANALAZLANINUINITND ]
J
.
o a @ >l
INA1SNALETD <
J
no
yes
ARNSUSINIA bi U52a2aKanN1SAININTSAAN
o I~ =
vandumiegy
A\ 4
" ABNUANUIAB 'i USLINANALAYLS YN ALNTAN
YBILNY

;:;‘Uﬁ 3.12 Activity Diagram 284 #4Adu Do quest
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3.2.5 Sequence Diagram

N1599NLUUTUADUNITN UYL UNAATULUULDUa1suTuluNTiagna 1dedu

nsviuseldiuszuuretnuleundiadu lnell Sequence Diagram vashaundiadu

v A
U

a

Sequence Diagram "3 Register amzidoudrldnsueundintundausn gy
3.13

Sequence Diagram 1% Sign in & Data Retrieve mw’u’ngiwmﬁariam%’mﬁ’]
wdninauaz s eNsorugUnsaifnay fegud 3.14

Sequence Diagram 13 Adjust profile n1sglusinduaznisunlauteya gy
3.15

Sequence Diagram 113 Nurse the pet nmswlunistnuuasindaiulewy fagy
71 3.16

Sequence Diagram N3 Friend ﬂWiL%auGiaﬁ'ULﬁauuuqﬂﬂiajamm’]m ﬁﬂgﬂ‘ﬁ' 3.17

a

Sequence Diagram 113 Do quest mi‘ﬁﬂmﬁﬁﬂﬂ’]ﬁaaﬂﬁﬂéjﬂmauuqﬂﬂiﬁﬁaﬂmm
AN 3.18

1 Enter Usernamea'Paswogg 0l

Unity Game

on Android PefFit server | MysQL |

check for Existing Accounl i

Guery Username

-

_Return Null or Username
-

Save Usarname/Passworg

gﬂ‘ﬁ 3.13 Sequence Diagram A5 Register

91n3U7 3.13 Wuniseduienmisinnuresnisameideudildnisueundiedununss
wsn glifesiinsamedeunou lngld Username uay Password lagagyinisiudeyaas
gutoyald
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Unity Game Fit/Jaw Device Fit/Jaw Device
on Android PetFitserver | [ mysaL | [ sdLite Retrieve app server
. Enter . . f :
r-Ysername/Password - Check i i !
Username/Password—— i
*  Query Password—
success
Show AdjustScresen check Password
Return Result

Save Usemn am@s

1
L

1 request OAuth

2.0 and Verify [

¢all and send Usermiame

go
encoding(client_id,
client_secret)
request

access_token and

token

response
access_token and

token _type

request Get User
profile{Usemame)

response Get Usel

request Get Activity [~
(Steps data,

Distances data,

Calories data)

response Get Activity
(Steps data,

Distances data,
Calories data)

response dala

return - return success Username and
—Usemame and Excercise Data

return Data -y
Send Usemame

R % Query |
Excercise Data

Return
success Data
Return Data < L

i Save Excercise @1@
return;s success save Excee‘mse Data

call main
show main

gﬂﬁ 3.14 Sequence Diagram N15 Sign in & Data Retrieve

913U 3.14 10unseBuUren13auesNng Sign in & Data Retrieve Lingiounain
Fuinu Tngazida Usemname uaz Password anniuagshnsifengunsaifianuiidosnis
\Bouste TavBudfuminusinu OAuth 2.0 Fsagsinsidhsia Tneld Client id, Client secret
Lazsiox¥iN1g access_token, access type 1/11@11’11@%'131/1LLaﬂwaLﬂ%umwauaaﬂﬂsmiaa
voIndinesvasguniaifianiuin Mntduszaiutsaiosedeyaiifosnis Ae Get User
profile § Username Way Get Activity & Steps, Distance waz Calories Laglnuazyiin13as
Username TUBendeyaseniidsmeiifivaspiudeyarinudinedinuanldon uazidesing
Toaziimaiiudeyasenidsmelilugudeuanieluedes wavanunsavanldlungls



53

Unity Game
on Android PetFit server | mysaL |

]
——

call AdjustScreen H

|
——

Send Usemame

Query User's Playlog

Return Data

Usar's Tracking Device Log

Show AdjustScreeen

- L

Enter Name/Deviee 1

_Send Playlog & .
T -~ | i Save Playlag _D

31]17; 3.15 Sequence Diagram 113 Adjust profile

mﬂgﬂﬁl 3.15 1UumseBunen1svinnuvents Adiust profile Taeflidlesinisi3en
wingedmiunisuiladeyadiau inuseldihdeyanaeluguteyaretnuuudinies
aamﬂLwamumuamﬂmmLaumu’mﬂﬁ]ﬁmumaqLaaﬂaﬂmaﬁfmuaa macﬂmwuﬁ’lwma“
gunsainuiifesns efinmsadnanag mamawumumwmmawwaLLavaUﬂsmmmmha“
gnasdhluifiudagrudeyariui
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Unity Game

on Android PetFit server [ MySaL |

a
.

Press Shop Button

Show Shopscreen

.
e,

Enter Buy .
Request Item's Data
Query Item’s Data
Return success Dala
Return Data *
B -
Update Playlog i

g o=

Update Playlog -

Save Playlog

~ Response Rusult

A

Response Rusult T
Show Rusult
Press Toilet > iy
Update Playlog
Update F'IaYIfJQ - Save Playlog 4
_ _ Response Rusult
F< Response Rusult
ry B
Show Rusult

g‘lh?i 3.16 Sequence Diagram N9 Nurse the pet

N3V 3.16 WunseBuremsihauesnis Nurse the pet Tnsudseenidu 2 dw
udn IHun daududn Aldidensliommslimdnuiuinides wardmesnindifesni

duvesiudn WoiFenuieedudduninunsianmihiutusntou Weadnde
vodlunuardsdoyalududsinefielidsinoiihdeyaanlediy Tuilssydanduanliie
Tlunsdmamdsnuiiideuluvesdnfites Wedoyandumdunuazdlnndayanisidu
vesfiaunisluinunou anduisdeeyanisiduresdiduiludufinuugiutoyaniu
FSrlnefvennuudisinndeyatuuandvifiauiudutiogiu
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AT A2TNITYINURA18AUNISITULOWIY WALANAAUNNSIT oIt L8]

NsAedayalNEsiIes endniviesdl Jeyanisiauazgndvinnnisluinunouuaia
dvluduiinuugutoyar U ISV LN ULTILAAIHALAREWN 1Y

Press Friendlist

Unity Game

on Android

Show Friendlist

Agk for Friend's data

PeiFit server |

Feturn Data

-

Query Friend's data

MySQL

Return success Data

|

-+

Adjust Friend's data

-
-

Prass Chatboard

Show Chat

&

Get Chat History

Return Chat

Y

Query Chat Data

_ Return success Chat

-

Enter Words

hJ

|..........|

Show Chatboard

'

Send Words

Get Chat History

Y

Save Words

Return Chat

L J

Query Chat Data

Y

Return success Chat

.

I

3‘1]17; 3.17 Sequence Diagram N5 Friend
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n3uT 3.17 WumseSuiemsihauesnns Friend Tasuvseenidu 2 dwu léun
drudeyasedariiou uazdruveansEaUaALNI

Tudrmvesredadfiout Wefinisadnidludmihaenedediiou inuagluvedoya
amedohilandudioutine uasdoyaiiddyuenieuinanaelugudoyavwdsiies
dloldtoyauudnnuazihdeyaiudnnislimnzantunsldnudeuidoyamdniunans
TRl

mslinunsgauaunun aziiuiidfenszauaunuvesusiazausglnefiudmiy
dhsnsgmuaunuivandgnesndeyainannroudenedeiiow ierdntinnuazdsled
yoensEALAUNLITaIyAnatulUSuE e siievedoyansldnunsenuaunutiy
wans Weglauhnisdsdenuludsnseanuaunun fenuazgndsludniivamugudeya
riud e sudinuazshmaisendeyanisliaunssauaunuiseisifefuiuisalias
naTlUuuanIuEntanga o uTud

Unity Game
on Android | SQLite | PetFit server MySQL
1 call QuestSereen i ;
Query Quest Data .
Retum Data
Show QuestScreen
Press Finish Quest Button
Update Playlog
Send Playlog
L Update Playlog
Retdm Data T "
' Update CQuestdata |:J i

gﬂﬁ 3.18 Sequence Diagram N13 Do quest

9nguRl 318 dunseButemsviniaureants Do quest  Lilevinisienae
azdunvesnisian inuazluBendeyavesnistaigniAuieilugiudeyanieluedes
LLﬁﬁqLLam%miﬁaﬁﬁumﬂﬁ@ wininsieluuannsordniuseiald wWeadniuseta wnu
wrhnsslanAnausine vesiisuniglununou Mndulsiuafimasuimuadad,
lugadsninesiitelnasmnes Tuiinmsudlunglugrudoyavennuudinuazuivaniuzves
msfafldnanumatalunaggiudeyanisluedodilianunsaiusetasmioutuaunse
asrsansialyalfusununsiatild



3.2.6 WNUATNNTTINUYBITTUUNUVRIE L Hau

orget
Username

Register

|new registerl
Username and Sign in
Password

Get Username
and Password

Get Username
and Password

new adjust
profile
choose choose
mode pet

play game

edit profile

no

. no
exercise

/ It ;

/ choose ltem /; o eml

choose
yes

Log out

yes

JUT 3.19 UHUNINNNTYINTUYBISTUUINUYDE LU
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3.3 msaammugm%’aga

Server

1) a9 item: Nudayalewin seazBenlunsed 3.1

SQLite

1) M54 user: Lﬁuﬁayja@%’%éuw\'ﬂum SQLite S18aLH8AlLANTNN 3.8

M7 playlog: iuTeyaiaunLTifiduresusiazauy eauBolumsed 3.2

M3 user: iudoyamaingssuuvesiauny Measdenlusnsi 3.3

#5729 userchat: uToyamsumuesafufiowvesiduusiazeu NeazBoslummsd 3.4
#N914 userfriend: ALTeyanNNdTLS TUfiouTesidunsiaval TeaziBonlumse 3.5
#1579 useritern: uifeyaloisiauiiuusiazau swasBealumad 36

P57 tracker: Wfudeyanmsiteyanngunsaivesiduisiazeu eazBestumensd 3.7
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2) 71319 quest: Nudayan1ININTIvesdnaung a9 SQLite S18a2LB8AlUANTIT 3.9

M1919 3.1 item UU Server

Foflad Ussiandaya 31981980
id INT SHAUIAIUDS
name VARCHAR(20) | Fefaves
type INT US2LANUDIATD1
food FLOAT ATAANUTAD
drink FLOAT ANAINLNTEAE
health FLOAT ANGUNIN
toilet FLOAT AP Teath
happy FLOAT AAHEY
cost INT SIANAIVBY




71919 3.2 playlog Uy Server

Yadlad | Uszamdeya 578821980
id INT lofilddondu
name VARCHAR(20) | Fadavas
umode tinyINT USNYBELau
cloth INT Ussanideingazas
exp INT AUTZAUNTTINAIAZAS
coin INT TIURUVBILAUFIAEAS
food FLOAT ANANNAINAEAT
drink FLOAT AAMEAsEINETTaAS
health FLOAT AFUNINAIDTAT
toilet FLOAT Aaosndteitharas
happy FLOAT ANANUAYYDINIALAT
sleep tinyINT ANNITUOUNAUTDIFIALAT
lastplay DATE Sufinaniifiaudiduanan
tracker INT laa’qﬂﬂ'iﬂj

1919 3.3 user VU Server

Foflas Uszindaya 318AZLDYN
id INT SAAFNTNLNY
Username | VARCHAR(20) | lefifilddenduina
password | VARCHAR(20) | waiisaiildaenduny

M1919 3.4 userchat U Server

Fotlad Uszindaya s1uazidun
uid INT Lofvadiauny
no bigINT Laulefveduam
fid INT lofveafiewluny
posttime DATETIME Fuivafideudenin
postdetail | VARCHAR(20) | iilewvestonin

#1919 3.5 userfriend Uy Server

FoRlad Usziandaya s1gaziden
uid INT lofveaiauny
fid INT lofiveafiowluny
addtime DATETIME Fuiiandiiianfiou
accept smallINT msgensunsfianiionluny
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M19149 3.6 useritem UU Server

Yadlad | Uszamdeya 578821980
uid INT lofAvasrlauiny
type INT U5 V93aUe
id INT SHAveIAwed
amount INT §UVeIET T
#1919 3.7 tracker Uu Server
Yadlad | Uszamdeya 31821980
fit_id INT lofivestioyanunsaifivuiin
fit profile | VARCHAR(20) | Felusiwdunagifaunsal
fit_step INT U IRUEEAVBIRLY
fit_distance | FLOAT IUIUTTHLN ANV
fit_calories | FLOAT Suunnaeiaanvosly
fit_date DATETIME Suiinatlunistuiindeya
fit_uname | VARCHAR(20) | Fofldanuina
11919 3.8 user YU SQLite
Foilas Uszinndoya s1gazidun
username | TEXT LoRiilddenduny
excname TEXT %amaa@éumm
excstep INT HAAIIIUIUATILAY
excdist REAL WARITIUIUTZHENN
excalo REAL WARISALIULARDS
1919 3.9 quest vU SQLite
Foflad Usziandoya S18AZLYN
no INT savesnsALTIv
type TEXT U5£LnVU8INATIvH
detail INT AsRaiivi
progress REAL AufvTvesnIsRafivh
reward INT s19Yareansiadivia
startdate TEXT FuitGuihnnsia
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3.4 N152INKUULLAUNALATULNY
A1599NLUULIUNEATWAA TR (PETFIT) azdiitandy fadl

JUN 3.20 % Sign in wiusnvadnNITTuNNTuINTgsEuY

Podldam

A W&

Tl

3UN 3.21 w1 Register Wnenthyldnaadigszuulaedordldnunag siaiuieisuauny

ngUN 3.21 nihamelsudmiugndilingamezidoulinewinnisameidouy

= a

fow Weoawmzdowads devihnisdidssuuiiasuauny Tuaswsngiaudesiinisiden
lnAnTsLau
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5U# 3.22 v Nurse the pet

NNUN 3.22 lagavansnsaiFenileituliiagn 6 addunan loun TUslid a1sia
s dan Hrgmae uazidrluinu

1 aqﬂ"‘l P ;q‘ha

o
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© =
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5

sU#t 3.23 nlhwdndduthuusundy
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gll‘ﬁ 3.25 %1 Adjust profile

91n3UN 3.25 Wnglusidanunsaundluluunvesnisiaulaaunsaweusaiugunsal

1o wagarunsaansiuiinteyaniseanddenig A FIUIUAIAY T1UIUTEEENI kay

FUIULAADT
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34300 w3

%31 500 w3

5‘!800”1

31 1 laums

5U# 3.26 v Do quest AsnadmsuTus19a

91n3UN 3.26 Tn1511588ne $1u9UA waswaaed LDudu uwusasudy
wiseyy Inedlauagdewinnisialdasumummun Jelasuwtegminiiu fsaunsaldviey
Folowiula

gﬂﬁ 3.27 NUNNEY

31n3UN 3.27 nihlnds Wepdnidiniumaunsadnluiesnns 3oy ves
AnWed wazesnelsale Tudiuvesiududiuduveideivasdelulaly
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sUil 3.29 i Friend
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3.5 NMINAUILBUNALATY

nsiRLeUnALeduaLIsagnsAndslddnianuin Tnslassadrslusiandsasu
wounsoedlilumsisdoyanngunsal Liudsnnes siuteya wardmildydilunmsiuny
Tnetlymiesifinsinunddesdusenoumuunuiafagud 3.30

mstulaseadne
user interface
nsiaunludau a Ty
. madeulanlunu
—Q  uaundaduny
Iaﬂ.h!“gﬂﬁ a8 ) P}
mshArdavadidaluldas
nMiuUe4
user interface
IR
P asuﬁan'ﬁymiﬂﬁna
walnaeE N ReTin Fitbit APl f98) OAuth
2.0
MU naAdy nsasnsidounaundiadyl
—O o s S sy g
Andn Hadivaas
s e dy 3
PR ey waundiatu ddlaaaud
ustwdiaduly
daunmsfiedaya afalandunisinge
nguniad Fitbit API #i78 OAuth
2.0
| mawainuaUnAAdu nsaansdounauniiatu
e . B vailuy Ha@iviaes
3 m —Q msBuiiinsnuaundingu B 1 BN
2IAUITNOUNITAAIUN
HIUWEAIA YUY - waundndu dilaatoud
Jaywniiere
Haln
—Q qunsnifismaiilimagey — = =
) 9Tuu
T W 7
dioendougyaluusiay
—Q gunsal faelusunsy
Wireshark
inuaundiady Taeigns
Reverse Engineering
msdstioyaninaunsal Fmvivighy
o4 DO —C mRndutoya H—QTatlusunsa Burp Suite
ANRIUNTTDINATAINNE
Free Edition
Hadn
0 qunsalfiamaiilimadey weiluu
dentiuuy

5UM 3.30 unuisesAusznaunsimunkeunanduveanmsvitymiiay
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3.6 MawwuweUnAduludunauwdinduny Tneldy s
nsiunalaglusunsugituazimauentusevinsdufndedld (user interface) fu
n3nsevivesing (action) dagnidoudaelén  C# wie Javascript Tnofilusunsugd
TWsunsumanazdunisinnisnthdiuiadedly Inedilusunsudmsuwitandulusunsuges
wlidhe Bnsviildandumsassduindedlifuthgiiiouadou wddadeuldans
nsgihndensielinAudusnsvesdruRnsegllunievds

Fie Edt Assets GameObject Component MobileIngut Window Help

“ BB W ‘I‘ll&‘imll!‘l' - §B - 7.

Fie Edt View Sewch Projct Buid Run VemionGonbol Tools Window

)

5

i 1o

Smadeigr] w005

» [l Assembly-Csharp-dtorfirpass
» ] Assembly-Csharp-firtoass

Selwal ewInoWIIGN

lEnos 7 Tasks

5UN 3.32 nihvelusunsugegdmiunisilgulan
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2 )
3.6.1 N15VULASIES9 user interface

1) NSLUY scene
Scene visl3gNdneg1rinan ausaasidlvd wviseUalaanuy File
Iums‘v‘hmuﬁuéﬁ’ammwiasmﬂwgnLL&maaﬂﬁMﬂﬁ’uadN%uL%a
'3 1 1 [ . [ 1 a A [ o 14 v:ﬂy a
asdusznaud1egnsluanguing (object)  Aaglafinnuieaniiesiu vinlinislanugn

AUTIvRAATesanal Iesnnlidesasieingiiuenlily

W scene
Shied

Fogldo

o -

Wariau
,,4 e
—

Widssuy

Fhssets -

amziUay

AU

JUT 3.34 msvhanndmiunivenan

i ldvann1sulaRIn fe
1. wisilsridusenidumnanylasidenilaiduiinismiealdanumson

Muliegnquiieniu uduvusaznguiu 1 amn
2. §nfnarnlnuaindes 1 fnsdsuuvasingquunthasluedi

Y &

Auids vsedudwlvg Tasrswenesnduruavainlaeileddudiulule
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35 msvhamnnelutuniifaiduadeniswentiuudsuuuuninveUaeuly

LUUAULTS

LY

2) nslaingasivlunsiazain

g
fmgifldlunudazuiadu 2 wuuldunfnguuu sprite fufmguuu Ul
Tnerinquuvalusingldiusunmitddldouldidufsmusig wu nmilunds idazas
videesAUsznauvnqlu dautmquuy Ul exlddudmifiufduiusiudiau wu Juadn Jo
Fie3 Forfiousngg
1) msasvinguuualusm
aunsaailalnnisainguaiwddesnisanagluniiua Asset

dnalumiiua Scene sunmyngufignatneinaziuInduinguuualus

Al TREAT w ¥
L % rabbit Import Settings %,
| ¥ Q1nsideHouse \ 1 N \ o [Open
Main Camera | ¥ - R "
Lp» ec Texture Type [ Sprite (2D and UD)
‘ et Texture Shapal 2D
¥ UICanvas =

= ierarchy [ JGBASBIEN AN b4 FaN | ‘-%’owmr
Grsate AT I 11

Hi
rea

» wiidowsCanvas Sprite Mode.
» ProfileCanvas Paeking Tag j*, 0% y B
0GameManager Pixels Per Unit oo .
' EvenarEm Mesh Type [ Tight — ¥ o |
| Extrude Edges A ————————— T
l 1 Pivot [ Custon - > -

[ Single.

|| ® Advanced

Wrap Mode [ Clamp 0|
Filter Mode. Bilinear D
Aniso Level o— 1

@ Project

| | create -

| ¥ |_/Favorites Assets
©. all Materials
©, all Models
. All Prefabs
©_ All Seripts

» Character

(] override for Android '

5| L
.

=

/!

(i Assets ‘
¥ & login
» Gl register
¥ & Map
¥ & Inside
& sleep
¥ & Menu
& Help
& Quest
v & social
& board
& chat
& friend
& message
¥ & store.
& item-shop.
» il Plugins.
¥ & profile
& mode
& record
» G Standard Assets
&ur

¥ rabbit.pna —

JUN 3.36 JUnmuuL 2 TRaziesudulualusiae
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2) Msaeinguuy Ul

AFNYTINLUG Hierachy w3aideniiy GameObject Waatien Ul
nUUGoNUITIANTBINgAINNTITNL TnguuazUsngluusnmINa1wemua Scene

7

\\:\\U | f

) <A
JUT 3.37 BBnsasvinguuy Ul
ug

a =

NS 2 Tumpu viligiawglaannmuafinesnsniiie A ingndlisinig
duiusiugldennuviaun Jnvaiiazdgliveuiuninsuveanuiiagy
AIINGEERHRERIEG

gihladaiau
anlpuldniiieainuenturesinguinsiulaognunuizay
3.6.2 nsleuldnluiny

Aviamdentdniwn i lumsiauiueatuvsanulaganansalalidanisideuldale
TAYNISAANVIANILUA Assets > Create > CH aglalWdn1wn C# 89nun 91nUUIULDa
panlalAnAfaIn1swi ko nutna1aA ke lAnduun



_
l Create ~ | Cul|l Create ¢ £older
¥ . Favorites Assets » Show in Explorer ‘ C# Script
©) Al Materials Open :
All Models —_—— Javascript
%AII Prefabs - Delete Shader
AliScuzts Open Scene Additive Testing
— Character
Import New Asset... Scene
v G login —_—— Import Package 4 Prefab
» & register
. ?ap a - Export Package... Atidic Micer
¥ &5 Inside Find References In Scene
G sleep profile Select Dependencies <l
» &5 Menu Lens Flare
¥ & Plugins Retiesh ChiteR Render Texture
» G profile Reimport .
» & Standard Assets imp Lightmap Parameters
ok InHouse R Sprites
- Run APLUpdater.. Animator Controller
o ; Open C# Project Animation
/ &-ﬂ' Animator Override Controller
estMana.. Avatar Mask
\ /// Physic Material
\ Physics Material 2D
‘-.__‘ /
—fe— \ ‘l GUI Skin
ﬁAssets . 3 Custom Font

gﬂﬁ 3.38 3nsadalvid C#

! mmJﬁauswwj'}q%umauaﬂn’duﬁm WagnthaeLdngseuy

BER Scenel\/lanager LoadScene(1); duidlelaudenldaz dunisisonly
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wnnlulnandunneas 1 ‘UUQJ'IIWEJLG“U 1 ‘L!ﬁ?ll'ﬁm‘ﬂﬁEJULU‘IJ‘VF&HEJL@“U@U‘]IWG]WMLLGIVMWBLaGU

fuann Tnefimnetaniifuanniuanmsasaaldiumenng sy Fite > Build Settings
AN agldAdalliy 3 endulaunilandudmivwendulunisainidily

meludu weatuadneanludsuentiu wagkeatulunisidigseuudslsidunisidieen
melutuiy wzdinsSenilsidudaiuieyaneuauamedasiudeyagymeninifiadym
sginamalasuain Tudaumesitandunsidigszuuuazilsidunisdanudeyaszgnyaly

dusaly

- syuvalinTANTn
fladduazairayadeyanddofldaunazstariiuuuvldaindds
form.AddFirld(); uazazienldn php Meludsinesineinsdwadoyaiignainalidrluss
sUfl 3.41 Tnefllén php awvhmihiinstaaeuidesvdeldnowhmstaiutoyadedlda
wazsrarundondeyaidesiudmivnindunelugudeya

public veid regist(){
WWWForm form = new WWWForm ();
form.AddField ("postRegUName", regUName);
form.AddField ("postRegPwd”, regPwd);
Wi registData = new WiWW (urlRegist, form);

JUN 3.39 Waidunsasdasaundn
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- MahgsruuiagisenmainnuveaLeundindueenindanie
ilaiuagiimadstoyalulunuuidertutumsatasaundn udluiladduias

finssosutoyariumds yield retum mdsilazsoaunindeyaszgnasnduinain php @
foyafiimualideandumnilifiesdn true wio false iileszymsitigszuugnieswielal dmin
foyagniesividuiasdadeyamsitlugudeyanglusiouiensasuiniuauauay
wiuvdolal fvnadumuduaudslidhguinaeinulsnauni uidndudidunuazaufuaud
wendngszuulundaneu sruvagvhnisaudeyanisiadifooniflefiaratadeyanisialval
Tifudidu ndsnduiadendoyanngudeyaseulaidnaduilensraaeuingunsaifiam
pontdamedigldnuasszyiolifuilmilaelusunsuasSonuondindurasgunsaitus
KA1 Application.OpenURL();

dmsuilsddulunmsdnnsmsfavdadainudildyniaazesuieludsioly

IEnumerator loginCheck(){
WwWWForm formlog = new WWWEorm-()3
formLog.AddField (“postUllame™,~uName);
formLog.AddField ("postPwd", pwd);
WWi loginData = new WwWW (urliogin,formLog);
yield return loginData;

if (loginData.text == "trua™) {
string sqlQuery = "SELECT-uscpname FROM bser”;

IDbCommand dbcmd = dbconn.CreateCommand ();

dbcmd. CommandText = sqlQuery;

IDataReader reader = dbcmd.ExecuteReader ();

if (reader.Read () && uName == reader [2].ToString ()) {
Debug.Log ("Old Usac");

y-elsel {
Debug.Log (“Create New");
sqlQuery =."DELETE EROM, uS&r;JWSERT IO, uses. (usecname) VALUES (! + uName + Va3

IDbCommand cmdInsert = dbconn.CreateCommand ();
cmdInsert.CommandText = sqlQuery;
reader = cmdInsert.ExecuteReader ();
1
}
dbconn.Close ()3
WWiWForm formGetLog = new WiWWForm ()3
formGetiLog.AddField (“postiname”, uName);
Wl playlLogData = new W (urlGetlog,formGetLlog);
yield.retuen playLogDataj

string tracker = playlLogData.text.Split(’|*)[13].Split( ' Y[L];

if (tracker == "2") { }
else if(tracker == "1") Application.OpenURL ("yay://first?uname="+uName);
else if(tracker.== "2%) Application.OpenURL-("yayi//jaw uname="+uName);

SceneManager.loadScene (1);

JUN 3.40 nusuilandunisiingseuy

string sqlQuery = "SELECT username FROM user";
IDbCommand dbcmd = dbconn.CreateCommand ();
dbcmd.CommandText = sqlQuery;

IDataReader reader = dbcmd.ExecuteReader ();

UM 3.41 Admldiiieldnugiuteyaniglunies
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- nssendeyauazdniudeyavesiaunislugiudeya
nssendeyaziinmsdeveildnuingiiniiesineveteya 1eeaning
WhdszuunudidsBuduldindufiauauiaswihlilddndusesdafaiulusnass uasdoya

waanniiladeganniuliluduusneluwa Wsunsuasimsuendayaas
muUsveasazyilandeyaneuihdeyawmarlluisuwlasivessiulsinguuu Ul

IEnumerator getLog(){
WWWForm formGetLog = new WWWForm ();
formGetLog.AddField ('postuUName”, uName);
WWi playlogData = new WWi (urlGetlog,formGetLog);
yield return playlogData;
Debug.log (playLogData.text);
string[] dataSplit = playlogData.text.Split ('|");
uid = iat.Parse(dataSplit [@].Split(':")[1]);
Debug.tog, (uid);
charName = dataSplit [1].Split(':")[1];
textChar.text = charName;
umode-= (dataSplit [2].Split(':")[1]=="1");
Debug.lLog (umode);
cloth = dint.Parse(dataSplit [3].Split(':')[1]);
Debug.Llog (cloth);
exp = int.Parse(dataSplit [4].Split(':")[1]);
int vl =-(int)((exp / 120)+1);
textivl.text = lvl.ToString();
sliExp.value = ((exp % 180) / 124d);
Debug.Log ("exp’+sliExp.value);
coin = int.Parse(dataSplit [5].Split(':')[2]);
textCoin.text = coin.ToString ()+".-";
food .= float.Parse(dataSplit [&6].Split(": ' )[2]);
sliFood.value = (food / 122);
drink = float.Parse(dataSplit [7].Split(':')[1])s
sliDrink.value = (drink / 18@);
toilet.= float.Parse(datasplit [&8].Split(':')}f1])s
sliToilet.value = (toilet / 186);
health = float.Parse(dataSplit [9].Split(':')[1]);
sliHealth.value = (health / 183);
happy = fleoat.Parse(dataSplit Tia].Split(': ')[1]);
sliHappy.value = (happy / 1€@);
sleep = (dataSpldt [11].S5plit(': ' )f1]=="1");
Debug.Log (sleep);
tracker = dataSplit. [iajesplit (':') [1];
if (tracker == "@")

toggleProfType ();

JUN 3.42 andunisisendeyaand@sniaes

Tudesmsinfiudeyaszyhnduiuiunisisendeyareirdeyalu
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Wawundanelumimdnveany Tsunsuazi@eusdaidngiuteyanigly

Y  ad a YY) - A A i & a = a 1%
WJEJ'JSL@IEJ'JH‘UFIUE‘U‘VI 3.41 NBNALATIVADUINAIAYNUUA 4 bAIFUTSYLLIANLAIFLINATN
a 1 Ao A v o o a [ [y =] [ o (4
WNUYIIAANAUANTBES taga1audl 1 wag 2 azidusieiu 7 3 way 4 WJusieduai way
a19uN 5 L‘ld]u3'WEJLa'eJu MINTFIWIANAUAMNUA Lﬂ'JﬂQBIWUL%Wﬁ']‘UBQ‘UﬁﬂLﬂ’JaL“fJu%ll']?JLa‘U

0 Faneisresaiedayaimatiuaautiugduinlval wasisuaalnivianun

for(int i=1; i<=5 ;i++){
string quest = "SELECT type,detail,progress,reward,startdate FROF!
IDbCommand cmdSqlite = dbconn.CreateCommand ();
cmdSqlite.CommandText = quest;
reader = cmdSqlite.ExecuteReader ();
cmdSqlite.Dispose ();
reader.Read ();
DateTime dt = DateTime.Now;
qtype = reader [@].ToString(); qdet
grew = reader [3].ToString(); qdate
if (qdate != "@") {
s ng year = qdate.Split-('-") [8];
= gqdate.Split ('-') [1]s
ing /day = qdate.Split ('-').[2];

reader [4].ToString();

case
case
if (!(year == dt.ToString ("Vy )&& month == dt.ToString ("
qtype = “2°;
break;
case
case
break;
case
if (!(year == dt.ToString ("vyyy")&& month == dt.ToString ('
qtype = @3
breaks;

BRE S &

reader [1].ToString(); qpreg = reader [2].ToString();

")&&day == dt.ToString ("dd")))

5U 3.43 MINTIARUYIIAWBAMETNAUTTMIUATS ol

NAWINNITANTIVABUTLHLIIANVDINITANATILAILIN5 AN TnveIn15AARB7N
= W Ly, v o ) a Ay =
Wuuszenntvu Ingn1snafinanun 4 Uszinn lawn Usewnyn 0 d1nsunisnanaesiinig
as1alud Uszenn 1 81m5ud1uiung Useian 2 dnsusseenie wasdssinni 3 d1usu
aa Ay a & < ~ | a ¢
wAaaIwINasy Weiannshatulsenn 0 Avelin1sgduuszianaisia 2 B 4 (Muneiae 1

4 3) Weasedeululinisiadug nasanasradeuluatsnadisanazivunssianas Tud
Sunsnaliiunisiatulaefdnsvessisiaasdu 1 whdmsusieTu 10 wihdwmsune

#UA9 way 45 WindgususeLiou



75

if (qtype == "8") {
qtype = UnityEngine.Random.Range (1, 3).ToString();
switch (qtype) {
case "1":
if (i==1 ]|
qdet = "1
else if (i
qdet =
else if (i
qdet = "2
break;
case "2":

else if (i
qdet =

else if (i
qdet =

break;

case:"3":

if (i ==1
qdet = "s8@";

else if (i
qdet =

.
+

¥
hy
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o e
1
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"
n

-
o=hononon

3

-5

else
a
grew = (UnityEngine.Random.Range (25,4@)*18*a).ToString();
qdate = dt.ToString (“yyyy-Mi-dd");
¥
quest = "UPDATE quest™SET types "+qtypet’’,detail=""+qdet+"',rewacd="t+qréw+"', startdate=ttigdate+" " WHERE no=""+i+"';";
IDbCommand cmdSave = dbconn.CreateCommand ();
cmdSave.CommandText = quest;
reader = cmdSave.ExecuteReader ();
cmdSave.Dispose ();

JUN 3.44 nsasradeululinuansiaslagazunsnegluguideafuiusun 3.43

SZUUINMSHTATEEZLIANINNIAINUASINNISNITLYNINET 5 ToULTadnnIsIR
ATUMIVIER 5 21379 wilunsldauaseqazgaldianizaisfiavaneasi 1 89 3 wag 5
Wewnnt Ul seafulla 4 21379



76

public void toggleQuest(){
if(!winQuest.activeSelf){
string conn = "URI=file:" + Application.dataPath + "/fitpetdb.db";
dbconn = (IDbConnection) new SqliteCennection(conn);
dbconn.Open(); //Open connection to the database.

string getquest = "SELECT type,detail,progress,reward FROM quest WHERE no='1"'";
IDbCommand cmdgetq = dbconn.CreateCommand ();
cmdgetq.CommandText = getquest;
IDataReader reader = cmdgetq.ExecuteReader ();
cmdgetq.Dispose ();
reader.Read ();
if (reader [@].ToString () != "@") {
qlRew.text = "FI|EZIEZIEZIEEIESE] " + reader [3].ToString ();
float prog = int.Parse (reader [2].ToString ());
float det = int.Parse (reader [1].ToString ());
qlBar.value = prog / det;
switch (reader [2]«ToString ()) {

case "1';
gaberitext = CHEIEDETNIFFIEDEIES " et + * COEEDED"
break;
gasFE "2":
qiDet.text = FEIFHETETIEDENETN" + det + * EOENEDIED's
break;
casew"3"%
qoetstet = ERIREITSERIEHENEIRTETIES - + det + % REOEEIER)'
break;
}
¥
getquest =-"SELEET typeydetail,progress, pevand (FROM-questMHERE no='2"";

IDbCommand cmdgetq2 = dbconn.CreateCommand ();
cmdgetq2.CommandText = getquest;
reader = cmdgetq2.ExecuteReader ();
cmdgetq2.Dispose ();
reader.Read ();
if. (readep-[2].ToString () = "8") {
q2Rew.text = "= |EE|EZIEZIEE]EE] ! + reader {[3].ToString ();

float prog = int.Parse . (reader [2].ToString ());
a ) | Iy v a v
EU‘VI 3.45 C‘I’JE]EJ’N‘W\‘iﬂ‘UUﬂ’ﬁLLﬁﬂﬂ‘lJE];JUaﬂ’liﬂ‘\]Uu%U’]m']ﬂ Ul
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doyafigldsuudlalfasi 2 ogsldun Jeshazasiglaudugaziiiuumuie
fsdmividngszuu uay gunsainseenidanmelddeazldlunsonlsunsulunisis
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Yoya wiltiiletastutoyamemnifdyymiuundsmni
public void editProf(){

charName = tempCharName;
savelog ();

¥
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- M33ANINAIUYR L UllaEny
daindinumnasaginsAnasseznansiiigisuuasiagaiuiagdu
MR UATIL Fan1sAuIRzsNINNGANUReTunSall AR Uz AgUA1TTInLe
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W 0 viudl a1ldleFeagisumuiaiednuiuiuniiaindagiuudiiiluauiu 24 e
Waswdudnnutiluswdahdunuilalldununiuansddindnnisinfenanumunzay
YRINFINUNILAAIUNUAINHL 100 e lruersiaiaindlusesnunlasiail
AU = AU - v * (100/12)
ANUNSEY = AUagdu - i, * (100/6)
Agun N = Adagdu - wu. * (100/48)
Anuegniie = Ardaglu - ¥u. * (100/8)
AU = (ANTI*3/10) + (AIUATEMIY/5) + (A1EVNIN*2/5) + (AU
281MLU199911/10)
o ° a v & & . da v A A a
PAIINNITAIUIALS LN ITRIATY setMaxMin NANTNluNISannIaLiuAn
Watastunmsiivuvsuwamndululsvaamdsnuiiunsnaie

v =3
- nsldnulewiy

nsidentewmunagldasilannisinnunisidionlewiud 13un 3.46 waggui

3.47 lnailAnnanwsnaslun1sas9lannInd 2 9onunvisiuniIuay | gnlaeffiuys capt
=1 | 1 s o =1 = o &y oad = Y ]

dusdnnuselusazisndungnasiunniiosindiuustiuiardivomloutiuumiingy
gnasaneluguusazaiaiilivnasavguivludasseulieadeduustivuuilmifeei o
Tlupuaziudsiuannuisyylifalinasuudas uadn i dugnadaneudiguasiusnan
inlamustineunsnilusudsifieanuiuaidudsifgaiewsziladulsndduis
YosiuUsledasudlvslinmnaswainds i Waswihlililewnsalduenilsndungnasale

for(int i=2;i<butFood.Length;i++)

{
int capt = i;
butFood[i].onClick.AddListener(() => toggleBlur(capt));

sU# 3.47 gunisassdaiionsidendevadluiium

private void toggleBlur(int num){
itemSelectN = foodList [num];
for(int i=08; i<blur.Length ;i++){

if(i!=num) blur [i].SetActive (!blur [i].activeSelf);

L

5UN 3.48 flandunsvinuvesduangy 3.47

Tudiuvesilandy toggleBlur Huagyiwminflunisiiedevedlewiufiben
wtdliluduusdrsenianisienld wasvililewndug venwiloanduiidiauden
naneidudan lnen1sde - Uamsuansingiduunuininsiveguulediunndu
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Tunisaanldlomuasdiladdu cetiteminf() Aossasfunisiaulaeingii
dfayaiimnidsinesfiovedoyavimuavedloiutuiigniden esndrszuumisldloia
Judnwuzveanisdoudldsuiivlvilsdduiagindeyavesloiuiifonuidiuan
WasuuUasAukasndsnuvesdiauiiil winouflsdinsdsunuasdimand fledduas
prvdeunouinAfidesiednefuiuiuiunielidietestunisteradlaeladitune
uanandgsldilaidu  setMaxmin wwdsriumsdanimndsnu wldlunismsraaeulsian
ndsuamelaiiu 100 uazlidesnd 0 de

IEnumerator getItemInf(){

WiWWForm formItemInf = new WiWWForm ();
formItemInf.AddField ("postIName”, itemSelectN);
Wi itemInfData =-mew Wl (urlltemInf,formItemInf);
yield retucpitemInfData;
for (int1="9; 1 < 6; i++)|{

itemSelect [i] = int.Parse(itemInfData.text.Split ('|') [1i]);
!
if (itemSelect [G] * itemAmo <= coin) {

coin -= itemSelect [€] * itemAmo;

food += itemSelect [1] * ‘itemAmo;

setMaxMin (ref food);

drink += itemSelect [2] * itemAmo;

setMaxMin (ref drink);

toilet += itemSelect [3] * itemAmo;

setMaxMin (nef toilet);

health += itemSelect [4] * itemAmo;

setMaxMin (ref health);

happy +=-itemSelect [S] * itemAmo;

setMaxMin (ref happy);

JUN 3.49 Hritunisvhnudednmsyeldlewiu
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IEnumerator getFriendList(){

WWiWForm formGetFriend = new WWWForm ();

formGetFriend.AddField ("postUiame"”, uName);

WWll friendData = new WiWW (urlGetFriend,formGetFriend);

yield return friendData;

Debug.log (friendData.text);

friendList = friendData.text.Split('|');

friendamount = friendList.Llength-1;

Debug.log (friendamount+friendList[@]+friendList[1]);

friendName = new string[friendamount];

friendExp = new int[friendamount];

friendCoin = new string[friendamount];

WWWForm formFriendInfo = new WWWForm ();

for (int i = 2; i < friendamount; i++) {
formGetFriend.AddField ("postFId", friendList[i]);
WWW friendInfo = new Wil (urlGetFriendInfo, formGetFriend);
yield return friendInfo;
Debug.Llog (friendInfo.text);
friendName[i]=friendInfo.text.Split (| ')[e].Split( s "')[1];
friendExp[i]=int.Parse(friendInfo.text.Split('|")[2].Split(':")[1]);
friendCoin[i]=friendInfo.text.Split("{"')[2].Split("':")[1];
Debug.log(friendName[i]+" * "+(friendExp[i]/182+1)+" * "+friendCoin[i]);

}

showFriend ();

JUN 3.50 Wsidunisiidideyasieteiiou

private void showFriend(){
int-lastFriend=5;
if (friendamount - friendPage * 5 < 5)
lastFriend = friendamount - friendPage * 5;

for fint 1 =fay"i <\lastfriend; i+t) o
socFName [i].text = friendName [friendPage * 5 + i];
socFExp [i].text = "Lel "'+ (friendExp -[friendPage -* 5 + i]/i20+1).ToString();

socFCoin [1].text = friendCoin [friendPage * 5 + i];

UM 3.51 endunisuansdeyaiiveuuu Ul

ludiuvesvesaynneiulsivioyavesavadlofidmunenulangun 3.52
lnunounisfstenutiuariinisnivasuneuiililuuesavasloflaiiodsluredoyauasn
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IEnumerator getWord(int id){
if (id == -1)

boardName = uName;

else {

}

WWWForm formGetUName = new WWWForm ();
formGetUName.AddField (“postFId”, friendList[id]);
Wi uNameData = new WWiW (urlGetUName,formGetUName);
yield return uNameData;

boardName = uNameData.text;

Debug.Log (boardName);
if (id==-1||friendList [id] != "") {

L 3
4

WWWForm formGetWord = new WWWForm ();
formGetWord.AddField ("postUlame"”, boardName);
Wi wordData. = new WWl (urlGetWord, formGetwWord);
yield return wordData;.

chatBoard.text = wordData.text.Replace ("|", "\n");
‘socialFriend,SetActive (false);

socialBoard.SetActive (true);

JUN 3.52 Haddunisuansnseanuaumunlaeidunsnazilunsesaaeuinduvesdldnuls

3.6.3 mathmdsvadddalulddenisieuves user interface
- M53eyIngasnelusuysvedlan
as1adnguan (empty object) Fuan waztilig C# fidesmsuuudnlufu
Inqlaonisaaniiinquiranindliniiseadlud Script Aiwiua Inspector udagiliiiudon
wUstumSeutuTesidauin None (wlioshuds’) fagui 3.53 Taningiidesnisvharuns
ﬁaLLﬂiﬁuﬂaﬂﬂquua Hierarchy WansuSnamesiilinanis sngluresiugaznasfude
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asaimuansufduiusiugldnule

SendMessageUpwards (string) I 4 )
socialChatBoard () [ SetNative Size —
socialFriendList ( O
StopAllCoroutines () Color Tint i)
StopCoroutine (string) ButFriend (Image Q
toggleHelp () ! i
togglelnven () Z
i TS e 2
toggleltem () SN L A ;
toggleProf () e - C
toggleProfType () -0, _ T 1
toggleQuest 0 CRPEVA W R :
toggleRecord ( - GameObject »
| toggleShop () ; RectTransform. AW IRy S ]
toggiesocil 0  Gamedarager |+ lnrie
i« 0GameManage YA, 1}
_Runtim ¥
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3.7 Mmsnmuwaunaaduludiuvasnishisdayaiintn laelduaunsasn

3.7.1 a¥reWendunishnse Fitbit APl a2e OAuth 2.0

nsfnsiefu Fitbit APl azldnng OAuth 2.0 TumsisdeyanuiinDneoslm3enld dq
Fosansaudnvesiindnneon Feadmsaufnunuiuledléf https,//www fitbit.com/login

(e
& || Q Search B & A QO =

o Log in with Facebook @ Log in with Google

Want to try out Fitbit befare getting a device?Sign up for a free account

5UN 3.55 vihveadnsaindniinda

3.7.2 N15amslsunaunaady Jegsniies
TunswalkeUndatunannefuindmdsuies axAainistudumi A dnsuway
WaLATUNIUNIS https://dev fitbit.com/login nitaszilsuduainsautnveiindnuan

Wahgniiameidsuneundiatu lnevayanlanazitluldlunisairseundinduiiveds
Uoyadnn Fitbit API

@ @  https://devifitbit.com/lcgin

o TS T VRIS W g F S
€ Q search, & 4

dev.fitbit.com

Visit Dev Forum tekindel)

Read APl Docs
Password:
it Fitbit Logos

il Download our logos and
read trademark guidelines

Remember Me

and terme of service
Forgot your password?
Download All Don'thave a Fitbit account? Sign up. b
Get affiliated API Documents =

‘Become a Fitbit Affiliate and

‘make money from your users Interested in making or integrating apps with Fitbit? Check out the APl wiki for details and
who buy a Fitbit.

documentation to help you get started
JB&

5U# 3.56 nihveingsruumsiauweundieduresilnin
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Wevhmsidngseuunas vinsideniuy REGISTER AN APP iiteasiaueundindu

JuuseinmnBrowser AsguT 3.57

Visit Dev Forum

Read APl Docs

‘.'a‘ Fithit Logos

5 Deownload our logos
and read trademark
gnidelines and terms of
SeTvice

Download All

Get affiliated

Eecome a Fithit Affiliate
and make money

your nsers who buy a
Fithit.

Register an application

Application Name *

Description *

A

Application Website *
o

Organization *
Organization Website *
OAuth 2.0 Applicafion Type *
& Server = Client 4 Personal K
Callback URL *

A

Default Access Typa *
% Road & WWite 3 Read-Only @)

Add & subscriber

| have read and agres to the terms of service

5UN 3.57 viivensamelleuvesiindn

Application Name:
Description:

Application Website:
Organization:

Organization Website:
OAuth 2.0 Application Type:

Callback URL:

Default Access Type:

datauoUndiadu

oSUIeRyITULaUNALATY

Fulvdueausunaladuiiimun
FopsAnsfiagiaunoyndiatu
Julwsesdnsflaiauinoundiady
diidennsisdoyauldluntsiauueundinduy luild
\don Client wsgiasdstoyaunldluneunsays
dwiidudieg url  Milndn szdedoyanduaniiueunsend
¥3 Custorn Scheme figalilulusinpuaunsoes
dumsiinfedeya Fsnsimuineundindusiossiunaz
deutoya luiitidon Read-Write
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Foamudouaioud alsmnimeslidmivAndodstoyaseninuoundiady
Fitbit Server s OAuth 2.0 Fagufl 3.58
OAuth 2.0 Client ID
Client Secret
OAuth 2.0: Authorization URI
OAuth 2.0: Access/Refresh Token Request URI

Applications | registered Registera new app

Visit Dev Forum

Application FitTest
This is a test fitbit app.

Edit Application Settings Delete Application
Fitbit Logos.
= B . Reset Client Secret | Revoke Client Access Tokens
lines and

OAuth 2.0 Client ID
227WLW

Read APl Docs

& Download All

Client Secret
accde30f9facad4cccdficddébdect70

Get affiliated

R OAuth 2.0: Authorization URI

hitps://www.fitbit. com/oauth2/authorize

OAuth 2.0: Access/Refresh Token Request URI
(<} https:#api fitbit com/oauth2/token
w " OAuth 2.0 tuiorial page
4 . View all applications

JUN 3.58 3w asiilainnisaamnsileu Register an app vasilndn

3.7.3 waUnaatu telaaaud (Application on Client-Side)
1) nsweusiadalnuussuuliuin1suaunsaad
= 1 s a wa & a v A A v a

NISLTBUADNAUAUUTEUUUHUANITUBUATDYN us8nkY Intent LAt uvein
9 1oV code 11 1aldlun1sus Access Token @4 url Avinn1ssasveazdandulunud
A Tan19un U1nd1na8 www://fitbit.com/oauth2/authorize? LALAIUNAINIEY
AMNIERDSNN1INNTAELUE Register an app awsiden url Tulaunsesn Aeguy
3.59
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R

public class FiratActivity extends Applompatictivicy |

private String client id = "227TWLW";

private String client secret = "accde30f9Jacaddcccdff8ddebdeclT0";

private String hostapp = "yay://call":

private String urlA = "https://www.{itbit.com/oauth?/authorize?"
+"client_id="+client id
+"&response_type=cods"
+"&redirect uri="+hostapp
+"&scope=activity#20heartrate®20location®20nutrition®20profile®20settings®20sleep®20s0cial®20weight"

@override
protected void onCreate (Bundle savedInstancelState) |
super.onCreate (savedInstanceState);

SAseclonrenchview (K. layour.accilvicy I1¥sc);

if (android.os.Build.VERSION.SDE INT > 9) |
StrictMode.ThreadPolicy policy = new StrictMode.ThreadPolicy.Builder().permitf1l1{).build();
StrictMode. setThreadPolicy(policy) ;

1

Intent intent = new Intent (Intent.ACTION VIEW, Uri.parss(urld));
startRectivity(intent);

U 3.59 nsUantiiusenlddeyaiinds

Joyaardinauinluguhuurag JSON ufwinsilisusuteya code Nidwn lngaghes

a o =~

def1 code warlinsiaves client id : client secret mutilatnimuaun iesosvedaya
Wialdanu fAegui 3.60 way JUN 3.61

Uri uri = getlntent().getData():

code = uri.getfuery():

encode = Basebdencode (uri.getfuery()l)r

author = Baseédencode (client id+":"+client secret):

U 3.60 n1s3uteyantaanilnin

private String Basefdencode (String input) { ’This fanction(is ‘bsed to.encode @y st#ing to 64bits format//
Log.d{"Input: ", input);

byte[] data = null;
try{
data = input.getBytes ("UTF-8");
}catch (UnsupportedEncodingExcepticn el) |
el.print3tackTrace():

}
String basefd = Basedd.encodeToString(data, Base6d.DEFAULT);
Log.d{"Output: ", baseéd);

return basesd;

UM 3.61 n1sasAinviavesiindn
2) myvadayalvousonnln
nsvedeyadnilnln Bazredld OAuth 2.0 Apuleu Hitp Request lun1sinse
AIFUN 3.62 wag JUN 3.63



86

String requestHeader?, String requestParameter?, String urlParameter }{

InputStream getData = null;

try{
UBRL Urlx = new URL({url):;
HetpsURLConnection connection = (HttpsURLConnection)Urlx.openConnection():

connection. setDolnput (true) ;
connection. setRequestMethod (requestMethod) ;
if {requestHeaderl '= null){
connection. setRequestProperty (requestHeader], requestParameterl) ;

}
if {requestHeader2 '= null){
connection. setRequestProperty (requestHeader?, requestParameter?) ;
}
if{urlParameter '= mull){
connection. secDolfutput (true) ;
JutputStreamWriter wr = new JutputStreamWriter (connection.getlutputStream()):;
Wr.write (urlParameter);
wr.Elush{):
wr.close();
}

g‘th’?i 3.62 LFALTEN Http Request YasWntn (1)

int response = connection.getResponseCode():

String reposcnses = connection.getBesponseMessage ()
String 0 = Integer.toString(response);
if [response = 200) {

getData = connection.getInputStream();

lelse]
getData = connection.getErrorStream();
}

connection.diseonnect () :

leatch (Exception &) [
Log.d("Track:", e.toString(}):
1
String responseThing = "";
try |
BufferedReader reader = new BufferedBeader (new InputStreamBeader (getData)):;
StringBuilder result = new StringBuilder():
String line;
while ((line = reader.readLine()) '= null) {
result.append{line) ;
}
responseThing = result.toString();
}ecatch (Exception &) {
Log.d{"Error HTTPS:",e.toString());
}

return respocnseThing;

gih’?i 3.63 LW5OALIEN Http Request vaswnUn (2)
3) N1598 Access Token Wag Refresh Token vasWain
nteyailtiameideuneundindunindniinualiun awnsave Token  la

https://API fitbit.com/oauth2/token  n1si3enldiusen Https Request 7l@aull Iy

urlParameter MidslUsoadeunugunuunlamvuall dsgun 3.64

~
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public List<String> readToken(){
List<5String> token = new ArrayList<-~>();
String urlParameter = "client id="+client id+"&grant type=authorization code&redirect uri="+hostapp:
String urlT = "https://api.fitbit.com/oauth2/token";

String tokenString ="before';
tokenString = requestHttps (urlT, "POST", "Authorization", "Basic "+author, "Content-Type", "application/x-www-form-urlencoded"” ,urlParametert+"&"+code) ;

sUTl 3.64 Wwseaun Hitp fiove Token vasilnln

nduldelasu JSON  wdd agvinishsun wethluldlunisisdeyaanilndn
AIFUN 3.65

try{
J30NCbject jsonTocken = new J30NChbject (tockenString):
String token_type = jsonTcken.get3tring("token type");
String access_token = JsonToken.getString("access_token");
token.add (token type);
token.add (access_token):
lcatch(Exception &) {
Log.d{"Error :v",.e.toString{))s
token.add{("Error™) ;

return token;

a o

JU#1 3.65 Mshstioya JSON muguiuunntniinuayn

4) nsvadayaveylinadn

- Get User info : Toyadudinlyd

- Get Activities : dayan1seaniiain1gINHndn
Fsloni1 url wesdieyaiifioans uldiamunueunaindy

public List<String> getProfile [List<3tring> token, int date, int month, int year){
List<String> profile = new Arraylist<->({);

if {token.get{0) == "Error"){
Toast.makeText({getipplicationContext(), "Error due to token read", Toast.LENGTH SHORT).show():
lelse]

String token type = token.get{0);
String access_token = token.get(l):

taccess_token,null,mull,null); Every functior 85 ,Sim3 Stfacture, But changing only the request

String profileString = requestHttps("https://api.fitbit.com/1/user/-/profile.json", "GET" "Authorization", token_type+" "

U 3.66 fregamssedeyailnUndiulusingveadly
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JS0NOkject profiledson = new JS0NObject (profileString):;
JS0NObject jObject = profiledson.getJSONObiject("user"):
String fullname = jObject.getString("fulllame");
String nickname = jObject.getString("displayName"):
String weight = jObject.getString("weight");

String weightUnit = jObject.getString("weightUnit");
String height = jCbject.getString("height");

String heightUnit = jObject.getString("heightUnit");

if (weightUnit.equals("METRIC"}) {
weightUnit = "kg";

lelsef
weightUnit = "pound";

}

if (heightUnit.equals("METRIC"}) [
heightUnit ="cm";

lelse{
heightUnit = "inches";

i

profile.add({fullname) ;
profile. add (nickname) »
profile. add (weight) ;
profile.add (height) »
profile. add (weightUnic) »
prafile.add (heightUnitc) ;

UM 3.67 dreehalaamspetayailnUndiulusinavesly aan JSON

= v 1 a

5) nsaetayavas I4inTnluiuiigudenariuniudsiies

o9 KV
¥

Fsnnsivzdedoyaiiueundinduiis doyatindnludaoundinduiny gimunlald
Fnns¥osme ududslesgunsaidstoyailianludueundinduiindaiiinuniy udimey
ndudeyaiilsnnueundinduluifuigiudeyaiumadsnnesinu welieunanduiny
anansadayalulydau

TextView t¥ = (TextView)findViewById(R.id.textView);
tv.3etText (printing + "\n" +"http://161.246.60.66/[itgame.php?fitprofile="+fullname+"&fitsteps="+step+" kdate="+year+
"-"imonth+"-"+date);
try{
URL url = new URL{"http://161.246.60.66/Fitgame.php?fitprofile="+fullname+"&fitsteps="+step+"&fitdate="+year+
"-"+month+"-"+date+"kfitdist="+distance+"&fitcal="+calories);
HttpURLConnection urlConnection = (HttpURLConnecticon) url.openConnection():
try {
InputStream in = new BufferedInputStream{urlCeonnection.getInputStream()) s

} Finally |
urlConnecticn.disconnect () ;

}

lcatch (Exception e} {

= 1%

JUT 3.68 lannsdetoyavesildflndnluifuiignudeyarumadsiiesiny

u
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3.8 Mynmuwaunaatuludiuvasnishisdayasasiuu Tnslduaunsonn

3.8.1 afeflandunshingia Jawbone APl Gag OAuth 2.0

MsAnsery Jawbone APl 9gl#ns OAuth 2.0 lumsisteyamuiiinnoouliFonld
Fagosatnsandnvesnesluuneu Feadesaundnuuduledléf https,/jawbone.com/signin

| AWB U NE Learn About UP Fitness Trackers Corporate Sales Support

SIGN IN

Enter your Jawbone account email address and password to continue.

Email address.

3UT 3.69 mihveaiinsaundnvesluy

3.8.2 nisaswmziousaundindy dadsnnes

TunswmukeUnaweduiidanoturesluudsnies avdedinisiudusinu dusu
LOUNELATUNIUNIS https://jawbone.com/up/developer/auth/login nsdasmnztiaudu
AIATENITNVDIDSIUULAD LﬁaL%Hajmﬁﬁawzl,ﬁamt,aﬂwﬁLﬂsi'j’u Twaen Account I@U%}@;ﬂaﬁ
Iz lldlunsa¥sueundinduitedsdoyasin Jawbone AP

B & &\ & o A

Sign In using your Jawbone account.

Email Address®

Email Address

Password*

Password

Remember me ¥

Create account Forgot password

5UN 3.70 niiveiingseuumtaukeundinduresesiuy
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Wy singssuusas Wevinn1sawy den Account > AdN Manger Account >
Create Organization AI3U1 3.71

JUN 3.71 mhvenmsamsdeuweundintuvesvesiuy (1)

InwFen 1den Create App teaiaiaunaiadu faguil 3.72, 5U9 3.73 wag 3UN 3.74

Create Organization

Organization Name*
Emall Contact”

Description (1000 character limit)*

Vendor Logo (click 1o select image)

€

CGREATE VENDOR

Name: PR UNALATY
Description: a5 UNELALIA VLB UNWALATY

Long Description:  a5uU8LAgInULBUNALATUNINTL

DOCUMENTATIGN

Create Application

This Info

Application Details

Name (27 character limit)*

D otion (100 character imig

4

sUN 3.72 vihvensamelleuleundinduvesaasivy (2)
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Logo: A logo LaUNALATY

URL*: URL ¥®3 Homepage

Authorization URL*: URL igiasnisifousofuneundiatu

OAuth Redirect URIs: éi”’aﬁ%ﬁaiﬁ%’agaéaﬁummu URL igaenld Custom scheme

Learn More About URL:  As@ltiuAusieaziden URL Trunndu

Logo (click to select image)

>

Application Links

Add Another URI
Learn More About URL.

Yous site for more dstoils ebout your.cpp. nked on thecop cetal screen,

JUN 3.73 mhvensamaideuweundinduvesassiuy (3)

Wiavinnnsnsendeyaliinsudiuuainan Create Application
Pub/Sub : tden Disable %50 Enabled

Pub/Sub

Disabled ® Enabled

WeDbhook (required ff pup/sub enabied)

5 receive pub/sUb notficetions.

CREATE APPLICATION

sUT 3.74 vihvemsamsileuneunainduvesaasiuu (4)

deawmnsilouaiands aglanmsndweslidmivinnedetoyasenitauoundindu
Jawbone Server 1 OAuth 2.0 fagu# 3.75
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Application Links
DOCUMENTATION

Get Started Homepage URL: kmitLacth
Intreduction Authentication page URL: vkmitl acth
Authentication

QAuth redirect URLE:

Structure
Learn More About App URL: None
Endpoints
Types
i Pub/Sub
Pub Sub
Disconnection
Status Disabled
Tools
- Webhook: None
Research Participation
Status

Developer Forum
Marketing Guidelines

Affliate Program Application Is Unpublished

APl Status
oo i T cou e e
DEemhERs 0 have your app 1nstalle, i 1z manage shanng preferences and thi ould Imn the
Archive 2d tems to thelr teammates. Please note: Publishing thy {oes not mean the app will be.
ry. Listing there can only ba enabled by J
ACCOUNT

be editable. Y awbone to unpublish, so

eeding

Manage Account

APPLICATIONS.

PUBLISH

JowfitGame
aa
wearable-senior-pr Test Users

Create UP accounts w
receive PUD/SUD notri

51 yoUr application. Test the ALt fiow, make API calls, and

simulated data 1o
5 Wit test Uzers.

ENTER UP SIMS

JUN 3.75 Wsdwesilaanmsamedeuiauninduresaosiuy

3.8.3 waundntu Hslaaaud (Application on Client-Side)

1) Maideusaveiluuuuszuuufiinisuauasasd

mMsidenreveflunvusEUUUfTANSLOUATOUs Client ID fu Client secret flunloily
SDK 2238014 Android SDK tavnzuesaeslui tieilaniiiiuveseesluy ileve code 1
Jigltlunisve Access Token hinsfoseazdeadulunumassluuimungndroduiin
O wivasluuazyinisdndefuidsniinsios saguil 3.76 wag UM 3.77

private static final String TAG = HelloUpRctivity.class.getSimpleName();

private static final int OAUTH REQUEST CODE = 25;

C "Test-2
prlvate static final String CLIENI_ID = " WIVWw3ksfpQd":
private static final String CLIENT SECRET = "ed46a27e5d3441317607bac4ead9ded617790637";

awbone Dev

I _bkagthe hpredivect url setdp in

pr:l_vate static final Strlng QAUTH CALLBACK URL = "http://localhost/helloup?";

private List<UpPlatformSdkConstants.UpPlatformhuthScope> authScope;

JUTN 3.76 nsUantiiiuSenldveyaresaesiuu (1)

authScope = new ArrayLlst(UpPlat formSdkConstants.UpPlatformbuthScope> ()
authS5cope. add (UpPlatformSdkConstants.UpPlatformiuthScope . ALL) ;

Button cAuthButhorizeButton = (Button) findViewById(R.id.aunthorizeButton);
ciuthfuthorizeButton. setinClicklistener (new OnClickListener() {

E0verride

public woid onClick(View w) {

Intent intent = getIntentForWebView();

startActivityForResult (intent, OAUTH REQUEST CODE):

}
s

JUN 3.77 nsUantiiuSenlddeyaresaesiuu (2)
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2) msvadeyalvausavasiuy
nsvedeyadnnvesiun Feavdedly cauth 2.0 lifeuleu Http Request ins1ed
sUkuuanig Tunisfiaseres iWesnlunmsaunty sesluwaslivldidu Android SDK

3) 1598 Access Token uaz Refresh Token ¥a9395luy

Tun159e Access Token Wag Refresh Token wasaasluy iflasainnsisdoya JSON
pugunuuiitesuufmunmty sesluuiisunuuamelunsiaseios insigluntsimuniy
393lunazil Android SDK 1nlvilganu

SharedPreferences preferences = PreferenceManager.getDefaultSharedPreferences(this);
mAccezsToken = preferences.getitring (UpFlatformSdkConstants. VP PLATFORM ACCESS TOKEN, null);

if (mAcceszsToken '= null) |
ApiManager.getRequestInterceptor() .3etAccessToken (mAccessToken) ;
listView.setOnItemClickListener (restApilistener{));

5Ui 3.78 Wwsenien Htp Lieve Token vos9asluy

4) Mivadayavasyldvasluu

- Get User info : Yoyadiusgld

- Get Move : 703/aN1598NMAINIEIINBILUY
Faleni url vesteyaiidesnis uldauueundindy

LpiMenager.getRestdpiInterface() .getlUaer |
UpPlatformidkConstants.APT VERSTON STRTNG,
userCallbackLiztener) ;

=

JUR 3.79 fregrumsisteyaresluudiulusindvesyly

private Callback userCallbacklListener = new Callback<Cbject>{){

Foverride
public woid success({Cbject o, Response response) |
Log.e(TAG, "apl call successful, json output: " + o.teString()):

String message = c.toString();
int index = message.indexOf ("first");

index +=&;
while {index<=message.length{)}{
if {message.charhAt{index)==',' | message.charlit{index)=="1"}
break;
firstHame = firstName + message.charht (index);
index++;

}
index = message.index0I("last");
index +=5;
while {index<=message.length{)){
if (message.charit (index)==',' | message.charit(index)=='}"
break;
lastName = lastWName + message.charlAt(index);
index++;

}

3UN 3.80 Medalaansasteyadasluudiulusinduesyld 20 JSON
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5) nsdedeyavasdlivesluuluifuiignudeyaritumadsviaes
Famsiazdedeyaiiueundinduisdeyavoslunludueundiatuiny gimunleld
FBnsfesne ududinesgunsaidstayaiildnnludueundinduansluuinmundu ué
noundutoyaiildanueundinduluiiufigiudeyainumadsnnesing ielioundindy
nansadeyaluldam

TextView u = (TextView) findViewById(R.id.user);
u.getText (firstName + " + lastName);

A ast.makeText (getdpplicationContext (), o.toString oast
year = Calendar.getInstance().get({Calendar.YERR);
month = Calendar.getInstance() .get {Calendar.MONTH);
date = Calendar.getInstance().get(Calendar.DATE);
month = month+l;
fullname = firstName+ " " + lastName;
ur = "http://161.246.60.66/[itgame . php?[itprofile="+fullname+"&fitsteps="+3tep+"ifitdate="+year+
"-"+month+"-"+date+"&fitdist="+distance+"&fitcal="+calories;
TextView 3 = (TextView)findViewById(R.id.steps);
3.3etText (ur);
try{
TURL url = new URL("http://161.246.60.66/fitgame. . php?fitprofile="+firstName+"&fitsteps="+3tep+"&fitdate="+year+
"-"+montht+"-"+date+"&fitdist="+distance+"&fitcal="+calories);
HettpURLConnection urlConnection = (HttpURLConnecticon) url.openConnection();
try {
InputStream in = new BufferedInputStream{urlConnection.getInputStream());
1} finally {
urlConnection.disconneet{):
}
}catch (Exception e {
3.3etText ("error"+e.toScring() );
}

UM 3.81 Mdanisdstoyaveldansluuluiiuiigudeyarunmadsiiesiny
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3.9 nMsAsdayangunsalinnuniseaningenig
nsfadeyanisesniadinielasnsindunisdauas Sudeyasenitgunsalinniunis
panfdnefvausninuszuuljURnsuounsess wazausvliussuuljuiiniswou
nseustuiuEsHnesuseUndindy Taslusunsuildlumssnduteya aun
1. Wsunsu Wireshark : 1daiasgvideyaseninsgunsalinauniseenidanieiu
amnsvlnuiiinsiouseugys Taensthld btsnoop hci dsoguuannivluiy
(Wdiuteyalumsifousiougys) indingwlulusunsy Wireshark
2. 1Usunsu Burp Suit Free Edition : l¥andudeyavasweunainduuuaunininuly
druveamsdstoya uazfutoyanniudimnesililuslnnea HTTP/HTTPS
3. TUsunsu Apk and Dex Android files to Java : lagiusunaiaduuniiinis

Reverse Engineer

3.9.1 aardnenssulunisindudeya

Server

Tracking

Device

Wire = '
sharli s it
Laptop

sU% 3.82 anrtnenssulunisandudeya

Tumsdinfutoyaniseanidnie Tulassuillfgunsainiseandidsnie 3 Bve Tdud
Fitbit Jawbone Wwag Mi Band 2 sanmnsauvamssndudoyaudseonldifu 3 duw laun

1. msdndudeyaiileifeuseugysluusazaunsal

2. msnduteyaiiamnivivu fo Weueundnduihmsanseludaiuidsies

3. masinduteyaiiueunaindu
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3.9.2 masndudeyailaidensaugyslunsiazgunsal delusunsu Wireshark
Tunsdnfuteyavesgunsniurazdvetudewinindoudegunsalfuausnly
mougyslundazgunsal uazduhlwdiAudeyanisideusougysainaunnlvutiin
nsraeululUsunTy Wireshark Ssansnsoutadu sunou 3 Suneu léun
1. nsdeusiogunsalfuamiminusinuugys
2. nasAniaangvia
2.1 Weieusogunsaiinmunisoonidanefuamnivinusougysuda T
aunsnlviu Weustedeans USB idnfuaesfiuned 9intudily
A9 -> M fegu

ow ¢ e 3 © 4 £21%03:35

ANSEIAN Q

WU

©  Auiduasna

Q) Auuamsiauarzilanias

T maghidou

ASRUN

|

VAN nnsuduuazranulanasiy

) ASWEIL

@ Avasunsdwn

5U# 3.83 111198 N1IAIA -> MR



2.2 Wiaiunludiunsiauiwal dendatunuinued JWaldaududin
nnsayy Bluetooth HCI wagnswAludaunnsas USB

5Uf 3.84 nsi¥aldfnnsayy Bluetooth HCI wagnisuAladounnies USB

3. MsuTeyALIkanILaE IR S EiElUsin sy Wireshark 91 Laptop

o4 ¢ ® b 4 4 E24%03:52

< ANSWENUN

Wa

weanihaae
withear Liduwaransal

§1|:uuwmnm Bluetooth HCIWianua Tuguuuy
Wa

Walefuiuiinansays Bluetooth H..

Janaon OEM

anaelaedentn lnaginad

VIMSAARIVINU
AURFAIVANLSANTNANRIANIY

msudlagaunngas

st ladaunnsos USB
Tnuanlodaunnsosiaidausia USB

Lﬁnaaumsagzymmsﬁﬁn USB

971

3.1 Wi lWénfidedn btsnoop_hci  \Dulwdinudoyanisieusaniuugys

1 4{' c (%3 a' Ql' d' I el'a‘l’dl £a o w
i%‘l/i’J’NLﬂi@ﬂﬁu’]ﬁVIIWUﬂUﬁﬂVlL‘UEJEJG\EJSL‘LW]‘U Ao Qﬂﬂimm@(ﬂ’mﬂ’]i@@ﬂﬂﬂaﬂ
N8 Fitbit Charge HR , Jawbone UP3 , Mi Band 2 swdulilu

A ¢ o ] & Y | X Ade v ¢
AaNIABs Belnasina1asinulisgludiuves uihudeyaniglugunsal

(2 1 PN 1 & v I A dy A & 14 L3
ﬁ]ﬂﬂ@]?@ﬂ?ﬁ%@%%@ﬂlwaﬂﬁﬂaﬂﬁ Ao WUWLﬂU‘U@%aﬂWUIUQUﬂim/

mtklog/btlog

Organize =

0 Favorites
Bl Desktop
4. Downloads

o Libraries

| Docurnents

= btsnoop_hci

Text Decument
23.2 KB

g‘i.l‘f"i 3.85 ﬁa&\j%@ﬂﬂé btsnoop_hci
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Organize « Include in library «

Share with + Burn MNew folder
0 Favorites I
Bl Desktop
& Downloads
i Libraries btsnoop_hei
@ Documents

J’ Music
JUN 3.86 Anaanlild btsnoop_hci atlumeuiiames

3.2 Wiaynisanaanindasnauiimeaswal Wyinnisialuswnsy Wireshark

The Wireshark N 5
File Edit View Go Capture Analyze Statist elephon: Help
dm

@ RE ]
[WTapoly o dsplay fiter .. <ctrl-/>

Welcome to Wir
Open

Cr\Users\Nareepat| Desktop\btsnoop_ hti.log (nct found)

\Narezpat\ Desktop\mifitbitup3.log (218 KB)
N

\Desktop\fitbitup3 log (172 KB)
up3log (145 KB)
_heilog.last (169 KB)

Capture

using this filter: (P [Enter & capuue fiter -]
Unableto load WinPeap (wpeap.dil); you will not be able to capture
packets.

In order to capture packets, WinPcap must be installed; see

gﬂﬁ 3.87 vin99lUsknsy Wireshark

33 Aflolalysunsulunndilua File > Open wiievinnisilala

btsnoop_hci Ailsiviinisanasnlinasesneuianes

Lookin: || log-BLE - &d =
o= Mame = Date modified Type
chel [ btenoop. héi . 6/18/2017200AM  TextDocu
Recent Places ~ o B DY * A
Desktop
=l
Libraries
A
Computer
.:'u 4 [ 2
Lﬁ. File name: btsnoop_hci -
MNetwork
Files of type: Al Files -] [ Cancel |

Help

31]17; 3.88 N134UAlWa btsnoop  hci
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btsnoop_heil

File Edit View Go Copture Analyze Statistic ephony  Wircless  Tools  Help
AN 7@ RERes=FriEaaan

(W Tapply a display fiter___<Cirl-/>

No. Time Source Destination Proto Leng Info
104 285.241686 localhost () 5:24:04:b0:78:96 (UP3)  ATT 24 Sent Write Command, Handle: @x801 (Unknown)
105 285.290314 controller host HCL. 14 Revd Number of Completed Packets
106 285.290415 localhost () 5:24:04:b0:78:96 (UP3)  ATT 17 Sent Write Request, Handle: @x@013 (Unknown)
167 285.340266 controller host HCI. 14 Revd Number of Completed Packets
108 285.389987 f5:24:04:b0:¥5:96 (U. localhost () ATT 18 Revd Write Response, Handle: @x@@13 (Unknown)
109 285.390728 f5:24:04:b0:15:96 (U. localhost () ATT 17 Revd Handle Value Indication, Handle: @xeels (Unknown)
110 285.391745 localhost () 75:24:04:b0:78:96 (UP3)  ATT 10 Sent Handle value Confirmation, Handle: @x@e15 (Unknown)
111 285.440762 controller host HCL. 14 Revd Number of Completed Packets
112 285.441635 localhost () 5:24:04:b0:78:96 (UP3)  ATT 17 Sent Write Request, Handle: @x@@13 (Unknown)
113 285.490517 controller host HCL. 14 Revd Number of Completed Packets
114 285.540644 £5:ad:04:b0:f5:96 (U.. localhost () ATT 10 Rcvd Write Response, Handle: xb613 (Unknown)
115 285.541863 £5:24:04:b0:¥8:96 (U. localhost () ATT 18 Revd Handle Value Indication, Handle: @x@815 (Unknown)
116 285.543575 localhost () £5:34:04:60:78:96 (UP3)  ATT 10 Sent Handle Value Confirmation, Handle: @x@el5 (Unknown)
117 285.590571 controller host HCL. 14 Revd Number of Completed Packets
118 285.590966 localhost () 5:04:04:b0:78:95 (UP3)  ATT 22 Sent Write Request, Handle: 8x8013 (Unknown)
119 285.640248 controller host HCL. 14 Revd Number of Completed Packets
120 285.690184 f5:24:04:b0:15:95 (U. localhost () ATT 10 Rcvd Write Response, Handle: @xp@l3 (Unknown)
121 285.693149 localhost () 5:24:04:b0:78:96 (UP3)  ATT 17 Sent Write Request, Handle: @x@013 (Unknown)
122 285.740646 controller host HCI. 14 Revd Number of Completed Packets
= 123 285.741285 f5:24:04:b0:¥8:96 (L. localhost () ATT 17 Revd Handle Value Indication, Handle: @x@els (Unknown)
— 124 285.741405 localhost () f5:a4:04:00:78:96 (UPZ)  ATT 10 Sent Handle Value Confirmation, Handle: @x@els (Unknown)
125 285.790134 controller host HCI. 14 Revd Number of Completed Packets
Frame 123: 17 bytes on wire (136 bits), 17 bytes captured (136 bits)
Bluetooth
Bluetooth HCI He
» Bluetooth HCI ACL Packet
Bluetooth LICAP Protocol
Bluetooth Attribute Protocol

62 02 22 0c 00 08 00 64 60 1d 15 60 05 85 T8 dc
7b {

gﬂﬁ 3.89 14 btsnoop_hci M.Un91n Wireshark

3.9.3 nMsandutayaniauriviny Inglusunsy Burp Suite Free Edition

lunrsandudeyavesgunisiviazBviedosinnswensreaunsaiivauniviviy uas
AzFodin1TaslUsunTU Burp Suite MATDIABNNLADINDU IWBLTDUADAULAY LoUNEIATY
vuausvinuvesgUnsalusasvio agiinisdiassudoyaniudsniiesiimaIed

a s = o Y o N = o s o ]

AawTianes Beimthmdunsand Turswauiedfuausninu n1sviuamsawadu 3
Tunauy fadl

1. n1sneA19a9lUsIAsY Burp Suite Free Edition

1.1 %899 NMsAnRIlUsLASH Burp Suite Free Edition Tumauiatnesiseuioy
waa IiUalusinga Burp Suite Free Edition  wawidnluiuiiu Proxy -
Options wazidan Add Leas proxy Tl

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T.‘iequencer TDecuder T Comparer T Extender T Project options T User options | Alerts

[ ntercept | HTTP nistory, | WebSockets history [ Options |

&
@J Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You wil need to configure your browser to use one of the listeners as its proxy server.
l Add \ unning | Interface | Invisible | Redirect iCerLiﬁcata |
€] 127.0.0.1:8080 = Per-host I
Edit | |

Remove |

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can impert or export this certificate for use in other tools or ancther installation of Burp.

l Import / export CA certificate J l Regenerate CA certificate J

@ Intercept Client Requests

5Ufi 3.90 TUswns1 Burp Suite Wity Proxy - Options

Y
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1.2 ¥nsiviue Bind to port 1Ju 8080 130 WesnduUANABINT Lagiden
Bind to address 1u All interfaces Waldannegrasauiosln adn OK

i Add a new proxy listener u

JBi'u:hg T Request handling T Certificate ]

LEJ These settings control how Burp binds the proxy listener.

|Eindtupurt: |3039| | |

Bind to address: () Loopback only

@ Allinterfaces

O specific address: | 127.0.0.1 | v]

oK Cancel

3U17i 3.91 N15A19UA Bind to port

1.3 1o Windows Firewall Tgugumsidanuneasealy aan Allow access

g Windows Security Alert X

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Burp Suite Free Edition on all public and private
networks,

ﬂ MName: Burp Suite Free Edition
Publizher: Portswigger Web Security
Path: Ctprogram filles\burpsuitefree \burpsuitefree. exe

Allaw Burp Suite Free Edition ta communicate on these networks:
[#] Private networks, such as my home or work network

[]Public netwarks, such as those in airports and cafes (not reu:u:ummended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Gﬂllow arcess Cancel

1J17i 3.92 Windows Firewall Lwaauaumﬂm’mwaim
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1.4 Tuges Running Tudiuves proxy fasslibidenduesesnegniiiel
¥N91U

‘ Burp Suite Free Edition v1.7.19 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Seguencer T Decoder I Comparer T Extender T Project options. T User options | Alerts

" Intercept T HTTP histery T WebSockets history T Options ]

@ Proxy Listeners

a Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

| Add | |Rumning | interface | Invisible | Redirsct | Certificate

— = 127.0.0.1:3080 a Per-host

e @ *8089 8] Per-host ]
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. Y'ou can impert or export this certificate for use in other tools or another

l Import / export CA certificate J l Regenerate CA certificate J

sUN 3.93 msldaunein
wazluuiiu Intercept Tilden Intercept 1u Off

i Burp Suite Free Editicn v1.7.19 - Temporary Project DAL -_— o B

Burp Intruder Repeater Window Help

[ Target_]T_;ruxyTT E‘Iider T-Sc:anne_r T Intruder T Re?e%taIT Sec;uenc;T Decoder T Comparsr T Extender T Project options T User options

J Htercepg‘[ HTTP history T WebSockets history T Options ]

opuEr Drop Intercept is off Action

gﬂﬁ 3.94 n151@en Intercept Off

2. NISASAILATBINTANN
2.1 ndaanasAnlusunsuudslivinswendegUnsalfinaunisesniidenie
v a U s a wa ¢ g v .o
fuweundeduuuausinuszuudfuiBnisuounsess Nlg Wifi lulswau
a YY) d' a s & Aad & v v PN
Wernuduatesreuiimes Tundlyllnidyedn iphone antulmdnlus
A1SH9AT - Wi-Fi NAA19A Wi-Fi Aisiatenlinaasn wiluiasedne
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3 © 4 Z29%02:04

iPhone

[AULAUY

| uiloiasagny

gih'?i 3.95 N1563A7 Wil

2

2.2 \Gen fidientugs uaziden Proxy lussasinenues wagldasing il
Proxy hostname = Tild IP vosAT0snauiInes NRAGY Burp Suite 17
Proxy port = lanunetay port Minanualilu Burp Suite 970ty Aandudin

3@ 4 229%02:05

iPhone

anutanady
WPA2 PSK

SHRHW

(VLJJ'LUé"yu)

[ uaavsvianinu

fidanduge

LALAA Yuiin

5U# 3.96 n1siienddendugaiionadn Wifi
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4 2 28%02:09

FBAULDY

wSand HTTP fnslgouleswsizas
weiana Lifinsigoulasuanwiindudu

Folaasnsand

172.20.10.5

——————1

wasaniond

8089

1

sUN 3.97 nsldiau IP vu Jelsasnsend waznislanese

N13a9AN3 CA (Certificate) T4fiaunsnlnu
lun1384 Certificate Lﬁ@lﬁﬂﬁé’ﬂﬂ”ﬂ%’ayjammsaLﬁwmﬁﬁméﬂmLﬁ@iﬁu

mimauamamuamwiﬂ/\lumsaquu

3.1 mumaumamﬂmsmm WiFi ﬂamimm CA Certificate U89 Burp Suite a4
Tuin3as Android Tius URL http/burp ULUS1@esves Android uae
ABNfiYs CA Certificate iieyinisaniiivan ilevinisaniiivanuiudaoy
1dlniate cacertder Timswdsuunuanavesindifiu cacert.cer

4 227%02:10
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rp.Suite Free Edition CA Certificate I

tome to Burp Suite Free Edition.

5Ufl 3.98 n3amiluan CA Certificate adluiA3es Android
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4. nsWalusunsuivensiasizvidaya
9 o I 2 o 1% v o A a v -
4.1 nasnvinsasanasaseuies induunalusunsy Inepdnidiluaf Proxy
-> HTTP history agl@nisnvazidunuesdannuiidassuniulisinaoa
HTTP/HTTPS vauaUndintuuuainininussuuuufnisueunsoss

‘, Burp Suite Free Edition v1.7.19 - Temporary Project = | |

Burp Intruder Repeater Window Help ‘

Target | Proxy | Spider | Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Project options I User options | Alerts

Intercept | HTTP history TWehSnckets history T Options ]

Fiter Hiding £S5, image and general binary content | &4}

# 4| Host Method URL Params | Edited Status Length MIME type Extension Title Comment |ssL [P |

] D -go0gle.codn GET QW S_Ta=Cr&er=Ganr wanninTvg I 105, . & =] Ui} 73] HIRL UZWoved oy
40 https:#/api-android jawbone.com | GET Lk ore?da... (] a 200 2661 JSON [E/ T
4 hitps:iiapi-android jawbone.com  GET Inudgefapitv.1 S9iusersi@mefeed?pag €] o 200 6165 JSON @ s4
42 hitps:/api-android.jawbone.com GET Inudge/api’v.1.5%apps (] o 200 44102 JSON @ 54
43 hitps:iivewew.google.co.th GET ?gws_rd=cr ssi&ei=G4BFWdnhinivgT... ) a 200 1002685  HTML Google: @ 21
46 hitps:iiveww.google.co.th GET icomplete/search?client=chrome&gs_ri. ) = 200 1699 JSON [E/
47 hitps:iiveww gongle co th GET fxjsl_fjeik=xjs qs.th g3Kd32sl ABD Ofm o & 200 443583 script @ =
42 hitps:ifwww.google.co.th GET Icomplete/search?client=chrome8gs _ri & a 200 1453 JSON @ =
50 hitps:iiveww.gstatic.com GET fogl_Jis/k=0g.mob.en_US.geaBYLQg2b. (] o 200 62084 script @ 2
5 hitps:ibandsync-android jawbo... POST Inudge/api'v.1.58/usersi@me/band @ o 503 482 JSON €] S0
52 hitps:ifwww_facebook com GET 1 O ™) 30 487 HTML @ 15
53 https:iim facebook.com GET 1?refsre=https%3A%2F%2Fwww fac (] O 200 28801 HTML Facebook-a' &, ,a'%a 2 [c/
54 hitps://api-android jawbone.com  POST inudgelapitv.1.5%events = a 200 409 JSON ] 54‘ L
i~ 7

Request | Response

Raw | Params | Headers | Hex
GET /mudge/api/w.l.5%/users/@Bme/scoreldate=20170615 HTTP/1.1 A
Cac 1: he r
L m nindroid/4.27.0 Dalwik/Z.1.0 (Linux; Ui Andreid £.0; FLOZ Puild/MPASSK)

/Banglrok
w08 Flkxvhj i hFOtWSZeFhW-2ht gHE 1hVhe 7E 1VUGQ
00000000-5524-Ge7a-562c-300a0033587

Ul 3.105 m3suuazdsdeyadiinluslnaoa HTTP/HTTPS

MN3UR 3.105 Feyaitdsiiu Wslnaoa HTTP/HTTPS Ussnouse doyai
ddluuazmeunduaniiudsnines :auds Header vastagawintua e Téun Host
ﬁiﬁumidqLLaz%’U%agauuam%m‘IWu’LuLﬂ%aﬁﬁwmﬁé’ﬂ%’u Method, URL,
Params, @01y, AeveeNs, JUsuuTesoya Wusiu
Tufiiazaula Host vasieundindu Fitbit, Jawbone Up Wag Mi Band 2

3.9.4 nsdndudeyaiueunaiadu Tns38n13 Reverse Engineer

msfnduteyaiiueundiadu  anansasildlaeth weundiaduunsi Decompile @
JuwmailAns Reverse Engineer Falusunsuiildlunisii fe Apk and Dex Android files
to Java @sanunsanmiiivanléann - http://www.javadecompilers.com/apk)

3.9.5 MIWATIEH
LY ¥ dl = o o a L U a ! dl
1NTITeT 3.9.1 §i1 3.9.4 arwrsathudndunislunisandunisinsedeaisnis
Weusiegunsalivausnlny uazeundinduuuamniviny Wldsuuuuresdaya n1svieu
vaatoya WetuiaTgriiensieyadinaunsalfianiuniseaniiaenielagnse lngly
HIUN15E38N APl 31ngunsaliu
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N159AUS19NAaNI5ALEUIY

4.1 NAANSVBINITWAUITZUURDUNAATUNULNARA

nadnsyeuBUNALATULNL PetFit Ap wouwAladuinuigldanunsnthdoyaaingunsal
aneBosiaunlduounieduntsnsvinnudsd

1) inmsfunmsidosdnfidesazasinis lnswisuiaiousfidu asiiniste
lowi letwdudiuniwesiiazasazvilifazasiiosuaifuazaunms
Tnemsfiaslglowumiuasdosfiviony Mdlunsuanlewiu Sundoaiuldun
NNMITEEUUA TR eI

2) m3BungdeyaangUnsainanedvie 1wy flnds 83ty udu Tasazasiaaey
peunaieuseateyafugunsal wazmsiawnalasazideyavesniseaniiga
neutdlunisiaung

3) n13fnwINIsAaraINgUNTAINITINARAINNITORNAEINIEY YINNTANTY
Uayan U Bluetooth wiumsiuazeenaInlusinpea HTTP/HTTPS uay
ﬁﬂé’u%’agaﬁﬁauaﬂw%wﬁu 1n838n15 Reverse Engineering lagnagaouann
inln 995lun Lasideliiuuy

4.1.1 Werdun1siinaunanvaskaunalatunuiniln
- fleAtumsaisaundn faguil 4.1
- eftunisidingssuu fagui 4.2
- sleitunsSenueundindumeueniililuninifeyaniseenfidsneanld
- ilitunsudlodeyavesdfidunazidonausioinis fslusui 4.3
- uensayafiugiusimmanosasashuny figuil 4.0
- uanannainvthuessiavesiiausandieingy feguil 4.5
- faidunstoldamesomiandu igui 4.6
- uansdoyalowuvsuiioufidaed figui 4.7
- leitumswaaeruiiteuseulariiuuasaluiny figui a.8
- mawAsuiiuifuneluty ﬁagﬂﬁ 4.9
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pOffvOss
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real word from game
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4.2 wagwsn1sduninaLaundiatuuuLaUuATaYR
dHosnueundiadunuiifaudeydituliansosuniefstoyannueundiadud
WAILILUY Android Native 1 vinlvinisdstagannuaundiatdu Android lalanansadsli
waUndiaduitianndey inldlaonss meiaundsdduslatgmilasnisadaeiosusdne
dwsugruteyanarsiinddldriunanietnedumesidn $198591n5U7 330 Software
Component Architecture vaanutiiniln Tnguwinianisiiau il
1) dledudumsinureseundiedugs flidavansandniuitefsoyaningunsnl
Fitbit %50 JawboneUP 1@
2) ovhnisadniudend weuwdieduiiiaundisgdfagrhnsdonlviuoundiady
Android Fusnvhey
3) weUndladu Android agviwthiiAnseu Fitbit Server 3o JawboneUP Server
e lvigldvihmstudusin wagyihmthisudeyasiiag amn Server
4) weUnALATY Android  ilaldudayasin Server - wdrazimsdedeyadenanly
Tufinliedesutinnagiudeya seluslanea HTTP Hunw PHP
5) ndsantusaUndiaduiiiauifegdfzarunsafioyadigaanaiosudie
gudeyaritethuldlunuldeld
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4.3 uagnsnshsdayaaingunsalinniuniseaninganiey

nanUnenssulunmsaniuteyavessun 3.82 Mliiinnaawsveinsastoyanisesn

o o

maamelagnisandunisdaaziudeyasenitgunsalfiamuniseenmasnieiuaunsnly
sruuUfURnsuounsesruazausvlviussuuUuRnsueunseuniu U@ sHIesve ey

waedu lnglusunsunldlunisandudeya laun

1. Tsunsu Wireshark :  1ddndudeyaseningunsaliinmuniseaniainieiu
annsvlnuiinsidouseugys Taensthlnd btsnoop hci Ssoguuannivluiy
(diuteyalumsifeusraugys) snlngwlulusunsy Wireshark

2. 1Usunsu Burp Suit Free Edition : 1¥dndudayavesiaundfintuuuauiinlinuly
druveamsdsteya uazudoyanniuidsmnesaliluslnaea HTTP/HTTPS

3. Tusunsu Apk and Dex Android files to Java : lasiusunaiaduuniiinis

Reverse Engineering

nadwsuasnsiniudeyaniseeniidenies Tuitldeunsainizeondidame 3 Be léun
Fitbit Jawbone Wag Mi Band 2 @annsouvmadnslumssndvdeyasenldiiu 3 diu
Lo
1. uadwsvesmssnduteyaideilendeugyslunsiazgunsal
2. uadwsvesmssnduteyaiaunsvlvu fe WeusUndiaduinisAnseldaiu
CHIRhH
3. wadwsyesnsindudeyaiifueundiady

4.3.1 uadwsvasnsindudeyailiedensaugysluudazgunsal

903U 4.11 4.12 waz 4.13 Wunadwsansndudeyavesugysseninsgunsalfinny
n1seenidsnede Fitbit Charge HR wazau1inlnuszuuUfiRnmsueunsesddvie Flash
Plus 2 Fefin1sgunsalfumns gunsaivarenis Tslasaaefld Aauenivesdeya was
sUwUUvedeya
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File Edit View Go Copture Analyze Stafistics Telephony Wircless Tools Help
Am @ LBRBRe>=TLEERQAQH
W [200ly = display fiter _<Cirl-/> E3 -] Expression.. | +
No. Time Destination Protocol Leng Info o
3996 938.594533 8 (Flash Plus 2) €8:f7:1e:58:96:cd (Charge HR) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: 8x@80L..exffff |
3997 936.597565 controller host HCI_EVT 7 Revd Command Status (LE Connection Update)
3908 038.741391 host HCI_EVT 14 Revd Number of Completed Packets
3999 938.741755 ted (Charge HR) TetMobil 79:cbie8 (Flash Plus 2) ATT 32 Revd Find By Type Value Request, GATT Primary Service Declaration, Handles: 0x@@e1..@xffff
4800 938.741858 8 (Flash Plus 2) <8:17:1e:58:96:cd (Charge HR) ATT 14 Sent Error Response - Attribute Mot Found, Handle: @x@001, Handle: @x@@@L (Generic Access Profile)
4801 935.790946 host HCI_EVT 14 Revd Number of Completed Packets
— 4202 935.791504 d (charge HR) Tettiobil_7a:cbzcs (Flash Plus 2) ATT 23 Revd Read By Group Type Response, Attribute List Length: 2, Generic Access Profile, Generic Attribute ..
4603 938.791508 TctMobil 79:cb:c8 (Flash Plus 2) €8:f7:1e:58:96:cd (Charge HR) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: @x@@c..@xffff
4804 938.842177 controller host HCI_EVT 14 Revd Number of Completed Packets
4805 938.842679 c8:f7:le d (Charge HR) TetMobil_79:cb:c8 (Flash Plus 2) ATT 32 Revd Find By Type Value Request, GATT Primary Service Declaration, Handles: 8x8801..@xffff
4606 938.842769 Tctiobil_79:cb:c8 (Flash Plus 2) €B:7:1e:58:96:cd (Charge HR) ATT 14 Sent Find By Type Value Response
4007 935.591022 controller host HCIEVT 14 Rewd Mumber of Completed Packets
4608 938.391854 c8:f7:1e:58:96:cd (Charge HR) TctMobil 79:cb:c8 (Flash Plus 2) ATT 31 Revd Read By Group Type Respense, Attribute List Length: 1, Unknown
4009 938.891981 TetMobil_7¢ 8 (Flash Plus 2) ¢8:f7:1e:58:96:¢d (Charge HR) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: @x@@18..exffff
4818 938.948932 controller host HCI_EVT 14 Rcvd Number of Completed Packets
4p11 938.941583 c8:f7:1e:5i d (Charge HR) TctMobil_79:cb:c8 (Flash Plus 2) ATT 16 Revd Read By Type Request, GATT Characteristic Declaration, Handles: x@029..0xffff
4012 935.941584 Tctrobil 79:cb:c8 (Flash Plus 2) €8:f7:1e:58:96:cd (Charge HR) ATT 32 Sent Read By Type Response, Attribute List Length: 1, Unknown
4813 938.991294 controller host HCI_EVT 14 Revd Mumber of Completed Packets
4814 938.991891 cB:f7:1e:58:96:cd (Charge HR) TctMobil 79:cbic8 (Flash Plus 2) ATT 31 Revd Read By Group Type Response, Attribute List Length: 1, Unknown
4815 938.991985 TctMobil _79:cb:c8 (Flash Plus 2) €B:f7:1e:58:96:cd (Charge HR) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: 8x@8lc..exffff
4016 933.050595 controller host HCI_EVT 13 Rewd LE Meta (LE Connection Update Complete) =i
4817 939.851513 controller host HCI_EVT 14 Revd Mumber of Completed Packets
4018 939951560 c8:f7:1e:58:96:cd (Charge HR) TetMobil 79:cb:e8 (Flash Plus 2) ATT 16 Revd Read By Type Request, GATT Characteristic Declaration, Handles: @x@e2a..@xffff
4019 939.051668 TctMobil 79:cb:c8 (Flash Plus 2) <B:f7:1e:58:96:¢d (Charge HR) ATT 32 Sent Read By Type Response, Attribute List Length: 1, Unknown
4820 939.855698 controller host HCI_EVT 14 Revd Number of Completed Packets
4021 939.063265 c8:7:1e:58:96:cd (Charge HR) Tettobil_79:cbzca (Flash Plus 2) ATT 23 Revd Read By Group Type Response, Attribute List Length: 2, Device Information, Battery Service
4822 939.863449 Tctiobil 79:cb:c8 (Flash Plus 2) cB:f7:1e:58:06:cd (Charge HR) ATT 16 Sent Read By Type Request, GATT Include Declaration, Handles: @x@0G1..Ex8807
4823 939.063506 c8:f7:1e cd (Charge HR) TetMobil 79:cb:c8 (Flash Plus 2) ATT 16 Revd Read By Type Request, GATT Characteristic Declaration, Handles: @x@@2d..oxffff
4824 939.878981 ntroller host HCT EVT 14 Revd Number of Completed Packet: =
> Frame 3996: 16 bytes on wire (128 bits), 16 bytes captured (128 bits)
> Bluetooth
» Bluetooth HCI H4
» Bluetooth HCT ACL Packet
> Bluetooth L2CAP Protocol
» Bluetooth Attribute Protocel
02 62 02 6b o0 07 66 03 00 10 01 00 7T 1T 00 25 ) C
: :
= v v IS) ! i . .
SUN 4.10 N15ANIUANSLTDURBNIUUFNSVDY Fitbit Charge HR
v v Y
File Edit View 'Go Capture Analyze Statistics = Telephony Wireless Tools  Help
iAm FERE ] T S & QQ
(W T2pply = display filter __ <Cal-f> 3 -] Expression.. | +
Time Source Destination Protocol Leng Info o
4023 939.063506 €8:f7:1e Tctiobil_ €8 _(Flash Plus 2 Al . 16 Rcvd Read By Type Request, GATT Characteristic Declaration, Handles: @xee2d..exffff
4024 939.678901 controller host HCI_E 14 Revd Number of Completed Packets
4025 939.872047 TctrMobil _79: (Flash Plus 2) c8:f7+1e:58:06:cd (Charge HR) ATT 32 Sent Read By Type Response, Attribute List Length: 1, Unknown
4826 939.878994 controller host HCI_EVT 14 Rcvd Number of Completed Packets
4027 939.079053 €8:77:1e:58:96:cd (Charge HR) Tethobil 79:chzcs (Flash Plus 2) 14 Revd Error Response - Attribute Not Found, Hendle: 6x0001, Handle: 0x8001 (Generic Access Profile)
4028 939.079158 TctMobil_79:. (Flash Plus 2) c8:f7:1e:58:96:¢d (Charge HR) 16 Sent Read By Type Request, GATT Characteristic Declaration, Handles: 9x@0@l..@x@ee7
4629 339.886985 controller host 14 Rcvd Number of Completed Packets
4030 930.087038 €8:f7:1e (Charge HR) TctMobil_79:cb:c8 (Flash Plus 2) 16 Revd Read By Type Request, GATT Characteristic Deelaration, Handles: @xeese..@xffff
4831 939.889895 TctMobil_79:cb:e8 (Flash Plus 2) c8:f7:1e:58:96:cd (Charge HR) 32 Sent Read By Type Respense, Attribute List Length: 1, Unknown
4032 939.096343 controller host 14 Revd Nurber of Completed Packets
4033 939.096396 ¢8:f7:1e:58:96:cd (Charge HR) TethMobil 79:cb:c8 (Flash Plus 2) 32 Revd Read By Type Response, Attribute List Length: 3, Dewice Name, Appearance, Peripheral Preferred Connection |
4034 939.896500 TctMobil 7! :c8 (Flash Plus 2) c8:7:1e:58:96:cd (Charge HR) 16 Sent Read By Type Request, GATT Characteristic Declaration, Handles: @x@007..axB607
4035 939.160616 controller host 14 Rcvd Mumber of Completed Packets
4836 939.180819 (Charge HR) TctMobil 79:cb:e8 (Flash Plus 2) 16 Revd Read By Type Request, GATT Characteristic Declaration, Handles: Bx8832..@xffff
4037 939.100892 % (Flash Plus 2)  c8:f7:1e:58:96:cd (Charge HR) 14 Sent Error Response - Attribute Not Found, Handle: @x0032, Handle: @x9032 (Device Information: Unknown)
4038 939.108115 controller host 14 Rcvd Mumber of Completed Packets
4939 939.108599 cB:f7:1e:5 (Charge HR) TctMobil_79:ch:c8 (Flash Plus 2) 14 Rcvd Error Response - Attribute Not Found, Handle: @xB067, Handle: @xP0@7 (Generic Access Profile: Peripheral P
4040 939.108692 TctMobil 79:cb:c8 (Flash Plus 2) c8:f7:1e:58:96:cd (Charge HR) 16 Sent Read By Type Request, GATT Include Declaration, Handles: BxB0@S..@x8e0b
4841 939.115615 controller host 14 Rcvd Number of Completed Packets
4042 939.115755 c8:f7:1e:58:96:cd (Charge HR) Tctiobil_79:ch:cs (Flash Plus 2) 14 Revd Find Information Request, Handles: @x062e..ox002e L=
4043 939.115827 TctMobil 7 (Flash Plus 2) c8:f7:1e:58:96:¢ed (Charge HR) 15 Sent Find Information Response, Handle: @x@@2e (Device Information: Unknown: Client Characteristic Configuratior ||
40644 939.123952 controller host 14 Rcvd Number of Completed Packets
4045 939.124008 (Charge HR) TctHobil 79:cb:e8 (Flash Plus 2) 14 Rcvd Error Response - Attribute Not Found, Handle: @x@@@8, Handle: @x@ees (Generic Attribute Profile)
4846 939.124688 s (Flash Plus 2) €B8:f7:1e:58:96:cd (Charge HR) 16 Sent Read By Type Request, GATT Characteristic Declaration, Handles: 8x8088..8x888b
4047 939.138613 controller host 14 Revd Nurber of Completed Packets
4048 939.138666 €8:f7:1e:5: (Charge HR) TctMobil 79:cb:e8 (Flash Plus 2) 14 Revd Find Information Request, Handles: @x@@33..exffff
4049 939.138700 €8:f7:1e:58:96:cd (Charge HR) Tctbobil _79:cbre8 (Flash Plus 2)  ATT 18 Rcvd Read By Type Response, Attribute List Length: 1, Service Changed
ADE‘D Q30 141516 Te#tinhil Ja:rhes® (Elach Blus O\ £R:§7:1248R:06 cd (Charge HODY ATT 15 Sent Eind Tnfarmatinn Desnnnce Handls: 0vO032 (Neuire Tnfarmatinn: linknawn: Clisnt O . ] rnnf"aur='w';'\| e
> Frame 4023: 16 bytes on wire (128 bits), 16 bytes captured (128 bits)
> Bluetooth
> Bluetooth HCI H4
> Bluetooth HCI ACL Packet
> Bluetooth L2cAP Protocol
> Bluetooth Attribute Protocol

82 22 Bb 60 67 00 64 60 68 2d 00 ff ff

5UN 4.11 N13ANTUMSERENINIUUGYSTENINg Fitbit Charge HR
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1 ® RERex>=F e Eaaam
[W]poly o display fiter .. <Ctrl-/> =3 -] Expression...  +
No.” [Time Source Destination Protocol  Leng Info -
4146 939.572912 8:F7:1e:58:96:cd (Charge HR) Tcttobil_79:cbic (Flash Plus 2)  ATT 18 Revd Write Response, Handle: @x8817 (Unknown: Unknown: Client Characteristic Configuration)
4147 939578195 Tctobil 79:cbic (Flash Plus 2)  c8:f7:le:58:96:cd (Charge HR) ATT 25 Sent Write Command, Handle: @x@ell (Unknown: Unknown)
4145 939.580625 controller host HCI_EVT 14 Revd Number of Completed Packets
4149 939.642852 8:F7:1e:58:96:cd (Charge HR) Tcttiobil 79:cbic8 (Flash Plus 2)  ATT 13 Revd Handle Value Notification, Handle: 8x8816 (Unknewn: Unknown)
4150 939.641308 <ontroller host HCIEVT 13 Revd LE Meta (LE Connection Update Complete)
4151 939.69¢817 c8:f7:12:58:96:cd (Charge HR) Tcttiobil 79:cbics (Flash Plus 2)  ATT 13 Revd Handle Value Notification, Handle: @x0616 (Unknewn: Unknown)
4152 939.791066 €8:F7:1e:58:96:cd (Charge HR) Tcttobil 79:cbics (Flash Plus 2)  ATT 26 Revd Handle Value Notification, Handle: 0x0016 (Unknewn: Unknown)
4153 939.798660 Tettiobil 79:cbic8 (Flash Plus 2)  c8:f7:le:58:96:cd (Charge HR) ATT 15 Sent krite Command, Handle: @x@e11 (Unknown: Unknown)
4154 939.842129 controller host HCI_EVT 14 Revd Number of Completed Packets
4155 939.940834 8:F7:12:58:96:cd (Charge HR) Tcttobil 79:cbics (Flash Plus 2)  ATT 15 Revd Handle Value Notification, Handle: @x0815 (Unknewn: Unknown)
4156 939.943539 <8:f7:1e:58:96:cd (Charge HR) Tettobil 79:cbic8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8016 (Unknewn: Unknown)
4157 940.041752 8:f7:1e:58:96:cd (Charge HR) Tctobil 79:cbics (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x0els (Unknown: Unknown)
4158 940.041515 c8:f7:12:58:96:cd (Charge HR) Tctiiobil 79:cbics (Flash Plus 2)  ATT 52 Revd Handle Value Notification, Handle: @x0616 (Unknewn: Unknown)
4159 940.142883 8:§7:1e:58:96:cd (Charge HR) Tcttiobil_79:cbic (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8816 (Unknown: Unknown)
4160 940.143137 <8:f7:1e:58:96:cd (Charge HR) Tettobil 79:cbics (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x0@ls (Unknown: Unknown)
4161 940.240341 <8:F7:1e:58:96:cd (Charge HR) Tctiobil 79:cbics (Flash Plus 2)  ATT 52 Revd Handle Value Notification, Handle: @x0616 (Unknewn: Unknown)

2162 940.242689 (Charge HR) Tcthobil_79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8816 (Unknown: Unknown)

c8:¥7:1e:58:96:cd
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4163 940.341128 (Charge HR) Tethobil 79:cbic8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x@@16 (Unknown: Unknown)
4164 940.341460 (Charge HR) Tcthobil 79:cb:es (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 0x8816 (Unknown: Unknown)
4165 940446886 c8:f7:1e:58:96:cd (Charge HR) TctMobil 79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8616 (Unknown: Unknown)
4166 948441421 c8:f7:1e:58:96:cd (Charge HR) TctMobil_79:icbic8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8816 (Unknown: Unknown)
4167 940.546880 €8:f7:1e:58:96:¢d (Charge HR) Tcthebil 79:cbicd (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x9@16 (Unknown: Unknown) m
4168 940.541455 c8:f7:1e:58:96:cd (Charge HR) Tcthobil 79:cbics (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x0816 (Unknown: Unknown) L
4169 948.646898 c8:f7:1e:58:96:cd (Charge HR) TctMobil_79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8816 (Unknown: Unknown)
4170 940.642246 <8:f7:12:58:96:¢d (Charge HR) Tethobil 79:cbic8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x0@16 (Unknown: Unknown)
4171 940.841410 c8:f7:1e:56:96:cd (Charge HR) _79:cb:cs (Flash Plus 2)  ATT 32 Revd Handle value Notification, Handle: @x0016 (Unknown: Unknown)
4172 940842077 c8:¥7:1e:58:96:cd (Charge HR) | 79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x8616 (Unknown: Unknown)
4173 940941351 c8:f7:1e:58:96:¢d (Charge HR) Tethobil 79:cbics (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: @x@@16 (Unknown: Unknown)
4174 asa_aa; :£7:10:5R: R (Ch: 1R Trttohil 7a:rhecR (Elach o1 s Reud Handle Value Notificat Handle: GvOA1A (linknoun: Link, =
Frame 4172: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
Bluetooth
Bluetooth HCT H4
Bluetooth HCI ACL Packet
Bluetooth LICAP Protocol
Bluetooth Attribute Protocol
- LV
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AN 2® JERBRes=T LA EFaaan
W [Apply 2 display fiter ... <Ctrl-/> 3 -] Bxpression...  +
No. Time Source Destination Pratocal Leng Info -
|~ 1458 753.427888 TctMobil 79:cb:c8 (Flash Plus 2) f5:24:04:b8:8:96 (UP3) ATT 12 Sent Read Request, Handle: 8x@02a (Device Information: Serial Number String) |
1451 753.448299 controller host HCI_EVT 14 Rcvd Wumber of Completed Packets
— 1452 753.490826 £5:04:04:b0:F8:96 (UP3) Tcthobil 79:cb:c8 (Flash Plus 2) ATT 26 Revd Read Response, Handle: BxB82a (Device Information: Serial Number Strin..
1453 753.497465 TctMobil 79:cb:c8 (Flash Plus 2) fs:a4:04:b0:8:96 (UP3) ATT 14 Sent Write Request, Handle: @x@el16 (Unknown: Unknown: Client Characteristic.
1454 753.548744 controller host HCI_EVT 14 Rcvd Number of Completed Packets
1455 753.590629 fs:a4:04:b0:T8:96 (UP3) TctMebil 79:cb:c8 (Flash Plus 2) ATT 1@ Rcvd Write Response, Handle: @x@@16 (Unknown: Unknown: Client Characteristi..
1456 753.595157 TetMobil 79:cb:c8 (Flash Plus 2) f5:ad:04:bB:f8:96 (UP3) ATT 12 Sent Read Request, Handle: 8x@88e (Unknown: Unknown) —
1457 753.648829 controller hest HCI_EVT 14 Rcvd Wumber of Completed Packets
1458 753.691158 5:04:084:b8:78:96 (UP3) TctMobil (Flash Plus 2) ATT 11 Rcvd Read Response, Handle: 8x888e (Unknown: Unknown)
1459 753.697383 TctMobil 79:chic8 (Flash Plus 2) 5:24:04:b0:18:96 (UP3) ATT 12 Sent Read Request, Handle: @x202c (Device Information: Firmware Revision St.
1468 753.748586 controller host HCI_EVT 14 Revd Number of Completed Packets
1461 753.790593 5:24:04:b0:78:96 (UP3) TctMobil 79:chicd (Flash Plus 2) ATT 3@ Rovd Read Response, Handle: 9x0@2c (Device Information: Firmware Revision 5.
1462 753.793730 TetMobil 79:cb:c8 (Flash Plus 2) f5:ad:04:be:f8:96 (UP3) ATT 12 Sent Read Request, Handle: @x@@28 (Device Information: Model Number String)
1463 753.340558 controller host HCI_EVT 14 Revd Number of Completed Packsts
1464 753.998576 f5:a4:84:b8:78:96 (UP3) TetMobil 79:cb:c8 (Flash Plus 2) ATT 13 Revd Read Response, Handle: @x@@28 (Device Information: Model Number String)
1465 754.001050 TctMobil 79:ch:e8 (Flash Plus 2) f5:24:04:b0:78:96 (UP3) ATT 12 Sent Read Request, Handle: ©x@830 (Device Information: Software Revision St..
1466 754.098357 controller host HCT_EVT 14 Revd Number of Completed Packets
1467 754.141955 5:24:04:b8:78:96 (UP3) TctMobil 79:cb:c8 (Flash Plus 2) ATT 3@ Rcvd Read Response, Handle: 8x8838 (Device Information: Software Revision S..
1468 754.152970 TetMobil 79:ch:e8 (Flash Plus 2) f5:a4:04:b0:8:96 (UP3) ATT 12 Sent Read Request, Handle: @x@@2e (Device Information: Manufacturer Name St..
1469 754.198607 controller host HCI_EVT 14 Rcvd Number of Completed Packets
1478 754.242285 f5:a4:04:b0:F8:96 (UP3) TctMobil_79:ch:c8 (Flash Plus 2) ATT 18 Revd Read Response, Handle: @x@@2e (Device Information: Manufacturer Name S..
1471 754.252574 TetMobil 79:cb:c8 (Flash Plus 2) f5:24:04:b8:78:96 (UP3) ATT 17 Sent Write Request, Handle: 8x8813 (Unknown: Unknown)
1472 754.398610 controller host HCI_EVT 14 Rcvd Wumber of Completed Packets
1473 754.441640 f5:a4:84:b8:78:96 (UP3) TctMobil 79:cb:c8 (Flash Plus 2) ATT 18 Revd Write Respense, Handle: @xB813 (Unknown: Unknown)
1474 754.443536 fS:ad:04:b0:T8:96 (UP3) TctMobil_79:cb:c8 (Flash Plus 2) ATT 26 Rcvd Handle value Indication, Handle: @xeels (Unknown: Unknown)
1475 754.452272 TctMobil 73:cb:e8 (Flash Plus 2) f5:24:04:b8:78:96 (UP3) ATT 1@ Sent Handle Value Confirmation, Handle: 8x@@15 (Unknown: Unknown)
1476 754.490763 controller hest HCI_EVT 14 Rcvd Number of Completed Packets
1477 754.493674 TctMobil 79:cb:c8 (Flash Plus 2) f5:24:04:b0:8:96 (UP3) ATT 32 Sent Write Request, Handle: 8x8813 (Unknown: Unknown)
14 4,541256 ntroller host HCI EVT 14 Rcvd Mumber of Completed Packet: %
> Frame 145@: 12 hytes on wire (96 bits), 12 bytes captured (96 bits)
> Bluetooth
> Bluetooth HCI H4
> Bluetooth HCI ACL Packet
> Bluetooth L2CAP Protocol
> Bluetooth Attribute Protecol
92 82 92 87 20 B3 @0 B84 00 8a 2a 80 oF--% s
' '
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Souree Destination Protocol Leng iInfo o
1531 758.545103 TctMobil 79:cb:c8 (Flash Plus 2) f5:ad:e4:b0:f8:96 (UP3) ATT 1@ sent Handle vValue Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1532 758.598568 controller host HCI_EVT 14 Rcvd Number of Completed Packets
1533 758.598795 TetMobil_79:cbic8 (Flash Plus 2) 5:a4:084:b8: f8:96 (UP3) ATT 17 Sent Write Request, Handle: @x8813 (Unknown: Unknown)
1534 758.640625 controller host HCI_EVT 14 Revd Number of Completed Packets
1535 758.690325 F5:24:04:b8:F8:96 (UP3) TctMobil 79:cb:c8 (Flash Plus 2)  ATT 18 Revd Write Response, Handle: 8x8013 (Unknown: Unknown)
1536 758.691568 15:a4:04:b0:78:96 (UP3) TctMobil_79:cb:c8 (Flash Plus 2) ATT 18 Revd Handle Value Indication, Handle: 8x8815 (Unknown: Unknown)
1537 758.693876 TctMebil 79:chb:c8 (Flash Plus 2) f5:24:04:b0: f8:96 (UP3) ATT 1@ sent Handle Value Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1538 758.791243 controller host HCI EVT 14 Revd Number of Completed Packets
1539 758.791567 TctMobil_79:cb:c8 (Flash Plus 2) f5:324:84:b0:78:96 (UP3) ATT 22 Sent Write Request, Handle: @x2813 (Unknown: Unknown) —
1540 758.840486 controller HCI_EVT 14 Revd Number of Completed Packets
1541 758.590304 5:24:04:b0:78:95 (UP3) | 79:cb:cB (Flash Plus 2)  ATT 10 Revd Write Response, Handle: €x0013 (Unknown: Unknown)
1542 758.898803 f5:a4:04:b8:78:96 (UP3) TctMobil_79:cb:c8 (Flash Plus 2) ATT 17 Revd Handle Value Indication, Handle: @x8815 (Unknown: Unknown)
1543 758.894197 TctMobil 79:cb:c8 (Flash Plus 2) f5:34:04:b0:f8:96 (UP3) ATT 1@ sent Handle Value Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1544 758.940283 controller host HCI_EVT 14 Revd Number of Completed Packets
1545 758.948393 TetMobil_79:cbic8 (Flash Plus 2) f5:a4:84:b8:f8:96 (UP3) ATT 17 Sent Write Request, Handle: @x@813 (Unknown: Unknown)
1546 758.99@630 controller host HCI_EVT 14 Revd Number of Completed Packets
1547 758.991096 5:24:04:b0:F8:95 (UP3) Tcthobil 79:cb:ca (Flash Plus 2)  ATT 31 Revd Handle Value Indication, Handle: @x0015 (Unknown: Unknown)
1548 758.991741 TctMobil_79:cb:c8 (Flash Plus 2) f5:a4:04:b8:f8:96 (UP3) ATT 18 Sent Handle Value Cenfirmation, Handle: @x8@15 (Unknown: Unknown)
1549 759.84039%6 controller host HCI_EVT 14 Revd Number of Completed Packets
1550 759.042174 5:24:04:b0:78:96 (UP3) Tetiobil 79:cb:cB (Flash Plus 2)  ATT 10 Revd Write Response, Handle: €x0@13 (Unknown: Unknown)
1551 759.141755 f5:a4:04:b8:78:96 (UP3) TctMobil_79:cb:c8 (Flash Plus 2) ATT 32 Revd Handle Value Indication, Handle: 8x8815 (Unknown: Unknown)
1552 759.142833 TctMobil 79:cb:c8 (Flash Plus 2) f5:24:04:b0:f8:96 (UP3) ATT 1@ sent Handle Value Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1553 759.191207 controller host HCI EVT 14 Revd Number of Completed Packets
1554 759.298558 f5:24:04:b8:78:96 (UP3) TctMobil_79:cb:c8 (Flash Plus 2) ATT 32 Revd Handle Value Indication, Handle: 8x8815 (Unknown: Unknown)
1555 759.292044 TctMobil 79:cb:c8 (Flash Plus 2) f5:24:04:b0:F8:96 (UP3) ATT 1@ sent Handle Value Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1556 759.340547 controller host HCI EVT 14 Revd Number of Completed Packets
+— 1557 759.391682 f5:04:04:b8:78:96_(UP3) TctMobil 79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Indication, Handle: 8x8815 (Unknown: Unknown)
— 1558 759.394076 TctMobil 79:cb:c8 (Flash Plus 2) f5:34:04:b0:f8:96 (UP3) ATT 1@ sent Handle Value Confirmation, Handle: @x@@l5 (Unknown: Unknown)
1559 9_a9@79; tenll host HCT VT 14 Reud Numh, s Neted Packet. L
» Frame 1557: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
» Bluetooth
> Bluetooth HCI H4
» Bluetooth HCI ACL Packet
b Bluetooth L2CAP Protocol
» Bluetooth Attribute Protocol
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o, Time Source Destination Protocol Leng Tnfo
1479 754.590540 £5:24:04:b0:75:96 (UP3) Tctiobil_79:cb:c8 (Flash Plus 2) ATT 10 Rcvd Write Response, Handle: @x8813 (Unknown: Unknown)
1480 754.596944 Tctiobil_79:cb:cd (Flash Plus 2) f5:24:04:b0:78:96 (UP3) ATT 14 Sent Write Request, Handle: @x@013 (Unknown: Unknown)
1481 754.740413 controller host HCI_EWT 14 Revd Number of Completed Packets
1482 754.790463 F5:04:04:b0:5:96 (UP3) Tettobil 79:cb:cB (Flash Plus 2) ATT 10 Revd Write Response, Handle: @x0013 (Unknown: Unknown)
1483 757.040713 F5:04:04:b0:8:96 (UP3) Tettobil_79:cb:cB (Flash Plus 2) ATT 17 Revd Handle Value Indication, Handle: @x0015 (Unknown: Unknown)
1434 757.843911 TctMobil 79:cbicd (Flash Plus 2) f5:24:04:b8:78:96 (UP3) ATT 10 Sent Handle Value Confirmation, Handle: @x8815 (Unknown: Unknown)
1485 757.843988 host controller HCI_CMD 6 Sent Read RSSI
1486 757.858581 controller host HCI_EVT 10 Rcvd Command Complete (Read RSSI)
1487 757.898765 controller host HCI_EVT 14 Revd Number of Completed Packets
| 1488 757.091357 Tcttobil 79:cbic8 (Flash Plus 2) ¥5:24:04:60:78:96 (UP3) ATT 14 Sent Write Request, Handle: @x@025 (Unknown: Unknown: Client Characteristic C
1489 757.140736 controller host HCI_EVT 14 Revd Number of Completed Packets
- 1490 757.190568 5:24:04:b0:8:96 (UP3) TetMobil 79:cbic8 (Flash Plus 2) ATT 10 Revd Write Response, Handle: @x0025 (Unknown: Unknown: Client Characteristic |
1491 757.195394 Tettobil 79:cbres (Flash Plus 2) £5:24:04:b0:8:96 (UP3) ATT 32 Sent Write Request, Handle: @x@@13 (Unknown: Unknown)
1492 757.240526 controller host HCI_EVT 14 Revd Number of Completed Packets
1493 757.290502 fS5:a4:04:b8:78:96 (UP3) Tctiobil 79:cbic8 (Flash Plus 2) ATT 10 Rcvd Write Response, Handle: @x@@13 (Unknown: Unknown)
1494 757.295936 Tctobil 79:cbred (Flash Plus 2) S5:a4:@4:b0:78:06 (UP3) ATT 14 Sent Write Request, Handle: @x@@13 (Unknown: Unknown)
1495 757.340571 controller host HCI_EVT 14 Revd Number of Completed Packets
1496 757.390840 £5:24:04:b0:75:96 (UP3) Tcttobil_79:cb:c8 (Flash Plus 2) ATT 10 Rcvd Write Response, Handle: @x8813 (Unknown: Unknown)
1497 757.397670 F5:04:04:b0:5:96 (UP3) Tettobil_79:cb:cB (Flash Plus 2) ATT 32 Revd Handle Value Indication, Handle: @x0015 (Unknown: Unknown)
1498 757.399373 Tetttobil_79:cb:ca (Flash Plus 2) F5:04:04:b0:5:95 (UP3) ATT 16 Sent Handle Value Confirmation, Handle: @x0015 (Unknown: Unknown)
1433 757.448589 controller host HCI_EVT 14 Rcvd Number of Completed Packets
1588 757.498588 f5:a4:04:b8:78:96 (UP3) TctMobil 79:cbic8 (Flash Plus 2) ATT 14 Revd Handle Value Indication, Handle: 8x@@15 (Unknown: Unknown)
1581 757.494928 TctMobil 79:cbicd (Flash Plus 2) f5:24:04:b8:78:96 (UP3) ATT 10 Sent Handle Value Confirmation, Handle: @x8815 (Unknown: Unknown)
1582 757.548698 controller host HCI_EVT 14 Rcvd Number of Completed Packets
15@3 757.541200 TckMobil 79:cbic8 (Flash Plus 2) f5:24:04:b8:78:96 (UP3) ATT 32 Sent Write Request, Handle: @x@@13 (Unknown: Unknown)
1504 757.590820 controller host HCI_EVT 14 Revd Number of Completed Packets
1505 757.640492 £5:24:04:00:18:96 (UP3) TctMobil 79:<b:c8 (Flash Plus 2) ATT 10 Revd Write Response, Handle: @x@@l3 (Unknown: Unknown)
TctMobil 79:ch:ec8 (Flash Plus 2) f5:24:04:b0:8:96 (UP3) ATT 14 Sent Write Reauest. Handle: @x@@13 (Unknown: Unknown)

1586 757.645099
gl

Bluetooth
Bluetooth HCI He

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protacol
Bluetooth Attribute Protocol

Frame 1488: 14 bytes on wire (112 bits), 14 bytes captured (112 bits)
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Mo, Time
4347 1414.963835

Destination Protocol Leng Info
Plus 2) ca:45:ce:a0:2a:c8 () ATT 14 Sent Write Command, Handle: 0x0038 (Device Information: Unknown: Unknown)

4343 1415.484253 Tcttobil 79:chicB (Flash Plus 2) 21 Revd Connection Parameter Update Request

4349 1415.484635 controller HCI_CMD 18 Sent LE Connection Update

4350 1415.486382 e4:45:2e:a8:22:c8 () Tettobil 79:chicB (Flash Plus 2)  ATT 27 Revd Handle Value Notification, Handle: 8x203d (Device Information: Unknown: Unknown)
4351 1415486471 controller host HCI_EVT 14 Revd Number of Completed Packets

4352 1415486508 Tetobil 79:cbics (Flash Plus 2) e4:45:0e:28:2a: 8 () Lacap 15 Sent Connection Parameter Update Response (Accepted)

4353 1415487045 controller host HCT_EvT 7 Revd Command Status (LE Connection Update)

4354 1416.523566 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4355 1416.523655 Tetobil 79:cb:cs (Flash Plus 2) e4:45:ce:a0:22:C8 () ATT 14 Sent write Conmand, Handle: @x6e37 (Device Information: Unknown: Unknown)

4356 1417.044044 controller host HCI_EVT 14 Rovd Number of Completed Packets

4357 1417.852535 e4:45:ee:aB:2a:c8 () Tettobil 79:ch:cB (Flash Plus 2)  ATT 25 Rewd Handle Value Notification, Handle: Bx2045 (Device Information: Unknown: Unknown)
4358 1417.563631 e4:45:ee:a8:22:c8 () TctMobil 79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x2037 (Device Information: Unknown: Unknown)
4359 1417.567192 Tetobil 79:cbic8 (Flash Plus 2) e4:45:22:20:22:8 () ATT 14 Sent Write Command, Handle: €x@e38 (Device Information: Unknown: Unknown)

4350 1418.083605 controller host HCI_EVT 14 Revd Number of Completed Packats

4351 1415.083738 Tctobil 79:cbics (Flash Plus 2) e4:45:ce:28:2a: 8 () ATT 14 Sent Write Command, Handle: @xe@3e (Device Information: Unknown: Unknown)

4352 1415.663628 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4363 1418.664176 Tctobil_79:cbics (Flash Plus 2) e4:45:ee:20:22:C8 () ATT 14 Sent write Conmand, Handle: ©x838 (Device Information: Unknown: Unknown)

4364 1419.124595 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4365 1419.125577 Tcttobil 79:cb:cB (Flash Plus 2) e4:45:ceab:2a:cB () ATT 14 Sent Write Conmand, Handle: ©x8637 (Device Information: Unknown: Unknown)

4366 1419.644182 controller host HCI EVT 14 Rovd Number of Completed Packets

4367 1420.193812 controller host HCI_EVT 13 Revd LE Meta (LE Connection Update Complete)

4368 1420.194217 e4:45:ce:a8:22:c8 () TetMobil 79:cb:c8 (Flash Plus 2)  ATT 32 Revd Handle Value Notification, Handle: 8x2037 (Device Information: Unknown: Unknown)
4359 1420.198836 Tetiobil 79:¢bic8 (Flash Plus 2) e4:45:e0120:2a: 08 () ATT 14 Sent lirite Command, Handle: @x@@38 (Device Information: Unknown: Unknown)

4370 1420.243732 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4371 1420.244028 TetMobil 79:cbics (Flash Plus 2) e4:45:ee:20:2a:C8 () ATT 14 Sent Write Command, Handle: @x@e3e (Device Information: Unknown: Unknown)

4372 1420. 294505 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4373 1420.294757 Tetrobil 79:cb:cs (Flash Plus 2) e4:a5:cea0:2a:c8 () ATT 14 sent Write Command, Handle: €x6@38 (Device Information: Unknown: Unknown)

4374 1420.343744 controller host HCI_EVT 14 Rcvd Number of Completed Packets

4 Tetthil 70:checA (Elach 81 448 nennione T 4 Seot v fea 1 ton:_linknouns Link E|

> Frame 4347: 14 bytes on wire (112 bits), 14 bytes captured (112 bits)
> Bluetooth

> Bluetooth HCI HA

» Bluetooth KCI ACL Packet

> Bluetooth L2CAP Protocol

» Bluetooth Attribute Protocol

@2 61 02 60 00 85 00 04 @0 52 38 0@ O1 0O 0 e

UM 4.16 N13andunIsidenraruUgysves Mi Band 2

File Edit View Go Capture Analyze  Statistics Telephony « Wircless Tools Help™
Am el BRB Qe>eET i S[BAaan
[T pply = display fiter _<ctri-/> 3 -] Bpression... | +

o Time Source Destration Protocol | Leng Info B

4374 1420.343744 controller host HCI_EVT 14 Revd Number of Completed Packets

4375 1420.344379 Tctrobil_79:cb:c (Flash Plus 2) e4:45:ee:20:28:8 () ATT 14 Sent Write Command, Handle: @x@@37 (Device Information: Unknown: Unknown)

4376 1420.393662 controller host HCI_EVT 14 Revd Number of Completed Packets

4377 1420.493866 ea:a5:ce:a0:20:C8 () Tewrobil 79:cb:cs (Flash Plus 2)  ATT 20 Revd Handle value Notification, Handle: oxe037 (Device Information: Unknown: Unknown)

4375 1426.499768 TetMobil 79:cb:c8 (Flash Plus 2) ed:45:ee:ad:2a:¢8 () ATT 14 Sent Write Command, Handle: @x@38 (Device Information: Unknown: Unknown)

4379 1420.544593 controller host HCI_EVT 14 Revd Number of Completed Packets

4380 1420.548027 TetMobil 79:ch:c8 (Flash Plus 2) e4:45zee:a0:2a:c8 () ATT 14 Sent Write Request, Handle: 8xB041 (Device Information: Unknown: Unknown)

4381 1420.593619 controller host HCI_EVT 14 Revd Nurber of Completed Packets

4382 1420.643439 e4:45:ce:a0:22: 8 () Tctbobil 79:cbicg (Flash Plus 2)  ATT 10 Rovd Write Response, Handle: @x2041 (Device Information: Unknown: Unknown)

4383 1420.647418 TetMobil 79:cb:c8 (Flash Plus 2) e4:45:ee:30:2a:¢8 () ATT 13 Sent Mrite Command, Handle: @x@@3d (Device Information: Unknown: Unknown)

4384 1420.693527 controller host HCI_EVT 18 Revd Number of Completed Packets

4385 1420.743865 0 Tethobil 79:cb:e8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: 0x@848 (Device Information: Unknown: Unknown)

4386 1420.748415 0O TetMobil 79:cb:c8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@84e + Unknown)

4387 1420. 748461 0 TetMobil 79:cb:cg (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x8848 + Unknown)

4388 1420.748491 [6) TctMobil 79:cb:cs (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x0848 : Unknown)

4389 1420.748520 0O TctMobil_79:cb:cs (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@@4e : Unknown)

4390 1420.748549 O Tethobil_79:cb:cs (Flash Plus 2)  ATT 29 Revd Handle value Notification, Handle: @xo640 : Unknown)

4391 1420. 748580 O Tetiobil 79:cbics (Flash Plus 2)  ATT 29 Revd Handle value Notification, Handle: exee40 : Unknown)

4392 1420.795458 O TctMobil 79:cbics (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @xoode : Unknown)

4393 1420.795542 (8} TetMobil 79:cbicd (Flash Plus 2) ATT 29 Revd Handle Value Notification, Handle: ©x8848 : Unknown)

4394 1420.795574 ¢} TetMobil_79:cbsed (Flash Plus 2) ATT 29 Revd Handle Value Notification, Handle: @x884@ (Device Information: Unknown: Unknown)

4395 1420.795686 O TctMobil_79:cbicd (Flash Plus 2) ATT 29 Revd Handle Value Notification, Handle: @x884@ (Device Informatior Unknown: Unknown)

4396 1420.798793 8} B Tetiobil 79:cb:c8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@@4@ (Device Information: Unknown: Unknown)

4397 1420.798838 O TctMobil 79:cbic8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: 0x004@ (Device Information: Unknown: Unknown) [
4398 1420.798872 e4:45:e2:30:2a:¢8 () TetMobil 79:cbic8 (Flash Plus 2) ATT 29 Revd Handle Value Notification, Handle: exee4e (Device Information: Unknown: Unknown)

4399 1420.798982 e4:45:ee120:2a1c8 () Tettobil 79:cb:cs (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@848 (Device Information: Unknown: Unknown)

2400 1420.843619 e4:45:ee120:2a1c8 () Tettobil 79:cbic8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@848 (Device Information: Unknown: Unknown)

4401 1420.844135 e4:45:ee:a@:2a:c8 () TetMobil 79:cb:c8 (Flash Plus 2)  ATT 29 Revd Handle Value Notification, Handle: @x@84@ (Device Information: Unknown: Unknown)

4487 1420 RAC 445 e afeDa TetMohil 79:che Elach bl TT 9 Reud Handl il Handle: GvARAG (D Tnf: - = link; = _Link: =

> Frame 4306: 20 bytes on wire (232 bits), 29 bytes captured (232 bits)
» Bluetooth

> Bluetooth HCI He

» Bluetooth HCI ACL Packet

» Bluetooth L2CAP Protocol

» Bluetooth Attribute Protocol

©2 01 22 15 08 14 00 64 00 1b 40 00 @b 61 4d 6C .. ..... ..@...H1
Ff 01 55 6b ff 01 48 5F ff 01 19 18 Ff CaUKH
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Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ® Res=FasBEeaar
[T pply  display fiter .. <Ctri-/> 3 -] expression.. | +
ro.” T Source Destination Protocol  Leng Info -
5139 1424.318539 Tcthobil 79:cb:c (Flash Plus 2) ed4:45:ee:a0:23:c8 () ATT 14 Sent Write Request, Handle: @x@041 (Device Information: Unknown: Unknown)
5140 1424.343539 controller host HCI_EVT 14 Revd Number of Completed Packets
5141 1424.393677 e4:a5:ee:a0:22:8 () Tctiobil_79:cbics (Flash Plus 2)  ATT 10 Revd Write Response, Handle: @x@041 (Device Information: Unknown: Unknown)
5142 1424.397728 Tctrobil_79:ch:cs (Flash Plus 2) ea:45:ee:an:2acs () ATT 14 Sent wWrite Command, Handle: exee3e (Device Information: Unknown: Unknown)
5143 1424.443739 controller host HCI_EVT 14 Revd Number of Completed Packets
5142 1424.424593 Tctrobil_79:ch:cs (Flash Plus 2) ea:45:ee:a8:2a:c8 () ATT 14 Sent wWrite Command, Handle: exee3e (Device Information: Unknown: Unknown)
5145 1424.434539 controller host HCI_EVT 14 Revd Number of Completed Packets
5146 1424,495565 TctMobil_79:chic (Flash Plus 2) e4:45:ee:al:2a:c8 () ATT 13 Sent Write Command, Handle: @x@@3d (Device Information: Unknown: Unknown)
5147 1424.548082 controller host HCI_EVT 14 Revd Number of Completed Packets
5148 1424.593954 e4:45:ce:a0:22: 8 () Tetbobil 79:cbicg (Flash Plus 2)  ATT 15 Revd Handle Value Notification, Handle: 0x003d (Device Information: Unknown: Unknown)
5149 1424.607447 TetMobil 79:chic8 (Flash Plus 2) e4:45:ee:a0:2a:¢8 () ATT 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5150 1424.643852 controller host HCI_EVT 14 Revd Number of Completed Packets
5151 1424.644356 Tetrobil 79:chics (Flash Plus 2) e4:451ee120:2318 () ATT 14 Sent Urite Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5152 1424.693716 controller host HCI_EVT 14 Revd Number of Completad Packets
5153 1424.694171 Tetrobil 79:chics (Flash Plus 2) e4:451ee120:231¢8 () ATT 22 Sent Urite Command, Handle: @x@@3d (Device Information: Unknown: Unknown)
5154 1424.743796 controller host HCI_EVT 14 Revd Number of Completed Packets
5155 1424.794928 ea:a5:ee:a8:2a:C8 () Tethobil 79:cbics (Flash Plus 2)  ATT 27 Revd Handle Value Notification, Handle: 0x@e3d (Device Information: Unknown: Unknown)
5156 1424.503900 Tcthobil 79:eb:c (Flash Plus 2) e4:451ee1a0:2a1c8 () ATT 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5157 1424.843931 controller host HCI_EVT 14 Revd Number of Completed Packets
5158 1424.544510 Tcthobil_79:cb:c (Flash Plus 2) ed4:45:ee:a0:23:8 () ATT 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5159 1424.594964 controller host HCI_EVT 14 Revd Number of Completed Packets
5160 1424.598450 Tctrobil_79:ch:cs (Flash Plus 2) ea:45:ee:a8:2a1c8 () ATT 13 Sent Write Command, Handle: exe3d (Device Information: Unknown: Unknown)
5161 1424.943591 controller host HCI_EVT 14 Revd Number of Completed Packets
5162 1424.993751 e4:45:ce:ab:2a:c8 () Tcthobil 79:cb:cs (Flash Plus 2)  ATT 15 Revd Handle Value Notification, Handle: 0x803d (Device Information: Unknown: Unknown)
5163 1425, 808270 Tettiobil 79:ch:c8 (Flash Plus 2) e4:45:ee:ab:2a:c8 () ATT 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5164 1425.644950 controller host HCI_EVT 14 Revd Number of Completed Packets
5165 1425.507856 Tcttobil 79:ch:c8 (Flash Plus 2) e4:45:ee:al:2a:c8 () ATT 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknawn: Unknown)
5166 1425.544898 controller host HCI_EVT 14 Revd Number of Completed Packets -
5167 1425.546077 Tettobil 79:ch:c8 (Flash Plus 2) e4:45:ee:a0:2a:¢8 () ATT 22 Sent Write Command, Handle: @x@e3d (Device Information: Unknown: Unknown) a
5168 1425.593659 controller host HCI_EVT 14 Revd Number of Completad Packets —i-
Frame 5165: 14 bytes on wire (112 bits), 14 bytes captured (112 bits)
Bluctooth
Bluctooth HCI W4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protacol
Bluetooth Attribute Protocol

©2 @1 02 @9 00 @5 00 84 00 52 3c 00 01 80

Rea

JUN 4.18 N15ANTUNNIERANTNINUGYEVRY Mi Band 2 (1)

File Edit View Go Copture Anahze Statistics Telephony Wireless Tools Help
Am3@ PRERsa=FisBaaal
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5214 1427.693652 e4:45:ee:a0:231C8 () Tctmobil_79:cb:cs (Flash Plus 2)  ATT 10 Revd write Response, Handle: @x0841 (Device Information: Unknown: Unknown)
5215 1427.102235 Teitobil 79:chic8 (Flash Plus 2) 0:2a:c8 () ATT 14 Sent Write Command, Handle: 6xdd3e (Device Information: Unknown: Unknown)
5216 1427.123732 controller HCI_EVT 14 Revd Number of Completed Packets
5217 1427.194450 Tetriobil 79:cb:cs (Flash Plus 2) 4:05:ee:30:23:C8 () 14 Sent Write Command, Handle: @x083e (Device Information: Unknown: Unknown)
5215 1427.244015 controller host HCI_EVT 14 Revd Number of Completed Packets
5219 1827.244598 Tettobil 79:chies (Flash Plus 2) 24:85:22120:23108 () ATT 13 Sent Write Command, Handle: 0x@03d (Device Information: Unknown: Unknown)
5220 1427.293712 controller host HCI_EVT 14 Rcvd Number of Completed Packets
5221 1427.343690 e4:45:ceaBi2a:c8 () TctMobil 79:chic8 (Flash Plus 2)  ATT 15 Revd Handle Value Notification, Handle: 0xe03d (Device Information: Unknown: Unknown)
5222 1427.352291 Tettobil 79:ch:cs (Flash Plus 2) e4:a5tee120:2a:08 () ATT 14 Sent Write Command, Handle: 0x@03e (Device Infarmation: Unknown: Unknown)
5223 1427.393758 controller host HCI_EVT 14 Rcvd Number of Completed Packets
5224 1427.405811 Tettobil 79:ch:cs (Flash Plus 2) e4:45:ee:a0:2a:c8 () ATT 14 Sent Write Command, Handle: 6xdé3e (Device Information: Unknown: Unknown)
5225 1427.443631 controller host HCI EVT 14 Revd Number of Completed Packets
5226 1427.443744 Tetriobil 79:ch:cs (Flash Plus 2) 24:05:e2:20:23:C8 () ATT 22 Sent Write Command, Handle: 6x003d (Device Information: Unknown: Unknown)
5227 1427.433715 controller host HCI_EVT 14 Revd Number of Completed Packets
5228 1427.543767 e4:45:e2:20:2a:c8 Tetmobil 79:chic8 (Flash Plus 2) AT 27 Revd Handle Value Notification, Handle: Ox@03d (Device Information: Unknown: Unknown)
5229 1427.556227 Tetriobil 79:cb:cs (Flash Plus 2) 24:05:e8:20:2:C8 () ATT 14 Sent Write Command, Handle: @xo03e (Device Information: Unknown: Unknown)
5230 1427.593663 controller HCI_EVT 14 Revd Number of Completed Packets
5231 1427.523769 Tettobil 79:ch:cs (Flash Plus 2) 0 " 14 Sent Write Command, Handle: @x@03z (Device Information: Unknown: Unknown)
5232 1427.643685 controller HCI_EVT 14 Revd Number of Completed Packets
5233 1427.644331 Tetriobil 79:chics (Flash Plus 2) §) ATT 13 Sent Write Command, Handle: @xae3d (Device Information: Unknowns Unknown)
5234 1427.623713 controller HCI_EVT 14 Revd Number of Completed Packets
5235 1427.743654 £4:45:ee:a0:2a:c8 () - c8 (Flash Plus 2)  ATT 15 Revd Handle Value Notification, Handle: @x@03d (Device Information: Unknown: Unknown)
5236 1427.749513 Tctiobil 79:ch:cs (Flash Plus 2) BTITEE E A e -— o 14 Sent Write Command, Handle: @x@@3e (Device Information: Unknown: Unknown)
5237 1427.793666 controller HCI_EVT 14 Revd Number of Completed Packets
5235 1477.047169 ed:45:ee:30:22:C8 () chzes (Flash Plus 2)  ATT 25 Revd Handle Value Motification, Handle: 0x0046 (Device Information: Unknown: Unknown)
5239 1477.657710 e4:45:cea0:20:C8 () _79:cbzcs (Flash Plus 2)  ATT 15 Revd Handle Value Motification, Handle: @xees3 (Device Information: Unknown: Unknown)
5240 1477.072718 TetMobil 79:ch:cs (Flash Plus 2) 4:45:e2:20:2a:c8 () ATT 12 Sent Read Request, Handle: 8x8043 (Device Information: Unknown: Unknown)
5241 1477.694450 controller host HCI_EVT 14 Revd Number of Completed Packets
5242 1477.144366 e4:45:ce:ani2a:c8 () Tetrobil 79:cb:cs (Flash Plus 2) AT 30 Revd Read Respanse, Handles @x0043 (Device Information: Unknowns Unknown)

Bluetooth
Bluetooth
Bluetooth
Bluetooth
Bluetooth

HCI Ha

HCI ACL Packet
L2CAP Protocol
Attribute Protocel

Frame 5235: 15 bytes on wire (128 bits), 15 bytes captured (120 bits)
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4.3.3 Haawsvasnsindudayanaunimivy

nsandudeyaniiiuazesnainlusinaea HTTP/HTTPS anueundiaduluauisnliu

sruuUfuinisuaunsaen mielusunsu Burp Suit Free Edition

1) Fitbit Charge HR

Burp Intruder Repeater Window Help

[ Target | prony | Spider | Scanner | iruder | Repeater | Sequencer | Decoder | Gomparer | Extender | Projctoptons | User options | Alrts

[ tercest imamng] ievsosict ey | opoors |

‘ Fitter: Hiding €SS, image and general binary content | &3]

# 4| Host | Method | uRL | Params | Edied | Status [ Length | MMEtype | Extension | Tite | comment [sst [ | caokies. | Time | Listenerp

ST e revmemme e ey oo o_sryse e < — e
hitps:/android-can-api.fitot com filuserifprofic json 0 ] € 104166550 _ e15040. 023304 22

ST nitpsandro-cnapi fistcom  GET Fliusert-foodsfog/goal json 5] O 308 201 text Jon @ 104166850 __crauis=0se 12330522

58 hitps://android-cdn-api fitbit com  GET Iiuserijexercises/settings. json 8] g e 401 text ison @ 104166550 __Cfduid=d08fS2c...  02:33:06 22

59 hitpsisfandroi-cin-apifibitcom  GET  Mluserk-isedisetings json ] S} 401 fext fson @ 104166550 __cduid=dBdeS02.. 02330822

80 hitpsi/androd-odn-apifibitcon  GET  /iuseri-fprivacy-seltings json u O 200 2845 JsON ison @ 104186850 __cfduid=daT1cda.. 02330922

61 in-api.fioi. GET  [Miuser-devices.sen O O 2w &76  Json isen @ 104166850 __cfduid-d604da0... 02331122

62 ntpsuendrodcon-epifistcom GET  fliusertidevicesiracker json o S 1254 JSON fson @ 104166650 _cfiuid=06Se87d.. (2331222

63 htpsuandroid-con-spifttcom  GET Fliuseri-devicesitracker/options jSon o 0 304 a01 text Json @ 104166650 clauid=aleStes 02331322

64 hitpsiandroc-cin-apifivitcom GET /1.1idevicesfiypesson ] O 2 s7e  JsON ison @ 104166850 __cfduid=dadébss.. 02331522

85 hitpsistaticl.fibitcom GET  fcontentimobieib3833T7alinfolinfo_en json 5] o 20 1138 JSON fson @ 151101867 __cfduid=de98a67... 02334722

8 n-api.fii GET  IMiuseri-feal o (ST 401 text sen @ 104188850 __cfduid=dB3f102.. 02331822

67 n-api.fiat. GET json o O 4 ;a0 text fson @ 104166850 __cfduid-déastd. 02222022

1N

Request | Response
Raw | Headers | Hex

GET /1/user/-/profils json HTTP/1 L D
Aeeept-Locale: en TH
Authorization

555ab3a8925467599265hbe553da8 3", cauth_nonces" 1510380903245734747" , oauch_signatures"jZe7nxRRUIVTIOHmUVS ZFN1STBEA13D" , 0auth_signature_methods "HIAC-SHAL',
3738597882265 L1Edaacd 3Eacd! a "Lon
0; th-th; FLOZ Build/MBASSE;

pportsInages={webp);) AppleWsbKit/537 36 (KHTHL, like Gecko) Version/4 0 Mobile Safari/s37.3s

User-Agent: Moz
K-dpp-Versiom: 2
Host: android-cdn-api. fithit. com
Commection: oloss

Tf-Modified-Since: Sun, 21 May 017 18:32:25 GMT

U 4.20 madnTudeyatidsuaziuuu HTTP/HTTPS

Burp Intruder Repeater Window Help

[;rgei Froxy | Spider T Scanner I Intruder T He;e_ate_r T Seque:cer T Decoder T Cnmp;er T_Extender T Project options T User options -Alerls

Intercept HT{P histuw T WebSockets history T Opticns. ]

| Fitter: Hiding CSS, image and general binary content

hitps #android-cdn-api fitbit com 3 [iuser 500 L] |
57 https:/fandroid-cdn-api. fitbit.com GET iuser/~/foods/log/goal.json | ] 04 4m text json
58 https:#fandroid-cdn-api. fitbit. com GET Hiuser/-fexercises/zettings json 3| = 304 4 text json
59 https./fandroid-cdn-api. fitbit. com GET ijuser/-feed/settings json O [ 04 am text json
60 hitps:android-cdn-api. fitbit. com  GET Miuserl-fprivacy-settings json & O 200 2845 JSON json
(] hitps:/fandroid-cdn-api. fitbit.com ~ GET HMiuser/Jdevices.json a = 200 76 JSON jeon
62 hitps:/fandroid-cdn-api. fitbit. com ~ GET Miuser/~/devicesitracker.json () L 200 1254 JSON json
63 https:ifandroid-cdn-api. fitbit. com GET/ Hiuser/<devicesitrackerfoptions.json = (] 304 401 text json
54 hitps:/fandroid-cdn-api. fitbit.com — GET M. lidevicestypes json O ol 200 5754 JSON json
65 hitps:/istatico. fitbit.com GET Jcontent/mobile/b39337Talinfolinfo_en.json O () 200 1138 JSON json
(=] hitps:#android-cdn-api. fitbit. com  GET HMiuser/features json o o 304 4 text json
87 https:/fandroid-cdn-api. fitbit.com  GET Miuser/-/devices/tracker/41472074%alarms. json o o 304 401 text json

JUN 4.21 MyanduteyamsiSenld APl anuaUnaLATY Fitbit

nngulumsdnunsvinnesmsduezsuleyannueundinduuuainsvivi wou
aseeRde Flash Plus 2 TUE Web Server delusunsu Burp Suit Free Edition Fan1ssndu
doyataziinnsuenis Host fidwariuvestayaguvasmsasdoya sunuunisaeunduain
Web Server [slaneailld Method 7ilt uazameivestoya

1.1) msvinuvamsdeuasudayannueundinduuuiaunsesaluds Web Server
Tuitlaggmevianmemeundiadu Fitoit  9nflauivivudoudedugunsal  Fitoi
Charge HR Ua7 Launatatuves Fitbit uuamsninuladinnsinnealugs Web Server daannyinns
Authentication I¢ifimsfaseuards Token nduanuazddlstims¥ese AP iilerrdoyasineqan
Web Server shuansunuaundiatu Tunmsseswedeyasequas Fitbit Charge HR 923 APl fluenia
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m3Bendeyaluusiazysznm Tusegsangui 4.21 ludauves Host ldfimsuentismsiFon AP
wazdues Ul laveniivdn Sen APl Judsuenndeyassls wu deya Profile , Privacy Setting
Notification , food , Exercises Setting , Device Type Jusu

msduazuTeyavesueUndiadu Fitbit 7 Host vesueundlndulailéuonmsnseyindl
¥a 1wy WledenrenUnsaludlilduenininsBedteya uivenidu Host vea Fitbit WalU fe
Https://staticOfitbit.com wiludaumesmsGen APl ey Host 7lHi5en APl faiegndlugudi 4.21
uagludrumes Url aziimsueniniimsfeseuaziutoyaussmli Method fililumsdauaziy
Uoua Ao Get

1.2) sUuuuvesdaya

Request | Response
Raw | Headers H&x]

GET /lfuser/—/profile_ json HTTPE/L.1

Accept-Locale: en TH

Authorization: OAuth ocauth consumer key="E555db3aB93548C599265bbed93daBs",
15102E05903245734747", cauth_signature="jZeTnzRRULVIMkhnXUWE=FH1% ZBEAL 2D
cauth sigmature method="HMAC-SHAL" , cauth timestamp="1435385178",
cauth_token="l1c373555755ae65116daBacdf35ecddd", cauth_wersion="1.0"

User-Agent: Mozillas5.0 (Linux; U; Android &.0; th-th; FLOZ Build/MRASSK; Scale/s3.00;
supportsInages={webpl:) AppleWebFits537.38 (FHTHML, like Geckol Versions4.0 Mobile Safari/537.
M-App-Versiom: 2183115

Host: android-cdn-api. fithit_ com

Comnection: close

If-Modified-Since: Sun, 1 May 2017 19:3I:25 GMT

cauth nonce

5Ufl 4.22 Header foyatidsanuoundtadiu Fitbit Tu Web Server

[ Reauest [ Ressonse
Raw | Headers I;}

HTTP/1.1 200 O

Dace: Sum, 21 May 2017 15:33:00 GMT

Contenc-Type: applicacion/json;charset=UTF-8

Connection: close

Set-Cookie: _ cfduid=del5d409f14h>flaesh’5e3686ecl 2 531495355175
Vary: Origin,Accept-Encoding

Cache-control: no-cache, private

Content-Languag
®-Frame-Opticns: SAMEORIGIN
Server: cloudflare-nginx
CF-PAY: 3E29£701lecE3102-
Content-Length: 5420

expires=HMon, 21-May-13 18:32:88 GNT; path=/; domain=.fichit. com; Hotplnly

s1

{"user®: {"age":23,"avatar”:'hrtps://devezfzelqfsl. cloudfront . net/CEZIDAEC-OCEI-537A-ACS5-126B705277FD_profile 100_scuars. png”, "avatarlS0": "hetps://devezizelqfsl. cloudfro
nt.net/CEZSDAEC-OCE3-537A-ACS5-L26BT0927TFD_profile_LS0_squars.png”, "avatar£40": "https://dévezfzel qtsl clolidtrone . Rec/CE23DARC-0CH3-537A-ACS5-128B709277AD_profile_640_sq
uare.png averacjeDaxlyﬁ:aDs 450, " challengesBeta':true, "clockTimeDisplayFornat ' : "24hour”, "o tfalse, n":false, "country”: "TH', "custouHeartRateZons":
{"enabled": false, "ma "min®:0 "Custom Zome'}, ”:uscomﬂaxﬂear:pa:e”:(”enahled”:salse,”maxaeax:pace“-m, displayllame® : "BNO

T. dlq:laxﬂama%attlng “"mame!, "distancelnit: "METRIC", "enail": "bumbintest@oumail con','enailVerificationRequirad features": {"ersrciseGoal’:
crue, "phoneliumberfriendlinding” - {*algorithu’: "SHA-25" , " souncriss’: ["CH'] , "sale!: "UYSMIZTOVQTIVARA"} ) , " £irsellane T fullllame”: "BNO

Test", "gender": "FEMALE", "glucaselnic": "METRIC", "height': LGE, "heightUnit!: "METETC", "lanquagelocale legalTermsieceptRequired” : false, "locale":"e
n_TH", "memberSince 016-10-04", 'mfafnabled": false, "offsecFronUTCMillis": 25200000, "sleepTracking stridelengehPunning”: 1089, "seride
LengchPunningType": "default”, "stridelengthWalking” - 68 50000000000001, "stridelengrhWalkingType”: "defanlc”, "Asia/Banglrok®, "topBadges”: [ {"bad
geGradientEndColor F&77C", "hadgeGradientStartColor”: "D24958" , "badgeType" : "DATLY
Steps”, "cheers": [, 2017-05-03", "description’:"10,000 steps in a day","earnedMessage®: "Congrats on earning your firsc Trainers

badge ! ", "encodedd*: "226T0B" , * inagel00px" : https: //staticl. fithit. comfimages/badges_new/100px/badge_daily_stepslOk.png”, "imagelZSpx": "htops: //staticO. fithit. con/inages/b
adges_new/125px/badge_daily stepslOk png*,"image300px": "https://staticd fithit com/inages/badges new/300px/badge_daily stepslOk. png", S"https://staticd. fithit.
con/images/badges_new/badge_daily_stepslOk png","image75px": "https:/fstatic. fithit com/images/badges_new/75px/badge_daily stepslOk png", "marketingDescription’:"You've
wallred 10,000 steps And earned the Snealrer badge!','mobileDescription’:'You stepped up your game and just reached the recommended mamber of steps per

. "name":"Trainers (10,000 steps in a

shareImageE40px": "https://staticd. fithit. con/inages/badges new/386px/sharelocalized/en Us/badge daily stepsll
the Traimers hadge! SFithit",’shertDescription’:'L0,000
steps”, tHaus": "Trainers", "timeshchieved': 1, "valus"
xfa:una Distance”,cheers': [],"dateTiume":

"name"

TEPS", "category”:"Daily

png", "shareTex I tock 10,000 steps and earnsd

0000}, { "badgeGradientEndColor": "38D7FF ", "badgetradientStartColor": "2DB4D7", "hadgeTyp LIFETINE_DISTANCE',"cate
2017-04-27", "description’: 42 lifetime kilometers®,earnediessage":"Whoa! You'we earned the Marathon

BOLI", "imagel00px” : "https: //staticd. fitbit. com/inages/badges_new/100px/badge_lifetine milesD6_2.png", "imagellSpx”: "hTeps://stacicld. fithit. con/inag
es/badges_new/125px/badge_lifetime milesZ6_2.png", " image300px’: "htps://staticd. fitbit.con/inages/badges_new/300px/badge_lifecime milesl6_2.png", " imagesOpx”: "hTeps://sta
tic. fithit. com/images/Dbadges_new/badge_lifetime miles2E_7 png","image7Spsx": 'hteps://staticd fitbit com/inages/badges_new/75px/badge_liferime_miles2é_2 png', "marketingDe
"By reaching 42 liferime kilometers, you've sarned the Marathon badgs!",'mobilsDescription”:'You'we walked your way to your first lifetime miles badge. If
this is just the starting line, we can't wait to ses where you finish!", 'name":'Harathon (42 lifetime

Iilometers) ", "shareImageE40px": "heeps: //staticd. fithit com/images/badges_new/308px/sharelocalized/en_US/badge_lifetine miles26_2 Jm png", "sharsText":'1 coversd 47
kilometers with my #Fithit and earned the Marachon badge ', "shortDeseription’:"42

Jilometers - "KTLOMETERS", "value":42}, { "badgeGradientEndColor " : "BODFIA", "hadgeGradiencStarcColor
TLY_FLOOR: 2017-05-10", "description”:"25 floors in a day","earnedMessage
Forest

badge!", "encodedId": "228TSZ", " imagel00px" : "https: //staticl. fithit. com/images/badges_new/100px/badge_daily floors25 png","imagelZ5px": "https://staticl fithit com/images/b
adges_new/125px/badge_daily floors25 png”, "image300px": "https://staticO fithit com/images/badges_new/300px/badge_daily floors25 png", "imageSO0px": "https://staticO fithit.
con/images/badges_new/badge_daily floorsZ5 png',"image75px": "https://staticd fithit. com/images/badges_new/75px/badge_daily floors25 png", "marketingDescription’: "You've

", "timesichieved": 1, unit
Daily Climb","cheers":[],"daceTime

S"00ASE0", "hadgeType": "DA
"Congrats on earning your first Redwood

climbed 25 floors to earn the Redwood Forest badge!",'mobileDescription’:"The tallest trees on Earth can't top the heights you've heen conquering.”,"name”:"Redwood
Forest (25 floors im a day)”," 'https://staticD. fithit.com/inages/badges new/386px/sharelocalized/en US/badge daily floors2E.png","sharelText':'I climbed
25 flights of stairs and =arned the Redwood Forest badge! #Fitbit","shortDescription’:"25 floors",'shortName®: "Redwood

Forest

"waterUnit": "METRIC" . "wat. ":i'ml"."weight":44."weiohtUnit": "METRIC"}}

5UT 4.23 dregetaya JSON Nrsunduindaeundindu Fitbit
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N5UR 4.22 10U Header waamsdinduteyaaingudl 4.21 Tuussviai 56 ludauves
Profile gimsuaniustnpeadildluns Authentication e Wslaeea OAuth uazléifiuends Key
ua Signature Miiswa sauflanaidnsiadeds HMACSHA 1 uagliissysiiaves Token wileldly
ms¥esmeteya lumsdstoyaiifeneluds Web Server WlUslanea Hitps dunaldanludaumes
Host Tuguil 4.21 usiueundieduliluslneea http Begldandeyaiiinduanmsdeesnuay
$uidanan Web Server dsfiayatuas Profile finaunduantufisuiuudu JSON uandusuit 4.23

Tudavesguuuulidildlumsinsiodomslusa Web Server dwiulufueundiadu
Fitbit 1 SsgUuuulndidu JSON uaw Text  Funeildionngudl 4.21 Tudauwes MIVE  type
fegamsinsiodeanslagld Text file uandluguil 4.24 uay 4.25

# & Host | Method | URL |'Params | Edited | Status | Length | MIMEtype | Exten:
35 TS TTSTATCU - TIOTCCOTT GET T OO TO_ETF SOt =) =) iy O TSUN SO
56 https:/fandroid-cdn-api fitbit.com GET [iuser/~profie json L - 200 5875 JSON json
57 hitps://android-cdn-apl fitbit.eom = GET NMiuser/-/foodsflog/goal json ] U 304 401 text json
58 hitps://android-edn-api fitbit.com GET {1/user//exercises/settings json o & 304 40 text json
59 hitps://android-cdn-api fitbit. com  GET [Miuser/-izedisettings json o (8] 304 40 text json
60 hitps:fandroid-cdn-api fitbit.com  GET Miuser/-iprivacy-settings. json o (8] 200 2845 JSON json
61 hitps://android-cdn-api fitbit.com  GET Miuser/-fdevices json o (8] 200 876 JSON json
62 https:/fandroid-cdn-api fitbit.com  GET Iiuseri-/devicesitracker json ol =) 200 1254 JSON json
63 hitps://android-cdn-api fitbit.com  GET Iuser/-idevicesitracker/options. json o (8] 304 401 text json
B4 hitps://android-cdn-api. fitbit.com  GET 11.1idevicesitypes json o) (&} 200 5764 JSON json
65 hitps.//static0_fitbit. com GET /content/mobile/b383377 afinfo/info_en.json ol (0] 200 1138 JSON json

‘ 66 https://android-cdn-api.ftbit.com  GET Miuseri-ifeatures. json ] o] 304 40m text json
67 https:/fandroid-cdn-api. fitbit.com  GET Miuseri-devicesitrackeri41478074S/alarms. ... ) @ 304 40m text json
LAN %

Request | Response
Raw | Headers | Hex

GET /l/user/-/foodsflog/goal json HTTB/L L
Aecept-Locale: en TH

Authorization: Ohuth oauth_consumer_ ley="6555dh3a89a5462599065b0he993da83", oauth nonce="-5503309146136145819",
oauth_signature="YH1%“BEiRalal~t Rd&75ApEWSDEDLME3D", oauth signature method="HMAC-SHAL", cauth timestamp="1455355175",
cauch_token="1c373558755a265116da8acdt36end9d", cauch version="1.0"

User-Agent: Mozilla/5 D (Linux; U; Android 6 0; th-th; FLOT Build/MRASBK; Scals/3 00; supportsImages={webp};)
AppleWebKit/537.36 (FHIML, like Gecko) Version/4.0 Mebile Safari/537.36

H-App-Version: 2183116

Host: android-cdn-api.fithit com

Comnection: close

If-None-Match: 43bfaga3

sUfl 4.24 dheesdiesa Text File fidsmnuaundiad Fitbit lUSs Web Server

Request \Vgespnnse

| Raw | Headers | Hex

HTTP/1.1 304 Not Modified

Date: Sun, 21 May 2017 159:33:01 GHT
Content-Type: text/plain
Conmecticn: close

Set-Cockie: _ cfduid=d0S4032bb803£92a52ec24b25deal97cal485385180; expires=Mon, Zl-May-18 19:32:00 GMT; path=/;
domain=. fithit. com; Hoopinly

Vary: Origin

Cache-contrel: no-cache, private
ETag: 4Zbfacgal

H-Frame-Options: SAMEORICIN
Server: cloudflara-nginx

CF-PAY: 3629£708a2a407038-5IN

sUN 4.25 fegeveua Text File MaUNaULNWaUNALATY Fitbit
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={}sson

a{ }user

==

]
]

a{}

a{}

c

=}

age: 23
avatar
avatar 50 : “hitps:/idSy8zizc 2fs|
avatarG4l : “hitps:/idSyEzfze 2ofs
averageDaily Steps © 3450
challengesBeta * true

clockTimeDisplay Format : “24hour”

corporate - false
corporateAdmin ; false
country : "TH"
customHeartRateZons

4 enabled : false

o max:0

& min. 0

® name : "Custom Zone™
customMaxHeartRate

4 enabled : false

® maxHeartRate : 0
dateOfBirth - "1994-01-01"
displayMName : "BNO T.”
displayNameSetting : “name”
distanceUnit : "METRIC™

email : "bumbimtest@gmail c om™
email\erific ationRequired : false
encoded|d : "4YYQD&"
features

4 exerciseGoal: true

= {} phoneNumberFriendFinding

® algorithm : "SHA-256"
= [ Jeountries
o D:"CN

“https:/idBy 8z fzc 2afsLeloudfront net'CEZ3DAEC-DCE3-537A-ACSS-128B708277FD_profile_100_square.png”

L.cloudfront.net/CE23DAEC-0CE3-537TA-ACSS-128B709277FD_profile_150_square.png™
Lcloudfront.net!CE23DAEC-DCES-53TA-ACSES-128BT09277FD_profile_840_square.png”

L]
L]
L]
L]
L}
[]
L}
L]
L]
]
L]
L]
]
[]
L]
L]
[]
[]
[]
[]
[]
[]

firsthame : "BNO"

foodsLocale : "en_LUS”

fulName : "BNO Test”

gender : "FEMALE"

glucosellnit : "METRIC™

height : 166

heightUnit : "METRIC™
languagelocale : "en_US"
lastMame : "Test”

legalTermsAc c eptRequired : false
locale : "en_TH"

memberSince : "2016-10-04"
mfaEnabled : false
offsetFromUTCMillis : 25200000
sleepTracking : "Normal®

startDay OfWWeek : "SUNDAY™
strideLengthRunning : 108.9
strideLengthRunning Ty pe : "default”
stridel engthWalking : 68.6000D000DDD0001
strideLength\WalkingType : "default”
swimUnit : "METRIC™

timezone : “Asia/Bangkok™

= [ ]topBadges

¥ salt: "UVOMIETOVOE3IUAAS"

firstMame : "BNO™

sUfl 4.26 mswlasdieyamiogluguuuu JSON Tugaues Profile (1)

a1

topBadges

=2{}o

=2]
sUN 4

Y

B badgeGradientEndColor : "FFE77C"
- B badgeGradientStartColor : "D24858"

W badgeType . "DAILY_STEPS"

W category : "Daily Steps™

[ ] cheers

W dateTime : "2017-05-03"

B description : "10,000 steps in a day”

® earnedMessage : “Congrats on earning your first Trainers badge!”

W encodedld . "228TQE"

o image100px : “hitps://static 0 fitbit.c om/images/badges_newi100px/badge_daily_steps 10k.png”

B image125px : “hitps://static D fitbit.c omimages/badges_new! 25px/badge_daily_steps 10k.png™

@ image200px : “hitps://static 0. fitbit.c omimages/badges_new/300px/badge_daily_steps 10k.png”

o imageS0px : “hitps://static O.fitbit.c omiimages/badges_new/badge_daily_steps 10k png™

W image7Spx : "https:Mfstatic . fitbit.c cmiimages/badges_new/TSpx/badge_daily_steps10k png”

® marketingDescription : "You've walked 10,000 steps And earned the Sneaker badge!”

® mobileDescription : "Vou stepped up your game and just reached the recommended number of steps per day”
W name : “Trainers (10,000 steps ina day)”

W sharelmage540px : “hitps:Mstatic 0.fitbit.c om/images/badges_new/286px/shareloc alizedien_US/badge_daily_steps10k.png”
8 _shareText : "l took 10,000 steps and earned the Trainers badgel #Fitbit™

® shortDescription : 10,000 steps™

& shortName : "Trainers™

@ timesAchieved : 1

W _value : 10000

,}1

27 nsuvasteyarieglusuuuy JSON ludiuves Profile (2)
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{31
W badgeGradientEndColor : "28D7FF”
W badgeGradientStartColor : "2DB4DT"
W badgeType : "LIFETIME_DISTANCE"
W category : “Lifetime Distance”
[ ] cheers
dateTime : "2017-04-27"
description
earnedMessage | "Wheoal You've earned the Marathon badge!™
encodedld : "22B8LN"

42 lifetime kilometers™

image100px : “hitps:/static 0. fitbit.c omy/im _new/100px/badge_lifetime_miles 26_2 png™
image125px : “hitps:/istatic 0. fitbit.c omyim _new/125px/badge_lifetime_miles 26_2 png™
image300px : “hitps:/istatic . fitbit. /badge_lifetime_miles 26_2 png™

imageS0px : “hitps:/istatic 0. fitbit. c omiimages/badges_new/badge_lifetime_miles 26_2 png™

imageTSpx : “hitps:/static 0 fitbit. c omiimages/badges_new/7Spx/badge_lifetime_miles26_2 png™

marketingDescription : "By reaching 42 lifetime kilometers, you've earned the Marathon badge!™

mobileDescription : “You've walked your way to your first lifetime miles badge. If this is just the starting line, we can't wait to see where you finish!™
name : “Marathon (42 lifetime kilkometers)”

sharelmageS40px : “hitps //static 0.fitbit.c om/images/badges_new/388px/shareLoc alized/en_US/badge_lifetime_miles26_2_km.png”
shareText : "l covered 42 kilometers with my #Fitbit and earned the Marathon badge ™

shortDescription : “42 kilbmeters™

shortName : "Marathon™

timesAchieved : 1

unit : "KILOMETERS"

value : 42

[
-~
et

<g). M EEEEEEEEEEEEEEEEEREREG®

€an
[l

4.28 psiasteyariogluguiuy JSON ludames Profile (3)

w
=
e

[

badgeGradientEndColor: "BODF2A™

badgeGradientStartColor : "00ASS0™

badgeType - "DAILY_FLOORS"

category : "Daily Cimb™

2] [ ]meers

dateTime : "2017-05-10"

deseription : *25 ficors in a day™

earnedMessage : "Congrats on earning your first Redwood Forest badge!™

encededid: "228TSZ"

image100px : “hitps Wistatic 0. fitbit. com/images/badges _new/100px«/badge_daily_floors25.png™
image125px : “hitps /istatic 0 fitbit.c omfimages/badges _new/125px/badge_daily_floors25.png”
image300px : “hitps /istatic O fitbit.c omfimages/badges_new/300px/badge_daily_floors25.png™
imageS0px : “hitps:/static 0.ftbit.c om/images/badges_new/badge daily_floors2s png”
imageT5px : “hitps:iistatic 0.fitbit.c omiimages/badges_new/T5px/badge_daily_floors25.png™
marketingDescription : "You've ¢ limbed 25 floers to earn the Redwood Forest badge!”™
mgebileDescription : "The tallest trees en Earth can't top the heights you've been conguering.”
name : "Redwood Forest (25 floors in a day )™

sharelmaget40px : "hitps /istatic0.fitbit.c cmiimages /badges_new/286pxishareLocalizedien_US/badge_daily_floors2S.png”™
shareText : "l climbed 25 flights of stairs and earned the Redwood Forest badge! #Fitbit”™
shortDescription : "25 floors™

shoriName : "Redwood Forest”

timesAchieved : 3

value : 25

waterlnit : "METRIC”

waterUnitame : "ml"

weight . 44

weightUnit : "METRIC™

U 4.29 mswdasteyaniogluguiuy JSON Tudnmes Profile (4)
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Hee93uN 4.30 Tuussiing 64 WWunsuendeyaiienfiunisiosue APl ad Device Types

82 hitps fandroid-cdn-api fitbit com  GET Hiuseri-ldevicesftracker json [m] g 20 1254 JSON json
3 hitps fandroid_cdn-api fitbit com  GET Hiuserldevicesftracker/options json a O 304 40 text jeon
84 hitps:fandroid-cdn-api fitbit. com  GET \ H.1idevicesitypes.json \ O O 200 5764 JSON json
65 https://staticO. fitbit. com GET /content/mobile/b393377a/infofinfo_en json (0] a 200 1138 JSON Bon
66 https://android-cdn-api fitbit. com GET Miuseri-/features.json (0] a 04 40 text json
67 hitps://android-cdn-api fitbit. com GET Miuser/-/devices/tracker/41478074%/alarms. json @] @] 304 am text json
<

ACCEpL-LUoCaAle . S_im
Authorization: OAuth cauth consumer key="£555dbk3aB89a54E2555265bhef53da83",

cauth nonce= 253493504613%65105", cauth signature="FT1lUlrgKrSZC51HJEZERCLE8Jxo=A%3D"
cauth_signature_method="HMAC-5HAL", cauth timestamp="14553551835",

cauth token="le2T2EEST7EEascblledalacdfEecddd", cauth wersion="1.0"

User—-Agent: MozillasE5.0 (Linux; U; Android &.0; th-th; FLOZ Build/MPRAESSK; Scales2_00;
supportsInages={webp};) AppleWebFit/537.2& (FEHTHML, like Gecko) Version/4.0 Mobile Safari/537.3€
H-App-Version: 2183115

Host: android-cdn-api. ficthitc. com
Comnection: close

If-Modified-Since: Sun, IZ1 May 2017 19: 322

sUTl 4.30 msfnduteyamsenld APl Fitbit Tuwiiawfin Device Type

[ Reguest I Response ]

Raw | Headers | Hex

HTTP/L.1 200 OK
Date: Sun, 21 May 2017 15:33:11 GHMT

Content-Type: applicacion/json;charsec=UTF-8

Connection: close

Set-Cookie: _ cfduid=dad4hS8adl30378e2chlT736791£afb0881455395150; expires=Mon, 21-May-18 15:33:10 GMT; path=/; domain=.fitbit.com; Httplnly
Vary: Origin,iecepe-Encoding

Cache-control: no-cache, private

Content-Language: en

H-Frame-Options: SAMECORIGIN

Server: cloudflare-nginx

CF-DAY: 3609£743ae5e3078-51N

Content-Length: 5309

{"deviceTypes": [{"assetBundle":"" "assetsBaselrl":*https://staticl.fitbit. com/content/mobile/lhf57183/", "assetsToken": "KwZehSKEFpHI1TYBCuvZrlUp] j Pheea? g VHnK
&D/SLI=", "auchType": "AES", "bluetoothPairingMethod": "SHOW_SECRET", 'deviceCtor':"", "name':"Alta

HE", "productIds": [ZE], "properties": ["BLUETOOTH" , "MEGADUME_FWUP" , "MEGADUME VALIDATEPATR"],"supportUrl®: "https: //conmunit,
hr"},{"assetBundle":"", "assetsBaselUrl":"https://staticO. fithit.com/content /mobile/88bldeea/", "assetsToken” : "wyCK3ZFEInSutxnDEW/
uthType': "AES", "blustoothPairingMechod": "SHOW_SECRET", "devicettor "name": "Elaze", "productlds": [17],"propercies”: ["BLUETOOTH"
WUP", "MEGADUME VALIDATEPATR"],"supportUrl": "https://commumnity. fithit com/t5/Blaze/bd-p/blaze"}, {"assetBundle’:"" "assecsBasellrl’

¢ fithit com/t5/Alta HRE/bd-p/alta

qzehlrxTowV0S3p+HkTic=","a
"MUSIC_CONTROL", "MEGADUMP_F
"https://static0_ fithit com

Jeoontent/mobile/30£3zanT/ ", "assecsToken" : "HeGG7 adT £1TEPCRAr GA+ET o/ Ehplt 0T 0CSA+vD oo "auchType": "AES", "blustoothPairingletho HOW_SECRET", "deviceCtor®
DU "name®: " Charge
o0, "productIds": [22],"properties”: ["ELUETOOTH" , "MEGADUMP_FWUP", "MEGADUMP_VALIDATEPATR"],"supportUrl®:"https://community. fithit.com/t5/Charge-2/bd-p/charge2"

}.{"assetBundle":"","assetsBaseUrl": "https://statiel. fithit. con/content /mobile/fall&fhal", "assetsToken" : "KI8/EJIZKeV1hhnTV+s0xnsrCrevyl Eizhe ahbHYEKe=", " auth
"AES", "blustoothPairingMethod" : "SHOW SECRET", "deviceCtor':"", "mame":"Alta","productIds®: [21],"properties”: ["ELUBTOOTH" , "MEGADUME FWUER", "MEGADUMP_VALID
ATEPAIR"], "supporcUrl”: "hoeps://communicy. fichit. com/e5/Alvasbd-psalea’), ["assetBundle”: ", "assecsBaseUrl” /svaricO. fithit. con/content/mobile/309d10
38/","assetsToken": "holUaUJd0icaSKROOPakKTAKL 10kSk 50nwsWgSNx /KGI JMauthType": "AES", "bluetocothPairingMethod": "TAP", "deviceCtor":-"" "name":"Flex

2", "productIds 41, "propercies”: ["BLUETOOTH" , "MEGADUMP_FWUP", "NEGADUMP_VALIDATEPATR'],"supportUrl": "heeps://community. fithit. com/ts/Flex—-2/hd-p/flex2"}, {"
assetBundle":"" "assetsBaselrl":"https://static0. fitbhit. com/content/mobile/469dfcOb/ ", "assetsT ' " TrsTSknlsJSMinpXMs 1K f TAnhnyrMOSTHAC 98 quiibbg=", "authType
" "AES","blustoothPairingMethod": "SHOW_SECRET", "deviceCtor”:"", "name”: "Surge”, "productIds": [1&], "properties”: ["ELUETO0TH", "MUSIC_CONTROL", "MECADUME_FWUR", "M
ECADUMP_VALIDATEPAIR"], "supportUrl’: "hetps://eommunity. fichit. con/cb/Surge/bd-pssurge” ), ("assetBundle®:"", "assecsBaseUrl": "hueps: //staticd. fichit. con/conten
t/mobile/h353377a/", "assetsToken" : " 4CPMHFLKEyily5GPyv fdXE67cuntCLlynDTaifd+zmr 3T=", "authType" - "XTEA" , "blustoothPairingMethod" : "ALERT", "deviceCtor":""

Charge

HE", "productIds": [18], "properties": ["BLUETOOTH", "BOND_DISCONNECT"], "supportUrl®: "https: //community. fithit. com/t5/Charge—HR/bd-p/chargeHR"}, ["assetBundle":""
"https://staticO.fithit.com/content/mobile/ChicfEde/", "assetsToken" : "tWEUTFeyPLadt oTSXEdgbley 3 fASCTLL£71205zurBo=", "authType": "KTEA", "bluet
D", "name":"Charge", "productIds": [8],"properties”: ["ELUETOOTH" , "EOND_DISCONNECT"],"supportUrl®: "https://community. fit
bit.com/t5/Charge/bd-p/charge"}, {"assetBundle”: "", "assetsBaselrl": "https://staticl. fithit.com/content /mobile/Ee0£5e50/", "assetsToken" : "DXWEILLSI838NLARFIE Ty
Juyr £ALFFIEATSESZ4mi0g=", "auchType" s "NTEA", "bluetoothPairingMechod": "TAP" , "deviceCtor®: ", "name": "Flex", "productIds”: [7], "properties”: ["ELUETOOTH" ], "suppore
Url":"https://community. fithit com/t5/Flex/bd-p/flex"}, {"assetBundle":"", K "assetsBaseUrl":"https://static0. fithit com/content/mobile/f0dl0936/", "assetsToken"
: "CCE+LYCN2eDgF InSEY oF fkpeiW3/xiiTI3buplWslhe=", "auchType" : "MTEA", "bluetoothPairingMechod”: "ALERT", "deviceCtor® 115,81, "properti
es": ["BLUETOOTH"], "supportUrl": "https: //community. fithit. com/t5/0ne/bd-p/one"}, ["assetBundle":"" "assetsBaseUrl":"https: //staticD. fithit comn/content/mobile/
ceE0dEE2/", "assetsToken" : " T4EUz8kb /SAS+Beés Sk 0Hys Vg iU08ZHqS0AKKE 20kwa=", "authType" : "KTEL", "blustoothPairingMethod" : "ALERT" "Zip", "pro

,"assetsBaselrl’
oothPairingMethod” : "ALERT", "deviceCtor

"deviceltor" ", 'name"

duetIds": [1,2], "propercies”: ["BLUETOOTH", "TAP_T0_WAKE","SMILEY EMOTE'],"supporcUrl®: "htcps://community. fichic. com/cE/Zip/bd-p/eip"}, {"assecBundle”:"", "asset
sBaseUrl": "https: //static0.fithit. com/content /mobile/f058azcl/", "assetsToken": "3KCQ45wB3BgcSTUirpY fyzhrbly3PuT0sytElatnkot=" "deviceCtor": "", "name": "Aria","
properties”: ["SCALE"], "supportUrl”: "hetps: //community. fithit. com/tE/Aria/bd-p/aria"}, ("assecBundle”: ", "assecsBaselrl": "hoops://stacicl. fithic. con/content/n

obile/3aB3045e/", "assetsToken": " eAsTNEIBOiupwdse 0gUnI LODEX UGS ATz +ulliV] firA=", "deviceCtor ,"name’: "Ultra", "supportUrl": "https: //community. fithit. com/t5/0
ltra/bd-p/ultra"}, {"assetBundle": "","assetsBaseUrl": "https://stacicO. fithit. con/content /mobile/lef58378/", "assetsToken" : "$54VrwdTNIagSlS1HCT INEgn31iE0doGnlir
SWOmReKU=", "deviceCtor®: "', "name": "MchileTrack", "properties”: ["BLUETOOTH" , "MOBILETRACK" ], "supportUrl®: "https://commmity. fithit. com/ts/MobileTrack/hd-p/mobi
letrack"},{"assetBundle":"", "assetsBaseUrl":"https://static. fithit. com/content /mobile/8d140100/", "assetsToken" : " ThDThIpgHREx1r FIntTolk gF T1x JbhTWhEwl JhZynlly
=", "auchType": "KTEA", "blustcothPairingMethod” : "ALERT", "deviceCuor":"", "name": "Force", "productIds”: [8], "propercies”: ["BLUETOOTE" , "BOND_DISCONNECT "], "supporcill
rl":"httns: //community_ fithit com/ts/Foreesbd-n/force"tlh

Ul 4.31 maneunduanmsientd AP Fitbit luuiauin Device Type

1.2.1) sUwuuvaItayaAN1TaRNNNEINIY
sunuudeyanisoonidanendsainds Token tieluvedeyaain Web Server
wansluguil 4.32 v9aussvinil 96 19 Method  Get  Tun1s¥unaziinismeundutes Web
Server fheguuuuvasteyaLiu JSON uandusuil 4.33 uaziinisuvadlieglugunuuiiey
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Burp Intruder Repeater Window Help

Target | Proxy | Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender I Project options T User options | Alerts
Intercept | HTTP history TWabSDckets history T Options ]

‘ Fiter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MMEtype | Extension |
P Fandrol n-api com USer-/devicesrackerophons [son e o
87 https:#fandroid-cdn-api. fitbit. com GET i1.1/devices/types . json a (0] 200 5764 JSON json
88 https://static0. fitbit.com GET icontent/mobile/b39337Tafinfolinfo_en json a (0] 200 1138 JSON json
89 https:#android-cdn-api. fitbit. com GET Mluser/-features json a O 304 40 text son
90 https:#fandroid-cdn-api. fitbit. com GET {1luser/-devicesltracker/41478074%alarms.json m] ] 304 40 text json
91 https:#fandroid-cdn-api fitbit. com  GET Hluseri-/profile json =] ] 200 5875 JSON json
92 https:#fandroid-cdn-api fitbit.com  GET A luseri-foeds/log/goal json m] ] 304 4 text json
93 https:#fandroid-cdn-api fitbit.com  GET luseri-lexercises/zettings.json o] ] 304 4 text json
94 https:#fandroid-cdn-api. fitbit. com GET i1luser/sedisettings.json a (0] 304 401 text json
95 https://android-cdn-api. fitbit. com GET i1luser/-privacy-gettings.json O O 200 2845 JSON json
.= https #/android-cdn-api fitbit. com i tivities/steps/date/2017-05-22/2017-05-22 json 2 a
a7 https:#android-cdn-api fitbit.com  GET 11 1/useri~activities/date/2017-05-22 json (8] () 200 1212 JSON json
98 https:#fandroid-cdn-api fitbit. com  GET M Aluseri-factivities/date/2017-05-22 json 0] (8] 200 1212 JSON json

<

Request | Response

Raw | Headers | Hex

GET Jsl/fuser/-/activities/steps/date/I017-05-22/2017-05-22_ json HTTP/1.1

Accept-Locale: en TH

Authorizatieon: Oluth cauth consumer Jey="E555db3aB5ab4cl595265bkba8593da83"

cauth nonee="574081E25732400E88276", cauth signature="UCgQ%ZBfkiZgUGoTl0l0rFDXCETURE2D",
cauth_signature method="HMAC-SHAL" , cauth timestamp="1455355I220",
oauth_token="1lc37355875baetslledaBacdf3tecddd", cauth wersion="1_0"

User—-Agent: Mozillas5.0 (Linux; U; Andreid &.0; th-th; FLOZ Build/MBALSE,; Scale/3.00;
supportsImages={webpl;) AppleWeh¥it/537.36 (FHTHML, like Gecko) Version/4.0 Mchile Safaris537.36
H-App-Version: Z183115

Host: android-cdn-api. fithit. com

Connection: close

U 4.32 m3Fenld APl Fitbit Tuiileifia Activity Step

[ Resvest | Respanse |

Rﬂvﬁ Headers | Hex

HITE/L.1 200 0K

Date: Sun, 21 May 2017 185:33:8C° GMT
Content-Type: application/json:charsec=UTF-2
Connection: clese

Set-Cockie: _ cfduid=dSS60ffI70bS£9£7hal40flaf074526011455395231; expires=Mon, 21-May-18 19:33:51 GMT; path=/; domain=.fithit.com;
HetpOnly

Vary: Origin,iccept-Encoding

Cache-centrol: no-cache, privace
Content-Language: en

%-Frame-Options: SAMEORIGIN

Server: eloudflare-nginx

CF-RAY: 36291847a8la3lad-SIN
Content-Length: 4779

| {"activities-steps": [{"dateTins"
00:01:00", "value": 0}, {"time"
10}, {"time': "00:06: 00", "valus

017-05-22", *value": "407"}], "activities-steps-intraday"
"00-0zZ:00", "value":0},{"time":"00:02:00" "

{"dataset’: [{"time':
alue”:0},{"time":"00:04:00", "valu
0:08:00", 'walus": 0}, {'cine":

00:00: 00", "value":0}, { "tin
},{"time":"D0-05:00","va
0:05:00", "value":0}, {"time": "
0}, ("cime’: 00 0", "value"
00:18:00", “value":0}, (“time": "00:1
00", "walue':0}, {"time":"00:23:00", "value':0},

00", "value':0}, {'bime": 100:16:00" "value":0}, { “bime": '00:17:00"
0", "walue': 0}, { "time": "0 00", "value"':0}, {"time"
ime": "00:25:00", "wvalue®:0}, {"time": "00: 2&:00", "value” -0}, {"time": "00:27:00", "value": 0}, "time": "00:28:00
00:28:00", "value":0}, {"time": "00:30:00", "valus":0}, {"time": "00:31:00", "time":"00:32:00", "value®:0}, ("ti
0}, ("time":"00:24:00", "value":0}, {"cime": "00:35:00", "value" 0}, {"time": "00:38:00", "value"-0}, {"time": "00:37:00", "v
:00", "value”:0}, ("time": "00:39:00", "value":0}, (“tine":*D0:40: 00", "value" 0}, (“time": "00: 41:00", "value':
"time":"00:43:00", "value":0},{"time": "00:44: *:0},{"cime":"00:45:00","
00:48:00", "value":0}, [ "time 100", "walue":0},{ "time" n" "value"
. ("time":"00:53:00", "value i "D0: 543007, "valus ©imer: 100:
:E7:00", "walue" 0", "value"
20}, ("time’:"01:02:00", "value":
' iwalue’-0), {'cime": "01:05:00", "valua’:0} , ("&imed:101:0
(“time":"01:10:00", "value":7},("time":*01:11:00", "value":14}, [ "tine
114:00", "value": 0}, {"time":"01:15:
:18

1}, {"time":"D0:5&: EIEI“,“valuE
00:00", "value":0}

{
01:08:00", "value
}.("time":"DL:13:00", "value":0), ("
},("cimen: 101:17:00", "walue {"time":"01:18:00"
B B 1:21:00", "value": 0}, {"time":" . 1.
ime":”m::q:oa”,"value 101:25:00", },{"time":"01:28:00", "valus":0}, {"tine": "01 oo,
00", "walue": 0}, {"time":"01:31:00", "value":47}, { "tin
erinoLi3z: 00", “Value“'l‘-} ("time": "01:33:00", "'value':0}, ("time": 0134 00", "value":0}, {"time": D1:35:00", "walus':0), {"time":"D1:36:00", "y
alue®:0}, 0}, (*cime":"01: 0}, ("time": "01:
"01-41:00", "walue":0}, {”t.lmz -00", "wvalue":0}, {"time" oo", "value®
1503, (“Eime’: "01:48:00", "value’: o), ("cime":

0" "value” -

alue":0}, {"time": "01:45:00", "value
0", "value":0},{ time": "0L:

S0}, ("time":"01:54:00", "walue":0}

S{'cime®
00", *valu : 0:00", L"time": -oov, Sed 0", Sed 03:00", "value
4:00%, "value": 0}, {"time":"02 00", "value':0}, {"time": "02: . {"time":"02:08:00",
10}, ("time":"02:09:00", "value":0}, ("time":"02:10:00", "value':0}, {"time": 100", 'walus':0}, {"tine

7:00", "val
100", "value":0}, ("time’: "0
walue":0}, ("time": 2 . }.{"cime":"02:26:00", "value":
0}, {"time":"02 : 10}, ("time":"02:30:00", "value":0}, {"time":"02:31
00", "value':0},{"time": "02:33:00", "value":0}], "dataserInterval”: 1, "dacasecType": "minuce"}}

Vo {tine®

0}, {*Eime":02:27: 00", *
100", "walue": 0}, {"tine

sUT 4.33 msnoundumsBentd AP Fitbit Tuufiaiin Activity Step


https://www.unzeen.com/article/3479/
https://www.unzeen.com/article/3479/

130

| Paste Copy | Format Remowe whitespace | Clear | Load JSON data

[
{"tim
{"tim
{"time"
{"time"

{"activities-steps": [{"datsTim
@l:
9:85:
8g:
$13:

:H

1tea:

{"tim :17:
{"tim 121
{"tim 125
{"time" 129
{"time" 133
{"tim 137
{"tim 141
{"tim 145
{"tim 149
{"tim 153
{"tim 157
{"tim :@1:
{"tim ;85
{"tim ;@9
{"tim :13
{"time" 117
{"time" 121
{"tim 125
{"tim 129
£ tim 133
{"time" 137
{"time" 141
{"tim 145
{"tim 149
{"tim 153
{"tim 157
{"tim 1@l
{"tim 185
{"tim H:]
{"tim :13
{"tim 117

{"tim

{"time":"02:

aa","value"
ee","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
aa","value"
8e", "value"
1@e", "value"
:@e", "value"

1@e", "value™:
7:88","valua"
1@e", "value™:

1@e", "value"

1@e", "value™:

188", "value"

7:88","value"
1@e", "value™:

1@e", "value"
188", "value"
@e", "value"

7:88","value™:
1@, "value":

188", "value"

188", "value":

:@e", "value™

@, "value":

:@e", "value®
1@e", "value"

1@e", "value™:

:@e", "value"”

1 192:00",
1@}, {"time" t@e:aer,"

18}, {"time":"@@:18:0@","
1@}, {"time":"@0:14: 80", "
1@}, {"time' 118:00","
1@}, {"time' 122:00","
1@}, {"time' 126:00","
1@}, {"time' 13900, "
1@}, {"time' 13400, "
1@}, {"time' :38:00","
1@}, {"time' :42:00","
1@}, {"time' 14600, "
1@}, {"time' 1@, "

1@}, {"time"
124%,{"time
1@}, {"time"
1@}, {"time"
1@}, {"time"
8}, {"time

1:14: a8

$21F, {"time":"@1:18:08", "value": 7}, {"time

'2017-85-22","value":

"value"
1:86:08","
1:1a:88","

-steps-intrada

"49?"}],“act1u1t1e ae", "value™:8},

"walue™: "y,
"walue™: "y,
value": 1@@", "value":8},
value": 19a", "value":8},
value": "value":8},
value": "value":8},
value": "y,
value": :8},
value": :8},
value": :8},
value": :8},
value": :8},
value™: {"ti :51: i 152: H

value":
"walue" 1@}, {"tim
1@}, {"time"
value™: i
value":
value": 8}, {"time"

'@@:56: 08", "value":47},
@1:0@:88","value":0},
"value":8},

@}, {"time":"81:22:88", "value":8},{ "time" 23:
18}, {"time" 1:26:8@","value":8},{"time"

8}, {"time" 1:39:80", "value”:@},{ "time" $31:
1@}, {"time":"81:34:068", "value":8},{ "time’ o
18}, {"time™:"B1:38:00", "value":0},{ "time

@}, {"time":"81:42:88", "value":8},{ "time"

1@}, {"time" 1:46:88", "value™:

1B} {"time" 1:5@:88"," "value™:

187}, {"time" 1:548:88", "value":8}, {"time"

8}, {"time" 1:58:@0", "value’:23}, {"tim

8}, {"time":"®2:92:00","valus" 8}, "time":

18}, {"time" 2:86:80", "value™:

8}, {"time" 2:18:80", "value":

18}, {"time":"82:14:00", "value":

8}, {"time":"B82:18: 80", "valu

:8F, {"time" 2:22:88", "valu

18}, {"time":"82:26:@0", "value": _:89“ "yalue®:8},{"time

(@],

"detasetInterval

"value™:

8}, {"time":"B2:30: 88", !
:1,"datasetType™:

,
188", "value™:8},{"time":"82:32:08", "\alue"

JUN 4.34 nsInesdayaved JSON Tueaulidngtiy

sULUUTestoyanIseanMaInIeves Fitbit Charge HR finsifivdayannuiiily
N3WAU QLAINNITALATEE 00:00:00 Fanaiigaiaad 00:54:00 LaludinIsiAu 36 A1 g
VAdoUlMAY ) LIAINUAT
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2) Jawbone UP 3

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scamner | ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project optons | User optons | Alerts
Intercept | HTTR history | WebSocets history | Options

[Fter: iong 55, mage an generatrary conent @

[Staus | Lengn | MMEtype | Extension T Listener port
JSON & B0B9

2321234225 aid=pHAXNIUBZOH... 23:59:39 20
216.58.196.206 00:00:15 21
216.58.196.206 00:00:16 21
216.58.196.206 00:00:17 21
525.171.80 00:00:25 21
50.16.222.66 00:00:43 21
23.21.234.205 i 00:01:53.21
50.16.251.131 ‘aid=pbAXnIEZSH.

https:/iap-androidjawbone.com  POST  /nudge/apiiv.1 S9/events

ients. google.com  GET

lients. google.com  POST
hips:f/android.clents.google.com  POST  fgsynclsub
htip:iiusa ime. cootek com POST  Inotification_center/46a57447-c945-4061-a038-7801
hiips.e.crashiytics. com FOST  Ispinzievents
hitps://api-android.jawbone.com Inudge/apilv 1 53/users/@me/app_farsground
hiips:ffbandsync-androd jawbo. 5 Inudgerapiv.1.58fusers/@melband

Request | Response
Jkaw | Params | Headers | Hex |
DOST /nudge/api/v. L 58/events HITB/L L K

HEEEREOEER
Lloocooogtld

User-Agent: NudgeOpenindroid/d.27.0 Dalvil/2.1.0 (Limue; U; Android £.0; FLOD Build/MPASSK)
Clisnt Timezone: Asia/Banglok

B 1 Cht GHELRVhT 7E1VUEY

2, 7

ce-id:
accept-language: th
x-nudge-request-id: 1395255272556
Content-Type: multipart/form-data;boundary=++++*

Host: api-android.jawbone.com
Connection: close
Content-Lengeh: 7281

Content-Disposition: form-data; names'events"

amazosa. marc_coasm. experixgfineyglilign e  ine_suredyaodhodauger : (g omglvgnplnsoynrcanss) -axca TRt - sc0ad-  -cest_side®:-up_ssperinan_enavron nigigne_sonrol”
4852995 4¢, CACBF g8 C2B1i8v]TCORD Yy

Tuildiane”

[("label®
y

andzaid haxdyaze. it 1L Ly
"android.band. wireless. gatt_connect!,
droid hax(\vare semsor. aceeleromeser

evice_id":"shine_plus

ata’: {"androidversion

"true”, "band_typ
splay_densit:

ope":"
59560

{"Endroidversion”:
android:Hardvare. bluetooth, le
nardvare.sensor. gyroscepe”: “true”,

- ; android. har dware. sensor.-stepdetector”
4roid nardvare. sensox. compasstittrue’,tdevt

“apprersion”

. aisplay_densicy: "
,"android hardvare.audio. low latene

L "hid":"21BE2811RSFERDS

v

2 = i

0 matches.

SUTl 4.35 miéfﬂﬁuﬂagaﬁ Juuagdsuw HTTP/HTTPS annuweuwdiadu UP

Burp Intruder Repeater Window Help

Target m Spider T Scanner Tln(nlbt TRepeater TSequancer TDecmhr T Comparer I Extender T Project options. TIJs@r options | Alerts
[\\ntgrcept T IEI'PM:"T WebSockets history T Options ]

‘ Fiter: Hiding CSS, image and general binary content

# A& Host Method | URL | Params | Edited | Status ‘ Length | WIME type | Extension | Title
ps! ings_crashiyfics.com 3P plaffol ‘android/apps/com.sevenamnews. [£4) Y 200 1553 JSON

24 https:#fapi-android jawbonea.com POST inudge/apifv. 1. 5%events ] a 200 409 JSON

25 https /iandroid. clients. google.com GET 'gsyncisub? lte= &routinginfo=gem%3A.... €] €] 200 16912 XML

26 hitps:/iandroid.clients google.com POST Jgsync/subi505824c38bcd f2d ] ] 200 385 HTML

27 hitps://android. clients. google.com  POST Jgsync/sub ] (V] 201 1622 XML

28 http://usa.ime.cootek.com POST J/notification_center/46a57447-c945-4061-ac38-7801 (] = 200 13018 JSON

29 hitps:ie cra.s;:lryhcs com POST JapivZievents €] =] 200 text

30 x ’ c

L]
35 hitps://api apptenllva com POST fevents. a 20 629 JS0N
36 https://api.apptentive.com GET finteractions. ] ] 200 1900 JSON
KT https://api.apptentive.com GE[ iconversation?count=8after_id=&before_id= ] = 200 540 JSON
38 https://api. apptentive.com iconversation/configuration (@] = 0 948 JSON
39 hitps:/api-android pwb}r\on?‘\\GEr L4 w‘;agw.j_‘_ _invites?stafue=invied . &0 " () 1200 . 402 JSON
41 https://api-android_jawbone.com O [®] 200 3115 JSON
hitps://api-android jawbone. cnm""*»(;Er 2 lnudge!ale =/RGACEFgaCs s :-.‘ condd. " @ "0 700 1065 JSON
https://api-android.jawbone.com /i L]
TSP vy i mna e =
- —

U 4.36 M3Senld APl anueundiadu UP Tuusazuiipuin

nguilunisdndunisinnuvesnisdiwaziuteyaainueundinduuuaniinlny
wouAsEERDTe Flash Plus 2 TUSs Web Server delusuns Burp Suit Free Edition #9136
Fudoyatasdinsueniy Host fdaduazeanvestoya Snsdsteyasondusuuylmy i
nsmeunduanduguuuulny dsiuluslaaeasgls 14 Method exls anmenvestoyaidu
wirls uazguuuudoyaiduegals
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2.1) mahnuresnsduasiudayannuaundinduuuueunsenluds Web Server
TufitlazgmavhanmouoUndidy Jawbone UP 3 vidwminfiasnsvinudensiorty

gunsnl Jawbone UP 3 ua weundlatuues Jawbone UP 3 vuaunsvlnulasinsfinsialuds Web
Server Togld Host iidean https://bandsync.android.jawbone.com Wievnsuenindinng
FesregUnsniuagrhmensadeutoyaiiiedsdoyandumn visniuldfinisiome AP et
foyaranuanuuteUndiady lumsfesmediayanieues Jawbone UP 3 tuasdl APl imwuiio
Sondeyalumnetiug Wy degsanguil 436 ludaumes Host I¥Timsuendsnmsen APl uay
dves Ul laventiaen APl Uayaesls laud deya User |, Setting , Notification , Event
Configuration \Jumuy

msdsuazsuteyavemeundiadu Jawbone UP 3 7 Host uaz Ul azuenldinilms
Anstadeansiuentutoyausaavorlsths ua Method fldlunsiudsloyadivis Get uay Post

2.2) gUuuuvesdeya

Reguest | Response ]
Raw | Params T Headers T Hex

POST /nudge/apifv.l.55/events HTTE/L.L

User-Agent: NudgeOpenhndroid/4.27.0 Dalvik/2. 1.0 (Linux; U; Android 6.0, FLDZ Build/MBASEK)
Client-Timezone: Asia/Bangliok

x-mudge-token: 2-4w08FkxvhijhFOtWEZeFbW-Cht qHE1LVhr 7TE1VUGY
x-mudge-device-id: 00000000-5524-EeTa-5620-300a00330587
accept-language: th

x-mudge-request—id: 1495289272596

Content-Type: multipart/form-datajboundary=*"#*%

Host: api-android.jawbone.com

Commection: eclose

Content-Length: 7281

KRRk

Content-Disposition: form-data; name="events"

JUN 4.37 Header vaslayaindwinueundiadu UP & Web Server

BCACBFgSCsELiBvQ7CoRPg" ), " daca® : {"bui Lol

5UN 4.38 fegtaya JSON fidwnuaundiedu UP Luds Web Server

MNgUT 438 WugUuuwesteyannmssnduteyavesussvin 23 veaguil 4.36 Tudu
199 Event vdsamsiiensegunsaideegluussvindl 20 ves3Uf 4.35 Fednuwavestoyadinuey
watedlsifimsdsiald wilmadhsiandsesnanueundinduidledsluss web Server dunmld
9nluguves Host 31 1HlUsTnnea Htps Tuguil 4.36 witiueundiaduliluslanea http 16inns
dendutioyalusuuuy JSON s Web Server @atioya Event fideenludaiu Sever 1iinng
uadlsindserlseenluting uandlugud 4.39 uas 4.40
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Tuduvesguuuulianldlumsinsiedeatsluds Web  Server  dwdulusueundindu
Jawbone UP 3 11 fisguuuulvaiilu JSON dunsldiannguin 4.36 Tudauues MIME type

Viewer Text
o[ Juson

={}o

W label : "android. smart_c oac h.experiment.c hevron_highlight™

W time_started : 1435200474

= {} user
W xid : "RGaCBFg2®CsBligvQ7COhPg”

= {}data
@ buildMumber : "52044"
W test side : "up_experiment_chevron_highlight_contrel®
® buildMame ; "4.27.0"
W appversion : "4.27.07
[]

dev : "0"
=i
® label : "android. moments. home fitter.dwell”
W time_started : 1495289545

=) {] user
¥ xid : "RGaCBFg8CsEligvQ7COhPg”
= {] data
® buildMumber : “52044"
filter : “me
buildMame : "4.27.07
427.00

| |

]

W appversion :
W dev: 0"

B dwel_time : "74.613"
={}2

w{}2

w{}s4

@ {}s

3()s

B{}7

a{}e

a2{}=

B |zbel: "android.state. bac kgrounded™

o time_started : 1485258547

=] { } user
B xid : "RGaCBFgSCsBIEvaTCOhPg”
24 }data

androidversion : "6.0"
device_manufacturer ; "TCLCommunic ation
android_hardware sensor.accelerometer : "
band_type : "UP3"
android.hardware sensorsteptounter : “fals
inaugural : *false”
buildhame : "4.27
android.hardware bluetooth_le : “trus”
last background_sync_time : "145525%310°
android.hardware sensor.stepdetector ; "fak
appversion - "4.27.0"
display.density : "3.0"
last_foreground_sync_time : "1455225195
lib: “durnmmyversion”
buildNumber : "52044"
android.hardware sensor.gyroscope : "true”
android.hardware sensor.compass | “trug”
dew - 0"
android.hardwars audic.low_latency : “false’
bid : “21B526 11 EBFEFO37T"
display_dpi - "480"
operator ;™
goegle_services_present: “true”
device_id : "shine_plus™
model_id . SFL02"
bandBattery Lewel : "96"
fr 71,3200

a(}:

W Iabel : "android.band. wireless gatt_connect”

o time_completed : 1485285554

o time_started : 1435250554
=] {} user

® xid . "RGaCBFgCsBligvQTCOhPg”
= {}data
androidversion : "6.0"
device_manufac turer : "TCLCommunic aticns™
android. hardware sensor.accelerometer : "true”™
band_type : "UP3"
android. hardware sensorstepcounter : “false”
inaugural : "false™
buildtame : "4.27.07
android. hardware bluetooth_le : "true™
android.hardware sensor.stepdetector : "false”
appversion : "4.27.07
display_density : "3.07
lib : "dummywversion”
buildMumber : "52044"
is_fw_installing : "0
battery : "25"
android. hardware Sensor.gyroscope : "trug”
wasBackground : "YES"
android.hardware sensor.compass : "trug”
dev : 0"
android.hardware. audio.low_latency : “false”™
is_fw_transferring : "0"
id : "21B52611EBFEFD37T"

display_dpi : "480"
operator : ™
googls_services_present : "true”
device_id : “shine_plus™
model_id : "FLOZ™
timeDisconnected : "1485200272383"
fw: ™1.2.207

SyNc_source : “wireless™

sUT 4.39 msuastioya JSON fidsonueundiadu UP luds Web Server (1)
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={}s
 label : "android band battery™
 time_completed : 1495209560
W time_started : 1495299560

= {} user

a2{}s
® label : "android band. wireless .connect”
B time_completed : 1495258561
B time_started : 1455255561

=] {} user

134
ai}s

W label : “android.band.sync”

o time_completed : 1485295553
B time_started : 1495299562

o time_tz : "GMT+07.00"

=] [} user

® xid : "RGaCEFgHCsBigvQTCONPY” ® xid : "RGaCBFgSCsBIigvQTCOPg” R EaCEFaeCaBETOON
L] 2 i "
={}asta ={}dsta e tx aCBFg9CsBligv Pg
® androidversion : "6.07 ® androidversion : "6.0" at ) !
B user_location_latitude © "13.7284596"

device_manufacturer | "TCLCommunications™
android. hardware sensor.accelerometer : “true™
band_type : "UP3"

android. hardware sensor.stepe cunter : "false™
inaugural : “false™

builiMame : "4.27.0°

android. hardware blustooth_le : “trug”

woltage : "42427

android. hardware sensor.stepdetector : "false”
appversion : "4.27.0"

display_density : "3.0"

b : “dummyversion”

buildMumber : "52044"

battery : "

android. hardware sensor.gyroscope © “true”
android. hardware senscr.compass | "true™

dev 0"

android. hardware audio.low_latency : “false”™

bid : "21B52611EBFEFD3T"

display_d

operator : ™
google_services_present : “true”
device_id : "shine_plus”
model_id : "FLO2"

bandBattery Lewel : "36™

fw :™.3207

.

EXRFE
¥ label : "android band.sync™
o time_completed : 1495295563
® time_started : 1485286562
B time_tz : "GMT+07:00"
= {} user
B xid : "RGaCEFgSCsEBligvQ7COhPg"
= {} data
B user_jocation_latitude : *13.7254556%
androidversion ; "6.07

device_manufacturer - "“TCLCommunications™

band_type : "UP3"
android:hardware.sensor.stept cunter : "false™
inaugural : “false™

builkiName : "4.27.0"

android. hardware. bluetooth e | "trus™
user_location_longitude : "100.780655
android_hardware sensorstepdetector : “false®
appversion : "4.27.0"

display_density - "3.07

likx : "dumnmyversicn™

buildMumber : "52044"

result : "LONG_SYNC_END"

is_fw_installing : "0"

success | YES"

android hardware sensorgyroscope : “rue”™
wasBackground : "YES"
android.hardware.sensor.c ompass @ “true™
dev ;0"

andreid. hardware. audio.low_latency : "false™
is_fw_transferring : "0"

bid : "21B52611EGFEFD3T"
display_dpi : "4807
operator . ™

google_services_present : “true”
device_id : "shine_plus™
model_id - "FLO2"

sUf 4.40 msulastoua JSON

v U

andraid hardware sensor acc elerometer : “true”

device_manufacturer ; "TCLCommunic aticns™
android. hardware.sensor.ac celeromster : “trug”
band_type : "UP3"

android. hardware.sensor.stept ounter : “false”™
inaugural : “false”

buildMame : "4.27.07

android. hardware. bluetooth_le : “true™

android. hardware sensorstepdetector : "false™
appversion : "4.27.0"

display_density : "3.0"

lib : "dummyversion™

buildMumber : "52044"

is_fw_instaling : "0"

battery : "38"

android. hardware sensor.gyrescope | "true™
wasBat kground : "YES"

android hardware.s&nsor.c ompass ; “trus”
dev 0"

android. hardware.audio.low_latency : "false™
is_fw_transferring . "0"

bid : "21B52611EEFEF037T™
display_dpi ;: "480°
operator 1 ™

google_services_present : “true™
device_id : "shine_plus®
model_id : "FLD2"
timeDisconnected - "1485258459336"
fw : "1.3.207
sync_source : "wireless”
a{le
W label : "andreid band.charge™
M time_started : 1435299563

= {} user,

® xid . "RGaCBFgOCsBiitvQTCOhPg"

= {}oata
androidversion : "6.0°

6.0
device_manufacturer : "TCLCommunic ations™

androidversion

android. hardware sensor.acc elerometer : "true”™
band_type : "UP3"

android hardware sensor.stepcounter : “false”™
inaugural : "false”

builiName : "4.27.0"

andreid. hardware blustooth_le : "true”
user_location_longitude : "100.780655"
android. hardware. sensor.stepdetector : “false™
appversion : "4.27.07

display_density : "3.07

lik: : "dummiyversion™

builiNumber : "52044"

result : "SYMC_SUCCEEDED"

is_fw_installing : 0"

success | "YEST

android. hardware.sensor.gyroscope : "trug”
wasBackground : "YES"

android. hardware.sensor.compass | "trus”
dev 0"
android. hardware audio low_latency : “false”™

is_fw_transferring : "0

id : "21B52611EBFEFO3T"
display_dpi : "480"
operator : ™
google_services_present
device_id : "shine_plus™
model_id | "FLOZ"

“true”

device. | turer ; "TCLComm

band_type ; "UP3*

inaugural : “false”
buildMame : "4.27.0"

appversion : "4.27.0"
display_density : "3.0"
it : "dummyversion™
battery Event : "SpartaBattery State™
bulldNumber : "52044"

dev : "0"

android hardware.audio.low_latency
bid : "21B52611 EBFEFD37"
display_dpi : "480"

c harging : "NO™

operator . ™
google_services_present : "trus”
device_id : "shine_plus”
model_id : "FLO2"
bandBatteryLevel : "%6"
fw:™1.3.207

android hardware s enscr.eompass ;

ic ations™

android hardware.sensor.acc elerometer ;. “true®

android hardware.sensor.stepe cunter : “false”

android hardware blustooth_le : "true”
android. hardware. sensor.stepdetector : “false”

android hardware.sensor.gyrosc ope : "true”

“true”

: false”

PaINwaUnaRTY UP LS Web Server (2)

MaanAkaundmdulasossaluds Web Server Tugiuwas event wilnsaaunduunan
Web Server As3U7i 4.41 lafinsdsdanundunndn ‘OK s ‘2000” Bianueniu timestamp
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Reguest | Response

Raw | Headers | Hex

HTTEP/1.1 200 OK

Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Type: application/jison
Date: Sat, 20 May 2017 16: &
Set—Cockie: aid=phiXnfjJEZS]
Content-Length: 72
Connection: Close

2 GHT
46 Tkyh I SudxCkeN0EX full2FCvUE_v4hEgThlagx 1 HhpynIDOMhs 08Erofln2l; Domain=jawhone.com; expires=Sat, 14 May

{"meta": {"message": "OK", "code': 200, "time": 1455295588}, "data’: {}}

5UN 4.41 fegnteyaiineunduain Web Server sndaaundiadi UP

megamsdauarSudeyalumaSen Ul vas Setting Aaguil 4.42 uay 4.43

Burp Intruder Repeater Window Help

[Target Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options. TAIerts ]

[ T HTTP history T WebSockets history T Options ]

| Fiter: Hiding CSS, image and general binary content

# 4 Host Method | URL. Params | Edited | Status. Length MIME type
ps //bandsync-a .. _POST __/nudgefaplv.iS¢lusersigmetbarnd U b W 2000
2 hitps://api-android jawbone.com  GET 1 ation?band_typ ped... (€] U 200 21200 JSON
33 https:#fapi-android jawbons com  GET 1 fimit=10 @ U 2m 71T JSON
34 hitps:#/api-android jawbons com  GET. Inudgefapify | 59/users/RGaCBFgSCSEIBVATOONP. €] 0 200 548 JSON
35 https:#/api apptentive.com POST Jevents @ o 2o 629 150N
|38 https:#/api apptentivs.com GET Iinteractions =] O 200 1800 150N
a7 https:#/api apptentivs.com GET Iconversation?count=8atfter_id-&before_id= @ O 2w 540 JSON
38 https:#/api apptentive.com GET Iconversation/canfiguration =] O =200 943 JSON
| 39 hitps://api-android jawhbone.com - GET 1 invit & L. 200 402 150N
41 [ nitps fiapi-android jawbone com | GET. Inudgsfapity 1 S3iusars/@me/ssttings ] O 200 3115 JSON

<<
Request | Response
Raw | Headers Tm

GET /nudge/api/v.l. 55 /users/Gme/settings HITE/L 1
Cache-Control: max-age=0
User-Agent: INudgelpenindroid/4
Client-Timezone: Asia/Banglolk
x-nudge-token: Z-iw08Fkxvh]jhFICWeZeFhV-Cht qHKLWVhr 7ELVUGY
x-nudge-device-id: 00000000-55e4-Ee7a-562c-20cal033cE87
accept-language: th

z-nudge-request-id: 1485759772604

Host: api-android.javbone.com
Connection: close
If-Modifisd-Sinee: Sat, 20 May

-0 Dalwik/2.1.0 (Linux; U; Android £.0; FLOZ Build/MPASEK)

17 16:57:54 GMT

JUN 4.42 m3Senld APl Mnuweundindu UP Tuwfiaiin setting

Request | Response

00:00:00; Path=/

Raw | Headers IE]

BITE/L.L 200 0k

hecept-Ranges: bytes

Access-Control-Allow-Origin: *

Content-Type: application/json

Date: Sat, 20 May 7 17:01:50 GHT

Set-Cookie: aid=phiinfjIBZIH2348TkyhTSulxCraN0EK full37GwUE_vd4hegohTaqx 1 HapynIDOMnliBSY 5 Tvdg; Domain=jawhone. com; expires=Sae, 14 May
Content-Length.
Connsetion: Close

2 00:00:00; Pach=/

{"meta’: {'user_xid": "EGACBFgSCsBliOvQ7COhPg", 'message': "K', 'code’: 200, "time": 1495795710}, "data’: ["last_name': "Pattawsewatanachot®, "up_goals_ranges®: {“body":
£7.24], "weight_maintain': [46.0, 46.0, mull, null, 45.757&, 1, "weight_loss': [46.0, 46.0, null, null, 45. . E7.241, 'weight': [46.0, &

{*total”: [18000, 38000, mall, 288001), "meals": {"ealcium": [0.3, 1000, mull, 10001, "carbs”: [50, 500, muall, 1081, *fiber": [§, 50, mull
“cholesterol": [0.1, 300, rull, 300], "protein®: [40, 400, rull, 51], *sugar’: [10, 100, null, 78], "sat_fac': (5, 50, mull, “01}}, "uid*

9

. mull, 58.48]), "move": (“steps': [2000, 20000, null, 100001}, "sleep”:
51, "unsac_fac": [5, 50, mull, 14], "sodium’: [0.3, 2300, null, 23001,
970914, "weight": "45%, "image': "', "time removed®: 0, 'height': "1.54"

“share_move": true, "wp_member_since": l486452500, 'birth day": "I5", 'metric': 1, 1" "', 'first pame': "Narespat", "xid": 'R6aCBFg9CsBliBvQ7COhPg", "smart_alarm": [("stopTimelinsPastMidnight": 480, "dayMask': 0,
"starcTimeMinsPascMidnight": 450)1, "apps": [{"share’: true, "xid': "lgwiwgRelo"}, {"share": true, "xid": " WiTw3ksfpd"}], "activity alerts": {*steps': 2000, "enahled": true, "push time': 990}, "share_eat®: true,
“birth month": "01', "type’: 0, 'email’: *n nmarespat@gmail com’, 'Birth year': "1594", "band name": null, "used bands': ['thorpe’], "up_goals': {"body": ['weight tracking’: falss, "weight_intent’: null, "weight®: 0.0},

{"steps": 10000, "workout_time": mull), "slesp": {"total®: 28800, "bedtime": mull, "desp”: null}, "meals": (*calciuw”: snull, "carbs": null, "fiber': null, 'wasat_fat": null,
"protein”: mull, "sugar': mull, 'sac_fat’: null}}, *share mood": true, "notifications’: ("challenges®: true, "battery level®: true, "duel”: true,
true, "move_summary': true, 'move goal®: true, "workeut_summary

“sediun’: null, "cholestercl®: mull,
r': true, "smartcoach’: true, "ceam": true, "sleep_summary’
true}, "share_sleep': true, 'primary address®: mull, "vime creaved": 1486452900, "power nap’: ['use_optimal duracion': 1, "custom_duration': 1530,

“maximum_duration': 2700}, "basic_infe': ('weight': © "1994-01-05", "gender": "Female", "metric": 1, "bmi’: 17.102914531€, "height": 1.€4, "locale’: "th-th", "bmr_day_goal®: mull, "bur_day": 1289.24469671),
"active alerc": ("stoplimeMinsPastMidnighc': 1020, 50, "durationlMins": O, "type': 1, "starcTimeMinsPastMidnighc': 540), "last': "Pactawsewatanachot', "name": "Nareepat Dactaweewatanachet", "gender”: "Female",
“share body": false, "profile privacy’: "friends", "data_1": D, "flags": 1, "goals’: (*move’: 3500, "sleep’: C1600, "eat': 2}, “first': 'Narespat’}}

JUN 4.43 nmaundumasents APl 9nuweundladu UP Tuuiiauin setting

2.2.1) gduwuuvasdayaniseaningenie
sunuudeyanisoonidanendsainds Token tieluvedeyaain Web Server
nandlugui 4.44 vesussiindl 43 14 Method Get Tumsuuazdstoya waziinisneundy
183 Web Server foguvuvesteyaidu JSON uandlusudl 4.45 wazinsuvadlieglu
sUuuuUsudelugun 4.46 uay 4.47

("weight_gain': [46.0, 57.24, null, null, 49.7576,
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Burp Intruder Repeater Window Help

Target | Proxy Spider | Scanner I Intruder I Repeater I Seguencer T Decoder T Comparer T Extender T Project options I User options | Alerts
ntercept | HTTP history T WebSockets history I Options ]

Fitter: Hiding CSS, image and general binary content

# 4| Host | Method

| URL | Params | Edited | Status | Length | MIME type | Extensio
d Z00

ps:/fapi-android jawbone.com nudge/api 57 =10 [E4) [} 7T JSON
34 https://api-android jawbone.com  GET Inudge/apifv.1.5%users/RGaCBFg3CaBiBvaTCONP. 4] m] 200 548 JSON
35 hitps://api apptentive.com POST fevents & (0] 201 29 JSON
k] https://api.apptentive.com GET finteractions. (o] @] 200 1800 JSON
7 https://api.apptentive.com GET Jconversation?count=8after_id=&before_id= & m] 200 540 JSON
38 hitps://api.apptentive.com GET Jfconversatien/cenfiguration ] @] 200 948 JSON
39 https:/fapi-android jawbone.com  GET ifv. 1 (€] O 200 402 JSON
41 https/fapi-android jawbene.com  GET ifv 1 S9/user a O 200 3115 JSON
42 https:/fapi-android jawbone.com  GET Inudge/apitv.1.59/users/iRGaCBF g9CsBIiBva7COhP. @ =] 1065

hitps://api-android jawbone.com Jinudge/api .59/users/RGaCBFgaCsBIiBvQ7COMP... ] | |

Request | Response

Raw | Params | Headers | Hex

GET //mudge/api/v. 1. 59/users/RGaCBFgoCsBlibv]7COhRg/ feedipage_token=145454615061init=20 HITR/L L
Cache-Control: max-age=0

User-Agent: ludgeOpenindroid/4.27.0 Dalw
Client-Timezone: Asia/Bangkok
x-nudge-tolen: 2-4w08FkxvhijhFOcWEzeFhi-"ht gHE1hVhr TELVUGE
r-nudge-device-id: 00000000-55e4-G27a-5520-300a00330587
accept-language: th

r-nudge-request-id: 1485299272507

Host: api-android. jawhone. com

Connection: close

If-Modified-Since: Fri, 15 May 2017 20:20:13 GMT

2.1.0 iLimux; U; Android &.0; FLOZ Build/MRASBK)

UM 4.44 NMsFewetaya Token MnuaUNGAY UP LU Web Server

Request | Response

Raw | Headers | Hex

HTTP/1.1 200 0K

Accept-Ranges: bytes

Aocess-Control-Allow-Origin: *

Content-Type: application/json

Date: Sac, 20 May 2017 17:01:50 GMT

Set-Cookie: aid=pbAMnfjJBZSH23461kyhISudxCleN0EXEull3FCwvUE_vdhEg b I aqxlHhpynIDiMha8520WSq2Zg; Domain=jawbone. com; expire
Content-Length: 5974

Comnection: Close

0

at, 14 May Z0IZ 00:00:00; Path=/

("meta’: ("user_xid": "DCaCEFgdCsBLiBvQ7CRPg", "message": "OK", "code”: 200, "time": 1485299710}, "data’: {"feed"
" fodge/apifv. L. S9/moves /s fpkg3 XD gat0b axs -GN cqHIBp/ inage/ 11455224246 /version/3" , "reached goal®: false, "comments": ("itews": [, "size": :

false, 2528, "emotions': ("items": (], "size": 0}, "time_creaced’: 1453234157, "date’: 0170427, "xid": B 5 wove", "networks': [1, "is_private": false, "user": ("last":
"Pattavesvatanachot', "naws': "Narespat Pattawesvatanachot®, "short_name': "Narsepac®, "image®: *", "xid": "RGaCBFgSCSBLiBvQ7CORPQ", "type": "user", "Nareepat”}}, {'cims_updatsd”: 1493234186, "tz": "Asia/Banglok”,
“insight': ["liked": 0, "event_type": 12, "last_read": mull, 'tert’: "Your 7-day Resting Heart Rate average is G3bpm. That's a decrease from your monthly average of £bpm. This positive trend likely results from healthier
choices about your diet, slesp and exercise ', 'sponsor_name': "', "watch body": "', "group_key': "insights_group did Jmow", "disliked': 0, "title Fey": "insights title heart_rate_v5_71_med", "category": 'heartrate’,
"group': "Did you kmew?!, 'title": "Your 7-day Resting Heart Date average is G3bpm. That's a decrease . ', "display location': "feed", "share_url': "hetps://jawhens eom/up/insighe/IHhhailr-ATecztlPhgl2Q",

"source_url texe': "0, Useore’: 10, "accion url tewe: "', 'waneh hody key': ", "bext key": "insights hody heart_rate w5 21 mod', "wateh head": "', "head': "Healthy Choices!, "timestamp’: 1493234186, "event_xid": mull,
"body_html": "<html>Your 7-day Desting Heart Bate average is <span style='font-weight:bold;color:#eS004c'>63hpm</span>  That's a decrease from your menthly average of &bpm. This positive trend likely results from
healthier choices about your diet, sleep and exercise </html>", "sowrce url®: mull, "xid": "JHhhailr-AJecztlFbglZQ", "watch head Fey": "', "feedback_eount': 0, "client_conditions®: [], "sponsor_icon url": "*, "action url®
mull, "head JFey': "insights head heart_rate vS "1 mod", "is_smart_coach': true, "pledge’: mull, "identifier: ""} *comments': ["items': [], "size": D}, "activity xid": "JHetrqSlFlgsWeapErGVHA", "app_generated': false,
“emctions': ["items": [l, "size": 0}, "time ereated”: 1493234186, 'type': 'insight", "wser": ("last": "Pattaweewatanachot', 'name": "Nareepat Pattaweewatanachot®, 1d
"RCACBFgSCsBliBvQ7CThPg", "type': "user", "first®: "Narespat®}), ['time updated”: L493005786, "tz": "Asia/Bangkck’, "goal®: 10000, "title": "8,531 steps’, "image":

" fodge/apifv. L. 59/moves /s fpkg3IXDUVRLALBTAGVRqEG4BF 750w/ inage/ 11493234155 /version/3", "insight®: {"liked": 0, "event type': 12, "last_read": null, "text": "Vou've taken a total of 27,16l steps since last Wednesday. Keep

[("time_updated

1483235788, "tz": "Asia/Bangkok", "goal": 10000, "title": "I,528 steps®, "image"
UsagrgEBHFECRFOG TuFOlevZslZxRIB", "app_generated’

4"

"short_name": "Nareepat’, "image':

those fest moving again today and you'll sleep soundly tonight.', "sponsor_name’: "', "action_wrl®: null, "group key": "insichts.group.did Jmow", "disliked": 0, "title key': "insights.title.smart_coach move 24",
“eategory': "meve®, "group’: 'Did you Fnewl', "title’: "Tou've taken & total of 27,16l steps sinee last Wednesday. Keep...", "display_location': "context_uove', "share url":

/3awbone  com/up/insight /JHhailr-ATSiT0VWLa5rQ", "sSource_url _tewe’: "', "seore’: 10, "actiom url rext': "', ‘warch body key": '", “text_key': "imsights body smart_coach_move_44", "watch_head": ", "head": "Feet on
Fire", 'timestamp': 1493718587, "event_xid": "zfpkg3IDuWilalBTAg3VRqfG4BF7s0u", "hody heml': mull, "source_url": null, "xid": "JHhhailr-ATSiTOVW1aSrd", "watch head key": "", "feedback_count®: 0, "client_ronditions': [1,
"sponsor_icen_url®: "', 'waveh bady': "', "head key": "insights head smart_soach meve 44", 'is_smart_eoach , "pledge": null, "identifier": "context_move_l"}, 'reached goal': false, "comments': {"items': [], "size
0}, "aceiviey xid': " 2xT ", Mapp_ ": false, "steps': 8531, "emosions': [1, "size": 0}, 'time creaved": 1493718575, "date': 20170428, "xid": "=zfplrgdTXDUWR1alBTAgIVRyfG4BITSOw",
“type": "mowe', "networks': [1, "is private’: false, "user”: ("xid": "RGaCEFg9CsB1i8vQ7CORPg", "name”: 'Nareepat Pattaweewatanachot', 'short_name': "Nareepat”, "image': "', "last": "Pattaweewatanachot', "type": "user®,
"first’: "Nareepat’}), ["time updated”: 1493166000, "tz": "Asia/Bangkol®, 'recovery": ("xid": "mvzUeFSEQuHiWxrl¥7-x-w", "start_time": 1493138400, "recovery type": T, "value": T7£00, "image url":
" fmudge/ inage/r /uveVwFSEQuHiWxr 1T7-x-w png", "end time": 1493166000, "timezone®: "AsiafBangkok"}, "emotions®: ["items": [I, "size": D), "activity xid": "GJHipV0758MyJASTzgdhLg®, "app_generated": false, "user': ["last”
"Pattaveevatanachot”, "name": "Nareepat Pattaweewatamachot®, "short_name": "Nareepat®, "image': *", "xid': "RCaCEFgSCsBLiBvQ7CORPG", "type®: "wser’, "first": "Nareepat"}, "time created’: 1493718580, "type
"sleep_recovery”, "comments": ["items": [], 'size": 01}, ("time updated": 1483176662, "tz': "Asia/Bangkok", "goal": 10000, "title": "6,73L steps’, "image':
" fovdge/apifv. 1. 59/ moves 3 5vI4Lqx image/l1453234152/version/3", "reached goal: false, "0, "size": 0}, "activity xid": "0sagxgEBH:DNDopWulIATuWGbEvgZ K", "app_generated":
false, "steps': 6731, "emotioms': ("itews": (], "size": 0}, "time creaced’: 1493126667, "date’: 0170425, "xid': "zfpkg3diDuiSvi4laxTpVsNICuytw0S", "tvpe': "move', 'networks": [1, "is_privace': false, "user': ("xid":
"RGACBFySCSELiGVQTCCRPY", "name': "Narsepat Pactaweewatanachot", "short_name': "Narespat”, "image®: ", 'last': "Pactaweswatanachot®, 'type': "user’, "firsc’: "Narespac®}}], 'links": ("nest":

" foudge/apifv 1. 58 msers/RGACBRgICsB1iBvQTCOMPg/ feed?page_token=14931766626Linit=20") )}
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Viewer | Text

={}son
=] {} meta
B user_xid . "RGaCBFg%CsBligvQ7COhPg”
¥ message : "OK"

 code: 200
u time : 1485298710
2{} data
[ Jeed

a{}o
W time_updated : 148323575%
B iz : "Asia/Bangkok™
® gosl : 10000
W fitle - "2,528 steps”
B image : “/nudge/apifv. 1.59/moves/zfpkg3JXDuXxgaflbMax2-GWxJcgHSSp/image/ 11495224 246/version/3”
@ reached_goal : false
= [}wmments
[ ] items
W size: 0
B activity_xid : "QsagxgéBHKBZRFQG_YmFQ1evZs2xRjg"
4 app_genersted : false
W steps 2528
{} emotions
[ ] items
W osize: 0
®_time_created : 1493234157
W date : 20170427
B xid : "zfpkgMXDuXxgaflbMax2-GWxJcgHIEp"
o type : "mowe’
[ ] networks
w is_private : false
=) {} user
last : "Pattaweewatanachot”
name : "Marespat Pattaweewatanac hot™
short_name : *"Marecpat”
image : ™
xid . "RGaCEFg8CsBigvQ7COhPg”™
type : “user™
first . “Mareepat”

D

w

JUN 4.46 msiastaya JSON ludiumestayaniseenidanie (1)

@f}o
2{h
¥ time_updated : 1493234128
8 iz : “Asia/Bangkok”
= {] insight
L ERed: 0
event_type:12
last_read : null
text : "Your 7-day Resting Heart Rate average is 63bpm. That's a dec rease from your monthly average of 86bpm. This positive trend likely results from healthier ¢ hoices about your diet, sleep and exercise.”
Sponsor_name : ™
watch_body ;™
group_key : "insights.group.did_know™
disliked : Q
title_key : “ingights.title.heart_rate_v
category : “heartrate”

21_med”

group : "Did you know?"

title : "Your 7-day Resting Heart Rate average is 63bpm. That's a decrease..”
display_location : “feed”

share_url : “https:/fjawbone.c om/upfinsightidHhhailr-Adec ztFbg12Q"
source_url_text ;™

score 1 10

action_url_text :

watch_body_key 1™

text_key : "insights.body.heart_rate_v5
watch_head : ™

head : "Healthy Choices™

timestamp : 1493234188

event_xid : null

body_htmil: “Your 7-day Resting Heart Rate average is 63bpm . That's a decrease from your monthly average of 66bpm. This positive trend likely results from healthier choices about your diet, sleep and exercise.”

source_url : null

xid : "JHhhailr-AJecziFbg 120"
watch_head_key
feedback_count: 0

] [ ] client_conditions

® sponsor_icon_url . ™

® action_url: null

W head_key : “insights.head heart_rate_v5_21_mod”
@ is_smart_coach : true
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sUT 4.49 nmsuastioy

U

={}uson
= {} meta
= {}dala
[ Jtees
={}o
a{}
 time_updated : 1453234186
B iz : "Asia/Bangkok™
@ {Jinsight
=] {} comments

[ ] items

W size: 0

W activity_xid : "JHetrgS1F1gs\WeapErGWvHA"

4 app_generated : falke
= {} emotions
[ ] items
W size: 0
W time_created : 1493234186
B type: "insight”
=] {} user

last : "Pattaweewatanac hot”

short_name : "Nareepat”
image : ™

type : "user”
first : "Nareepat”

w{}2
@{}3
EENE
& { Jinks

time_updated : 1493225786
tz : "Asia/Bangkok”

goal : 10000

title : ¥8,531 steps™

image . “Inudge/api/v.1.59moves/zfpkg2. XDuWR1alBTAg3/RafG4BF 7sOwiimage/1 1493234155 version/3”
= {} insight

o liked: D
event_type 112
last_read : null

text : “You've taken a total of 27,161 steps since last Wednesday. Keep those feet moving again today and you'll sleep soundly tonight.”

sponsor_name ;™

ac tion_url : null

group_key - "insights group.did_know"

disliked : 0

fitle_key : “insights title.smart_coach_move_44"
category : "move”

group : "Did you know?™

fitle : “You've taken a total of 27,161 steps since last Wednesday. Keep..”

[
[l

]

[

(]

[

"

[l

[

[

[

| display_loc ation : "context_move™
W share_url: “https:/fjawbone c omiup/insightiJHhhail r- AISI0VWIESTQ™
B source_ur|_text: ™
W score: 10

B action_url_text: ™

o watch_body_key - ™

m text_key : “insights body smart_coach_move_44"

® watch_head | ™

B head : “Feet on Fire™

® timestamp : 1483212582

® event_xid : "zfpkg3JXDulWR 1alBTAg3VRqfGABF TsOw™
® body_htmi : null

& source_url : null

® xid : "JHhhai1r-AISI0VWIa5rQ™

® watch_head_key : ™

® feedback_count : 0

@ [ ] client_congitions

@ sponsor_icon_url @™
W watch_body : ™

Y

name : "Mareepat Pattaweewatanac hot™

xid : "RGaCBFgSCsBigvQTCOMPg”

8 JSON Tuduvesteyaniseeniaenie (@)
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U 4.50 Msudastaya JSON ludruesayaniseaninaanie (5)

Uil 4

U

® time_updated : 1483225756
B iz :"Asia/Bangkok”

® goal: 10000

 title : "8 531 steps”

® image : “/nudge/apifv.1.5%moves/zfpkg3) XDuWR1aIBTAg3VRafG4BF TsOw/image/1 1493234155/ version/3”

= {} insight
4 reached_goal : false
= {} comments
[ ] items
W size:D
® activity_xid | "Qsagxg8BHkAhBKHE3Zx Tz Wixh4bfgbA™
4 app_generated : false
W steps : 8531
=] {} emotions
[ ] items
o size: D
 time_created : 1493218575
W date : 20170426
W xid : "zfpkg3J XDUWR 1alBTAQ3VRaIG4BF Ts0w™
o type : "move”
[ ] networks
4 is_private : false
E] {} user
¥id : "RGaCBFgSCsBligwQTCOhPg™
name : "Mareepat Pattaweewsatanac hot™
short_name : "Mareepat™
image : ™
last : "Pattaweewatanachot”

type : “user”

first : “Mareepat™

={}uson
e {} meta
=2 {} data
[ ]teea
w{}o
a{}1
w{}z
=2{}:
H o time_updated : 1493166000
H iz : "Asia/Bangkok”
= {} rECovery
W xid : "nvzVwF SEQUHMK Y T-x-w"
W start_time : 1493138400
B recovery_type:2
W value : 27600
B image_url : “'nudge/image/rimvzwF SEQuHIAKT 1% T-x-w.png”
W end_time: 1453166000
timezone : "Asia/Bangkok™
=] {} emaotions
[ ] items
o size 0
W activity_xid : "t HIpVOTSEMyJASTzgdhLg”
4 app_generated : false

= {} user

W |ast: "Pattaweewatanachot”

name : "Narsepat Pattaweswatanac hot”
short_name : "Mareepat”

xid - "RGaCBFg8CsBligvOTCOhPg"

L
[]
H image: ™
[]
W type: "user™

first : "Mareepat”
 time_created : 1493218580
B typs: "slesp_recovery”
@ {} comments
w{}s

@ { }inks

51 Msuuasteya JSON luduvesdeyaniseaninganie (6)
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= {] data
[ Jeea
m{}o
mf}
w{}z2
EIRE
=2{}s
W time_updated : 1483126662
B iz : "Asia/Bangkok™
o goal : 10000
W title : "8, 731 steps”™
B image : "inudge/apitv.1.58/m: izfpk g3 X DuWjEv2 g T ps MY GuytwDSimage1 1453234152 version/3"
& reached_goal : false
= [} comments
[ ] items
o size: 0
W activity_xid : "QsagrgSBHKDNDopWUMHNATMWGDEvg2_ K™
4 app_generated : false
W steps (6731
= {} emotions
[ ] items
® size: 0
o time_created : 1493126662
W date : 20170425
B xid : "zfpkg2J) XDunSvZ g TpWs MY GuytwlS™
B type  “move”
[ ] networks
4 is_private : false
= {} user
W xid : "RGaCBFgSCsBigvQ7COhPg"™
name : "Mareepat Pattaweewatanac hot”

[]
B short_name : "Mareepat”

o image ™

M last: "Pattaweewatanachot”
W typs : “user”

M first ; "Mareepat™

= {} inks

® next : “inudge/apiiv.1.58/users/RGaCEF gdCsBligvQTCOhPg/feed7page_token=1493126662&Imit=20"

U 4.52 msudastona JSON luduresteyaniseenitaanie (7)
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3) MiBand 2

Burp intruder Repeater Window Help

e e e e e e e |

ntercest | HTTP history | WebSoctets hisory | Options

Fiter: Hiding GSS, image and gensral bnary content @
# 4| Host | Method | URL |Params | Edted | Status | Length | MIME type | Extension | Title | Comment |ssL | P | Cookies. | Time. | Listener port |
1 hitps:hm.mi-ae.com POST  Ivildatafband_datajson [} O 200 %6 JsoN Json @ 3516325531 02063822 8089 [a]
2 ipsshmmiae.con POST  /vi/dsia/band_data json @ O 20 4% Json Json @ 36228831 (2083722... €089
3 hips/immiaecom POST  t/datalband_data fon @ O 20 4% Json Jeon @ 316228831 02083822 8089
4 hpsshmmiae.com POST  tidstalband_data json @ O 20 4% Jsow json @ 3628831 02083722 8089
S hips/hmmiaecom POST  Avildatalband_data json 7] O 20 4. son jeon @ mieesen 02:083722... 8080
6 hitps:/fhm.mi-ae.com POST Iviidatalband_data.json 5] a 200 496 JSON ison @ 35.163.255.31 02:08:3822... 8089
7 ntpsshmmiae.con POST  Avi/dala/band_data Son @ O 20 4%  Json json @ 3516225531 (2:083822... 8089 v
Request | Response
_[Rawe | params | neasers [ hex |
ST 7wL/dat /band_data. jeen ATTP/L L 0
Contenc-Lengeh: 10255 ~
ve: applicasion lencoasd
IpeTEpPRISLEL 732EPeTE THSSE2gC 1 (hS40 15 TeRa1 s L Lt 1Y IEnyATEOReDequRLIKeS_
0BaZBXDD4KD % J165e1Kg-050Toyd_pdns
channel: play
<cimezone: Asia/Banglol
08614784 Las
L
ol
0 matches

SUT 4.53 Hayaiidauassuun HTTP/HTTPS UulieUnaiadh Mi Band 2

Burp Intruder Repeater Window Help

[—Tar_get I;F_(qx_v TSpIer T Scanner T \ntruder—T Rep;;er T;q;uenc;r T-Ehecnd_er—T Cnrn_p;r;r T_Ex'tend'er T Project n;tin;T User options ]’_Ale—r‘ts ]

[ Intercept ]’HH'I'I?_histgry!_T WebSockets history TOptinns ]

‘ Fiter: Hiding CSS, image and general kinary content

" [Perams_ | Edfed | Staus |Length | MNEtype | Extension

‘ # & | Host | Method | URL
18 | hitps:ihm.mi-ae.com POST #v1/data/band_data json (€] & 200 4596 JSON json
s hitps://hm.mi-ag.com POST fyl/data/band_data.json 4] | 200 435 JSON json
3 hitps://hm.mi-ae.com POST fviidatafband_data json £ B 200 455 JSON json
4 hitps://hm.mi-ae.com POST Mvi/dataiband_data.json ] a 200 455 JSON json
5 https:/hm.mi-ae.com POST Hviidataiband_data json )] o 200 496 JSON json
[:1 hitpe:/lhm.mi-ae.com POST fviidata/band_datajson e £ 200 455 JSON j=on
7 hitpe:/fhm.mi-ae.com POST fwlidata’band_data.json e a 200 455 JSON jzon
a U

Ui 4.54 msiSenlddeyanueundindu Mi Band 2

yngulumsaniunmsvinuresmsdwezsudeyaanueundinduuuainsviviuweunsesn
¥ Flash Plus 2 1ugfa Web Server feTUsunsu Burp Suit Free Edition en1sindudoyatiay
finmsuendis Host fidaduazesnvesdeya simsdsdeyaseniduguuuuluu fnisneundusn
Wugtuuulvu deiuldsianoaesls 14 Method ogls Anuenvesdoyaiduinls was
sunuuteyaluegsls

3.1) Myinnuvasmsduazutayaanuaundinduuuaunsanluds Web Server

Tufitiaggnsinmueusunaiedu Mi Band 2 Tinflasniviiudeusiotugunsal Mi Band 2
u& ueUALATYes Mi Band 2 uasniviilgiinmsAnseluss Web Server futfayalugui 4.55
(GUEJ’]EJSJ’F\]WﬂE‘Uﬁ 4.53) lnenn3ds app token Lﬁ@lﬂ%%gﬁ@iwﬂfﬂmqﬂmaﬂ %yjaﬁﬁﬂﬂﬁq Web
Server 1ju finmsueniis Last source , UserlD , Last Syn date time , applD , calllD, Country U
Data_json Aiiavialy
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msdaaziutoyavasueundindu Mi Band 2  Host vasueundindu fin1sld host uag Url
Wenfuiann  deieealugun 4.54 uarludnves Method Mltlunsdauaeiudeya Ae Post

Request | Response

Raw | Params | Headers | Hex

POST /vl/data/band_data. json HTTP/L L
Content-Length: 18295

Content-Type: application/x-www-form-urlencoded
Host:: hm.mi-ae.con

Comnection: close

v: 2.0

appplatform: android_phone

country: TH

cv: 3135_2.4.1

appname: com_xiaomi hm health

lang: th_TH

apptoken:
TOVEQF Tyt CH1pE UrpbR1SLEL Sqek 4uXAGAB AL AAMgulICCDCeT) 26 PeTE _inUr xFFr 44A0 f0pCTHSSEzgC4 0S4 Oh-mum BT CUChauCr JYSKT TiyEx=ha 8o SulMVHwP gD Lt R0x 0wl ZISPpu-wEDHyBtwYyKxMr K ZCz Tt swhUSRqQl
0EaZExDb4IDxIrGEelKq-0s0Toyd_pdns

channel: play

timezone: Asia/Bangkok

last_source=Bfuserid=3008€14284clast_sync_data_time=14553535008appid=28823037615171540776callid=1455393552806kchanmel=play&country=THacv= ’3i‘3= Z.4. l&t'lata Json—%SE%TB'z::data hrll
F4ECH CFSSCHIFEECHTF4ECEFEECEIFRECH SCEIFHECHFESCACFRSCEIFREC $5CECFEECETFRECHIFRSC $ECEZFESCEIFREC
FE5C$2F3 503 2FE5CE 2F45C3 2F3 508 0FE5CH 2F3 504 P4 50 F4 508 2P 508 FS5C4 2F4 50 2F4 508 2F45C3 2F 3508 JFS5C82F4 503 P4 508 2F45C2F 508 0F45C fxsf:%,msc&:ﬁsc &sc&,msc&,nsc 2F35C
55C3CFE5CH0FS 503 CF35CE0FE5CS0FS 608 0FE5C F3 503 0FE5COF35C0FS 60 FE5C DF3 503 CFE5C CF 503 0FS 503 FE5C 0F 503 TF35C 0F3 503 0F3 SC32FE5C2F35C3 TF35C 0F35C3 0F3 SCE2FE5C3 2F35C03 TFS5C80F3 50
§5C%CFE5CH IFY 503 CF3 S0 CF 50 CF3 S8 FsSCEOF 50T CF3 S0 CF 50 CF3 S0 CFsSCH CF 503 CFS S0 CF5CH CF3 SCSCFE5CY CF 503 CFSSCCF 50 CF3 SCYZFE5CI DRI 60 $5C3F¥5CHIFES0T
CH P45 s CF% o TP EC TP SO P 0 CF4 B e CF b C I EC TP SO P S0 CF4 B s CF b C TP EC CF SO P B0 CF4 B TP B CH TP Y0 CFe SO P S0 CF4 SO TP SC TP ECH CFS SO CFS SO CF4 SO TP SCH TP ECH 2P 508D
$CFESCEIFEEC $ECEZFESCEIFREC $5C! $ECETF4ECEIFESC $ECEZFRSCEIFE5C $6C RECEIF4ECEIFRSC $ECETFRSCEIFREC $ECEZFRSCEIFREC $5C ¥ECEIF4ECEIFE5C $ECEZFESCEIFREC
CF35CE0FE5CE2F S0 0FE 508 F45C2F 508 2F45C 2F8 503 0FE 508 0F4 508 2 F 3508 DF45C 2F 503 0F4 508 0F4 5C0F 508 0P850 2F 350 DFS 508 2F 500 F 508 0F8 508 2F 350 2FS 508 2F4 50 2F 504 0F 4 5C42F 350 2F4 5C80F
F$5C30F3 503 CFY5CHIFI5C3 OF3 50 OFs5CHFs S0P 5Cs IFI5C3 CF 608 T8 5CYOFs SO 2FS5Cs FY5CY TF 5508 JFY5CI 2RSS0 P SCY 2FI 508 CF 3608 CF3 50 CFS 508 2P SCI2F 503 CF3 508 CF35C32F3 503 DFSSCI2F 503 0F%
§GC P SO CFS SCs TR SOy TP GO TP GO CF e S CF S s TR SO TR GO TR GO P SO CF s B s SRS SO TP GO TP SO CF e SO CF S SO TR SO TP ECY TP SO CF e SO CFS S CF 4 SO TP GO P4 SO 2FE SO TF4 SC4 TR SCRIFS 60
B P ECH TP s CFE SO TP B0 CF4 B C TP GO TP SO CF S0 CF S ECH OF s SO TP EC TP GO CF s SO, DF 4 B s TR C TP GO TP SO P SO CF4 SO CF SO I ECH CF4 SO CFE SO CF4 6L TP SCH CF4ECY PR SC4 2FR ECH TF4 50
CEF45CHFA5CEIFEECH DF4 504 PR ECE DF4 504 2FAECEDFEECH 2F4 SOAZFEECE2F4 G0 "F S IFE5CH 2F4 SCA P4 EC40F4 ECR TFAECE F45CH 2F4 S0, FRECS R4 ECA TFAECE F45CH 2F4 SO P4 ECH DF4 GO OFAECE DF4ECH2FR 50T
SCF35CE0F5CED F&E.F& F$5C30FS5C3CF35CE0F35C30FI60% F&sm F35C3C0F35C42FL 503 2F35C3CF4 508 0F35C3 F35C4 0P850 CF35C30F3 508 0F35C32F3 503 0P8 503 CF35C30F 508 0F35C3 2F35C30FS 503 F35C0F35C80F

’i‘U‘VI 4.55 mamwamammmmwﬂwaLﬂﬁuu Mi Band 2 lUgfs Web Server luussiind 1

Target Pm;~ Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options | Alerts
Intercept | HTTR higur;él ‘WebSockets history T Options ]

| Fiter: Hiding CSS, image and general binary content

# & Host | Method | URL _ [Params |Edted |Stslus | Length | MMEtype | Extension |
1 httpsifhm. mi-ae.com iv1idata/band_data.json 4] (O] 200 498 JSON json
s https:fhm. mi-ae.com ivlidatarband_data.json & ] 200 485 JSON json
3 hitps:ihm. mi-ae.com Avlidataiband_dsta json (€] L o Zo0 495 150N json
4 hitps:ifhm. mi-ae.com #vlidataiband_datajson (€] = 200 455 JSON son
5 httpsifhm.mi-ae.com Iv1idata/band_data json 4] O 200 496 JSON json
[ httpsuifhm mi-ae.com #vlidataiband_data json & (| 200 456 JSON json
T hitps:/fhm.mi-ae.com Mvlidataiband_data.json [ZI () 200 496 JSON json

i‘U‘VI 4.56 ﬂ’ﬁL‘iEJﬂI‘U%E]&Jﬁ‘\]']ﬂLLEJﬂWﬁLﬂslm Mi Band 2

Request | Response

Raw | Params | Headers | Hex

POST /vl/dacafband data. jsen HITP/L L
Content-Length: 18285

Content-Type: application/x-www-form-urlencoded
Host: hm mi-ae.com

Comnection: close

v 2.0

appplatform: android phone

country: TH

cw: 3139 2.4.1

appnane: com. xiaomi.hm. health

lang: th TH

apptoken:

TOUVBQFIyQrtGHIpEUkphRLSLRL SqekduXAIABARA A AMgwICCDC 7 Z6PeTE_ inlr KKy 44A0 £0pCTHSSE=gCi0he 4 0h-mumB T j CUChauCr JYSKI 11y zh8 S rUo SuHVHwP gD 1t R0x 0vlZ 1§ Ppu-waDHYBLwYyXxMrKGZCz It swhl
OEaZExDbh4FDxIrGSelkq-0siToyd pdns

channel: play

timezone: Asia/Banglrok

last_source=B&userid=300861428481last_sync_data time=149539350068appid=28823037615171540776callid=1495393592065 channel=playsicountry=THacw=3139_2. 4. ledata_json=35B37B%
CF35C3CFYECHIFESCE 2RS0T OFSSCAOF 50 CF 508 CF 503 2FE SCR2FE 50 2F8 50 CFS 508 CF8 503 FS SO30FS 503 FE 508 2F5 SCFF3 SC3CF3 608 CF8 S0 2FS 503 2FS SCS2F3 SCA0F 4508 O3 508 2F3 503 2FESCR2FE5CH 2R3 E
FEECHOF35CHIFE5CE P8 503 2F¥ SCHIF4 508 OF S0 2F S0 2F4 508 2F3 50 2FE 508 TFS SO 2F4 50 2F$ 503 2F3 50 2F 50 2F8 S04 2F4 SCHOF4 50 DFS 60 2F 50 2F4 508 2F4 503 2F4 50 IFS SO 2F 5CY2F$ SCE2FR 50 2F45C
%5C32FE5CEIFE GO 2FS S0 2F$ 500350 2Fs5CH S 508 2Fs SO 2F4 50 IFS 50 2F 50 2F4 508 2F% 504 2F5C P4 SO 2FS SO 2F4 50 2FE 503 OF35CH 2FS 50 2F8 SO 2F¥ 5C4IFS 508 OF SO 2FS 508 28 SO 2F35CH2FE50E
SCHIF45CHIFY S0 2F 50 T8 508 2F5CH2FE 508 IFS 60 2F 50 FE 503 2F3 50 2F 50 28 508 2F4 5CHIF4 50 DFS 50 2F 50 2F8 508 2F4 503 0F4 50 IFS SO 2F4 50 2F$ 508 2F3 50 2F35C 2FES08 2F3 SCROFS5CEIFE 504D
45CH2FE5CEIFS 503 2F3 SCHIFS 503 DF 50 2FS5C 28 508 2F4 5C0F4 508 IFS GO 2F 50 2F8 508 2F3 503 2F4 50 CFS 503 2F4 50 2F$ 503 2F3 503 2F3 50 2F4 508 2F3 SCHIF45CH IFS SO 2FY5CY2FS SC8 2F4 5C32F4 504 F
%2F35CH2FE 50 IFS 50 2FY5CHIFE 503 0P 50 2Fs 50 28 508 2F 5CHIF4 508 OFS SO 2F 50 2F4 508 2F% 50 2F4 50 CFS SO 2F4 50 2F$ 508 2F3 50 2F3 50 2FE SO8 2F3 SCYOF45CE IFS 5O 2FY5CY2F3 508 ZFS 503 2F4 508 0F%
4503 2F¥5CEIFESCEOFE 503 2F$ 508 2F8 508 0F35C 2FE 50 PS50 2F4 504 0F8 503 2F 503 2F35C8 2T 50% §5C32F45C 45C32F¥5CEIFESCE0FEE
FE5C30F5CHOFE5CE 2FS 503 2Fs5CE0FE 508 OFE 503 2F8 508 T8 508 0F 50 2FE 508 PS50 2F4 508 2F 8503 2F3 50 2FE 508 0P8 S04 2F4 5C0FE5CE OFE 50 2F3 50 2F8 508 2F4 50 0F 4 5CE CFE 505 2F4 503 2F$ 508 2F3 503 2F 850
%5C30FE5CEOFE G0 0Fs 50 2FE5CE0FA5C30FE5C FE508 2F4 50 0F45CEDFS 50 OF3 508 2F$ 508 2F4 504 2F35C P4 608 OFS S0 2F4 508 0FE 503 0F35C FE 50 2F4 503 2F45C40F8 504 OF 503 2F8 508 P4 508 2F35C2FE608
5CEIFE5CETFE5C32F$ 508 2F8 508 0F5C 2FE 608 PS50 2F 508 0FE 503 2F3 50 2FE 50 P8 508 2F3 5C0F45CE DFE 503 2F3 50 2F8 508 2F4 50 0FE5CE PS50 OF4 50 2F 4508 0F3 503 2F35C 2FE 608 2F3 503 0F$5CE0FE508T
CHOF35C30FE5CE0FE 508 2F4 503 0FE5CE IFE 50 OF3 508 2F$ 508 2F4 503 0F5C CFE 608 OFS S0 2F4 508 0F3 503 DF35C 8508 2F4 S04 2F45C40F4 504 OF 503 2F$ 508 2F4 S04 2F45C FE 508 OFS 503 2F$ 508 0F8 503 2F 508 2F

5UN 4.57 fegtayaiidinuaundiaty Mi Band 2 g Web Server luussiion 3

muuani1avesteyanldlunisdseanatnueundiatu Mi Band 2 1Uds Web
Server ¥993UT 4.55 Wag 4.57 ¥aUTIIAN 1 Lavussiafl 3 dauunnd1aiuyeansieswe
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3.2) jUuuuvastaya

last_source=S&userid=30085142848last_sync_data time=14553935008appid=28823037615171540776callid=145535355286% channel=playscountr
y=TH&cw=3139_Z.4.ladata_json=%5B%7B%ICdata hr¥ %SRS Js 008 Fs SO CFs S0 CFS SC CFS SO CFS SO CFS SO CFS SO4 CFS GO ZFS OC3 CFS SO CFS SCH ZFS 50
3CF35CHFS o0 CFs o0 CF3 50 CFS 0 CF b0 CF3 G0  CF S 00 CFs b0 CF G0  CFS G0  CF3 SO CF3 S0  CF S 00  CF3 SO CF3 GO  CFS G0  CF3 SO CF3 G0  JFS S0 ZF3 505 F
BECYCFsECH CF3 50 IFS o0 CFs o0 CF3 G0  CF SO0 CFs b0 CF3 G0  CFS G0  CFs B0 CF3 G0  CFS G0  CFs S0 CF GO  CF S G0  CF3 SO CF GO  CFS S0  CF3 SO CF 603 IF% 5C
3CF35CHFS o0 CFs o0 CF3 50 CFS 0 CF b0 CF3 G0  CF S 00 CFs b0 CF G0  CFS G0  CF3 SO CF3 S0  CF S 00  CF3 SO CF3 GO  CFS G0  CF3 SO CF3 G0  JFS S0 ZF3 505 F
BEC3CFS5CH CF35Cs CFS G0 CFs 50 CF3 50  CFS 603 CFS 50 CF3 50 CFS G0 CFS 50 CF3 503 CFS G0 CFS 5% CF3 503 CFS 503 CF3 5C% CF3 603 JFS SC3 CF3 505 ZF3 603 JF%5C
3CF35CsCFS 503 CFs5Cs CF3 50 CFS 03 CFS 50 CF3 50 CFS 603 CF3 50 CF3 503 CFS G0 CF3 50 CF3 503 CFS G0 CFS 5C% CF3 503 CFS S0 CF3 5C% CF3 503 ZFS SC3 ZF3 505 2F
BECYCFE5CHCF35C  CFSGC s CFE 50 CF3 50 CFS G0 CFs 50 CF3 50 CFS G0  CFs 50 CF3 50  CFS SC  CF3 5C% CF3 50  JF3 SC  CF3 5C% CF 60  JF3 SC  F3 508 ZF 603 2F%5C
3CF35CECF3GC s CFs 50 CF35C  CFS G0 CFs 50 CF3 50 CFSGC s CFs 50 CF3 50  CFSSC  CF3 50 CF3 50  CFS SC  CF3 5C% CF3 50  JFS SC  CF3 5C% ZF3 503 ZFS SC3 2F3 504 2F

AcAAAcARAcAARAcAAlcAlAcAd e A Ao R c AR AR ACAR AR ACAR AR ACRA AR A AMACARARACARACAR AR ACRA R AR AC AR AR AR AC AR AR ACAARCARACRAARCARR
CARACAARCARACAAA AR AR AR R AR A R AR A R A AR A AR AR A AR R AR A AR AR AR AR AR A AR A AR R AR A AR AR AR AR AR A AR AR AR AR AR AR A RA AR,
AARcARAACAARCARACRAARCARAC AR AR R AR AR AR AR A R AR AR A AR AR R AR A A AR AR AR AR ARA AR A AR R AR AR A A AR AR e AcARACARRCARAC AR RCARACR
AAcARACRARCARACARACAARC ARACARRC AR A AR AR AR AR AR AR AR AR A AR AR AR A AR AR A AR AR AR AR AR A AR A AR AR A AR AR AR
AohlibchRhchRAchlbch Aol o Aok A e AR Ao A b A e Al Ao Ao R e AR ok oA hoh A e Al Ao Ao Ahc AR Aok e hohAdc A Ao Ao A AR AR Ao Ao il
CcARACAARCARACARAACAR AR ACAR AR AR AR ACAR A AR AR A AR AR A AR AR AR A AR A AR AR AR AR A AAR AR AR AR A AR AR AR AR ACRARCARACARAD
AhRcAAAcAAAcAddchhidchdhcAlAcAARcAAdcAddcAdAcAhdcAAAcAAAcAdAchddchAdchAAAcAAAcAAAcAddcAddcAdAcAAAcAAAcAAAcA A A cARAcAARAcAAACARACARACA
AMcAAACARACAARCARACARRCARACARACARRCARACAARCARACARACARRCARACARRCARACAARCARACARACARRCARAC AR ACARA AR ACARRACARACARRehACARACARRACARACAR
AcAARCARACAAACAARCARACARACARACARA AR ACARACAR AR ACARACAR AR AR AR AR AR A AR AR AR CARACARACARACARACARACARACARACARACARACAAL
chhAcAARcAAAcAAAcARAchhdcARAcARACARACARAACARAACARAACARACARACARACARACARACARACARACARACARACARACARACARACARACARAACARACARACARACAARCAAACARAC
ARRcAARCAAACARACARACARAACAA A CARRS TS O Do Do AT O CO% Do dids Do SAS DO E44 SEEFFFEADCACSS IO D08 DS ros DO% SAB TDS SDS ZC o sunmary$ 228 3A%
CICSTBSSCHICvESCEIOS3ASCCHSCHI0s1ps S0 35CHC0sLEOCEC085A1455040400% 0% 5C% 2 2eds 503 0% 3414550404008 203 5C322dps SCE 2% S3A0%ICRS
[ Jatalh 4 316 F3ADS Oy SCH Cowk s SOS CC 8 ADS O S0 CTusr SL s 008 203 3A- 14408 0% S0 2 ousr EAS SO Do 3A-1440% Z0% SC% 2owe s SCY DS A0S TDE 208 503 20stp
35CE s 3AS TES SO oot 1350 Cos AL 5588 CO S0 D diss SO D% 3A1 1408 0 50 2o cal S50 DS SAS0S O SO Jowk s SO Z0%SAL0% CC 5C 2 2rns SC 228 A0S 2CS
5C% D i st SO I B AD TR IO SO o runCal ¥ o0 22 ZAS TR 2O S0 20goal s SO 22 BAC0004 TDE 225 20 curce SABYICYZZoyped % 3A0%TD R EDadew
ice=android Z3adevice_type=Dilang=th THilast_ deviceid=E44SEEFFFEAODCACSGtimezone=Asiat FEanglkokduaid=av=2.0

U 4.58 fegwvayafidaanueundiati MiBand 2 LU Web Server

13U 4.58 Wudeyaiisinisseseluiis Web Server fiisesnannueundindu Joyad
ddluludrumasdoyamssenidmeiinsdisal’ lumsdedeyaiifameluds Web Server 14
Tuslanea Htps dnnnlsiamnluguves Host Tugui 4.56 udiueundieduliluslnnea hitp dglet
Mndeyaridndumnmsdseonuazuiiianain Web Sever Tudamves Hearder deteyaiiney
nduLnIIn Web Server thuftsUuuuiu JSON wanslusuil 4.59

Tudhuesguuuulvidnldlumsinsiodeanslugs Web Sever dmsulusueundiedu M
Band 2 1y ivtssUwtulaT JSON danmlfanguil 4.59 Tudaumes MIVE type

| # A| Host | Method URL l Params | Edited ‘ Status | Length | MIME type = | Extension |
‘ 1 | https:ifhm.mi-ae.com POST Iviidatalband_data json 4] @' 200 496 JSON Jgon

2 hitps:/fhm. mi-ae.com POST Mlidatafband_data json 4] (| 200 496 JSON json

3 hitps://hm.mi-ae.com POST Iviidata/band_data json 4] @ 200 498 JSON json
‘ 4 https:ifhm.mi-ae.com POST Ivifdata/band_data json =@ a 200 495 JSON jgon

5 https:i'hm.mi-ae.com POST v1ldata’band_data json (4] o 200 496 JSON json

6 https:#hm.mi-ae.com POST Iviidata/band_data json [E4] =l 200 496 JSON json

7 https://hm.mi-ae.com POST Ivifdata/band_data json €3] (] 200 495 JSON json

R
Raw | Headers | Hex

HITP/L.L 200 OK
Content-Type: application/ison

Date: Sun, 21 May 2017 19:08:3& GMT

Date: Sun, 71 May 2017 19:08:36 GHT

Server: Jetty(S.3.11 w20180721

®-ipplication-Context: zmuul-service:production,US,production US,cloud: 2
W-Powered-By: PHE/E.E.38

H-Veap-Request-Id: 7085ebib-elcl-4044-57d0-8dE£5£a51£83
H-Veap-Request-Id: cé09afea-5elb-43c8-5acT-d48e3ellalfd

Content-Length: 88

Commection: Close

{"code": 1, "message":"success", "correlation_id":"FCCFD31A-4ZDF-8773-104C-F33FFF4AFS14")

5UN 4.59 fegtayaiineunduain Web Server indaaunaiat Mi Band
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater TSequenuar TDeouder Tcummrer IEﬂendﬂr T Project options I User options | Alerts

[ Intercept TM‘I‘I‘Prusmry T ‘WebSockets history I ‘Options ]

| Fitter: Hiding CSS, image and general binary content

| # 4| Host | Method | URL |Params | Edited | Status | Length | MIME type | Extension
https://hm.mi-ae.com POST Jiv1/data/band_data json 200 496 JSON json
hitps://hm.mi-ae.com Jvll/dataiheart rate.json
7T hitps://hm.mi-ae.com POST #v1/data/band_data json
18 hitps://hm.mi-ae.com POST iv1/data/band_data.json
19 hitps://hm.mi-ae.com POST #v1/data/band_data json
20 https://hm.mi-ae.com POST iv1/data/band_data json
hitps://hm mi-ge.com vlldevicelstat.json

200 495 JSON json
455 JSON json

HEREREEE
LD oogJo
]

JUT 4.60 NsdeuazSudeyaued Heart rate luussvinn 16

9n3UT 4.60 Tuussviad 16 1unsfnsiodoansieyaiieniu Heart rate Fannsds
doyaninueundiadu Mi Band 2 oenluss Web Server wu fidnwmzdoya diguil .61
doyahlulifimatrava udludiuvesdoyaduyarauasdeyanisoonidsneiuiinng
wiaald ndaduldiimanoundunain Web Server Tuguiuudeya JSON fagud 4.62

J Request ‘ Response ‘

Raw | Params | Headers | Hex

FOST /vl/data/heart_rate.json HITP/L.1
Content-Length: 343

Content-Type: application/x-www-form-urlencoded
Host: hm.omi-ae.com

Conmection: elose

v 2.0

appplacform: android phone

country: TH

ev: 3139 _2.4.1

appname: con.xiaomi.hm health

lang: th TH

apptoken:

TUVEQFJyQktGHLpEQkpbRLSLEL Sqel 4urATAB. 7JE6PcTE_inUrxFKr44AQ (QpCTHESEEgCLUhY 40h-mmmRI]) CUChawCr JYSKITiyExshESr U gD 1t ROx OvNZJSPp BtwTyraMr qUlL54c3D Qrav
OEaZExDb4FDxJrGSelKq-0sQToyd pdns

chammel: play

timezome: Asia/Banglrol

userid=30086142046appid=28823037615171540776callid=14953936975576channel=playecountry=THacv=3135_2.4. ladevice=android 23edevice type=android phonscheart_rate=$5B37ES22timet 228 3A1494603061820420
Typet2Z83A0420820device_idi 223343 02E445EEFFFEADZACGS 228 204 225 curce 2253404 7D1 SDalang=th THetimezone=Aisiad 2FBangkelrev=2.0

U 4.61 nasdsdieyaves Heart rate W Web Server Tuussvindi 16

hitps:/ihm.mi-ae.com POS Jvi/data’heart_rate json
https:#fhm.mi-ae.com Mv1idata/band_data.json
https:ifhm.mi-ae.com Mvi/data/band_data.json

hitps:/fhm.mi-ae.com Mvlidata’/band_data.json

[ ]
8]
a
https:#hm.mi-ae.com Mv1/data/band_data.json a
8]
htips #hm.mi-ae.com fvlidevicelsiat json L

Request Wse
Raw | Headers | Hex

HTTP/1_1 200 OK

Content-Type: application/json;charset=UTF-8

Date: Sun, I1 May 2017 12:08:38 GMT

Date: Sun, IZ1 May Z017 15:03:38 GMT

Serwver: Jetty(9.2.11 wIODlE07Z1)

¥-Application-Context: zmunl-service:production,Us,production US,ecloud:1
H-Request-Td: 354f873e-8131-4fr4-Bel0-£bfE96d5982k
H-Veap-Request—-Id: ee343%9%be-309f-4bZa-5422-Caa405561087
H-Veap-Request—Id: 584eaef7-919d-40d9-gac3-cB83eld96dss0
Content-Length: 30

Commection: Close

{"cade": 1, "nessage’: "success'}

5UN 4.62 n1smaundulayavet Heart rate 31 Web Server luussvinil 16
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Request | Response

Raw | Params | Headers | Hex

DOST Jwl/device/stat_ json HTTP/Ll.1

Content-Length: 1609

Content-Type: application/x-www-form-urlencoded

Host: hm.mi-ae. com

Connection: close

v: 2.0

appplat form: android phone

country: TH

ev: 3135 _T.4.1

appname: com.xiaomi.hm. health

lang: th_ TH

apptoken:

TOVEQF Ty ikt CH1pEQkph RISLR] Sqpel 4uXAQABAR R A AN qwTCCDCe 7 Z6P e TE _inUr xFFr 44A0 £0pCTHSSEzgCighS4 0h-nun T CUChauCr JTSKITiyvExz
hE8rUo SnMVHwP gD 1t R0x 0w ZISPpu-wEDHyBtwiykxMrGEZCe Je swPUBRgU1L54ciDEq9Ze (VaVENEC 1t 1em YT EnyATEOncDegqinl JKeZ_ 0EaZExDL4FD
®xIrGEEelFg-0sQ0Toyd pdns

chamnnel: play

timezone: Asia/Bangkok

device_source=B&device_type=0iuserid=3008£142848appid=28823037615171540776callid=14553593702117schannel=playsicountry=T

ppgTine$ 228 3A40740% 20 2ovibrateTine3 228 3ACO0% 2C3 20 lodTine 22
%3A10038%2C 2 2connectionTime¥ 228 3ACS 739533 2C 22appllot i fyCount ¥ 223 3A0% 2C 22phonellot i fyCount

$I0%3A0%ICE
e¥I22%3A0%C ZtotalPunTine$Z2% 3A-1%C
CdeviceID%II%3A%CCE445EEFFFEADCACE
rance:Z7%34-1%20

CsixAxisTine3 22%3A-1%7D3 203 20deviceInfos 2% 3A% 7B D
eviceSource¥ I 3A0FCCE eature¥ 2% 3A-1%2C% 22 appea
5272 7Ci 22 firmvareVersiond 2T 34% L5 ZEE TEE TEEYT2%°C%2Tha
rdwvare] rsiond 22 3A%2IV0. 1.3 22223 2CE 22 firmwareVersions 228 3A% D .0.1.47 Iz fontVersiont 228 3A-1%2C 22 font Typedll
$3A-1%
$I0%3A1%
rgelevel

3A0%CCH

profileVersion:’”

vendorSource
producrt Id 223445 2C 22productVersiond 28 3ACEEE TDEZCE 2 lhatteryInfos 228 2AYTEY 22 1leve 13 228341 00% 2C3 22 1ast Cha

Z%3A100%2C3 22 1lastCharge$22%3414595 LEEZ007%ZC:22lastChargeFull %3A1455259875005%7D% 2C 2 2cenperatureInfos 2
C33A%TERCCdatat T2 BALEEEDETDE TDainfo_wersion=T&lang=th THitimezone=AsiailFBangkok&w="_0

5Ufi 4.63 nsdsdiayaves Device/Stat Tuussviail 21 TUéla Web Server

lumsdadayaanueundndu Mi Band 2 1Uds Web Server tayaunsadulyl
et wazdeyavrsdaudnsaly dsludnull lusud 4.63 udeyadiuvesgunssi M
Band 2 7idlufs Web  Server ndaanniinsidensetusyninamnivlnuuazgunsal Mi
Band 2 LLaziugﬂﬁ 4.64 1. Yun1sneunduain Web Server 13 wauwdiad Mi Band 2

Request f!‘ﬁpnpse
@ Headers | Hex

HTTP/Ll.1 Z00 OK

Content-Type: application/json

Date: Sun, Z1 May Z017 13:08:33 GMT

Date: Sun, 21 May 2017 19:08:39 GMT

Server: Jetty(9.3 11 wZOle0DT721)

M-ipplication-Context: zuul-service:production,US,production US,eloud:S
¥-Powered-By: PHP/5.5.38

H-Vcap-Request-Id: febf73el-Taf3-43e3-7175-88075c04cEdd
¥-Veap-Request-Id: bflhcS8d-137h-4129-E610-30£2f23d1b4z
Content-Length: 86

Connection: Close

{"code":1,"message": "success", "correlation id":"All1S58FEE-CASD-337E-CZE4-S721ES308€€3"}

5UN 4.64 n1smaundulayaves Device/Stat luuTsiafl 21 910 Web Server
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4.3.4 msiSeuiisunisandudayanaunsnlny daglusunsy Burp Suit
PN Inuteyainisdwaziuainiusianea HTTP/HTTPS 3 nueundaiaduluaunsn

Trluszuuufifinsueunsosd #elusunsy Burp Suit Free Edition vasgunsalia 3 fau
wileurude dnsdsinudoyaluds Web Server Tngnsldlusianea https Mwoundiadui
nsl#lusinnea http 1438nsAnsedeyauuy Post fnns¥esveludl Web Server lngld
Token #nsléludlunisdanaziudoya 1Wunuu JSON File  gUuvuteyadidslui web
Server 1n151159a

AULANAIYBINTTAsTRyavetwdazaUnsal Anuaundiaduluauisnlvy
sruuURtRnsueunsosdiy udsulaesuesgunsnivia 3 gUnsal #o Fitbit Charge Hr uag
Jawbone Up 3 ifimsfinsewaziosvedayavinuoundiaduiuiudsiiesinanisly Al
awizlumadendoyaussianiug uilu Mi Band 2 lifimsBenld APl Tudiw3Bnishnse
Yoya Tugunsaldvie Fitbit Charge Hr Wa Jawbone Up 3 T¥msAaeuuy Get udlu Mi
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n.1 M15Aang Android Studio
Tun1sinsauarldendusunsa Android Studio avdasiinda JAVA JDK lhasareu Tne
ansanivianléd
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
2133151.html

1. antiluan Android Studio M7l https://developer.android.com/studio/index.html

= Q Android Studio FEATURES  USER GUIDE Q search

< Back to Developers

Android Studio
The Official IDE for Android

USER GUIDE

Android Studio provides the fastest tools forbuilding apps on
every type of Android device.

bugging; performance taoling, a
stantbuild/deploy system =

allaw you to )u‘, gu eand high.quality,apps

" bownLoan ;}}H ﬁ
-

WO

> Read the docs > See the release notes

gﬂﬁ n.1 Mn9AUlnanlusknsy Android Studio

2. A999NUKLAYAANENSUTENNAINISITUNDUAZALLIMAN

Download Android Studio

vnloading, you must agree tothe following terms.and conditions,

Terms and Conditions

This is the Android Software Development Kit License Agresmen

1. Introduction

forms a legally binding cont

1.2 "Android” means the Android software stack for devices, as made available under the Android Open Source Project, which is located at

the follewing URL: http://source.andreid.com/, as updated from time te time.

1.3 A "compatible implementation” means any Android device that (i) complies with the Android Compatibility Definition document, which -

@ | have read and agree with the above terms and conditions

DOWNLOAD ANDROID STUDIO FOR WINDOWS (1,674 MB)

5UN n.2 nihasinseeusudennas
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https://developer.android.com/studio/index.html
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3. Wanulvanlusunsy Android Studio wasaseuses Traantalndluswnsuduuyinnis
Anas TindnUu Next walutunausialy

Android Studio Setup

Android
Studio

Welcome to Android Studio Setup

Setup will quide you through the installation of Android
Studio.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Mext to continue.

[ « Back |[ Mext = 1| Cancel

5U#1 n.3 n1aevinisAnAslusunsy Android Studio

4. nunilagil Component 1Ld0nFAFY Android SDK Wad111508nRAIY Android SDK Way

B . . %
Android Virtual Device A9
= Android Studio Setup

w o

install. Click Mext to continue.

Select components to install:

Space required: 4.2GB

Check the components you want to install and uncheck the components you don't want to

. prany : Description
Android Studio Lt ¢
i Android SDK i

i Android Virtual Device

[ < Back ][ Mext = ] [ Cancel

gﬂﬁ n.4

N199N1AARY Component A19¢)
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5. wihilzdudennasnistdaulusunsy Android Studio Tiadndu | Agree witaludunau
moly

Flease review the license terms before installing Android Studio.

Press Page Down to see the rest of the agreement.

To get started with the Android 50K, you must agree to the following terms and -
conditions. B

This iz the Android SDK, License Agreement (the “License Agreement™).

1. Introduction

1.1 The Android SDK {referred to in the License Agreement as the "SDK” and specifically
including the Android system files, packaged APIs, and SDK library files and tools |, if and
when they are made available) is licensed to you subject to the terms of the License
agreement. The License Agreement forms a legally binding contract between you and| =

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Android Studio.

[ < Back ][ I Agree 1[ Cancel

5UT n.5 nihvegeuiutennas

6. ¥NN15AYUA Path 989 Android Studio wag Android SDK waa@an Next siald

* Android Studio Setup_ W"f"' Y AL

Ty VTN

Configuration Settings
Install Locations

Android Studio Installation Location

The location specified must have at least S00ME of free space.
Click Browse to customize:

E:\Pru:u_g_rarﬁ FilesAndroid 'nP.ndFu:uiE Studio

Android SDK Installation Location

The location specified must have at least 3.2GB of free space.
Click Browse to customize:

C:\dsers‘\Administrator \AppData\Local\Android\sdk
[ < Back ” Mext = ][ Cancel ]

5Ufl 0.6 miaerivua Path ¥83 Android Studio Waw Android SDK



7. AuA Start Menu Folder falutumauiilinan Install Liasuyinn1sanag

Android Studio Setup E=REET=

Choose Start Menu Folder
Choose a Start Menu folder for the Android Studio shortouts.

Select the Start Menu folder in which you would like to create the program's shortcuts, You
can also enter a name to create a new folder,

»

Accessories
Administrative Tools
Adobe Master Collection C56
AIMP3

amuleC

Android Studio

Bikal

Canon ES&0 series

Canon ES60 series Manual
Canon Utilities

CCleaner

|

Do not create shortouts

| <geck [ mnstal | [ Conce

)

8. 50lUTWNIUYININ1TARAIIULASY

35U 0.7 vtheagn Install 1ievin15AncAs Android Studio

indroid St dic setup

Extract: gradle-core-1. 5.0-sources. jar. .. 81%

A DR A 4 A D D o S 4

< Back ” Mext = | | Cancel

5U# n.8 niaeanug leMaswass Android Studio
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Android Studio Setup P—

Installation Complete
Setup was completed successfully.

Completed

Extract: android-sdk. 7z

Output folder: C:YUsers\ADMIMNI~1\AppDataiLocaliTempiandroid Sdk

Delete file: C:YUsers\ADMINI~1\AppData'localiTempandroid-sdk. 7z

Output folder: C:YProgram FilesAndroidandroid Studio

Output folder: C:\ProgramDataMicrosoft\Windows\Start Menu'Programs\Aandroid St...
Create shortcut: C:'\ProgramDataMicrosoft\Windows'\Start Menu'\Programs\Andraid ...
Output folder: C:YUsers\Administrator

Create folder: C:\Users\Administrator\.android'studio

Create folder: C:\Users\Administrator\.androidstudiojnstaller

Completed

> )

Cancel

sUN 1.9 wiheeanIug WeRnAy Android Studio 1@59

10. definsslusunsy Android - Studio ta5aiseusesuds adntu Finish
wdUalusunsu Android Studio szmﬂmmlm
© Android Studic SﬂuP_}h x‘:' -------- ;:; T ‘lliv E

ﬁl a v 1
LNDUANUIRNG

Completing Android Studio Setup

Android Studio has been installed on your computer.

Click Finish to dose Setup.

|| Start Android Studio

= Back
= DdCK

(]

]
i

Uil

1.10 ¥UN99AAN Finish Lwal,asaaumﬁmmmiﬂil,t,ﬂiu Android Studio



160

1.2 N1SAAAY Unity
1. Wiy https://unity3d.com/get-unity/download/ tievinsuniulvan file Unity
dmsusindy Adn Download Installer

Download U

Let’s get you started! Download Unity and start creating today

i

~
. 2 \‘ I‘ f';," stz
7\\“\\\1}}1?‘?/’// o

Systemn Requirement

sUfl n.11 wthaennsnis Download Installer TUsunsy Unity

2. 15UAUNISANAILUSKASY ABN Next

& Unity 56013 Download Assistant M \ ‘ "S" Y = ‘hl = ﬁﬁ

fgeael e NN

Unity 5.6_0f3 Download Assistant

This assistant will guide you through downloading and
installing Unity.

Please make sure you stay connected to the Internet during
the installation process, as Unity components will need to be
downloaded.

Click Mext to continue.

[ Mext = J [ Cancel

JUT n.12 vihaenisisuduiafalusinsy Unity
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3. 189N Accept License Agreement WA AAN Next

< triy 350 oottt

p—— Q

Flease review and accept the license terms before downloading and installing Unity.

UNITY TERMS OF SERVICE 2
Last updated: June 28, 2016 D

Unity Technologies ApS (*Unity”, “our” or “we™) provides software to develop
games and interactive content (the “Software™), related senvices (like Unity
Analics (“Developer Services™)), and various Unity communities (like Unity
Answers and and the Made with Unity Plafform "Communities™)), provided
through orin connection with our website, accessible at unity3d.com (the
“Site”). Except tothe extent you and Unity have executed a separate
agreement governing your use of the Software andior Developer Services,

these terms and conditions exclusively govern your access to.and use of the
Snfhuare Nevelnner Sendices Communities and Sitefenllactivaly. the

[¥]1 accept the terms of the License Agreement

Lpity'S, &, R EERnlead Assistant

_sBack, || Nextz ] | Gancel

3UM n.13 Minen1sgeusu License Agreement

4. [ @anUSLLNNTIABINISANAY LaIAaN Next

‘) *M’i- As nt

Only one architecture can be installed at a time.

i@ 54 bit (Required for Gaming Consoles Suppart and WebGL)

) 32 bit

ity 5,6,0F3 Download fssiskant

[<Badc]lNext:»l[Ea’1cel

UM n.14 vihseidenyszanvuiniinen1sinasluunsy
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5. 1@on Component wa9lUsATH Unity N1509n15A059 waAan Next

<ty 3605 Dind Accort_

Choose Components @

Choaose which Unity components you want to download and install.

Description
Unity 5.6.0F3 - - pt
Documentation —| | Position your mouze aver a

tandard Asset component fo zee itz description.
anda s

[] Bxample Project
Microsoft Visual Studio Community 20| -
(] Android Build Support y
[]i05 Build Support |
] tvO5 Build Support i
[] Linux Build Support £
[ Mac Build Support

[ ] Windows Store \MET Scripting Backe
[] Windows Stnre ILZEF'F Scripting Bac' _

1~

Vg — '“-ﬁ -MJ r Install space required: 3.7GE
mity's, 6, AR3-Bavmilaad Assistant

[ <Back, |l Next>—] [ cancel

T . W

3U% n.15 nih3aiien Component YadlUsunsu Unity

6. 1@an Path m“mmm‘iﬂﬂmsu Umty waIAan Next

ol

H S 4wl A1 - I N |
Choose Download and Install locations
| Specify where to download and install files. @

Spedfy location of files downloaded during installation
(@ Download files to temporary location (will automatically be removed when done)

_______ \ o
(T Download to: | C: 'n,l_lsers‘n,ﬁ.dmlnlstratcr'l,Du:uwnIu:uads Jf |fBrowse...

Unity install folder

C:\Program Files\Unity

Total space required: 5.0 GB
Space available: 135.4 GB

ity 5.6,0F3 Download Assistant

[{Back][Next>][Cmcel

5U% n.16 mihselien Path Nzfnaslusunsy Unity



7. nsalfnelUsunsudu vee Unity azviinisaniuluanlii lden Accept halanan Next

«{) Unity 5.6.0f3 Download Assistant

C=EECE X |

License Agreement
Please review and accept the license terms before downloading and installing
Microsoft Visual Studio.

q

Visual Studio 2017 Community License Terms

I accept the terms of the License Agreement

mits'S, 6, OFFERnnlead Assiskamnt

_ xBack |{ Nextz | [ cancel

)

JUN n.17 ihaemsinee lUsunsuau ves Unity

8. Tsunsu Unity vimsfiniseg aundiastiud1in Next Tiadn

6'“"5’ims 4
b -~

N ) .

SH:w_deta_ils_ ]

1944kB (0%%) of 511155kB @ 436.0kE/s (17 minutes remaining)

ity 5,6,0F3 Download Assiskank

| = Back ” Mext = | | Cancel

U .18 n1aeserimsings lUsunsudu ves Unity
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9. 59VINISAAAY

< v 2000 S cr N === e

Installing
[ Please wait while Unity 5.6.0f3 (64-hit) is being installed. @

Installing Unity executables. ..
n |

Show details

T[] EEI Sy starmy 2 SOMEnicode 2o L LA w = Sl o
soBagk (1L et G Cance

r

1
=

JUN .19 111190503NN13AAAY

10. WoRnsuasaseusosudl Adn Finish

ﬁ Unity 5.6.0f3 Download Assistant , ‘W[uq-'—-!]._lm_J
. A e S R TR A Al ~ 11

Completing the Unity Setup

Unity has been installed on your computer.

Click Finish to close Setup.

|%| Launch Unity

< Back Cancel

JUN 1.20 wihaenshndasaEu




n.3 N13ARAY XAMPP Server
1. WeyiMIAnfa XAMPP Server 2gfadyinn1sAnsalusunsy Tivinisadndu Next

5 serr (= E

Setup - XAMPP

Welcome to the XAMPP Setup Wizard.

U .21 MiN3eITUAUNITARGAT XAMPP

2. i§an Component NnsAaani1shdau uadandn Next
() Setup (1)1

‘ Select the components you want ta install; dear the companents you do not want to install, Click
Mext when you are ready to continue.
= Server Click on & component to get a detailed description
i [ Apache
MySQL
i [ FileZilla FTP Server
- [¥] Mercury Mail Server
i [ Tomcat
B Program Languages
i [|] PHP
Perl
=2- Program Languages
: phpMyAdmin
Webalizer
"o [¥] Fake Sendmail

XAMPP Installer

| <Back || Net»> || cancel

5U# n.22 w198 sAafe Component #1949

(%
Y

3. fiTnun Path 989lUsunIuNILANA folder xampp LaIAAN Next
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Installation folder

Please, choose a folder to install XAMPP

Select a folder |C:‘l,xam|:|1:||

¥AMPP Inztaller

Bitnami for XAMPP provides free installers that can install
Drupal, Joomla!, WordPress and many other popular open
source apps on top of your existing XAMPP installation.

https: / /bitnami. com *ampp

Learn more about Bitnami for XAMPP

KAMPP Installer

3U# n.24 wilaefianunsaiden install lUsunsuduves Bitnami
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5. AN Next wWayinn1sAnAatUswASU XAMPP a9A384

Ready to Install

Setup is now ready to begin installing XAMPF on your computer.

| XAMPP Installer

Welcome to XAMPP!

XAMPP s an easy to install Apache distribution
containing MySQL, PHP and Perl

Installing
Unpacking files

KAMPP Installer

| <Back || MNext> | [, GCancel

UM n.26 n1aevdlUsunu XAMPP ifdssnsse
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7. nIMTURILABUNN Firewall T¥ipdn Allow access

-
g Windows _ u

G Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Apache HTTFR Server on all public and private
networks.,

Mame: Apa

Publisher: Apache Software Foundation
Path: C:'\wampp\apache'binthttpd. exe

Allow Apache HTTP Server to communicate on these networks:
[T Private netwarks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing & program through a firewall?

[“.l'—\llnw_access ] [ Cancel

3U# n.27 vthaensudanautead Firewall

Wialuswnsy XAMPP gﬂamé’qm%wé’a ¥ Finish 19@dn Finish 2101w 1Ua XAMPP
%‘um v‘i'lms Start Server sl

Completing the XAMPP Setup Wizard

Setup has finished installing XAMPP on your computer.
Do you want to start the Control Panel now?

JUN .28 wiaen1sAncdlusknT XAMPP w@saiseuses
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ANANUIN A
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nsUssginInmssERuliynsRunauiameipiinirendeu asei 5

(The 5th ASEAN Undergraduate Conference in Computing: AUC” 2017)
MsUszgadnnsidntussnineduil 20 89 22 wweuwa. 2560 T

IgIEans WInedewsas Jamiafivalan ld13iuuatunisuEuoNauIYINTg

wuuUINiUan (Oral Presentation) 1#5U5139%a “Best of Paper Award” fagufi a.1 uay U7

A.2

The 5™ ASEAN Undergraduate Conference in Computrng (AUC? 2017)
This certifies that

fiws dedy, uinan J53Taulad, Asde lama
has presented a research paper
nyAnAaUuLaUAIELAAMEYNITAIANAINNIIOBNAAINE

(with the award of Best Paper) w

held on April 20" - 22™, 2017 at Faculty of Science,
Naresuan University, Phitsanulok, Thailand

Professor Somyot Plubtieng, Ph.D.
(General Chair of AUC® 2017) faﬁs
- . .~ _ AN. A & .Jo}yﬁ

5UM A.1 Usenatleingsnada “Best of Paper Award”
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5U1 A.2 Wisamwddunisiiauenaiuiviniswuu Oral Presentation
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