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Abstract

Network gateway is an internetworking system that joins multiple networks together. It
connects the networks and forwards packets among them. Queue management plays an important role in
congestion control of network. It affects network quality, e.g., packet loss, throughput, and network delay.
Its inefficiency can cause problems studied by Internet Engineering Task Force (IETF) that have significant
impact on TCP/IP network. We study queue management and control based on the following schemes:

1) Packet drop scheme, 2) Traffic distribution scheme, and 3) Explicit congestion feedback scheme.

Since a traditional passive queue management (i.e. Tail-Drop) can cause buffer overflow and
packet loss problems, IETF considers the deployment of active queue management (i.e. RED) to mitigate
the problems. Although in theory RED mechanism can prevent buffer overflow and packet loss, in practice
it cannot effectively reduce the loss rate because it drops packet unnecessarily while buffer is far from full.
In addition, if an average queue size is calculated inaccurately, it can cause consecutive drops even though
buffer space is actually available. To overcome these problems, we have proposed a new adaptive queue
management mechanism, EXRED. It allows high utilization of buffer space when buffer space is available.
But it rapidly increases drop probability when the free buffer space is reduced close to the eritical point.
The numerical and simulation results show that EXRED mechanism can reduce drop probability and burst
drops. EXRED has much lower delay as compared to Tail Drop, while it has higher throughput as compared

to RED.

In addition to dropping a packet when buffer space is low (or congestion occurs), there are
possible solutions studied in this work: 1) Distributing traffic from a congested path to the other path and 2)
Sending feedback (i.e. congestion notification) to TCP sources. LDM/RED and LDM/ExRED are proposed
.as traffic distribution-based queue management. Traffic is shifted from a path incurring congestion to a low
utilized path. They can achieve load balancing and maintain low queue occupancy while not causing packet
reordering problem. As compared to LDM/RED, LDM/EXRED can reduce maximum queue size by 10%—
20%. Mark-Reverse ECN is proposed as congestion feedback-based queue management for TCP/IP over
(long delay) satellite networks. It applies RED and ECN mechanisms to notify TCP senders when
congestion occurs. As compared to widely known TCP ECN (i.e. Mark-Tail ECN), our work can reduce

packet drop rate and can increase throughput in TCP/IP network.
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MILUTRAUATEVI Ao msdsiananfunIslUBaten1e inanszauialaain
Usinamsmiinideihuedatny nsiinissrunniliinanufusuasingiadgilunsdadain
feUanenis Gsdsarionaln. TCP Congestion  Control dilleTednefifiadae axviilvsnsinisds
Foyam uagyilivgnnen Sdundlugmeviaiufinnnimiadums tasiimsnszaemazn
ddlUidunedu avdwanenududwedumnaiuiildas Sureanfiad vlvinala TCP Congestion
Control verlusazlmuniiiudamnasads. vlvdaduaenguvaty . manszaeassanuiiiazdieh
ThAamsldimeiwvuaina vwamluiinasuewnasdumasiaadesnoiu (Wididums
Tafifvunefneninn luaefisndumeduuemdunn) uinmsnseaemsseuenminandadym
Packet reordering: Fwiladuusuinfinfilufsarenersaduiuld FanszvuseUszavsam

gaaesetne TCP/IP snuiildtinisenusielu [111-[13]

msdendumaduhiionsnsyargnissnuatnduniafy (Path selection Wioueildain
Path scheduling) findnnsilesfdlumsidendsil 1) idandumiauwuu Round robin 2) dondunis
fflnnszeusiian uay 3) Bonduvnenineuluiiawdug Wi idenauddy Priority Henidumie
aaulowns (Policy-based routing) viaideniduniifinuayifaesndesioulufitewunssenis
18 FapnududeuresdaneifiulunisideniaSeadeslumunnanudiu s1easdenamnsnsuls
70 [11]

2.5 na'l,nn'rsu,fii\iLﬁauﬁd«ﬁmﬁﬂmmﬁvﬁa

msdansinlagnisudafoudddisunsvaauzaruAunmenasetns 8§ 2 wwmne Ae

wanmansisaiioulaedeu (Implicit feedback) uarmsudamsulaenss (Explicit feedback)



2.5.1 nsudaiaulnedevselagdau (Implicit Feedback)

o

Folvunddednsdeayauaziiuldsudeyadise fSuazdindu ACK wliids msudadou
Tnedauazorfudnuwarmsnduuaasiinge ACK snwdetnelifuds winin ACK sznduunlish
Tnunildsfaganunsadsdoyadifusiolulsiss wimninfetnaduns uiaia ACK nduandh Tuunddsd
sxfawzasnsadlidnas uazdatatiefufannaunseiaiiaifin ACK ndundnianan Timeout

Muagdsnazandninisdsasdseiungn
2.5.2 nsudaiaulnense (Explicit Feedback)

diaiemuAuaslueietis inaneniagunsalizinesazudsanunisalaangianligds 3
Jlevaneds Wy 1) msasruiiafindusuldafioutdy ICMP source quench [14] %3D 2) NI
o < & w a vy e 2 < & e Ty CO-
Lﬂi@&%uﬂﬁlaﬂmmmﬂm‘uE];{J}aLW@Iﬂ%SUﬂTLﬂim%M’]HﬁﬂULLWﬂLﬂGl ACK Walnsuuialindayaiasny
wWiaemnunefanan  JeuuuusnagyihlidsuuuiasluaTetieluiunisdsdiaiinudaiou  Tuvaed
wuunansldfinisasruiaAmiy - diieensvieIaaviuneadludiuniived 1P Packet winudu [15],
[16] nalnluwuu? 2 Aanaln TCP Explicit Congestion Notification (TCP ECN) %32 Mark-Tail ECN

/" 27\Packet 1 arriving at
\ ./time t, is marked.

by N
/

3 ) l"Packet 1 arrives at D and
7 : N /its ACK is sent back to S.

arit

h

& |

O,

\

JLaek

ACK 1

-
-

o

RS

{"'3 JArrival at time
N/t =t +RTT.

3Ui 2.1 naln TCPECN %38 Mark<Tail ECN
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o

agesana uagldrutvesialdifulssavdam duludidedwvinisfedumailn ExRED [17] &l

NUFIULI91N RED Teazidunanuenalsuuulunimuuin n

o3

K

| MR #
78 pe 5. 0

b} Drop ]
Ky k;

'gU“?i 3.1 wuUIaeemreInatn ExRED

=

sUN

U

3.1 wanswvudiaeeinludiresvennandniivunadmles K dw 0 1luiuusgu

1 2/ ~

yuamzeiimduununty § Juvusisheivigenviniu 4 kasfignsanisivanvaamsminwiniy

q

A dwsurnsfiwesuesnaln ExRED Ao kj waz ky 1Wu Threshold veswuinddlutilines drauim
a o 1 o o g 1 £ 1 = 1 a | = =4
Aennd k; uwiaiaidanluuagiuaziiudanlslnelignasey uwidiuuafagenii ky uwiada

fidunduszgnnseumednsimsadauiiiutuet 195,

PNAUNS 2.8-2.13 azdunalean Py(§) vudwaaunauszdnsnimuainisinauyes RED
A A e &8 & < ' R a2 ) ¢ o 2 v | =
Wa § = kj, wiaisviaanlzgnaieledneilies fivedslivilandunisaiolninaraiiveanninu
vzlufivsiinmsnseluiiaiinlunsdin § = ky, vzaslaglidasinisadsuiuiutuagagilu

v 1 o & o a4 X A a = v o= @ 9 § o =
mousuLAIzLLlugRT g RulevwInvesdlivunalnaiAgsurunresivne sAssUN 3.2

ety pg gnudlaliedluguuuu Polynomial function v8e § waznsaSeuuiiaiinay
a £ vwr A v o o & & < & =
AaduldredionssudaiuuadeEunisi 3.1 warsUnuulunsnieluininasliouguuuumuyn

aumaﬁ' 3.2



max_ -
P

: : i §
0 k K, K

3UN 3.2 avudesidulunisafeuudiafinvesnaln EXRED

PG =ky)=max, a
: 7 = K  — }
pig=X} -
@ max
Y AL = :
dq A k=% Y
\
j G 3 g<k
(@)= fim Lxmax, o\ k< g<k,
.
].&E‘éz*gsé*% Lok, &g K
where .
(k, ~k,) = (K ~ k,)max, > (32

(kf; ""gfz}(f’:_;f& )2
(ki 2K =2k, k, ymax = 2k, + 2.k,
X TRNE TN
j‘; "'kffgif "(;'f';i + 2k, &, +&K}Kmaxﬂ
- {kﬂ mk}‘ BILK"R,” }2 _/

a

{4

< a & v oW o4 & e a =
naun1sh 3.2 Tenalunisndeduiiafinssfintiusmesnsngudionuniudwiesivung
=3 & v < o =¥ o =1
dnung Tnemsdsrluivinesazfosfidarinundsil

Toelunuide (2], [3] du Awsileesaieg dnsdmualinsnudouladsnanedud Tae

A o a a o < & < P |
WetAuiavesdllasads waz lanalunisnSeuaswiaiie umdeansWlseiloulein vue
vosfalnedalvuniLTLTe Y wldnaaninegy 3.3

10



11

Bufer Size K=100, k=10, max ~.1
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-
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Average Queue Size

U7 3.3 enuninsidiluniseleuuiiaiinvadnaln EXRED dlowasiiteasuaneanaiu

nglannsadunaladn Werwnvesmilagedgiiuduilsiisuiuruinvesiintdesfigad

ssldraliiianseiouuiiedin (k;) asdinalionsinisnselvosuininanas

3.2 HALTIILATIZH

Welsauisuiendulunmsasaduialinees RED waz ExRED TagflesduluniseSauvas
RED azlfaunsi 2.9 was ExRED ldaunish 33 avannsandeaniiwngwn (throughput)

Wibuiflsuvewisdesnalnlaes il 3.4

k=

[
}‘rt:ipu;; = Z*’T{é}x(azéz "Lgfé'l'“ag}'é" ZP;((}}}(E((}} (3.3)

i i

_____
-
-

0.9

Sy
ExRED |

8%

Fhraughput

“Fuit Drap |
im~ RED |
0.8+ 4
a8
07 : . : J
a7 98 09 1 11 12 13 14

Offered Load {2410

JUR 3.4 nsilSeuiisungnmanmsinsievisening Tail-Drop, RED uag ExRED
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ngUR 3.4 uanditfiuinsaiouuiiaiinvesnaln ExRED Uoendn RED dwunisasauiuy

faliled anusaesuielaanaunisi 3.4

Va, le<n<K, PE¥(Ngum >n)<Pel(Ny, >n) (3.4)

3.3 HANT537809N15Y1N9TU

msnedeumMsynueenalnlagilisufisuisnala Tail-Drop, RED waz ExRED lmelwnis
Twavauiainldnisnszanauwuy Poisson aaeanst A lidwmasdawiamingu K Afinisnszaigwuy

Exponential Aedns1 4 lnelgnnsdinaiaiegfasialud

A15197 3.1 Wsdieeinsdias LN el

Y7 100 packets/second
K 100 packets
0.02
ki 10
ky 30
maxp 0:1

nsivueen K eesnmualilesnd) 4 wiaes K dazivualy ky, dinninmsawindugsavinved
kyonuaudde [2] Tudwvas | max, vinsimusatnisduugiilunglde 3] Tnonadwinis

VIARDILUANIMINTUNNT 3.5-3.8

Buffer Size K = 100 ; Quech&ghtw:ﬂﬂZ;K:lﬁ;kh:Sﬂ

-
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: 2= ﬁ\\%‘rz e i o
= i gy
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_’:f 00K Iy E
£ o
= L /4 —=— “Lail Drop ]
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o /” —5— ExRED |
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L/ 4
07s- 4
.’;
ﬁn,b 4 3 5 4 3 . -
o8 1 iz 1.4 16 18 2

Offered load (440

3UN 3.5 nswlhSeuiigungnmnainnsinaedsening Tail-Drop, RED uag ExRED



AMp=0.9 ; K=100 ; w=0.02 ;kl=10 ;kh=30 Ap=1.2 ; K=100 ; w=0.02 ; k=10 ;kh=30

1 1
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406 5 08 ExRED
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Number of consecutive dropped packet (n)Number of consecutive dropped packet (n)
Ap=1.5 ; K=100 ; w=0.02 ; k=10 ; k =30 A/u=2 ; K=100 ; w=0.02 : k=10 ; k, =30

1 1
081 — Tail Drop 0.8 —— Tail Drop |
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A 0.6 —— ExRED A 06 —— ExRED
z 2
2 g4t £ 04
- o
[-™ =¥
02 02
0 B 0 R e
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Number of consecutive dropped packet (n)Number of consecutive dropped packet (n)

UM 3.6 nshdSeudisulenainnisnsetuiiniaiuuralies

5¥7379 Tail-Drop, RED Wag EXRED
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3.5 1

3r I -------- Tail Drop (Analysis)

| —=— Tail Drop (Simulation) |
—— RED

s ~— ExRED

1.5

Average number of consecutive packet drop

0 05 SR 1.5 2
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i 1 E!I o Eé 1 &
JUT 3.7 nl3euidisuanadevesiviuuiaiinfignasauuusiaiies

5¥1314 Tail-Drop, RED Wwag EXRED
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Buffer Size K = 100 1 Queue Weight w =002 3 k‘w'ﬁf];khmw
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T o8- e ' £ 4 -
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Offered Load (A

JUN 3.8 neiSeuiisuAafevessresatlumsse

Se%IN Tail-Drop, RED way EXRED

< 4 i i 1 <4 @ 1 '
91n3UR 3.5 wandliiudanalnuuy ExRED. dnsnvfigandy RED wazilednindiusewing
a0 = v oo rar 1 ) =3 3 (=3 1 = 1
A/t fdnunnduazuansliiuladniinaln EXRED Mlentanazaiaduianaiuusatiiomnasnnni
< i = 3 1 | < o v
nalndueg ansUAl 3.6-3.7 uantunAialignasatetreliedlnmdy naln EXRED Hdwiules
a 4 o @ = & P a a 1 =< = g w P
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uni 4
nalnaruaunsldinimasienswasuduniauwinaia

uniasthausnalnnseuaunslioines  TasnsnszmeanssauuueSednefiflidunis
IWanemannniwisadums dedumsildediinanududs mssonuazgndngludnidumaniid
fanszaulisendh ymlidimesusazidunsgnldeswaunaioanuunfvewiiafinfioglusiimes
vowsazdums lumAduidennisnszaneiifenidunmennnisiarsanaszau e 2 sUuuy
Least-loaded first (LFF) [18]-[20] wag Load distribution over multipath (LDM) [21] Ve
SULUUNISNIZANBUUU Adaptive load. distribution- Suduii$inagnaninenns msidiondunieee
fsanananufufiiiagiioustnvinaflutnesuesdsiiduns umidadvuafem vnefs
Eumasuirududann Watiesean LFF fdeifie@esnisriliaetiam Packet reordering mufi
fnwilu [11] snidedfaden Lom Wusuuuunsnszaeansganild RED uaz EXRED anmiuAu
msdnaulanisidsudums Sendnaln LOM/REDI22] way LDM/EXRED [23] dsluuniazadune
naln LDM/EXRED GﬁalﬂuwamuﬁﬁaLLazﬁwmﬁuméwqﬂ (eunsngIuseaziden LDM/RED 210

AAKNUIN U Laz LDM/EXRED 2120718KUN A)

4.1 A1e@surenaln LDM/EXRED

EXRED | - Queue Length g,
Mechanism | L ST oo
input
7 i Queues
: o EEEEa Y RithA
- |
_N Ji"zathz
Input uéf;ﬂér"*fm MMMMM i
Traffic . : :
....52 Lo ) ‘E_DMfoR‘ED :
— | Traific Spliter
' . PathN
] j’f}"—'f“.v}

31J17i 4.1 farfdunisyinauvenaln LDM/EXRED

NUN 4.1 naln EXRED 9¥ATIIARBUANTUEAINAUAIBNATETNY LavilanuInAIAUAS
Innfiuseauinvun eddlvinaln Traffic splitter Wagudunidmiunisdaiaia Aufianad

Tuvaugiin) Sanesfiumsviiulansfsgun 4.2



16

S

Waiting for a new packet

New packet arrival ?

g, < (1-w)q, +wg,

= fExRED(ép)
I

A least-loaded path is selected
for load balancing
with probability =,

5U# 4.2 danesriumiinuinleniailfgudunie

&4 2 " = 5 1 & o w = = o =i

diedluipfmnianaiag anuasduiidunisasgnudey 7z Adumainainsn 3.2 g
gnihanlglunisdnduladiafiesnanmsgnaseanidunsiildedida viearsfeuluidunied
flnszauimgnluvaiziu memsesfudinaraduliagun 3.2 dufe dueseriedshudliun

2/

duvnaiuasdgnldreilinenaniaesnsiintym Packet reordering watnAsAuAuRNTUloN"d

Mdunazgnildsuazasluesnsuiodesiumatin Jamdninesau

& [

NN1SANaln RED 38 ExRED fiAdnud1unsalunisnsisdaudniuemiununituiasatiela

o = i o 4 a al o v a A
LazINIIASaULRALAANDUTINIAIINAUAY Fanan1sias1ziluund 3 leuansliiiuusednSaan
fanan fanuniskinalnwaitinasinduanuduaasfndulainalsideuiduntaiseld Jedininu
WWuldldinnsanduladinanazwunzandvaniunisalpnnusuds welinisiasudunimisiietu

wngluannisaliiandumingu

4.2 HANTSINADINITNINIU

msUszdiulszdniamagldnisdassnmenisalfivviednedl 3 Wumeldlaemadeniv

Tnefluuunds 1, 4, wag 7 Mbps. MUARU FellNasmLuuaIowiniy 12 Mbps. waziinisinass 3
a 1 L3 = =y dﬁ. jod 14 1 s

winnsel lneauuiiudasivgnisaivaaeuivsmilnfignasienin Data set Aunnsneiu A DSet,

E} = s -y dl 1] L= s A
DSet2 ey DSet3 YaUaNBULNIMANNLANAIINUAINITIN 4.1
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= 3 a )
A15199 4.1 uanslusinavemsmilnann Trace 199
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# # Flow Size
Traffic Rate (Mbps.) Flow Rate (Flows/Second)
Trace ID | Packets Different (Packets)
x10° Mean Min. Max. Flows Mean cv Mean Min. Max.
DSet 1 2.66 5.91 2.07] 13.65 5865 453.87 7.52 13789 I 204
DSet 2 2.87 6.38 0.46 12.24 12903 22271 5.98 175.320 44 247
DSet 3 3.86 8.58 1.86 15.45 12710 303.88 Tl 184.50, 90 269

nsnmaaulaenIwiin DSetl, DSet2, way DSet3 Ae nsvaasun1syinuluansiaIevneiiniiu

'
e W

AUAIURE, Uunand (

uAil Peak load vhadulseusne wadelufupasiuiuunIsyeiednidunig),

uazge (Peak load guiunasuwuunisvawisaiiduyg mudau [11] Swmanisnaaendudsl

A15197 4.2 auraesduiinwleshudumeavenld

Load Dset 1 Dset 2 Dset 3
Distribution
Model Path 1| Path2| Path 3| Path1l| Path2| Path3| Path1| Path2| Path 3
LDM/EXRED 0.71 0.66 0.65 Q.73 0.68 0.65 0.86 0.82 0.80
LDM/RED 0.70 0.66 0.65 0.73 0.67 0.65 0.87 0.82 0.80
LDM 0.86 0.71 0.59 0.89 0.73 0.58 0.95 0.85 0.77
LLF 0. 77 0.53 0.47 0.80 0.55 0.48 091 0.74 0.70
SRR 935 0.66 0.66 Q.37 0.68 0.68 0.61 0.81 0.82
A199497 4.3 YuwnAazaugegaiinTuluuaazEunIg
Load Dset 1 Dset 2 Dset 3
Distribution
Model Path 1| Path2| Path3| Path1| Path2| Path3| Path1| Path 2| Path3
LDM/ExRED 83 81 82 85 83 82 3197 e 318 31T
LDM/RED 100 98 100 104 97 102 376 375 375
LDM 1685 422 180 3845 378 76 5976 2780 522
LLF 92 92 93 83 83 83 293 293 293
SRR 43 86 185 33 88 165 110 350 557

142229
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asefl 4.2 uay 4.3 uanwaFouiisunislidwiefueausazidumadieldnalnnnsdnns
Alutiesfifinisnsrarsanssaulukuusineg ssdiuliinalndnnisiafidmsdszgnd RED ey
EXRED @nansaussauadialunisasrsemuaugavesnisiddvinesudazidums ivldifianswiin
fudtudunddadumanils uiidewSeudfisusuid naln LOMEXRED fuuinfgeaeiitosiian

FavuneAnuaadiartesningie

LBPF ©LLF &SRR =BLDM/RED &LDM/ExRED

e

DSet3
E
E DSet2
DSetl

0 1D 264\~ 3040 | 1850 160 =40 80,
% Packet Reordering

g'd'i?'i 4.3 lonalumsiAndaym Packet reordering

U 4.3 wamsliiiuinnmsmuaumsladniesinenisnseareniszanusenaln LDM/EXRED
uwaz LDM/RED anunsadesiunisiiaieymn Packet reordering la @atlymasnaivinlmifinsanssny

faNT5YINUYeAIaTe TCP/IP [11], [12], [13]
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nalnAruAuNsidUnwasAIenIsuIRRaUEHs

diain3atneduAviliinivesvounanddvuiafufiuduy  nsemuufivhldeg1mdnaanis
Y 2/ | L) 1 2 |=1l [ v | | d('
windeudddliusuannisds anuinmesgiinnusinglunislasunisudadou Wewnnaln TCP

ECN 38 TCP Mark-Tail ECN #p3sa8eities 1 Round trip time (RTT) Inuagdsdanziunisuds

'
[ =

= -] = o Qs PR 5 ot d’ s n.ll d' ::l' [
Wau vibninisususnavauedladn anisusuan (WeAuad) wazlsuiiy (Wamdrangannaauauy

A1) naln Mark-Reverse ECN [24], [25] Ssgninauaiiievililuuadasiuianunisaliniotneliisy

ylnanunsaususnlaaenndastuaniunisaiot1isins

5.1 A1@5urenaln Mark-Reverse ECN

naln Mark-Reverse ECN Waun91n TCP Mark-Tail ECN (3 2.1) laelnaln RED n5393u

L <

ANLAUAITEE N oumMsaLIaAT Ut STItnALE wasudsfeulvua (Mdwdannoanul) sreaIn

] <) = 2/ o = o - o = = = 1 @ =3
anlunaanndesiuruefl lnemsiuasemungiuiaiie ACK igndinduainuatenisiazanis

wnedlurasiy (WiniesyieSomanaiuianadegaiiion Mark-Tail ECN) feuiinavdazdsie
uwiaia ACK fsnamalulilnuadums (dulatemevaaiiang ACK) faguil 5.2 e Wlnuagss

SUNTIUEADIUNISAAMUAUATALS? (BNN13081USIEREEBEAINNAIANYIN I WAE NAKLIN 1)

; P EPacket 1 arrives
W5 attime 3t I.»"""\Packet 0 arrives

14

Y 1 Aat time 5.

(3)
ACK of packet 0 arriving at time t,*
is marked before being forwarded.

sU 5.1 naln TCP Mark-Reverse ECN #38 Mark-Reverse ECN

5.2 HAN1531899N15¥1191U

Tunsadrawvudrasaiieuse dulszdnsam msdiwesansgeduiglu [24], [25] mMsvaday
dmuauenuduAwaeIuI Flow 2awuiafin udrdunadasinisifiarinaismaneiiuians §ns,

a s & 4 o - X o @Y A 1w W
AsAALNALRASaY LLGS‘WET’!V] La97uIu Flow LWNEUUQUVHIWLFIT@“UWEJF]UPTQ
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Fafunsl Mark-Reverse ECN Tafldhsimsviniadomsnsiiufafngsaonndotnududiiiiniu d
WANA92IN Mark-Tail ECN fimsifisiiuvas RTT silnisdismessniudufiouanas Glaitrsifiuiu)
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WesnluuaddsansaususmliaenndasivaniunisalninuAuns Walasevieinaagyiili
fnsinnsdeas uasidlawnietneAudznsuivandnsinisdednaenafeuinyal lWiAngns,
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Abstract:

Internet Engineering Task Force (IETF) has been considering the deployment of the Random Early Detection (RED)

in order to avoid the increasing of packet loss rates which caused by an exponential increase in network traffic and buffer overflow.
Although RED mechanism can prevent buffer overflow and hence reduce an average values of packet loss rates, but this technique
is ineffective in preventing the consecutive drop in the high traffic condition. Moreover, it increases a probability and average
number of consecutive dropped packet in the low traffic condition (named as “uncritical condition”). RED mechanism effects to
TCP congestion control that build up the consecutive of the unnecessary transmission rate reducing; lead to low utilization on the
link and consequently degrade the network performance. To overcome these problems, we have proposed a new mechanism,
named as Extended Drop slope RED (ExRED) mechanism, by modifying the traditional RED. The numerical and simulation
results show that our proposed mechanism reduces a drop probability in the uneritical condition.

Keywords: Active queue management, Buffer queue management, RED, ExXRED

1. INTRODUCTION

Recently, Internet Engineering Task Force (IETF) has been
considering the deployment of the Random Early Detection
(RED) [5] in order to avoid the increasing of packet loss rates
caused by an exponential increment of network traffic and
buffer overflow. RED is an active queue management
technique [6] that can prevent buffer overflow and reduce an
average of packet loss rates. But this technique is not only
ineffective in preventing high rate of consecutive drop but also
increases a probability and mean number of consecutive
dropped packets [11]. The consecutive drop will cause
loss and low utilization of a link and it
consequently degrades to TCP

consecutive
link performance due
congestion control. )

Most commonly used TCP congestion control, i.e. TCP
Reno / New Reno, assume that every packet loss is an
indication of network congestion. This interaction between the
error recovery and the congestion control procedures results in
a low utilization of the link. In this paper, we have proposed
new approach for modifying RED, in order to overcome the
above-mentioned problems.

In section 2, we will describe a TCP congestion control to
describe how the consecutive drops cause the low utilization
on a link. A tradition queue management, i.e. Tail Drop and
RED mechanism, will be described in the section 3. And we
have shown the analytical and simulation results to compare a
probability and a mean number of consecutive dropped
packets between Tail Drop and RED. Our simulation results
illustrates that RED reduces a packet loss rates by increasing a
packet drop probability and a mean number of consecutive
dropped packets to prevent buffer overflow. However, an
increasing of average queue size results a higher increasing
rate of mean number of consecutive dropped packets. It is an
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inefficiency of RED in preventing the consecutive drops. With
the consecutive drops, TCP congestion control mechanism
will assume that network congestion occurs and consequently
TCP link utilization is reduced. It could be more critical and
leads to the TCP global synchronization problem [11]. In
section 4, we propose our algorithm to overcome the problems.
Our key of the solution 1s the modification of drop probability
characteristic line. The 2nd order polynomial function is
applied to the drop probability characteristic line. We assume
that the problem occurs because of inefficiently and unsuitable
queue management. If we have a more applicable queue
management, buffer will be more efficiently utilized and the
consecutive drops will be decreased. We call our proposed
algorithm as the Extended drop slope RED (ExRED)
mechanism. Finally, we have compared EXRED to the prior
mechanism to show that it can imporve the performance. The
result of our research will be shown in the last section of the
paper include the conclusion. We also present that our
proposed mechanism improve throughput while keeps an

advantage of RED mechanism in the issue of queuing delay.

2. TCP CONGESTION CONTROL

TCP was first introduced in early 1980s to provide reliable
operation over a variety of transmission media. The efficiency
of the TCP has been improved through a series of TCP
reference implementations (e.g. Tahoe, Reno), which have
refined TCP behavior. The congestion control (slow start [2])
and congestion avoidance (multiplicative decrease [2])
techniques introduced from Tahoe TCP use the principle of
self-clocking.

On detection of congestion, slow start procedure
implemented in Tahoe TCP ‘drains the pipe’ before
transmission of more data [2]. This achieves network stability
but is also unduly conservative. The fast recovery algorithm [3,
4] has therefore been introduced by the Reno TCP



implementation to drain only a half of the pipe and then
recommence transmission, assuming the reception of each
duplicate ACK is an indication of a packet leaving the
network. Although most of the operating systems released in
early 1990s have implemented Tahoe, the current
implementations of TCP are based on the Reno reference
implementation or have the same functions of Reno.

TCP congestion control mechanism assumes that every
packet loss is an indication of network congestion and takes
measures to avoid further congestion in the network by
reducing the transmission rate. These also illustrate that a
single loss of packet effect to transmission rate. Moreover, the
consecutive packet losses result a very low utilization of the
TCP link due to buffer overflow or buffer control mechanism
action.

3. BUFFER QUEUE MANAGEMENT
3.1 Tail-Drop
An arrival packet will be allowed to accommodate the

buffer queue only if a space of buffer is available. We can
illustrate as the following:

g+1 ;. /g < BufferSize
g & : (1
q ; otherwise

Where ¢ 1is buffer queue size and the BufferSize is a
space in buffer. In our simulation, we assume that arrivals
occur randomly according to a Poisson Process with rate A

and service times of single-server with buffer size K is
exponentially distributed at rate A/ . Thus, performance
model of Tail Drop mechanism can be estimated by using

M/M/1/K  queuing model. Equation (2) expresses drop
probability.
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Equation (3) and (4) express consecutive drop probability and
average number of consecutive drop, respectively.
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Equation (5) expresses queuing delay.
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where E(Q) is mean of queue size and given by (6).
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3.2 RED Mechanism

RED [5] itself consists of two main parts, iLe. the
estimation of an average queue size and the decision of
whether or not to drop an incoming packet. An average queue
size is calculated by a current queue size (or instantaneous
queue size) using an exponentially weighted moving
average (EWMA) [5] as shown below.

¢ W)+ RN ; q#0 .
278 i
< (1=w)7§ i otherwise o

where W is an EWMA parameter which is a small constant
value and defined by [5] as queue weight.

In the 2™ portion of RED algorithm, RED decides whether
or not to drop an incoming packet. It is RED’s particular
algorithm for dropping that results in performance
improvement for responsive flows. There are two thresholds
figure prominently in this decision process. Minimum

threshold k.' specifies the average queue size below which no

packet will be dropped and maximum threshold k ,, Specifies

the average queue size above which all packets will be
dropped. When the average queue size varies from minimum
to maximum threshold level, the packets will be dropped with

probability that vary linearly from 0 to max where

max is the maximum drop probability parameter. Then,

the packet drop probability distribution function is defined as
shown below [5]. The suitable value for parameters in this
function were discussed in [5] and [11].

0 : g <k
i G-k .
nilg) = f kfxmaxp .k L£g<k, @
h !
1 ; g2k,

By using the PASTA property [9] with arrival rate A and
service rate (4, RED performance can be presented in

average packet drop probability, consecutive drop probability,
and queuing delay of finite buffer size K based on Markovian
model [7][10] as the following:

Drop Probability
Drop probability in a RED router can be approximated by

k1

Py = Zﬁ(q)+2 (Po(@*x7(@).  ©

g=k), §=k;



Where 77(q) is stationary probability distribution of the
average queue size and P d(c_?) is packet drop probability.

Consecutive Dropped Packet

Pa.f(;;s (N ) = Probability that N packets will be dropped
consecutively and
K-l
A a1l
2 7(@)pa(@)
l _ g=0
V20, BN s>nj=—r
> 2@ p.@)
§=0

(10)

Equation (10) allows us in particular to evaluate the mean of
the number of consecutive dropped packets, as shown below.

U d(f.f))
Z P

E(N)=1+42_ S0 o\ G
Z 72§ p ()

Average Queuing Delay
By using Little’s theorem, average queuing delay is given by

HQ)

= - (12)
(]‘ drop )]’ ﬂ
E(Q) is mean of average queue size and given by
= (# J H (1 P.(q )
EQ) = Z : (13)

k-1

H(l—pd(é))

g=0

2

4. EXRED MECHANISM

: i
k=0

4.1 ExXRED PRINCIPLE

The proposed scheme of our research is called Extended
Drop Slope Random Early Detection (ExXRED). The model of
ExXRED is shown in Fig.1.

L0011

hae

Poisson
) Drop

K I's

h I

Fig. 1. Analytical model for ExXRED
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According to (8) to (13), we have observed that p,(g)

influence all above performance issues especially drop
probability. Packets will be dropped consecutively when

q‘\ = kh and a packet will be dropped randomly when
k', > QAT > kh . It is common sense that, under high load, most

of packet drops occur when rj = kk . In order to reduce a

number of packet drop and consecutive drop, we modify drop
distribution function and decrease drop probability in case of

cj z= kh . To keep packet drop rate increasing smoothly but
continue with a higher rate when queue size is more closed to
limit of buffer size, kh < g} < K, the function of Dy is
modified to be a second order polynomial function of ér and
a new drop distribution must satisfy three conditions as below.

piG=k,) = max,

p.(g=K) =1

d . max
~p, @\ =

dq . §=r, kk _k.’

Thus, new packet drop distribution can be expressed as:

0 : I Ma<k
g A : A
p(q) = T Nmax k, <g<k, (14)
h 'l
a,g*+ag+a, i k,<g<kK
where
: (k}, “k,)*(K—k,)maxP
h (ky =k WK=K, )
(k2 + K> =2k, k,)max ,— 2k? +2k,k,
i 15 2
1 (ky ~k)(K ~F,)*
ki —kik = (ky +2k,k, + K, K)K max,
“ (ky k(K =k,)’

Packet drop probability will increase with higher rate for
more seriously lack of available buffer space, the parameter
setting must satisfy the following condition:

< ky =k,

max =
WKk

Note that the recommended parameter setting in [5] and [11] is
also satisfied above condition. When average queue size
exceeds the maximum threshold, packet drop probability vs.
average queue size by varying the difference of minimum and
maximum threshold can be illustrated in Fig. 2.
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4.3 Performance Analysis
We compare the drop function curve of EXRED to RED

and

illustrate as shown in Fig. 3. Performance will be

presented in simulation result next section. However, in this
section, we can roughly estimate the result using (9). When

Pq

is decreased, it follows then from (9) that the average

packet drop is written as (15).

K
Py = 2.7 (@)x(a,q” +a,4 + a)+

If

|

2 PA@)x 7(g)

g=ky, q=k;

(13)

B o are drop probability of RED

ExRED
drop 3

and drop

obtained by (9) and ExXRED obtained by (15), respectively. Fig.

4

illustrates
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consecutive dropped packet probability

from (10) can be expressed by
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4.3 Simulation results

To compare the simulation result of our proposed
mechanism, we¢ model the discrete event simulation. We
suppose that the arrivals occur randomly according to a

Poisson Process with rate A and service times of
single-server with buffer size K is exponentially distributed at
rate 4L . We select the value of parameters setting in the

simulation as the follows:

A = 1000 packets per second,

K =100 packets,
w=0.02,

k, =10, k}; =30: The values were chosen such that
1 \
i, % ZK and Kk, = 2k, as suggested in [5].

max 7z 0.1: The value was chosen as suggested in [11].

Throughput of Tail Drop, RED, and ExRED with varying
offered load can be illustrated in Fig. 5.
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Consecutive drop probability and its average of Tail Drop,
RED, and ExRED can be illustrated in Fig. 6 and Fig. 7.
Average queuing delay of Tail Drop, RED. and EXRED with
varying offered load can be illustrated in Fig. 8,
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5. CONCLUSIONS

In order to relax an aggressive drop in case of the
average queue size is over maximum threshold and not
exceeds limit of buffer size, ExXRED reduces packet
drop probability. The 2™ order polynomial function
shape of packet drop function provides a flexible
increasing of drop probability. When average queue size
exceeds maximum threshold, drop probability is set to
the maximum drop probability parameter. The
decreasing of available buffer space, the increasing rate
of drop probability is accelerated higher. Not only the
average packet drop is reduced, but also the consecutive
drop. The simulation results in Fig. 5, Fig. 6, and Fig. 7,
of section IV present that ExXRED reduces packet drop
and consecutive drop probability; hence throughput get
better. Fig. 8 illustrates average queuing delay brought
about by EXxRED. It is a simple tradeoff between delay
and throughput. However, we can conclude that ExXRED
performs a much lower delay when compare to Tail
Drop while it performs a higher throughput when
compare to RED. Moreover, end-to-end delay might be
better if propagation and transmission delay of a
retransmitted dropped packet is a long time.

Next, the complexity of implementation will be
briefly discussed on this section. For average queue size
exceeds the maximum threshold, packet drop
probability will be computed for an incoming packet.
This is unavoidably more complicate on EXxRED than
RED. Indeed, it does not add more difficulty. The
algorithm in this part similar to what both RED and
ExXRED mechanism have done when average queue size
is higher than minimum thresheld but does not exceed
maximum threshold. Packet drop probability could be
computed on high performance processor or gotten from
the table of previously calculated value stored in
memory.
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Abstract— In today’s communication networks, demand
for a large bandwidth network connection is continuously
growing while network connections via multiple paths are
likely to exist because of high degree of connectivity. Utilization
of the multiple paths is an economical solution for provisioning
network capacity to meet the users’ demand but it brings about
major issues such as load imbalance (causing a large queue and
buffer overflow at a gateway) and packet reordering problems
that have significant impacts on TCP connections. In this paper,
we propose a load distribution model for TCP transmission,
called Load Distribution over Multipath with Random Early
Detection (LDM/RED). LDM/RED takes advantages of RED
mechanism to maintain a small queue, avoid buffer overflow at
a gateway, and mitigate packet reordering problem. Our
proposed model is evaluated and compared to the other exist-
ing models by simulations under realistic traffic conditions.

Index Terms—Load Distribution, Packet Reordering, Mul-
tipath TCP.

I. INTRODUCTION

The demand for a wide variety of network services has
been the major driving force for development of networking
technologies [1]. Multipath configurations can be estab-
lished in several different ways [2]. A primary objective of
multiple paths is to improve network reliability by increas-
ing network availability (i.e., reducing network downtime);
a main path was used for data transmission while the other
ones were backups which would be activated when the main
path became unavailable. Currently, the exploitation of
multiple paths no longer aims only at circumventing single
point of failure scenarios but also focuses on facilitating
network provision [1]-[4] where its effectiveness is essential
to maximize high quality network services and guarantee
Quality of Service (QoS) at high data rates. Using multiple
paths as a single path with aggregate bandwidth is a practical
solution which is preferable rather than provisioning a
large-bandwidth path because it offers a possibility to es-
tablish a very large-bandwidth connection. This improves
both scalability to support the future growth in bandwidth
demand and affordability for network users. It also provides
flexibility in bandwidth management within the communi-
cation protocol over the multipath network. Bandwidth ag-
gregation and network-load balancing are major issues that
have attracted a large amount of research, and a number of
load distribution approaches have been proposed. The rest of
this paper is organized as follows. Section II briefly de-
scribes existing load distribution models, some studies on
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packet reordering problems, and an active queue manage-
ment for TCP networks. Section III presents a new load
distribution model with active queue management. Section
TV discusses performance evaluation under real traffic con-
ditions. Concluding remarks are then given in Section V.

II. RELATED WORKS

A. Load Distribution Models

Load distribution can be classified into packet-based
model and flow-based models. Packet-based models can be
further classified into non-adaptive and adaptive models.
Surplus Round Robin (SRR) [5] is an enhanced version of
round robin family model which is widely used schemes in
the Internet because it can achieve starvation-free (i.e., no
non-work-conserving idle time) and competent load ba-
lancing efficiency. Least-loaded first (LLF) [6]-[8] is one of
the most well known load-sharing approaches introduced to
handle task loads with heavy-tailed distribution, where a
task is assigned to the least-loaded server. In load distribu-
tion over multiple paths, with this scheme, a path having the
smallest load or the shortest queue will be selected for an
arrived packet. Their major drawback is that they do not
consider the order of tasks (i.e., do not keep packet ordering)
which can result in the packet reordering problem [9].

On the other hand, flow-based models such as Direct
Hashing (DH), Table-based Hashing (TH) [10], [11], and
Fast Switching (FS) [12] can completely prevent packet
reordering but they can cause load imbalance due to its ina-
bility to deal with variation of the flow size distribution.
Adaptive load distribution models, e.g., Load Distribution
over Multipath (LDM) and Load Balancing for Parallel
Forwarding (LBPF) [13]-[15] were introduced to mitigate
the load imbalance problem. However, there is trade-off
between improving load balancing and maintaining a low
risk of packet reordering depends on the respective algo-
rithms as well as their set parameters.

B. Packet Reordering Problem

Several works have addressed the packet reordering
problem [16]-[22]. Packet reordering may occur more fre-
quently with higher probabilities of splitting a flow and
switching a path [18], [19]. On the other hand, the possibility
of packet reordering will decrease if the interarrival time of
two successive packets belonging to the same flow is greater
than the maximum time required to deliver a packet via the
parallel paths [23]. The packet interarrival time must be
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Figure 1. Description of the proposed model, LDM/RED

greater than the difference between the maximum and the
minimum delays among parallel paths to ensure preservation
of packet order. If the load is not properly distributed among
the parallel paths, some paths may experience congestion
(leading to large queues) while the others are idle; conse-
quently, the delay difference can be very large.

C. Active Queue Management for TCP Gateway

Random Early Detection (RED) [24] is one of the most
well-known active queue management which is introduced
to improve performance of TCP communication. RED itself
consists of two main parts, i.e., the estimation of an average
queue size and the decision of whether or not to drop an
incoming packet. An average queue size is calculated by a
current queue size using an exponentially weighted moving
average (EWMA). Based on the average queue size, RED
decides whether or not to drop an incoming packet. Packet
arrival rate of a flow plays an important role in determining
packet drop probability. The higher the packet arrival rate,
the higher the packet drop rate. This feature of RED is to
prevent two major problems that have a significant impact
on TCP connections: buffer overflow and synchronization of
TCP flows [25] due to burst traffic.

II1. LOAD DISTRIBUTION (OVER MULTIPATH NETWORKS)
WITH RANDOM EARLY DETECTION

Fig. 1 describes our approach called Load Distribution
over Multipath with Random Early Detection (LDM/RED).
The input traffic is split into flows, each of which indepen-
dently takes a path determined by an adaptive path selection
component. LDM/RED is a variant version of FS [12] and
LDM [13], a table-based model which selects paths ac-
cording to information in the flow-path mapping table. A
packet belonging to an existing flow is sent via the same path
as its preceding one. When a new flow emerges, a packet
belonging to the new flow will be sent via a new path having
the shortest queue.

In LDM/RED, a mapping table can be modified and the
path for an existing flow will be changed. The existing flow
is switched (to a new path having the shortest queue) with
probability &, which is determined by RED mechanism, as
illustrated in Fig. 2. Based on an average queue lengthg,,
LDM/RED makes a decision of whether or not to split the
flow. There are two queue thresholds: minimum and max-
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New packet arrival 7

Figure 2. Calculation of #, in traffic splitting algorithm

imum thresholds, i.e., &; and k;,. When g, > k;, the flow is
split with probability &, > 0. The larger the average queue
size g . the higher the probability 7. When g, > k;, 7, in-
creases to a pre-defined parameter of maximum probability
™ If 7™ =1, all flows are always moved to a new path.

IV. PERFORMANCE EVALUATION

A, Simulation model and parameters

In this section, comparative performance under different
conditions of real traffics is demonstrated. Three simulation
scenarios are conducted to show the performance of each
load distribution model, by using 1-hour long real traffic
traces [26], i.e., DSetl, DSet2, and DSet3, which contain
wide-area traffics at primary Internet access point between
Digital Equipment Corporation and the rest of the world,
where characteristics of the traces are listed in Table L.
Bandwidth capacities (or mean service rates) of path 1, path
2, and path 3 are 1, 4, and 7 Mbps, respectively; the total
bandwidth capacity of the multiple paths is 12 Mbps. As
compared to the bandwidth capacities, traffics generated
from trace DSetl and DSet2 incur heavy load and some
load-spikes. Moreover, we use trace DSet3 to generate ex-
tremely heavy traffic, having maximum offered load much
higher than the total bandwidth capacity, thus incurring
overload on the multiple paths.

With the set-up simulation environment, LDM/RED,
LDM, LLF, and SRR are evaluated. In LDM/RED, the pa-
rameters for RED are chosen: EWMA parameter w=0.02,
k=10, k=30, and 7™"=0.1. These parameters setting are
recommended in [24], [27], and [28]. In SRR, the numbers
of credits assigned for path 1, path 2, and path 3 are 1, 4, and
7, respectively. In LBPF, the size of the table is 20, W=1000,
and P=20.

B. Load Balancing Efficiency

Tables II shows that LDM/RED can achieve load ba-
lancing, as compared to the other models since probabilities
of buffer occupancy of all paths are almost equal. This can
be implied that all paths are fairly utilized. Moreover, Table
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TABLE 1. PROFILE OF TRAFFIC TRACES

" Traffic Rate " Flow Size Flow Rate
T;‘g:e Picket (Mbps.) Different (Packets) (Flows/Second)
x10° |Mean| Min. [Max. | Flows | Mean | CV | Mean [Min. [Max.
DSet1| 2.66| 591 2.07 13.65 5805 | 453.87) 7.521 137.89 77 | 204
DSet2| 287| 6.38| 046/ 12.24 12903 | 222.71| 5.98 175.32 44 | 247
DSet3| 3.80| 8.58| 1.86| 1545 12710 303.88( 7.11) 184.50( 90 | 269
TABLE I1. PROBABILITY OF BUFFER OCCUPANCY

Load Dset 1 Dset 2 Dset 3
Distribu- b p T Path | Path | Path | Path | Path | Path| Path | Path
tion Model 1 2 3 1 2 3 1 2 3
LDM/RED | 0.70| 0.66 | 0.65 | 0.73 [ 0.67 | 0.65 | 0.87 | 0.82 | 0.80

LDM 086 0.71 | 0.59 | 089 0.73| 058 | 095 0.85 | 0.77

LLF 0.77| 0.53 | 047 | 0.80 | 0.55| 048 | 091 ] 0.74 | 0.70

SRR 0.35| 0.66 | 0.66 [ 0.37 | 0.68 | 0.68 | 0.61 [ 0.81 | 0.82

TABLE 1. MAXIMUM QUEUE SIZE (PACKETS)

Load Dset 1 Dset 2 Dset 3
Distribu- 5o (i Path | Path | Path | Path | Path | Path | Path | Path
tion Model 1 2 3 1 2 3 1 2 3
LDM/RED 100 98 100} 104 97 102 L4306 358 _ 37

LDM 1685 422 18Q 38435 37§ 76 5976 2780 522

LLF 92 92 93 83 83 83 L a03 RI0ATNR01

SRR 43 86 185 33 88 163 1100 3500 557

III shows that LDM/RED can prevent buffer overflow;
maximum queue size incurred by LDM/RED is significantly
smaller than that incurred by LDM and SRR. This is because
burst traffic (which can cause a large queue) is detected by
RED and distributed over multiple paths.

C. Packet Order Preservation

Fig. 3 illustrates that LDM/RED can efficiently alleviate
packet reordering which inherently exists in packet-based
models such as SRR and LLF. SRR, which sends packets in
a round robin manner, causes a high risk of packet reorder-
ing. LLF, which chooses only the path with the shortest
queue size, also causes a very high risk of packet reordering.
LBPF splits a group of largest flows, thus causing the risk of
packet reordering. The discussion on this issue can be found

in [23] and [29].

V. CONCLUDING REMARKS

This paper presents a load distribution model for TCP
transmission. LDM/RED takes advantages from RED
mechanism in traffic splitting and distribute load subject to
necessary condition to prevent packet reordering. Therefore,
LDM/RED can prevent buffer overflow (due to burstiness of
TCP flows) at a gateway and maintain a low risk of packet
reordering. The superior performances of LDM/RED are
justified by comparative performance among LDM/RED
and the current existing models by simulations under various
traffic conditions.
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Abstract— Demand for large bandwidth network connections
is growing continuously while network connections via multiple
paths can exist because of high degree of connectivity. Utilization
of the multiple paths is an economical solution for provisioning
large network capacity to meet the users’ requirements but it
brings about key issues such as load imbalance (causing a large
queue and buffer overflow at a gateway) and packet reordering
problems that have significant impacts on TCP connections. In
this paper, we propose a load distribution model for TCP
transmission, called Load Distribution over Multipath with
Extended Drop Slope Random Early Detection (LDM/ExRED).
LDM/ExRED takes advantages of RED mechanism to maintain a
small queue, avoid buffer overflow at a gateway, and mitigate
packet reordering problem. In addition, it reduces peak buffer
occupancy by using our modified RED (i.e., EXRED). Our work
will be evaluated and compared to the other existing models by
simulations under realistic traffic conditions.

Keywords—Load Distribution; Load Balancing; Multipath TCP

i INTRODUCTION

A wide variety of network service requirements demanded
by users has been an important driving force for development
of networking technologies [1]. By using today’s technologies,
multipath configurations can be established in various ways
[2]. Their primary objectives are to improve network rehability
by increasing network availability and reducing network
downtime. A main path was used for data transmission while
the others were backups which would be activated when the
main path became unavailable. Currently, applications of
multiple paths aims not only at avoiding a single point of
failure but also at facilitating network provision [1-4] where its
effectiveness is essential to quality of network services and
Quality of Service (QoS) guarantee. Using multiple paths as a
single path with aggregate bandwidth is a practical solution
which is preferable rather than provisioning a large-bandwidth
path because it offers a possibility to establish a very large-
bandwidth connection. This improves scalability to support the
future growth in bandwidth demand and affordability for
network users. It also provides flexibility in bandwidth
management within the communication protocol over the
multipath network. Bandwidth aggregation and network-load
balancing are important issues having been attractive research

topics, and a large amount of load distribution approaches have

“been proposed. The rest of this paper is organized as follows.

Section 1I briefly describes existing load distribution models,
some studies on packet reordering problems, and an active
queue management for TCP networks. Section IIT presents a
new load distribution model with our modified active queue
management mechanism. Section IV discusses performance
evaluation under real traffic conditions. Conclusions are then
given in Section V.

II. RELATED WORKS

A. Load Disiribution Models

Load distribution can be classified into packet-based
model and flow-based models. Packet-based models can be
further classified into non-adaptive and adaptive models.
Surplus Round Robin (SRR) [5] is a simple non-adaptive load
distribution model. SRR is an enhanced version of round robin
family model which is widely used schemes in the Internet
because it can achieve starvation-free and acceptable load
balancing efficiency. Least-loaded first (LLF) [6-8] is an
adaptive load distribution model. LLF is a well-known load-
sharing approach introduced to manage task loads with heavy-
tailed distribution, where a task is assigned to the least-loaded
server. In multipath load balancing with this scheme, a path
having the smallest load or the shortest queue will be selected
for an arrived packet. The most important drawback is that
they do not consider task sequence, which can result in the
packet reordering problem [9].

On the other hand, Direct Hashing (DH) [10], Table-based
Hashing (TH) [11], and Fast Switching (FS) [12] are flow-
based models which can prevent packet reordering but they can
cause load imbalance problem due to inability to cope with
variance of the flow size distribution. This problem can cause a
large buffer occupancy leading to a high risk of buffer
overflow [2]. Adaptive load distribution models, e.g., Load
Distribution over Multipath (LDM) and Load Balancing for
Parallel Forwarding (LBPF) [13-15] were introduced to
mitigate the load imbalance problem. However, there is trade-
off between balancing load and maintaining a low risk of
packet reordering. This depends on the respective algorithms as
well as their set parameters.
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B. Packet Reordering Problem

Several works have studied on packet reordering problem
[16—22]. Packet reordering can occur with high probabilities of
splitting a flow and switching a path [18], [19]. On the other
hand, the possibility of packet reordering will decrease if the
interarrival time of two consecutive packets belonging to the
same flow is longer than the longest time required to deliver a
packet via the parallel paths [23]. The packet interarrival time
must be greater than the difference between the longest and the
shortest delays among parallel paths to ensure packet order
preservation. If the load is not properly distributed among the
parallel paths, some paths may experience congestion (leading
to large queues) while the others are idle; consequently, the
delay difference can be very large.

C. Active Queue Management for TCP Gateway

Random Early Detection (RED) [24] is a well-known
active queue management mechanism introduced to improve
performance of TCP communication. RED itself consists of
two main parts, i.e., the estimation of an average queue size
and the decision of whether or not to drop an incoming packet.
An average queue size is calculated by a current queue size
using an exponentially weighted moving average (EWMA).
Based on the average queue size, RED decides whether or not
to drop an incoming packet. Packet arrival rate of a flow plays
an important role in determining packet drop probability. The
higher the packet arrival rate, the higher the packet drop rate.
This feature of RED is to prevent two major problems that
have a significant impact on TCP connections: buffer overflow
and synchronization of TCP flows [25] due to burst traffic. In
LDM/RED [26], we uses RED for sensing congestion and
marking a packet arriving at the time congestion occurs. The
marked packet will be switched to a less congested path.

ITI.  LOAD DISTRIBUTION (OVER MULTIPATH NETWORKS)
WITH EXTENDED DROP SLOPE RANDOM EARLY DETECTION

Figure 1 describes our approach called Load Distribution
over Multipath with Extended Drop Slope Random Early
Detection (LDM/ExRED), which is developed from
LDM/RED [26] and our modified RED algorithm (i.e.,
ExRED) [27]. Assume that multiple and parallel connections
are established between a source and a destination before data
transmission is started. For each path p, bandwidth is u,. The
other parameters, e.g., hop counts and path delay, are assumed
reflected by a measured queue length g,. The input traffic is
split into flows, each of which independently takes a path
determined by a path selection component. LDM/EXRED is a
variant version of FS [12] and LDM [13], a table-based model
which selects paths based on the flow-path mapping table. A
packet belonging to an existing flow is sent via the same path
as its previous ones. When a new flow appears, a packet
belonging to the new flow will be sent via a new path having
the shortest queue.

In LDM/EXRED, a mapping table is modified and the path
for an existing flow will be changed. The existing flow is
switched (to a new path having the shortest queue) with
probability 7, which is determined by ExXRED mechanism, as
illustrated in Fig. 2. Based on an average queue lengthq,,
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for load balancing
with probability 7z,

[

Figure 2. Flowchart to caleulate 7 in traffic splitting algorithm

LDM/EXRED makes a decision of whether or not to split the
flow. There are two queue thresholds: minimum and maximum
thresholds, i.e., kyin and kpoe When g, > ki, the flow is split
with probability 7 > 0. The larger the average queue size g, ,
the higher the probability m. When g, > ky., 7 increases

according to polynomial function in (1) until 7z, = 7™ (which
is a desired maximum value of splitting probability). When

" =1 and m = 77, all flows are always moved to a new

péth.
fﬁxm(é)=azéz+alé+ao (1)

where coefficients of the positive increasing function are
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= (kmax m1n) (K kmm )ﬂmah
T =K (K =k )
(krna\ 2 5 Q’kma\ min )R-ma\ = Zk:m_\ + ka“l\kl‘nm
‘ (ks = K WK = K )
a kl:m\ = kl;ia\ min (kmﬂ\ “kma\ kmln mm K)Kﬂma\
(ks = Foin WK = k)

Equation (1) shows that EXRED provides flexible increasing of
path-switching probability. It can prevent a consecutive path-
switching in case of the average queue size is over maximum
threshold and not exceeds limit of buffer size (K). We expect
that this will allow us to utilize a particular path as much as
possible while not causing overload on the path.

IV. PERFORMANCE EVALUATION

In this section, comparative performance under different
conditions of real traffics is demonstrated.

A. Simulation model and parameters

Three simulation scenarios are conducted to compare the
performance of load distribution models, by using 1-hour long
real traffic traces [28], i.e.. DSetl, DSet2, and DSet3, which are
captured from primary Internet access point between Digital
Equipment Corporation and the Internet. Characteristics of the
traces are listed in Table I. Three paths exist between a pair of
source and destination. Bandwidth capacities (or mean service
rates) of path I, path 2, and path 3 are 1, 4, and 7 Mbps,
respectively; the total bandwidth capacity is 12 Mbps. As
compared to the total bandwidth capacity, traffics generated
from trace DSetl and DSet2 incur heavy load and some load-
spikes. Moreover, we use trace DSet3 to generate extremely
heavy traffic which peak load is much higher than the total
bandwidth capacity, thus incurring network overload.

With the set-up simulation environment, LDM/ExRED,
LDM, LLF, and SRR are evaluated. In LDM/RED and
LDM/ExRED, the parameters are chosen: EWMA parameter
w=0.02, kpnin=10, k=30, and z™=0.1. These parameters
setting are recommended in [24], [27], and [29]. In SRR,
weights assigned for path I, path 2, and path 3 are 1, 4, and 7,
respectively, which are used for specifying desired forwarding
rates on each path [5]. In LBPF, the size of the table is 20,
W=1000, and P=20, where ¥ is window size for detecting
aggressive flows and P is period for splitting the aggressive
flows. LBPF’s parameters can be further read at [14].

B. Load Balancing Efficiency

Tables II shows that LDM/EXRED can achieve load
balancing, as compared to the others since probabilities of
buffer occupancy of all paths are almost equal. This can be
implied that all paths are fairly utilized. Moreover, Table 1I1
shows that LDM/RED and LDM/ExXRED can prevent buffer
overflow; maximum queue sizes incurred by both of them are
significantly smaller than those incurred by SRR and LDM.
This is because burst traffic (which can cause a large queue) is
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TABLE 1. PROFILE OF TRAFFIC TRACES

Traffic Rate " Flow Size - Flow Rate
Packet (Mbps.) Differant (Packets) (Flows/Second)

x10° |Mean| Min. [Max, | Flows |Mean |[CV |Mean |Min. [Max.

Trace
1D

DSet 1| 2.66| 5.91| 2.07| 13.65 5865 | 453.87| 7.52| 137.89] 77 | 204

DSet2| 2.87| 6.38| 0.46{ 1224 12903 222.71| 5.98 175.32| 44 | 247

DSet3| 3.86| 858 1.86 1545 12710| 303.88( 7.11f 184.50] 90 | 269

TABLE II. PROBABILITY OF BUFFER OCCUPANCY

Load Dset 1 Dset 2 Dset 3

Diswibution [ Pachl Path [ Path | Path | Path| Path | Path | Path | Path
g 12| 3 1 2 3 1 2 3

LDM/ExRED | 0.71| 0.66 | 0.65 | 0.73 | 0.68 | 0.65 | 0.86 | 0.82 | 0.80

LDM/RED |0.70| 0.66 | 0.65| 0.73 | 067 | 0.65| 0.87 | 0.82 | 0.80

LDM 0.86| 0.71 | 0.59 | 0.89 | 0.73 | 0.58 | 0.95 | 0.85 | 0.77

LLF 0.77| 0.53 | 047 | 0.80 | 0.55 | 048 | 091 | 0.74 | 0.70

SRR 0.35) 0.66 | 0.66 | 037 | 0.68 | 0.68 | 0.61 | 0.81 | 0.82

TABLE III. MAXIMUM QUEUE SIZE (PACKETS)

Load Dset 1 Dset 2 Dset 3
Distribution 5 G "5 M0 | Path | Path | Path | Path | Path | Path | Path
Mgl TR T e, v e T D D)

LDM/ExRED | 83 81 82 85 83 82319 - 31§ 30

LDM/RED | 100 98 100y 104 94 103 37 375 37§

LDM 1685| 422 180y 3845 37§ 76 5974 27800 522

LLF 92 92 93 83 83 B3 1293 . 203 293

SRR 43 86 185 33 88 16§ 11 350 557

LBPF ©LLF =SRR #@LDM/RED ®&LDM/ExRED

T N 4546

T 7527

Packet Trace

77 60.02
DSetl

0 10 20 30 40 50 60 70 80
% Packet Reordering
Figure 3. Risk of Packet Reordering

detected by RED and then distributed over multiple paths.
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However, when buffer is highly utilized, RED causes
consecutive marked packets while EXRED can prevent such
problem. Therefore, LDM/EXRED can reduce peak buffer
occupancy. A gateway device requires only a small buffer.

C. Packet Order Preservation

Fig. 3 illustrates that LDM/ExRED and LDM/RED can
efficiently alleviate packet reordering inherently existing in
packet-based models such as SRR and LLF. LDM is a flow-
based model which can perfectly prevent packet reordering.
SRR sends packets in a round robin manner. It can cause a risk
of packet reordering. LLF choosing only the path with the
shortest queue size can cause a high risk of packet reordering.
LBPF splits a group of largest flows, thus leading to the risk of
packet reordering. The discussion on this issue can be found in
[2]. [23], and [30]. As compared to LDM/RED, LDM/ExRED
has a potential to maintain low risk of packet reordering
because of a smaller path-switching probability. However,
difference between delay on high congested path and that on a
less congested path is also a factor of the risk of packet
reordering [2], [23]. This is an open issue for further studies.

V. CONCLUDING REMARKS

This paper proposes a load distribution model for TCP
transmission. LDM/EXRED takes advantages from RED
mechanism in traffic splitting and distribute load subject to
necessary condition to prevent packet reordering. With a
modified RED, i.e., ExXRED, it can prevent buffer overflow
(due to burstiness of TCP flows) at a gateway and maintain low
risk of packet reordering. The superiority of LDM/EXRED is
presented by comparative performance among LDM/EXRED
and the current existing load distribution models by simulations
under variety of real traffic conditions.
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Abstract—In this paper, we propose a new congestoin notifica-
tion scheme, named as Mark-Reverse ECN (Explicit Congestion
Notification) for satellite IP networks. Simulation and analysis
are conducted for performance evaluation. This analytical model
takes the packet drop ratio and the packet mark ratio into
account. We show that the results from the analytical model
and the simulation match quite closely.
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I. INTRODUCTION

Explicit Congestion Notification (ECN) has been proposed
for the Internet as a means for detecting an incipient con-
gestion before it actually occurs and notifying that explicitly
to the corresponding end hosts. This has the potential to
improve the network performance under congestion scenarios
than conventional packet dropping mechanisms [1]. Random
Early Detection (RED) with ECN gives definite improvement
in time delays for interactive traffic. In [1]. they examined
use of a Backward Explicit Congestion Notification (BECN)
mechanism to inform the sender of the congestion situation
in the network. Because this mechanism uses ICMP Source
Quenches (ISQs) for backward notification, the TCP senders
would be attacked by the blind throughput-reduction attack [2].

In this paper. we propose a new congestion notification
scheme, we name as Mark-Reverse ECN for satellite IP
networks. Contrary to the conventional ECN mechanisms,
rather then marking the packets in the forward direction, our
proposed scheme marks the packets containg the ACKs in
the reverse direction bound for the source nodes. The ACKs
eventually notify congestion to the source nodes. As such,
this mechanism leads to a faster notification of an incipent
congestion.

The rest of this paper is organized as follows. In section II,
we propose our novel marking scheme, Mark-Reverse ECN
following a brief outline of existing schemes. In section III,

we evaluate our scheme by comparing with the conventional
scheme through simulations. Section IV describes a new
analytical model for ECN. Finally, we conclude this paper
in section V.

IT. OUR PROPOSAL: MARK-REVERSE ECN

Before presenting our novel mechanism, we first provide a
brief outline of the conventional marking schemes.

A. Conventional ECN Schemes

Fig. 1 demonstrates Mark-Tail ECN [3]. At time ¢, packet
1 arrives at router R and suddenly causes the router to
experience congestion. It will be marked before forwarded to
its destination. Source S will be notified about the congestion
after this packet arrives at destination D and its ACK packet
returns (at time £5). Notification delay is almost RTT (Round
Trip Time).

4 Packet 1 amving at
b/ time tyis marked

/ o . Packet 1 arrives at D and
/ its ACK is sent back to 8.

“ Arrval at time
/ Be=u+RTT.

Fig. 1. Mark-Tail ECN Scheme.

B. Mark-Reverse ECN

Fig. 2 shows how our proposal Mark-Reverse ECN works.
At time t;, packet 1 arrives at router R and suddenly causes
the router to experience congestion. When an ACK packet
of any previous packet arrives at the router, e.g., at time ],
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it will be marked before being forwarded to its destination
(i.e., Source S).Assume that the ACK packet acknowledges
the successful delivery of packet 0 which is previously sent at
time to. Notification delay At = ¢ — #; is very small.

™ Packet 1 arrives
at ime t:>1o.

/7 Packet O arrives
./ atlimet

ACK of packet 0 arriving at time t°
is marked before being forwarded

Fig. 2. Mark-Reverse ECN Scheme.

ITI. SIMULATION

We use ns-2 [4] for our simulations with respect to the
simulation scenario as shown in Fig, 3. We set the packet
size 1,000bytes, the maximum window size 1000 segments,
the capacity of the satellite link between senders and receivers
10Mbps (about 1,300 packets/sec), round trip time of the satel-
lite link 550ms, and the link error ratio 0%. We changed the
number of TCP flows. We set RED for ECN on the forwarding
node of the satellite link. We observed the throughput, the
packet drop ratio and the packet marking ratio. The simulation
time is 500s. Simulation results are in Fig. 4, Fig. 3, and Fig. 6.

IV. ANALYTICAL MODELS FOR ECN

Our proposed model 1s composed of four parts according to
a typical short-lived flow evolution: the start of the connection
(three-way-handshake), the initial slow-start phase. the first
loss (or mark) part, and the subsequent losses or marks.

A. The Connection Start-Up Phase

Every TCP connection starts with the three-way-handshake
process. Assuming that no ACK packets can get lost, this
process can be well modeled as follows [5]:

1—p
)

&

E[Tm'hs] =RIT + Tg( = 1)

where T is the duration of SYN time-out and p is the packet
loss ratio.

(1)

B. The Initial Slow-Start Phase

In order to derive the latency for this phase, E[YS%], the
expected number of packets sent until a loss or a mark occurs
is given by following enhanced equation (based on the one
given in [5]): ‘

(1-(p+9))1-(p+q)

;- (17
By = oy

2
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Capacity=10Mbps
RTT=550ms

Simulation scenario.

Fig. 3.

where d is the total file size measured in packets that must
be transmitted and g is the packet marking ratio.

Substituting the value of E[Y°°] in the Equation (2), we
get the expected size of congestion window at the end of the
low-start phase due to the packet losses or the packet marks:

(1= (1=(r+a)=(p+9)+2(r+4q)

FNSL (p+q)g*

(3)
where g = 1.61804 [3].
The expected slow-start latency is calculated as follows [5]:

W
HOQy(CT)]
Bl = s+ BY - @@ W, £2), when EW*] > W,
e
ﬂ%(%)] — 2. when E[WS%] < W,
5

4)
C. The First Loss

Assume that the first indication to detect congestion is a
packet loss. In the round where a TD (triple-duplicate) occurs,
let W55 be the current size of cwnd, which has a value w.
In this round, w packets were sent. Among them, k packets
are assumed to be ACKed. Since the connection is still in the
slow-start phase, cwnd increases to w + k and another 2k
packets are sent in the next round. If more then three packets
from these 2k packets get ACKed, then a TD would occur;
otherewise, a TO would take place. Let

(1-p)"p
L=l =g
be the probability that the first & packets have been success-

fully transmitted and ACKed in a round of w packets, provided
that there might be one or more packets got lost. Now, let

Aw, k) = (5)

2

h(m) = Z(l —p)'p, for m > 3,

i=0

(6)

be the probability that no more than 2 packets have been
transmitted successfully in a round of m packets. We the
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obtain Q(w), the probability that a loss in a window size w
is a TO (Timeout), is given by

sults)

The mean of « is thus,

Ell=1=@+a)" 'p+ak= g )
Ot = 1 ,when w <3
w) = Zi:o Alw, k) + E:;.’;‘l Alw; k)h(k) ,otheru('%s)e From (12) and (14) it follows that
; The expected time that TCP spends in the RTOs is given BlY]= ~(p+4q) E[TVTD M]. (15)
in [7] as: ptq

E[Z"F £ Tolf(—‘”)

. p 7
where Tj is the average duration of the first time-out, and

(8)

f(p) =1+ p+2p° + 49° + 8p* +16p° + 3205 (9)

Finally, the expected latency that this loss would incur is

T:foss = i
P+

(QW55)E

x (1= (L= (p @))%
[Z7O) + (I'= QWSSY)RTT):
(10)
D. Sending the Rest of the Packets
After the first packet loss or the first packet mark, the

transmission latency of the rest (d — E[Y;.;]) packets is
obtained as follows:
d— B[Y55
T‘,"‘Est - —ITE—] (I 1)

where H is the throughput of a steady-state flow.
The expected value of the number of packets sent in a round
when a packet loss occurs, F[Y], is

E[Y] = Ela] + E[WTPM]

= =4 (12)

where E[a] is the expected number of packets sent in a
TDMP (triple-duplicate or marking period) up to and including
the first packet that is lost or marked. Given our loss and mark
model, the probability that o; = k is equal to the probability
that exactly k& — 1 packets are successfully acknowkedged
before a loss or a mark occurs is

Pla=K=(0-(p+q)" '(p+q)k=12....

(13)

From [8] the expected round where the first loss or the first
mark oceurs, E[X], is

E[ﬂ,‘TD.M}

b( 5

. (16)

From [8] the expected value of the number of packets sent
in a round when a packet loss occurs, £[Y], is
EX]
2

E[I’VTD‘M]

EY] = .

( + E[WTPM] 1)+ E[B]. (17)
Then, from Equations (15) and (17), we get the following

expression which involves E[IWTPM];

1-(p+q)
p+q

E[X] , B[WTDM)
NANEY

4 E [I‘VTDJU]

+ EWTPM] — 1) + E[A).

(18)

For simplicity, we assume 3; to be uniformly distributed

between 1 and W; — 1. Thus, E[5] = E[WTPM]/2.
Combining (16) and (18), we get:
EU/V'TD]\I] =
) +\/ St eal G | (2eDye,
(19)

From [8], the expected value of duration of a round, E[A],
is

E[A] = RTT(}%q(E[X] +1)+ ﬁE[X]). (20)



E. Impact of Window Limitation

At the beginning of TCP flow establishment. the receiver
advertises a maximum buffer size which determines a maxi-
mum congestion window size, W,,,. As a consequence, during
a period without loss indications, the window size can grow up
to W,,, but will not grow further beyond this value. During
the first TDMP, the window grows linearly up to W, for
U rounds, then remains constant for V' rounds, and then a
triple-duplicate or marking indication occurs. The expected U
rounds, E[U], is as follows [7]:

E[U] = %Wm— an

Since Y}, the number of packets in the ith TDMP, does not
depend on window limitation, E[Y] is given by (12):

E[Y] = Efo] + Wi, — It (22)
From [7],
E[Y] = ngE[U] & WaBlV: (23)
Then,
11—
1-(e4d) , of f S50 WX 200
: Pty 8
Thus,
A 1Flviw) 3b
E[V] = A ore. 3¢ (25)
Finally, since X; = U; + 15 in ith TDMP, we have
b L= (p+aq)
EX|=FU| +FEV]|=-W,, + ———— 26
(X1 = EU] + EIV) = g+ otllers, o9

The expected number of packets that have been received in
a TDMP, E[Y']. is

ElY] = (Ela] + E[8] “1.0)

rtq
q

4 —

n (Ela] + EME2M] 2E[8]) — 1.0)
E[H;TDM]
e

&

Ela] + 1.0.

27

The expected number of packets received in the time-out
phase,
E[R] =1. (28)
Thus, the throughput can be formulated as:
EY+ # (WTPM) « B[R]
" E[A] + ZQ(WTDM) x E[ZTO]

p+q

(29)

From [5], the total expected latency is
RIET

T;fa.te*n.cy = E[Ttu‘h.s]+E[?1]RTT+ﬂoss +Tresf a0 . (3 0)

Here, the delay caused by the delayed acknowledgment
for the first packet is Oms. That is, the option of delayed
acknowledgment is off.
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Fig. 7. Throughput comparisons between analytical model and simulation

for Mark-Reverse ECN.
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Fig. 8. Throughput comparisons between analytical model and simulation
for Mark-Tail ECN.

E. Verification

Fig. 7 and Fig. 8 show the results of this analytical model
comparing with simulation results.

V. CONCLUSION

In this paper. we propose a novel congestion notification
scheme, that we name as Mark-Reverse ECN for satellite
IP networks. Simulation results show that Mark-Reverse can
ensure higher throughput and lower packet drop ratio. In
addition, we propose an analytical model for ECN. Analyt-
ical results also verify that Mark-Reverse ECN yields better
performance than conventional or Mark-Tail mechanisms.
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Abstract In this paper, we propose a new congestion notification scheme, named as Mark-Reverse ECN (Explicit
Congestion Notification) for satellite IP networks. When congestion is beginning to occur on a link, our scheme
notifies a source node more quickly than a conventional scheme, i.e., Mark-Tail ECN. Instead of a packet on for-
warding path, we marks an acknowledge (ACK) packet on backwarding path which is heading for the source node.
We expect that latency time for congestion notification will be reduced and congestion control will thus work more
‘accurately and effectively. Simulation and analysis are conducted for performance evaluation. Through simulation,
we compare and evaluate performance of Mark-Reverse ECN and Mark-Tail ECN. Mark-Reverse ECN shows high
throughput and low packet drop ratio in satellite IP networks. In analysis, we propose a new analytical model
of TCP NewReno supporting ECN. This analytical model takes the packet drop ratio and the packet mark ratio
into account for computing delay time and throughput. Analytical results also show superiority of our scheme,
correspondingly. A considerably small diserepancy between the results verify our simulation and analysis.

Key words ECN (Explicit Congestion Notification), Congestion Control, Satellite IP Network, Analytical Model.

Y when congestion is beginning to occur on the link. The ACKs
1. Introduction : ’ TS
notifies congestion to the distination node.

Explicit Congestion Notification (ECN) was proposed for
the Internet as a means of explicitly notifying end-hosts of
network congestion by marking, instead of dropping pack-
ets[1]. Random Early Detection (RED) [2] with ECN gives
definite improvement in time delays for interactive traffic.
In (1], they examined use of a Backward Explicit Congestion
Notification (BECN) mechanism to inform the sender of the
congestion situation in the network. Because this mecha-
nism uses ICMP Source Quenches (ISQs) for backward no-
tification, the TCP senders would be attacked by the blind
throughput-reduction attack [3].

In this paper, we propose a new congestoin notification
scheme, named as Mark-Reverse ECN for satellite IP net-
works.  Our proposal, i.e., Mark-Reverse ECN is a scheme

that marks ACKSs in the opposite direction of the same path

The rest of this paper is organized as follows: In sec-
tion 2., we describe a conventional ECN scheme, i.e., Mark-
Tail ECN. In section 3., we propose a new ECN scheme, i.e.,
Mark-Reverse ECN. In section 4., we evaluate our scheme
comparing with the conventional scheme through simula-
tions. Section 5. describes a new analytical model for ECN.

Finally, section 6. concludes ths paper.

2. Conventional Scheme: Mark-Tail ECN [4]

Fig. 1 demonstrates Mark-Tail ECN [4]. At time ¢;, packet
1 arrives at router R and suddenly causes the router to expe-
rience congestion. It will be marked before forwarded to its
destination. Source S will be notified about the congestion
after this packet arrives at destination D and its ACK packet
returns (at time t2). Notification delay is almost RTT.

Sl



: ’Packst 1 amnving at
" ime b1 is marked.

oY Packet 1 arivas at D and
W~/ #ts ACK is sent back {o S.

™\ Arrival at time
/ b=1mRTT.

Fig. 1 Mark-Tail ECN Scheme.

3. Owur Proposal: Mark-Reverse ECIN

Our proposal Mark-Reverse ECN scheme needs Mark-
Reverse ECN-Capable Transport (MR-ECT) bit on IP pack-
ets. (MR-ECT bit should not be on at once with ECN-
Capable Transport (ECT) bit.) Also, Mark-Reverse ECN
scheme needs Congestion Experienced (CE) bit on IP pack-
ets. According to Random Early Detection (RED) mech-
anisms on the queue of the positive direction, the CE bit
on the packet whose MR-ECT bit is on in the reverse di-
rection of the same link supporting Mark-Reverse ECN be-
comes on when the packet is passing in the reverse direction.
Mark-Tail ECN scheme and Mark-Front ECN scheme [5]
need about RTT to notify congestion to the source node.
Mark-Reverse ECN scheme needs about 0 msec to notify
congestion to the source node, if the congestion link is near
the source node. Because of the fast notification, the number
of packet losses due to congestion can be minimized. Espe-
cially, it is very useful when the bottleneck link is satellite
one. Because Mark-Reverse ECN scheme uses the packets
of the same connection for congestion notification differing
with Backward Explicit Congestion Notification (BECN),
Mark-Reverse ECN scheme can avoid the blind throughput-
reduction attack. That is, ICMP Source Quench (ISQ) mes-
sage of BECN can be transmitted from an arbitrary node to
the source node, the Mark-Reverse ECN is notified only from
the nodes passed through by the flow using the connection.
Moreover, there is no overhead by notifying messages as ISQ
messages.

Fig. 2 shows how our proposal Mark-Reverse ECN works.
At time t1, packet 1 arrives at router R and suddenly causes
the router to experience congestion. When an ACK packet
of any previous packet arrives at the router, e.g., at time ¢7,
it will be marked before being forwarded to its destination
(i.e., Source S).Assume that the ACK packet acknowledges
the successful delivery of packet 0 which is previously sent

at time tp. Notification delay At = ti*' — t1 is very small.

2 Packet 1 arrives
WO attme bl

{yq \ Packet O arrives
LA attimete.

b

{3
ACK of packet O armving at tme &
is marked before being forwarded,

Fig. 2 Mark-Reverse ECN Scheme.

4. Simulation

4.1 Evaluation of Throughput, Drop ratio and
Mark ratio

Capacity=10Mbps
RTT=550ms

Fig. 3 Simulation scenario.

g
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Number of Flows

Fig. 4 Throughput comparisons between Mark-Reverse ECN and
Mark-Tail ECN. (simulation results)

We use ns-2[6] for network simulations. We evaluate
throughput, drop ratio and mark ratio in the simulation sce-
nario as shown in Fig. 3. We set the packet size 1,000bytes,
the maximum window size 1,000 segments, the capacity
of the satellite link between senders and receivers 10Mbps
(about 1,300 packets/sec), round trip time of the satellite
link 550ms, and the link error ratio 0%. We changed the
number of TCP flows. We set RED for ECN on the forward-

ing node of the satellite link. We observed the throughput,

2aligisls
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Fig. 5 Drop ratio comparisons between Mark-Reverse ECN and
Mark-Tail ECN. (simulation results)
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Fig. 6 Mark ratio cmparisons between Mark-Reverse ECN and
Mark-Tail ECN. (simulation results)

the packet drop ratio and the packet mark ratio. The simu-
lation time is 500s. Simulation results are in Fig. 4, Fig. 5,
and Fig. 6.

5. Analytical Models for ECN

Our proposed model is composed of four parts according
to a typical short-lived flow evolution: the start of the con-
nection (three-way-handshake), the initial slow-start phase,
the first loss (or mark) part, and the subsequent losses or
marks.

5.1 The Connection Start-Up Phase

Every TCP connection starts with the three-way-
handshake process. Assuming that no ACK packets can get
lost, this process can be well modeled as follows [7]:

]_ s
ElTiwns) = RTT + Tu(1= 2?; =10, (1)

where T is the duration of SYN time-out and p is the
packet loss ratio.

5.2 The Initial Slow-Start Phase

In order to derive the latency for this phase, E[Y %], the
expected number of packets sent until a loss or a mark occurs
is given by following enhanced equation (based on the one

given in [7]):

Eyss) < E= T )= (pta)

P (2)

where d is the total file size measured in packets that must
be transmitted and g is the packet mark ratio.

Substituting the value of E[Y %] in the Equation ( 2), we
get the expected size of congestion window at the end of the

low-start phase due to the packet losses or the packet marks:

o ) ol )= (p+9)+2(p+4q)

(p+q)g? 3)

where g = 1.61804 [7].

The expected slow-start latency is calculated as follows [7]:

[logs (G2)] + W (E[Y**] — ¢ W — 2)

,when E[W?°] > Wn,

En] = ED'SSH'Z” i (4)

[logg(
,when EWS%] £ W,,

5.3 The First Loss

Assume that the first indication to detect congestion is a
packet loss. In the round where a TD (triple-duplicate) oc-
curs, let W79 be the current size of cwnd, which has a value
w, In this round, w packets were sent. Among them, %k pack-
ets are assumed to be ACKed. Since the connection is still
in the slow-start phase, cwnd increases to w + k and another
2k packets are sent in the next round. If more then three
packets from these 2k packets get ACKed, then a TD would

oceur; otherewise, a TO would take place. Let

(1=p)*p

Afw, k) = =

(5)

be the probability that the first k& packets have been suc-
cessfully transmitted and ACKed in a round of w packets,
provided that there might be one or more packets got lost.
Now, let

2
h(m) = > (1 - p)'p, for m 23, (6)
i=0
‘be the probability that no more than 2 packets have been
transmitted successfully in a round of m packets. As (7], we
obtain @%%(W*=9), the probability that a loss in a window

size W% of slow-start phase is a TO (Timeout), is given by

1 ,when w £ 2
3 AWEE B
+ 3w AWSS k)h(2k) |, otherwise

QSS (IVSS) =
The expected time that TCP spends in the RTOs is given
in [9] as:
E[ZTO] =Ty f(p) ’ (8)
1-p
where Tp is the average duration of the first time-out, and

Fp) =1+p+2p° + 4p° + 8p* +16p° + 32p°. (9)

R




Finally, the expected latency that this loss would incur is

P d
m(l— (1-(r+a9)")

x(QW*)E[Z"°] + (1 — Q(W*®))RTT).

I‘ioss =

(10)

5.4 Sending the Rest of the Packets
After the first packet loss or the first packet mark, the
transmission latency of the rest (d — E[Yinu]) packets is ob-

tained as follows:

d— E[YS3
T‘rcst — %1 (11)
where H is the throughput of a steady-state flow.
packets
sent LEGEND
A [ ]ACKed packet
| lost packet
Wi i
Wi-1 qi ’l TD occurs
2 |3 O TDMP ends
2|5 i
: g 32 X > # of rounds
& (ESEne round
T T = PS ;
[<h: | b} penultimate round
TDMPi

Fig. 7 Pacekts sent during a TDMP when a packet loss occurs.

packets
sent
A
Wi <~TDMP ends
i i LEGEND
- o {
%-13 ;r_; [_]ACKed packet
215 }Bi []marked packet
:]1 ?2 34 X > # of rounds
tl) E EEJ— last round
TDMPi

Fig. 8 Packets sent during a TDMP when a marking occurs.

We define TDMP (triple-duplicate or marked period) to
be the period between tow triple-duplicate (TD) losses or
receipts of marked ACKs. With reference to Fig. 7 when a
packet loss occur, and with reference to Fig. 8 when receiv-
ing a marked ack. the following enhanced equations are given
baesd on [8].

{ o R W EM 201 ,when a packet loss

Y, =
ai — (B +1) + WPM

,when a marked ack

12)

i { f:iflrij ,when a packet loss (13)

Ej;&l'f'ij ,when a marked ack
TDM WM x

L e e e (14)
s BN TDM
X (Bad o wFPM _ 1) 4 g,

,when a packet loss
Yi= wIDM (15)

X; i— 1 ]
T( 21 4 T/VifDAI e 1)

,when a marked ack

where X; is the penultimate round in the TDMP which
experiences packet losses, 7; is the round trip tim, W7 PM
is the window size at the end of a TDMP, «; is the number
of packets sent in a TDMP until the first loss or the first
receipt of a marked ACK happens, and 3; is the number of
packets sent before the loss or the receipt of a marked ack in
the round.

The expected value of the number of packets sent in a

round when a packet loss occurs, E[Y], is
Elo] + E[WTPM] -1

,when a packet loss
Blo] = E[p] = 1+ BW Y

,when a marked ack

E[Y]= (16)

where E[a] is the expected number of packets sent in a
TDMP up to and including the first packet that is lost or
marked. Given our loss and mark model, the probability that
oy = k is equal to the probability that exactly k — 1 packets
are successfully acknowkedged before a loss or a mark occurs

is

Pla=k) £ (0 -lp+ P @H9.k=1,2,.... (17
The mean of « is thus,
Elo]=(1-(p+q)" 0+ k= ——. 18
[o] =1+ (r+9)" (p+a) - (18)
From (16) and (18) it follows that
1—(p+q) T DM
B ]
,when a packet loss
Bl¥=d.; - (19)
—(p+a) 7T DM
S P + B

,when a marked ack

From [10] the expected round where the first loss or the
first mark occurs, E[X], is
T T DM
mx) = o EV_"1
2
From [10] the expected value of the number of packets sent

TR (20)

in a round when a packet loss occurs, E[Y], is

T DM . »
BAER—L + EWTM]-1) + Blg)
,when a packet loss

E[Y] = DM : (21)
SR B T2 w1l

,when a marked ack




Then, from Equations (20), (19) and (21), we get the fol-
lowing expression which involves E[WWTPM].
1-(p+4q TDM
—— + EW —
o [ ]
E[X] (E[WTD“]
2 2

+ EWTPM] 1) + E[g].
(22)
For simplicity, we assume 3; to be uniformly distributed

between 1 and W; — 1. Thus, E[g] = E[WTPM]/2.
Combining (20) and (22), we get:

2(b—1)
T 8h

ED/VTDAI] th

4blp+ g +201=(p+9))  2(b-1)
+\/ 3b(p +q) il
(23)

From [10], the expected value of duration of a round, E[A],
is

e {RTT- (E[X] 4 1)
RTT - E[X]

,when a packet loss (24)

.when a marked ack

That is,

P q ;
E[Al]= ——RTT-(E[X]+1)+ —RTT - E[X|(25
(4] = =L RTT - (BX] 4 1) + = RTT- BIX] (29

5.5 Impact of Window Limitation

At the beginning of TCP flow establishment, the receiver
advertises a maximum buffer size which determines a maxi-
mum congestion window size, W,,. As a consequence, during
a period without loss indications, the window size can grow
up to Wy, but will not grow further beyond this value. Dur-
ing the first TDMP, the window grows linearly up to W, for
U rounds, then remains constant for V' rounds, and then a
triple-duplicate or marking indication occurs. The expected

U rounds, E[U], 1s as follows [9]:
E[U] = gwm. (26)

Since Y;, the number of packets in the ith TDMP, does

not depend on window limitation, E[Y] is given by (16):

E[Y] = Ela] + Wi — L (27)
From [9],
E[Y] = Z—WME[U} + WnE[V]. (28)
Then,
L=k LWL %Wi + WmE[V]. (29)
p+q 8
Thus,
T=ptd) 3b.
E =— 41— =W, 30
i P+ @)W 8 (30)

2
3b o

Finally, since X; = U; + V; in ith TDMP, we have

FlX] = E[U] + BV] = 2w 4 L2+ 9)

3 (EE +1.  (31)

The expected number of packets that have been received
in a TDMP, E[Y"], is

Ela] + E[8] — 1.0

,when a packet loss

F=1 B+ Eromy _ppg—10 S
,when a marked ack

That is,

ElY'] = L (E[a] + E[8] - 1.0)

p+aq
q TDM
+——(FEa] + BE[W — E[g]—1.0
pe g Elel + EIVTPY] — Blg) — 1.0)

E[W’TDAI}

= E[Cr]+ 5

—1.0.
(33)
As[9], we obtain @Q(w), the probability that a loss in a win-
dow size w of congestion-avoidance phase is a TO, is given
by
1 ,when w <3

Lorma Alws k) ¥ 3oy Aluw, k)h(k)
,otherwise

Q(w) = (34)

The expected number of packets received in the time-out

phase,
E[R] =1. (35)
Thus, the throughput can be formulated as:
- BY'| + QW M)k E[R] ‘ (36)
ElA] + = QW ZPMY x E[ZT0]
From [7], the total expected latency is
Tatency="E[Tiuwhs |+ B[N RTT4+Ti0ss+Trest — RgT.(BT)

Here, the delay caused by the delayed acknowledgment for
the first packet is Oms. That is, the option of delayed ac-
knowledgment is off.

5.6 Verification

We evaluate our proposal Mark-Reverse ECN scheme by
the analytical model of Section 5. and by the network sim-
ulator ns-2 using the parameters used and given in the Sec-
tion 4.1. Fig. 11 and Fig. 12 show that the results of this

analytical model are very close to simulation results.
6. Conclusion

In this paper, we proposed a new congestoin notification
scheme, named as Mark-Reverse ECN for satellite IP net-
works. Simulation results show that our scheme acheives
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Fig. 11 Throughput comparisons between analytical model and

higher throughput than the conventional scheme.

simulation for Mark-Reverse ECN.

Analyt-

ical results also shows our superiority, correspondingly. A

good match between analysis and simulation curves can be

observed and validates our results.
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