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ABSTRACT

Detection of a digital watermark acquired by digital camera is made a difficult by the so-called
synchronization problem or geometric distortion such as rotation and projective transformation.
Nowadays, there are many watermarking method that can counterattack against those distortions, i.e.
using cross-ration or embedding in half-tone. Those methods can not used for images captured by digital
camera attached with the mobile phone.

In this research, a digital watermarking method was developed so that it is invariant to various
distortions and can apply to the images taken by mobile phone. For embedding scheme, the original image
was divided to some areas; each area is used to embed one information bit by modifying the alpha value
of image’s pixels those lay along the edges inside the image. For detection part of the proposed method,

the average of alpha value of each area that divided as done in the embedding part is used as a criterion for

the detection.
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Abstract

In this paper, a method for embedding a-digital
watermark onto a host image’s alpha channel is
described. Blending factors which form an alpha
channel define the proportion—of foreground and
background colors which in turn_are combined o
result in an actual color for each_pixel. Here, the
blending factors corresponding to areas along edges in
the host image is of interest. The host image is first
divided into blocks of subimages. A dominant edge
found in any subimage- is used to divide the pixels on
that block into three groups:the group of foreground-
color only pixels, the group of background-color only
pixels, and the group of foreground-background
blended color pixels. The blending factors for the
pixels in the last group ‘are modified to embed each bit
of a watermarking pattern. Because the modified pixels
belong to the area around an image edge, change 1o
the original image due 10 watermark embedding is less
perceptible.

1. Introduction

Copyright protection of digital images ~has
become a major concern due to rapid growth of
multimedia data distribution and publishing.. Digital
watermarking is a technique that can be used to help
reducing copyright violation. Copyright owner of a
watermarked image can be verified by detecting an
unnoticeable mark embedded in that image. In addition
to its use for copyright protection, digital watermarking
is also being applied to applications requiring digital
media authentication and data annotation [1].

Many digital image watermarking schemes have
been proposed [2,3,4]. Most, if not all, of them use
either intensity channel (Y component) or one of the
three color channels (e.g., blue channel) as a place for
embedding a watermark. Embedding a watermark in
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the color image’s intensity channel is perhaps a mostly
adopted ~choice because intensity change is less
perceptible than-color change. On the other hand, it
does not make use of the other two channels which
form complete information about a digital image. By
using ‘the -alpha channel as a place for watermark
embedding “ as described in this paper, a wider
embedding space within a whole color space may be
used for the purpose. In particular, this is the case of an
image with vibrant color,  having ' comparatively
constant brightness (e.g., a graphic-style image).

In this paper, we focus on the synchronization
problem caused by the affine transform. The approach
taken is to embed a watermark with reference to image
salient edge, so the watermark can be detected from
distorted  images.. [Examples of watermarking
techniques based on image’s contents are those of [5
and 6]. In [5 and 6], the method uses feature points
extracted - from image’s content. The watermark
patterns are located by using those extracted point.
Although this technique can be use for the affine
transformed “images, the ~method  requires much
computation to search for-watermark.

This paper proposes a content-based watermark
embedding and detecting method. For the embedding
process, salient  edges are extracted. Then, the
watermark is embedded along these edges. The colors
of pixels along these edges are modeled as a result of
foreground and background colors blending. A
watermark is embedded by altering these blending
factors.

This paper is organized as follows: In section 2, the
proposed alpha-channel watermarking scheme is
described. Next, the detection process of the proposed
scheme is discussed. Section 4 shows the experimental
result. Finally, section 5 gives a concluding remark.

2. Watermark Embedding Method
For the embedding scheme, pixels along each
extracted edge line are used to embed a watermark to



counterattack against the geometric transformation.

The embedding process can be described as follow:

1. Divide the original image into N parts (blocks),
where N is the number of information bit to form a
watermark pattern. Each divided area will be use to
embed the watermark so these areas should be
located sufficiently far from the image boundary to
avoid the cropping problem

2. Define the range of alpha value for representing an
embedding bit value. For example, it may be
defined as follow.

N {0.1 — 0.2 ; Embed information bit 1
~ 0.8 — 0.9 ; Embed information bit 0

3. Because an edge detector is sensitive to image
variation such as corners or textured areas, if the
content of the image is textured or noisy, the
potential number of edge becomes important and
the robustness of the detector is reduced: Therefore,
a low-pass pre-filtering operation needs to be
performed before extracting the salient edge.

4. For each divided area, use a detector of choice
(e.g., canny detector) to extract salient edges from
the filtered image. For example, a score obtained
by the edge detector such as gradient value maybe
used as a criterion for the selection. Figure I shows
the extracted salient edges.

Figure 1. A sample image of extracted salient
edge lines

5. For each of the N sub-image block, identify a
dominant edge segment (e.g., based on each edge
absolute gradient value). Then, use the selected
dominant edge to divide the pixels on that block
into three groups, namely the foreground,
background, and boundary pixel groups. A color of
each pixel in the boundary group is modeled as the

blending of foreground and background colors,
described by the following equation.

C=xF+ (1-x)B (1

Here, F is the averaged color of pixels
corresponding to the foreground group, and B is the
averaged color of pixels in the background group.
The alpha channel of the pixels in the boundary
group is altered by choosing an appropriate value
of @, depending on a watermark embedding bit
value. The illustration of this process is shown in
Figure 2, which the embedding pixel is denoted as
C and-the other pixels, which denoted as F and B,
are used for this blending operation.

Figure 2. Foreground, background, and boundary pixel
groups.

6. Repeat step 5 to embed the others information bits
for all'sub-image blocks. A comparison of the
original and watermark embedded sample images is
shownin Figure 3.

3. Watermark Detecting Method

For the detection stage, we use a global detection
instead of a local detection because the watermarked
image might be distorted by any kind of distortion. The
extracted edges from the distort image may be different
from the extracted edges from the original image. The
average alpha values of every pixel along the extracted
edges were used. The detection algorithm is described
by the following steps.

1. Divided the original image into N parts (blocks), as
for the case of watermark embedding.

2. For each sub-image block, extract the edges and
choose a dominant edge by using a method similar
to that of the embedding algorithm.
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Figure 3. Comparing between (a) original image and
(b) watermarked image.

3. For each pixel along the extracted edge, compute
the alpha value, «,, according to the following
equation.

o« = <2 2
e~ 7_g (2)

where C is the color of that boundary pixel, <, is a
calculated alpha value, F is the —averaged
foreground color, and B is the averaged background
color.

4. Calculate the average value, &, of all alpha value,
&, computed from the step 4 by

pri N @)

where #» is the number of edge boundary pixels.

5. Detect the watermark result, by using the calculated
average value,X, as a criterion by comparing this
value with the pre-defined alpha value in step 2 of
the embedding stage.

6. Repeat step 4-6 to detect the watermark from all
sub-image blocks.

4. Experimental Result

Experiment was performed to measure the
performance of the proposed method. Hundred color
images of size 120x120 pixels were used in-the
experiment. Canny comer detector was employed to
extract the image’s salient edges. Before applying the
detector to extract the image’s salient edge, a low-pass
filter was first applied to each image.

In the first experiment, we defined 5 sets of the
pre-defined alpha value with different range. Then we
detect the watermark from thousand non-embed
images to find the relation between the range of pre-
defined alpha value and the false alarm rate. The
experimental result is shown in Table 1.
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According to Table 1, the false alarm rate will
increase when the range of the pre-defined alpha value
is increased

Table 1. The relation between the pre-defined alpha
value and the false alarm rate

Pre-defined False alarm
alpha value rate
0.10-0.20 for bit 1 0.30%
0.80-0.90 for bit 0
0.10-0.25 for bit 1 5.40%
0.75-0.90 for bit 0
0.10-0.30 for bit 1 14.30%
0.70-0.90 for bit 0
0.10-0.35 for bit 1 42.10%
0.65-0.90 for bit 0
0.10-0.40 for bit 1 59.80%
0.60-0.90 for bit 0

In the second - experiment, each of hundred
original images was divided into nine parts as shown in
Figure 4. Then embed the watermark into the image for
each divided area by using the proposed method
described in section 3 with different watermark pattern.
The embedded images were distorted by any kind of
attack: cropping, row/column - removing, JPEG
compression and brightness adjustment. All of the
distortion was simulated by computer program. The
experimental result is shown in Table 2 — 5.

From Table 2-5, the various distortions were
applied to the embedded image. In all cases, correct
detection rate is above 96% by using the predefined
alpha value as, 0.1 — 0.2 for bit 1 and 0.8-0.9 for bit 0.
According to the experimental result, the proposed
method is robust against any kind of distortion as
stated above.

The last experiment was performed to compare the
umperceptibility of the proposed method with the
images embedded by the normal spread spectrum
method. The thousand original images used in the first
experiment were embedded the watermark pattern with
the proposed method and also embedded with the
spread spectrum method with the watermark power
factor of 3. Hundred volunteers were asked to compare
the original images with the embedded images and
then select method that give the best imperceptibility
property. According to this experiment, 87 volunteers
preferred the proposed method, 10 volunteers preferred
the normal spread spectrum method and the others 3
volunteers didn’t prefer any method.



Figure 4. Divided area for the experiment
5. Conclusion

In this paper, a content-based watermarking
technique using alpha channel has been-described. The
salient edges were extracted from the original images.
To embed the watermark, the color of every pixel on
the extracted edge was modified to be a new color
calculated by color blending function with pre-defined
alpha value. To avoid the problem about the different
of extracted edge from the original image and distorted
image, we used the global detection by calculating the
average alpha value and then used that value as a
criterion of detection scheme. From the experimental
result, the false alarm rate of detection depends on the
range of pre-defied alpha value.

Table 2. The detection rate using cropped images

Table 4. The detection rate using compression images

Quality of compression Detection rate
image
100% 100.00%
90% 100.00%
80% 99.33%
70% 98.77%
60% 97.55%

Table 5. The detection rate using brightness
adjustment images

Value of adjustment Detection rate
=2 100.00%
S5 99.33%
+10 98.00%
-2 100.00%
-3 98.77%
-10 97.88%

Percentage of cropping Detection rate
10% 100.00%
15% 100.00%
20% 100.00%
25% 100.00%
30% 98.77%
35% 96.77%

Table 3. The detection rate using random row and
column removed images

Percentage of row and Detection rate

column removing
5% 100.00%
10% 100.00%
15% 100.00%
20% 99.11%
25% 98.22%
30% 97.55%
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