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Abstract
Project Title Security Models for Digital Content

This research is subsidized by the national budget.

Fiscal year: 2009'(Bht. 620,000)

Research period: 1 year, from October 2009 to September 2010

Researcher: Assoc. Prof. Dr. Chantana Viriyavejakul

Office: Department of Industrial Education, the Faculty of Industrial Education,

King Mongkut’s Institute of Technology Ladkrabang,
Chalongkrung Road, Ladkrabang district, Bangkok 10520
Tel. 0-2329-8000-99 ext. 6061 Fax: 0-2326-4511

E-mail: kmchanta@kmitl.ac.th

This research aims to 1) study the concept of security models for digital content, 2) present the

security models for digital content, and 3) invent practical password creating devices.

The research results show that 1) As for the concept of security models for digital content, it is
found that personnel give importance to the speed in accessing the content and the response to the
demand of information users in organizations at the average of 3.87 which is considered high.
Next, the importance is given to the organization with systematic plans for the security of
information at 3.75% which is also considered high. The organizations establishing agencies to
provide security of information and the organizations preparing security management systems are
given importance at the average of 3.65 and 3.60, respectively, which are considered high. As for
those in the middle at the average of 3.18 are the organizations eliminating threats from many
sources. 2) The security model for digital content is like a key to access a computer as the user
wishes while others cannot use it. 3) As to the inventing of practical password creating devices,
two devices are invented: software and hardware; to support the security of digital content. First,
programs from a thumb drive need to be installed. Then, the computer owner set up a password in
the computer and creates a key to access it. When a spare key with a password is created in the
thumb drive, the computer owner can use the thumb drive as the key to access the computer while
others cannot do so. If the owner wants others to access his or her computer, he or she must create

a key, by using the thumb drive, for the ones allowed by him or her. The owner can change the

password the next time if he or she wants to.
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(Communications and operations management)
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procedures and responsibilities)
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procedures)
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UsguIana I sauNA (Change management)
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3. mstisvihiinnuiufiase (Segregation of duties)
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2.3.6.2 MIUITMITIAMINIIRUINIVLIHUIBNUMBUBN (Third party service

delivery management )
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2. Msas9dounts IMusn1591AMINe9IUN1010A (Momitoring  and

review of third party services)
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3. mivsmsvamsmsilasunlaslunsIMusn1s (Managing changes to

third party services)
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2.3.6.3 MINWHUUAZNIATIVTUNTNGINTA15AUNA (System planning and

acceptance)
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1. M3 NWHUANUABININSHOINT AT AUMSA (Capacity management)
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2.3.6.4 mstleanulsunsuinlitszasaa (Protection against malicious and

mobile code)
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aoiii hirlszeana
15 msﬂmﬁuiﬂmniuﬁ'lijﬂixmﬁﬁ (Controls against malicious code)
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2. MatloanuTisunsuyiiananiid (Controls against mobile code)
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2.3.6.5 M3d1509901a (Back-up)
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1. m3d1503903ya (Information back-up)
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(Network security management)

= s A @ A 4{ P LY
fiyalszaenmatiosdumsmumavuiniediouas Inssadeiufimivayuns

NIUVDUAT DY

1. 11ATNSNIAUATEVIY (Network controls)
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2. ANiunavafsd S uUTMISIATU Y (Security of network services)
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2.3.6.7 midamsaefilylumsiiufindeya (Media handling)
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L. nsusviianisderunindoyanannsamaoudio’ld (Management

of removable media)
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2. msfdadoiiiiindeya (Disposal of media)
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procedures)
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2.3.6.8 m3tani/asuarsauma (Exchange of information)
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(Information exchange policies and procedures)
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@ Y v -y v v 4 o & g
(MmnaumsaumALaziaminaugins) delesiudeiuiindoya
nnmsiihdaTauhildSvoyapanis i nuiaagilssasd wazmsilidoyafaniudonoly
[ v
seninddoyariueen lihionedns
1 ad a - 9
4. ﬂ'l'iﬁsﬁsjlﬂﬂ’:lmﬂnmﬁﬂﬂiﬂuﬂﬁ(Electromc messaging)
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5. SEVVMIATUNANIGSN IO 19afd (Business information systems)
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(Electronic commerce services)
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1. mimmwatanmaunﬁ (Electronic commerce)
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2. M3ganssueeulail (On-line transactions)
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3. M AUNANIINTINOUNT 0ONFA151504¢ (Publicly available information)
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2.3.6.10 mathsz Tamaduaniunsasase (Monitoring)
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2. MIATNTOUMI1FUsZUY (Monitoring system use)
o 9 v ° Yt n’: awva &
(amnaumsaume) assmmualvidduseul§iia iWensrvaeums
Y v da 1 o a & {AA A aa J A [
lFnuninddumsaumeeesdwaue o1 g NiFIRaLnanayunTely
o o ( . -
3. msﬁaanui’fagauuﬁnmqmm (Protection of log information)
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(Administrator and operator logs)
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You are Administrator. So you have

Admin
~_ or User ?

You are User and want to use a program,
“LoginUSBDrive.exe”.

Make sure that, your thumb drive already
NS have a Password File which to log on in
your computer

authentication to create a Password File by
double click program:

“LoginUSBDrivePWDGenerator.exe™

v

Copy your Password File |- No
“LoginUSBDriveFile.lud
” into your Thumb Drive

Already have
Password File? G

Double click
program
“LoginUSBDrive.ex

Insert your thumb drive that has a

— 5| Password File q
“LoginUSBDriveFile.lud”

1

£

BRSNS

Waiting about 5 seconds to Log on
in your computer.

Your computer was [.og on ... a

Yes [ want to Log off. Remove your
thumb drive and wait a second. Your
computer will logging off.

v

Yes

Do you
want to
[Log on?

No
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How to Generate Password File

1. Double Click on “LoginUSBDrivePWDGenerator exe”

2. Program will generate your Password File

Creat iris_; Messages...
Encryption Messages...
Creating Password File...

Complete
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3. See your Password File Detail

Creating Messages...
Encryption Messages...
Creating Password File...

Login USB Drive Password Generateor

s Directory of files path 0ginUSBDrive\LoginUSBDrive_File\Loginl
SBDriveFile.lud

Created on : 1,3/2553 108:33:32
Created by User Name : w»bus.sk
Created by Host Name : RBUS

Press any key....

4. Meaning of your detail file
i T]Directory of files path : D:\nyf
DriveFile.lud ;

ZjCreated on : 1/3/2553 18:33:32
rbus.sk

reated by User Nane :
reated by Host Name : RBUS

(1) Path of your Password File
(2) Date time of your Password File
(3) User Name of your Password File

(4) Host Name of your Password File

5. See your Password File which name as “LoginUSBDriveFile.lud”

Lot

LoginUSBDrivePWDGe...

Ak
SRRk
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LoginUSBDrive User Guide
1. Generate a Password File, see “How to Generate Password File” topic.

2. Copy your Password File, “LoginUSBDriveFile.lud”, into your Thumb Drive.

Password File

Program File

Login with USB Drive

5. Insert your thumb drive that has a Password File, * LoginUSBDriveFile.lud”.

6. Waiting for 5 seconds.

7. Your Computer will be Logging on.

Lo—grirn wit—h USé Dr—i;e

8. Remove your thumb drive when you want to log off.
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(Clark, 2000)

You are Adnunistrator. So vou have
autheatication 1o create a Password
File by double click program:
“LogainUSBDuve P DGene: 1:0r axa™

!

!

X
Copy your Password Tile
“LozinUSBDrnveFile lud”
ato yeur Thumb Drive

i

Double click program
“LezialUSBDuve exe™

You are User and want to use a
program, “LeginUSBDrive exe™
Make sure that, vour thumb drive
already have a Password File which to
leg ca in your conwuter

PN A

e

—

-
Already have T~

Passwerd ) /

. ile?

Yes

— e )
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Inzest vour thumb deive that has a Passwerd File
“LegnUSBDriveFle hud”

T
A4

Waiting about § second: to Log on in VOUr conouter.

L

Your conppurer was Loz on ..

No

.-"'\-‘
,--'/'. ------ -~
" Dovouwantto T
:

Yes Iwant to Loz off Remove vour thumb drive and wait a
second. Your conputer will logging off.

¥

o

— \“""--.
Yes "
-l Da vouwant to
) Logen?
Sy Wi

"'\-._’/

M

(L End D

How to Generate Password File

1. Doubiz Click on ‘LoginUSELn eF A DGaneratar sxs'

o

Le@gruSBhn e WhGeree
Hie g

e

A

g

e

2. Progran® will generatz your Passverd F le

Lreating Meccagoses .
Encryption Messages...
H File...
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2. See your Password File Detai

veatisy Paaswcd Fila.
oy late

4. Meaning of your detal fie

i1Directory of files path 3 Din
brivoFils. Tud v 4

<Croated on t 1/3/2553 10133132
ZiCreated by User Nane 2 rbus.sk
ZCreated by Host Nane 3 REUS

N YA 0

{1)Path of your Passwo-d File
(2} Dae tims of your Password File
{3} User Name of your Passacre Fre
4y Host lvame of your Password File
5. See your Passwors Fiie which name as ‘LoginUSBDriver|

e ud

B st ST

Logr b el men Wi Ge
.

LoginUSBDrive User Guide

|. Generate a Password File, see *How: to Generate Password File” topic.
2. Copy your Password File, "Loqu L33 CniveF le.ue”, into your Thumb Drive.

N f
7 [ 2
. & Password File

e &
LoonUZEDr el to0pd |

R e o

3. Double click program; “_agrUS3Drive exa!

- ‘ Program Fils
ﬁ_‘

[ P
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4. Your Computer will be Logging off.

Login Qx{l. USE Drive

Lo off..

5. Insert your thumb drive that has a Password File, "LoginUS3DrveFile.lud”

5. Waiting for 5 seconds.
7. Your Computer will be Logging on.

Loy Dn...

8. Remove your thumb drive ‘whan you vant to log off.

Thank you

Chantana Viriyavejakul ::
KMITL Bkk, Thailand 10520 Y )
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Preface

Welcome to E-Learn 2010 in Orlanda, Florida; World Conference on E-Learning in Corporate, Government,
Healthcare & Higher Education. If this is your first trip to Orlando, we hope you learn intensively during the day and get
a chance to explore the city and surrounding area at night as well as on the weekend. There is much to see and experi-
ence. We also hope you jain in engaging conversations about e-learning in all sectors of the field.

E-learning has mushroomed during the past decade. As evidence, there are dozens of papers at this conference which
document what is happening across the education and training areas. Each presentation shauld help you report to your
colleagues on the state of e-learning around the waorld. They will alsn hint at next steps in the evolution of this field. If
you are presenting this week, we thank you for your participation. As you will see, the Association for the Advancement
of Computing in Education (AACE) cantinues ta reveal its dedication to a substantive and worlchvide conversation,
analysis, and discussion about e-Learning

This conference provides a unique multi-disciplinary farum for Government, Healthcare, Education, and Business pro-
fessionals to discuss and exchange the latest research, develapment, applications, issues, and strategies, to explore new
technolagies, and to identify solutions for today’s challenges related to e-learning and distance learning.

E-Learn continues to grow and expand in the field of distance education and e-Learning as the Intemet and the \veb
are altering the way that information and knowledga is constructed, managed and shared. All of which are having a
deep impact on the way leaming takes place and is delivered. This poses a number of challenges and tasks that enrich,
widen, and deepen our discussion and analysis abaut teaching and learning with technologies.

We invite you to join us in this inspiring canversation. This discussion is about how e-Leaning and distance education
is changing our work and practices, but it is also about hoy this community of students, researchers, and practitioners
<an contribute through teaching, research. and experience ta establish a mare salid-and robust basis and frameswaork for
distance leaming. We are sure that E-Learn 2010 will be a splendid opportunity for this purpose by sharing the work
and thoughts of hundreds of colleagues from all over the world through keynotes, invited talks, papers, panels, pasters,

and, of course, over a cup of tea, coffee, ar an enjoyable lunch. Thus, E-Leamn invites you ta learn and contribute and
also to establish an enriching conversation and discussion. .

E-Learn 2010 will be a stimulating event. This year 693 papers were submitted and 414 were accepted. They are
included in the conference proceedings available on the EdITLb Digital Library (http-/EdITLib org) and alsa in the print-
ed boak of praceedings (http:/faace arg/baokshelf htmy. From the accepted papers representing authors from 48 coun-
tries, several papers were nominated as autstanding papers for this conference. These submissions received an additional

round of reviews by the Steering Committee and four of these papers were selected as the Outstanding Papers
Congratulations to all of them!

\We look forward to meeting you during the conference. If you have any questions about the schedule or events, just
ask us or ane of the AACE staff There are ahvays pecple an duty at the reception area to answer your questions. That is
what makes AACE conferences so great—the peoplel We hope that you will make many new friends during the week
and that some of these new friends become research team members, grant callaborators, or praject partners. Of course,
e expect to hear about the results of those new collaborations at the E-Learn Conference 2011 in Honolulu, Hawaii,
Octaber 17 - 21. But for now, spend your time enjaying E-Learn 2010 in this stimulating city.

Finally, as Ca-Chairs, we would like to thank all the AACE staff and volunteers on the E-Learn Program Committee
who have worked intensively preparing and delivering this excellent conference experience. Thanks again for contribut-
ing to and participating in the 2010 E-Learn Conference.

\We loak forward to seeing you again nextyaar at E-Learn 2011 in Hanoluly, Hawaii; Oct. 17-21_ For more informa-
tion, check aut the AACE \vebsite during the conference as well as this upcoming year:
http:/imavw.aace argiconfieleamn;

Goad luck and have a great learning experience!

E-Learn 2010 Program Chalrs: jaime Sanchez, University of Chile, CHILE
ke Zhang, Wayne State University, USA
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Abstract: This research aims to 1) study the concept of security models for digital
content, 2) present the security models for digital content, and 3) invent practical
password creating devices. The research results show that 1) As for the concept of
security models for digital content, it is found that personnel give importance to the speed
in accessing the content and the response to the demand of information users in
organizations at the average of 3.87 which is considered high. Next, the importance is
given to the organization with systematic plans for the security of information at 3.75%
which is also considered high. The organizations establishing agencies to provide security
of information and the organizations preparing security management systems are given
importance at the average of 3.65 and 3.60, respectively, which are considered high. As
for those in the middle at the average of 3.18 are the organizations eliminating threats
from many sources. 2) The security model for digital content is like a key to access a
computer as the user wishes while others cannot use it. 3) As to the inventing of practical
password creating devices, two devices are invented: software and hardware; to support
the security of digital content. First, programs from a thumb drive need to be installed.
Then, the computer owner set up a password in the computer and creates a key to access
it. When a spare key with a password is created in the thumb drive, the computer owner
can use the thumb drive as the key to access the computer while others cannot do so. If
the owner wants others to access his or her computer, he or she must create a key, by
using the thumb drive, for the ones allowed by him or her. The owner can change the
password the next time if he or she wants to.

Introduction

The meaning of information technology  covers information  systems, computer systems,
telecommunication technology, the ethical and social issues related to computers, and the effect resulting
from the use of information technology in a society. Information technology is a tool and techniques to
collect, process, use, transmit, and receive data. These tools and equipment include computers: both
software and hardware, office equipment, and telecommunication equipment. The word “information” in
Thai is “Sara sonthet.” It is composed of “Sara” which means words or content and “sonthet” which means
to express, to tell, or to inform. Therefore, “Sara sonthet” means news or informing news. “Sara sonthet
technology” in Thai is derived from Information Technology, which is abbreviated as IT. It means to
search for information through computer network systems.

While using computer network system or the Internet, staff may be ignorant or careless about the
security of their digital content because their organization does not give importance to training its staff
about the technology system of content’s security in the organization. Therefore, most computer users have
problem in using computers, such as virus accompanying e-mails, junk mail, hacking information for
personal benefits, installing files through web sites, etc., all of which may cause damage to the IT
infrastructure of the organization. This organizational problems may also cause international problems.

Digital content in digital media usually include messages, graphics, animation, video, etc. Based
on the progress in computers, content in this media is transformed and connected for easy use. Digital
media include training CDs, presentation CDs, and CDs/DVDs.

Therefore, the arrangement for the security system of digital content by studying new technology
in network system and the content safety technology, and model presentation can be a solution to this
problem.

A model shows how to systematize thoughts about reality by making it easy to understand the
main features. (Suwit Areekul,1978). This may be done by abridge or imitate the relationship of a
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phenomenon in the world of reality. Its aim is to make thinking system easy and more organized. Finally,
the main features of that phenomenon can be understood.

The invention of practical password creating devices is a tool innovation to be used with
computers. It is very useful for computer users. And this is the purpose of this research.

The Study
Research objectives

1) Study the concept of security models for digital content
2) Present the security models for digital content
3) Invent practical password creating devices

The scope of the research project

1) The security model for digital content which is invented is used in software business only.
2) The password creating devices can be worked with computers in the organization only.

Theories, hypotheses (if there is any) and conceptual frames of the research project

In this research, procedural models are used. They are based on the system which includes input,
processes, output and feedback. Instructional Model is usually designed in the system which, according to
Clark (1996), is composed of input, processes, output, and feedback as its base for improvement. When it is
used to develop Instructional Model, ADDIE’s model (Clark, 1996) is mostly followed. This is because it is
composed of systematic designs which are practical. Moreover, it is well recognized that it can be practiced
in all kinds of learning (Cal state fullerton, 2000). Therefore, it is the basic model in developing all kinds of
instructional models. Clark (2000) proposed the concept in Instructional Model based on ADDIE’s
direction by adjusting it to be spiral activities which are dynamic or changing all the time. It focuses on the
importance of evaluation and improvement according to the feedback in every step and every period of the
operation to collect detailed data for evaluation and improvement of operation as shown in Picture 1.

Picture 1 shows the process in Instructional Model

> analysis
T r
practice evaluation ' o 4
‘ v t
development <

(Clark, 2000)

Samples in the research

The sample is classified into 2 groups: the experts in security system for digital content and the
experts in design.
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The tools used in the research

Parti:  the open-end questionnaire to be used in the interview in round 1, 2, and 3.

Part2:  the evaluation to certify the prototype of the model to improve its security system for
digital content.

Parts:  the evaluation of the prototype of password creating devices for computer work.
Research implementation

[ divide the research implementation into 4 steps:

1. Developing the security models for digital content

2. Certifying the security models for digital content

3. Improving the security models for digital content

4. Developing password creating devices for computer work

Related literature review (information)

This research studies only digital content for software business which includes 10 kinds of work as

follows:

1) Animation, Cartoon & Characters

2) Computer-generated Imagery (CGI)

3) Web- based Application

4) Interactive Application

5) Games

6)  Wireless location-Based Services Content

7) Visual Effects

8) Multimedia Video Conferencing applications

9) E-learning content via Broadband and Multimedia

10) CAI (Computer-Aided Instruction)

Findings

[ 'would like to present the research finding from objective 3: to invent practical password creating
devices. The password creating devices is invented by Visual Studio program. Then, it is put in a USB
drive and on the desktop of the users. The working principle of the program is to link and lock the input
and output of all systems at the main board. Therefore, it cannot work. This can be illustrated in the picture.



You are Administrator. So you
have authentication to create a
Password File by double click

program:

S e e P e
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Yes

v

Do you want
to Log off'?

computer will logging off.

Yes [ want to Log oft,
Remove your thumb drive
and wait a second. Your

T ._+ S T e e

Do you want
to [.oo on? e

How to Generate Password File

You are User and want to use a program,
“LoginUSBDrive.exe™.
| — Admin or Make sure that, your thumb drive already
J User ? have a Password File which to log on in
i your computer
"**‘:‘"“”"" U W L G 1 SRR T
Copy your Password File
“LoginUSBDriveFile.lud”
int 5 ¢ Th " bLD = i No Already have
*30 yourfhumb Dyave 7 Password File?
Double click program , Yes
“LoginUSBDrive exe” R
Insert your thumb drive
that has a Password File
A A — 2y QLT s e %
LoginUSBDriveFile.lud
Waiting about 5 seconds to
Log on in your computer. i
Your computer was [og o
on




1. Double Click on “LoginUSBDriveP W DGenerator.exe”

LoginUSBOrivePWDGener |
ator.exe 2

Creating Messages...
Encryption Messages...
Creating Password File...
Conplete...

3. See your Password File Detail

= D:\myJobs_LoginUSBDriveVLoginUSBDrive File\LoginUSBDrivePWDGenerator.exe

Creating Messages...
Encryption Messages...
Creating Password Pile...
Complete...

Login USB Drive Password Generateor
Directory of files path : D yJobs_LoginUSBDrive\LoginUSBDrive_File\Loginl
SBDriveFile.lud
Created on : 1/3/2553 18:33:32

Created by User Nane : rbus.sk

Created by Host Nane RBUS

Press any key....

4. Meaning of your detail file

{1)Directory of files path = D:\nyf
DriveFile.lud $

{2)Created on : 1/3/2553 18:33:32

jCreated by User Name : »rbus.sk

iCreated by Host Nanme

W

RBUS

(1) Path of your Password File

(2) Date time of your Password File
(3) User Name of your Password File
(4) Host Name of your Password File



5. See your Password File which name as “LoginUSBDriveFile.lud”
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LoginUSBDrive User Guide

1. Generate a Password File, see “How to Generate Password File” topic.
2. Copy your Password File, “LoginUSBDriveFile.lud”, into your Thumb Drive.

Password File

3. Double click program, “l.oginUSBDrive.cxe”.

Program File

5. Insert your thumb drive that has a Password File, “LoginUSBDriveFile.lud”.
6. Waiting for 5 seconds.
7. Your Computer WINpe Egaging -

Login with USB Drive

8. Remove your thumb drive when you want to log off.
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