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Abstract

Security of an RFID data confidentiality and user authentication depends on a cryptography algorithm
used in the system. The security of the well-known Mifare Classic RFID is based on the closure of its
cryptography algorithm. Traditional brute-force attack on its 48 bits key was once impractical. Recently,
Graphics Processing Unit (GPU) based computing has been employed to parallel processing and increase
traditional processing performance. This paper presents comparative results of using CPU and using GPU
to find a correct key using a brute force attack and using an attack on the cryptography algorithm. The
experimental results clearly show the improvement of the attack performance by the magnitude of 51.47
when using the brute force method and 76.01 when attacking on the cryptography algorithm.

Keywords : Graphics Processing Unit, Crypto-1 algorithm, RFID
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