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ABSTRACT

This paper introduces cSysGuard, a cutting-edge framework bolsters monitoring capabilities within
stateless cloud computing environments. cSysGuard addresses the significant challenges of
varying workloads, often leading to service disruptions due to inadequate resource allocation. The
core of cSysGuard's methodology is an ensemble regression model utilizing a stacking approach
to predict server key performance indicators alongside a classification model that evaluates
system health based on these predictions to identify potential failures preemptively. Comparative
analyses reveal that cSysGuard outperforms conventional monitoring models, including statistical
and machine learning approaches, with predictive accuracy improvements ranging from close to
parity to a remarkable 2.28-fold, depending on the metric. Furthermore, the system's health
assessment capabilities, enhanced by Decision Trees with fine-tuned hyperparameters, achieved
a macro-averaged F1 score of 89.79%. The findings of this study offer valuable insights into both
the theoretical and practical realms of server monitoring, showcasing a robust solution for

addressing the dynamic complexities of cloud infrastructure management.
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2.3.4 Ensemble Stacking Models
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3.1.2 M3s1ansuenwaiady (Application Simulation)
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CPU Request
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Outbound Bandwidth
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Response Time
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v o

paun sruuandunisulasyatayaiiia dngunuudeyalivangaud msunisinlunawazns

a 6 ! J -QII Y s v d‘ LY d‘ d‘ k4 a L3
AAsrgiludlusall m197199 3.1 LLﬁ@QNaaWﬁ‘Uaﬂﬂ’ﬁLLUaﬂ“U@MaWQﬂ‘Ui‘UL‘U’ﬁEJ‘LJLWEJGLGUﬂ'ﬁ']Lﬂi?%‘ﬁsﬂaﬂ

Y

Tuwa szuulauUasdveves CPU wagntheaudliogsu Normalization iiadsauuudinvianduag
ganilu Megabyte Aa3undi (MB/s) waziiameuaussvasivelnawdsidufiadiuni (ms) egrslsfiniy
szuulliasunuanifveansigsnssusieiufidsgauivuldoglusuuvuifn viefign szuulduvas
amumaqLLaﬂwam%"umﬂ%aLauﬁﬂu'gmwu%’amm (Healthy ey Unhealthy) iﬂLﬂugﬂLmuﬁaLaw%

Binary Ine/l¥ Healthy 18 0 wag Unhealthy Ju 1 Joiilvinisimsignuesunadieduy

A ¥ % ail’lv a a b2 Y a T
M131N 3.1 sqﬂsuayuaLLanaﬂmmmJizamﬂmwsamuamuwmiwﬂu 60 UM

fve CPU A0 Waddanuud | waddauuud | nsvhgsnssn | Lamevdauss anug
(normalized) | yiaemmsn | Aevivndn Amvivieen Ao YoiA1velnY (binary)
(normalized) (e MB/s) (ikae: MB/s) \ay
(ydag: ms)

0.112 0.506 2870 2630 24 1890 0
0.142 0.545 5810 5050 2.2 1370 0
0.122 0.54 10600 9090 2.2 924 0
0.074 0.532 2430 2200 1.6 1970 0
0.116 0.551 5990 6020 3 2370 1
0.096 0.535 3660 3670 3.2 2920 1
0.136 0.555 7990 6650 2.4 3390 0
0.144 0.532 9030 7820 3 766 0
0.118 0.539 6340 5650 2 3200 0
0.084 0.535 2990 2730 3.4 3800 1
0.082 0.541 2180 1990 34 3250 1
0.136 0.566 5180 4790 18 1980 0

FaN SEUVITANHUNIZUIUNITAand g adTunIU (Noise Reduction) A2867n589AINA AN
Butterworth Liteanauliidenndesvastoya JUN 3.9 - 3.12 uanfianansenuvednsan Noise SUNIU
TngmsiUSeuiigun1sviungsig RMSE vasdliiaa RNN, LSTM, GRU wag ARIMA lagldtoyagatiuy tu

g v A o v a ayy a o 44 U say v v
ﬂﬂ@ﬁﬂayjaﬂmqumqﬂi@\‘iLLagﬂJ@NUa@IUVlVLﬂiJ']‘U']ﬂLL@TJWﬁLﬂ%uWLﬂULﬂqﬂﬂqﬂiﬂﬂmiﬂ ‘U']ﬂNaaWﬁ‘Vll@LLaﬂﬂiVi
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wiudensiiiudsgavsnmlumsiuneildsudeyaiiunisldinges Tuiedian ssuvasndauaziivyn

veyafuuazdeyafilasumsusuusdhiadugudeyaioirluldlunmsinseilueuandaly

[RNN] RMSE without Butterworth: 0.051, with Butterworth: 0.044

CPU Request

nan

e \NfithOUt Butterworth = ssse==\Vith Butterworth ~ Actual Value

< ~ = v a o i o a o
JUN 3.9 nstUSeuiigy RMSE ved RNN Taelddeuaiilibiuwasrinudansesranudish Butterworth

[LSTM] RMSE without Butterworth: 0.052, with Butterworth: 0.047

0.25

CPU Request

nan

emsme \Without Butterworth — sss=e\Vith Butterworth Actual Value

o = = vy a1 ' o a o
?:UVI 3.10 n1sidseuey RMSE 9499 LSTM Iﬂﬁi?m@llﬂﬁmlﬂm’luuagN’]um')ﬂi@ﬂﬂ?quﬂ(ﬂ’] Butterworth
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[GRU] RMSE without Butterworth: 0.052, with Butterworth: 0.045
0.25

0.2
0.15

0.1

CPU Request

0.05

IR0

s \Nithout Butterworth . ‘s====With Butterworth Actual Value

A = a v a o ' Y Ao
zﬂ'ﬂ 3.11 msidseumeu RMSE 989 GRU IﬂEJQ’LGUGU@;JUaV]bLﬁJN']ULLagNflumjﬂiaQﬂfnuﬂmq Butterworth

[ARIMA] RMSE without Butterworth: 0.056, with Butterworth: 0.051
025 ek R Cenemn —— =
0.2

0.15

0.1

CPU Request

0.05

I

wen Without Butterworth | == With Butterworth ~+ - Actual Value

Ul 3.12 mswSeuiiou RMSE ves ARIMA lnglddetailalinuazrnuminsesanufish Butterworth
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] a s =2 .
A3 4.1 w5swesnlglunisiln Deep Leaming

w5 fies Ammsfimedild A fiesnaulsu
Epochs 50 1
Batch Sizes 32 none

Shuffle true
Validation Split 0.0

Validation Steps none

Validation Batch Size none
Validation Frequency 1
Initial Epoch 0

Steps Per Epoch none

Class Weight none

Sample Weight none

4.2 $useiu Level-1 Tuina
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4.3 Fusimadndnsvinuneg (Weight Aggregation)
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PV = | PEpp1  PEgpy -+ PEpp: (4.2)
PEppp ¢ PEpgy Vi "PEppy
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noUsrasail nuddelaidenusazlunaaindu Level-0 uag Level-1 iiloUsulunanisilinesnigls
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W3 Tnnasluwaiauiesa Ineauddelagaiun1suiuusa Recurrent Neural Network (RNN) wag
Random Forest §a.dulannaain Level -0 wag Level-1 muddiu lnawiunisvinuedive CPU Tumisng
4.2 wow 4.3 Ifseyveuiintesms finestesusarluaaiinidelftivuall Tneudazinsfimetuas
namoUsEaNsnmAsyungvesluma wisadlimesues RNN 3z Usgnauluaasesausynaulunisdn
Iﬂiqa%’wﬂ’ayja (Observation Steps) lastas13lutna (Learning Rate, Number of Neurons, and
Activation Functions) kagAimsiniaiaa (Epochs and Batch Size) tagd1msunisnilinesvas Random
Forest fiftansautbonn sruauduldl (Estimators), anudnvessiulsl (Max Depth), Frethatusdmiunis
WUd (Min Sample Split), et stuasaly (Min Sample Leaf), 912U Feature qaqmﬁﬁmimﬁm%’u
N134U9 Node (Max Features), 9u3ugsantulu Node (Max-leaf Nodes), ANnNsanastusvenallsl
u3an3 (Min Impurity Decrease), 1311528819 Bootstrap hazHedduii l9namnmveanITuU
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M99 4.2 92998911510M 5 luN1SUSUBAY Recurrent Neural Networks Tunnsvinunennsta CPU

M50Mes

Y 1UVBIANNTISTLHBSNYINNTNAADS

Observation Steps
Learning Rate
Number of Neurons in Layer 1
Number of Neurons in Layer 2
Activation Functions in Layer 1
Activation Functions in Layer 2
Epochs
Batch Size

5-10
0.001 - 0.1
2-80
2-80
Rel.u, Tanh, Sigmoid
Rel.u, Tanh, Sigmoid
10 - 150
16 - 64

d 1 a v 1 o $ 7
A5 4.3 9299891151 Tma5hNISUTULAY Random Forest Tunssinuienists CPU

W5 0mes

Y1VBIANNISLHBSNYINNISNAADY

Number of Estimators
Max Depth
Min Sample Split
Min Sample Leaf
Max Features
Max Leaf Nodes
Min Impurity Decrease
Bootstrap

Criterion

10 - 1000
3-30
2-20
1-20

Auto, Sqrt, Log2

10 - 1000

0-0.1
True, False

Squared Error, Absolute Error, Poisson, Friedman MSE
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uATeilddnassiazdonun 5 luwariionyiunsaauzveadivined tufife Decision Trees,
Support Vector Machine, K-Nearest Neighbors, Logistic Regression tag Neural Networks laglaiaa
e isudus eI Tne SSNEUT Scikitlearn way TensorFlow Trundeswsy uayviassadiavos Neural
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AADANIZUIUNIIATIvEOU Tuaw3dell Winaddl F1 Score getignazilulumaigniden usazlumaszgn

[

AMUUAMINEUNTS (5.1), (5.2) wag (5.3) 9l

Precisionpeqtny + Precisionyppeaitny

Precisiongero = 5 (5.1)
Recall + Recall
Recallmacro _ healthy - unhealthy (5.2)
Precision X Recall
F1-Scorempero = 2 X e e (5.3)

Precisionygcro + Recall pacro

5.3 mMsusuusislaaswisiwes

lumadnuunUsziavigniaenaglanisuivimemisiineslngnudinig Bayesian Optimization
Waliiuanuandnsolunsiuglidiiuyateyavesiveillaogsivsedntnm nuddellasnaasy
Y39909ANI Mo INe AL 1 Score gedn nTruIUMSUYIElvsIETNTaLNA NN UE1D9

TuwaskazUsuluwaliamgiangasivyndoyaliog1aiivsyansamasan

M13097 5.1 uanedenwasndiimesves Decision Trees (Uulinaaiiinaffign) N91u3deladnw
IngazUsznoulumeanudnuesdu (Max Depth), Megnausilunisuudiazsiolu (Min Sample Split &
Min Sample Leaf), ﬁﬂﬁsﬁjum‘fﬁﬂﬂmﬂmmmﬂﬂ (Criterion), 971471 Feature a9an (Max Features),

Puulugegn (Max-leaf Nodes) lagAnanastuiivetmaubiusagvs (Min Impurity Decrease)

4‘ 1 a s o U [ 1 .. o acs s
19799 5.1 “U'N“UEN‘WWTHJL@@ﬂmﬂ@ﬁﬂﬂ‘ﬁi‘UﬂﬂiﬂiULLGN Decision Trees IUﬂﬂiVIWUWUﬁOWUSL“ﬁWL'}Eﬁ

WAees F1983A TR TN TVAaes
Max Depth 3-500
Min Samples Split 2-100
Min Samples Leaf 1-100
Criterion Gini, Entropy
Max Features None, Auto, Sqart, Log2
Max Leaf Nodes 10 - 1000
Min Impurity Decrease 0-5




37

|
unv 6

NAN15I9Y

[
[

unilaziauenanisAualvewide lneaseuraulufanisuseliunaveinisiuiedi¥in
Laran Uz 9Tz UUETHIe SNl lunanIe 9 Iuden1sviuIeaInddanisa (cSysGuard) BnAaey

dy av & Y o 4 a = = [y v sa ~ a a (4 a
wenanil muddeiladnavedeyaldadnineriurnadnsinuenieifiuyuuedlunsiinT e inaUseidiy

a 14
NAIY

6.1 MIVMNERTIUTEaE A YLl fnes

[
v

dugaeiazaSuigsvasBuananIsunasdlun1siunes

[

T9USLEANTANVDITLUULTSNLIBS T

= 1 1 (v 5 @ o 4 (v = = v 1 a I3
magaawmwwaﬂ u‘lJﬂﬂ'e]Naa‘Wﬁ‘Maﬂﬁ]']ﬂﬂ']iL‘lJiEJUWlEJ‘UIiILﬂﬁLLa%ﬂWiUiULL@NWWi’mLﬁ@ﬂam@ﬁ
6.1.1 MswWiguifisuluna

A5199 6.1 LansneUseansamlunisyiuievesddaniin- (cSysGuard) eawusguiisunuluimna

¥ '
= %

fugruiald Afienuannsadimianindudiulug og1edaiau Tnganizognedslunisiuienan

navauadlaulady NEFaN13n (cSysGuard) laus3aaunnweslsednsainis 2.28 windlawTeuiiey

bl o) U

AU ETS nsifsuiisulianansfsanuaiuisaNganiionin Deep Learning Taaan1y o) 1w GRU uag

LY

LSTM @egn3dnfululSesdssdnsamnisiunend lunisiuieuiisuilaguduisanuaiuisalunis

Y

Ysudluaniunisalinisvutemainssuvluaninuindeumaniannainualeleiduss 19

wnlundtil §UN 6.1-6.6 wansdanan1svirelugduuunsvvesBdanisa (cSysGuard) wae

(%
Y [

lumaitugiuigniuviueiudigineg 4 egussass lnsusavlunaszusznaulusie GRU, LSTM,
RNN, ARIMA 1ag CNN 21nns17 wanaliiiiu ts1muinddannsa (cSysGuard) duliuanisyituiefdl
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(¥de: ms)

cSG GRU | LSTM | RNN | CNN | ARIMA | SARIMA | TCN | ETS
Ave CPU 0.0479 | 0.0492 | 0.0501 | 0.0480 | 0.0525 | 0.0682 | 0.0772 | 0.058
(normalized)
AYBNUIAIND 0.0149 | 0.0152 | 0.0155 | 0.0149 | 0.0159 | 0.0228
(normalized)
Windsawuumasiend 2778 | 2795 | 2827 | 2787 |-2897 | 3658 3070
(W28: MB/s)
wWindsauuumiavianesn | 2368 | 2388 | 2416 | 2368 | 2471 | 3122 2632
(Wae: MB/s)
nsYingInssusieId 0.6348 | 0.6405| 0.6459 | 0.6364 | 0.6737-{-0.8338 | 0.8313 | 0.707
LIANMDUAUDIVDIANYD 640 649 666 642 742 1049 848 1460
Tneiade
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6.2.1 MsUsuusalaasnsniimes

M13197 6.2 kag 6.3 Lansdansdiwasivangaungadiniu RNN wag Random Forest luns

iwnenisld CPU Tuvazifeadu an5199 6.4 uanadsuszaninmvasusaslunailasunisusulsan
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TdUsE AT WYeITAANIA (cSysGuard) Bnede waansiusltawansznukuungsy N13UTulse

drulsenauniievesssuvamalniuseans nmlagsuinau deinlmiutennudeulaswadumanielu
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d a s o/ ! - o ¥
A1TNN 6.2 Msdlimeingnuuussly RNN ielglunisihuiensly cpu

WFARDS FIreAINITRe TN TMAaes
Observation Steps 64
Learning Rate 0.001
Number of Neurons in Layer 1 49
Number of Neurons in Layer 2 55
Activation Functions in Layer 1 Relu
Activation Functions in Layer 2 Relu
Epochs 100
Batch Size 16

a N & Y] ' ~ ° Y]
A1INN 6.3 M3dnesngnUuusisly Random Forest tiglylunsvinuensly cPU

WARes Fravaei s nesfivininaaes
Number of Estimators 545
Max Depth 27
Min Sample Split 5
Min Sample Leaf 10
Max Features Auto
Max Leaf Nodes 13
Min Impurity Decrease 0.00035269496460264014
Bootstrap True
Criterion Friedman MSE
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A15NT 6.4 NMsSeuTieuUsEavis A RMSE 984 Recurrent Neural Networks (RNN), Random Forest

(RF) waz@daniin (cSysGuard) Tun1sld CPU

Recurrent Neural Random Forest cSysGuard
Networks
Base Performance 0.0480 0.0486 0.0479
Level-0: Tuned RNN 0.0470 0.0474 0.0469
Level-1: Tuned RF 0.0470 0.0470 0.0468
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Usgdnsnmwitieninlumaiugiudu 9 lnensussg F1 Score asaaluussanlanady o Ussansami
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Macro-ave Precision Macro-aveg Recall Macro-avg F1 Score
Decision Trees 0.8856 0.8802 0.8812
Support Vector Machine 0.8255 0.8231 0.8223
K-Nearest Neighbors 0.8372 0.7819 0.7736
Neural Networks 0.8515 0.8159 0.8060
Logistic Regression 0.8380 0.8380 0.8368
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v |
€ 1 A1

USULAIN5130L0e5maUseans nnwedluna tneNaawsuadiin Decision Trees AbASUNTSUSULAIT L
Usgdvamiiiudu InswansiiudanisusulaiiiuduegUssunas 1.56% T Precision, 1.66% lu

Recall way 1.67% lu F1 Score

2| A cal o ] - ° ac ¢
M1FNN 6.6 wwammaswgﬂﬂﬁmmﬂu Decision Trees Tun1syinungaauzstsuiies

W5 FrevasrInesivinimaaes

Max Depth 129
Min Samples Split 2
Min Samples Leaf 1

Criterion Gini

Max Features None

Max Leaf Nodes 637
Min Impurity Decrease 0

d a a dy . . Qll (% ! [ as 6
A13197 6.7 UszdviSamveslaeafiugiuiay Decision Trees Mignusunsislunisvinuwieaanuzi@sniies

Macro-avg Precision Macro-avg Recall Macro-avg F1 Score
Decision Trees 0.8856 0.8802 0.8812
Support Vector Machine 0.8255 0.8231 0.8223
K-Nearest Neighbors 0.8372 0.7819 0.7736
Neural Networks 0.8515 0.8159 0.8060
Logistic Regression 0.8380 0.8380 0.8368
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Single Meta-Model | Cloudinsight cSG-SA cSG-WA
(Mehmood et al.) (Kim et al.)

CPU Request (normalized) 0.06671 0.04913 0.04692 0.04690
Memory Request (normalized) 0.02159 0.01544 0.01495 0.01494
Inbound Bandwidth (MB/s) 4052.5 2887.43 2778.22 2777.58
Outbound Bandwidth (\MB/s) 3536.6 2462.86 2369.01 2368.72
TPS 0.9117 0.63771 0.63457 0.63479
Response Time (ms) 978.21 780.786 640.410 640.204
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6.4 NM3UTEEiunaINIINNUYEITEULERan1SA (cSysGuard)
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(nize: Junid) RNN GRU LSTM cSysGuard
LAINSYIUNY 0.382 0.362 1.061 2.366
nanmsuiuuRluea 74.29 132.40 141.84 152.55
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0.05 0.053 0.082
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Abstract—Cloud computing, revered for its extraordinary
scalability and elasticity, has revolutionized business operations
by providing flexible resource options based on demand. However,
this on-demand resource allocation poses distinct challenges. Due
to the fluid nature of resource allocation and load distribution in
the cloud, monitoring the health of servers using system metrics
becomes problematic. This complexity can lead to unexpected
server request failures and service interruptions due to resource
insufficiencies, highlighting the need for more effective monitor-
ing systems. Our research utilizes machine learning techniques
to predict cloud server health based on resource usage and
operational metrics, focusing specifically on stateless applications.
Our study reveals that a Logistic Regression model trained on
these system metrics delivers the most precise predictions. After
hyperparameter tuning, the model exhibited robust performance,
achieving a macro-averaged F1 Score of 97.7%. The paper
outlines our methodology, findings, and the potential of this
approach for cloud server health prediction.

Index Terms—cloud server failover, stateless application, ma-
chine learning, non-functional testing, predictive maintenance,
proactive system metrics, software engineering

L. INTRODUCTION

Due to its remarkable capabilities, cloud computing has be-
come a widespread infrastructure among industry and research
organizations in recent years. Its scalability and flexibility
allow for resource provisioning based on.demand, ensuring
optimal resource utilization and system performance with cost-
effectiveness. The elasticity characteristic [1] has particularly
captivated application developers, compelling them to migrate
their applications to cloud environments.

Real-world application workloads’ dynamic and unpre-
dictable nature necessitates flexible resource allocation to
maintain consistent server performance. However, the relation-
ship between resource allocation and application performance
is complex and frequently non-linear due to many influ-
encing factors, including application characteristics, server
configuration, and varying workload patterns. Consequently,
relying solely on resource utilization metrics to determine
the sufficiency of server resources can result in inaccuracy. It
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highlights the need for a more nuanced approach considering
multiple factors when determining server health.

This paper aims to predict server failures in cloud en-
vironments utilizing machine learning techniques anchored
on proactive system metrics. Our study centers on stateless
applications [2], a significant category of server applications
commonly used in microservices architecture [3]. By deeply
comprehending these metrics’ complex relationships and pat-
terns, we constructed a predictive model to ascertain server
sufficiency and potential failures.

Specifically, we gathered and used the system metrics to
train the model. After determining the optimal base model, we
assessed feature significance using feature importance, refined
its performance with hyperparameter tuning, and evaluated
the resulting enhancements. Furthermore, we investigated the
impact of feature scaling on the models’ performance and
discussed the potential bias arising from system configurations.

II. LITERATURE REVIEW

This section provides a comprehensive synthesis of cloud
computing backgrounds, reviews insights from prior studies,
and discusses the techniques utilized in our research.

A. Cloud Adaptation: Stateless to Machine Learning

Cloud computing revolutionized business operations by pro-
viding scalability, flexibility, and elasticity. Scalability allows
systems to adapt to growing workloads, flexibility facilitates
quick adaptations to workload changes, and elasticity ensures
automatic resource allocation based on demand. These form
the core of resource allocation strategies in cloud services,
allowing efficient handling of varying workloads [4].

In addition, stateless applications have become a key ele-
ment in cloud computing amidst changing business operations.
These applications do not store client data from one session to
another, treating each request as a standalone transaction [5].
Such a design allows stateless applications to seamlessly adapt
to the cloud’s dynamic and ever-changing resource demands,
ensuring efficient and reliable operation [6].

Stateless applications offer innovative solutions for man-
aging cloud resources, but they need help in server resource
monitoring. Despite having mechanisms like auto-scaling for
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dynamic resource adjustment, cloud resource management
uses predefined rules or simple threshold-based techniques [7],
[8], which may cause difficulties monitoring complex or exten-
sive loads. These circumstances necessitate the surveillance of
various metrics, making the task more difficult than traditional
methods can efficiently handle.

Therefore, there is a growing interest in leveraging machine
learning techniques within cloud computing environments to
address the issue [9]-[13]. They offer optimistic results in
detecting the onset of server insufficiency, enabling proactive
issue resolution and optimal server performance.

B. Related Work

Substantial research on system failover prediction utilizes
metrics from Google Trace data [14]. Asmawi, T. et al.
[9], and Jassas, M.S. et al. [10] comprehensively evaluate
predictive models for task failures using universal metrics
such as Central Processing Unit (CPU) and memory utilization
and disk storage. Their findings revealed a distinct correlation
between failed jobs and these workload attributes. Similarly,
our study employs CPU and memory requests to predict
system failover. However, while many studies emphasize disk
usage, often cited as a significant factor in various research,
this approach does not align well with the characteristics of
stateless applications, as they rely less on storage to fulfill
requests, leading us not to employ storage as a model’s input.
To maintain robust prediction performance, we instead inte-
grate more universally applicable metrics, such as bandwidth,
Transactions Per Second (TPS), and average response time.

In addition, Liu X. et al. [11] propose a server crash
prediction method for cloud service data centers, utilizing
data from hardware indicators, kernel status, and system logs.
However, reliance on log files introduces complications due to
their unstructured nature, massive size, and the potential for ir-
relevant information. In contrast, our research utilizes globally
consistent metrics readily accessible across all architectures.

Regarding hardware considerations, Hioual O. et al. [12]
introduce a novel method for fault prediction in cloud com-
puting. The proposed method assumes access to the hard-
ware layer for measuring junction temperatures and adjusting
cooling techniques, affording cloud load distribution decisions
greater flexibility. However, this method’s hardware-centric
nature may limit its applicability for cloud-based users who
primarily operate through virtual machines (VMs) [15]. In
contrast to this method, our technique utilizes universally
accessible system metrics for every cloud-based user.

C. Techniques

1) Feature Importance: In machine learning, feature im-
portance is pivotal in optimizing model performance. This
approach identifies features most informative to the output, im-
proving the model’s efficiency. Features of higher significance
better predict the target variable [16], and by focusing on them,
we can eliminate irrelevant data and reduce dimensionality.

2) Decision Trees: The models divide data into subsets
based on feature values, forming a tree-like structure of
decisions [17]. Due to its ability to handle both categorical
and continuous data, this methodology has proven useful in
diverse fields, including medical diagnosis, credit scoring, and
energy consumption forecasting.

3) Support Vector Machines (SVM): Supervised learning
models with associated learning algorithms that analyze data
for classification and regression analysis [18] are highly effi-
cient machine learning models renowned for their robustness,
particularly in high-dimensional spaces [19]. SVM works on
the principle of margin maximization, creating a hyperplane
that separates data into classes with the maximum margin.

4) K-Nearest Neighbors (KNN): An instance-based learn-
ing algorithm built on the similarity principle [20]. This
algorithm remains inactive until classification is needed. It
has been successfully applied in various domains, such as
recommendation systems, anomaly detection, and genetics.

5)- Logistic Regression: A statistical model is employed for
binary classification, estimating an event’s probability using a
logistic function [21]. It is widely used due to its simplicity, the
absence of tuning parameters, and the well-calibrated predicted
probabilities it offers. This model uses a logistic function
to measure the relationship between a categorical dependent
variable and one or more independent variables. Unlike other
regression models, its coefficients are estimated using the
maximum likelihood estimation method [22].

6) Neural Networks: The model draws inspiration from
biological neuron structures, consisting of intricately linked
layers of artificial neurons, also called nodes [23]. These layers
comprise an initial input layer, one or several intermediate
hidden layers, and a concluding output layer. Each node
emulates the activation potential of a biological neuron. It is
achieved by determining a weighted aggregate of its inputs and
subsequently applying a non-linear transformation, frequently
referred to as the activation function.

III. METHODS

This section delineates the methodologies employed in our
study for predicting server health through machine learning,
covering methodology overview, data preparation, model com-
parison, feature importance, and hyperparameter tuning.

A. Methodology Overview

Fig. 1 presents an overview of our research methodology.
Our approach follows a systematic process divided into three
core components: application simulation, data handling, and
model generation. Each stage is integral to predicting server
health, using system metrics as the basis for analysis. To
comprehensively understand our methodology, we will briefly
describe each component, elucidating their functions and col-
laborative interactions within the system.

1) Application Simulation: This component emulates an
application cloud environment, providing a means to acquire
the system metrics dataset. In this study, we leveraged Digital
Ocean’s cloud service [24] to deploy three Linux virtual
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TABLE I
TRANSFORMED SYSTEM METRICS WITH SERVER HEALTH IN 30 SECONDS

CPU Request Memory Request Inbound Outbound TPS Average Response Health
Bandwidth Bandwidth Time
0.244 0.385 9060 8189.99 2.6 1080 0
0.442 0.374 21600 18100 32 1120 0
0.268 0.374 8950 7760 38 1890 0
0.342 0.367 11000 9510 2.8 2350 0
0.168 0.36 722 682 34 2820 1
0.134 0.36 760 653 4.8 4100 1

Model Generation

Data Handling

Application Simulation

b pp—]

Creating
Train/Test Dataset

Application
Prometheus’
Local Storage

[ Data Collection ] [ Train Models ]
Application ¥ v
Sgyice Evaluation &
valuation
[ Data Cleansing ] L il ]4—
L ¥ ¥
Application [nm mnmmam"] [ Hyperparameter ],
Tuning

File Storage

Fig. 1. This figure illustrates the process for predicting cloud server health
based on the collected system metrics.

machines in this configuration, each with 1vCPU, 1GB mem-
ory, and a 10GB disk. The workload simulator, powered by
Apache JMeter [25], generates the workload by randomly
simulating various scenarios to let us evaluate the health of
the cloud server under multiple conditions. The API gateway
is responsible for routing requests to our stateless application
service, a primarily focused component. To effectively carry
out its functions, the application service utilizes the database
as its primary storage for application data.

2) Data Handling: This component prepares a well-
structured dataset for subsequent modeling and - analysis.
Prometheus [26], a system monitoring and alerting toolkit,
captures and stores system metrics in its local storage mecha-
nism. The data collector aggregates metrics from Prometheus’
local storage. Following collection, the dataset undergoes
data cleansing to ensure consistency. Subsequently, the data
transformation organizes the metrics into a suitable format
for predictive modeling. The structured dataset, serving as
valuable input for feeding models, is stored in the file storage.

3) Model Generation: This component is designed to de-
rive an optimal predictive model. It initially splits the struc-
tured dataset into training and testing sets to train and evaluate
diverse models. The model with the highest performance on
the testing dataset is chosen as the optimal choice. Subse-
quently, the previously selected model is analyzed for feature
importance and refined via hyperparameter tuning to boost its

performance, producing an optimal model apt for application
in cloud environments.

B. Data Preparation

This subsection delineates the critical steps involved in data
preparation: collection, cleansing, and transformation. A well-
executed data preparation process ensures the accuracy and
dependability of the developed models.

1) Data Collection: Collecting system metrics from the
application, we used a custom script to access Prometheus’
local storage. The metrics include CPU and memory requests
(expressed as percentages), network inbound and outbound
rates (measured in GB/s or MB/s), TPS, and average response
time (in milliseconds). Additionally, we observed the server’s
real-time health status, which was determined by scrutinizing
the HTTP response codes [27]. If predefined error response
codes are detected, the server status is labeled as unhealthy
at that time; otherwise, it is marked healthy. Despite disk
storage being infrequently used in stateless applications and
not included in the training input, we monitored it to ensure
proper stateless behavior. The dataset comprises approximately
3,000 data points, each collected every 5 seconds.

2) Data Cleansing: Upon retrieving data from the storage,
we examined each row for missing feature values to ensure
data accuracy and completeness. In instances where a missing
value is identified, the corresponding row is removed without
affecting adjacent rows due to the independence of each data
entry.

3) Data Transformation: Following the data cleansing pro-
cess, we performed a series of transformations to prepare
the data in a suitable format for subsequent analysis. In
addition, Table T illustrates the adjustments made to different
metrics through changes to align them with our analytical
requirements. Specifically, CPU and memory requests were
converted into ratios. Inbound and outbound bandwidth were
standardized to megabytes per second (MB/s). The remaining
features, such as TPS and average response time, were re-
tained in their original form as collected. Lastly, server status
was converted from original text designations to a numerical
format—this conversion to binary encoded healthy as 0 and
unhealthy as 1.

C. Model Comparison

An integral part of our methodology involves comparing
the performance of different machine learning models. For
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this purpose, we chose five models: Decision Trees, Support
Vector Machines, K-Nearest Neighbors, Logistic Regression,
and Neural Networks. Each algorithm was configured with the
default parameter values provided by the library [28]-[32].
In addition to Neural Networks, we employed two hidden
layers for our study. The first layer had six nodes with a
ReLU activation function, while the second had one node
with sigmoid activation. These algorithms were implemented
in Python [33] with the scikit-learn library [34].

To bolster our models’ robustness and generalizability, we
employed cross-validation, involving multiple training and
validation rounds on varied data partitions to obtain averaged
scores. Due to the imbalanced nature of the dataset [35],
characterized by a higher prevalence of healthy statuses,
accuracy was deemed an unreliable performance indicator,
potentially leading to misleading conclusions. Instead, we
evaluated model performance using precision, recall, and F1
Score [36], employing macro averaging [37] to ensure equal
weightage to each category. Among the models assessed, the
one with the highest macro-averaged F1 Score was deemed
the most optimal, showcasing a balanced trade-off between
precision and recall as detailed in Equations (1), (2), and (3).

Precisionyealtny + Precisionunheaithy

Precisionyaero = M
Recallyeamy + Recallyppe:

Recallpaero = healthy . unhealthy @

P L2 2 X Precisionm,cro X Recallyacro 3)

Precisionp,ero + Recallpaero
D. Feature Importance

Our study assessed the importance of each feature by
analyzing its coefficient within the model, thereby quantifying
the influence of metrics: CPU and memory requests, inbound
and outbound bandwidth, TPS, and average response time
on the predictive model’s output. Our investigation calculated
the significance through cross-validation during every training
validation iteration.

E. Hyperparameter Tuning

Subsequently, we adjusted the model’s hyperparameters to
evaluate the efficacy of our tuning and the associated improve-
ment in predictive capability. The method systematically tested
arange of parameter values, targeting the combination yielding
the highest macro-averaged F1 Score for the model.

In this study, we examined several hyperparameters of
Logistic Regression, which was identified as the top performer
in Section IV. These included Regularization (Penalty and
C), Solver, Maximum iterations, Class weight, Fit intercept,
and Multiclass, all of which influence model performance.
Parameter ranges under consideration are detailed in Table TI.

IV. RESULT & DISCUSSION
This section presents our empirical findings and their
implications for machine learning models in server health
prediction. Additionally, it delves into the effects of feature
scaling and system specification bias on predictive accuracy.

TABLE II
HYPERPARAMETER RANGES IN LOGISTIC REGRESSION TUNING

Parameter Range of Values

Penalty 11, 12, elasticnet

C 0.001, 0.01, 0.1, 1, 10, 100, 1000

Solver Ibfgs, liblinear, newton-cg, newton-cholesky, sag,

saga
1, 10, 100, 1000, 10000
none, balanced

true, false

auto, ovr, multinomial

Maximum Iterations
Class Weight

Fit Intercept
Multiclass

A. Result

This subsection delves into the experimental results, divid-
ing them into three primary categories: model comparison,
feature importance, and hyperparameter tuning.

1) Models Comparison: Table III compares the perfor-
mance of various base models using macro-averaged precision,
recall, and F1 Score. It illustrates that Logistic Regression
outperforms - others, achieving the highest average scores,
indicating its balanced effectiveness in identifying positive
instances while minimizing false positives, reflected in high
recall and precision. This balance underscores Logistic Re-
gression’s aptitude for reliable server health status prediction,
making it a robust choice for this task.

2) Feature Importance: In the subsequent analysis, the
focus pivots toward feature importance as determined by our
refined Logistic Regression model, identified as the optimal
base model in the previous section. Fig. 2 displays the coef-
ficients for each feature, with their magnitudes underscoring
the relative importance in the prediction process.

Fig. 2 provides the coefficients of each feature in the pre-

TABLE IIT
PERFORMANCE OF BASE MODELS IN SERVER HEALTH PREDICTION

Macro-avg Macro-avg Macro-avg

Precision Recall F1 Score
Decision Trees 0.853 0.862 0.851
Support Vector Machine 0.937 0.913 0.924
K-Nearest Neighbors 0.937 0.909 0.922
Logistic Regression 0.950 0.969 0.951
Neural Networks 0.719 0.750 0.725

2 1.346

1
0.00229

== 0.00164 0.00165
L -0.532
2

2602

Coefficient

CPU Request Memory Request Inbound Outbound s Average
Bandwidth Bandwidth Response Time

Fig. 2. This figure shows the coefficient of system metrics in server health
prediction.
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dictive model, elucidating their impacts. Negative coefficients
for CPU and memory requests, and inbound and outbound
bandwidth, imply an inverse relationship with the unhealthy
class likelihood. Conversely, positive coefficients for TPS and
average response time signify their proportional relationship
with unhealthy class probability. This insight into feature con-
tributions informed our decision to engage in hyperparameter
tuning using all collected features.

3) Hyperparameter Tuning: Logistic Regression excelled
among the base models, leading us to optimize its parameters
for better predictive performance. Table IV encapsulates the
optimization results, delineating our model’s optimal param-
eter settings. Concurrently, Table V highlights the effects of
hyperparameter tuning on model performance. It compares the
top three base models from Table III against the tuned Logistic
Regression model, demonstrating the latter’s improved perfor-
mance relative to its initial version and other base models.

B. Performance Impact of Feature Scaling

Moreover, we investigated the impact of normalizing fea-
tures with large value ranges—such as inbound and outbound
bandwidth, transactions per second (TPS), and average re-
sponse time—to a normalized range of 0 to 1 to assess
improvements in predictive accuracy. Fig. 3 presents model
performance between scaled and unscaled variables using
the macro-averaged F1 Score. Interestingly, scaling features
resulted in decreased performance for most models. Notably,
even the best-performing scaled model, SVM, with a score of
0.908, underperformed compared to the third-ranked unscaled
model, KNN, which achieved a higher score of 0.922.

Based on the results, we opted to maintain the original
feature set rather than the scaled versions to avoid the noted
reduction in predictive performance, ensuring maximal accu-
racy and reliability consistent with our stated objectives.

TABLE IV
OPTIMAL PARAMETERS FOR TUNING LOGISTIC REGRESSION

Parameter Values
Penalty 11
C 1
Solver liblinear
Maximum Iterations 100
Class Weight none
Fit Intercept false
Multiclass auto

TABLE V

PERFORMANCE OF TOP THREE MODELS AND TUNED LR (LOGISTIC
REGRESSION) MODEL

Macro-avg Macro-avg Macro-avg

Precision Recall F1 Score
K-Nearest Neighbors 0.937 0.909 0.922
Support Vector Machine 0.937 0913 0.924
Logistic Regression 0.950 0.969 0.951
Tuned LR 0.984 0.973 0.977

0.951

095

o
- c
3
o

0.85

: II

075

07

Decision Tree

0.924
0.908
0922
0.892

°
°
0.851

Macro-averaged F1 Score

.

Support Vector ~K-Nearest Neighbors Logistic Regression  Neural Network
Machine

mOriginal Version W Scaling Version

Fig. 3. This figure compares models’ performance using original features to
their counterparts using scaled features.

C. System Specification Bias

As outlined in Section III: Application Simulation, our
methodology employed a server with specific configurations
such as CPU, memory, and operating system. It is crucial to
recognize that variations in these specifications could influence
the server’s sufficiency, thereby affecting our model’s predic-
tive accuracy and generalizability. Hence, it is advisable to
consider tuning the model to ensure optimized performance
tailored to the specific setup of various servers.

V. CONCLUSION AND FUTURE WORK

Our research was dedicated to predicting the current state-
less application health based on system metrics. These metrics
include Central Processing Unit (CPU) and memory requests,
inbound and outbound bandwidth, Transactions per second
(TPS), and average response time. We employed a diverse
set of machine learning models to accomplish our objective.
According to our findings, the Logistic Regression model with
hyperparameter tuning provided the most effective prediction
performance: a precision of 98.4%, a recall of 97.3%, and an
F1 Score of 97.7% on macro averaging.

Our research offers a method to evaluate the health of
stateless server applications based on current system met-
rics without understanding their intricate relationships. By
leveraging the model, organizations can enhance their server
monitoring frameworks with real-time health assessments, en-
abling timely interventions and efficient maintenance, which,
in turn, mitigate potential issues and foster improved op-
erational reliability in cloud environments. Furthermore, the
system’s predictive capabilities could significantly aid cloud
administrators in- proactive resource management. They can
utilize the model to simulate various scenarios, determining
the likelihood of server failure without the time-consuming
and technically demanding process of manual testing.

In future work, we intend to expand our research to develop
a model to predict future system metrics from historical pat-
terns. This enhancement is expected to bolster proactive sys-
tem maintenance strategies. By integrating predictive insights
into our current classification framework, we aim to achieve
a more nuanced, forward-looking server health evaluation,
effectively creating an advanced early warning system to tackle
system vulnerabilities proactively.
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- ABSTRACT -Stateless cloud computing presents remarkable scalability and cost-effectiveness by offering
dynamically adjustable resources tailored to fluctuating demands, eliminating the constraints of stateful
architectures. However, the challenges presented by dynamic workload are substantial in the context
of system health monitoring; frequently leading to service interruptions owing to insufficient resources.
It underscores the need for the development of more efficient monitoring systems. Our study introduces
cSysGuard, a novel framework designed to enhance monitoring capabilities within cloud environments.
The methodology employs an ensemble regression model with a stacking strategy to forecast dynamic
performance metrics. The algorithm also leverages a classification model to assess the system’s health based
on forecasted metrics, effectively identifying potential failures in the future. Under the configuration utilized,
our evaluations demonstrated increased predictive performance with eSysGuard in forecasting various
metrics compared to traditional models. The results showed animprovement of up to a remarkable 2.28-fold
increase, varying significantly based on the specific metric under consideration. In addition, the effectiveness
of health assessment was achieved through Decision Trees with hyperparameter tuning, resulting in a macro-
averaged F1 score of 89.79%. This research contributes to both the theoretical and practical aspects of server
monitoring, presenting a solution that assesses system performance metrics and health to tackle dynamic
challenges in cloud infrastructure.

: INDEX TERMS Cloud computing, stacking ensemble models, machine learning, non-functional testing,
predictive maintenance, resource allocation, proactive system metrics, stateless application.

I. INTRODUCTION optimal system utilization. As easily integrated with various

Cloud computing, renowned for its scalability [1] and
flexibility [2], has revolutionized the management of sys-
tem resources. Within its broad spectrum, stateless cloud
computing plays a crucial role. This paradigm facilitates
the flexible allocation of resources without retaining session
information [3], significantly aiding in instance scaling.
In such cases, it significantly enhances system reliability
and adaptability to fluctuating demands while maintaining

The associate editor coordinating the review of this manuscript and

approving it for publication was Liangxiu Han .

architectures, stateless computing has become the preferred
framework for application hosting, directly catering to the
dynamic demands of the digital environment.

Nonetheless, the unpredictable nature of cloud computing
[4] often complicates effective resource allocation, carrying
the risk of unexpected system failures that violate service-
level agreements or SLAs [5]. Even though cloud providers
offer auto-scaling mechanisms [6] for dynamic resource
adjustment, they often rely on predefined rules or simple
threshold-based techniques [7], [8]. While certain providers
also provide predictive methods [9] for auto-scaling, the

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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systems are typically pattern-based [10]. These strategies
often struggle with scaling within a reasonable timeframe
during irregular workload patterns, such as traffic spikes,
leading to inefficient resource management. A more robust
framework is required to handle these challenges in such
cases.

Furthermore, existing monitoring frameworks primarily
focus on real-time monitoring data but rarely provide
continuous analysis of system health based on current
captured data. This limitation arises because the interplay
between resource metrics and their sufficiency assessment—
determining whether they are adequate or inadequate—is
intricate. It is often characterized by nonlinear dependencies
from various factors, such as application characteristics and
system configuration. Therefore, relying solely on-individual
metrics to assess resource allocation adequacy effectively ean
be challenging.

To address these challenges, we require a sophisticated
tool that accurately forecasts key metrics and assesses system
health using these indicators in dynamic cloud environments.
In response, we have developed cSysGuard, denoted as
“Cloud System Guard,” a comprehensive ensemble pre-
dictor framework designed to handle unpredictable nature
effectively. It builds upon our previous research [11], which
primarily focused on real-time system-health analysis. With
this advancement, cSysGuard comprises two main compo-
nents: a system performance metric forecasting module and
a health assessment feature. It predicts performance metrics
and then promptly uses these forecasts to assess potential
system failures. Unlike traditional real-time monitoring
tools [51], [52], ¢SysGuard emphasizes machine learning-
based prediction with customizable internal architecture. This
flexibility allows users to tailor the configuration to their
needs, maximizing predictive accuracy and robustness in
rapidly changing cloud environments.

This manuscript elucidates our research on' stateless
applications, introducing ¢SysGuard, an ensemble machine
learning framework devised for precise system metrics
forecasting and health status diagnosis. The narrative begins
with a thorough literature review (Section II), establishing
a foundational understanding and drawing- parallels with
similar endeavors in the field. We then transition to a compre-
hensive overview of cSysGuard’s methodology (Section TII),
detailing the high-level workings, component functionalities,
and data preprocessing strategies. The discussion elaborates
on system metrics forecasting (Section IV), highlighting the
regression analysis framework, input-output formats, and
the model’s evaluation and tuning processes. Subsequently,
we explore the system health assessment phase (Section V),
focusing on classification analysis, predictor structure, and
performance optimization techniques. The paper culmi-
nates in the Results and Discussion sections (Section VI),
presenting a critical evaluation of cSysGuard’s predictive
capabilities, followed by a conclusion (Section VII) that
encapsulates the essential findings and suggests avenues for
future research.

VOLUME 12, 2024

Il. LITERATURE REVIEW

This section provides a comprehensive synthesis of cloud
computing with machine-learning backgrounds, insights
from prior studies, and the techniques utilized in our research.

A. ADAPTATION: CLOUD WITH MACHINE LEARNING
Although cloud applications introduce innovative resource
management  strategies, they also present challenges in
monitoring resources. Its variable nature complicates the
effective tracking of fluctuating system metrics. Conse-
quently, resource utilization can result in inefficiency and
diminished system performance. It underscores the need
for more_flexible monitoring methods to precisely assess
and adapt to. the ever-changing requirements of cloud
environments.

Therefore, there is growing interest in leveraging machine
learning techniques to address these challenges [12], [13],
[14], [15], [16], [17], 18], [19], [20], [21], [22], [23], [24],
[25], [26]. [27], [28]. Machine learning-driven predictive
analytics, widely used in many fields [29], can analyze
complex data patterns to identity potential anomalies. This
proactive approach enhances system reliability and resource
allocation, ensuring scalable and responsive services. Inte-
grating machine learning with cloud computing represents
a significant advancement in improving system resource
management.

B. RELATED WORK

Notably, many —methodologies frequently favor singular
predictive models [12], [13], [14], [15]. [16]. [17],[18], using
universal models irrespective of specific system nuances,
a practice often known as the “one-size-fits-all”” approach.
However, as emphasized by Kim et al. [22], relying on a
single predictor model does not adequately address the cloud
workload dynamics and short-term volatility. Singh et al.
[19] proposed an alternative solution using a Support Vector
Machine to categorize workloads into broad categories like
“very low,” *low,” “medium.” and “high.” Although the
method offers a simplified overview of the status, the reliance
on categorical variables is insufficient for delivering precise
values in applications that require detailed nuances. Gao et al.
[20] and Caron et al. [21] proposed forecasting methods
based on historical pattern data. Due to their heavy reliance
on historical trends, these methods are limited in rapidly
evolving environments, particularly when encountering novel
patterns that emerge without precedent. In contrast, cSys-
Guard employs an ensemble machine-learning approach that
leverages the unique strengths of various models to achieve
robust predictive capabilities. This strategy effectively adapts
to the rapidly evolving cloud environments.

Several studies have proposed ensemble model approaches
that incorporate numerous predictors. Kim et al. [22]
achieved balanced predictions by employing multiple models
using a weighted averaging strategy. This method maximizes
the strength of each model, calibrated by their predictive
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performance. Nonetheless, as Section VI-C indicates, relying
solely on weighted averaging yields a lower accuracy than
cSysGuard, where high predictive accuracy is essential
for anticipating potential failures. Mehmood et al. [23]
proposed a stacking ensemble model using Decision Trees
as a meta-model to finalize the predictions from the base
models. Our findings indicate that a single meta-model
may not always provide robust performance, especially in
unpredictable environments. Fig. 1 illustrates the varying
performances of meta-models for Central Processing Unit
(CPU) requests-in a dynamic cloud environment over time.
The data indicates that the best-performing meta-model
changes periodically, presenting a challenge to select the
best meta-model for the specific usage. Rather than building
upon a single meta-model or weight averaging, cSysGuard
employs a multi-layered stacking ensemble approach with
a weighted averaging strategy, effectively amalgamating the
contributions of all models in the output generation.

On the other hand, deep learning techniques have been
extensively utilized in several studies [24], [25]. [26],
[27], [28]. Although deep learning techniques are potent
instruments for predictive analysis, they inevitably require
substantial computational resources, even when applied to
simpler metric patterns. Meanwhile, cSysGuard offers a
balanced strategy for computational resource utilization
and predictive accuracy by judiciously selecting well-suited
models with specific data characteristics. Even the best
accuracy is considered without regard to computational
complexity: cSysGuard still performs better than standalone
deep learning models, owing to its incorporation of a diverse
array of predictive models.

Our prior research focused on system health assessments.
Although the inputs remain consistent with our current work,
the approach in this study diverges by employing forecasted
values instead of actual historical data. This methodology
integrates our regression analytics to predict these met-
rics and feeds the results into our classification health
assessment process. This innovative approach enhances our
capability to identify potential future system failures by
leveraging insights to inform proactive measures for resource
management.
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C. TECHNIQUE

This subsection provides a comprehensive overview of the
essential techniques and a foundation for understanding the
advancements in our study area.

1) LOW-PASS BUTTERWORTH FILTER

The low-pass Butterworth filter, a key concept in signal
processing [30], attenuates high-frequency noise while
maintaining signal integrity. Characterized by its maximally
flat magnitude response and ripple-free passband, the filter
ensures a smooth frequency response up to the cut-
off frequency, making it ideal for applications requiring
undistorted outputs. Its transfer function, defined by the
filter order, influences the steepness of the roll-off at
the cut-off -point [{31}. Higher-order filters offer a faster
passband-to-stopband transition but increase the complexity
and risk of phase distortion. In the data analysis, the filter
actively smooths out noise and data variations, bolstering the
reliability of the analytical results.

2) SYNTHETIC-MINORITY OVERSAMPLING TECHNIQUE

The synthetic minority over-sampling technique (SMOTE)
addresses imbalanced data by generating synthetic samples
for the minority class, thereby improving the data distribution
for machine learning applications. It creates new instances
through interpolation between minority samples and their
neighbors [32], enhancing diversity and reducing overfitting
risks. However, its effectiveness depends on careful parame-
ter tuning, including the number of neighbors and the amount
of synthetic data generated. The versatility of SMOTE makes
it applicable across various domains, from fraud detection to
medical diagnoses, where it significantly contributes to more
equitable and accurate predictive modeling.

3)-ENSEMBLE MODEL: STACKING

The stacking approach in ensemble models features a multi-
layered structure, each recognized as a Level-N layer, for
enhanced prediction. Initially, the base models process the
data independently; offering diverse analytical perspectives.
Higher-level models then collectively analyze their outputs to
enhance predictive aceuracy. Each subsequent level integrates
and improves upon the previous ones [33], reducing biases
and variances, thus enhancing the overall predictive accuracy.
Fig. 2 visually represents the multi-layer stacking approach,
presenting the flow from Level-0 to Level-N layers.

4) REGRESSION ANALYTICS

The Autoregressive Integrated Moving Average (ARIMA)
model is essential for time-series analysis, effectively
capturing temporality with autoregressive features and mov-
ing averages for non-seasonal forecasting [34]. The Sea-
sonal Autoregressive Integrated Moving Average (SARIMA)
builds on ARIMA by incorporating seasonality, making it
adept at predicting seasonal fluctuations in time series data.
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FIGURE 2. Multi-layer stacking in ensemble modeling. This figure depicts

the layered archi of our ble model, from initial Level-0
models to advanced aggregation layers, highlighting the sequential
prediction and refinement process.

Exponential Smoothing (ETS) s a time-honored technique
for forecasting that assigns exponentially decreasing weights
over time. It captures trends and seasonalities in-time-series
data [35], and its simplicity makes it particularly effective for
quick and short-term forecasting.

Linear Regression is a fundamental model in-statistical
analysis [36] and is ideal for predicting a -continuous
dependent variable using one ormore independent variables.
It assumes a linear relationship between the variables.
A simple LR involves a single independent variable, whereas
multiple LRs extend to multiple variables. This model is
particularly effective in scenarios where a linear correlation
exists, with coefficients indicating the influence of each
variable.

Random Forest creates multiple decision trees to improve
the prediction accuracy and robustness. It leverages bagging
and feature randomness in tree construction [37], reducing
overfitting and enhancing diversity. This method effectively
handles complex datasets, offering a reliable performance in
various applications.

Feedforward Neural Networks feature a straightforward
input, hidden, and output layer structure [38]. Using sequen-
tial neuron connections, they excel in complex pattern
recognition and prediction. Highly versatile and efficient,
they are ideal for handling large datasets. Their widespread
use in applications such as speech recognition in predictive
analytics stems from their proficient nonlinear modeling of
intricate relationships between inputs and outputs.

Convolutional Neural Networks (CNN), renowned for their
efficacy in image processing, also excel in time-series and
regression tasks owing to their ability to prioritize pat-
terns through convolutional layers [39]. Tt enables practical
applications in audio processing and natural language tasks,
extending their use beyond visual data analysis.

Temporal Convolutional Networks (TCN) combine the
strengths of CNN with the temporal sensitivity suited for
sequence modeling [40]. They effectively handle long input
sequences in complex time series forecasting tasks.

Recurrent Neural Networks (RNN) are fundamental mod-
els for sequential data analysis. It has the unique ability
to retain information across sequences [41], making it
essential for text processing, speech recognition, and time-
series analysis. Nevertheless, RNN encounters challenges
with long-term dependencies, leading to the development of
advanced versions, such as Gated Recurrent Unit (GRU) and
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Long Short-Term Memory (LSTM). The GRU incorporates
a simplified gating mechanism to address the vanishing gra-
dient problem [42], balancing computational efficiency with
the ability to learn long-term dependencies. This advantage
makes the GRU suitable for complex tasks such as language
modeling and nuanced time-series analysis. Alternatively,
LSTM selectively retains or forgets information [43], making
it practical for extended sequences. Its capability to handle
long-term dependencies makes LSTM ideal for challenging
tasks, such as predictive text generation, advanced time series
forecasting, and language translation.

5)/ CLASSIFICATION ANALYTICS

Decision Trees are known to simplify complex decision-
making. They created an intuitive, tree-like structure by seg-
menting datasets into branches based on feature values [44].
This method divides-data into smaller, more manageable
subsets, effectively handling nonlinear relationships among
variables and facilitating hierarchical decision processes.

A Support Vector Machine (SVM) is used in classification
and regression tasks. It offers robust performance in high-
dimensional spaces owing to its margin maximization prin-
ciple, which forms a hyperplane for data classification [45].

K-Nearest Neighbors  (KNN) is an _instance-based
algorithm that classifies data by analyzing the majority class
among its "K' nearest neighbors, relying on a similarity
principle [46]. The algorithm’s accuracy is sensitive to the
chosen number of neighbors and the specific distance metric
applied, thereby impacting its adaptability to various data.

Logistic Regression, essential for binary classification in
machine learning [47], uses a logistic function to convert
predictor variables into probabilities, thereby accommodat-
ing nonlinear variable relationships. In various fields, like
medical diagnosis and spam detection, employing maximum
likelihood estimation for coefficient caleulation is pivotal.

Neural Networks, inspired by the structure of biological
neurons, are composed of complex interconnected layers
of artificial neurons or nodes {48]. It begins with an input
layer, includes one or more hidden layers, and ends with
an output layer. Each node simulates a biological neuron,
calculates a weighted sum of inputs, and applies a nonlinear
transformation commonly termed the activation function.

6) EVALUATION METHOD

The Root Mean Square Error (RMSE) is a critical metric
for assessing regression tasks, quantifying the square root of
the mean of the squared discrepancies between the predicted
and actual values. By squaring the errors before averaging,
the RMSE heavily penalizes the larger discrepancies, making
it particularly sensitive to significant prediction errors.
This characteristic enhances its utility in offering a precise
measure of model accuracy. The formula is detailed in (1)

RMSE = (1)
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where y represents the actual value, yi denotes the predicted
value, and # signifies the number of observations. A lower
RMSE indicates better accuracy compared to a higher one.

The F1 score is a key metric for evaluating classification
tasks. It is computed by harmonically averaging precision,
which is the ratio of true positives to all positive predictions,
indicating the accuracy of positive classifications, and recall,
the ratio of true positives to all actual positives, reflecting the
ability to identify all relevant instances. These calculations
are elaborated in (2), (3), and (4) for class n.

TP,

Precision,, = ——— 2
"= TP, + FP, )
P,
Recal N2 R )
TP, + EN,
Precision,, x Recall,
F1-Score, =2 % 4)

Precision,, + Recall,

In addition to these equations, TP represents true positives,
FP signifies false positives, and FN indicates false negatives.
An F1 score of 1 signifies perfect precision and recall,
indicating that all predictions are accurate and complete.
Conversely, a score of 0 represents the lowest accuracy, where
the model fails to identify any true positive values.

1Il. METHODOLOGY OVERVIEW

This section provides a detailed overview of the methodology
used in our study, focusing on the design and data handling
of cSysGuard.

A. CSYSGUARD ARCHITECTURE
Fig. 3 comprehensively depicts the architecture of cSys-
Guard, comprising six core components: application
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FIGURE 4. cSysGuard execution workflow. The figure illustrates
cSysGuard’s operational sequence, which mainly encompasses the stages
of preprocessing, data prediction, and model refinement.

simulation, data aggregator, controller, metrics and health
predictor, ensemble refiner, and preprocessor. Each is integral
to the prediction process. The following sections briefly
describe the system workflow and each element, elucidating
their functions and collaborative interactions.

1) EXECUTION WORKFLOW

Fig. 4 reveals the execution workflow of cSysGuard.
Initially, cSysGuard determines whether the configuration
necessitates the creation of models. In such cases, it initiates
and stores these models for future analysis; otherwise,
it bypasses the preprocessing step and proceeds directly to
the primary process using the pre-existing models stored in
the repository. In the main phase, the system remains idle
until a task emerges. Upon reaching the prediction intervals,
the algorithm collects data from the target application
to access the most recent inputs and then activates the
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predictors to generate and store the forecast. In addition
to preserving model performance, the refinement process is
activated at predefined intervals to utilize the latest dataset
to align models with current data trends. Post-refinement,
updated models are stored. This cycle of prediction and
refinement recurs over time, ensuring cSysGuard’s processes
are perpetually optimized and up-to-date.

2) APPLICATION SIMULATION

This component emulates an application cloud environment,
providing a means to acquire the dataset. The study leveraged
Digital Ocean’s cloud service [49], deploying three Linux
virtual machines [50], each with 1vCPU,-1GB of memory,
and a 10GB disk. The API gateway is responsible for
routing requests to the stateless application service, which
utilizes a database for data storage. Our target service
incorporates a monitoring tool called Prometheus [51] to
collect and store metrics over time methodically. In addition,
the simulator employs a custom script to simulate dynamic
workloads, manipulating the intensity of various metrics in
unique combinations for each request. For instance, one
scenario may invelve high CPU and memory usage with low
usage in other metrics, whereas another could stress high
bandwidth usage while keeping the rest low. This approach
enables the model to evaluate the system’s performance under
fluctuating conditions, focusing on randomness and swift
changes. These assumptions mirror real-world clond envi-
ronments, enhancing the generalizability of ¢SysGuard by
ensuring it can adapt to unpredictable and rapidly changing
workloads.

3) DATA AGGREGATOR

This component is_responsible for updating and structuring
the dataset for modeling and analysis. Initially, the process
aggregates the system data from the application service
and then transforms the metrics into a suitable format for
predictive modeling. To enhance. the accuracy of the fore-
casts, it also performs a noise reduction process to minimize
data inconsistencies. Finally, the component forwards the
processed dataset to the controller for further processing.

4) CONTROLLER

This component is crucial for orchestrating cSysGuard’s
logic flow. It begins by fetching the essential setting
parameters, such as the model refinement and prediction
schedules, from the configuration repository. The controller
initiates the models to generate system metrics and health
forecasts. Afterward, it archives the predictions in the
metrics repository. Beyond these tasks, it manages the model
maintenance by periodically signaling the refiner to tune
models as per the schedule. Additionally, it consistently
acquires the latest data from the aggregator for system
predictions and refinements. This adept coordination by the
controller is vital to cSysGuard’s seamless operation and
overall dependability and efficiency.
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5) METRICS AND HEALTH PREDICTOR

This component mainly oversees the prediction process,
including forecasting system performance metrics and health
assessments. Once activated by the controller, the prediction
process is initiated with the most recent dataset as the input.
Represented as an ensemble regression model, the first three
layers—Level 0, Level 1, and Weight Aggregation—mainly
focus on forecasting performance metrics, as detailed in
Section IV. Besides, we incorporate several sets of predictors
within the forecasting layers, with each set specializing
in specific metrics. Upon completion, it consolidates and
forwards  the results to the final layer for system health
assessment, requiring inputs from all metric sets for a
thorough evaluation, as detailed in Section V. Moreover,
each layer sends its predictions to the controller for storage,
serving as valuable data for subsequent model evaluation and
refinement. This component ensures precise and timely pre-
dictions through a comprehensive and systematic ensemble
architecture.

6) ENSEMBLE REFINER

This component maintains the regression model’s proficiency
in identifying the trends and data characteristics. Upon
activation by the controller, the refiner fine-tunes the Level-0
and Level-1 models by utilizing the latest dataset. Similarly,
it adjusts the Level-1 weights based on the range of
historical predictions, dynamically aligning the models’
strengths with their predictive efficacy. Once completed,
the system promptly updates the repository with the newly
refined model and weights. Through this iterative refinement,
the component enhances the adaptability and precision of
the models, ensuring they remain effective in a dynamic
environment.

7) PREPROCESSOR

This component is essential for setting up the models
cSysGuard requires to initiate the primary process. The
preprocessor commences by retrieving the list of models
from the system configuration. Then, it actively compiles
the models with predefined parameters and training datasets.
Upon completion, the calibrated models are stored in the
repository. However, the preprocessing step is optional if the
repository already contains the models.

B. DATA PREPROCESSING

In the data collection, we implemented a custom script
to access Prometheus’ local storage to receive resource
utilization and performance indicators. The dataset [57] com-
prises approximately 8,000 data points, each accumulated
every 5 seconds. The metrics include CPU and memory
requests (expressed as percentages), network inbound and
outbound rates (measured in gigabytes per second, GB/s,
or megabytes per second, MB/s), transactions per second
(TPS), and response time (in seconds, s, or milliseconds, ms),
as illustrated in Fig. 5. Moreover, we collected the system’s

78237

80



IEEE Access

N. Ch R. Ch h less System Performance Prediction and Health Assessment
TABLE 1. sf d sy perf ics d with server health in 40 seconds.
CPU Request' Memory Request’ Inbound Bandwidth Outbound Bandwidth TPS Response Time System Health
(MR/s) (MR/s) (ms) (binary)
0.12 0.505 3160 3430 3.6 2910 1
0.124 0.504 3590 3120 22 1150 0
0.186 0.542 5920 5290 22 2560 1
0.126 0.505 3530 3900 4 4060 1
0.184 0.526 4890 4310 2 2320 0
0.150 0.534 4610 4090 3 1880 0
0.174 0.533 6250 5490 24 1370 0
0.164 0.535 3490 3150 2.8 1950 0
"Values are normalized to a range from 0 to 1.
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real-time health status, which was determined by scrutinizing
HTTP response codes [53]. When the script detects prede-
fined error response codes, it classifies the system health
as “unhealthy™; in all other cases, it designates the status
as “healthy.” Although stateless applications rarely leverage
disk storage, which is not part of the training input, we still
monitor it to ensure its proper stateless behavior.

Subsequently, the system performs a series of transfor-
mations to format the data appropriately for subsequent
modeling and analysis. Table 1 shows the modification
results, outlining how various metrics were adjusted to meet
the analytical requirements. Specifically, we normalized CPU
and memory requests to a scale from 0 to 1, transformed
inbound and outbound bandwidth in megabytes per second
(MB/s), and quantified response time in milliseconds (ms).
We retained the TPS feature in its original form as collected.
The mechanism also transformed system status from the orig-
inal textual designations into a numerical format, encoding
“healthy™ as 0 and “unhealthy™ as 1, facilitating binary
analysis.
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Eventually, the system performs a noise reduction process
utilizing a low-pass Butterworth filter to minimize data
inconsistencies. To demonstrate an enhanced forecasting
accuracy, Fig. 6 showcases the impact of noise reduction by
contrasting the predictions and RMSE of LSTM, GRU, and
ARIMA models using both noise-filtered and raw data inputs
with actual values. It highlights the enhancement achieved by
applying a filter to reduce noise. The process then yields and
stores a well-refined dataset for further analysis.

IV. SYSTEM METRICS FORECASTING
This section describes the detailed process of forecast-
ing performance metrics. This comprehensive examination
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Level-0 learners comprise base models designed for time-
series prediction that utilize datasets aggregated directly
from the system for their training. At each predefined
interval, these models use the most recent dataset to predict
forthcoming values, considering two key elements: the
predetermined count of past data points (observation steps)
and the quantity of future data points (prediction steps) to
be predicted. To illustrate, Fig. 7 visualizes the sequence
of time series predictions, showcasing observation steps
“0"" and prediction steps “p” for each interval “k’* across
“n”" predictions. cSysGuard allows the adjustment of these
parameters to meet user-specific requirements. In this study,
we configured the settings with 30 observation steps and five
forecast steps, aligning the interval with the forecasting steps.

Our setup has operated various models, including the
ARIMA, SARIMA; ETS, CNN; TCN, RNN, GRU, and
LSTM. Each brings a unique forecasting approach, enabling
us to capture various aspects and patterns within the data.
In addition to deep learning, we incorporated two hidden
layers into the architecture: the first equipped with 64 neurons
and the second with 32 neurons, both employing ReL.U
activation. We used the default settings provided by the
Statsmodels [54] and TensorFlow [55] libraries. Despite
this, we observed that the library’s default parameter values
for deep learning led to suboptimal predictions. Therefore,
parameter adjustments are required. Table 2 outlines the
model-fitting configuration, ensuring the retention of initial
learning proficiency of deep learning models. Upon predic-
tion, the models forward the results to the subsequent layer,
Level 1.

B. LEVEL-1 LEARNER

Level-1 learners serve as meta-models designed for refining
the regression outputs and constitute the second layer in our
predictive framework. Their main objective is to improve the
forecast precision by leveraging the outcomes from Level-0
models as inputs to produce refined outputs. This integration
enables Level-1 learners to fine-tune the initial forecasts,
enhancing the overall predictive performance of cSysGuard.
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This layer comprises three distinet models: Linear Regres-
sion, Random Forest, and Feedforward Neural Networks.
Linear Regression provides simplicity and interoperability
to effectively capture linear relationships within the data.
Random._Forest contributes to reducing overfitting and
improving generalization. Feedforward Neural Networks
excel at capturing complex. nonlinear patterns and interac-
tions in the data. This combination leverages the strengths
of each model, ensuring that the stacking approach can
effectively generalize across different metrics and system
behaviors to enhance the predictive accuracy and robustness
of eSysGuard.

For Linear Regression and Random Forest, we employed
the standard parameters provided by the Scikit-learn
library [56]. For Feedforward Neural Networks, we replicated
the deep learning structure and model-fitting parameters of
Level-0 models vsing the TensorFlow library.

To optimally balance cSysGuard’s predictive performance
and computational complexity, we adopted a selective
approach to determine which Level-0 models would be fed
into specific Level-1 models for predictions. The selection
depends on the impact each model has on the predictive
performance for particular metrics, evaluated by the Pearson
correlation coefficient, r [58], which is defined as follows:

o D =) —y)

Vi =22 — 3)?
where x; represents the predicted metric values from Level-0
models, x signifies the average predicted metric across Level-
0 models, y; indicates the actual metric values, and y reflects
the mean of the actual metrics. Upon score calculation,
we sorted the models in descending order based on their
correlations to gauge their impact. For instance, Fig. 9
illustrates the Pearson correlations of each base model for
predicting CPU requests. We then incrementally incorporated
Level-0 models into each Level-1 learner, starting with
those having the highest correlation scores, and assessed

(5)

78239

82



IEEE Access N. Chai

R.Ch hai less System Perf e Prediction and Health Assessment
o Linear Regression " Random Forest Feed-Forward Neural Network
e
& I 635
608 69 &3
w 607 w ] w o
s0% 66
ot &s 615
m e «
602 (%] 605
1 2 3 e 5 6 7 L 1 2 3 . 5 £ 7 L] a 5 L
Number of Employed Models Number of Employed Models Number of Employed Models
FIGURE 8. Inc | perf e imp nt in level-1 models. This figure illustrates RMSE progression for Level-1 models predicting CPU requests
(unit: percent), highlighting the inc | perf e enh; achieved with each addition of a Level-0 model.

o 2 o g
888383

o
@

Pearson Correlation Coefficient
o o
a in
& &

04 \ | |
035
RNN GRU LST™M CNN_ ARIMA  SARIMA  TCN (18

FIGURE 9. Correlati lysis of level-0 models in CPU req
prediction. This figure ranks the base models based on the Pearson
correlation scores.

RMSE

64

6.2

1 2 3 4 3 6 7 8
Number of Employed Models
@ Linear Regression  ~@=Random Forest == Feed Forward Neural Network
FIGURE 10. Consolidated perf lysis of level-1 models. This
figure synthesizes the RMSE achievements of Level-1 models in
forecasting CPU requests (unit: percent), encapsulating the collective
efficacy derived from integrating multiple Level-0 models.

the predictive performance of each Level-1 model using
the RMSE. This iterative process continued until all base
models were utilized and assessed. For example, Fig. 8
demonstrates the improvement in the performance of Level-
1 models for predicting CPU requests by adding each
model. Alternatively, Fig. 10 offers a unified visualization
of the enhancements across the models, presented in a
single comprehensive graph. Our analysis aimed to pinpoint
an “‘elbow point” [59], where incorporating additional
models led to minimal gains in the predictive accuracy
for the specific metric. This selective approach to model
integration significantly conserves computational resources
while ensuring high predictive precision, demonstrating a
successful trade-off between performance and computational
efficiency in intricate forecasting tasks.
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C./WEIGHTED AGGREGATION LAYER

The weighted aggregation layer is the final regression stage
for predicting forthcoming metrics. To effectively leverage
the contributions of each Level-1 model, the system receives
predictive model-outputs and refines the final prediction
using a weight-averaging method [60] by assigning higher
weights to more accurate models. In addition to the weight
calculation, the layer computes the Performance Vector (PV)
of Level-1 learners based on past f refinement iterations. The
PV is represented as a 3 x ¢ matrix:

PErry1 PEIR> PE[R
BV =" PEpp.1 PEgr) PEgr (6)
PEppy  PEppp -« PEpp,

where it consolidates the prediction errors, measured by
RMSE, for Linear Regression (LR), Random Forest (RF),
and Feedforward Neural Networks (FF) across ¢ refinement
iterations. The refinement process enables ongoing updates
to the model performance, ensuring sustained accuracy in a
rapidly changing cloud environment.

Nevertheless, incorporating the RMSE directly as weights
presents ‘a significant challenge, as it may not adequately
reflect model correlations. A model with a slightly lower
RMSE may not enhance the ensemble diversity if similar
to another model. To mitigate this issue, we developed
a normalized weighting system derived from the PV.
The calculation scales the errors into normalized weights,
identified as NormWeight;j, converting them to a range
between 0 and |1 for comparability across different models.
The weight normalization formula is outlined in (7):

exp(—a x PE;;)

exp(—a x PEy )
ke(LR.RF FF)

NormWeight; ; = 7

where the weights are calculated by inversely relating them
to their RMSE, expressed as exp(—a x PEj j), ensuring that
models with lower errors are more reliable than those with
higher errors. In addition, « acts as a sensitivity controller,
adjusting the weight assignment based on error magnitude.
« facilitates a subtle balance between emphasizing and mod-
erating differences in model errors and acts as a controllable
safeguard to prevent integer overflow [61] during exponential
system computations. To maximize the weight difference, our
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study aimed to maximize each weight value while ensuring
that outcomes stayed within an acceptable range as controlled
by «. This strategy allows for a more pronounced distinction
in model weights, which is particularly beneficial when the
models’ performances are nearly identical.

To derive the final prediction, we integrated the outputs
from our Level-1 learners through a weighted averaging
approach. The final prediction for a given time point m,
represented by Py, is determined as (8):

Py = Z

ke{LR.RF FF)

NormWeighty. ; x Py, (8)

where each model’s prediction, denoted as Py ;. is multiplied
by its respective normalized weight, NormWeighty. ;. This
process guarantees that each model’s contribution to the final
prediction is proportional to its performance. By harmonizing
the models’ strengths, this approach yields a more precise and
reliable ensemble forecast.

D. MODEL COMPARISON

Our approach evaluated cSysGuard’s efficacy in forecasting
system metrics by comparing its performance with traditional
models used in the Level-0 layer. We utilized RMSE to
compare and benchmark the performance across different
metrics. This method clearly explains the precision and
dependability .of cSysGuard, emphasizing its capability to
manage dynamic environments effectively.

E. HYPERPARAMETER TUNING

After comparing the models, we concentrated on devel-
oping a strategy to enhance c¢SysGuard further. Therefore,
we selected one model from each Level-0 and Level-1 layer
and investigated their impacts by adjusting the hyperpa-
rameters through Bayesian optimization [62]. Subsequently,
we evaluated the improvements using the RMSE as our
benchmark.

Given the system configuration constraints outlined in
Section VI-E, we limited our hyperparameter tuning to
particular models and metrics to mainly focus ona methodol-
ogy optimizing cSysGuard. With an emphasis on enhancing
CPU request predictions, the study focused on refining the
RNN and Random Forest models, designated as. Level-0
and Level-1, respectively. These models were selected not
only due to their numerous tunable parameters but also to
demonstrate that our hyperparameter tuning methodology
is effective across deep learning and traditional machine
learning techniques in a stacking architecture.

The hyperparameters covered various factors within speci-
fied ranges, as detailed in Table 3, directly affecting model
performance. For the RNN, these parameters include data
structuring elements (such as observation steps), model
architecture (covering learning rate, the number of neurons,
and activation functions in both the first and second layers),
and model training configurations (incorporating epochs and
batch size). For the Random Forest, considered parameters
entail the number of trees (estimators), tree depth (max
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TABLE 3. Range of hyp

for neural ks (RNN)

and random forest (RF) lurning in CPU request analysis.

Range of Hyperparameters for RNN (Level-0)

Parameter

Range of Values

Observation Steps

Learning Rate

Number of Neurons in Layer 1
Number of Neurons in Layer 2
Activation Functions in Layer 1
Activation Functions in Layer 2

5to 100

0.001 to 0.1

20 to 80

200 80

relu, tanh, sigmoid
relu, tanh, sigmoid

Epochs 10 to 150

Batch Size 16 to 64

Range of Hyperparameters for RF (Level-1)
Parameter Range of Values
Number of Estimators 10 to 1000

Max Depth 3030

Min Sample Split 21020

Min Sample Leaf 11020

Max Features auko, sqrt, log2

Max Leaf Nodes 10 to 1000

Min Impurity Decrease 01w 0.1

Bootstrap true, false

Criterion squared error, absolute error, pois-

son, friedman mse

depth), minimum_samples for a split (min_sample split),
minimum samples per leaf (min sample leaf), maximum
number of features considered for splitting a node (max
features), maximum number of leaf nodes (max-leaf nodes),
minimum_impurity decrease for a split (min impurity
decrease). whether bootstrap samples are used (bootstrap),
and the function to measure the quality of a split (criterion).

V.. SYSTEM HEALTH ASSESSMENT

This - section - describes the - system health assessment
approach, focusing on layer concepts, model comparisons,
and hyperparameter tuning in the classification models.

A. HEALTH PREDICTION LAYER
The health predictor represents the last layer in our pre-
dictive framework. It has a classification model designed
to determine the system’s health. Based on inputs from the
forecasting layer that precedes it, this model categorizes the
system’s condition as either “healthy”™ or “‘unhealthy.”
Moreover, we utilized the sliding window technique to
incorporate data trends into the prediction process to enhance
predictive accuracy. To forecast the target point, the model
concentrates on the latest data within a specified range,
defined by the window size. As illustrated in Fig. 11,
¢SysGuard adopts this technique for system health assess-
ment, concentrating on the ten latest forecast points from
the regression layer to ascertain the current system status.
This method effectively captures the temporal patterns of
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data, leading to more accurate forecasts of future system
conditions.

In addition to the imbalanced nature of our dataset [63],
characterized by-a higher prevalence of “healthy™ statuses,
there is a risk of models favoring the majority class and
underperforming on the crucial but rarer “unhealthy’ class.
To address this, we implemented SMOTE to enhance the
representation of the minority class, thereby enhancing the
model equity by creating synthetic instances of this class to
improve its detection.

B. MODEL COMPARISON

An essential aspect of our methodology is the comparative
analysis of various machine learning models to assess
their performance efficacy. For this analysis, we selected
five prominent models: Decision Trees, Support Vector
Machines, K-Nearest Neighbors, Logistic Regression, and
Neural Networks. These models were initially performed
with the default parameters provided by the Scikit-learn
and TensorFlow libraries [55], [56]. In addition to Neural
Networks, our configuration featured a two-layered structure:
the first layer had six nodes using the ReLU activation
function, and the second comprised a single node with a
Sigmoid activation function.

To enhance the model’s generalizability, the evaluation
process employed 10-fold cross-validation, conducting sev-
eral training rounds and validation on different data splits
to derive the average scores. We utilized precision; recall,
and F1 score with macro averaging [64], ensuring equal
weighting of each category in the assessment throughout the
cross-validation process. The model with the highest macro-
averaged F1 score is the most optimal, as it demonstrates
a balanced trade-off between precision and recall, with the
specifics detailed in (9), (10), and (11).

Precisionhealthy + Precisionynhealthy

2
Recallhealthy + Recallunhealthy

2

©)

Precisionmacro =

Recallmacro = (10)
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TABLE 4. Hyperparameter ranges in decision tree tuning.

Parameter Range of Values
Max Depth 310 500

Min Samples Split 210 100

Min Samples Leaf 1 to 100
Criterion gini, entropy

Max Features
Manx Leal Nodes

none, auto, sqrt, log2
10 w 1000

Min Impurity Decrease Ows

Fl-Sc6re s Precisionaero % Recallyaero an
T Precisionmacro + Recallpacro

C. HYPERPARAMETER TUNING

Subsequently, we carefully refined the model’s hyperparam-
eters through Bayesian optimization to enhance its predictive
capabilities with our dataset. We methodically tested a range
of parameter values to identify the combination that resulted
in the highest macro-averaged F1 score. This process allowed
us to optimize the model’s accuracy and tailor the model
specifically to the nuances of the dataset.

Table 4. presents the hyperparameters of the Deci-
sion Trees, identified as the top-performing model in
Section VI-B. These influential hyperparameters encompass
max depth, min sample split, min sample leaf, criterion, max
features, max-leaf nodes, and min impurity decrease.

Vi. RESULT AND DISCUSSION

This section presents our empirical findings for machine-
learning models in system metrics and health forecasting.
It also provides an insightful discussion of the findings.

A. SYSTEM METRICS FORECASTING EVALUATION

This subsection details the experimental results of the system
metrics forecasting, including two main categories: model
comparison-and hyperparameter tuning.

1) MODEL COMPARISON

Table 5 provides a detailed performance evaluation of
¢SysGuard compared to the selected Level-0 models across
various metrics. Deep learning models, such as GRU, LSTM,
and RNN, show competitive predictive performance due
to.their ability to capture complex temporal dependencies
and nonlinear patterns in the data. In contrast, traditional
models like ARIMA and SARIMA generally lag in most
metrics because they rely on more straightforward, linear
assumptions and are less effective at handling the vari-
ability and complexity of dynamic cloud environments.
Overall, cSysGuard shows superior proficiency in most areas.
Notably, in response time, it achieves a significant 2.28-fold
increase in performance compared to ETS. Notably, this
comparison also highlights cSysGuard’s capability to surpass
advanced deep learning models, such as GRU and LSTM,
typically known for their strong performance in predictive
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TABLE 5. RMSE-based perf parison of cSy d with selected level-0 models across ific metrics.
¢SysGuard  GRU LSTM RNN CNN ARIMA  SARIMA TCN ETS
CPU Request (percent) 4.793 4917 5.008 4.796 5.254 6.816 7.724 5.825
Memory Request (percent) 1.49%4 1.518 1.553 1.487 1.587 2.284
Inbound Bandwidth (MB/s) 2778 2795 2827 2787 2897 3658 3070
Outbound Bandwidth (MB/s) 2368 2388 2416 2368 2471 3122 2632
TPS 0.635 0.641 0.646 0.637 0.674 0.834 0.831 0.707
Response Time (ms) 640.2 649.1 665.7 6423 7420 1049.2 847.5 1460.0
U Request Memary Request TABLE 6. Optimal parameters for recurrent neural networks (RNN) and

MB/s {in thousands)

Transactions/s

v
1
9

Actual ——RNN GRU

FIGURE 12. System performance metrics prediction. This figure compares
cSysGuard’s prediction results with those of commonly used models
(GRU, RNN, LSTM, ARIMA, CNN) against actual results for CPU and

y req bandwidth, tion rates, and response times.

LSTM =—— ARIMA ~——— CNN === cSysGuard

tasks. These results demonstrate that cSysGuard effectively
surpasses traditional models in certain areas, reinforcing
its robustness and adaptability -in diverse system-metric
forecasting scenarios.

Additionally, Fig. 12 visualizes the predicted values
compared to the actual values for various metrics. Each graph
compares the performance of ¢SysGuard with commonly
used models such as GRU, RNN, LSTM, ARIMA, and
CNN. The visualizations clarify cSysGuard’s predictive capa-
bilities, highlighting its effectiveness in forecasting diverse
system metrics. Given their alignment with performance
benchmarks and the vast array of adjustable parameters,
we opted for RNN and Random Forest as our Level-0 and
Level-1 models in our optimization experiment.

2) HYPERPARAMETER TUNING

Table 6 lists the optimal RNN and Random Forest parameters
for CPU usage prediction. Simultaneously, Table 7 presents
the improved performance of each model and cSysGuard.
Interestingly, the tuning process not only augmented the indi-
vidual performances of the RNN and Random Forest but also
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random forest (RF) tuning in CPU request analysis.

Optimal RNN (Level-0) Parameters

Parameter Value
Observation Steps 64
Learning Rate 0.001
Numberof Neurons in Layer 1 49
Number of Neurons in Layer 2 55
Activation Functions in Layer 1 relu
Activation Functions in Layer 2 relu
Epochs 100
Batch Size 16
Optimal RF (Level-1) Parameters
Parameter Value
Number of Estimators 345
Max Depth 2%
Min Sample Split 5

Min Sample Leaf 10
Max Features auto
Max Leaf Nodes 13
Min Impurity Decrease 0.00035269496460264014
Bootstrap true

Criterion friedman mse

TABLE 7. RMSE-based performance of recurrent neural networks (RNN),
random forest (RF), and cSysGuard in CPU request (unit: percent).

RNN RF ¢SysGuard
Base Performance 4.796 4.856 4.793
Level-0: Tuned RNN 4.695 4.736 4.691
Level-1: Tuned RF 4.695 4.706 4.684

enhanced the predictive capabilities of the subsequent layers
in the architecture. This finding suggests a synergistic effect,
where refining one system component positively influences
overall efficacy, thereby underscoring the interconnected
nature of the models within the system.

B. SYSTEM HEALTH ASSESSMENT EVALUATION

This subsection specifically delves into the experimental
results of the system health assessment, dividing them into
model comparison and hyperparameter tuning.
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TABLE 8. Perf e of base models and tuned decision trees in

system health assessment.

Macro-avg ~ Macro-avg  Macro-avg
Precision Recall F1 Score
Base Performance
Decision Trees 0.8856 0.8802 0.8812
Support Vector Machine 0.8255 0.8231 0.8223
K-Nearest Neighbors 0.8372 0.7819 0.7736
Neural Networks 0.8515 08159 0.8060
Logistic Regression 0.8380 0.8380 0.8368
Optimal Performance
Tuned Decision Trees 0.9012 0.8968 0.8979

TABLE 9. Optimal parameters for tuning decision trees.

Parameter Values
Max Depth 129
Min Samples Split 2

Min Samples Leaf 1
Criterion gini
Max Features none
Max Leaf Nodes 637
Min Impurity Decrease 0

1) MODEL COMPARISON

Table 8 presents a comparative analysis of various base
models” performance, focusing on the macro-averaged
precision, recall, and FI score. The analysis reveals that
the Decision Trees outperform the other base models by
achieving the highest F1 score. This performance highlights
its efficiency in accurately identifying positive instances
while minimizing false positives, as evidenced by its high
recall and precision. Such a balanced effectiveness profile
underscores the suitability of Decision Trees for reliable
system health status prediction, establishing it as a robust
choice for such assessments. Based on the evaluation,
we focused on Decision Trees for in-depth analysis during
hyperparameter tuning.

2) HYPERPARAMETER TUNING
With Decision Trees identified as the top-performing base
model, Table 8 offers a comparative analysis showcasing
the impact of hyperparameter tuning on model performance.
In addition, Table 9 presents the optimal parameter settings of
our model. The results indicate that the optimized Decision
Trees outperform the original model, showing enhancements
of approximately 1.56% in precision, 1.66% in recall,
and 1.67% in the F1 score. It demonstrates the improved
performance of its original version and other base models.
Following the hyperparameter tuning process, we
embarked on a detailed analysis of the model’s classification
accuracy. We constructed an averaged confusion matrix,
denoted as Fig. 13. It synthesized the outcomes from each
iteration of cross-validation conducted with our sample
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Averaged Confusion Matrix for Decision Tree Predictions

Healthy

Actual Values

5
@

161.4

‘ahealthy

- 100

Healtny Unheaithy
Pregicted Values

FIGURE 13. Confusion matrix visualization for sy health
This figure illustrates the averaged confusion matrix, capturing the
predictive accuracy of server status as healthy or unhealthy.

data, offering a transparent and quantifiable measure of
¢SysGuard’s predictive accuracy. The matrix delineates two
principal classes indicative of server status: “healthy™ and
“‘unhealthy.” In this matrix, columns represent predicted
labels, and rows correspond to actual labels. This graphical
representation is crucial for evaluating the precision and
reliability of our model in distinguishing the server’s
operational states.

C. COMPARATIVE ANALYSIS OF DIFFERENT ENSEMBLE
METHODOLOGY
Our study introduces an innovative ensemble stacking model
to enhance predictive accuracy. In detail, the regression
framework is a three-tiered architecture, comprising base
models in the first layer, meta-models in the second, and
employing a weighted averaging approach in the third. Then,
we conducted a comparative analysis incorporating existing
research studies alongside a novel experiment we devised, all
utilizing similar ensemble modeling approaches.
Specifically,- we have selected two research studies.
Both employ two-tiered architectural frameworks. The first
literature, by Mehmood et al. [23], proposed an ensemble
model with a single meta-model (Decision Trees) in the
second layer, which leverages predictions from the base
models to determine the outcome. The second publication,
by Kim et al. [22], introduced an ensemble model framework
named CloudInsight. It incorporates a weighted average
strategy in its second layer to aggregate and summarize
predictions from the base models. In addition, we conducted
an experiment that involves simple averaging in the third
layer of cSysGuard. The study aimed to determine if a
more streamlined model structure or a more straightforward
aggregation method could achieve superior results without
adding extra complexity. Therefore, we constructed these
frameworks and applied them to our dataset to determine
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TABLE 10. RMSE performance comparison: Single Meta-Model,
Cloudinsight, and cSy d (simpl ging: ¢SG-SA & weighted
averaging: ¢SG-WA) across metrics.

TABLE 11. Comparative analysis of prediction and refinement times
(unit: seconds) for Selected ML models and cSysGuard (cSG).

RNN GRU LSTM SG
1 Meta- Cloud ¢SG-SA  ¢SG-WA
Model Insight Prediction Process 0.382 0.362 1.061 2.366
(Mehmood er (Kim er Refinement Process 7429 132.40 141.84 152.55
al.) al) (Parallel Training)
CPU Request (per- 6.6708 49131 4.6914 4.6845
cent) of the employed models and the capabilities of its operating
Memory Request  2.1594 1.5442 1.4943 1.4941 machine.
(percent)
Inbound 4052.5 2887.4 2778.2 27717.6 E. SYSTEM SPECIFICATION BIAS
Bandwidth (MB/s) . .
’ As Section HI-A2 outlined, our methodology deployed
Outbound 3536.6 2462.9 2369.0 2368.7 : . 3 . .
Bandwidth (MB/s) the system with specific configurations, including CPU
TPS 09117 0.6377 0.6346 0.6348 type, memory capacity, and the operating system used.
Response  Timé /97821 780.79 640.41 64020 It is essential to acknowledge that differences in these

(ms)

their effectiveness and compare them to the cSysGuard
architecture.

Table 10 presents the comparative effectiveness of each
methodology. Employing CloudInsight or a single meta-
model does not match the performance efficacy of cSys-
Guard’s configuration (cSG-WA). Alternatively, while using
a simple averaging strategy in cSysGuard (cSG-SA) aligns
closely with the current version, the critical advantage of
weighted averaging is its flexibility; it enables users to
tailor weight calculations based on specific needs, such as
Level-1 model error sensitivity. or collected error range.
This flexibility enhances overall performance to favor better-
performing models by fine-tuning their weights, emphasizing
the importance of ¢SysGuard’s nuanced three-tier layering
strategy.

D. cSysGuard PERFORMANCE OVERHEAD

Subsequently, our analysis shifted towards assessing the
impact on system performance, specifically examining the
computational overhead. We experimented with cSysGuard
on a host machine with a 2.9 GHz Intel Core i7-7820HK
Quad-Core processor and 16GB DDR4 RAM. Table | 1 show-
cases a comprehensive comparison, highlighting differences
in key performance indicators such as average prediction
and refinement times across three machine learning models
(RNN, GRU, and LSTM) chosen for their substantial
operational times and the cSysGuard (¢SG) framework.
Based on the result, ¢cSysGuard exhibits marginally higher
processing times than the selected high-performing models.
However, it is essential to note that cSysGuard’s processing
duration is contingent upon the complexity of the underlying
model it incorporates. Employing a more streamlined model
within the system can reduce overall processing times for
cSysGuard. Conversely, based on our findings, enhancing
the host’s resources can also reduce overall processing time.
cSysGuard is fundamentally influenced by the characteristics
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specifications can influence the overall modeling process
and its predictive outcomes. Such variations, in turn, can
potentially affect the predictive accuracy and generalizability
of cSysGuard.

Therefore, the study recommends that users consider
adjusting ¢SysGuard’s setup to suit their server specifi-
cations. Users can select different models and quantities,
optimize parameters, fine-tune data configuration and pre-
diction interval, or adjust Level-1 model error sensitivity.
eSysGuard offers flexibility to align with users’ operational
goals and requirements, maximizing the advantages of
ensemble learning.

Vil. CONCLUSION AND FUTURE WORK

This paper introduces c¢SysGuard, a novel and resilient
monitoring framework designed to enhance the prediction
of system performance metrics and health assessments
in dynamic cloud environments. To forecast performance
metrics effectively, cSysGuard implements an advanced
ensemble model using a stacking approach that integrates
various predictors, such as the Level-0 and Level-1 models.
Subsequently, the framework dynamically yields an accu-
rate final metric prediction through a weighted averaging
strategy. Furthermore, ¢SysGuard examines these forecasts to
determine system failover through a fine-tuned classification
model.

In our study, ¢SysGuard consistently outperformed the
other standard models, encompassing traditional statistical
and advanced deep learning approaches. It showcased sig-
nificant proficiency, from nearly equivalent to an impressive
increase of up to 2.28 times compared to conventional
models. In addition to the system health assessment, it lever-
aged Decision Trees refined through hyperparameter tuning,
achieving a macro-averaged F1 score of 89.79%. These
outcomes highlight cSysGuard’s effectiveness in delivering
precise performance metrics and health analysis, showcasing
it as a comprehensive system monitoring tool.

In future work, we intend to expand the capabilities
of ¢SysGuard beyond its focus on detecting system-health
failures based on resource sufficiency. Future iterations will
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consider integrating other system failures, such as network-
related issues, security breaches, and application-level errors.
By addressing these additional dimensions, cSysGuard will
become a more versatile framework adaptable to a broader
range of scenarios and capable of providing comprehensive
monitoring across various aspects of system health.
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