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Abstract

The aim of this financial engineering project is to develop effective solutions
for enhancing the workflow of a companyAAA. To overcome this problem, we must
first understand the working practices of the employees in this organization. After
discussing with the staff of this company and our advisors, we eventually developed a
web application for a management tool that 1s apprepriate for this particular company.
We anticipate that_this management tool web application, will benefit not only the
employees of this business but also those who are looking for management solutions to
organize their duties, tasks, and projects.

A web application is a‘computer program.that tuns on a server and can be
accessed by users_through web_browsers: It provides.a web-based user interface that
allows users to interact; with: application ‘servers and deploy the ‘cote software
components for various business processes. /Three” components make up a web
application: the front-end, the back-end, and the database. The front-end is responsible
for presenting the user interface ‘and handling user interactions. The.back-end of a web
application-refers-to the part-of the application that runs on the web server and is
responsible for data processing and storage. It typically.communicates/with the front-
end through an APl (Application Programming Interface) and is builtusing server-side
programming languages, while the-database “is where( the .application stores and
retrieves data.

We proudly propese WEBAAA, a web application for project management,

in this project with the hope that it would enhance the workflow of the company.
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Chapter 1

Introduction
1.1 Problem description and Motivation

We discovered fromdiscussions and research with employees.in a company that they
want us to create a solution to help them improve their workflow. Employees may
struggle with inefficiencies and disarray in their workflow at times. Uncertainty and
delays may result from the randem way in which tasks are distributed, with inadequate
coordination or,accountability. Important communications may be lost in the shuffle
due to fragmentedrand-irregular staff communication..Furthermore,-the absence of a
centralized platform for task management and document sharing could lead to errors

and duplication of effort:

The development.of management tools-for an organization'is.driven by the motivation
to enhance efficiency, effectiveness, and productivity in daily operations. These tools
are designed to streamline processes, reduce etrors; and minimize «costs. Moreover,
effective managementtools are-necessaty to retain employees.and attract new talents
by providing oppertunities for_career growth: within the<organization. Management
tools also play a crucial role..in monitoring-and.measuring the performance of
individuals and teams within an organization, helping to identify areas that require
improvement, as well as areas of strength that can be harnessed to drive success.
Therefore, our aim is to develop a web application that is user-friendly and based on a
business workflow. The resulting application increases productivity and organizes

collaboration.



1.2 Objectives

The objectives of developing a management tools web application are providing a
centralized platform for managing a company's operations, resources, and employees.
By utilizing a management tools web application, a company can improve
communication, streamline processes, and increase efficiency. To improve employee
workflow, decrease errors, and boost productivity, the application can provide task

assignment and tracking, document sharing, and real-time chat.

1. The development of‘a web-application.for managing company workflows can
assist the business prevent errors and oversights by. giving tasks and steps a clear

and structured framework:

2. Thebusiness can-conserve time and 'costs by managing its workflows using a
web application instead-“of using: manual, prone-to-error methods. Many
workflow-related tasks can be automated by-a web application, which can help

the company cut down on-the effort and time required.to complete a process.

3. To enhance coordination’ and  dialogue . Worktlow /management among
employees (helps enhance  teamwork / and (" communication 'inside the
organization:-A-web application can help team:members keep informed and up
to.date as well as facilitate coltaboration and efficient teamwork by offering a

central platform. for sharing and tracking tasks and stages.

4. The application” can facilitate communication, among employees, track tasks,

and provide valuable data analyties that can inform‘decision-making.

5. Utilizing a management tools web application is essential for remaining
competitive and flexible in the dynamic business environment of today. We
anticipate that by utilizing the management tools online application, the
business will be able to improve efficiency, maximize its resources, and

streamline its operations, keeping it one step ahead of the competition.



1.3 Scope of Work

The scope of this project can be listed as follows:
1. Understand the Information Architecture (IA) of the organization.

2. To develop wireframes for the management tools web application of the

company.
3. To develop UX and UI design.
4. To create visual.design of the management tools web application.
5. To develop front-end of the web application

6. To'develop back-end and database of the web.application

1.4 Thesis Structure

This thesis consists of five chapters ' which are arranged as follows:

o Chapter.1 Introduction - refers to the motivation, objectives, scope of work,

and thesis structure-of this thesis.

o Chapter 2 Literature Review —proposes the Literature survey, explains the

knowledge and technology necessary for developing the ' web application.

e Chapter 3'Methodology < requitements analysis'and system design, presents
the requirement of the-system, the- use case diagram, and the relevant system

architecture diagram.

e Chapter 4 System Development — explains the concepts, tools, and

techniques that are used in developing the project.

e Chapter 5 Results — refers to the results of a software demonstration, which

consists of the user interfaces of the software and the web applications.



e Chapter 6 Conclusion and Future work — is the chapter that talks about the

conclusion, future work, and improvements to the project.

(R )

(LI L)
LSS0 B BSOS
NI L T TTTIT

iy b

This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.
4



Chapter 2

Literature Review

This chapter provides an overview of the Preliminary due diligence process of the
companyAAA for making the‘decision-to-invest in.a startup company and presents the
importance of management tools for the workflow of an.organization and explains the

knowledge and'technology necessary for developing the web application.
2.1 Preliminary due diligence of CompanyAAA

CompanyAAA focuses on funding early-stage startups and new technology businesses
with the potential to-upend the finance industry. Preliminary duediligence is one of the
crucial processes in the investment process and entails assessing a potential investment
opportunity to_ determine whether it aligns with requirements ‘and objectives of the
company.-This step has significance because it aids in identifying-potential risks and
opportunities and-enables the company to decide whether to.move forward with further

in-depth due diligence.

Preliminary due diligence is.an initial assessment or review of a potential investment
opportunity. It is,typically done before more detailed due diligence is conducted, and
its purpose is to determine-whether-the opportunity-warrants further investigation. In
the context of companyAAA, this'stepwouldinvolve looking at the company's business
model, financial performance, market position, and competitive landscape, among

other factors.

The following criterias are among evaluation standards of companyAAA for

preliminary due diligence procedure of a startup.



Company and Team Structure

To evaluate the company and team structure of a startup, investors review the
company's organizational chart and job descriptions to understand the hierarchy and

responsibilities of each position.

Examine the management and leadership qualifications and experienceof the team,
paying particular attention to their track record of establishing and leading prosperous

enterprises.

In addition, investors could.try to.grasp-the-company's culture and beliefs, which might

reveal information about the dynamics of the team and hewswell they might get along.

To gain an understanding of their working methods and problem-solving strategies, this

may entail speaking with-the management group. and ether staff members.

Investors also evaluate the company!'s governance structure, including its board of
directors ‘and any committees that have been established: This can provide insight into
the company's-decision-making processes and the roles-and responsibilities of each

individual within the organization.

Overall, evaluating the'company and-team structure is.an important part of the due
diligence process, as(it can provide insight into the company's leadership/and decision-
making ‘processes, and help investors determine if' the team«is well-positioned to

achieve the.company's goals.
Market and Sector Outlook

To evaluate the market and sector-outlook-ofa startup company, investors conduct
market research to understand the size and growth potential of the market, as well as
the competitive landscape.This can reveal information about the company's potential

issues and possibilities as well as the demand for its goods or services.



Investors also analyze industry reports, research, customer surveys, and analyses in
addition to conducting market research to gain a general understanding of the outlook
for the industry in which the company operates.This can provide insight into the broader
economic and regulatory factors that may impact the company's performance, as well

as trends and developments in the industry.

Investors conduct market research to comprehend the size and growth potential of the
market, as well as the competitive landscape, in order to assess the market and sector
prospects of a startup company. This can provide insight into the potential demand for

the company's product or serviee, as well as thefactors that may influence its success.
Business Model & Products Solutions

Investors examine-the company's products and market fit-to define the competitive
advantage, the products' demand in the market regardless of economic conditions, and

the uniqueness-and not easily replaceable by-other;products and services.

The product pipeline-and new product development are-aspects of a company's growth
strategy "and business: model ‘and product solution evaluation, as they can help the
company stay-competitive-and, generate additional revenue. The product pipeline
typically rincludes a- listvof ) products ' or product enhancements that-the ‘company is
currently developing or plans to develop-in the future. This may include new products,

as well as'updates orimprovements to existing products:
Technology and Intelligence Property

To evaluate the technology ‘and intellectual property of asstartup company, investors
review the company's technolegy, operational.processes, workflow, trademarks, and
other intellectual property assets. This can provide insight into the company's ability to
protect its innovations, scalability, security management and maintain its competitive

advantage.



To evaluate the technology, investors review the company's technology stack, including
the platforms, frameworks, intellectual property and tools it uses to develop and deliver
its products or services. They may also review the company's technical capabilities,

including its engineering team, development processes, and testing procedures.
Tractions and KPI

To evaluate the traction and key performance indicators (KPIs) of a startup company,
investors review the company's traction and KPI, including quality of traction, sales
pipeline and sales metrics, Net Promoter Score (NPS) and other performance metrics.
This can provide insight-into the company'sgrowth, profitability, and overall

performance.

The NPS is'awidely-used metric.in customer satisfaction research, as it provides a quick
and easy way to-gauge the-level of customer satisfaction and loyalty, and help identify

areas for improvement.
Financial and Projections

To evaluate the “fimancial projections "of a.startup company, investors review the
company's_financial statements, including historical financial'performance. They also
review the-company's business plan, use of funds, cash eonversion cycle and financial
projections;: “which (outline “the ' \company's ‘expected revenuc;- expenses, profits,
company's liquidity and ability to generate cash from its.operations over a given period

of time.
Data Collection"& Analytics

In the evaluation of a startup company, investors review the company's data collection
and analytics capabilities. This can provide insight into the company's ability to

generate and use data to drive decision-making and improve its operations.

To evaluate the company's data collection and analytics capabilities, investors review
the company's data sources, including its internal and external data sources, as well as

the quality, integrity and reliability of its data.



They may also assess the company's data management and storage systems, including

its data warehousing, data lakes, and data marts.

In addition, investors may review the company's analytics tools, techniques, and
processes, including its data visualization, predictive modeling, machine learning
capabilities and plan of implementation of the compliance policy such as PDPA. This
can provide insight into the company's ability to generate insights and actionable

recommendations from its data.
Synergy with Bank (CompanyAA4A4)

The synergy between asstartup company and a bank canefer to the benefits and value
that the company and the bank can generate by working together. This includes the
competency and collaboration of the company with the bank, as well as the interest and

capability to work together.
Term of Investnient

To evaluate thesterms of investment for a startup-company when raising funds with a
bank, investors review: the. term .sheet, which refers: to;the investment policy and
justifiable” valuation of, the|.company. They may also assess the ‘conditions and
milestones-that the company must meet in order to receive-the funding, as well as any

rights or privileges that the bank may-have as an investor.

In addition,, investors seek to understand the potential benefits‘and drawbacks of the
terms of investment forthe company, including the potential.impact on the company's

equity ownership, control, and futuve financing options:
Company Governance

Investors also review the company governance, including shareholding structure and
affiliate and Employee Stock Ownership Plan or ESOP which can be a useful tool for
engaging leadership and management in a startup company. By giving employees a
financial stake in the company through stock ownership, an ESOP can help align the
interests of management and employees, and can motivate employees to work toward

the success of the company.



Additionally, by providing a way for employees to share in the company's success, an
ESOP can help foster a sense of ownership and accountability among leadership and
management. Overall, an ESOP can be a powerful tool for building a strong, engaged,

and motivated leadership team in a startup company.

In order to evaluate how well a startup company is being governed, it is also useful to
look at the company's board of directors and company advisors that can provide
valuable guidance and oversight to the leadership team, and can help ensure that the

company is operating in the best interests of all stakeholders.
2.2 Importance of management tools

Management/tools are-essential for the workflowof an organization as they facilitate
effective communication, coordination, and organization of tasks‘among employees.
By providing a centralized platform/ for task management, document sharing, and
messaging, management tools help employees stay focused, productive, and engaged.
By ensurimg that activities. are; assigned, recorded, -and. done effectively, these
technologies can also streamline procedures and lower error rates. Organizations can
identify areas for improvement and make data-driven decisions through the important
data’ and analytics..provided "by management tools. Ultimately, .management tools
enhance the workflow” of, an-organization, improving efficiency, productivity, and
overall ‘petformance. Without management/ tools, organizations ‘may’ struggle with
disorganization; lack of accountability, and reduced productivity, leading to lower

quality work eutput, higher costs, and-a less'competitive position.in the market.

2.3 Information-Arechitecture (IA)

Information architecture (IA) refers to the process of structuring, organizing, and
labeling content in a way that makes it simple for users to find and use. It is a crucial
component of web development and design. It is the art and science of creating a

structure for information that allows user to navigate and interact with it effectively.

As it provides the underlying framework for how information is organized and

presented, IA is frequently regarded as the foundation of a website or application. Good

10



IA can improve the user experience, enhance accessibility, and make it easier for users

to achieve their goals.

There are several key components of 1A that we considered:

Organization: The organization.of -content-refers to-how it is grouped and structured.
Content should be organized in a way, that makes sense to.users and reflects their needs

and interests. This includes hierarchical structures and Chronological order

Hierarchies are—a tree-like structure,  content 4s._arranged- into, ‘categories and
subcategories,with the 'broader,categories at the-top and motre specialized categories
branching_out beneath them:In graphic design, shicrarchies or hierarchical structures
are an excellent-method to\show how the components of the task interact with one
another. It isya system of classifying things into several categories and subdivisions,

and 1t 1s frequently used to artange content on websites,

Size, color,contrast, brightness, alignment, and repetition are some of the fundamental
concepts of hierarchy in graphic design that are'used to highlight particular elements of
the design. It takes.into account such elementsito-demonstrate theirsignificance to the

design as a whole:

The content is organized logically and-clearly in hierarchical frameworks, which makes
it simpler for users to navigate and locate what they're looking for. This can be very

helpful for applications or websites with a lot of complex information or material.

Chronological order is a way of organizing and presenting content in information
architecture (IA) that is based on time or date. The content is arranged in a linear form
in chronological order, with the earliest or oldest content appearing at the top and the

most recent or most current stuff appearing at the bottom.

11



For time-sensitive content, such as new tasks, notes, or current discussions and
comments, chronological order is employed. It enables users to simply follow the

progression or evolution of content over time and to be informed of new information.

One benefit of chronological order in IA is that it offers a simple, logical structure for
content organization that is simple-for-users.to comprehend and follow. For visitors
looking for the most recent information, it also makes it'simple to see what content is

new or just published.

Navigation: Navigation_refers to.the system of links.and menus that users utilize to
move through a website or application. Clear labelingland.logical groups should be

present'in the navigation, making-it intuitive and simple to utilize.

Labeling: Labeling describes the words'and phrases used to define the navigation and
content elements. Labels should be understandable to the target audience and include

language that is clear, succinct, and consistent.

IA is an iterative process thatincludes-testing, tesearch, and analysis to make sure that
the content is organized and structured in a-useful and user-friendly way. To construct
a unified and efficient information  architecture-that satisfies expectations of users,
collaboration is needed between designers, developers, content producers, and other

stakeholders.

2.4 Wireframes

A wireframe is a graphic depiction of a web page or application interface that
demonstrates the organization and layout of the material without the inclusion of design
components like colors, typography, or images. Before a digital product is built, a low-
fidelity prototype is used to plan and communicate the design and functionality of the

product.

12



Wireframes can be made with a variety of techniques, including paper sketches, digital
wireframing software, or even basic drawing applications. They are a crucial
component of the design process. A wireframe frequently includes the basic parts of a
web page or application, such as headers, footers, menus, content areas, and user

interface elements like buttons, forms, and input fields.

A wireframe is used to“illustrate the design and funetioning of a digital product in an
easy-to-understand” manner. A “wireframe enables designers. and stakeholders to
concentrate on the structural and functional features of the product, such as the
placement ©of content, the flow,of nayigation, and the hierarchy of information, by
omitting/design elements like colors and typography; In order,to test and improve their
design ideas, recognize’ and-fix usability 1ssues;and effectivelyiconvey their concepts

to stakeholders and developers:

2.5 User Experience (UX)

UX design-focuses on_the total .interaction that users-have with aidigital product. It
includes every stage of the user experience; from'the first time a consumer learns about
a product to theirlast engagement with it..The objective of UX.design is to produce a

good and fulfilling user experience that satisfies the demands andobjectives of users.

Several techniques, including-user research,~persona development, user journey
mapping, and usability testing, are used by UX designers to comprehend the needs and
objectives of users. They make use of this data to create user-friendly, intuitive

interfaces that are simple to use and add value for users.

2.6 User Interface (UI)

Ul design focuses on the visual appeal and interaction features of a digital product, such
as buttons, forms, and menus. The aim of UI design is to produce an intuitive, visually

appealing, and engaginguser experience.
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Visual design elements like color theory, typography, and layout are used by UI
designers to provide a unified and aesthetically pleasing design that enhances every
aspect of the user experience. Additionally, they employ interactive design components

like animations and micro-interactions to give users a sense of feedback and delight.

2.7 Graphical user interfaces-(GUISs)

A graphical user'interface (GUIL) is a type of user interface'that enables consumers to
interact with digital produets using graphical components likewmenus, buttons, and
icons. GUIs provide users-a way: to interact with.a digital product using a combination
of mouse, keyboard; and touch-based inputs, ‘and they are designed to be intuitive and

user-friendly.

GUIs are-utilized in a wide range of digital products; including desktop and mobile
applications, websites, and video /games. They are made to simplify difficult processes
by dividing them into smallet; easier-to-manage chunks and-giving-users immediate,

understandable feedback on their actions.

2.8 Relationship Between-UX and Ul-Design

Although UX andwUl.design are distinct disciplines,~they are closely related and
frequently collaborate. While.UT designers-create thevisual and interactive components

that support that experience, UX designers define the overall user experience.

In practice, UX and Ul design are iterative processes in which designers collaborate to
develop and improve the product. While UI designers create high-fidelity mockups and
prototypes to perfect the visual and interactive components of the design, UX designers

may use wireframes and prototypes to test and validate design concepts
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2.9 Hypertext Markup Language (HTML)

HTML (Hypertext Markup Language) is a markup language for creating and
structuring web content. It serves as the foundation of web development by offering a
uniform set of rules and instructions for developing web pages. The layout, content,

and structure of web pages are‘specified-using HTML.

The structure and-content of-a web page are speeified by a'set,of tags called tags in
HTML. The headings, paragraphs, lists, tables, forms, photos, links; and other parts of
a web page are.all-created,using these tags. HTML tags-can.contain attributes that

provide more details about the'element, and they are-written using angle brackets ( >).
Some common HTML tags include:

<htmI>: Defines the-start and end of an HTML-document.
<head>: Contains.metadata about the web page, such-as thetitle and links to
stylesheets.

<body>: Contains,the main content of'the web page.

<hI>,<h2>, <h3>, etc.: Defines-headings of various sizes:

<p>: Defines a paragraph of text.

<ul> and <ol>: Defines-unordered and ordered-lists, respectively.
<table>: Defines a table.

<form>: Defines a form that allows users to input data.

<img>: Defines an image.

<a>: Defines a hyperlink.

To build dynamic and interactive web sites, HTML is frequently combined with
JavaScript and CSS (Cascading Style Sheets). JavaScript is used to bring dynamic
behavior and interactivity to the page, whereas CSS is used to style the page's content

and layout.
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2.9.1 HTMLS

HTMLS is the most recent version of HTML, the markup language used to produce and
arrange web content. Since its initial release in 2014, it has evolved into the industry
standard for web development. A variety of new features and enhancements brought by

HTMLS increase the usability.and efficiency of web pages.

Some of the keyfeatures of HTMLS include:

Improved multimedia support: New tags for audio and.video content embedding make

it simpler to add multimedia to . web pages without the use of plugins.

Semantic-markup: New- semantic tags, such as <header>,, <footer>, <article>, and
<section>, that provide a better structure for web pages and make it simpler for search

engines to interpret the content of the page.

Improved form controls: New form controls that simplify user data entry, such as date

pickers, sliders; and search fields.

Improved offline support: New APIs that allow_web pages to function offline, making
it possible to create'web applications that work even when theser is not connected to

the internet.

Improved performance: New features that increase web page performance, such as lazy

loading of images and the ability to prefetch resources.

Canvas and SVG support: Support for both Canvas and SVG, making it easier to create

complex graphics and animations directly in the web browser.
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HTMLS is a potent tool for web developers that offers several of essential features and
benefits, making it simpler to design interesting and interactive web apps that function

on various platforms and devices.

Figure 1. Features of HEMLS

[Source: https;//www.tutorialstonight.com/html/html-introduction/]

2.10 Cascading Style Sheets (CSS)

CSS (Cascading Style Sheets) is a/stylesheet languageused to describe the display and
layout of HTML (Hypertext-Markup TLanguage) and XML (Extensible Markup
Language) documents. CSS is used to separate the content of a web page from its
presentation and is used to style the visual look of web pages, including fonts, colors,
layouts, and other graphical components. This separation enables developers to produce

stylish and visually appealing web pages that are simple to maintain and update.

CSS operates by establishing guidelines for how HTML parts must be rendered. These
rules are made up of selectors, which identify the HTML elements that need styling,

and declarations, which outline the styling requirements for each element. CSS rules
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can be defined either inline within the HTML document, in a separate stylesheet file,

or in the head section of an HTML document.

In conclusion, CSS is a potent style language used to specify how HTML and XML
documents are presented and laid out. It is simpler for developers to maintain and
update web pages and makes them-more-aceessible to users with diverse needs when
they are given the option.to separate the content and-structure of a document from its
display. Advanced layout techniques| are/ supported by CSS.as well, enabling the

development of intricate and responsive web designs:

2.11 JavaScript

JavaScript is a high-level programming language used-to bring dynamic behavior to
websites.and web applications. [t is one of the three fundamental technologies used in

the creation of websites;together with HTML .and CSS.

Because JavaScriptiis a‘client-side scripting language, it executes within the user's web
browset on‘their computer, rather than on a server. This makes it'possible to employ
JavaScript, for‘a range-of-activities like form: validation, developing interactive user
interfaces, and'changing web.page content without neecessitating a complete page

reload.

One of the primary advantages of utilizing JavaScript in web development is its ability
to deliver a rich user experience. JavaScript can make web pages more interactive and
dynamically behave so that people are more likely to interact with them and come back

to a site.

However, if JavaScript is not used properly, it can potentially pose security problems.
JavaScript, for instance, can be used by hostile actors to steal user information, inject
code into a web page, and carry out other negative deeds. To safeguard their JavaScript

code and avoid security issues, developers should follow best practices. It is crucial that
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developers adhere to recommended practices for protecting their JavaScript code, such
as employing secure coding methods and keeping their code updated with security

patches.

2.12 Application Programming Interface (API)

Application Programming Interface is commonly referred as the API. It is a collection
of protocols, routines, and tools for developing software applications that specify how
software components—should - interact with: one -another. In “order to facilitate
communication between- various software programs-or services, APls are frequently

employed in web development,
APIs canprovide a wide range of functionality, such as:

Data (retrieval jand storage: To retrieve -and store ‘data from. databases, file

systems, and other sources.

Authentication and authorization: To authenticate users and‘authorize access to

protected resources.

Integration with third-party services: To integrate with third-party services such

as socialmediaplatforms, payment gateways,-and messaging services.

Functionality as«a service: To provide a speeificfunctionality as a service, such

as image recognition or natural'language processing.

Communication between applications: To enable communication between

several apps, such as a web application and a mobile app.

APIs are critical to the development of modern software applications because they
enable developers to construct applications more quickly and easily by reusing existing
functionality and developing on top of existing systems and platforms. Additionally,
they offer a standardized way to conduct interaction and integration between various

systems and applications; which is essential for creating scalable and reliable programs.
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2.13 Firebase

The Firebase Realtime Database is a cloud-hosted database. Data is synchronized in
real-time to every connected client and stored as JSON. All of your clients share a single
Realtime Database instance and are automatically updated with the most recent data
when you create cross-platform.apps-using ouc. Apple platforms, Android, and

JavaScript SDKs.

A platform/for building, maintaining, and deploying applications, Firebase offers a
variety of tools and-services. It was establishedin 2011 and-was subsequently acquired
by Google in.2014. Firebase offers a range of.services that-help developers from
worrying about infrastructure; server maintenance; or backend development, allowing

them to create applications more quickly and simply.

Firebase provides.a-wide range of services, including:

Real-time Databaser A real-time database that can be'used to sync and store data across
clients and- servers ‘in’ realstime. | This» makes, it -simple to create tools like chat

applications and-Collaborative tools-that require real<time updates.

Authentication: Authentication services that make it-simple for developers to add user
authentication into their programs..This includes support for social login, multi-factor

authentication, and email and password authentication.

Cloud Messaging: Cloud messaging services that enable developers send notifications

and messages to users across many platforms, such as Android, i10S, and the web.

Cloud Storage: Cloud storage services that enable developers to store and serve user-

generated content, such as images and videos.
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Hosting: Hosting services that enable developers to deploy and host their web
applications on Firebase. This includes support for custom domains and SSL

certificates.

Functions: A serverless functions platform that enables developers to run backend code

in response to events triggered by.Firebase-services or HTTP requests.

Analytics: Analytics services that enable developers to traek user behavior and usage

of their applications.

Test Lab: A test lab that enables’ developers. to test their-applications.on real devices,

across different versions of operating systems and/screen sizes.

Firebase offers a variety of tools and services that help developers create applications
more quickly and easily. It is also designed to be simple to use. Developers use it to
create  a<variety” of applications, from simple’ mobile japps to:large-scale web

applications.

Firebase provides a range of APIs that-can.be usedfor different purposes, including:

- Authentication/API

- Real-time Database APl
- Cloud Storage API

- Hosting API

- Cloud Messaging API

- Functions API

- Remote Config API
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These APIs are made available by Firebase as a set of tools that can be used to create
and run contemporary apps. As a result, Firebase isn't just one kind of API; rather, it
is a group of APIs and services that can be combined to create and run mobile and web

applications.

» Firebase Products v Solutions ~ Pricing Dogs x Community v Support Q Search @ English ~ Go to console

e —
se is back at Google I/0 on May

Make your app the
best it can be

Firebase is.anapp development platform that he
build‘and grow apps-andigames users love. Be d by
Google andtrusted-by millionsoi businesses araund
the world.

Get started Try, deme ‘ Watch video

Figure 2. Firebase
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Chapter 3
Methodology

In this chapter, explains the concepts, tools, and techniques that are used in developing

the project.

3.1 Requirements

3.1.1 Functional Requirements

e  The system must provide a way to authorize employees that want to use our
system.

¢ The system must provide a way for employees to connect with projects and
tasks through the management tools web application.

e | The system must provide a way for employees to'see the information of the
projects, tasks, discussions and notes that are created-and published on the web
application.

e The system must provide a way for employées.to see the comments that are
written or created by the teammates:

e The system must proyide a way for.employees'to see the list of tasks that they
have been assighed

e The system must provide a way for employees to see the assignee of all tasks in
the project.

e The system must provide a way for employees to publish projects, tasks, notes
and discussions.

e The system must provide a way for employees to upload files for each task in
each project.

e The system must provide a way for employees to manage the status of the tasks.
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The system must provide a way for employees to filter projects that are in active
and completed status.

The system must provide a way for employees to filter tasks that are in planning,
pending, in progress, review and completed status.

The system must provide a way for employees to filter tasks that have been

assigned in My Work page.

3.1.2 Non-Functional Requirements

The system should-not disclose any data.to the unintended users.

The system should be simple enough that the users will be able to understand
easily:

The system should be simple enough that the user will be, able to create and
publish a project;task, discussion and'note in a-few steps.

Thebackend application should be implemented with Firebase framework.
The system-must save all theinformation and File uploaded in the database.

The system must be user-friendly.

3.2 System Architecture

Frontend'application Backend application

Figure 3. System Architecture Diagram

3.2.1 Frontend Component

The user-side of the project management tool has been implemented as a responsive

website application. Therefore, the website application can be opened by both laptops

and PCs as it is fully responsive. A user authentication system has been implemented
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to ensure secure access and authorization. Authentication is required before users may
access an application's features. Within the application, users can create projects, tasks,
discussions, notes, and comments after gaining authorization. A seamless and
uninterrupted user experience is provided by automatically saving all user interactions
within the application. Projects, tasks, discussions, notes, and comments, as well as any
other project-related entities, are created and modified by sending backend requests.
Server-side processing of these requests leads to a database being securely stored with
the information. The user will be required to authorize the request, the backend database
is updated automatically every time a user updates or adds new information to
published projects, tasks;“diseussions, notes, or.comments. All users accessing the
application will have access to'the latest information: Users can work together
effectively and keep _up with project ‘developments through, this synchronization
mechanism. It is important to highlight that for'any changes or new actions performed
within the application, user authotrization is'required." By. doing so, the integrity and
security of'the data ¢canbe maintained, and unauthorized-access and'modifications can

be prevented.
3.2.1.1'User Interface Design

In order for any-application-to.succeed, user interface-design 1s essential. For our project
management tool, careful .consideration-was given to designing a user interface that
optimizes usability and productivity. This involved a systematic approach, including
wireframing, prototyping, and iterative.improvements. By«incorporating user-centered
design principles;.creating an intuitive interface with \clear information hierarchy,
seamless navigationy, and_visually~appealing' layouts”to” enhance the overall user

experience.
3.2.1.2 Interactivity with User Experience

Interactivity is key to engaging users and improving their experience with our project
management tool. Leveraging JavaScript and modern web technologies, this web
application implemented various interactive elements and features to facilitate task
management and collaboration. For instance, the users could generate as much
as startups, projects, tasks, discussions, and notes. These include drag-and-drop

functionality for effortless task organization'and real-time updates to enable teams-to
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work synchronously. By emphasizing responsiveness and providing immediate

feedback, we aimed to enhance user satisfaction and efficiency.
3.2.1.3 Accessibility

Accessibility Considerations in a Project Management Tool. Ensuring accessibility in
our project management tool was a fundamental aspect of its development. To address
visual accessibility, we employed several techniques. Ensuring appropriate color
contrast ratios between foreground and background elements to make content readable
for individuals with low vision-Additionally, aveided relying solely on color to convey
important informatien,-utilizing clear labels, icons, and other visual cues. By
incorporating aecessibility best practices, we aimed to createsaniinclusive environment

that allows all‘users to effectively utilize our tool.
3.2.1.4 Integration with Back-End

To store,data in the ‘prototype. project management tool, Firebase -was used as the
primary 'storage 'solution. A comprehensive suite of services is available through
Firebase, including ‘integration with real-time databases and file storage. Therefore, it
is a proper.choice for storing images, text, and files. The Firebase Realtime Database
has been employed to-store and retrieve dynamic data within the prototype project
management-tool. This' NoSQL database allows’ for real-time synchronization. The
front-end ‘application eonnects'to the Firebase Realtime-Database, enabling seamless
interaction withrand modificatien of data.in real-time. The-application gains the ability
to sync and manipulate ‘data in real-time,-enhancing user experience and making it

dynamic.

A prototype project management tool has been developed utilizing HTML, CSS, and
JavaScript, enabling seamless integration with Firebase. A set of libraries and APIs
provided by the Firebase JavaScript SDK enable front-end applications to secure
interactions with Firebase services. With Firebase SDK methods and API calls, the
prototype tool can create, read, update, and delete data stored in Firebase, ensuring

reliable and consistent data management.
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3.2.2 Backend Component

A web application's server-side is referred to as the backend component. This includes
the code, databases, and servers in charge of handling data management, processing
user requests, and producing responses that are then transmitted back to the web

browser. The backend component is comprised of five components and is listed below:

Server: The server is responsible for processing incoming requests from the client-side
of the application and sending responses back. It executes the backend code that
manipulates data, makes use of-databases, andproduces responses that are transmitted

back to the user.

Database: Data for the-application 1s stored and managed in the database. User data,
application./data, and any other data needed by the application are all stored there. The
database is managed by a database management:system (DBMS), which provides tools

for generating, updating, and querying data.

Backend-programming languages and frameworks: Backend programiming languages,

JavaScript is.used to write the code that runs on the server-side of the-application.

APIs: APIs (Application Programming Interfaces) are used to facilitatec communication
among various application components. They enable the integration of services and
applications from third parties as-well as. communication and data sharing between the

frontend and backend.

Authentication and. ‘security; ;The backend ‘component of a web application is
responsible for handling user.authentication.-and ensuring the security of user data. This
entails controlling user access, encrypting private information, and putting security

controls in place to guard against unauthorized access to the application.
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3.3 Use Case Diagram

This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.
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3.4 Database Schema
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Figure 5. Database Schema

This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.
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Chapter 4

System Development

4.1 HomepageData.js

This file serves as the central hub of our program, as it'is.the first page users encounter

upon logging in. Here, users will find a list of existing projects and a button to create

new ones. Additionally, the page includes essential;.elements ‘such as a logo,

functionality to-retrieve documents from Firebase,<and the ability to.retain user input

when ¢reatingmew projects:

Table 1. List of functions in HomepageData.js

Function

Description

onAuthStateChanged(auth;

userlnformation, (user)=> {..})

Retrieving user-data'and creating

elements to document:

createUserStotage(user: 'data)

Creating an array-<“myWork™ in the

Firestore Database for new users.

logout_yes();

Togglingthepage to be blurred via CSS

gettingDropDown();

Get the data from startup lists which are
created by the users in Firestore

Database.

showDropDown(value : string);

Creating drop down in document

keepProjectData();

Retrieving project data from users.
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keepProjectNames(projectName : string); | Add project name to the Firestore

Database.
gettingExistingProject(); Get the name from Firestore Database.
createContainer(projectName: string); Create containers on the web for users.
gettinglogo(startup: string, Get the path of the logo to refer to the
projectContainer: element); start up being chosen.

gettingDoclIDofStartUp(id: string.,-startUp:..| Getithe document path from Firestore

string, projectContainer: element) Database:to get the logo image.

gettingActuallLogo(logeFileName: string; |/Creating-logo images for each project.

startUp:sstring, projectContainer: element)

4.2 TaskData.js

In this file, it is the first page. after users clicked into ¢ach project, which shows tasks
of that project. Moreover;users are ‘able to create new-tasks-and attach-user’s files into
each task:"Additionally, there are five fixed columns which are Planning, Pending, In
progress, Review and Completed. After the task has been created, it'will automatically
append to the Planning column: For each task; they can be dragged and'dropped in any
column to change the status of the-task. -Furthermore;users-ar¢ able to click on each
task, and there'will be a popup that allowsthem to see the-description, files reference,

due date, task created by.

Table 2. List-of functions in TaskData.js

Function Description
callHeader(); Get the header of the page.
deleteHeaderTask(); Erase the header.
closeTask(); Hide the task when the user clicks on

the button.
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uploadFileInTask();

Update file description and actual file to

Firestore and Storage.

createTask();

Retrieve task data from the user input

and update to the Firestore Database.

getting(projectName: string )

Getting the existing tasks and adding it
into each column, also allows drag and

drop between columns.

getTaskDesc(value: string; dataid: string);

Getting task description and adding

elements to.the document.

string);

getAsigneeName(id: string, valueClicked:

Getithe assignee data according to the

task being clicked.

getAsigneeNameField(id: string,
valueClicked: string);

Get the field in Firestore Database, in

order to'receive the data

getAsigneeNameField2(id: string,
valueClicked: string);

Append the 'elements which receive
from the Fitestore Database into the

document.

getFileDesc(item: string, value: string);

Getting file description from the
Firestore-and appending it into the

document.

getFileName(fileNames:. string, value:

string);

Gettingfilenames from the database

and appending them into the document.

4.3 DiscussionData.js

This file represents the discussion page which is after clicked on the projects. There is

a button that allows users to create discussions in which users can choose which task

they want to refer to. After they create discussions, there will be containers for users to

click on it. When they click on the container, there will be a popup that shows the




information inside, including Discussion’s header, description and discussion created

by. Moreover, users are able to comment on that discussion.

Table 3. List of functions in DiscussionData.js

Function

Description

callHeader();

Get the header of the page.

deleteHeaderDiscussion();

Erase the header.

gettingDropDown();

Get.the data from startup lists which are
created by the users in Firestore

Database.

showDropDown(value : string);

Creating drop down in document

closeProject(); Hide the task when-the user clicks on the
button.
createDiscussion(); Retrieving the data of discussion from

users-input.

createDiscussionConatiner(item: string);

Create a container on'the document,
allowing the user to.see'the actual

container on the web.

discussionLists.forEach((container)=>

()]

Getting the'path’of the comment in each

discussion.

createDescContainer(getldContainer:

string)

Retrieving the comments section data
from Firestore and appending to the

document.

createCommentsContainer(orderComment:

string, discussionContainer: string);

Create containers for the data that are

received.
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4.4 Files.js

For File.js file, this page shows all the files that refer to every task created. Also the

files from startup which we have already created earlier. There will be no button that

allows users to add a new file into a non-reference task. Moreover, users are able to

download any files from this page.

Table 4. List of functions in Files.js

Function

Description

calllnfo();

Get the chient.name and pass on the

value.

gettingFileStartUplnfo(startUp: string);

Get the-path of each document in

Firestore.

gettingInfoFileName(docID: string,
startUpi-string)

Get the data from Firestore which is the

name of the file.

gettingFileInfoFileStorage(filelInfoName:
string, startUp:-string);

Getthe-actual.file data from Firebase
Storage: Also, append the elements to

the document

gettingInfoFilelcon(filelnfoName: string,

eachDesFileElement: element);

Get the file name and c¢onsider the type
of the file and append the icon.

callHeader();

Get'the header of the page.

deleteHeaderFiles();

Erase the header.

gettingExistingFile();

Pass on the name of the project that the

user 1s in.

gettingTaskList(projectName);

Get the existing array area in Firestore’s

field.
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gettingPath(taskName: string);

Get all the documents in collection in

Firestore and pass on that value.

gettingField(field: string, taskName:
string);

Get the description of the file and file’s

name

gettingFilePath(fileName: string,

element);

taskName: string, eachDesFileElement:

Get the actual file from Firebase Storage

via file’s name.

gettingFilelcon(fileName:string;

eachDesFileElement:‘element)

Consider the type of the file and append

the icon to.the. document.

4.5 Notes.Js

In this file; it is referred to the Notes page, which will show all the notes that members

have created. Moreover; users are able to create new notes from.a button on this page.

Each note shows the details which are the note's header, description, and note’s created

time.
Table 5. List of functions:in Notes.js
Function Description
callHeader(); Get the header of thepage.
deleteHeaderNotes(); Erase the header.
closeProject(); Hide the task when the user clicks on
the button.
createNotes(); Set the data from user input into
Firestore.
gettingExistingNotes(proJectName: Get the existing data from the database.
string);
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createNotesContainer(notesName: string); | Create containers for existing notes for

user to see.

4.6 MyWork.js
Table 6. List of functions in MyWork.js
Function Description
columns.forEach((column)=> {..}) Adding a checkbox for users, if their
user’s.information does not include that
task.
test(taskName: string); Set andupdate the. document in
Firestore.
4.7 MyWorkPage.js

In this filg, it is.connected to Task.js file. As mentioned, users are ableto click on each
task. After the popup popped; there will be a'check:button underthe “Addto my work™.
Each user caniclick on it once, and it will disappear. It will keep the data in Firestore of

that task and show in-another sidebar tab-called-*My Work”.

Table 7. Listof funetions-in' My WorkPage.js

Function Description
gettingMyWorkList(); Getting-existing tasks that users have.
gettingMyWorkDoc(taskName: string); Get all the docs according to the user's

id.
gettingMyWorkField(taskName: string, Get the value according to the key in
doclD: string); the Firestore document field. Also
append the data to the document.
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getStatusTask(taskName:string, Getting value according to key and

proJectName: string, dataKeyNew: string); [ append to the document.

getStatusTaskWhenNooColumn(taskName: | Returning the value in array according

string, projectName: string); to the taskName.
toggleCol(); Change the CSS using toggle
4.8 Homepage.js

In this Javascript file,1it does not include the path to-the'database. Mean that it is just

about the function.of the mainpage which is sidebartab functions and blurring the page

functions.
Table 8. List of functions.in Homepage.js
Function Description

addBlur(); Adding blurring using activate and set
CSS

removeBlur() Removing blur using-activate and set
CSS

logout blux(); Toggle activate to the document.

closeProject(); Toggle.activate and call function.

moveActivateTab(); Calculate the pixel for the tab.

changeLink(); Set activity for class when click tab.

changeNav(); Set activity when click on navigate tab.
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4.9 Login.js

For Login.js, this file does not include the path to the database, in other words, Login.js
includes only the function for users to type into the login page. For example, clicking
on the eye icon to see the password as a readable text instead of dots, or moving the

HTML elements after users click on the text input, it will transition beautifully.

Table 9. List of functions in Login.js

Function Description

addcl(); Adding “fecus” to the element that is
clicked which 1s,parentNode.

remcl(); Remove-“focus” to the element from

parentNode.
passwordlnput:addEventListener(‘input’;. || Check if the eyeicon for viewing the
O0=={..p password

eyelcon.addEventListener(‘click’,()=>{1.}) (| Change class-for the eye icon to be

opened-eye.or closed eye.

4.10 LoginData.js

For this file, it will check the email and_password of the wsers, 4f it existed in the

database or net.w, This file. only uses library document from Firebase called

“signInWithEmailAndPassword”.

Table 10. List of functions in LoginData.js

Function Description
loginForm.addEventListener(‘“‘submit”, Using document called
(e)=>{...}) “signInWithEmail AndPassword(auth,

email, password)” to check the existing
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4.11 Signup.js

In this Signup.js file, it contains the path to the Authentication Firebase which will
create new users from the signup page. Moreover, this file also contains the function
for users in the sign up page such as clicking on the eye icon to see the readable

password text.

Table 11. List of function in Signup.js

Function Description
signUpForm.addEventlzistener(‘submit’, Get.the value input form user and
0=>{...}) update the display name according to

variable.
createUserStorage(user: user.data); Set the array inte document for users.
moveh5(); Adding *“focus’ to parentNode
backh5(); Removing ““focus” from parentNode
passwordInput.addEventListenet(‘input’; /| \Check iftheeyeiicon for viewing the
O==2{..}» password
eyelcon.addEventListener(“click’,()=>{..}) | Change class for the eye icon to be

opened eye or closed/eye.

4.12 CreateStartUp.js

For the CreateStartUp.js file, this is connected to the HomePageData.js file. In other
words, this file will function on the HomePageData.js which will allow users to create
startups into the database. After users have created startups, users are then able to create
projects that refer to startups that already exist. Moreover, when users are creating new
startups, they could add an icon of the startup and file reference to the startup. This will

keep data in Firebase Storage.
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Table 12. List of functions in CreateStartUp.js

Function Description
fileInput.addEventListener(‘change’, Push the file that is selected and append
O0={..}) it to the document.
selectedLogo.addEventListener(‘click’, Let the user click to choose the file they
0=>{.}) want.
uploadData(); Set the data‘according to the value from

uset's input and.also upload the file to

Storage

cancelCreateSTU(); Removing the “activate’” from class to

close the input startup fot users.
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Chapter 5
Results

5.1 Web Application

Users can view the projects that have been created, the startup firm name, and the due
date of the projects on the-home page. In addition, the user ean see the buttons for

adding new projects and startup businesses.

Sign up page for the web application that enables users to ereate account entering their

first name;last name; email address, and password.

Create Account

Already have aniaccount? Sign in

Figure 6. Sign up page
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Log in page of the web application allows users to access the website by entering their

username, which is their email address, and password.

N 77
gl i

Figure)7. Log in page

Users can'view the projects that have been created, the startup firm name, and the due
date of the projects-on the home page. In addition, the user can see:;the buttons for

adding new-projects.and startup businesses.

Projects

,%tive pleg I N4 @Up
Y e

a4 M Deal, PN Preliminary
Scouting, Sourcing, Due-Diligence
Screening

StartUp: s st StartUp: TR

Due date: 2023-07-13 Due date: 2023-07-12

Amanda Town

Figure 8. Home page
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Pragec ts

StartUp Name

Enter a startup name...

Logo Information (PDF)

=

Chooses File Chooses File

Create Cancel

g 4 NN

Figure 9. Create startup

Project Description

“Bescribgrtie préfest;. -

StartUp Name

L | G

AN NEY e \F RS

w N CHTFe

Figure 10. Create project
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The active tasks for the selected project are visible to users on the task page. Each work
will be categorized into one of five statuses: planning, pending, in progress, review,
and completed. Users can clearly observe the status of each task as well as an overview
of the tasks for this project on this page. Users can add new tasks, view details for
already-existing tasks, add the task to their work and modify the status of tasks by
dragging and dropping them into the desired column.

- - e
{ < NS W Preliminary Due-Diligence
s Task Die- o Nots. | (68
My Work Planning Pending In Progress Review Completed
Company and Team Business Model & # Technologyand Tractions and KPI
Structure: Products Solutions _~Intelligénce Property - N
= IR - Synergy with Bank
Market and Sector. Data-Collection & -
Qutlook Analytics
Financial'and Company
Projections Governance.

Term of Investment

Amanda Town x|

Figure 11. Taskpage

Task v
E\‘(d(d_k g\ ~ J7 3 Yy ‘
nter a tas!
w_u - v ‘
Task Description

Describe fthdl tasic.. .

Attach File Select Files

Add Task Cancel

Figure 12. Create task
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‘ m Market and Sector Outlook Status
planning

Description of the task

- Growth market Creation date
- - Role model May 16, 5:37 AM
- Persona and Customer segmentation
- Competitive Landscape Due date
- Future potentials
— { 20230712
Task created by
Total market size for account- Total target customer.pdf
ing firm and sme (target cus- Amanda Town
tomer) in Thailand and SEA Download
Assignee Name

Kanyanee Preechawong

Add to My Work

M

Select files

Upload

Figure13. Details of the task

On the discussion page, the-usercan, view all-of the conversation topics for this project.
By selecting the discussion box, the user can,view the description, reference task,
creation date, and name of the creator, as-well as contribute more comments. The user
can create a new discussion subject by clicking the "Create Discussion" button and

providing the topic, description, and reference task.

< 00NN »ieN Preliminary Due-Diligence
\ BRT T 112 2

\. Advisory Services, May 16, 30127 A
| imanda TeWn: Biscyis e advisory services that the bank mawoffereudl as Synergy with Bank
|
Departmental Structure
A da Town: Miahlighkkey depar(Tiants such@sfinance, marketing, opera ‘Company and Team Structure
Types of and Their A iated Terms May 16,10:20 AM
Amanda Town: Explo Term of Investment

Amanda Town

Figure 14. Discussion page
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- FINNOME NA Pratorerary Due Disgenc e

-
Discussion Topic Refer to
— Name of the Discussion... Business Model & Products !
e
What is this discussion about...
-

—

S
—
Create Discussion Cancel
Figure 15, Create discussion
Advisory Services Bafer
SynergylivitiB
Descripfiag ofithe disdusSiog
Discuss the advisory services that the bank may offer, such as mergers Creation date
and-acquisitions;advisory, capital raising support, financial planning, or 6,107 AM
risk management consulting.
FARTATATA Y - s ¥ _ " Created By
Discussion Amanda Tawn
Tarik Celik Ty TE 1030 B |
AM

Shetld wearrangetie actual datéito meet?

Tanapat Jaroepkan
Agreed, also with the start up team

Amanda Jown May
| agreed also . |

Wit acomment ___hdd Comment

Figure 16. Details of discussion
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The user can view every file that has been uploaded to the project, along with the name
and description of the file, on the file page. By clicking the download icon, the user can

download the file to their local device.

< FIN e Preliminary Due-Diligence

Home Files
My Work
Tractions and KP of Synergy of Company Intellectual property Image for Intellectual Data Collection &
FINNOMENA Property Analytics of Company
FINNOMENA, List of FINNOMENA
FINNOMENA with intellectual Intellectual FINNOMENA Data
KPlLxlisx Ly Bank pdf o property xisx [h) Property.png [L3) analytics.pdf (L3}

Company Business Model

Company-Structure

FINNOMENA Company Team associates Total market size for ac-
Governance counting firm and sme
(target customer) in
FINNOMENA ‘Thailand and SEA
Corporate FINNOMENA FINNOMENA Team ‘Company Total target
govemance.png: & Business Model.pdf 1+, qmembers.pdf [N Structure.pdf S Rastomerpdf s
N S

Amanda Town <

Figure 17. Filescpage

The user can'view all notes that have been generated along with their header, contents,
creator, and' creation time on the note page. When the user-clicks the create button, a

new note can be created by typing the niote header and'description.

< PSR Preliminary Due-Diligence
e 4 < e XV Oy

My Work

Amanda Town

Financial Position Note
Key Highlights:

Strong cash position, providing
liquidity for ongoing operations
and potential investment oppor-
tunities.

Steady accounts receivable indi-
cating healthy sales and cus-
tomer payments.

By:AmandaTown  May 16,6:14 AM

Governance Update
and Key Decisions

The Board of Directors has been
refreshed with the addition of two
new independent directors, bring-
ing the total number of indepen-
dent directors to Dr.Sauwanee.
The Nomination and Governance
Committee has undertaken a
comprehensive review of the

By:AmandaTown  May 16,6:12 AM

Hello World
GGG

By: Amanda Town  May 16, 12:08 PM

Figure 18. Notes page
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- FINNOME NA Prateverary De Ddsgence

Note Header

Enter a note header..

W Note Description - —
| Describe the note... !
-

|

Add Note Cancel

Figure 19. Create note

All tasks that have been assigned to the user-are -displayed on the'my work page,
organized by project name. Theuser can view the'task name-along with the task status

by expanding the details-of the,project.

My Work

A7V Iy Preliminary Due-Diligence .~ (| = #

Cofppariyant Team Stiucture“sstnning
Lechnology antinteligenceRmoperty - inbrogiess,
Tractions @Nd KPi-sfeview

Amanda Town

Figure 20. Page my work
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Chapter 6

Conclusion and Future work

6.1 Conclusion

The project aims to~improve the workflow of the“companyAAA, by providing a
management tool web application that is suitable forthe organization and helps increase

work efficiency.

The web' application consists of: three parts: sthe! front end, the back end, and the
database. The front-end website serves as a graphical user interface for users and clients
to createstheir own-projects, tasks, discussions, and notes.-Users and clients can also
submit files to support the tasks on which they are working, The backend server is in
charge of résponding to_web application’ tequests, storing data in-databases, and
uploading files to.cloud storage buckets. All information in the.web application is stored
in the cloud-storage and real-time database of Firebase. This.web-based application was
developed using three programming languages: HTML, CSS, and/JavaScript. The
markup language HTML(Hypertext Markup Language) is-used for creating and
structuring web content. CSS (Cascading:Style Sheets) is a'stylesheet language used to
describe the appearanee and/layout of HTML doeaments, whereas JavaScript is used

to add dynamic behavior to.web-applications.
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6.2 Future work

As can be seen, this project could benefit the staff of this company. It provides
employees with a clearer picture of all tasks, enables them to distribute duties they have
been given, and adds more channels that will improve collaboration with others. This
online application needs to be created so that consumers or startup businesses that apply
for funding with companyAAA can use it, which will make the project more
comprehensive. Furthermore, in order to avoid sensitive data being stolen or destroyed,

developers need to understand more about data security.

Developers should implement several crucial methods to.strengthen a web application's
security. To avoid widespread vulnerabilities like SQL-injection and cross-site scripting
(XSS), they should.-place input validation and sanitization first. SQL injection attacks
must also be aveided by using prepared statements or.parameterized queries rather than
simply concatenating ‘userinput.into database-queties.' To protect user credentials,
strong ' authentication procedures: should be-used, such as salt-enhanced password
hashing. By-using’ output 'encoding’ .or HTML escaping ‘techniques and imposing
security headers like Content Security Policy (CSP), developers should also concentrate
on preventing “ XSS attacks. It is necessary to use/secute 'session 'management
techniques, such ‘as_creating “distinctive session IDs, employing” seécure cookies, and
establishing .suitable timeouts. -Role-based -access) control (RBAC) aids in ensuring
adequate’, access control- and | permission. Implementing anti-CSRF tokens and
confirming request origins are necessary for defense against'cross-site request forgery
(CSRF). By transferring’ encrypted data through HTTPS, transmission security can be
increased. Developerssshould take‘impottant measures'such as routinely upgrading and
patching software components, ‘performing-security tests and assessments, creating
strong error handling, and logging systems, configuring servers securely, and informing
users about security best practices. Developers can improve the overall security posture
of web apps by continually putting a strong emphasis on data security and remaining

up to date on the most recent threats and defenses.
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