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Abstract

Safety Integrity Level (SIL) is a measure of safety system performance for random failure
rate which defined as a range in terms of Probability of Failure on Demand. The SIL is
measured from Safety Instrumented Function which is a safety function in the Safety
Instrumented System for prevent or mitigate hazardous events. There are two different
methods to define SIL. Firstly, Risk graph is qualitative method base on four parameters are
Consequence, Occupancy, Possibility of avoiding the consequences and Demand rate.
Secondly, Layer of Protection Analysis is a semi-quantitative method using numerical
categories to estimate the parameters needed to calculate. In this work, the SIL exSlLentia
version 3.3.0.908 is used to determine SIL level which consist of two steps are SIL
Classification for indicating the required SIL level of the safety system and SIL Verification
which to perform the safety function needs to be designed. The SIL Verification need to
consider about requirements and constrains for define SIL level of the system. The results
from SIL Verification are expected to be in line with the expected value of SIL Classification
in all cases.
Keywords: Safety Integrity Level, Probability of Failure on Demand, Safety Instrumented

System
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CHAPTER I.

INTRODUCTION

1.1 Background

TTCL Public Company Limited is the first integrated Engineering, Procurement and
Construction (Integrated EPC) of turnkey projects for industrial and process plants, mainly in
energy, petrochemical, chemical and power industries. The company prepares convenient
analysis reports for determine the Safety integrity level (SIL), which is used for providing

elements according to specification.

Safety integrity level is used to define the performance of safety in the system. The
levels of SIL are very important because the digits relate to the strict of safety element(s)
that used to protect the system. The safety elements system is called Safety instrumented
system (SIS) is designed to prevent or reduce hazardous events. For each Safety
instrumented system can contain one or more Safety instrumented function (SIF), which is a

safety protective function by detect a hazard and bring the system to a safe state.

The typical methods for determine SIL classification are Risk graph and Layer of
Protection Analysis (LOPA) method. The exSlLentia software version 3.3.0.908 are
convenient, precise and extensive software, which used to determine both SIL classification
and SIL verification by the IEC 61508/61511 method. The results of analysist shown as
levels of SIL and Risk reduction factor (RRF) which can used to compare between required

value and achieved value of SIL.



1.2 Objectives

1.2.1

To implement the SIL Classification with Risk graph and Layer of Protection

Analysis method by using exSlLentia version 3.3.0.908

1.2.2 To verify desired SIF as per SIL target or SIL Verification via exSlLentia version

3.3.0.908

1.3 Scopes of Work

1.3.1

1.3.2

1:3:3

1.3.4

Study safety system which consists of SIS, SIF and SIL.

Study Failure rate prediction to calculate the Probability of Failure on Demand.
Study SIL Determination Methods which consists of Risk graph and Layer of
Protection Analysis method.

Use exSlLentia version 3.3.0.908 to analysis SIL Classification and Verification

1.4 Expected Output

The results of SIL Verification and SIL achievement from analysis by exSlLentia version

3.3.0.908 are meet the SIL Classification or SIL requirement from both of Risk graph and

Layer of protection analysis method.



CHAPTER II.

LITERATURE REVIEW

2.1 Safety Instrumented System

Safety Instrumented System (SIS) is designed to prevent or mitigate hazardous events
by enchanting a process to a safe state when predetermined conditions are violated. The
SIS does this by decreasing the frequency of unwanted accidents. The well know terms for
SISs are safety interlock systems, emergency shutdown systems (ESD), and safety
shutdown systems (SSD). For one SIS can has one or more Safety Instrumented Functions
(SIF). The component of SIS to perform its function, are consists of Sensor(s), Logic

solver(s), and Final element(s) (see Figure 2.1).

Power

BPCS |~ ||~

Figure 2.1. The process connection of SIS and BPCS

The process connection of Basic Process Control System (BPCS) which handles
process control and monitoring and SIS are clearly separate. The Sensor is used to collect
information to define if a hazardous event occurs. The purpose of sensor is to measure
process parameters, for examples are temperature, pressure, flow, and level, used to
regulate if the process is in a safe state. The Logic solver is used to determine the action is

to be taken by based on the information collected. The typically duty of controller is read



signals from the sensors then perform the actions to prevent a hazard by sending output to

final element(s). The Final element implements the action determined by the logic system.
2.2 Safety Instrumented Function

A Safety Instrumented Function (SIF) is a safety function with a specified Safety Integrity
Level (SIL) which is executed by a SIS in order to achieve or maintain a safe state. This
function is a single set of actions that protects against a single specific hazard. The purpose
of SIF are to taking a process to a safe state when specified conditions are violated, permit
a process to move forward in a safe manner when specified conditions allow and Taking
action to mitigate the consequences. The ability to detect, decide and act is designated by
the SIL of the function. A SIF’s Sensor, Logic solver, and Final elements act in concert to
detect a hazard and bring the process to a safe state.

Every SIF within a SIS will have a SIL level. These SIL level may be the same or different
depending on the process. It is a common misconception that an entire system must have

the same SIL level for each safety function (see Figure 2.2).

SIS

Figure 2.2. The SIS, SIF and SIL relation



2.3 Safety Integrity Level

A Safety Integrity Level (SIL) is a measure of safety system performance which defined
as a range in terms of Probability of Failure on Demand (PFD). For easier way to consider
the system performance, the agreement was chosen based on the numbers. There are four
discrete integrity levels associated with SIL: SIL 1, SIL 2, SIL 3, and SIL 4 (see Table 2.1).
The higher the SIL level, the higher the associated safety level, and the lower probability
that a system will fail to perform properly. If the SIL level increases, typically the installation,
maintenance costs and complexity of the system also increase. The process which in range
of SIL 4 is specific process because the safety systems are so complex and expensive that
they are not economically beneficial to implement. Additionally, if a process includes so
much risk that a SIL 4 system is required to bring it to a safe state, then there is a
fundamental problem in the process design that needs to be addressed by a process

change or other non-instrumented method.

Table 2.1. The relation of SIL, PFD,  and RRF

Average Probability of Failure on
Safety Integrity Level (SIL) Risk Reduction Factor (RRF)
Demand (PFD,,,)

1 210-2 to <10-1 >10 to £100

2 >10-3 to <10-2 >100 to £1000

3 >10-4 to <10-3 >1000 to £10,000
4 >10-5 to <10-4 >10,000 to £100,000

The risk assessment would determine the current level of risk presented by the facility.
This would be compared against a tolerable risk level. The gap between the actual risk level
and the tolerable risk is the required level of risk reduction, also called the Risk Reduction
Factor (RRF). The RRF is the relation of the actual risk presented by the facility and the risk

that must be achieved as a target based on the acceptance criteria (see Figure 2.3).

5
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2.3.1 SIL Classification

SIL Classification is the activity of indicating the required SIL level for each SIF in
SIS. The SIL Classification is generally done after the risk assessment (Hazard Identification
and Risk Assessment (HAZOP) or Hazard Identification Studies (HAZID)) has been
performed and the SIFs required have been defined. The SIL classification is used to
determine the required Reliability of the safety function and is related to the probability of
the safety related system suitably performing the required safety function. There are several
methods suggested in IEC 61508 and IEC 61511 for SIL classification. The two widely used

methods are Layers of Protection Analysis and Risk Graph.

2.3.2 SIL Verification

Once the requirement of the SIL level has been determined, the SIS which will
perform the safety function needs to be designed accordingly. The SIL Verification need to

consider about requirements and constrains for define SIL level of the system. The SIL level



achievement is the key design parameter specifying the amount of risk reduction that the
safety equipment is required to achieve for a particular function in question. If an SIL level is
not achieved, the equipment cannot be accurately design because only the action is

specified, not the integrity.

2.4 Reliability and Availability

The term random variable is well understood in the field of statistics. It is the
independent variable that being studied. Samples of the random variable are taken, and
statics are computed about that variable in order to learn how to predict its future behavior.
In Reliability engineering, the primary random variable is T: time to failure. Reliability
engineers gather data about when and how thing fail. This information is used to gain

insight into future performance of system designs.

2.4.1 Reliability

The Reliability (R) can be defined as the probability of that an item will perform a
defined function without failure under specified conditions for a period of time. The
Reliability is use with non-repairable items which cannot stop the process for a while to
repair the equipment. The numerical values of Reliability is indicated as a probability from 0
to 1 and have no units. Mathematically, Reliability is the probability that a system will be
successful in the time interval from time interval zero to t. Reliability equals the probability
that failure time (T), is greater than operating time interval (t).

R(t) = P(T>t) (2.2



2.4.2 Unreliability

The Unreliability (F) can be defined as the probability of a system that the system
experiences the first failure or has failed one or more times during the time interval zero to
time t. The Unreliability is use with non-repairable items which cannot stop the process for a
while to repair the equipment. The numerical values of Unreliability is indicated as a
probability from 0 to 1 and have no units. Unreliability equals the probability that operating
time interval (1), is greater than failure time (T).

F(t) = P(T<1) (2.3)

The following relationship between Reliability and Unreliability in the time interval
zero to t or remain operating over this period has the probability equal to 1.

R(t) + F(t) = 1 (2.4)

2.4.3 Availability

The Availability is defined as the probability that system will perform a defined
function successful at time t. No time interval is involved. The Availability is use with
repairable items which can stop the process for a while to repair the equipment. It does not
matter whether it has failed in the past and has been repaired or has been operating
continuously from time () equal to 0 without failure. Availability is a measure of uptime in a

system.



Region 1: A(t) and R(t) are the same;
: Region 2: Repairs help maintaining high A(t)
" L Region 3: A(t) reaches a steady state

Alt)
R(t)

. , -
t=0 t=T

Figure 2.4. Comparison of Reliability and Availability

Availability and Reliability are largely different. Reliability is a function of operating
time interval and failure rates. The Reliability measures from start at one and goes to zero as
the time interval gets longer. Availability is a function of failure rates, repair rate and
operating time. But Availability results will reach a steady-state value as a function of
operating time interval. A plot of Availability versus Reliability for a single repairable module

is shown in Figure 2.4.

2.4.4 Unavailability

The Unavailability (Q) is the probability that system will perform the failed state at
time t. The Unavailability is use with repairable items which can stop the process for a while
to repair the equipment.

The following relationship between Availability and Unavailability at the time t
remain operating over this period has the probability equal to 1.

Al) + Q) = 1 (2.5)



2.5 Failure Prediction

2.5.1 MTTF, MTTR, MTBF and their relations

Mean Time to Failure (MTTF) is the average time to describe the first of failure has
been occur for non-repairable system. MTTF is a statistical value which is intended to be the
mean over a long period of time and with a large number of units.

Mean Time to Repair (MTTR) is the average time of the total amount of time spent
to repair or make the device can undergo to perform its function again. The MTTR is use for
repairable system only. It is the expected span of time from a failure (or shut down) to the
repair or maintenance completion. This term is typically only used with repairable systems.

Mean Time between Failures (MTBF) is a basic measure of reliability for repairable
system. The MTBF is describe the period of time passed before a system fails, until the
system fail and then the system has been repair and ready to start processing under a
constant failure rate. Another way of MTBF is the expected value of time between two mean
times are MTTF and MTBF, for repairable systems. The relation of MTTF, MTTR and MTBF is

shown in Figure 2.5.

A
available
failure repair failure
5 MTTF 4
not . MTIR.. ..
available i g
Real-Ti |?1e
| MTBF |
| |

Figure 2.5. The relation of MTTF, MTTR and MTBF
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2.5.2 Repairable and Non-repairable systems

Non-repairable systems are the system that cannot stop the process for
maintenance or repair. The examples Non-repairable systems are bulb, diode and
unmanned spacecraft. Their reliability of Non-repairable systems are the survival probability
over the systems expected life or over a period of life time, when only one failure can occur.
During the systems life, the sudden probability of the first and only failure is called the
failure rate, A (t). The life values can describe by MTTF to define non-repairable items.

Repairable systems are the system that can stop the process for maintenance or
repair. The Reliability of Repairable systems are the probability that failure will not occur in
the time period of interest. The Reliability can be expressed as the failure rate, A (t). In the
case of Repairable systems, the Reliability can be described by MTBF which described
above, but only under a constant failure rate. There is also the concern for Availability, A(t),
of Repairable systems since repair takes time. Availability, A(t), is the probability that

systems are in an operable state at any time.

AL (2.6)

MTTF+MTTR

2.5.3 Failure rate

Failure rate is used to express the reliability of simple systems which related to the
other reliability functions. The Failure rate is measured in inverse of time, such as failures
per million hours. It is also frequently used to express the reliability of particular functions,
for example the dangerous failure rate of a safety system. The Failure rate is used to

calculate Probability of failure on demand to specify SIL level.

Failures per unit time

= @.7)

Quantity exposed

11



The Failure rate consists of two categories are detected Failure rates and
undetected Failure rates. Both detected Failure and undetected Failure rates are consisting

of two types are safe and dangerous mode.

)LD :XDD +7\‘DU (28)
AS =ASP 4 (2.9)
)\‘ :)\,DD+)LDU+7\.SD+)\,SU (2’]0)

When APP= dangerous detected failure rates (1/time)
APV = dangerous undetected failure rates (1/time)
ASP = safe detected failure rates (1/time)
A3V = safe undetected failure rates (1/time)
2.5.4 Failure Pattern

The Failure Pattern has many models that can explain behavior of failure, but the
Bathtub Curve is fundamental and well-known model. In common in their failure rate profiles
as represented in the bath-tub curve. The Bathtub Curve may be broadly classified in three
distinct time zones, each corresponds a distinctive failure mode (see Figure 2.6). The
behavior of failures are consists of three patterns, which change with time. The Failure rate
may be decreasing, increasing or constant.

The first pattern is Decreasing failure rate can be caused by an item, which
becomes less likely to fail as the survival time increases. This is represented by electronic
equipment during their early life or at the first period. This is represented at the first half of
the Bathtub Curve for electronic equipment where Failure rate is decreasing during the early

life period. Then the Failure rate is gradually decrease until past to the second pattern.

12



The Bathtub Curve

Hypothetical Failure Rate versus Time

End of Life YWear-Out

y Increasing Failure Rate
Infant Mortality g

Decreasing Failure Rate

Mormal Life (Useful Life)
Low "Constant” Failure Rate

Increased Failure Rate —_—

Time

Figure 2.6. Bathtub Curve

The second pattern is Constant failure rate which has constant failure rate. In this
pattern is the useful life in the industrial. The useful life is the period of time that the
equipment can processing the process even the equipment stop to maintenance or repair.
In this model can assume that the time for maintenance or repair is negligible because the
time of process is enormous than stopped time. For any calculation include Reliability,
Availability, MTTF, MTTR, MTBF, Failure rate and Probability of failure on demand are use
the constant data Failure rate to calculate because it is the easiest way and this period take
a long time, so it can assume that covers all of the time that equipment is used.

The last pattern is Increasing failure rate can be caused by out of service or
cannot repair equipment. The Failure rate is increasing continuously. This is represented at
the last of the Bathtub Curve for electronic equipment where Failure rate is increasing

during the late life period.

13



2.5.5 Probability of Failure on Demand

Probability of Failure on Demand (PFD) is the probability that system fail
dangerously and cannot perform the safe state when required. The PFD is the unavailability
of a safety function. The Average Probability of failure on demand (PFD,,,) is real probability
of the system which correct term to use by the Failure rate is constant, so the probability of

the system having failed will depending on how long the test takes.

AP T
PR =t 2.41)

Avg
2
When T, = proof test time (hour)

APV = dangerous undetected failure rates (1/time)

2.6 Requirements and constrains

For Safety Instrumented Systems (SIS) requires a compound called Safety Integrity
Level (SIL). Safety integrity is defined by IEC 61508 as the probability of a safety system
acceptable performing the required safety functions under the assign conditions within a
specified period of time. The two requirements that SIS needed to indicate the SIL Level are

Quantitative requirements and Architectural constrains.
2.6.1 Quantitative requirements

The quantitative requirement for low demand mode of operation SISs is expressed
as the PFD,, which is the unavailability of a safety function. The PFD,, requirement applies

for the whole SIS. The PFD, , for the SIS can be approximated by summarizing the PFD

Avg

for the sensors, logic solvers and final elements as indicated in Equation 2.2.

PFD, .= PFD +PED (2.12)

Avg Sensor Controller

+ PED

Final element

14



2.6.1.1 Common-Cause Failures

Common-Cause Failures is the failure of more than one system due to the
same cause. This failure negates the benefits of a fault-tolerant system. Fault-tolerant
systems provide two or more modules to prevent system failure when module failure
occurs.

Beta Model is a one of the simplest model from several models that uses /-
factor to divide the failure rate of each component into common cause (two or more
fails) and normal (one fail). The beta factor is used to divide the failure rate into the
“common-cause” portion, 2¢ and the normal portion, AN, The following equations are
used:

LS =Bxh (2.13)
A =(1-ByxA (2.14)

When B: fraction of undetected failures that have a common cause

A = failure rates (1/time)

2.6.1.2 Diagnostic tests

Diagnostic tests are normally referred to as online tests or automated tests
and are performed either continuously or very frequently. Diagnostic tests detect
dangerous failures and can change them to “safe” failures by bringing the process to a
safe state or alarm operations/maintenance personnel to take some action. The
efficiency of Diagnostic test can be described with Diagnostic coverage factor.

Diagnostic coverage factor (C) is measure the probability that failure will be

detected resulting from the use of automatic diagnostic tests.

)\.DD
Gi= 7\,DD 7\‘DU_ (215)
+

o



2.6.1.3 Proof Test

Proof tests are usually performed at pre-defined test intervals per the Safety
Requirement Specification (SRS). Ideally real operating process conditions should be
present or simulated for the proof tests and can be divided into parts versus complete
end to end testing depending upon safety conditions.

Proof testing has significant influence on the final PFD,, value and the

Avg
effectiveness of proof testing is not negligible. The effectiveness of a proof test is
measured by its C,,. The proof test coverage factor (C,) gives the fraction of dangerous

undetected failures which can be detected by proof testing.

DU
_ _identifiedbyPT_ (2.16)

PT }\'DU

total

2.6.1.4 System configurations

To determine the Average Probability of Failure on Demand for each of the
subsystems, the equation should be adhered to for each subsystem. There are many
types of System configuration, for the common type is M-out-of-N (MooN). M is the
number of independent wired connection of system, while N is the number of element.
System is composed of statistically independent and identically distributed components
with exponential lifetimes. The reliability of such a system is obtained under the
assumption that the failure of a component changes the failure rate of the surviving

components.
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2.6.2 Architectural constrains

A second requirement that must be fulfilled for a SIS to obtain a given SIL is the
Architectural constrains. Architectural constraints on hardware safety integrity are given in
terms of three parameters; Hardware fault tolerance (HFT) ability of a functional unit to
continue to perform a required function in the presence of faults or errors. Therefore,
hardware fault tolerance is the ability of the hardware (complete hardware and software of
the transmitter) to continue to perform a required function in the presence of faults or errors.
A hardware fault tolerance of 0 means that if there is one fault, the transmitter will not be
able to perform its function (for example, measure level).

Safe failure fraction (SFF) is the fraction of failures which can be considered safe
because they are either detected or are classified as safe failures. Equation 2.7 is used to
calculate the SFF

S0 LAY L )0P e
%3P 80 58P i 9, Bl

SFF =

Hardware fault tolerance (HFT) is the ability of a component or subsystem to
continue to be able to undertake the required safety instrumented function in the presence
of one or more dangerous faults in hardware. For the general is MooN voting, the fault
tolerance is simply N - M.

The table from the standard showing the minimum hardware fault tolerance of
sensors and final elements is shown in Table 2.2.

Table 2.2. Field Device Fault Tolerance Table from IEC 61511

SIL Minimum Hardware Fault Tolerance
1 0
2 1
3 2
4 Special requirements apply (see IEC 61508)
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The table from the standard showing the minimum hardware fault tolerance of

controllers is shown in Table 2.3 .

Table 2.3. Architectural constraints for type B subsystems Fault Tolerance table from IEC

61511
Safe Failure Hardware Fault Tolerance
Fraction 0 1 2
<60% - SIL 1 SIiL2
60% - <90% SILA SiL2 SIL3
90% - < 99% SiL.2 SIL3 SIiL4

2.7 Methods in determining SIL

As mentioned in the previous section various SIL determination methods and tools
exist. Both qualitative and quantitative approaches may be applied. In qualitative methods
the parameters used as decision basis are subjective and estimated by expert judgment.
Quantitative methods describe the risk by calculations, and a numerical target value is
compared with the result, which methods to apply rely primarily on whether the necessary
risk reduction is specified in a quantitative method or qualitative method. The scope and

extent of the analysis would also be an influencing factor.

2.7.1 Risk graph

Risk graphs are qualitative and category based, which considers the
consequence and frequency of the hazardous event, but also occupancy and the
probability of personnel avoiding the hazard. In Table 2.4 the classification of the risk
parameters suggested in IEC 61511 is shown. The consequence parameter (C) describes

the likely outcome of the hazardous event, and four categories of consequences are
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suggested. C,is less severe than C,, ranging from light injury to many fatalities. In this case
consequences are measured in the extent of injury to people, but also environmental or
financial target measures can be utilized.

The occupancy parameter (F) indicates the fraction of time the hazardous area is
occupied by personnel. F, indicates higher risk than F,, as the area is more frequently
exposed. Usually, F, is selected if the hazardous area is occupied less than approximately
10% of the time IEC 61511 (2003).

The possibility of personnel avoiding the hazard is incorporated in the parameter
(P). This parameter reflects what methods the personnel have to identify and escape the
hazard. In addition skill and supervision in process operation, and the rate of development
of the hazardous event are taken into account. Two categories, P, and Pg, are suggested
and Py indicates the highest risk. A checklist of statements that must be true in order to
select P,, can be utilized in the evaluation. Such statements are suggested in IEC 61511.

The final parameter is the demand rate parameter (W), which is the frequency per
year of the unwanted consequence without the concerning SIF but with other safeguards
operating. Also for this parameter higher parameter indices indicate higher risk, as they take
less credit for risk reduction by other safeguards. W, indicates that only a few occurrences
are likely, and a demand rate less than 0.03 per year could fit such description. W, and W,
indicate that few occurrences or frequent occurrences are likely, and suitable demand rates
per year could be 0.03 - 0.3 and more than 3, respectively. The choice of this parameter will

affect the result, and care should be taken when selecting category.
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Table 2.4. Classification of risk parameters adopted from IEC 61511

Risk parameter Category Classification
C, Light injury to persons
Serious injury to one or more persons. Death of
C
Consequence (C) i one person
€, Death of several persons
Cs Catastrophic effect, very many people killed
Rare to more frequent exposure in the
Frequency of presence in N
hazardous zone
the hazardous zone (F)
Frequent to permanent exposure in the
(occupancy) Fs
hazardous zone
Possibility of avoiding the P, Possible under certain conditions
consequences of the
By Almost impossible
hazardous event (P)
A very slight probability that the unwanted
W, occurrences occur and only a few occurrences
are likely
A slight probability that the unwanted
Frequency of the unwanted
W, occurrences occur and few occurrences are
consequence (W)
likely
A relatively high probability that the unwanted
W occurrences occur and frequent occurrences

are likely
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decided

possibility of avoidance categories result in an output row X. Each output row corresponds
to three vaiues of W. The selection of the demand rate W is the last step in determining the
SIL. Higher W-parameter is lead to a higher SIL. The tolerable level of risk is embedded in
the boxes in the three columns at the right-hand side, and the choice of these must support

the company risk criteria.

qualitative risk graph. The same risk parameters are used as for the conventional risk graph
approach, and Figure 2.7 is also applicable. Calibration means that numerical values are
assigned to the risk graph, and these are assigned to the risk parameters. This allows a

more precise determination of the SIL, and making the decisions more objective. The

Ca X‘*
X2
B
Ce |Fa Ps X3
Starting point for Fs F—l‘
risk reduction
estimation ce [Fa Pa Xe
. =
Co Fa Ps Xs
Fs Pa
Ps %

C = Consequence risk parameter

F = Frequency and exposure time risk parameter
P = Probabhility of the unwanted occurence

W = Possihility of failling to avoid hazard risk parameter

a ce |l
| a ---
2 1 a
22 2 1
4 3 2
b 4 3

- - - = No safety requirements

a = No special safety requirements
b = A single E/E/PES is not sufficient
1, 2, 3, 4 = Safley integrity level

Figure 2.7 shows a typical risk graph diagram. The path from left to right is

by the selected risk parameters. The selected conseguence, occupancy and

The calibrated risk graph method is a semi-qualitative method, similar to the

22
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calibration depends on individual and societal risk, and these issues in addition to company
criteria and authority regulations, should be considered before assigning the parameter
values. Calibration does not need to be carried out every time a SIL need to be determined.
The organization only needs to do it once for similar hazards. Documentation of the
calibration process with references is necessary, and should be done with care. When the
calibration process is finished, and the parameters decided. The risk graph is used to
determine the SIL.

Finally the calibration processes has been finished and parameters have been
decided. The risk graph is used to determine the SIL classification by the demand rate,
occupancy and possibility of avoiding the consequence of the hazardous event, represents
the frequency of the unwanted consequence. In combination with the unwanted
consequence the frequency constitutes the risk without the Safety instrumented function
(SIF) in place. The input in each box in the risk graph must be in accordance with the

tolerable risk in IEC 61511.

2.7.2 Layer of Protection Analysis

Layer of Protection Analysis (LOPA) is a semi-quantitative method using numerical
categories to estimate the parameters needed to calculate the necessary risk reduction
which corresponds to the acceptance criteria. LOPA usually receives output from a HAZOP
or HAZID.

In Figure 2.8 is used as an illustration of the protection layers in LOPA. The system
or process design has protection layers including basic process control system (BPCS),
critical alarms and human intervention, SIFs, physical protection and emergency response.

BPCS is the control system used during normal operation and sometimes denoted

as the process control system (BPCS). Input signals from the process and / or from the
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operator are generated into output signals which make the process operate in a desired
manner. If the control system discovers that the process is out of control (e.g. high
pressure) it may initiate actions to stabilize the temperature (e.g. choking the flow).

Alarms monitoring certain parameters (e.g. pressure and temperature) are
considered another protection layer. When the alarm is tripped, the operator may intervene
to stop the hazardous development. Note that the alarm system has to be wired to another

loop than the BPCS in order to be independent.

Community Response

Plant Emergency Response

Physical Protection / Containment

Physical Protection ! Rellef Devices

88

Baslc Confrods

Process Design

Figure 2.8. The LOPA layers

SIS as a system comprising sensor(s), logic solver(s), and final element(s), and
can be looked upon as an independent protection shell for machinery or equipment. A SIS
implements the wanted safety function SIF. In LOPA, SIFs are considered as protection
layers. The LOPA method a clear methodology and approach is needed to make the team
focus on the analysis and not on how to do the analysis. The terms are adapted to the

definitions presented earlier thus somewhat different from the ones in IEC 61511. The LOPA
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report worksheet presented in IEC 61511 is shown in Table 2.5. Further the columns will be

explained briefly step by step.

Table 2.5: Important columns in the LOPA report adapted from IEC 61511

1 2 3 4 5 6 7 8
Layers of Protection (Probability of Failure)
Impact Basis Alarms Additional | Intermediate SIF Mitigated
Initiating Initiation Target General
Event e Event integrity event
Cause Likelihood Risk Process Process & Mitigation,
D ipti Likelihood | likeli
escription Control Gpsraior Restricted ikelihoo leve ikelihood
Design
system Action Access

Impact event description: The potential impact event is described in the first column in the

table. This is the consequences determined in the HAZOP study.

Initiating cause and initiation likelihood: All direct initiating causes of the impact event are

listed in column 3. In column 4 the likelihood values of the initiating causes occurring, in

events per year, are entered. A table showing typical values is shown in IEC 61511, e.g. a

failure with a low probability of occurring within the lifetime of the plant (dual instrument or

valve failure) is categorized with a frequency between 10 and 107 per year. In Table 2.6

initiating  likelihood frequencies are presented. In addition expert judgment and plant

specific data / company data may be helpful in determining the frequencies.
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Table 2.6. Typical frequency values assigned to initiating causes adapted from CCPS

Initiating event

Frequency range from literature

(per year)
Pressure vessel residual failure 10° to 10”
Piping residual failure-100m-full breach 10°t010°
Piping leak (10%section)-100m 10°t0 10
Turbine diesel engine over speed with casing breech 10°t0 10™
Third party intervention (external impact by backhoe, vehicle etc.) 10%t0 10"
Lightning strike 10° to 10
Safety valve opens spuriously 10%t0 10"
Cooling water failure 1t0 107
Pump seal failure 10" to 107
BPCS instrument loop failure 110107
Regulator failure 1t0 10"
Small external fire (aggregate causes) 10" t0 10
Large external fire (aggregate causes) 10%t0 10°

LOTO (lock-out tag-out) procedure failure

10” t0 10" per opportunity

Operator failure (to execute routine procedure, assuming well trained,

unstressed, not fatigued)

10" 10 10° per opportunity
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Target risk/Tolerable risk: The Target risk/Tolerable risk is the maximum accepted value
when the event occurs. The Target risk consist of 3 categories are Safety, Environment and
Economic, which safety is defined in fatalities and injuries while the other categories units

are usually defined in monetary impact ($).

Independent Protection layers: If protection layers satisfy the IPL criteria, they are given
credit. The PFD value is then added in the worksheet. Estimates of PFDs can be found in
tables in CCPS and OREDA. But company or plant specific data can also be used. Table
2.7 shows some PFDs for different IPLs. If a protection layer cannot be given credit as an
IPL the PFD value entered in the worksheet is 1. Process design to reduce the likelihood of
an impact event from occurring, when an initiating cause occurs, are listed first in column 5.
Jacketed pipe or vessels serve as examples. BPCS is the next to be listed in column 5. If
the BPCS prevents the impact event from occurring, when the initiating cause occurs, credit
based on its PFD is claimed. Next item in column 5 takes credit for alarms that alert the
operator and utilize operator intervention.

Additional mitigation layers with associated PFDs are the last listed in column 5.
Mitigation layers are normally mechanical, structural, or procedural and may reduce the
severity. However, not prevent the impact event from occurring. Examples of additional
mitigation could be pressure relief devices, dikes,' restricted access and evacuation

procedures.
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Table 2.7. PFDs for IPLs adapted from CCPS and BP

IPL PFD
BPCS, if not associated with the initiating event being considered 10
Operator alarm with sufficient time available to respond 10"
Relief valve i
Rupture disc Jusg
Flame / detonation arrestors 107
Dike / bund 107
Underground drainage system 107
Open vent (no valve) 107
Fireproofing 102
Blast-wall / bunker 10°

Identical redundant equipment 10" (max credit)

Diverse redundant equipment 10"t0 107
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Intermediate event likelihood: The intermediate event is the occurrence of the end-
consequence with the existing planned protection layers in place, but without the SIF under
consideration. The intermediate event likelihood is the frequency per year of the occurrence
of event. The intermediate event likelihood is entered in column 6. It is calculated by
multiplying the initiating event likelihood (column 4) by the PFDs of the protection layers and
mitigating layers (column 5). The calculated number should be in events per year, and
compared with the corporate criteria. If the intermediate event likelihood is greater than the
corporate criteria, additional mitigation is needed. Inherently safer design should be
considered before new SlFs are introduced.

Safety integrity level (SIL): If a new SIF is needed, the SIL is calculated by dividing the
corporate criteria for this target risk by the intermediate event likelihood. The result is
entered in column 7.

Mitigated event likelihood: The mitigated event is the occurrence of the end-consequence
with all protection layers in place, including the proposed SIF. The mitigated event likelihood
is the frequency per year of the occurrence of event. The mitigated event likelihood is
calculated by multiplying columns 6 and 7 and entering the result in column 10. This is step
is continued until the team has calculated a mitigated event likelihood for each impact

event.
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CHAPTER Il

RESEARCH METHODOLOGY

The purposes of this project are to implement the Safety integrity level (SIL)
Classification and to verify SIL Verification via exSlLentia version 3.3.0.908. The exSlLentia
is the software from EXIDA company which certificated the IEC 61508/61511 standard. The
cases study use Piping and instrumentation diagrams (P&IDs) to consider for execute SIL
Classification and Verification, which consists of three P&IDs concern in Dehydrator vacuum
unit, Seal liquid loop of separator vacuum pump and Methanol removal column (see Figure
3.1-3.3). The lists of hazards from each P&ID are the results from Hazard Identification
(HAZID) or Hazard and operability study (HAZOP). The hazard lists are used to identify SIL
Classification, then design the Safety instrumented system (SIS) that can meet the system
requirement. The SIL Verification is used to verify the design of each Safety instrumented

function (SIF) of SISs.
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The methods for determine SIL classification consists of Risk graph and Layer of
protection analysis (LOPA) method, on the contrary SIL Verification can determine by LOPA
method only. Risk graph method is qualitative method therefore the target risks are used
parameters for consider SIL levels, while LOPA method is semi-quantitative method hence
SIL levels are compared from SIL table (see Table 2.1) with Probability of failure on demand

(PFD) or Risk reduction factor (RRF).

3.1 SIL Classification

The exSlLentia is used to determine SIL classification both Risk graph and LOPA
method. The purpose of SIL classification are to determine the SIL levels for each SIF and

indicate the needed of SIL levels requirement for SIS.

3.1.1 Risk graph method

The Risk graph method is used to determine SIL classification by consider SIL
levels from the risk factors from parameters calibration follow IEC 61511 and then compare
the hazards with the risk factors for determine SIL requirement of the system.

The risk factors can classify into three categories are the personal safety (C) is
quantified by the number of fatalities, the asset damage (A) is define cost of damage when
the hazards occur and the environmental impact (E) concern about effect of hazard through

the environment.
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Step 1: Document the processes deviation and

the hazard scenarios

\4

Step 2: Calibrate the Risk graph parameters

follow the workshop committee decide

y

| Step 3: Start analysis

y

Step 4: Identify all of the target risk parameters

of the process deviation

\ 4

Step 5: List the safeguards of the system

|

All cases

No

classified

[ Step 6: Stop analysis j

Figure 3.4. A simplified logic diagram for SIL Classification via Risk graph method
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The exSlLentia can calibrate the risk graph to consider in the SIL Classification by
setting the risk graph option in the Tolerable risk calibration dialog. This method is category

based, which based on IEC 61511 (see Figure 3.5).

-
@ Tolerable Risk Calibration

Name: ‘ Risk Graph ‘

@ Risk Graph

" Hazard Matrix

Frequency Based Targets / LOPA

) Health and Safety Executive (HSE UK -
Personnel only)

7 IEC 61511-3, Annex D, E (Personnel onl

I | Single Tolerable Risk [qualitative]
g ' Single Tolerable Risk [quantitative]

) Tolerable Risk C jes [quali ]
_ Tolerable Risk Categories [quantitative

' | The Risk Graph SIL selection method is  #
| | category based. For personnel safety | |
four categories are considered, i.e.
ikelihood d rate), ¢ juence,
probability of occupancy, and
probability of avoiding the hazard to
make a SIL selection. This method is
based on IEC 61511-3 (CDV) Annex D
and E. Using the selected parameter for |=
each category, the analyst or team
follows a decision path that leads to the
box that contains a SIL assignment.

Selecting the Risk Graph option allows
the user to calibrate the Risk Graph to
consider in the SIL selection. The
calibration is based on the tolerable
level of risk with each category
parameter combination and the
required SIL (risk reduction) for each

(VoUVDE 2180 Risk Graph] (Losd Defaults)

I

Figure 3.5. The risk graph calibration

The SIL levels required can be determine by consider and select the parameters
in the SIL selection as shown in Figure 3.6. The SIL selection using the risk graph is able to
specify Safe guards for protect or reduce hazard events, which indicate as Independent

protection layers to account for non-SIF protection.
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Conseq. D;I O

Comments

Demand Rate

Presence in the Danger Zone

l
l
|
Probability to avoid Hazard | - |
I
l
l
|

Personnel Safety

Environmental Impact

Asset Damage

4

Custom

~ | Independent Layers of Protection [IPLs]:0

Description Tag Separate Reused Personnel Environment Assets Custom Unit

v | Comments

| Calculated Results

Target

P | :
ket Environment Assets Custom ST

Safety

N/A TBD

Figure 3.6. The SIL selection using risk graph

3.1.2 Layer of Protection Analysis method

The SIL classification using LOPA method is consider SIL levels from the tolerable
risk parameters calibration based on IEC 61511-3 annex D and E. The parameters consist
of Personnel safety, Environmental impact and Asset damage. A tolerable frequency is
defined the frequency of occurring of hazardous events that can implies as six difference
consequence categories are Minor, Modulate, Serious, Major, Extreme and Catastrophic.

The tolerable risk for Personnel safety is defined in fatalities and injuries per
year(s). The other risk receptor units are typically defined in monetary impact ($ per year).

The severity level that is associated with a risk receptor can be set (see Figure 3.8).

37



Step 1: Document the processes deviation and

the hazard scenarios

A 4

Step 2: Calibrate the LOPA parameters follow

the workshop committee decide

A 4

Y

Step 3: Start analysis

\ 4

Step 4: Identify all of the target risk parameters

of the process deviation

A 4

Step 5: Identify the Initiation Likelihood (1/year)

\4

Step 6: List the Independent Protection layers

No All cases

classified

[ Step 7: Stop analysis ]

Figure 3.7. A simplified logic diagram for SIL classification via LOPA method
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[
1
f
|
1

100E-02 | <[100E-03

Tolerable Risk C ies [q 1 : |
o | 2
@ Tolerable Risk Categories [quantitative Tergeti L Tnreshold Ratio (1 10)}LJ & s a8 PO i
b E a(0) 10 01 i

The Layer of Protection Analysis (LOPA) - _.E g 4 100 001 |
SIL selection method is a quantitative | £ E ° |
method that considers the initiating | g 2 1000 0.001 |
event frequency and probability of = el 3 10000 0.0001
failures of the various layers of | B3 i
protection. This method is based on IEC - | gel 4 100000 0.00001
61511-3 (CDV) Annex F. Using the = A b(>4) 1000000 0.000001
initiating event frequency and {

probability of failures of the various {
layers of protection the unmitigated
event frequency is calculated. Based on — fl
the consequence of the hazard a
frequency is i
From tolerable frequency and
unmitigated event frequency the
required risk reduction and therefore
required Target SIL is determined.

Three options are available for Layer of
Protection Analysis, i.e. Health and %

" c trmraras aemran

Load Defaults

ST s S e T s =

Figure 3.8. The LOPA calibration

The SIL levels required can be determine by indicate the parameters in the
Severity level selections as shown in Figure 3.9. The initiation event frequency (1/year) is
needed to indicate for LOPA method. The SIL selection using the LOPA is able to specify

Independent protection layers (IPLs) to account for non-SIF protection.
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PT-1122/1123 Fv-1120 ;Co.'\seq, 3&5:[ O

Consequence Category Comments

‘§ Fatalities } 1 Catastrophic { ‘
G |
g [
& Injuries ' 1 Catastrophic i {
L
4'; Environment [k§] ’ i Moderate : '
2 Assets [k§] ’ ! Extreme | ‘
v |

Custom [§] ‘ i --- E l

>

Initiating Events[1] - Total IPLs[3]

~ | Initiating Event:
Description ’ % Frequency 1 ‘[l.f'yr]
Enabling Condition ‘ Probability‘ I[-]
Description Tag Separate Reused Personnel Environment Assets Custom Unit
=
Personnel Environment Assets Custom
Unmitigated Event Frequencies [1/yr]

v | Comments

~ | Results
Personnel Environment Assets Custom
Sum Unmitigated Event Frequencies [1/yr]
Tolerable Frequencies [1/yr] - - -
Reguired Risk Reduction [RRF] - = s
Required Safety Integrity Level [SIL] - SIL Threshold

Figure 3.9. The SIL selection using LOPA
3.2 SIL Verification

The exSlLentia is used to determine SIL verification with LOPA method. The purpose of
SIL verification is to verify SIL from desired each SIF from SIS. Analyzing a SIS; the
functional safety standards IEC 61508/61511 distinguish three distinct parts. These three

parts are the Sensor Part, the Logic Solver Part, and the Final Element Part.
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Step 1: Document the interlock system

description and cause

A 4

A4

Step 3: Start analysis

Y

Step 4: Identify the General SIL verification

parameters

b, 4

Step 5: Identify Sensor part selections

A4

Step 6: Identify Controller selections

A 4

Step 7: Identify Final element part selections

No
All SIFs

classified

L Step 8: Stop analysis J

Figure 3.10. A simplified logic diagram for SIL verification via LOPA method
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3.2.1 General SIL verification parameters

The general SIL verification parameters are used to indicate the condition for
design SIF which consists of consists of Architectural constraints, Mission time, Startup time
and Maintenance capability.

The Architectural constraints use IEC 61511 tables, the achieved SIL of the SIF will
be limited to the SIL supported by SIL table (see Table 2.1 and 2.2) of IEC 61511 based on
Hardware Fault Tolerance. The Mission time indicates the time period that the SIF is
expected to be operational. The Startup time indicates the number of hours that takes to re-
start the process after a shutdown. The Maintenance capability is considered the

effectiveness of the repair processes in place at a specific site.

3.2.2 Sensor part selections

The sensor selection options are available for indicate the reliability data and
Sensor information parameters. The reliability data of the specific sensor group that needed
to informative are Group voting, Beta factor, Mean time to repair (MTTR), Proof test interval
and Proof test coverage. The information of Sensor leg consists of Measurement type,
Process connection, Sensor, Input interface module and Configuration options.

The group voting is indicating the sub-system configuration. The beta factor is the
common cause factor of failures. The Mean time to repair (MTTR) indicates the expected
time to repair the equipment. The Proof Test Coverage indicates the effectiveness of a proof

test.
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Measurement type indicates the type of sensor measure consists of temperature,
flow, pressure and level. Process connection indicates connecting of sensor wire. Sensor
selects the one suitable for the SIF. Input interface module is the module of sensor.

Configuration options are the extra options for sensor configuration.

3.2.3 Controller selections

The controller selection options are available for indicate the parameters value.
The reliability data of the controller group that needed to informative are Mean time to repair
(MTTR), Proof test interval and Proof test coverage. The logic solver selects the one suitable

for the SIF.

3.2.4 Final element part selections

The finial element selection options are available for indicate the reliability data
and Final Element information parameters. The reliability data of the specific sensor group
that needed to informative are Group voting, Beta factor, Mean time to repair (MTTR), Proof
test interval and Proof test coverage. The information in the Final Element Leg consists of
Interface module, Actuator-valve and Final Element.

Interface module is the module of finial element. Actuator-valve selects between

separate and combination. Final Element selects the sensor suitable for the SIF.
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CHAPTER IV.

RESULTS AND DISCUSSION

As the dehydrator vacuum loop shown in Figure 3.1, a hazard is damage to the vacuum
unit which has cause from loss of tempe}ed cooling water flow. The seal liquid loop shown
in Figure 3.2, seal liquid is used to prevent leakage of separator vacuum pump for seal at
stationary part of vacuum pump the leakage of pump can occur explosion because the
process fluid in rotating part of pump is contain Hydrocarbon which inflammable, the three
possible causes are loss of flow of liquid ring sealant, strainer or valve closed and failure of
liquid indicator control. The Methanol removal column loop shown in Figure 3.3 is used to
separate Methanol from Acetone in removal column, the hazards can be occur when the
vapor pressure of removal column is high then pipe or equipment rupture, loss of
containment of flammable acetone vapor and liquid, serious explosion from 5 possible
causes are failure of level transmitter which effect to flow control valve of feed to the removal
column fully open, loss of condenser cooling water, loss of reflux to the removal column

overflow of steam at the inlet of reboiler and block in acetone discharge.



Table 4.1. Required processes deviation and the hazard scenarios

P&ID Name Cause Impact Description
Dehydrator
Loss of tempered cooling water Damage to the vacuum unit C-1201
vacuum unit
Loss of flow of liquid, Loss of supply
Seal liquid C-1301 Pump Damage
pump
loop of
Loss of flow of liquid, Blockages e.g.
separator C-1301 Pump Damage

vacuum pump

strainer or valve closed

Loss of fluid level in tank

C-1301 Pump Damage

Methanol
removal

column

Loss of control of distillation column

Pipe or equipment rupture, serious

explosion and/or fire

Loss of condenser cooling water

Pipe or equipment rupture, serious

explosion and/or fire

Loss of flow of liquid

Pipe or equipment rupture, serious

explosion and/or fire

Block in acetone discharge, Loss of

Pump

Pipe or equipment rupture, serious

explosion and/or fire

4 1 SIL Classification

4.1.1 Risk graph method

As shown in Figure 4.1, the example of results from SIL classification by risk graph

method from exSlLentia. Before the results which are SIL levels requirement has been

defined, the risk parameters should be full fill in the program. For the Personnel safety,

Environment impact and Asset damage are in the same category which is consequence of

the hazardous event; afterwards the software will decide for the highest consequence to

consider the SIL levels requirement with other risk parameters.
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PT-1392 LT-1123

Conseq. 3-:-5:?' d

P

{

Comments

Demand Rate ’ [W2] Low {1 to 10 years)

4

Presence in the Danger Zone [ [FA] Seldom to Frequently

4

Probability to avoid Hazard ‘ [PA] Under Certain Circumstances

4

Personnel Safety ] [CC] Many Deaths

[ [E1] Moderate

Environmental Impact

4

Asset Damage ] [A4] Catastrophic >$12M

4

Custom [

4

4
D 'CENES O, C M, USRS, U IR,

9 Independent Layers of Protection [IPLs]:2
v) Comments

~) Calculated Results

[
| Personnel

3 Safety Environment

Assets

Custom

Target
SIL

1

2

N/A

Figure 4.1. The results of Risk Graph method for SIL classification

The safe guard has directly influence to the SIL levels requirement because one

safe guard that take credit (Probability of failure on demand (PFD) lower than 1) can reduce

one of SIL levels requirement.

The results of SIL classification by use risk graph method from analysis three

P&IDs which consists of 8 loops that has possibility to occur hazard events are shown in

Table 4.2. The value of Risk reduction factor (RRF) is not available because risk graph

method is qualitative analysis so cannot calculate the PFD which used to calculate RRF. The

highest value of SIL levels requirement is 2 from the Methanol removal column loop so the

safety functions or safety equipment are required for provide the safe state. While the

Dehydrator vacuum unit loop and two of three from the Seal liquid loops of separator

vacuum pump do not need any safety function or safety equipment for keep the loops from

hazard.
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Table 4.2. The results of SIL classification with Risk graph analysis

Required
P&ID Name SIF Description
SIL RRF
Dehydrator Prevent loss of tempered cooling water flow in
E N/A
vacuum unit C-1201
Seal liquid loop Prevent loss of sealant flow to supply C-1301 - N/A
of separator Prevent blockages e.g. strainer or valve of C-1301 . N/A
vVacuum PUMP | prevent loss of fluid level in TK-1315 0 N/A
Prevent loss of level control of D-1101 2 N/A
Prevent loss of condenser cooling water of
Methanol 1 N/A
D-1101
removal column
Prevent loss of control 1 N/A
Prevent block in Acetone discharge of D-1101 1 N/A

4.1.2 Layer of Protection Analysis method

The example of results from SIL classification by LOPA method from exSlLentia is

shown in Figure 4.2. The target risks should be indicating which consist of Fatalities,

Injuries, Environment and Assets. For Fatalities and Injuries are the same category as safety

category but from target risks calibration is demonstrated the consequence level of safety

category as the same, so when selecting the target risks of safety, the software will select

the highest one. Finally, the software will select the highest consequence for consider the

SIL levels requirement with the frequency of the initiating causes occurring or Initiation

likelihood and the PFD of protection layers.
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PT-1122/1123 FV-1120 |conseq. Desc| (O

Consequence Category Comments

Ao 1 _ 1

2 Fatalities Catastrophic 1

-§ |

fv Injuries 25 | Catastrophic 1

v f

i Environment [k$] 1 30 | Moderate ‘

% Assets [k§] 28000 Extreme 1

v

|
| |

Custom [§] 1

>

' Initiating Events([1] - Total IPLs[3]

~ | Initiating Event:once every 10 years
Description | once every 10 years ‘ Freguency ‘ 01 i[l/yr]
Enabling Condition | ] Pfobabilib/‘ 10000 |1
Description Tag Separate Reused Personnel Environment Assets Custom Unit
G Alarm & operator intervent  Alarms & Operator Response No No 0.02 0.02 002 N/A PFD

v BPCS shuts off feed & stear Additional mitigation, restricted access No No 1 1 1 NAA PFD

£ | Column design for 550 kPa  General Process Design No No 1 k 1 NfA  PFD

Personnel Environment Assets Custom

Unmitigated Event Frequencies [1/yr] 200E-03 2.00E-03 2,00E-03 |

v | Comments

~ ) Results
Personnel Environment Assets Custom
Sum Unmitigated Event Frequencies [1/yr] 2.00E-03 2.00E-03 2.00E-03
Tolerable Frequencies [1/yr] 1.00E-06 1.00E-02 1.00E-05
Reguired Risk Reduction [RRF] 2000 0 200
Reguired Safety Integrity Level [SIL] 3 SIL Threshold 10

Figure 4.2. The results of LOPA method for SIL classification

In Table 4.3 are shown the results of SIL classification by use LOPA method from
analysis 3 P&ID which consists of 8 loops that has possibility to occur hazard events. The
results show the SIL levels requirement and RRF. For LOPA method the software calculates
the value of RRF and then compare the RRF value to SIL table (see Table 2.1). The highest

and lowest SIL levels requirement are the same loops via consider with risk graph method.
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Table 4.3. The results of SIL classification with LOPA analysis

Required
P&ID Name SIF Description
SIL RRF
Dehydrator Prevent loss of tempered cooling water flow in
1 37
vacuum unit C-1201
Seal liquid loop | Prevent loss of sealant flow to supply C-1301 0 7
of separator Prevent blockages e.g. strainer or valve of C-1301 1 40
vacuum pump Prevent loss of fluid level in TK-1315 2 200
Prevent loss of level control of D-1101 3 2000
Prevent loss of condenser cooling water of
Methanol 0 3
D-1101
removal column
Prevent loss of control 2 200
Prevent block in Acetone discharge of D-1101 2 400

LOPA method can understandable obviously more than risk graph method

because this method uses numerical to identify the possibility to occur hazard events. The

RRF value can be used to compare the violence level of hazard which equal to SIL levels

requirement.

The results of SIL classification (SIL levels requirement and RRF) use LOPA

method will be used as minimum requirement in SIL verification.
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4.2 SIL Verification

The international standards IEC 61508 and 61511 have the difference method to
consider Architectural constraints for IEC 61508 the achieved SIL of the SIF will be limited to
the SIL supported by based on Equipment type, Safe Failure Fraction (SFF) and Hardware
Fault Tolerance (HFT) but IEC 61511 the achieved SIL of the SIF will be limited to the SIL

supported by based on Hardware Fault Tolerance and Prior Use considerations, which has

more strictness more than |[EC 61508.

v— FS-1231 MCC of C-1201 O
~ | Safety Instrumented Function Parameters
Consider Architectural Constraints [USE IEC 61511 tables v
Consider IEC 61508 Systematic Capability [No [documented elsewhere] v
Application Test Method [IEC 61508:2010 v
10 5

Mission Time [years]

Startup Time [hours] 24 =

Demand Rate lLow Demand

Comments and Assumptions !

» | Navigation

Fsa231 (ool /1001 > ~ Motor MCC Trip

' - - |
0 )
o ! Q|
Laa | | PR s
| A
i | 1‘ ‘\
A | Safety Instrumented Function Results
PFDavg Contribution Achieved Safety Integrity Level 1
Safety Integrity Level (PFDavg) 1
e Safety Integrity Level (Architectural Constraints) 1
. l;;,gaf;::\:m Average Probability of Failure on Demand (PFDavg) 1.45E-02
Risk Reduction Factor (RRF) 59
[¥] Mean Time to Failure Spurious (MTTFS) [years] 10.62
MTTFS Contribution
SIL Limits
PFDavg MTTFS SIL
" [years] PFDavg Arch. Const.
\ | & W Sensor:
® Logic Sciver Sensor Part 9.02e-03 88.61 1
B Final Elament:
Logic Solver Part 1.17e-04 1333 1 2
Final Element Part 5.43€-03 12753 i 1

Figure 4.3. The results of LOPA method
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The example of results from desired Safety instrumented function (SIF) by the software
is shown in Figure 4.3. The results are calculated from the PFD configuration of Safety
instrumented system (SIS) which consists of sensor(s), controller(s) and final element(s).
The software consider two requirements are Quantitative requirements and Architectural
constrains for define RRF, PFD and SIL levels achievement.

The SIL Verification results which is SIL levels requirement consider both PFD, , and
Architectural constrains of the system. The SIL levels of PDF, , can be taken from compare
the PDF,, of the system with the SIL table (see Table 2.1). The SIL levels of Architectural
constrains depend on HFT which resulting from system configurations and SFF (see Table
2.2 and 2.3). If the constrain is not match for example SIL levels of PDF,  is 2 and SIL levels
of Architectural constrains is 3 the software will be select the worst case which is lowest
one.

The lists of SIL verification results are shown in Table 4.4. From the comparison of the
results between SIL classification by using risk graph method and LOPA method (see Table
4.2 and 4.3) found that SISs, which containing appropriate SIFs of each unit, can be protect
or reduce the possibility to occur hazard events because all of the values of SIL levels
achievement from desired SIS are equal of higher than the SIL levels requirement from SIL

classification both risk graph and LOPA method.
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Table 4.4. The results of SIL verification with LOPA analysis

Achieved
P&ID Name SIF Description
SIL RRF
Dehydrator Prevent loss of tempered cooling water flow in
vacuum unit C-1201 1 5y
Seal liquid loop | Prevent loss of sealant flow to supply C-1301 - -
of separator Prevent blockages e.g. strainer or valve of C-1301 1 63
vacuum pump | Prevent loss of fluid level in TK-1315 2 308
Prevent loss of level control of D-1101 3 2238
Prevent loss of condenser cooling water of
Removal column | D-1101 X ]
Prevent loss of control 2 310
Prevent block in Acetone discharge of D-1101 2 320

If considering just only LOPA method, the value of RRF can be express or compare the

safety of system between requirement and achievement. The values of RRF from SIL

verification in Table 4.4 compare with the value of RRF from SIL classification in Table 4.3

found that the values of RRF from achievements are higher than requirements, hence can

be indicate that SISs of all safety systems can be protect or reduce the possibility to occur

hazard events.
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CHAPTER V.

CONCLUSION

For Risk graph method, the Safety Integrity Level (SIL) levels required is considered by
using four parameters are Consequence (Safety, Environment and Asset), Occupancy, and
Possibility of avoidance and Demand rate. The SIL levels required can be decreased one
by adding one safeguard. For Layers of Protection Analysis (LOPA) method, the SIL levels
required is calculated by using the value of highest consequence target risk divided by
Event Likelihood and compare the answer with SIL table. It can be decreased by using
higher standard of safety equipment which has lower failure value.

The SIL levels achieved is considered by the Safety Instrumented Function of Safety
Instrumented System (Sensor, Controller, Final element), which depend on Probability of
Failure on Demand requirement and Architectural constraints. The SIL levels achieved can

meet all SIL levels required from SIL classification of LOPA method.

SUGGESTIONS

From the results of SIL Verification in exSlLentia software, the safety equipment that
used for SIL determination are all Generic equipment which have not good properties
compared with the others brand name equipment that have some special properties in
each device. So, the brand name equipment is recommended for the plant design situation
and also the cost of the brand name equipment can be determined. The owner can set an

agreement with the providers for make the cost-effective safety equipment.
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APPENDIX A
SIL VERIFICATION GENERAL ASSUMPTIONS

The specific data of failure rate are quantified using the following reliability data

handbooks: OREDA 92, OREDA 97, OREDA 2002, OREDA 2009, SERH 2009.

- Consider Architecture constrains per [EC 61511 tables.

- Not consider IEC 61508 Systematic capability.

- Application test method is use IEC 61508:2010.

- Overall Mission times for SIF are taken as 10 years.

- Start-up time of the SIF is taken as 24 hours.

- Maintenance capability of initiators, logic solver and final elements are all taken as
90%.

- For redundant architecture, B -factor is set at 0.05.

- MTTR of initiators, logic solver and final elements are taken 8, 24 and 24 hours
respectively.

- Test interval for initiators, logic solver and final elements are all taken as 48 months.

- Proof Test Coverage (PTC) for initiators, logic solver and final elements are all taken
as 90%.

- Use Generic transmitters with SFF between 60% to 90% are used in the calculation,

and are regarded as Type B instruments.



APPENDIX B
FAILURE RATE RAW DATA OF GENERIC TRANSMITTERS

EQUIPMENT |TEM DaTa VERSION
Generic Flow Transmitter - Coriolis Meter 2006.2.02

GENERAL INFORMATION s E
RH

MANUFACTURER Generic Equipmert

MoDEL s

MeasuremenT TYPE | Flow - IMass: Coriolis

ANALOG/ DIGITAL Analog HarDWARE FAULT TOLERANCE 0
ARCHITECTURE TYPE B SIL CAPABILITY N/A
ASSESSMENT NIA By | N/A

DATA SOURCE exida Comprehensive Analysis

UseruL LFE 10 years

REMARKS None

FAILURE RATE DATA PER 10 HOURS [FITS]

FalL Low 500

FaiL Higs 100

FalL DETECTED 800

FAIL DangeErous DETECTED

FaiL DangErRoUs UNDETECTED a00

FalL SaFe DETECTED

FAIL SaFe UNDETECTED

FalL AnnunciaTion DETECTED

FAIL ANNUNCIATION UNDETECTED

FAIL No EFFeCT 200

SEF %] 64.0

Figure B.1. Generic Flow Transmitter - Coriolis Meter raw data




EQUIPMENT ITEM
Generic DP/ Pressure Transmitter

DATA VERSION
2006.2.02

GENERAL |NFORMATION

MANUFACTURER Generic Equipment

SE
RH

MoODEL e

MeasuremeNT TvPE | Pressure

ANALOG/ DIGITAL Analog HARDWARE FAULT TOLERANCI 0
ARCHITECTURE TYPE | B SIL CAPABILITY NIA
ASSESSMENT N/A By | N/A

DATA SOURCE exida Comprehensive Analysis

UseruL LFE 10 years

REMARKS Generic Smart DP / Pressure Transmitter.

FAILURE RATE DATA

Per10? Hours [FIT s

FAIL Low 400
FaiL HiGgH 150
FaiL DETECTED 150

FAIL DANGEROUS DETECTED

FalL DAnGEROUS UNDETECTED 600

FalL SaFe DETECTED

FAIL SAFE UNDETECTED

FAIL ANNUNCIATION DETECTED

FAIL ANMNUNCIATION UNDETECTED

FAIL No EFFeECT 200

SFF %] 60.0

Figure B.2. Generic DP (Pressure Transmitter) raw data
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EQUIPMENT |TEM

Generic SIL2 Certified PLC

DaTA VERSION

2006.2.02

GENERAL |NFORMATION

SE
RH

MANUFACTURER Generic Equipmert

MODEL ~~

Locic Sowver Type | PLC BETA FACTOR [3%]
CONFIGURATION 1001D HARDWARE FAULT TOLERANCE
ARCHITECTURE TYPE B SIL CAPABILITY

ASSESSMENT

IEC 61508 Certification

By N/A

DATA SOURCE

exida Comprehensive Analysis

UseruL LFE 10 years

REMARKS None

FAILURE RATE DATA

Per10% Hours [FITs]

MODEL # A0 KU 2D DU HD JAU NE

MAIN PROCESSOR NA 6930 70 2850 150
PowEeR SUPPLY A 2250 250

ANALOG |N MODULE e 950 50 300 100
ANALOG |N CHANNEL 48 3 48 3
DiGiTAL IN MODULE A 570 30 380 20
DIGITAL IN CHANNEL 124 7 67 4
ARALOG QUT MoDuLs ik 356 19 119 6
ANALOG QUT CHANNEL 95 5
DiGiTAL OuT Low MoDULE -4 792 8 120 10
DiGITAL OUT LOow CHANNEL 139 1 D 3
DIGITAL QUT HIGH MODULE o 792 8 190 10
DIGITAL QUT HIGH CHANNEL 277 3 114 6

Figure B.3. Generic SIL2 Logic solver raw data
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EQUIPMENT |TEM DAaTA VERSION
Generic SIL3 Cerified PLC 2006.2.02

GENERAL |INFORMATION s E
RH

MANUFACTURER Generic Equipment

MODEL ~——

Locic Sowver Tyre | PLC BETA FACTOR [3%] 2

C ONFIGURATION 1002D HarRDWARE FAULT TOLERANCE 1

ARCHITECTURE TYPE B SIL CaAPABILITY 3

ASSESSMENT IEC 61508 Certification By | N/A

DATA SCURCE exida Comprehensive Analysis

UseruL LFE 10 years

R EMARKS None

FAILURE RATE DATA Per10° Hours (FITs]
MoODEL = )0 HSU D AU HD WU NE

MaiN PROCESSOR NA 7425 75 2375 125

POwWER SUPPLY NA 2250 250

ANALOG |N MODULE i 390 10 300 100

ANALOG [N CHANNEL 48 3 48 3

DiGITAL IN MODULE = 570 30 380 20

DIGITAL IN CHANMEL bl 124 7 67 4

ANaLOG QUT MobuLs ’ 1425 75 475 25
A

ANALOG QUT CHANNEL 95 5

DiciTaL OuT Low MoDULE 4 760 40 190 10

DiGITAL OUT LOw CHANNEL 139 1 3T 3

DIGITAL OUT HIGH MODULE e 760 40 190 10

DIGITAL OUT HIGH CHANNEL i o7 3 114 6

Figure B.4. Generic SIL3 Logic solver raw data
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EQUIPMENT |TEM

Generic Relay

DaTA VERSION

2006.2.02

GENERAL INFORMATION

MANUFACTURER

Generic Equipment

SE
RH

MOoDEL ranin

ANnunciaTion TyPE | Relay

ANALOG/ DIGITAL Digital Low HarDwaARE FAULT TOLERANCE 0
ARCHITECTURE TYPE A SIL CAPABILITY N/A
ASSESSMENT NIA By | N/A

DATA SOURCE

exida Comprehensive Analysis

UseruL LFFE

10 years

REMARKS

None

FAILURE RATE DATA

Per 109 Hours [FIT 5]

FalL DAanGEROUS DETECTED

FaiL Dancerous LINDETECTED 600

FaiL SaFe DETECTED

FAIL SaFe UNDETECTED 900
FaiL AnmnunciaTioN DETECTED

FaiL AnmunciaTiON UNDETECTED

FAIL No EFFeCT

SFF %] 600

Figure B.5. Generic Relay raw data
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EQUIPMENT |TEM

Generic Air Operated Ball Valve, Hard Seat

DaTA VERSION
2012.3.02

GENERAL INFORMATION

MANUFACTURER

Generic Equipment

SE
RH

MoDEL e

ACTUATOR TYFE Spring-Return, AirTo-Open

VALVE TyPE Ball Valve HARDWARE FAULT TOLERANCE 0
ARCHITECTURE TyPE | A SIL CaPABILITY N/A
ASSESSMENT N/A By l N/A

DATA SCURCE exida Comprehensive Analysis

UseruL LFe 10 years

R EMARKS None

FAILURE RATE DATA

PeEr 109 Hours [FIT 5]

Grose NN OPENON TRIP
CLEAN SERVICE FULL STROKE TIGHT SHUTOFF

NoRrR PVST Ncr PVST. Nor PVST

MAL STAT Dyn MaL STAT Dy MaL STAT Dyn
FalL DanceroUs DETECTED 680 - 680 - 200 -
FaiL Dancerous UNDETECTED 1480 800 — | 3180 | 2500 — | 1750 850 -
FaiL SaFe DETECTED 500 - 500 e 500 —
FaiL Sare UNDETECTED 500 500 500 —
FAIL AnNNUNCIATION DETECTED - — —
FAIL ANNUNCIATION UNDETECTED - — =
FAIL No EFFecT — -— —
SFF %] 253 59.6 — | 13.6 321 — | 222 622 -

CLoOSEON TRIP ObENBNTRP
SEVERE SERVICE FOLL STROKE TiGHT SHUTOFF

Nor PVST Ncr PVST Nor FVST

MAL STAT DynN MAL STAT DN MeL STAT Dyn
FAlL DanceErous DETECTED 925 — 925 —- 1080 -
FAIL DANGEROUS UNDETECTED 2050 1130 —- | 4750 3830 — | 1960 880 -
FAIL SAFE DETECTED 500 — 500 - 500 -
FAIL SAFE UNDETECTED 500 — | 500 — | 500 —
FAIL ANNUNCIATION DETECTED — — e
FAIL ANNUNCIATION UNDETECTED — - —
FaiL No EFFecT - — —--
SFF (%] 19.6 55.8 95 271 20.3 64.2

Figure B.6. Generic Air operated ball valve, hard seat raw data
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EQUIPMENT ITEM

Generic Control Valve

DaATA VERSION

2012.3.02

GENERAL INFORMATION

MANUFACTURER

Generic Equipment

SE
RH

MoODEL memors

ACTUATOR TYPE Spring-Retumn

VaLve TyPE Globe Yalve HarRDWARE FAULT TOLERANCE 0
ARCHITECTURE TYPE | A SIL CAPABILITY N/A
ASSESSMENT N/A By /A

DaTa SCURCE

exida Comprehensive Analysis

UserFuL LiFE

10 years

R EMARKS None

FAILURE RATE DATA

Per 109 Hours[FITs]

CLEAN SERVICE

CLOSE

oN TRIP

FULL STROKE

TIGHT SHUTOFF

OFENON TRIP

Nor PVST Nor PVST OR EVST

MAL STAT Dyn MaL STAT Dyn MAL STAT Dyn
FaiL DAnGEROUS DETECTED — = L i i S 2
FaiL DangEROUS UNDETECTED 1150 1150 — — b S 150 Ak 2
FalL Sare DETECTED = fl ot o L i =
FAlL SarFe UNDETECTED 500 500 +
FAIL ANNUNCIATION DETECTED Eil i <l ek = 2 i 2
FAIL ANNUNCIATION UNDETECTED —= 2L s Th o i =
FalL No EFFeECT 25 o £ s e bl =
SEF %] 30.3 303 — — — - e 5

SEVERE SERVICE FoLL STRON: — TIGHT SHUTOFF ORENQNTRF
Nor PVST Nor PVST Nor PVST
MaL STAT Dyn MAL STAT DyN MaL STAT Dyn

FalL Dangerous DETECTED

FAiL DanNGEROUS UNDETECTED

FalL Sare DETECTED

FAIL SAFE UNDETECTED

FAIL ANNUNCIATION DETECTED

FAIL ANNUNCIATION UNDETECTED

FalL No EFFecT

SFF [
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Figure B.7. Generic Control valve raw data




APPENDIX C

FAILURE RATE RAW DATA OF EACH CASE
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APPENDIX D
EXAMPLE OF CALCULATION

1. Sensor part

Type : Generic Flow Transmitter - Coriolis Meter raw data

System configuration : 1001

Tl = 8760 hours
Aoy = 900x10° 1/hours
A xTI
PFDSensor s o
2

900x10"° x8760

2
= -3
= 3.942x10
2. Controller part
Type - GenericSIL2 Logic solver
System configuration : 1001
| = 8760 hours
>\’DU = (15O+1OO+3+10+3)><10‘9 1/hours
= 266x10" 1/hours
Ay, XTI
|:)Fl:)ComroIIer = 2
2

266x10" x8760

2
-3
= 01,165%10



3. Final element part
Type : GenericRelay
System configuration : 1001

Tl = 8760 hours
i = 600x10~ 1/hours

o T8
PFD =

Final element

2
600x10" x8760

2
3
= 2.628#10
4. PFD,,, of system

PFDAvg 5 PFDSensor+ PFDControIIer+ PFDFmaI element

I

(3.942+1.165+2.628)x 10"

7.735%10"

1
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Table D.1. The PFD

avgfOrm calculation and ExSlLentia

PFD

Avg
P&ID Name SIF Description
Calculation ExSlILentia
Dehydrator Prevent loss of tempered cooling water
7.735%10" 1.59x10"
vacuum unit flow in C-1201
Prevent loss of sealant flow to supply
C-1301
Seal liquid loop
of separator Prevent blockages e.g. strainer or valve
7.735%10" 1.59x10"
vacuum pump | of C-1301
Prevent loss of fluid level in TK-1315 1546x10" 3.24%10"
Prevent loss of level control of D-1101 5510x%1 0‘4 4.47 x 10‘4
Prevent loss of condenser cooling
Methang] water of D-1101
removal column Prevent loss of control 1 480 % 10'3 3 23 x 10'3
Prevent block in Acetone discharge of
1.723x10” 3.13%x10"
D-1101
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