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Abstract

In the recent years, the use of loT devices is becoming increasingly popular
compared to the past with more accessible internet. This has made the use of loT
devices in everyday life more convenient and has made life easier. At the same time,
due to the increasing of users, attackers are increasingly targeting loT devices. This has
led to various types of attacks on |oT devices becoming more common, such as replay
attacks or denial of service attacks. Many users may be victims of an attack without
realizing it due to the use of unprotected devices, outdated software, and a lack of
awareness about the security of loT (IoT) devices. Therefore, we proposed
“A CASE STUDY ON SIMULATE SECURITY CONTROL SYSTEMS” project to increase
awareness about digital security. The results of the study found that replay attacks can
easily occur on loT devices using the Radio Frequency protocol, allowing attacker to
be accessed, destroyed, or modified without authentication. However, one way to
prevent this is for users to use devices with Rolling code transmitters in order to protect

against replay attack techniques.

Keywords: Replay attack, IoT devices, Preventing replay attack techniques
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38 directory Mieustluiuledsieisnisastrummesusuuiasiisnesnuisuwlasly

308 9 aundiagnulildnielnawmesiidesnsuiolinuiasiagnganisyinanumnuniinua

2.12 Nmap

&l =

maiulea ETDA [14] lalilewes Nmap to1litnduserawsndianuieidesdiu
Network defiarfumonduasfifionuionlunisldaugs laslunoududu Nmap gnitauty
Tl# ¢ lussuvdfuanng Lnux wiidu Wieldlunsdumszuuiaiodiondoldlunisdum
Uinsdeldnusguuszuuiaietiedumedidn uazseun Nmap légniannlildlsununn
53UUUURNIT W Windows, Mac OS wazWauldauansalugusy 5 DNAY LU

Operating System Version Detection Hudu



2.13 gobuster

Hundosiiodaluiffnaslunislaud Brute-force [15] §egnmundulagldniw
TUsunsudl §9031 Golang fovduias aefled faruaiuisanainuatslunislond wwu
directory brute-force, subdomain enumeration udu Tne gobuster foduadosdiond
awauysaiuazdui fenlumsmaasudeduivenivleduaznisinisaisdiszuy
(Penetration testing) @uNsalt1uUlAdIY LazdINITTOITUNTTINULUUNTDUAUNAY 9|
Fvold (Concurrency) Bnitadsiimuannsalunsdssananadifinnudgs dodedoes
gobuster fio MsaEwAY directory WUU Recursive Fsdawhnisaunusnasaiiowelnawmesi
Anninnflaseiu win1sawnusie cobuster agvhauldsinsadefisuiundesiieaunudu 1
faunulnlawneduuy recursive digudieniu Awaetuaunsoldiniesdioawnuiy 9 wetae
Wwnaanysalla Tnewa3eaile gobuster avyinIsasdSeswe (Request) U awiuladlngld

Wordlist #58 Word dictionary iieaumaiivuaneluitng

2.14 Universal Radio Hacker (URH)

Juasesdowuu Open-source #insiUameag uunanlasy Github [16] [17] fie
' A A ¢ v ° ) 9] ! | .

Jugaies esdorianysaindeudmiunisasisaeulslanealiaeste 9 1yu Radio
Frequency (RF) 1lusu dafioiduymin3osdiafaiuayunisniiauaiu Software Defined
Radios nane@alunesnain dasainnsalunism fuzzing d@usulusinApanuy stateless
= o A ° ¥ = a A A |
finsaensanaunsamvualalagd ity uasdy 9 Snunuienigluyaiaiesile 1wy n1s
Anngillsiapeadvsun1sdeansvesgunsal loT NmuuInTunniuuulan lslanoa
AanandnazysnNgIneg s askaziin1sleuldiiugniy aunsal loT dauunyineu
UUAIUD 433.92 MHz %30 868.3 MHz uasldluslaneaiilunssudnsdmsunisdoans was

inazinistnsalunisdeansionliudn ueiile Universal Radio Hacker andudeygiamunla

fanusanensiaternusinanesniiludenruiuyedansadilaldegisinaney

2.15 m'lllﬁlamq (Radio Frequency: RF)

A v

Auladt techtarget [18] 1#nannl11 Radio Frequency (RF) wioanuding Aednsn

nsFuveansznaliinadu vievesauunlmaninindnldlunsdsanslsane wu nisda

v A

Feyeyrauing dyqyalnsvied dayaaliln (Wi-F) dyanadnsdnilieds [Wudu Juiemnud

pgRAAUTTI 3 kHz faUseanas 300 GHz Ferilegseninalndninvesnuiides

Y



Auaundunsse Ine RF anwnsagndsitueimealalaglidesdarsdearsidouse vilvd

ANwazAINaUIekariimugagulunsidauinay

2.16 2925 UaslULUULNUSEAU (Boost Converter)

Boost Converter #3oasastiinunsasulnin Sonlddniondsinnsasvuszau Huaeas
AoULIOSIAasUsEnNnt 97 arunsath lUTd uland1eee §eanunsasiunldusuan
wsaulnihaoenldBstuey funszudlaihandnufissy Sndnnisinufenmstnssua
T vndlduanidunsesulnilurieenunu ﬁﬂﬁfuﬁaLﬁmLLﬁdﬁuIWﬂﬂﬁﬁmqﬁumﬂ

< I~ o LY 4 LYY
nszualiinNazanasdumnuduius kU Uy

2.17 Docker

maduled 1BM [20] lana1al331 Docker Wugendiisfioanwuuiagimunuuiiiie
| v @ Y s = v a o a4 v X U =
Pretarinwaunlusunsnlunisasne wes tazisenldanuteundinduinasr@iuliinedu lay
Woslnslreulnagdinslandnn19nIsuendd LagaziinnIs91ad@n NLIAARULT BN

I3 7 a2 4:94} aa [ = @ a 1 [ & a P I

ADULNULUDS (Container) Ml uniunuenaniutazilpnuiudasymonu wiasenlaindu
wialulad Containerization Waneldlunisas s ldnunweunaiatunis service A9 9
Tnganansadentdlaamngludiuisnlumduiedums ussndaiuilunisiann uagd
Pl iauianansa sueueundiatunmuanseuivasmnetessiulily Container #
a i = A ° . Ao ! |
158171 Docker Image #saotduluuanassuas Container lasAtlUSUASHLAZEIUYEIYANN 9
naedldauagnigly Image warLliaiin13a319 Container 310 Docker Image Wy TUswATY
wavduveenednely Image Avggnisonldaulaednludd aniuamnseasauasienld
31U Container s 9 alagd1e lufesinane1iunIsinfmusonITInnNIsan nLIAdou Bn
nifanglannishnntagmuinanInndeddmsuneUndiadulaieiu lneildfsig
WenulusinsuuazduveeRneIRnfdan@y WselarinsaseanInLIndoNiLANAI9iY
lUluudasiaIos wazgrelildauarunsafindwaziukaundinduuuiaies Server 3o
Cloud ldpgsBnnguuazazainauleuindsdu wananuunniuigwauigendwisndnay
fould Docker LUuduun Wnaziu DockerFile Usgnoveglulusiaalvanae o dalu
U930u %9 DockerFile fatlulnaifiAdsdmniuasne Docker container image ag ety
DockerFile 1Juin3nsiiofitnednludflunisadng Docker image IngazUsynoumismdenige
78y Command Line Interface (CLI) 9 Docker Engine agyitaumsainuiiieasa Docker

image 1ngdAluIlR



2.18 Dnsmasq

Dugendwrsfiliusnisiieatiu Network service s 4 [21] fiazitiuluniadnu DNS
19U DNS Server, DNS Forwarder tdusiu aiduganiuiififanummungaslunisiunldau
Augunsal loT ©38gUnsal Embedded #19 9 Iag Dnsmasq gnaankuuuliingnanis
Avunalsvainvanes Wy mstmuaiied IP wuuas (Static IP) msimuanisdssie DNS
Husiu waganunsoldiiu Local DNS cache iteifinannanialunisiengiulsduundetie
¢ Bnstadsanunsnldliuinng ons Tnswlasdelawuduiiog 1P dmsuiadesgnansun
13et8le Tngazasavintiaiidu DHCP server Literinuaiiog IP waznisinuac
i3etnedu q Tifuin3asgniels won9nil Dnsmasq Ssanusalduuunansunanesy
U Linux macOS wag Windows kayaunsanaiuiuuinisesetisdu q i olilidu

A PN
LAIBVIYNATIUINAT

2.19 Engine-X (Nginx)

Wumenduisuuy open-source Al dmsunisliusnsu 221 viaiSeniwiu
594085 szfqﬁwlsi’fﬁuluﬁmﬂ’u uaﬂmnﬁé’aﬁimqaLﬂ%ﬁ,ﬂmﬁz’fﬁms LU ANV proxy,
caching Talunisvinlusunsusudedoyasenitnpionie (Reverse proxy) Uusiu & Neinx fi
Juduigsvinesimileiiesnuuuaniiieussansamuasiinmiaiosideutnags Iy nginx
s5995UN13799luSEUULUY Concurrent connections %13 8n1548 ausendauruguiumin
Tne neinx wnzdmiuliulesasinasliusnsuuvadane snitadsausaldidu load
balancer w3afnanslunisdnnisiiui@finesvateinioslddnsae Tutlaquuinisldau
Nginx utiui@snaesunnta 350 duuvaialan sauludeusenlesidnslng wu Dropbox
Netflix Aifnsleulunisdaiiemvoaiulesedrengs Weield wazlasnfoseusns

299 Nginx MeLtuLAgaiu

2.20 \psevnduyAnaLaiiau (Virtual Private Network: VPN)

NN3918930IN NN TN BUWEIIALUUAIWMsEHINgUNsallassTULLAT U
neldvemnsdeansveiuinisduimesida (ISP) 3 VPN funumdrdestauinluy
AuNsuLazn1sanuileneng q msizasyielunisunla IP Address wagidnsia

Poyar1e q Niinsdeansiuseninanisldau VPN vaarldau



2.21 Lock picking

I3 a < i Y] Y ¢ P
Jumalialunisuanienwinaua lnedanisivdiuvesgunsalusinaualaglinanyus

q @

=

FanatatmnihlUldlumiinesiinuingivensy Senstisueuginnaunianszyil usf
Saa

A I v Ao o o LY ] = Y = 1 = v oA ay 1
amﬂumwwmmgmmwwqiymLwameamwwaaﬂimﬁlmqﬁym nIoldiialdauy

1 v

nagwantasuamdsme/Adaulils lusaugiierduglinisvausadunedadluldlunig

Windsaauieang o laeladlasuayaialagumeniu

2.22 Replay attack

nstauduuuigndususuunmstaufivssnnuiafiglanfaunsaviinisanduteya

1@l [23] medEnseine 9 daetaiy YeyagnddlunSeneiiliiinaudaensdie wazideya

| [y

sanannauildaulug wevinsdiwsensemdsing o dussuulaalilasueyye
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unn 3
ad (] o\ Qo
AN1IANLUUITUIY
2 v o
3.1 YUNDUNITIALRIYUISUU
nsdnaesseuulaeldgunsal loT AlnsdearsiIulusinaea Radio Frequency
(RF) §7u71 1 #7 leiun RF Relay Switch daidugunsaifsudyaunduingainslundadu
~ 4 o a a og a 4
WeauANtames uldlunisiiassszvuniuaunsila-Unavesusensiluaniuinieing
Aelunsznsisnarluufdnisinuieiesdanaeill Junislusysuuitasweiliiu@svnestv
dlanfanunsalanfdnanlanndumesidaiendayaieatuyadddlunisaivauniesds
3590 WaNAga1115adlUAIUANNITYINNUVBUAT 03899 TIAN 18T UANUN MU NG
aelunsgnsrnailuuld liunislaudnismeiin Replay attack lussuudnasinisaiug
n3:Un-Unvesdsen sl Tngldnisandudganasiuniiinisdearsiiuluslamea Radio
Frequency UNAAUAIIND 433 MHz LagyinIsiuaga uaina1ng 9 tieviinisiiudunou
nsshwanuasedevesiufiniemuniglunsensisnalvg Wulununinsinaesssuy

LEALGIagUN 3.1

4 7) Access Rocket Launcher I-I ?\ RF 433MHz ( @ S
ANy s o A o
' 4 o é o

Motor 6V 70RPM Zigbee/RF
Relay Switch

6) Bypass Security System

L A
\ ]

home.military.th
1) Subdomain enumeration

[ ——
Store git file history Store python script
» A}
M @ 2) Directory brute force ] ’g‘

Attacker Web dev.military.th

8) Launc Python Script Payload

3) git-Dumper
4) OSINT

ped
L )
\ ]
N

contact.military.th

5) get Python Script

l
A
|

JUN 3.1 UWHUNNULAAINNTINTYBITEUY
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nsasuaIevistaziaseslvuednassaziinisly docker Tunisadne lnennelu
w3eYednaesnasedy gldnuaansaweusertiluagluinIeyiesulusinsy OpenVPN
Wievhlrldnusyuunulvdunsoatdmneniglurdetnediassls Jeaziisiedelaiowng o

[

wagnineia IP Address davinivualuusiaziasesunnseiuesnludmuandugui 3.2

nginx-network
10.10.3.0/24

home.military.th
101033

&

_— [
@ o D | o
. _ -

Internet OpenVPN nginx-proxy

1010.2.2 1010.3.2
Player 108015 101023 contact.military.th

1010.3.4

sliver-network
10.10.1.0/24

101035

a

dnsmasq
10.101.3

SUT 3.2 ununnuanuasetieiaesiiasetulag docker

3.1.1 MRV INLIDS

dvsuduleddldnigluszuudiaes azidumsthsuuuuivledmanivled il
N1300NUUUAT897 teleporthq laewds e Aldlunmssuivlade fssuuuidaniadu
Debian GNU/Linux version 11.0 FFdnnsRnss nginx version 1.23.2 11aelu Tneitvionun
3¢3uaguu Docker Container

Tunsandadulamenlinngly Docker Container agiinnsad1s Docker Image Tngld
118 Dockerfile 1 0991nTAsead19v0 S UL M8 9203519 1 Docker Container #ia 1
Web page vliinsldaiu Dockerfile Tushuauiivihniusaunihvesduled @i ¢
Inld dusiula Dockerfile W84 nginx-proxy @ 18) 8 VA3 ¢ba s eulne docker-
compose.yml Tidinsi3enldlnd Dockerfile IliSauses ioliinasanisldmdslunis
a$11 Tngneluaedinisssyinaseiaen Docker Container a81ls waglild networks #alalu

nnsdeans fuandlusy 3.3



docker-compose.yml X

web

_name: front-home
unless-stopped
dockerfile.home

0ST=home.military.th

jockerfile.contact

ontact.military.

10.10.3.4

VIRTUAL_HOST=dev.military.th
VIRTUAL_PORT=80

10.10.3.5

ver: bridge

10.10.3.1

10.10.2.1

3UN 3.3 docker-compose.yml vasi3uleditmung

12
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[
wolyyd

31nlid docker-compose.yml N1 3avinlaas1atu viliaiuisaviinisasne Docker

Image WaxNN133U Docker Container lodganAd e sAdaLAe) taun

$ docker-compose up -build -d

3.1.2 NN5INLATUUYSNLI5 DNS

dwiu@iniies DNS gnihanlglunsimuntelawuuasnuneiay 1P Address Wiy

[J

Auleditmneneluesetnadiass Inedinsi Docker Image M151%817 jpillora/dnsmasq

370 Docker hub sy agdnvinlaasnelud docker-compose.yml wanafagun 3.4 Tl

Y

138319 container Aulld Dockerfile NTiNTsrulinsgun 3.5 lnenelulnld Dockerfile 14

[y

fimsi3enly Shell script WWd7d%e31 start NMdnvilaasteynrdslunisin Network routing
Ll 3Ifagunt 3.6
& docker-compose.yml X

dnsmasq > & docker-compose.yml

ersion: '3’

services:
dnsmasq-multiarch:
cap_add:
AT I\\\AT'\I
container_name: dnsmasg

outlyernet/c

context: ./
lockerfile: dockerfile

vo lumes:
- './dnsmasq. conf:/etc/dnsmasqg.conf’
logging:
options:
max-size: 100m
environment:
= HTTP_USER=admin_system_dnsmasq_project
= HTTP_PASS=admin_system_dnsmasq_AsKTsvUspOsxalsWtsaXplm24XTsaePflag
restart: unless-stopped

networks:

nrk:
OIK.

s: 10.10.1.3

: sliver

31]‘17; 3.4 docker-compose.yml U84.%59L105 DNS
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dockerfile X

dnsmasq > dockerfile
FROM jpillora/dnsmasq

( ./scripts/start /start
RUN chmod +x /start

ENTRYPOINT |["/start"(

S start X

dnsmasq > scripts > $ start

1 #1/bin/sh

/bin/sh -c "ip route a 192.168.2 10.10.1.2"
/bin/sh —c "ip rout id 192.168.254.0/24 via 10.10.1.2"
/bin/sh -=c "webproc =-config /etc/dnsmasq.conf =- dnsmasq —-—no-daemon"

g‘lﬁi 3.6 Shell script Tun13%1 Network Routing 2841@$ni1a$ DNS

v
roLsJQJd

3nbne docker-compose.yml METavinlaas19Uu vilvaansasiin1sa$1e Docker

Image WazyiN133U Docker Container ladaannaduiissndaiie laun

$ docker-compose up —build -d

3.1.3 N353 FSHL203 OpenVPN

v

@3uae% OpenVPN gninldielvidldnuaunsageudadiluduasevigdiani

Y

a¥97uls Tnefinnsig Dockerhnage‘ﬁﬁ%aaﬂ kylemanna/openvpn 910 Docker hub unl
91y Fagfdavinleiasslnd docker-compose.yml iteldrosanisldsnlunisasns Docker
image s 1uanunsofnisuazdanidsniaes OpenvPN Idnugnsdsdiiuans nayadds
gAufiun1ad s Docker Container fusnldou TWandstunoulumstmualiidsnines

[ [

OpenVPN Hususg aelavuieiay IP Address ¥844A30UNETIRBINUNEIAVINAINUAAD

'
o

34.143.229.118 waglvinisasislaines openvpn-data Yunnd siiufidmsudaiiv

Configuration file U94LTINLIDF
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# Initialize and generate OpenVPN config file
$ docker-compose run --rm openvpn ovpn_genconfig -u udp://34.143.229.118:1194

# Fix ownership

$ sudo chown -R $(whoami): ./openvpn-data

# Start OpenVPN server

$ docker-compose up --build -d openvpn

dernisadisuariuasunlasdnilunisidds Configuration file arelulawnes
openvpn-data suFds LS sUSosuds Whinsudly Confisuration file Tneviinisifia
@5vlnes DNS i lumeluiilelyi@sviaes OpenVPN asnsniinuasiudeaminisieansvs
funariuld uazyhnng comment UssTind Sy DNS Tiduiav 8.8.4.4 son GRFRERLIZPRERR

Tunsudlalasad

push “block-outside-dns”

### Add this line
push “dhcp-option DNS
10.10.1.3”7

push “dhcp-option DNS 8.8.8.8”

### Comment this line
# push “dhcp-option DNS 8.8.4.4”

push "comp-lzo no"
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ntfuardacsin Network routing 1 Docker container a1 OpenVPN Ll o5
anu13080a3iu container 31 q Idlagliatlam wdmnddmnogaasadsuieslih
N7 restart OpenVPN server container \ielsk container ﬁﬂf’hmi@i’jﬂﬁﬂﬂwﬂm Imaﬁﬂﬁﬂﬁﬂ
Tun13vi1 Network routing Al ol
S docker exec -it <OPENVPN_SERVER CONTAINER> bash
S route add -net 10.10.2.0 netmask 255.255.255.0 gw 10.10.2.1

# restart OpenVPN server container

$ docker-compose restart <OPENVPN._SERVER CONTAINER>

definsasamnegrauasaseuses reluanduduneulunisadielia OpenvPN
d1nsu Client Nagihlldlunsdsunotdwndunisdediass Fadoviinisadruada
Seusegualglalidana ovpn dusudiluldauiugenduas OpenVPN Connect lng

aunsavinsasienunedwmalull

# Generate a client certificate
$ export CLIENTNAME="your client name"

$ docker-compose run --rm openvpn easyrsa build-client-full SCLIENTNAME nopass

$ docker-compose run ~-rm openvpn ovpn_getclient

SCLIENTNAME > SCLIENTNAME.ovpn

) D & 9 =1 g 1 acs I3
WenuazaInauislunsldauluasde q lndwindnisdsangsniies
OpenVPN 1a59158U508R11NTZUIUATTTIAULED ) bE9IUAIN30a519UazTU Docker

container @150 OpenVPN FEAIEIR YL

docker-compose up --build -d

3.1.4 n153aw3eugUnsal Hardware
dmsugunsal Hardware Nidunldlunisdnaesseuudsensilniininisdeansuay

dannseuslum RF lumud 433 MHz Usenaulumegunsaleng 4 fsll
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3.
a

5.

RF Relay Switch wu1a 2 Relay 91u7u 1 67
Boost Converter DC 41u7U 1 62

Power Supply 5V 2A 411U 1 /2

Gear Motor 6V 70RPM 97121 1 62

Limit Switch 979U 2 67
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Ingingunsalianuauviinisieaudedudlgasln wasvinnisuansdiseiuiieli

anunsaldenduszuudszg Sl ldmudivang suununin Boxology Circuit wanasisgy

n3.7
c ouT IN
" Power Supply
5V 2A
Limit switch 1
Limit switch 2
Boost Converter DC
5V > 7V

' Zigbee/RF

. Relay Switch
com IN

g‘ﬂﬁ 3.7 bHUNIW Boxology Circuit

3.2 YUNBUNISLAUATTUU

a q

Wdw 220V

mslaufasdunislaufiludin 4 diedumdeyauaziuizuana 9 lunisvenenanis

T4 F991nszUUINanIilaanmIsutuazdadlaufid N udsinesnauainduirse

a o 4' A A v A a Ao I &L A v
mﬂqﬁwaﬂqiiﬁlumlﬂﬂﬁﬂﬁ]u@u LW@W%gLﬂqﬂjUﬂNLﬂiﬁﬂﬂﬁﬂﬁrJ@V]G]Q@E\JJIUWHV]W'NMWNQWU&LU

AsENTMNaNY Taeddunaulun1slaufnaus fadl
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nouiazidngnszuaunslanfiud@snnes dlaufazdawinisieusis OpenVPN
AuUng client AN1sInSaulineu WislrausaniansvnekassEuUINaINas 19 uun

16 Tnegnsieusioanunsaideusolauwensdwls OpenVPN Connect uansisgy 3.8

OpenVPN Connect

Profiles

CONNECTED

(. OpenVPN for project

DISCONNECTED Vv

CONNECTION STATS

18.2KB/s

vt §

"
0B/s =
BYTESIN A\ BYTESOUT
OKB/S | oks/s
TION PACKET REC ’”}

00:00:09 4 sec ago \“

g'ﬂﬁ 3.8 M3.Teude OpenVPN HuganfLas OpenVPN Connect

3.2.1 MslauAdudsniaes
L’%'méfumﬂmivﬁmammumwa%mﬁizwLTJ@@&J@]’%aiﬂiLmiaﬂumimmumwa%m Ly
nmap Wus Tnglunsdassiiiuledidmuneasiivaneay 1P address fio 10.10.2.3 nui
finosn 80 Wasgdudunesndmsu Hypertext Transfer Protocol (HTTP) uanssisguil 3.9

Taganusavinlalagldmdssalul

$ sudo nmap -sS <IP_ADDRESS>
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® ) kokofa@KoKoFas-MacBook-Air:~

> sudo nmap -sS 10.10.2.3

Password:

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-27 14:35 +07
Nmap scan report for 10.10.2.3

Host is up (0.068s latency).

Not shown: 999 closed tcp ports (reset)
PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 1.11 seconds

JUN 3.9 NadWSAINNITANUMNDIAVDITTUUAIY nmap

ndulininsdid i vledriuiviusiwes asnwuduni1 home voaiuled
NIENTNNAMUNTIADWY WARIRIFUN 3.10 Faliflaridunaiunsaldanlaeguu navigation

bar NasN St mIan1sRnse

A Notsecure | homemilitary.th

=" ASENSIINANTUN
i MINISTRY OF DEFENCE

AFLNSIVNANTUN Useineine
U AUSL
NEAY

UM 3.10 Viulesiviin Home

WaltfaninYeananisinde Klanfaiunsadunalaain Address bar agnufiy
1ALu (Domain) Nl9@931 military.th wazdlawuges (Subdomain) Ml43871 contact Wans
- -

Aaguil 3.11 Fadudeyanusdinivledenvssiimadaldnulauudes Jailudgnislaudivive

Aumlaugay (Subdomain enumeration) Walglun1svgienaniIslaudle
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A Notsecure  contactmilitary.th

«
InPrivate &

ASLNINANTUN
MINISTRY OF DEFENCE

WuAus Aasmvnisaaaa

21aINIINISAM A

mnaadidia dasede iasasmisanudiamaa Tisadadain lutasvneauaieil
= I3 ¢ v
sUN 3.11 Viuledni Contact

mslanfiieAumlauugasaninsattlUswnsulanfnuuanludfle fagatiy FFUF,
gobuster 1Judu lnglundaglinisdemdesnulusunsy sobuster lunslaniaAumlaiuu

goavwIuled wudlawugesdy 9 Nanuisadnfle Wy dev.cybercity.com lnefinaans
v23n1318lUsUNTY gobuster uanaRagUN 3.12

$ gobuster vhost -u http://military.th -w ~/tools/wordlist/common.txt

--domain "military.th" --append-domain

ls/wordlist/common.txt -—-domain "military.th" --append-domain

[+] Url:
Method:
Threads:
Wordlist: /Users/kokofa/tools/wordlist/common.txt

User Agent: gobuster/3.2.0-dev
Timeout:

: Home.military.th

: contact.military.th

: dev.military.th Status: 403 [Size:

: home.military.th [Siz
Progress: 4675 / 4714 (99.17%)============================ssosssssossossoosoooooosoosoooooooo
2022/11/27 15 02 Finished
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U7 dev.cybercity.com wuisguuiin1sneunau HTTP Status vJu 403 Forbidden
wananagunl 3.13 laefiglaudaiuisavin directory brute-force 91 dev.military.th lagl%
TWswnsulaufuuusnlud® shegramu dirsearch, FUFF W8udu wievnindl directory Tatnsil

anansaieudiald waniagui 3.14

$ dirsearch -u http://dev.military.th

G A Notsecure | dev.military.th A ¢ = InPrivate . &

403 Forbidden

nginx/1.23.2

JUN 3.13 Vulesndniswans Error lunih dev
-u http://dev.military.th

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 25 | Wordlist size: 11460
OQutput File: /Users/kokofa/tools/dirsearch/reports/http_dev.military.th/_22-11-27_15-31-47.txt
Target: http://dev.military.th/

[15:31:47] Starting:

[15: 4 F . > http://dev.military.th/.qit/

http://dev.military.th/.git/logs/refs/

jin => http://dev.military.th/.git/logs/refs/remotes/origin/
-> http://dev.military.th/.git/logs/refs/heads/
-> http://dev.military.th/.git/logs/refs/remotes/

/dev.military.th/.git/refs/
://dev.military.th/.git/r
> http://dev.military.th/.gi s/remotes/origin/

Task Completed

UM 3.14 Hadn5ann159 directory brute-force vassguume dirsearch
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(% s

NadN$21NN15V Directory brute-force wuinanunsawndsivawmes /gt ¢ dadu
IWaLmas‘ﬁ'ﬁ%’ayjaﬁwﬁ’mﬁm 9 maﬂmamaﬁgmﬁﬂﬂu git repository LﬁamUﬂm’;ai‘%’u
Faduglanfianunsaliinfasile git-dumper lunsislidddnfananioonald uansdsgudi
3.15 wuTldlnd rocket port3.py amamnlsaindelidindulndildlunismuauieiosds

svnfdudmanglunsleud uanadisgun 3.16

S /git-dumper http://dev.military.th ~/tools/dump

./git_dumper.py http://dev.military.th ~/tools/dump
Testing http://dev.military.th/.git/HEAD [200]
Testing http://dev.military.th/.git/ [403]
Fetching common files
Fetching http://dev.military.th/.git/description [200]
Fetching http://dev.military.th/.git/hooks/applypatch-msg.sample
Fetching http://dev.military.th/.git/COMMIT_EDITMSG [200]
Fetching http://dev.military.th/.gitignore [500]

[200]

http://dev.military.
Fetching http://dev.
http://dev.military.
Fetching http://dev.
Fetching http://dev.
Fetching http://dev.

http://dev.military.
//dev.
//dev.
//dev.
//dev.
//dev.
//dev.
//dev.
http://dev.military.
Fetching http://dev.
Fetching http://dev.
Fetching http://dev.

Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching

http:
http:
http:
http:
http:
http:
http:

Finding refs/

Fetching http://dev.
Fetching http://dev.

pyb

luez—-master/

th/.gitignore responded with status code 500
military.th/.git/hooks/post—commit.sample [500]
th/.git/hooks/post—-commit.sample responded with status code 500
military.th/.git/hooks/pre-applypatch.sample [200]
military.th/.git/hooks/commit-msg.sample [200]
military.th/.git/hooks/post-receive.sample [500]
th/.git/hooks/post-receive.sample responded with status code 500
military.th/.git/hooks/post-update.sample [200]
military.th/.git/hooks/pre-commit.sample [200]
military.th/.git/hooks/prepare-commit-msg.sample [200]
military.th/.git/hooks/pre-rebase.sample [200]
military.th/.git/hooks/pre-receive.sample [200]
military.th/.git/objects/info/packs [500]
military.th/.git/info/exclude [200]

th/.git/objects/info/packs responded with status code 500
military.th/.git/hooks/pre-push.sample [200]
military.th/.git/hooks/update.sample [200]
military.th/.git/index [200]

th/.
th/.

military. [200]

military.

U 3.15 naansveaIesile git-dumper

git/FETCH_HEAD
git/HEAD [200]

® rocket_port3.py

= ~/tools/dump

sUN
U

3.16 & python #ildainnisldiaiesile sit-dumper
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n1sidanazasiadeutilonnlua rocket port3.py Aqelusunsy Visual Studio
Code wutayadiAgyinazaesdlnadnuilslndlunisince port 10 ilanewiiasainnis

M1UAYeRUNTAITRZAIUANLATEIBRTIAlAENSY waznuAldiiuRugnduiinagnelud
o o al

Yarasilasuegly version 1.2 uare1aazin1sewian version Tl 9 Ingn1s commit Juan

9

UL git N Uanedsgun 3.17

Procedure of the program

Install pybluez using the command:
pip install pybluez

Start the program using the
pyth -i rocket_port3.py

from bluetooth importi *
import time

import socket as
from pybluez impor

g al counterDown
counterDown = 0x2D

pal counterUp
counterUp = 03

k.recv(1024)
while len(data) < 3:
data = data + sock.recv(1024)
while len(data) < ord(chr(data(1])) + 3:
data = data + sock.recv(1024)
xcept IOError as e:
print("I0Error rx(): {}".format(e))

print("\tReceiving ({}):\t{}".format(len(data), " ".join([hex(i) for i in data])))
return data

tx(data):
sock.send(data)
print(“\tSending ({}):\t{}".format(len(data), " ".join([hex(ord(i)) for i in datal)))

counterUpStr():
counterUp
if(counterUp == OxFF):
counterUp = 2x00
else:
counterUp = counterUp + 1

1
o

5UN 3.17 aelulnd rocket_port3.py din1stuiindeyadnfey
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=

Heglanfiuteyaiweaznnladnenaiidoyadidngdu o egarelu git commit

]

LauRdslandnfisseifins commit ves git lagldrda git log uanedsgun 3.18 wudniinis

o w 1

commit Usgfiamsauteyadidguitegieananlngfiingi?

$ git log

® [ ] git log X#81

6cadcad@ (HEAD -> master, origin/master, main)

8d71d5e27ec7aeec9
op@proton.me>
Sun Sep 25 15:03:34 2022 +0700

Delete sensitive data
bleb71cf18cacc6a396cad8e3b5168
55x <testcoop@proton.me>
Sun Sep 25 15:01:19 2022 +0700

Update developer contact
commit @bafbb987b5abcelld46da3edab7a8c
Author: 9XaCdk3HMkoG5x estcoop@proton.r
DERCH Sun Sep 25 14:59:18 2022 +0700

first commit

g‘d‘ﬁ' 3.18 nadnsUaIds eit log

Alaudansnsaldad e it show lunsuanssedfnisunlyveslndniusiaves

commit fiaula wuhddsdlunisiifmidn Twitter YoeEMRUMUTULATY UaRAIgUN 3.19

$ git show <COMMIT _ID>

commit 8493c9ab5748aba78eacab48d71d5e27ec7aecec9
Author: 9XaCdk3HMkoG5 estcoop@proton.me>
DEYH Sun Sep 25 15:03:34 2022 +0700

Delete sensitive data

diff --git a/rocket_port3.py b/rocket_port3.py
index 88d6ea9..50b8ff2 100644

--= a/rocket_port3.py

+++ b/rocket_port3.py

Title: Military Rocket Control Source Code
Author: SmithJ_Dev

JUN 3.19 HAdNEYRIAAT git show
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Walaudlaviin1saum Ty Twitter vasd wWawranteyansiluaainnism git

commit 484 source code W3y UTPEFILAATLUIUN 3.20 {laufdelaviin1s OSINT auny

v . a & o A a o PR ] ' o ) a
UL Twitter @ﬂWU\‘]‘UQJﬂF\Nﬂﬂ'ﬁmWWWNUQ%TBQHWWUWﬂUWQﬂa']'ﬂ') LLaﬂ\‘ifﬂ\‘iE‘U‘W 3.21

twitter.com o= InPrivate &

, ' Pinto Tim

1 Tweet
", Array(d),k At oAl o &0
Q wy et n.ready.prosisst i e
Seotigmriandler i (n{d) . triggermee »
& S Y ction KO){(d. et

Wemasiwitvent ("on L0ad",K); '

L LR i e S

T uz.‘ar:ﬂ;wiith:mhﬁﬂ" v

his e

Pinto Tim
@p5jr5mXfzvPsNR

I'm a junior developer. « «
Joined September 2022

13 Following 1 Follower

sUfi 3.20 Soyi Twitter Yo
« Pinto Tim
@p5jromXfzvPsNR
HARAN AMAIAAAIN
ﬁ‘u Smith James
H @a5coenXWeLBd7W

Hello everyone! | have nothing, so don't follow me.

LY

UM 3.21 U@ Twitter MinsAanudaydvasiniu
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Fan1eludn@ves Smith James 01358y github iAvdluslnduansdsgun 3.22

a

waznely github Aenaadl repository Afin1siulwdaruauaTIndnlndniuenlinagui

Y

3.23 Jsdeilutoyaniflanfdesnisiielddnniedasinniutng

twitter.com InPrivate  _

’ <« Smith James

1 Tweet

Smith James
@a5coenXWclLBd7W

Hello everyone!
| have nothing, so don't follow me.

@ github.com/VRzJoWYz?ZECQQ...I Joined September 2022

10 Following 1 Follower

SUTl 3.22 Github Tisglunthinyd Twitter

N N . p
github.com InPrivate

o VRzJOWYZZZECQO4i
|

’ & 1 may be slow to respond.

Follow

Block or Report

7 Overview [J] Repositories 1 [ Projects @ Packages Yt Stars

Popular repositories
rocket_launcher_control Public

@ HTML

3UN 3.23 wth github 713 repository AnsAULHAAIUANITIA
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deglandladayasig 9 uATUTIUNToNNILINNTEAATRBIITIRTIAegluNUNNI9
MuveInseEnTInaliuudd landlaseniiumsludenundnanuagnuiuseuuinwiaig
UnondenUszgnisaestu Ineusegsanuuendulsegdnluliinaiuaunuilundogyayio RF

433 MHz wagdlerudluldaenuiudsegniinisshwiannudasadesieuldnyuadniunily

' (%
= v A

Feglaudannsalaufietnutuneusnwianulasaievessegle el

3.2.2 nflﬂwﬁs:wﬂsz@,%"alw%
W LAuA s 09ldLa 599807 9 971 Universal Radio Hacker (URH) (GitHub:
https://github.com/jopohl/urh) W%@Mﬂg\‘i Hardware 7ifi91 HackRF LLﬁmﬁﬂgU‘ﬁ' 3.24 gy
3.25 puadu wiegaelunsindudyins Radio Frequency wagvinnislaufidieinada

Replay attack iavn1studuneunsinmaulasndsvesdsegnieluiiunniainuly

[
NIENTINANUY
> @ https://github.com/jopohijurh
¢> Code ( Issues 33 11 Pull requests 1 Y Discussions ® Actions ' [0 Wiki._ @ Security |~ Insights
F master « P 8 branches’” © 91 tag: Go to file m
(®) jopohi Keep Y-Scale when showing/hiding demodulated view (#1012) ' 2b80143 on Oct 17._© 2,916 commits
M ' github Update ciym! (#998) 4 months a
B data Add YQ view (#1007) months ago
™ srcpurh Keap Y-Scale when showing/hiding demodtistated view (#1012)
tests Adding Save As pcapng for ProtocolAnalyzer (#9870 2 months ago.
) .aitignore Add support for Manylinux2014 (#750)
[ LICENSE Update year in LICENSE (#94 10 mc
[0 READMEmd Cl: Migrate to GitHub Actions (#942) 10m
[ setup.py remove parallelization in ExtensionHelper.py
= README.md

Universal Radio Hacker

Investigate Wireless Protocols Like A Boss

31]‘17; 3.25 HackRF hardware
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Wevnsinaauasoaliolseusesudd Tivinisdalusunsunseunsiogunsal

Y o

Hardware filddwmsunistlandidniuiesasnauinnesnagldlunisland anntduluinuy File

v v

>> Record signal tievin1sandudayaaslamvesldanu uaniagun 3.26

eoe Record Signal

) . Y-Scale
¥ Device settings

Device: USRP (2]
Device Identifier: Q9 ¢
Subdevice:

Antenna: Antenna 1
Frequency (Hz):  433.92M
Sample rate (Sps): 1.0M 3

Bandwidth (Hz):  1.0M

Gain: — 25

DC correction: Apply DC correction

Clear

Samples captured:

Receive buffer full:
0%
Signal size (in MiB):

Time (in seconds):

SUT 3.26 1y Record Signal melulusunsy UAH

Pnuuihmsserldsunsulaeidon Device Iiu HackRF uay Device Identifier 19
\Jugunsal Hardware Tisiafiuiasosmouiiamesiunislans wanraguil 3.27 Wiea1u1sana

Yugnasadenielilusinsuyiinis Identify Tignludf
Y Device settings

Device: HackRF

Device Identifier:  Y00000000000044c63c8355d391b (@ &

Ui 3.27 msmarngunsaluulusung UAH

dlovihnisasanlusunsuasaseuiosudd flanfansatyngunsallunislanfdly
msindudgaunisde-Unuseasalnihndeansiiulusinaea Radio Frequency uuAay
AUD 433 MHz 19 Iagvinisnata Start Wievinn1s record signal avinnsandudeyeyio

loudrarusngsuedudyaaluiuvnvedusinsy uansisgl 3.28
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[ ] [ ] Record Signal
Y-Scale
¥ Device settings

Device: HackRF

Device Identifier: e ¢

Frequency (Hz): 433.9518603516M <

Sample rate (Sps): 2.0M S a

Bandwidth (Hz):  2.0M )

Gain: 14 2]

IF Gain: — 26 $

Baseband gain: = 18 S

Bias Tee: Enable Bias Tee

DC correction: Apply DC correction

®© ® | €
Save Clearar

Start

Samples captured:

23.3M
Receive buffer full:
27%
Signal size (in MiB):
178.00
Time (in seconds):
11.67

HackRF-SETUP: Success

HackRF-SET_FREQUENCY to 433.952M: Success

HackRF-SET_SAMPLE_RATE to 2M: Success

HackRF-SET_BANDWIDTH to 2M: Success
\ vy’ ol

U 3.28 mMsindudyaas Radio Frequency melulusunsy UAH

delaudanunsasnJudnanalaudd IivinnisUantdisnsiamy Record Signal waglv

Ludauy Interpretation Aglulusunsy wanedsgun 3.29 1eyn1siAsevidy I auay

' '
A £ =

wispuvinslaudmemaila Replay attack Fanelulausiananazuing suadudayayiaiih

AsPNAULLe

- . B e e’ . ] N

T T R
eoe Universal Radio Hacker
Analysis | Generator | Simulator
1: ComplexSignal. '® @ Q Y-Scale
A_Button_4
Noise: 0.0000 S
Center: 0.2171 2
Samples/Symbol: 700 %
Error Tolerance: 13 &
Modulation: AK B N
Bits/Symbol: 1 <
. & 0 selected 0.00ns -codBm Filter (moving aversge)
10 [Pause: 19262 samples]
11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 [Pause: 19247 samples]
. Signal View: Analog @ 11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 [Pause: 19338 samples]
4 . 11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 (Pause: 19410 samples]
@ show Signal as | Bits @ 111010001000100011101000111011101110111010001000111010001110100011101000111010001000100010 (Pause: 3676848 samples)

10 [Pause: 19201 samples)

gﬂﬁ 3.29 Wy Interpretation n1elulusunsy UAH

Pnduglandaunsaideniuadudygruivanganluyidadimisls lnen1sain

o

wdrquAdUdyYITAeINIT 3NUNYINISARNdUILaEenendu Crop to selection

A o a'

lunmsinganuiameAUAIUIABINT KaRIRIFUT 3.30
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[ J L ] Universal Radio Hacker

[ACTIGCICAI Analysis | Generator | Simulator

1. ComplexSignal  ® @ © Y-Scale
A_Button_4

Noise: 0.0000 S

Center: 0.2171 &

Samples/Symbol: 700

Error Tolerance: 13 &

Copy selection %C
Modulation: LS © P I
Bits/Symbol: 1 5 ) Zoom in *e
) Zoom out x-
Autodetect parameters L | & 1144290 selocted 114 3 7ot ealsotion
10 [Pause: 19182 samples] == X Delete selection ®
11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 [Pause: 1919zyorsrvsmrorrs
PR AN 1110 110100011101110111011 1101000111010001110100011 1000100011010 [Pause: 1923¢ Kbans
Anale
1 Signal View: naos e 1 1101000111010001110100011 11010 (Pause: 19284 Mule selection
O oionscae | tits e 1101000111010001110100011 11010 [Pause: 1923% Create signal from selection
w Signal i

Participant >

Set noise level from Selection

kel save #S
A Save Signal as.. OnS

sUN 3.30 nsdentidyruffenisnelulusunsy UAH

L)

= [ <

Wenlaufinnisiaendepdudayganasaseusaswas usian preview NUsINg U
AAUdtyeIMAzUdsuLacly antulvlaudivinnasnaly Replay signal Ushudeilovesgy

s devimslandcmemeiia Replay attack wamanagui 3.31

eoe Universal Radio Hacker
Analysis | Generator | Simulator
1: Complex Signal ' kd E [ IRI%) Y-Scale
Replay signal
A_Button_a
Noise: 0.0000 o
Center: 0.2171 s
Samples/Symbol: 700 2
Error Tolerance: 13 &
Modulation: AK | B &
Bits/Symbol: 1 2
Autodetect parameters . & 0 selected 0.00ns -codBm 7 Filter (moving average)

10 [Pause: 19391 samples)

11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 [Pause: 19292 samples]
. signal View: ko © 11101000100010001110100011101110111011101000100011101000111016001110100011101000100010001000111010 [Pause: 19425 samples]
I 11101000100010001110100011101110111011101000100011101000111010001110100011101000100010001000111010 [Pause: 19196 samples]

@ Show Signalas Bits 11101000100010001110100010 [Pause: 203076 samples]

5UN 3.31 nsimSeuniadlunislaudnlesmaila Replay attack

\iavinsnaUa Replay signal wad AlaNAvenuAUnEIAIg Send Signal Usingiuun

(% '
1o

Tvinisasengunsalidufgiiuiugun 3.27 uazanunsaserdnuiuasalunisdedoyay e
19903 Repeat IneAn default 9xog#l Infinite Wovinisaerasaseusosudilanfay

anansalaudsiginaila Replay attack liviuiisnenisnadu Start Lansdsgun 3.32
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[ ] L ] Send Signal

Y-Scale
¥ Device settings
: | Y-Scale
1 Comesg Device: HackRF 8

A_Button_
7 Device Identifier: €
Noise:
Frequency (Hz):  433.9518603516M &
Center:
Sample rate (Sps): 2.0M s —
Samples/Sy a
Bandwidth (Hz):  2.0M &
Error Tolerz
Gain: 14 &
Modulation
y IF Gain: _ 23 &
Bits/Symbo
3 Bias Tee: Enable Bias Tee B averace)
Repeat: Infinite N t
:  Signal View - e -
® ® €
v Show Si
Start Clear
Current iteration:
16
Current sample:
HackRF-SETUP: Success
HackRF-SET_FREQUENCY to 433.952M: Success
HackRF-SET_SAMPLE_RATE to 2M: Success
HackRF-SET_BANDWIDTH to 2M: Success
HackRF-SET_RF_GAIN to 14: Success
HackRF-SET_IF_GAIN to 23: Success

HackRF-SET_BIAS_TEE_ENABLED to @: Success

HackRF: successfully started tx mode
HackRF-STOP TX MODE: Success
HackRF-CLOSE: Success
HackRF-EXIT: Success
Hint: You can edit the raw signal before sending.
Warning: You a

sUii 3.32 nsTawfishemadia Replay attack TneldTusunsy UAH

o
[y

KadwsvgsnslauftuRo UM N w A IaeafbrssEg Sl haeluiuTiva i
Tunsgysasnanlnu Wudﬂﬁzumi’ﬁaaaﬁaﬁwauﬂzﬁmi%’ué’@ymﬂmﬁ;ﬂwﬁﬁmﬁﬁﬂﬂé’qqu
AuANNTYIuesUTEn Sl shlfAnnsvheude-Unvesusyn aluinudilaud
fioans Tneiglasildsndusosdisluniuinidunsmuaumasihnuresszg il deh
Tilanfannsoungnidrluaonuiivsiuustsdls Tegléfinisiiunulunissiassszuy

Uszpalniihyunansnagun 3.33

U7 3.33 nslaufiuszasliifinsnemada Replay attack
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Weglaudanansatiudunsusnumanulasadevesusea il lusunsninlaugs

Y
zpannuiulsEgdntunilanidnissnwanulasadeolineulinagua Milvdlaudaeses
Tonslan@nienientn (Physical attack) Aemallafisenin Lock picking lWeviin151018a
wsesdsasiaduduinglunslanidlils lnglatinsyilunadiassvesssuuyseaning

Y

SnwanuUaendiemeusinaualansisguin 3.34

Ry P o S 5 pz;::-'é_n..- £ ,' . '. ',,...... P ~ :—a - “_
5UN 3.34 luadnaessruudseaiiinsinwamnudaondunisuinaug

lngrlauanunsaldyngunsaiianizlunisvin Lock picking wansnegun 3.35 Litavi
< ' a2 J ad v I @
nsUandenusnauaneidy access control vasuszatuly Tunislaudiediadunausnw

Anulaansnle

sUfl 3.35 yngunsallunissi Lock picking
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1AENANNI5V8INITIN Lock picking Aon15danisivdiuusenauvauwinaualiievin
n1sUandenalaefludesianinisldngus Tnevialuudrauazldnguadsudlvlusdngus
v a A o < v o ¢ o ..
warldusanauazdaiiiovinnisuanden deluyngunsalianizlunisvin Lock picking ag
wualu 2 @ 158091 pick uas tension wanaraguil 3.36 e pick LUSsuaiiousoevdn
vunayua Mdwiurhmiilunisen pin aeluwinaualidnfianuiivun du tension 1y

] d' 1 a d' [ 1 ::l' L% 1% = a
LLVN‘ViquuVIﬂE]EJﬁQLLN‘Uﬂlﬂ‘iflﬂi%U@ﬂﬂ@ﬂ.ﬂ?ﬂIULLNQﬂqJ}LL%LW@I‘W%&J‘U‘IG]LﬁiJ’e]‘Llﬂ’]iUﬂf]QJ}LLﬂ

5Uf 3.36 Snwaizueq pick (418) wag tension (¥21) Tun13¥i Lock picking

Weglanfanunsalanmiedimtuneusnumiaulaendeveusyg iaesniievinnig
Wndnaseedewsinldiausesuda Jlanfiaiuisaiisgsulndilasuaingemslandiv
ac s 1 R o o % a4 v 4 a
BSnLI0sNOUILINRNUNN VY MTBUMEN1ET Python LlBLI1AIUANLATEIERTIA

laglSuAUINMIARAINSNYINTA Python scripts Aoin1T HuAslugafdIvilanyedn
pybluez Faiduluganienay1nli Python 1184 Bluetooth veuA3osld Inaauisafnsls

Toaglalusunsu pip Muwdauiu Python samdsneluil

pip install pybluez

Wovnshesaseuioswnd Tianlugalng rocket port10.py Lilevinin1ssu scripts
lunsinsie socket YBALATOIEIRTIANBUNINITAIUANAILANTIVDINIYT Python uanenssy

A 3.37

python -i rocket port10.py




34

rocket_port10.py X

.".format(host, port))

» port))
<.connect((host, port))
print(" Waiting for 5 secs before closing socket.".format(host, port))
time.sleep(5)
sock.close()

print("---- S

TERMINAL UPYTER

\Desktop\Rocket Launcher> python -i rocket_port1@.py
-- Connecting to ©00:11:67:E3:B9:89 port 10.
ing for 5 secs before closing socket.
ocket Closed!

gﬂﬁ 3.37 Su scripts luns@asio port 10

L3

W 0v1n155U Python script liavinn15Anne port10 ieusesuda Tiludslua
rocket_port3.py sWeMIN135U Python script BNYANTRNBIIAIUANLATEIBIITIN MBFAE

~ [ [ @ £ o o o :J a
YN Python LLﬁ%LlI@‘VI’]ﬂ?ﬁi‘L!Lﬂiﬁ]LiEJ‘UiE]‘EJI“LJiLLﬂill’f'\]SiﬂiﬂﬂﬂﬁﬂUﬂ’]iﬂ'}UﬂMLﬁi@\‘i SN

AFINVNHLILFA Waanaragua 3.38 uayvsui 3.39

python -i rocket port3.py

g‘tl‘f"i 3.38 Su scripts Tun1s@nse port3



Sending (9):
Sending (10):
Receiving (9):

---- Sending sequences

Sending (18):
Receiving (9):
Receiving (33):
Sending (9):

ex55
ex55
x55

x55
x55
ex55
x55

---- Now accepting command:
-- left()
-- right()

-- up()

-- down()
-- fire()
»> left()

S |

Sending (18):
Receiving (9):

x55
x55

5UN 3.39 1UsunsusesuAmdlunismiunuaIeedeasinanglagd
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SOLE TERMINAL

@x6 0x0 Ox2 exe Ox4 exe ex64 ex9e
0x7 0x0 ex3f exe ex2 exe exl exl exbé
@x6 @x0 ex41 0xe ex2 exe ex3f ex78

oxf 0x0 0x43 0x@ 0x3 @x0 Ox1 Oxa 0x30 0x30 0x30 0x30 0x30 0x46 0x30 oxd ex2d

Ox6 Ox@ Ox41 Ox0 Ox3 ex0 ex43 ex73

Oxle Ox0 ©x42 Ox0 Ox5 Ox0 Ox1 Oxa ©x30 Ox30 0x30 0x30 0x37 0x46 0x37 Oxd 0x0 Ox0O Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 Ox0 0x0 0x0 oxf
0x6 0x0 0x2 @xe Ox5 0xe ex42 exbl

oxf @x0 @x43 0x0 x4 0xe Oxl1 Oxa 0x30 0x38 0x30 0x30 0x30 0x46 0x38 oxd ex2c
Ox6 Ox0 8x41 Ox@ 8x4 exe ex43 ex72
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NAN1SIAYLAZN1SDAUS1INE
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YunaunsAnAlusinsu Docker UusEUUUSURNTS Debian
1. N13FARY Docker UUTEUUUURNTS Debian 98iN139719891191NL0NA1TNNNITUD

Docker Ingazdasvinnisinaalusunsunsndud1nsu Docker sremdsnasaluil

$ sudo apt-get update

$ sudo apt-get install \
ca-certificates \
curl'\
gnupPg \

[sb-release \

2. T UILADININITR L Docker repository neudag@n@ e Docker Lo A28ANES

sapalUll

$ sudo mkdir -p /etc/apt/keyrings

S curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

$ echo\
"deb [arch=S(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu \

S(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

3. nasanAfnaslusinsundndunaziiia Docker repository waa Tivinssuinnass

< 4 o a &
NRUINBDUNIENINTAANY Docker

$ sudo apt-get update
$ sudo apt-get install -y docker-ce docker-ce-cli containerd.io docker-compose-

plugin
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4. yinsneaeuldenu Docker Tnan15@319 Docker Container 210 Docker Image il

9731 hello-world semdsmaluil

$ sudo docker run hello-world

5. Wiafnfauasnaaaun1sidanu Docker Weusaeua wnwudgynilunisufasanslu

15149 (Permission Denial) Tvivinnsiiurldauaslud group docker avinla
lngAdsradaluil

$ sudo groupadd docker
$ sudo gpasswd -a SUSER docker

$ sudo service docker restart
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