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ABSTRACT

This cooperative education on TrueMoney Developer Sandbox aims to test the
API by creating a web application that merchant developers can test the functionality
of the APl and create manuals detailing and how to use such web applications and to
make it as convenient for merchant developers as possible. This API testing system is
developed in the user interface which received the requirement from the product
owner by this development is the development of the first phase where web
applications can be processed on the user's machine. Users need to register to create
a username and password for access to the web application. The API can be tested in
various case studies by submitting requirements via the APl The results will be
displayed with a record of the results history which can be viewed back in the web
application. When the development of the system meets the needs of the product
owner. Therefore, a quality test was conducted by automated testing to verify the
results and confirm that the development of such systems is correct before putting it

into practice with general users.
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Create Payment Links
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response codes ) 1a

Retrieve a balance transaction

Parameters

Returns

gﬂﬁ 2.2 Retrieve a balance

mﬂgﬂﬁ 2.2 uanssaegrensdimasiiunsenasndaiiisenaan ID fimvun waz
LARINANISABUNSUIINAITE APl 1) s'i"faﬁﬂmfjﬁamﬂ%’muuazﬁ’maaﬂlﬂlsﬂuiummaau
vasdlnsUly Sndadeillausis (Ubrary ) s 9 Widenldende

n3figaidianu ( authentication ) Wesummweausafigadinulasnsldad AP
( APl key ) %58 l¥n155UTRIAINNABIHIN HTTP ( HTTP Basic Auth ) lngszufid APl vas

¥

AvwunduadodldnsiaeudnSiugiu ( basic auth username ) Tngladndudasey

Y

SN A9FUN 2.3



AUTHENTICATED REQUEST Selectlibrary T |

curl https://api.stripe.com/vl/charges \
—u sk_test_4eC39HgLyjWDarjtTlzdp7dc:
# The colon prevents curl from asking for a password.

If you need to authenticate via bearer auth (e.g., for a cross-origin request),
use -H "Authorization: Bearer sk_test_4eC39HqLyjWDarjtTlzdp7dc"
instead of —u sk_test_4eC39HqgLyjwDarjtT1lzdp7dc .

;J‘U‘Vi 2.3 Create Payment Links uuuldldlan

mﬂgﬂ‘ﬁ 23 mﬂéfaﬂmmm%auﬁwé&huﬂﬁaawé (‘authenticate via bearer auth )
19la -H "Authorization: Bearer sk _test 4eC39HqglLyjWDarjtT1zdp7dc"
WU -u sk_test 4eC39HqLyjWDarjtT1zdp7dc Inarivus AP WavuadaiNaL HTTPS A3
Fonsinu HTTP s3sumazdsivelidida dwe APl filifinissusesanugniesfiazdeie
laldSaunu

uvesalnsURsiauansaly APl vasalasululnuanageu ( testing mode )
IolnglsidsmansenusiedayadswarannsarinislanauiunieyiesuinslatnalAsinin
\JuaSe Ad AP ﬁiﬁumimaaaaum’mgﬂéfawaqﬂ"']suaﬁ]smmsafi’mumiéﬁ’]ﬁwaﬂ?uﬂu
Tnaald s ansolnuaneaeudsiimumaiunsadanisad Aplldlumihdanisdoyaves
dln3 ( Stripe dashboard ) uaginauduinsiudld (user friendly ) inslienansalie
nsldfuuaaBnnstulierutofiamainidadiu ( handling errors ) 13l3EWaiL

a1nnsAnwiladg ussvunaaevvesdlasy Faldiisdduiinaiuesnuuuy
ARLUaILaZIUUAAIINABINIS UL @NAUTZUY wgﬁuﬁ aasUlues LwuaAvend Loy

2ADIE519 APl 91894 ( mock APl ) Asusaunsaldlala@ousaidniussuukaUnandu

'
v A

n3ul 99aLEY FLAMUARIDE19INTEIAIYBLALHANITABUNAUALFULUUTBIUTENI

Y

= o % =

F9 APl 3189999N8179 AU TONAFDUNI U UDUNALAT U1 UTTENT ( user account ) g

v Y

s
=

fnnsiigavinuiiesudveuuunisasiaaeuansugfedns (authenticate via bearer
auth ) Ingfmualmay ( token ) unugld ilelvgldiiunadwsnsdsimesinu API l#5an5
figanandvanelaglidesenisBuduidy (key pair) uazdosiinisairagiionisldau
dwsunsdinaaeusing q udairslavsiviedlsdtudsagu (library vie SDK) Ais1du

WaANaEAINLAR IYsTUY



2.2 nauiitieatesnseuy

Tumsfimunszuunageu AP auwsuuindudedinmsfinviseudngufndnsa o
fiAeadioq dail

2.2.1) REST AP

2.2.2) mi%’maammgﬂﬁaqﬁugm

2.2.3) Mountebank

2.2.4) Robot Framwork

2.2.1 REST API
REST APl \luBuwmesinaiiszuuneuinmesaessyuuldiiouanideudoyanin

SuwmesilslaognsUasnds lagaziuseanisuanifeudeyatlilulunuunsg

ilsddun ugiuved REST APl @a laaudud ( client ) azAnsoruidsuiies
(server ) Taeld APl il odasldnsnenns lnglraidusdemvolusaudsniiesn
sUnvumwsludnuaidsinesidlald @suiesariusesanugniesesinaldus
wazUszanana Mntuavdsaunanisneusunduludtleaidus Tneuniuddsnnes
wszydumsludamsweins Tasldddunasludumasidn ( Uniform Resource

Locator 38 URL )

unwaundnld REST AP Ingldinaunisaudsdonunalai@ ( Hypertext
Transfer Protocol 38 HTTP ) 35n15 HTTP aguanli@sniiesvnsuisdnsesintu

nSnens IneAsans HTTP LUl 4 A5aesaluil

1) GET lpadudldiiadndminensauiioguu URL
2) POST  lrawdusldiiodadoyaludaudsuies
3). PUT lpadudldiiedUnaninensifoguindsniies

4) DELETE leadudltrvaiiiaaunsneinsasn

NMsAn® REST APl leiaudunldlunisesniuuiazduundszsinm AP

ANg 9 NeoedluszUUNAADUNS APl LALaIUSENLas AP Tndffesimunluszuy

2.2.2 M33UTBIANUGNADINUFIY
Tunssusesnnugneesiiugu leadudavderlduaysiainuludiuiives
Ao J99zidnsiasae basesd Fudunaianisidnsianuamsgiduyadnasy 64

miiensiudsteyanyasnde
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1) MIFUTRIANUYNABIVBIUULTOT Y38 NIATIVAOUAVIDHIULDDENS

| Yy a

nszuunslinIsAIuANNIS AN fedns ( bearer ) vaslniAu
( token ) TnglniAukuunuisesinazduanssdnuseiidnsiad adsniaes
aSluiionauauewemuadngszuu Mntulaadudazddninuludiui

99A198 ( request header ) lNBLTINTNYINT

2) @Y APl ( APl key )
N133UT0IANNYNABITIESWIBT Az Amuaa a1 Uuan 1Aty

Taadudnidauasiwsn wWelafmunlaadudneienuddamsnens Aazly

[
Y

Ad APl Law1ziieduduilies ielAg APl danulasnisussninkazlgiian

a6

11NN Lot nleaduddesdedd duihlndewonsgnalueniuaiodns

3) OAuth
mii’;mﬁ’amw,l,aziwLﬁuvﬂ’wﬁa8ﬁ’uLﬁ'amwﬂ’wq’szwﬁ'ﬁmm

Yaondoge Ineidsninesazvesiasuneund dswelmAufiuaui el

N32UIUNNTTUTBIANYNA B LA S FeUY 50l Feanusansrageulndule

naeALIaLaona W ILIUA 8T UUALAY SE UL AT NIZLANZAS

Fsldanuddnilunisoonuuunisiusosmiugndestunisiud
volimnzaniuszuuiiiam laelinsiusesnimgniestuunmsnsiaaey
AnsHaugfeans uazrvualmAuinuyanania 9 Wiiauivessud
ihlUldmaaou Fadunisldnssusesanugniesdisisainuinigdu q lu

vStmiiialinsannuit e Auiuamuasantazsiss lunisvegou

2.2.3 Mountebank
WYikUeA ( Mountebank ) fie wisasflofildvinszuundatiusiass ( Lesacy
systerns ) iSand1asu ( stub ) vleasrsdoulenaaauiiaddu Usznaudie 2 diu
laun
1) Woulw ( Predicate )

2) Nan13naunau ( Response )

FaaduazUsznaumedauluwinlanls anusdidliiunldlunisadis

WBSLI8591889 ( mock service ) LNONAFDUNANITNBUNAUVDI APl 31989haT a1

v

APl 31884 ( mock APl ) 9710 API ifinveuTevlagidanianiy APl MWL U
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azlalda595m8 9 APl NasramuAui oldlun1sneasy AP VUL UL UNALATY

n3ull waeUiles wrusuend

v
s o o

WLUIANTURDUNITVNNIU AD SUAINASUNAUAIYD (request ) BT AP

£
Y

1ns1edeuImsaiuiely ( predicate ) Ainalineumiinioll anfigunuunsai
EAINANIINOUTU ( response ) voadouludunduin Fudineianvensig
wusRassanaaaulanasn 5095UN15YINULEIY HTTPS waraiusauseaianauy
NodeJs 1@

sndetnammmsaifidedddidiuued auudind APl a$19fld Fe create user
nesia (service ) X Aosnsasraeluss create user filwasia Y usiiiosan
Wwasia Y gevinaulddsa vSe n1s create user ﬁ%’aagaﬁdauim LU LavUR T
Usvanau udu 3ssidufessiasasedia Y dulmiiieliaiunsannasy APl 14

naen lneliguuuulassaianisimu aegu 2.4 uay 2.5

4 MOUNTEBANK N oW a

4 profiles

4 fail

¢ fail_predicates.ejs

<> fail_response.ejs

4 success

<> success_predicates.ejs

> success_response.ejs

<> imposters.ejs

<> proxy.ejs

gﬂﬁ 2.4 Project Structure

N5UN 2.4 uanssuiuulaseaiaveasimiuusAUszneunie

1) Wawesdede AP msadafld ( profile )
a. naeeAeuTidsivelidnsa ( fail )
i deula ( fail_predicate )
i. wan13maUN&aU ( fail_response )
b. n3dinaasufidervedda ( success)
i deula ( fail_predicate )
i. wan13maUN&aU ( fail_response )
2) spyleulatmuanazumemdlaglidiuusdinouseia
(imposter )

Y

3) Yanemaisdnlunsdlffmaelinssnmteulviarun gl ( proxy )
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nstinaaauidrivalidnsa ( fail )

Lpredicates.ejs fail_response.ejs
nd”: [{ wien
equals”:{ is": {
“path”:"”/customer/vl/profiles/create”, "statusCode": 200,
“method” : "POST" "headers": {
"Content-Type": "application/json"
T
5 "body": {
"‘g;g;es o { "request_id":"12345678",
“cardIdentification”:""FF.x", "response_code":“m@l ’ =
“requestTransactionId”: "~.x" y response_desc":"mock error
}
b
// n15 return response uuy fail

U1 2.5 Mock Tudquvas fail

91317 2.5 M391a04 ( mock ) nsaivnaeuiidedvelidsa i
Swasdundil
1) Rouly ( predicate )
dU request

- {1 path: /customer/v1/profiles/create
- i method: POST

d1U body

- @4 cardldentification Setintihfe FF aumednusyeylsila
1 - a 1% @ @M v P
- @9 requestTransactionld fifnuuduezlsnladsazitntouly
VAU
2) Han1INdUNAU ( response )

ANUNSIEDU

- arasusulyIndifvedisa statusCode Winfiu 200
- 7929a0U header 1181 Content-Type AIUTINUUA

d1U body
- a4 request_id WinAy 12345678

- @4 response_code iU 1001

- @4 response_desc @sodueilu mock error
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nstinaaaUdIAIvadNsa ( success )

success_predicates.ejs SUCCESS-RESPONSLLC]S

“and”: ity

?zqua{g,, . "statusCode”: 200,
“path”:”/customer/vl/profiles/create”, "headers : 4 G : : : i
“method”: "POST” 3 Content-Type": "application/json

}}{ Ilbodyll : {

Lmatches”:{ "request_id":"12345678",

“body” : { "response_code":''0000",
“cardIdentification”: "AXY.*", response_desc":"SUCCESS
“requestTransactionId”:"”. %" }}

¥

} ¥
H
} // n15 return response Wy success

U1 2.6 Mock Tudauves success

mﬂgﬂﬁl 2.6 11591899 ( mock ) nSdinagaud dsrivedisa &
SreasLBuANaL
1) Rouly ( predicate )
a7 request
- il path: /customer/v1/profiles/create
- i method: POST
&1 body
- @4 cardldentification e winde XY mumednusyeslsile
- @4 requestTransactionld fedundueglsflifwzdnitoul
THanm
2) HWan1INdUNAY ( response )
dunIIvdeY
- psdeuieulyindidved e statusCode Wiy 200
- 757980 header 13 Content-Type snufifnua
@11 body
- @4 request_id Winiu 12345678
- @4 response_code Wiy 0000

- &4 response_desc @woduieiliu SUCCESS
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Mountebank demo

—_

imposters.ejs

{

“imposters”: [{
“port”: “6969”,
“protocol”: “http”,
“name”: “profiles”,

“stubs”: [{

“predicates”: [ <% include profiles/success/success predicates.ejs %> ],

2.
3.
4.
5.
6.
7.
8.
9.

“responses”: [ <% include profiles/success/success response.ejs %> ]
1Al

“predicates”: [ <% include profiles/fail/fail_predicates.ejs %> ],

[N Ty
Ny,

“responses”: [ <% include profiles/fail/fail response.ejs %> |
1

“responses”: [ <% include proxy.ejs %> ]

=
S O\ UlpuuB g, LY

g‘dﬁ 2.7 Mountebank Imposter

' (%
=) (Y

mﬂgﬂﬁ 2.7 LARIRIBEN miszqLaauleumwmLLazﬂmsjmqﬁaﬂﬁ
siuUsATansgesia ( imposter ) USsTiaft 4 Fateams (port) vas
Uanenafiazsiassdivinues vssiian 5 Aonsivualusinnea
( protocal ) Ussviafl 7-13 Redsu ( stub ) idensdinnaeuTIATidens
nadUULYILUE Ussnausnensdifidsnvedndauarlidise warussiin

7 13-15 ApUanensdmsumvai lilitdouludnany
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Proxy.ejs
{
“proxy”: {

”,

“to”: “https://www.google.com”,
“mode”: “proxyAlways”

}

g‘dﬁ 2.8 Mountebank Proxy

NNFUN 2.8 wansnsiiinisasdve ( request ) lidFeulam
e avgnadlunuanemeiidvualunsend ( proxy ) unu fie

https://www.google.com

2.2.4. Robot Framework

**% Settings **¥*
Documentation Example using the space separated format.
Library OperatingSystem

**%% Variables #**%%
${MESSAGE} Hello, world!

[ Pocumentation] Example test.
Log $ {MESSAGE)
My Keyword $ {CURDIR}

Another Test
Should Be Equal ${MESSAGE} Hello, world!

*k* Keywords * %K
My Keyword
[Arguments) S{path}
Directory Should Exist s{path}

3U# 2.9 Robot Framework format

mﬂgﬂﬁ 2.9 Tsuanviinsaiisa ( Robot Framework ) Wugendua$ 7ildlu
A15NAABUNITIIIUTDY APl §1889 Tnaa1wiildde Python §dlassadrandnaes
Tsuansimisuismsioet
1) Settings

Asivualauss (Library ) ildlunisisennisvageu waziien Keyword
nlaus3fidesnsnld

2)  Variables
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nsusenesuusiunsidenunisenlduse 9 Weneansiasuauesiins
anunsadeurilalaelddeauasulunnansenldies

3) TestCases

'
A

nsivun Felunsdinadeu ( Test Case ) muadelunisina uwazid
Keyword 1113y Test cases Wi 919 Robot framework L%ﬂﬂﬁzmamamyazﬂa
AR
4) Keywords

yaAnds fanmsaonldldanlavs3ansagy wu Selenium2Library wie

@519 keyword Fusnlganuies

2.2.5 Cl/CD

N32UIUA17LUNN5N97U Pipeline Usznauaae Cl ( Continuous Integration )
Ao nszuiunsilddmsun1ssIusange i s fin sWanwendiusy uag CD
( Continuous Delivery ) @9 n3¥U2UA15%14 9 111 deployment pipeline RETCH
TR nnsUSEanaNE ( compile ) @513 ( build )1Uﬁ]u5ﬂ%”’umaumsmaawhm
WuUSAluTR daudunounsilild (deployment ) S ussuudn nuindenass
( production ) 1 awdesldsuniseudfandwessdndus ( product owner ) riou

2.3 wsasdanlylunisnaiun

2.3.1 Bitbucket
w3 silolunsl5149mn1s Code collaboration waz Version control &4
&19150 test, deploy Lavanu1snasns Private Git repositorires aeluiinlanse
Amuayanalun1s Comment nstUAsuiUadlanneunts deploy 16 dsleldlunns

#5719 Private Git repositories neludi

2.3.2 Postman
wsesadmsutielunswaun APl NA@eunIIVINgIUTDY Service TIE9AS
Mock Service Tnaaauflunvod Postman wan ¢ 11970 Ul idre9ultey $18n97

Tools 8w 9 Inegldnuludnduseadianuiizosnmwilusunsufanunsaldauls

2.3.3 Jenkins
Jenkins 10U Tool gniliaudianie Java gnassduniianeuaues CI/CD

719¢5u Test uawiiu Test Report wavApewdetamiiand Test Fail Huies iadsdiyn

NedauLieaLnsanedaudounatlasinsa Fasranunsadrluldanuladne
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2.3.4 Jira Software
uwanlosufifiszuy Task Management THnsunuuaziounineay dadu
szuvfinaunelufivansnsafiaauanuiuniivestasins uazudludoyasnian
anuzvesnudILinuesTURRweUlY Figuil 2.10 wansinegnamsnausmnulagld

Jira Software

Filters ©+ Dashboards ~  More

2022-18-TH-Bacon T © B8 days remaininy cpieta it &3 ess

m
[
8 s 1 back ﬂgra@o‘ OnlyMylssues  Recently Updated
m &
2 Rer
ate server ik Events Payload function
2 29001% 776 Bo 3 2100117761 (1
Create "Verify Content-Signature* Creste 'Create Content-Signature”
inction function
) 220007762 @ "o gz10011-7760 @)
Create event trigger service Discuss about marchant notification
9
) 2 £21001 .90
Broiz . EZ10011-7601

31]17'; 2.10 f@819 Task management ¥84 Jira Software
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UNN 3

ASN150ANBUUKAZNAIUITZUU

Tunswanivweundiadu nyduid 1nnasuiled wsuduend ( TrueMoney
Developer Sandbox ) Ingazifunisdrassanilan dud fog nounda luniswaun
uueundieduldfimsnuradoyavesitsdduaniufidugiauileidumant ioads
szuuTiaesiianunsaliiniauiaindiudeng 4 aunsai Il Tnsaiusauuanig
sfdunseanidu 3 duneu dil

3.1 SumeunsAnwasTuTndaya

3.2 Funeumseseiseuy

3.3 dumeunsiientoya

3.4 TUNDUNITODALUULAZNITANTEUU

3.1 YunaumsAneIdnILasIUTINTRYA

=

ANW¥INITMNITUYBITH VUMDY AN TIVTINAINFBINTHaT TN AT o vBIsEUY
MiaTuieiueenkuyssuulnl lwtududulaiinssiusiuteayaiaeddlunisiniu
waundndunenddsniiuadeddlunissimsdul seadntudiniduteamanisdisy

Rusedld Open AP

Open API fig APl ingsiufineuliduiudidesnisiiangdud seadindudes
n19n138138du APl dulugjazilu AP lAgItestudoyavedgnal 1w Toyadiuda
a v o v o & @ v Ly ] ° Y v = ° X
gonululyingdull Jeadin Wuau Joyasing 9 dmsunsld APl dilunisdnaesduun
Tndvianun wedesdutayafifimnugsulnsasdunislinsenuivanimuwindouves

szuungsiuillagmsa Iaw Open AP Sraesiivindusniided

® Get TrueMoney ID o API fl#dasansassviataydngsulvesgly

® Get balance fa APl Mldd1ansnsdsseniulutiyingsiuil teadvnvesld
® Get agent status A APl Aldd1anensdsanuy tayTvosld

® Get NDID status Aia APl fil431a0en15d9@nugnst ususiauas9ia ( National

Digital ID ) wosaydefldf Fsfldavdodldsunsameidou NDID Tuszuy TrueMoney

U
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® Send notify A APl Al¥d1aeensdsHaTNsvaIN1TRILAoUlUS LY Useiannisds

PomnuAe SMS Lardennuiidesn1sudnieunly

® Get Thai ID card picture A8 APl Al431809n158940 1M URTUTEUIUVDIH LY Tann

Unsusvruvegliaziinsiingiia base6d

® Create order A APl A1l431719899N158519A AT AUAIVDIS1UAT TaalASULDINIS

N3915243U (Checkout URL) iumgaiuil 2eaidnnduin

® Merchant notification Aa APl Al3@111507A899015wA9H oulUFa51uAnilninng

ilefinsvinanssu (g3nssu) laq

Jupaunaliuazdun1sTIusINANNABINITYR I UL UNALATUN AN T d1usU
120911510 Open AP agaznsvinduiuweundiaduliasyiglnsudnianidanuuas

[

dddldine Tneflerduveniuieundnduiigesnisiine
o ansalvifldaselnddlduasingssuula

® FusaLAnTISNI3LENU Open APl 41aasle

® & w130leIu Open APl 91a04l4

® aunsauLazLAnIUsEIRNSSnld Open APl $1aeslé (Log)

3.2 YUADUNISILATITATZUU

'
P

AnwardiaTeinisyinnuuadwsiay AP luseuy lnsanlnenssussuuroamsdu

winaeUes wauduendidu fagy 3.1
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TrueMoney

A

Open API / Mock Server

[ ]

e

Website

|
TrueMoney Developer Sandbox Weh Server

~ Merchant Notificatoin Server

Database

JUN 3.1 adantnenssuszuuvamaniui inaaues usuauand

3.2.1 Aules ( Website )

v o

Hudiuseverendouniuilsdld indhnuansenarsnisldsiu Open APl $1a09

Y

wagnadoun1Tld Open APl 91894

A |

3.2.2 U@ ngiudmiasvilasuyuduand ( TrueMoney Developer
Sandbox Web Server )

finthiilunisdsteyasgranenarsnisldan APl $1ae3 wazdivtiisumdsnns

NAEOU APl $1a09ud1dsluTl APl wiaidsninessnans (mock server ) uay W@iaos

n15uTRfausIuAY ( Merchant notification server ) wagdntinfl vusinnasldauy

Open APl 91884

3.2.3 APl vi5a1@51L295318949 ( Mock server )
A Y Ao fu 1 A o a = vy P v
Intdnaesflandumng 9 AT1a89m1990 AP 939 Wil uAansannasdly

Tuszuulagld Mountebank

3.2.4 W@WIa3N1swIaiaudIuA ( Merchant Notification Server )
fntnsraasvuwazdududuilssruardvifanssulungdud wasuiles
wsuavandlagniesuazdniavseld lagld n1sasiuazasiadeudnuusianizues

v

Toyanazn1w Go TumsasiadiieddnanssiunaiinisinSeu SDK wazAIae 19
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T udasnsa Ul funiwlusunsufisléfomn ¢ n1wn ldun Java, Node js,
Python wag Ruby LﬁaammmsjqEnfﬂ,um51%&1143%%aa;ﬁﬁwmﬁﬂﬁmﬁﬂ
N3E3NaTATIRERUANBTIANIZYa oY
a%’wé’ﬂwmzLawwzsuaasi’fa:ﬂamﬂmsﬁﬁayjaw?aﬁi’fammﬁ'%afﬂﬁﬁu
Srufunudulsgriunaudainisdudeyamienguadiudivemyiug
M3931UAT WaTN1INTIVFOUA NYUzLaN1zveoyavztd un1sudy

[

dnwazlamzvesteyasenyuaassusgiutungyuadiusildinisdu
13
Tumsdsrvedifimsairednuvazionnzuedoyatiileeudinosdassd
a¥asnenauaduivemiuiuazaeaoufenuamssasvomgiul
Ailadninesvesiud lududaluafinsaiudnuasiansvestoyaiilaves
F1UANYNATIAIYNYUIAIUAIVDIIUALALATIVHOUAILNEYUIAT 1T

Yaswmiulagiesiaswamsiul funmi 3.2

¥ 'ﬂ'

TrueMoney private key 1 TruoMoney public key
i ‘— ¢ i S
Content " Conient |
—— 2 * Merchant
nalure Signawre
Mock Service Sig o \[ Sakas

Timestamp + Body ' Timestamp + Body

T i

Partner public key Partner private key

P Wb a1 | N &7 AN
Content Content _’
< < 8 «—————— ST < Merchant
Mack Servlq “* Signature 4 Signature % \_ \! St

Timestamp + Body Timestamp + Body

JUN 3.2 meinunsBududnuuzianizvasdoya

3.3 Junoumainisutaya

mMsfmunszuunagey APl Sassdudusesdinandoudoyaaiiousiaieltlunis
nAgou APl ang 9 azinsinieudeyald 2 ddu ldun niswieutdeyanaassdmiuiv
LoUnALATuRIUT 3.3 warguil 3.4 nefunastoyannienans Mnauluwesia ( service )

au 9 NeaenauMeluuTEn warandiuAnaveINLdY



22

L PostgreSOL 14.5 : web-page : web-page : public.services

services

JU# 3.3 dayalugrudaya web page

9IN3UN 3.3 wansnInnsiasendeyaneastdmsuiuLeUnaedus Weviinis

Judin (upload ) Wnldluszuuleaiulilugudeya web page

W TH-TMNABacor
Save Consent
26 .

Table of Contents

UM 3.4 dayadmiudwanndangiull

NFUN 3.4 danunmniswseuteyadmivesueTeasidunaue ldlunis

Mk uluAukaglfduenansuaausEm

(Y]

lneiisuazidenvayanifotn3eunanun 4 diunall

3.1.1 aredayadldussianeng o
asetoyan lUsELnee 9 wielvlniauivess e ldseuunaaeu oy
Uszanildasuiadu

1) 57uP1 ( Merchant )

v o

- SrueadiannuznsaulduAsUaIU

- Fuadannuzureegrsbinsauld ey wwu Srueildndeauldau

o

doyaulinseuldau wse dygmuneny WWusu

T o

} %

2) an@ ( User )

Y
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v ¥

- gnANYeyaRTUNIY

- anAdayaliasudiu

Y Y

3) JayalmAu ( Token ) wansUszunnvesdayaluseuuveagnAnsgui 3.5

User Persona

D (- ieincieo 27 2022 2 minveed - L 8 peosle viewed

For security access, client need to request with an authentication token which is a bearer token along with
header. Each authorization tokens in header will be automatically generated various response .
Table of Tokens
« Trumoney's Customer
‘f tok_all_scope_complete_info
¥ tok_all_scope_incomplete_info
£¥ tok_no_scope
& tok_expired

¢ Merchant
# Create Order Merchant

& Product Code

m Terminal Type

U7 3.5 dagalnduiildluszuu

nnavaaed APl luduueundindu ndull nnaedes wruduendaziian

10as ( headers ) MUsznaumen1sigausanu ( authorization ) uazlviiu ( token )

v
v A

N3UT 3.3 Dinnunwnussangldssuu Inedlndumudssunngldned

1) gndnves 3l sealan (User)

= Vv %4

9URYaRTUNIU ( tok_all_scope_complete_info )

Y Ao

NANANENGANSEYN

1
D)

Nansmsifisieyaliinsudiu (tok all_scope_incomplete_info )

Dy
=b.

AA1

1
D)

Laififiansnisidntedeyand iy ( tok no scope )

Y

=p.

AAN

1
D)

nASvLAY (token ) fivunane (tok expired )

I
D)

b4 v

2) 37uA ( Merchant)
- Swandianugndeauldeunsuiiu
- Fuandaniuzuisegisldndeuldeu wu Sruarlinieuldeu, dygily

wionldau wie Ay muney Wuduy
lnausazlnAudesasadoyaynma (user persona ) 119989gnA1 N3Luil

< 1% v 1 d? ~ Y & v 1 1 o v 1
08LAY LATYBITIUAIUILLANAG ° ‘ULIlI"lL‘W81‘(]LUN%@%ﬁIUﬂqiaﬂﬂﬂﬂ”ﬂJaN’]u API

( request body )
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3.1.2 #¥19dayadnaasfanssudg 9 AANTUD3S
Muupefidsluiumveniu APl Tunsdinageusiaguas fvuananisneu
ndunsdivagoutiu q dwsunnianssu vie APl fidniauivesiudazanunsaldld
Tnouusianssuaegeondu 3 dundndil
1) sﬁaylagﬂﬁ”l TrueMoney ( User Controller )
2) msdsderitevatomnetisziu ( Order Controller )

3) NMSLALABUSIUAT ( Merchant Notification )

£ % = =

Uoya APl 31893 ( mock APl ) P eAuaziiseazideaunndeiuinsdinaasy

£
[

LaEIIUIUKENIABUNAY ( response ) tnediniifissasiBunumilouiuiifsd
- gunsaluanens ( TrueMoney Endpoint )
- nsBudusinu ( Authentication )
- Megrun1IIeaveveyavesium ( APl Request )

- fvgnsnaundunnngiiuil (APl Response )

3.1.3 aFedayananssunisudunauiugl
A519MSUAUFB UL VBITINATIINTVINAINTINA ) VUTBUUNAFRULY

a v

gnsieavialil 1wy nMsadesenIsdaeduil msiigIuvesiui s

3.1.4 a#319gio33 dnuiukeUnaiaty
a519aenImageu APl 99a0sUuIuLBUNAATY LanasNsTuladualny

HanaalUosdiu ( handling error ) A5Ananazldaui snduasa ( SDK ) Tua1w

Java Python Node uag Ruby

3.4 YURDUNITIDNBUULAZNITAUUIIU

PONULUULAZALTIUNITATIITZUUAIN requirement ALANIINTUADUT 3.4 LAz 3.5

[

Tnguanstunaun1siuvesssuuluglves diagram lassil

3.3.1 Use Case Diagram
WHUANLAAIUNUIMANTYINUYeR Ldssuungiull nnaedives wwuauandsy

Neateeiussuy audsrnuduiusvesilandulussuy ladagy 3.6



Use Case Diagram : Truemoney Developer Sandbox

\'—;

Third-Party

Get log u,)
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U7 3.6 Use Case Diagram vadt3uuaundndungiuil wsadies usuduand

NFUN 3.6 amnsaesuensyuumsinule fail

1) Third-Party e srufiinesnsiiamgaiui seadnilugemisnisdisstu

2) Register Ao N353 190U b AUl Waud a3 u

wouwdlAtunsiiull innasuies urusuendlngamsideusnedi
Login e nsiingszuudaetefliuarsiiiuiinelineuasms Sou
Access to documents AB ATLAAILDNAITNITLTI1U Open API
Request APl Aia n1st5entaa1u Open APl 91803

Get log A9 MasanslsziRnisisenly Open APl 91804

3.3.2 Use Case Description

Case lngazidenaNguel 3.6 198U

AN ABINIT

193 u

25UNUN1TV U UL UNAL AT UL ULWBS hauRuandlulfay Use
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A1397 3.1 519a2198nUBY Use Case Register

Use-Case Name : Register

Use-Case ID : 1

Actor : nnile¥ud
Description : nsamzilouainelayTsls

Precondition :

D
o

ARSI UAAReE Email Account

Postcondition :

nsawmzilewadaauysal

Typical Course of Actor Action System Response
Events : XY by v oo o
ents Step 1: fmunileduAvin | Step 2@ sEULYINNg
N3NIBNBIA Yarld uag MTIRABUAIINYNADY WAyl
eV GIRIIRTRG FEATAY nsduinigguteya user
Exception : IAsIREUANINgNFBvaItayannsantiil agliausa

msasneideuld 1wy nsenteyalinsunielignsanuieuly
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A19199 3.2 579a2198AT09 Use Case Login

Use-Case Name : Login

Use-Case ID : 2

Actor : nnile¥ud

Description : N15iNdsEUUMmE Username wag Password Adel3men

ameztdsu

Precondition :

sruvIzaedlveyasglugiuteya user

Postcondition :

Mnsngdsruuiasvanysal

Typical Course of Actor Action System Response
Events : XY ) o
Step 1: JimwEai WA | Step 2@ S¥ULYINNg
N15nseNYeRlY way AR | nTI9E0UAIINYNABY LAz
Whdssuy gmhuanaenansisldau
Exception : dasIeUANNgNABsvRlayannsenlitiu azliausah

matndszuuld 1wu nsendeyalinsy, vayakignsiani

Reouly, liveyaglituulugiudaya user agldaunsoing

Y

wihuaasenaisle iWewinbifideyasgluszuugutoya




A15199 3.3 519aLREAURd Use Case Access to documents
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Use-Case Name :

Access to documents

Use-Case ID : 3
Actor : AouunEe A7
Description : UAALDNANTN1TNARBILTI1U Open API

Precondition :

D
o

AR UAAEARLINg ST UURR AN

Postcondition :

wansanansnIsnaaedldau Open APl Mivlugiudeya

web-page

Typical Course of

Actor Action

System Response

Events : > o 2 v v o
ents Step 1: fiaiwEesuANYE | Step 3: srULviNITUANS
SPUUASa wnansigniivelu
Step 2: vhnanatdoyail - | STHUBYA web-page
Ao sgLiuANuUIILIY
Exception : akifiveyaluszuy AuaniswayBendayatimutosing




A19199 3.4 579a2L98AV09 Use Case Request AP
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Use-Case Name : Request API

Use-Case ID : 4

Actor : nnile¥ud

Description : n95unlgeU Open APl 41894

Precondition :

finsSunevagnaaniial uazredld Endpoint, Authorization

wag Request AINTNNUUA

Postcondition :

Wan9 Response waziiu Log 1ngutoya

Typical Course of

Events :

Actor Action

System Response

Step 1: natsiileringnii Try
Out API

Step 2: ld Endpoint,
Authorization Wag Request
aafifunfionaaes Open

API Case 91994015

Step 3: TEUUNINITTULAD
daluéa Mock Server
Step 4: Uudin Log 117

F1utoya

Exception :




A1397 3.5 519a2198n8Y Use Case Get log
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Use-Case Name : Get log

Use-Case ID : 5

Actor : nnile¥ud

Description : uanaUsziRn1sisunly Open APl 91899

Precondition :

finsSunelagnaaniian

Postcondition :

wanaUsyIRnIssenly Open APl Tudisiantuqlagnaas

Typical Course of

Events :

Actor Action

System Response

Step 1: wouvhnsidalu
e dagiuingnsisentd

Open APl #1381l
Step 2: woUvIINITFULOUARY
Log Naglugiudeyalu

Y4NLANU

Step 3: WoUYINAISULAD

a1lUds Web Server

Exception :

Auwalirnissubliaglufinnsianslse Ia
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3.3.3 ER Diagram

L Py
< ield /@ req_default Y < """_""’)(_—.m\> _ CTH,,\) @
/ : .
CJ@— 5 th__® ’
/ T % ]
\‘2"_’9 \

Come D
ed type
=

\

\ - S e
ted \
@ \ = NN Ry
7 =2 Ty
requive =g ngdé
\ / @ \\ memod resp_em/ wpdat cd a(
req exp
Cu D = @/ CLD
Q.efm —— requests (vasswmd \/_m tr mm)
~— -
>3 = - ~— amame ~— = m—
e e o= B e sadices S
— -(\ \ (rewen ) \ ( ( name ) (’9 rmress/: / C st path )
(updatedat) ~ —— T S N ) - b2 P AT { gt
— & ) / - - -~ \ | / SN
€LY T W Cu 2 \ /[ g
s st PNy -~ B =
e} > I i R €T
== \ - | gL
(greatedat ) 2 B0 ——e \ P
by n:imm_m @u_a‘ ) \ uwmsc m\u w\x

Qy spmshody )

gﬂﬁ 3.7 ER Diagram

3.3.4 Data Dictionary
nauynsudeya tanesuazidunsi1a Tlugiuteya vise Database 3IN3UN 3.4

Y99U

mi’N‘VI 3.6 Data Dictionary : users ﬂﬂLﬂU%ama%aﬂmmm

N =
integer 1D %aﬂﬁﬂ%ﬂ’m Primary Key
username varchar(50) Foudlda -
password varchar(128) TN -
name varchar(50) FoF e -
created_at timestamp Funagiaanfiadng -
updated at timestamp Sunaziiafiuile -
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A5199 3.7 Data Dictionary : request_logs JaAutuiinns request U7 mock open API

Attributes Type Description Remark
id integer D wesmstuiinustazass | Primary Key
user_id integer ID %aﬂ@%ﬂm -
ip_address varchar(25) ‘1'71|a§j IP veldau -
request_method http_method http_method Ju ENUM -

161kA GET, POST, PATCH,

DELETE wag PUT
request_path text Dudwisliseynis -

Y914 LY /data,

/data?r=2
request_post body json Body U84 request -
request_query parameters | json Query ¥4 request -
response_status code integer STALERNANUEAITNDUNAU -
response_body json Body 984n130DUNAY -
created at timestamp 5’uLLa3L3m‘1'71IEi\‘1request -

A519% 3.8 Data Dictionary : services Jaiuseagidenveaifay service

Attributes Type Description Remark
id integer ID U843 service Primary Key
component id varchar(50) Id 489 component -
name varchar(50) Fovad service -
type varchar(10) YUAVDY service -
description Varchar ANB3UNBUDY service -
path varchar(255) Path 89 service -
method varchar(10) Method ¥4 service -
req_exp varchar 19819999013 request -
resp_exp varchar 19819999013 response -
created_at timestamp Funagiafiadng -
updated_at timestamp Sunazanfinile -
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A15197 3.9 Data Dictionary : responses 9ALAUS18aBeAEILUTENBUIBINTT response

YDILAAY AP

Attributes Type Description Remark

id integer ID U84 response field Primary Key
service id integer ID 9849 service -
field varchar(50) Foves field .
description varchar ANa3U8veY field -
type varchar(10) yinvaataya -
length integer suuml,azmmmwaﬁam”a -
created_at timestamp Sunazianfiasns -
updated_at timestamp Sunazanfiuile -

A1519% 3.10 Data Dictionary : request aLiUTI8autBondINUsENBUTDINIS request U9

ugiag APl

Attributes Type Description Remark

id integer ID v®4 request field Primary Key

service id integer ID v94 service -

field varchar(50) Foves field .

description Varchar A1a5uUneas field -

req_default varchar(50) ANLsusY -

type varchar(10) Yinvasioya -

req_type varchar(10) agludulvuweans request -
Header 5o body

require boolean ndudosdslunn request -
ol

length integer VUIALALAINENIVDIVBYA -

created_at timestamp Funagiafiadng -

updated _at timestamp Sunazafiuile -




A15197 3.11 Data Dictionary : request dnLAUSI8avIdennsalnAdaUvDILAaE AP
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Attributes Type Description Remark
id integer ID vodlFaTNTUNAEDU Primary Key
service id integer ID 9849 service -
case_name varchar(50) Yovosnsdinnaay -
description varchar ANOSULUDINTUNAGDU -
req_exp varchar $8E19N1T request -
resp_exp varchar $9819N1IHOUNAU -
created_at timestamp Suuazafiasn -
updated_at timestamp Sunazanfiudle -
3.3.5 API Definition
A998 3.12 API Definition %83 Web Server
APl Name Endpoint Method | Description
Register /auth/register POST GEaaTRE
Login /auth/login POST Wgdssuy
Exchange token | /auth/token POST waniaeu Access Token
lLee Refresh Token
Get AP /web/document/get/all | GET Aelayalanansuas Open
document APl 978194
Get testing /web/testing/get/all GET AslayaLenansnIsidau
document Open APl 91894
Get request log /web/log GET AUsEIRN15509%8 Open

APl 91884
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Gl']'i’]xiﬁ 3.13 API Definition 499 Open APl 31894

APl Name Endpoint Method | Description

Get TrueMoney ID | /user/v2/tmn-id GET 9189901583 TrueMoney 1D
VoI LY

Get balance /user/v1/balance GET assnsateeniuludnyd
VoI LY

Get agent status /user/v2/agent-status | GET aINTaan Uz UyTIves
Ak

Get NDID status /user/v2/ndid-status | GET 18I TANANUENITHUGU

fnumAINg (National
Digital ID) vestiay¥sld @
dltazdetlasunis
awzisu NDID Tusyuu

TrueMoney nou

Send notify /user/v2/notify POST ADINTANAINSVDINT
wdndouludwly Usvian
N1589BAINNAD SMS Lay

YDANMUNHDINITHAUFDU

iﬂ%
Get Thai ID card Juser/v2/thai-id-card- | GET 31889INITAININURNS
picture picture Uszmvuvasyld Fanndng

Uszmvuvesyldaving

W59 base6d

Create order /payment/v1/order POST $MAaDINTas AT
AuAveIsIuA Feazlasu
Y9I NNTTITER[Y (
Checkout URL ) WU

TrueMoney Wallet nauun

Merchant /trigger POST | neaeenisudaiiouluss
notification SuAiadinsidladinisyin

Aanssu (g3n351 ) 1)




#15719% 3.14 Common Response
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Tokens HTTP Error Message Description
Code Code

tok all_scope | 200 0 success a4 request Qﬂéf@ﬂ

complete_info

ok all_scope i | 200 0 success a4 request Qﬂﬁa%‘iﬂ request

ncomplete inf Qﬂéfaﬂ

o

tok_expired 401 OPA0001 | Invalid laild Authorization Tu

Authorization | headers, ld Authorization w#

Taild token, 1d Authorization
usitoken iA@Y

invalid_token | 401 AUTO0001 | Invalid Token | Token iﬂgﬂé’fa\‘i

tok no scope | 200 RESO001 | Invalid Scope | Scope lzﬂgﬂéfaa

tok_all_scope | 200 RES0002 | Invalid Request | Request lﬁgﬂéfaa

complete info
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15197 3.15 Merchant Notification Response

HTTP Message Description
Code
200 "Signature verification MU content-signature eid5a

Success"

"Signature verification Fail" f9398@9U content-signature lald159 e
content-signature, timestamp, body ED)
private key lilgneas

500 "Timestamp header is request lﬁgﬂﬁa\uwa’wmwu timestamp Tu

missing”

headers

"Unknown event type or

invalid event type"

event type U request body im'gﬂéfaw%a
event type tuliifloglusyuuvas

truemoney

"Content-Signature header is

missing”,

request liignaaansigliny content-

signature lu headers

"Content-Signature and
Timestamp header is

missing”,

request Ligndpawsizliny timestamp

e content-signature Tu headers

"Cannot map request body"

request Lignaasinsield required fields lal

AU

"Timeout:Target not

response”

SuanldldnaunduunlunaiNinvun

"Target not found

Lainu target vi3e target liiflaga3s




i,
2,
3.
q.
5.
6.
7.
8.
9.

38

SDK

[
(Y

gaip3edioimugenduasluninnaiernausafansld Frermieay

1Y v 1%

azanungaun A lunsldssuungduilnnaeuilesuvuduandlag SDK fing

e

o

Azl Invilasuteaununefe nsasawazdududnuvazianizvesdoyad mull

F1uAlunw Python uag Ruby wanssinag1asasuil 3.8

import PKCS1 v1 5
import SHA256

import base64

def createSignature(privateKey,message):

encoded = base64.b6dencode(signature)

return encoded

def verifySignature(publicKey, message, signature):

ture[signature.find("

signer = PKCS1 v1_5.new(keyBytes)

JUT 3.8 Aredransaieuariiududnensianizvasdayaluniun Python
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uni 4

NAN1SAYLAZN1SAUS19NE

Tudumeumsiaunaziinismeaeussuunuuldlfindesnoufinnes ( manual test )
fo N13ns19a0un15dIn15Tesvelaeld Postman waznisvaaeuszuusuuldias oq
Aoimes (automated test ) Al ussuundatiu ( back office ) il ad s uTONWIS
meluU3sh 3 APl nndafiainstu ( mock API) asdinsdinpasy (test cases ) uvasiies
Tagluuniazesuisisnisldauszuy nyiud naeuived ueuduand TrueMoney
Developer Sandbox NS UREUNEIATY wAZTIEIIURANITNAZOU AP ( testing report )
AU Fad

4.1 /nsldnusEuy wgﬂuﬁ wnaaUiles wrusuend iuiuweunaiatu

4.2 WHan1snegeu APl Lkuu Manual Test

4.3 plan1snagau APl LUy Automated Test

4.1 Fmsldeussuu nidiull wnastiles usuauand WiuuweUnaLAYY

4.1.1 aanzilsuiaudn
UnWaudeiua1veaesaangidousuaiosd1d seuuslede (username ) wag

v [ - ¥ = = (<3 [ ¥ =
a1 ( password ) AlsgUnl 4.1 Inedeyaniameilouaggninvaglugiudeyatie user

L

Regist

Ussrname

merchant]
Merchant's name
merchantt

UM 4.1 ameidsuden
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4.1.2 \dgszuy
dniawRaiumazdidssuumedeuassiaiuiameidould mnameleugnees

wUaAedN Login Success AaguT 4.2

true money

Developer Sandbox
Usarnams

Password

Gorfo regrazarvags

Vi

Login Success

JUT 4.2 wirgszuudisa

4.1.3 Anwnldssuuuas APl
Forgszuuudrazingniivludiuesuneiinsldnussuunaaoy daazuansdoya
avdnsithdstoyavesfld ( authorization ) Mrushnuiitmualy FaFendn Iniau ( token )
fuanadadoyadldsvuuussiansing q luhide 3.3 uazazuansanuvsnevesusiag API ( API
description ) figstmuniledudannsalinaasulduuiuueundindu ngiull ianaedes

9 =

LYUAUBND MIFUN 4.3

U
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merchant1

ument -
Truemoney API

merchantl '

Testing

.
Getting Started
Ty out The Stripe API (s organized around REST, Our API has predictable resource-orlented

URLs, accepts form-encoded request bodies, returns JSON-encoded responses, and s
Loy uses HTTE codes, ication, and verbs. ot tod E‘A_’@\v&pz:#n

You can use Open API in test mode. it does not affect live data. The APl key you use to  Authorization
validate 2 request determines whether the request is valid or falled,

Service
Get Truemaney 1D
Get Blance

Get NOID Status

3‘1Jﬁ 4.3 %1 Document WaAS3514 TrueMoney Developer Sandbox
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4.1.4 n158USURINUAIE Token
TuguiiaraSurgmnunuievaawsazlnauiaIunsalsansousagaiaunsaAnasn
NUNARADNNIIVIN FagUN 4.4 uaziliasndeyadiuluggniuiinlugiuteya vining

Wannsedeanunsadsutoyalalaglinsenudiudu 1

Authorization

2 use the Open AF| in Sandbox, you need an access token for
ication 10 the AP is § s Bowry token.

6§y thas AECH64 10RAN Wb DIGATER w0

g‘th?i 4.4 Authorization Lgne Token

=)

4.1.5 1aan API ﬁé\'mmswﬂaau

Y

HvnnElafuAtaunsaiien APl fidesnisnaaeulaainutn Document Aa3uil 4.5

Y

Tngdonnsainaznaaauly AP e

merchant1

GetBal

This APt i5 for ratrieving balance fram the TrugMoney user's wallet. The result is based on the request’s authorization token

sUfl 4.5 API Definitions uaz APl References



43

N1 JauReduRaIunsgIsnimaasuegastdenlaluniin Testing Aeguyl
4.6 Y93za5Une Error Nanunsaifinduld fagui 4.7 uasuanIfiing I aHadNEINN1TNAZOU

API Tunsaivaaeuiliden Aegui 4.8 lawanunsaAnaenaindiegis wiethlunageuld

1) merchantl I

Testing - simulate
services to test your
integration.

U1 4.6 nimaaas APl luusaznsainasgeu

J  merchantl

HTTP Code Status Summary

Build fully functional accessible web apphcations faster than ever - Mantine
nclides mor than 120 customizable compononts and hoaks 1o cover you in any
situation

Oescription

Send respanse 1o

RES404 Invalld request

Error Response
Sample

RES4006 Invalid scope

Send a request with an invalid
authorization.

C28G4001
(0

access token expired.

5U% 4.7 AaSune Response wag Error
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merchant!

Get Balance l

This API is for retrieving balance from the TrueMoney user's wallet. The result is based on the request’s authorization
token,

To simulate a successtul retrieving balance
merchantl

Get Balance [

5 AP1 is for retrieving balance from the TrueMoney user's ¥ e s based on the request’s suthorization = R
This AP1 is for retrieving b rom the Truehs yu wallet. The result is based rec sthoriza =) A

To simulste a successful retrieving balance

JUT 4.8 T1eazBenn151naBeEe Request Get Balance nsdivadayadnisa

4.1.6 NAgdU APl UL UNALATY

v A

A18819N15d4 API Get balance nsfinnaaunIsvetayaRuALvaoludyiing
sfuil 20818 ( TrueMoney Wallet ) vesgndilddnsa fmii Tryout API faguil 4.9
Fumouun 5¥UN1530390 ( method ) 9AMaNe8d APl ( path ) wazlmau ( token )
MUTIEATSnTes APl NStinedeu (test case ) tug mndenmsdeswailu POST
wdeaszyteyaiidesnisiiialu body Aeudsnisieye Jsagfmunlidsuuy JSON
waz content-type u application/json Witbumuszuuresusiv Inonadnsaes
wsiaz AP aggnrmualisisiifieliiamnileuiiunnnsldldasnnsinig
fign \wu drqanuneidu user/vi/balance Aazldnadnsiduantuznisveteyaly

nstindnSaruanidayaiunuviotnaswesgnAinmuall 1usiu



45

marchant]
Tryout API
GET hitps:fidev-sandbox-mountebank, private-a-cloudn. ascendmaoney.lo- 10001 userivi/balance m
Authorization  Params  Body
B goarer
10k.al_scope._complete_mfo
merchant?
Tryout AP
GET http-fjdey- sandbox-mountebank. private-a-cloudTn aseendmoney.io: 000 useri balance ’”, —H
Authorization  Params  Body
§3 sson
“halance™: “100080"
= 1 v a = al v o v
g'ﬂi’l 4.9 Nnad48EY request VDU ALIUAILAD LUUYTGNAN
merchantt
Request Logs
usaefviposlance 12/08/2022 14:66:17

JUT 4.10 wans log MruntinIuwaunwdiadiy

91n3U7 4.10 aansaganiuznisvedeyalaluvtin Request Logs Ingazuans HTTP
code 101 200 wanaUsziann1s¥eeve (method ) LU GET wansganue (path ) 1Ju

user/vi/balance LanIiy wWaLIaINEINIT30999 FUAIPU
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4.1.7 #79819 APl Bu

merchartt

Merchant Notification

—, Invalid Request Cannot Map
Request

00p

o Wrong Event Type O Target Not Found
=2 7

merchant!

i Signature
O Sl D Verification status

Tutorials for
stimulate notification

5UT 4.11 A1e5Un8UariSn1smaaes Merchant Notification

91N3UN 4.11 wanedsn1sld AP nsudasieulugaium ( merchant notification API)
Walin5dNAnYada NIDRINABUNNTYINTINTIUAN 9 FIUTINITRINADUNATATDY (
downtime ) lngazfinsdinaaeuniliidnia 6 ndasy 1esan APl Tilu APl A11IN15444

woulugaiui giamnileiumiwndudeainisaindsnnesvemues lngaslinswieon

]
a

SDK wazlanmng o iluldvamun 4 1w daunsaaniluaniiuivkeunaingula foesy

Y

4.12 wavanunsavaaay APl Tlunsainagdeusng 9 musieasiden Asgun 4.13 10
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) marchantt

Sandbox Libraries and
Tools

Developar

Merchant Notification

This AP fox

neing any NoAINCation rom truemonay 10 merchant, Hased on 1he trager event type in The racuest body

sUT 4.12 FBnslduazuaniluan SDK

Merchant Notification

imestame, body o priyite Key are ikvalid.

31]1‘7; 4.13 33nnaee Merchant Notification lunsalfidnsa

4.2 pan1snadaau APl LUU Manual Test

MsnaaauszuuLuUlulgATasmauiames ( manual test ) AB N1SHSIFBUNNTAN
155091811y Postman TngagyinluseninanIswauLiens 198 UNAaNSLUDIAUNDULND
MannuarUszdiunuANAlunsYin Automated Test feuN1sNAEBUTBINN9ANEN

v dl o 1 = a o 'S a o dl o v o 1 v 1
oy ar09szuUNWEBWIBE LT AnMINARs T TN snt N T Tuscatngfating
avidsn Waldlunsaaniuunitmagall ( test case ) WHUTUNDUNITNAADUIEUU ( test

script ) NUUTATUNITNAABUAINTUADUNNULT LT3 Ha1NN15YIN Manual Test 9y

gndied ualilasusesinagsruuagyiaugnees 100% wsizlunisnsiadeurienis
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AIANNIRINTTYINLVRIsTUUTREETL1LEY Feenalunseunguynnstiiasintu Jeiaadinig

91 Automated Test Tudsusall Lwanasag19n1snaaau APl 61U Postman #ail

Get Balance
nagounsdseenuludydvedld deldnadnsiluanugnisdaiiomwendnsauas

Tonatuludndvesilinnimunly endet1agu “balance”: 1000000 Wusiu gy 4.14

I}}/get-balance

Body

Pretty

31117; 4.14 Get Balance
Create Order
NAABUNIASINAEITaAUAIEIEIUAT S uTzaTIaL B dad R N5 we
WUU POST wazaglinadnsiludoyadudiuasyesnanisdiseiiu ( Checkout URL ) W

ngsuil 19a1dm ( TrueMoney Wallet ) ndusn fsgy 4.15

[}}fcreate-order

Body

order data

Body

Pretty

gﬂﬁ 4.15 Create Order
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Merchant Notification
nagaunskInfeulugiiuadielinisliedinsviAanssy viegsnssule 4 lnudes
dedrumiiluganuny Usziannisudaiou wazivualinisdududinuiudifegnies

| Y = o« ! v 6 & £ Ly [
WTUUIIAZANID LATEINAANSLUUTDAIUNAUL GNE‘U 4.16

/merchant-noti

"target": "https://test/merchant/success”
ntType": "MERCHANT_UPDATE",

"sig_validate": true

Body

Pretty

"message”: Signature verification: s

gﬂﬁ 4.16 Merchant Notification

4.3 Nan1InNagau APl Luu Automated Test

Weulusunsuvaaouszuusnlud@ (automated test ) TTA1d9UszuIaMaN 1Y
Terminal id1xsanuan1svaaaulalaenisida Log.html UL Browser §99gUanInanis
nadeuNIANAaaY ( Testcases ) Wazkanisigazidganntunoulunisnagey Agun 4.17

Way 4.18 NUAAITIBIIUNITNADUAITVINNIUYDS APl Tilaluszuu ( Test Report ) Misnuagall
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- [SUITE Testcases

Full Name: Testcases
Source: /nome/jenkins/workspace/ROBOT-QA-acm-sandbox-service/robot/acm-dev-sandbox-robot/testcases
Start/ End / Elapsed: 20220831 09:42:26.570 / 20220831 09:42:45.833 / 00:00:19.263
Status: 118 tests total, 118 passed, 0 failed, 0 skipped
- [SUITE] Payment
Full Name: Testcases.Payment
Source: /home/jenkins/workspace/ROBOT-QA-acm-sandbox-service/robot/acm-dev-sandbox-robot/testcases/payment
Start/ End / Elapsed: 20220831 09:42:26.648 / 20220831 09:42:36.156 / 00:00:09.508
Status: 43 tests total, 43 passed, 0 failed, 0 skipped

+ [SUITE Create Order

+ [SUITE Get Payment Code

SUITE User

Full Name: Testcases.User

Source: /home/jenkins/workspace/ROBOT-QA-acm-sandbox-service/robot/acm-dev-sandbox-robottestcases/user
Start/ End / Elapsed: 20220831 09:42:36.158 / 20220831 09:42:45.830 / 00:00:09.672

Status: 75 tests total, 75 passed, 0 failed, 0 skipped

+ SUITE Get Agent Status

+ [SUITE Get Balance

+ [SUITE Get Consent

+ [SUITE, Get Ndid Status

+ [SUITE Get Profile

+ [§UITE Get Thai Id Card Picture
+ [SUITE GetTmnId

+ [SUITE' Save Consent

+ SUITE Send Notify

g‘dﬁ 4.17 Testcases

INFUN 4.17 WUY testcases U 2 Usetanfie testcases o4 AP Mfignfiunisdise

WU ( Payment ) Uag testcases U89 APl iAgiutayagld (User ) Tngazuusnsalnaasy

o v o

[~ tzld' 1 @ AN o v 1 o @ .
WUNSiAdaA1309v0d 159 ( success case ) hagnsaNasA1sasldd15a (fail case ) 10

awvReng 9 AziidenunoUNAUTILANANIAUAINNNIYINUTBILASE AP

APl 7LAgafiun15T19881 ( Payment ) 3% testcases A4l

Create Order
- Success - Create Order - Single ltem
- Success - Create Order - Multiple Item
- Success - Create Order - Only Require Field Mandatory
- Success - Create Order - Language Is Empty
- Success - Create Order - Partner Merchant ID, Partner Terminal ID,

Partner Shop ID Null And Empty
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Success - Create Order - Language Is TH, EN, MY, KM

Success - Create Order - Terminal Type is "ApplicationNonWeb"
Success - Create Order - Terminal Type is "ApplicationWeb"

Success - Create Order - Terminal Type is "Website"

Success - Create Order - Terminal Type Is Null Or Empty

Success - Create Order - Terminal Type Is "invalidTerminalType"
Success - Create Order - Merchant Information have only merchant id
Fail - Create Order - Order Invalid - Invalid Request

Fail - Create Order - ISV Is Empty And No ISV Parameter - Invalid Request
Fail - Create Order - Order Display Invalid - Invalid Request

Fail - Create Order - Merchant Information least one (shop id,
terminal_id) - Invalid Request

Fail - Create Order - Invalid Language - Invalid Request

Fail - Create Order - Feild Mandatory Order Items - Invalid Request

Fail - Create Order - Invalid Content Type Json - Invalid Request

Fail - Create Order - Language Is Lowercase - Invalid Request

Fail - Create Order - Product Code Is Invalid - Cannot Process Request
& Invalid Request

Fail - Create Order - Merchant Ineffective - Cannot Process Request
Fail - Create Order - Contract Merchant Invalid - Cannot Process Request
Fail - Create Order - Amount Invalid - Cannot Process Request

Fail - Create Order - Expired Contract - Cannot Process Request

Fail - Create Order - Value Missing - Cannot Process Request

Fail - Create Order - Shop Not Active - Cannot Process Request

Fail - Create Order - Shop Invalid - Cannot Process Request

Fail - Create Order - Terminal Not Active - Cannot Process Request

Fail - Create Order - Terminal Invalid - Cannot Process Request

Fail - Create Order - Invalid Scope

Fail - Create Order - Invalid Authorization

Fail - Create Order - Invalid Token
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[

Get Agent Status

Success - Get Agent Status - All Statuses

Fail - Get Agent Status - Invalid Authorization
Fail - Get Agent Status - Invalid Token

Fail - Get Agent Status - Invalid Scope

Get Balance

Success - Get Balance
Fail - Get Balance - Invalid Authorization
Fail - Get Balance - Invalid Token

Fail - Get Balance - Invalid Scope

Get Consent

Success - Get Consent - With ACCEPT Status

Success - Get Consent - With NOT ACCEPT Status

Success - Get Consent - With REVOKE Status

Success - Get Consent - With NOT FOUND Status

Success - Get Consent - With Only Number

Fail - Get Consent - Invalid Request With Number Is Empty Or Not Send
Fail - Get Consent - Invalid Request With Number Or Version Is Not
Integer

Fail - Get Consent - Agreement Not Found When Number Not Found
Fail - Get Consent - Agreement Not Found When Version Not Found
Fail - Get Consent - Invalid Scope

Fail - Get Consent - Invalid Authorization

Fail - Get Consent - Invalid token

Get Ndid Status

Success - Get NDID status API

Fail - Get verify NDID enrollment status with ndid user not enrolled
Fail - Get NDID status API with authorization invalid

Fail - Get NDID status APl with invalid Token
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Fail - Get NDID status API with invalid Scope

Get Profile

Get Profile Success - tok all _scope complete info

Get Profile Success - tok all scope_incomplete info

Get Profile Success - tok no_scope

Get Profile Success - tok all scope complete info With Valid Scope
Get Profile Success - tok all scope complete info With Invalid Scope
Get Profile Success - tok_all_scope_incomplete info With Valid Scope
Get Profile Success - tok no_scope With Valid Scope

Get Profile Success - tok all scope_complete info With Double Valid
Scope

Get Profile Success - tok no scope With Double Invalid Scope

Get Profile Fail - Invalid Authorization When Bearer Does Not Have
Bearer token

Get Profile Fail - Invalid Authorization When Without Authorization

Get Profile Fail - Invalid Authorization When Empty Authorization

Get Profile Fail - Invalid Authorization When Token Is Expired

Get Profile Fail - Invalid Authorization When The Auth Header Is Not
Bearer

Get Profile Fail - Invalid Authorization When Bearer's Token Is Invalid
Get Profile Fail - tok_no_scope With Invalid Scope

Get Profile Fail - Invalid Scope With Double Scope

Get Thai Id Card Picture

Success - Get Thai ID Card Picture

Fail - Get Thai ID Card Picture - Image Not Found
Fail - Get Thai ID Card Picture - Invalid Scope

Fail - Get Thai ID Card Picture - Invalid Authorization
Fail - Get Thai ID Card Picture - Token Is Invalid

Get Tmn Id

Get tmn_id Success - Success With A tok all scope complete info

Token
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Get tmn_id Success - Success With A tok all scope_incomplete info
Token

Get tmn_id Fail - Invalid scope With A tok no scope Token

Get tmn_id Fail - Invalid Authorization When Bearer Does Not Have
Bearer token

Get tmn_id Fail - Invalid Authorization When Token Is Expired

Get tmn_id Fail - Invalid Authorization When Without Authorization
Get tmn_id Fail - Invalid Authorization When The Auth Header Is Not
Bearer

Get tmn_id Fail - Invalid Authorization When Bearer's Token is Invalid

Save Consent

Success - Save Consent - Consent Status Is ACCEPT

Success - Save Consent - Consent Status Is NOT ACCEPT

Success - Save Consent - Consent Status Is Lowercase

Fail - Save Consent - Consent Status Is Not ACCEPT Or NOT ACCEPT
Fail - Save Consent - Agreement ID Is EMPTY

Fail - Save Consent - Consent Status Is EMPTY

Fail - Save Consent - Agreement Not Found

Fail - Save Consent - Invalid Scope

Fail - Save Consent - Authorization Invalid

Fail - Save Consent - Token Is Invalid

Send Notify

Success - Post Send Notify API

Fail - Post send notify with invalid mobile number

Fail - Post send notify with type is empty

Fail - Post send notify with type isn't SMS

Fail - Post send notify with userNotification is empty

Fail - Post send notify with userNotification is over 200 digit
Fail - Post send notify with userNotification is invalid format
Fail - Post Send Notify API with authorization invalid

Fail - Post Send Notify APl with invalid Token
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- Fail - Post Send Notify APl with invalid Scope

1NN testcases TRNUATNINAITI9AY WARLAIUILLILARY tesecases ALl
FUIUATIIUNITNAADULNUBLLANANNNY LANANISNAADUITTAN1ULNIUY ( Pass ) AD

nageuninunuReululidnse uansdsgui 4.18

Test Statistics
Total Statistics ¢ Total ¢+ Pass ¢ Fail ¢+ Skip ¢ Elapsed ¢ Pass/Fail/Skip
All Tests 118 118 0 o] 00:00:17
Statistics by Tag < Total = Pass ¢ Fail ¢« Skip ¢+ Elapsed ©+ Pass/Fail/Skip
fail 78 78 0] 0 00:00:11 =
payment 43 43 0 0 00:00:09 ==
ready 118 118 0 0 00:00:17 ==
regression 118 118 0 0 00:00:17
success 40 40 0 0 00:00:05
user 75 75 0 0 00:00:08 —
Statistics by Suite ¢ Total * Pass ¢ Fail ¢« Skip * Elapsed © Pass/Fail/Skip
Testcases 118 118 0 0 00:00:18 ==
Testcases. Payment 43 43 0 0 00:00:10 ==
Testcases . Payment . Create Order 33 33 0 0 00:00:08 =
Testcases . Payment. Get Payment Code 10 10 0 0 00:00:02 = =
Testcases. USer 75 75 0 [¢] 00:00:10 W= ==
Tesicases . User, Get Agent Status “ 4 0 0 00:00:01 L] =
Tescases . User. Get Balance 4 4 0 0 00:00:01 v
Testcases . User, Get Consent 12 12 0 0 00:00:.02 wom
Testcases . Usor, Get Ndid Status 5 5 0 0 00:00:01 W —
Testcases . User ‘Gt Profile 17 17 0 0 00:00:02 Wow
Testcases . User (Get Thal id Card Picture 5 § 0 0 00:00:01 Wl
Testcases . User . Get Tmin Id 8 8 0 0 00:00:01 Wom
Testcases User. Save Consent 10 10 0 0 00:00:01 W
Testcases . User . Send Notify 10 10 0 0 00:00:01  »ow

5U7l 4.18 wan1svagay ( Test Report )

Testcases ﬂ’jwm%éiaamumsmqLqu%’jumaumimaau (test step) Aoufiazyi
nsnnapuatilaue tiadislumanmuilagnsdeunsiugesileitudy « ldogs
gndesasuiiu FelinsimaanuasTsasBenduneutesisiay testcases Felisiuauann
Tuif3seniogssandeansduaaeunisvesmiuiunavdelutyfvesgndn (Get

Balance ) Aan1519% 4.1 Wigd 1 AIag19NTu
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Function Get Balance
Test case Success - Get Balance
name
Test case Test Step Expect Status
Result
To get 1. Prepare request with Authorization | status: 200, PASS
balance and Content-Type code: 0,
success S{token all scope complete info | message:
} success
2. When Call Get Balance API headers
= {'Authorization’: 'Bearer
tok all_scope _complete_info',
'Content-Type'": ‘application/json'}
3. HTTP Status Should Be 200
4. Response Body Status Should Be
0, success
5. Verify Response Get Balance API
Success
Test case Fail - Get Balance - Invalid Authorization
name
Test case Test Step Expect Status
Result
To get 1. Prepare request without status: 401, PASS
balance fail Authorization and Content-Type | code:
with invalid 2. When Call Get Balance API (28GA001,
authorization message:
3. HTTP Status Should Be 401
Error from

4. Response Body Status Should Be
C2BG4001, Error from open API
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5. Prepare request with Authorization

gateway Unauthorized: Invalid
access token or access token

expired

and Content-Type

S{token invalid auth.empty auth}

6. When Call Get Balance API

7. HTTP Status Should Be 401

8. Response Body Status Should Be

C2BG4001, Error from open API
gateway Unauthorized: Invalid
access token or access token

expired

9. Prepare request with Authorization

10.

11.

12.

13.

14.

15.

and Content-Type
Sftoken invalid auth.empty bear

er}
When Call Get Balance API
HTTP Status Should Be 401

Response Body Status Should Be
C2BG4001, Error from open API
gateway Unauthorized: Invalid
access token or access token

expired

Prepare request with
Authorization and Content-Type
S{token_invalid_auth.invalid}

When Call Get Balance API

HTTP Status Should Be 401

open API
gateway
Unauthorized
- Invalid
access token
or access

token expired
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16.

17.

18.

19.

20.

Response Body Status Should Be
C2BG4001, Error from open API
gateway Unauthorized: Invalid
access token or access token

expired

Prepare request with
Authorization and Content-Type
S{token invalid auth.expired}

When Call Get Balance API
HTTP Status Should Be 401

Response Body Status Should Be
C2BG4001, Error from open API
gateway Unauthorized: Invalid

access token or access token

expired
Test case Fail - Get Balance - Invalid Token
name
Test case Test Step Expect Status
Result
To get 1. Prepare request with Authorization | status: 401, PASS
balance fail and Content-Type code:
with invalid S{token_invalid token} AUT4049,
token 2. When Call Get Balance API Messase:
token is
3. HTTP Status Should Be 401 , .
invalid
4.Response Body Status Should Be
AUTA049, token is invalid
Test case Fail - Get Balance - Invalid Scope

name
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Test case Test Step Expect Status
Result
To get 1. Prepare request with Authorization | status: 401, PASS
balance fail and Content-Type code:
with invalid ${token_no_scope} RES4006,
>COpe 2. When Call Get Balance AP essage:
invalid scope

3. HTTP Status Should Be 200

4. Response Body Status Should Be
RES4006, invalid scope
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UNN 5

A3UNANITIVLUAUBLEUBLUE

5.1 #3UNAN1539Y

Mnnsidslasamsaviadnundumaeuiem ngsull $1dn shlildAnulaseaiis
vosusnsludaduneunisdinenudnaguaudslfid s iauivesudsn s
uoUndladunsiiuil inasuives uvusuend ( TrueMoney Developer Sandbox ) Lilea3ns
srvuneaesliiuiudnazannsaduduauludiud ldSuueunungaudus aviunny
AmuAnTg wazAsUdumNTngUsrasduasszuuAe 16 APl 91089 ( mock AP ) 7i51ufn
annsaltliflodensoitriussuuneunindu neiufl teaidn Idvieundinduiiud
A10150NAABUNTIYIUVEY APl S180dld waglarileaiunesisaridunuarisnisldiiv
weUndwndu Snessldsunmanareuiiausavinnldnsstumiudesniviels venaint
galgvhmsuiudgsiasudlvssuudfiolfaenadosiudmneredasamsliuiniian fains
WrsamlasanisanAsdnuidunsusen nyfudl s1dn Wlvldsuussaunisaliduas
varnvany Gaiodndulomalunisifissinuzdinyana tasinwgdndn IiFeusnisudle
Jaymenen lidnsdunisuidymamentmvsedamnisyhou snvedeld Fvelunns
yhnuswAulau anuuRinreusnuiildsuieuang msnsmumsyhauliidussuunay

BUABU

5.2 Jaymuazauassn

5.2.1 1913a1lusiusu Requirement 3a3svuuinnlagldiian 1 dUavilunn q
sprint 1l asa1niduszuunnaei aseluduenainszsuuase wasdnsiud sunlaudie
povauBIANLFeINSFuUsEaUMsalinstdszuUYeagnAlRiannldielildnniian

5.2.2 Warlunisvnaes wavdsuadesiiolunswauianun 3 adarilinis
MUAEINIAINUANITLAL Lﬁaamﬂﬁﬁﬂﬁﬂﬁﬁmmiﬁmﬁ’u‘im@ﬁ%?m Mwavesedlo?
T funifisane

5.2.3 nsusudalimdndussuuriaueuy Acle Tutnawsn iesainvzdauiaaa
Ussyuk U ULazleulan LLas%’uﬁaﬁ’mmﬁLﬂﬁlsjmmaaagjl,muwmaamnmmﬂﬁms

YSurlasuanu
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5.3 Yalauauue

AnwiaioslenazauiilineuiazaniBuvieuass uazlianuddnyiunisysygy
Muuwuliazdeauaraiiane asihlfamnsodiiunulfifiddulunmstaussoy
yaaos uazUulwssuuusoluliE Al udiannsouuuisdeyalu AP ds 9 lda

Y

934 WieLfinauiiaula wazvhligndnagldiiunadnsilndifesmnuduasunnign
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