Automation Engineering Capstone Project (Semester 2/2566)

wadaANsHaUszuUla lafitaslaN s uaNgUNaR
System Integration Technique of and OT

loT System for Production Line

a v W

UouauTaund anud, 55iuv wmanndn, Fauns 8a30ussas uay we.as.nguel luefiving
wﬁﬂqmﬁmﬂisuLuﬂﬂWWiaﬁﬂéLLazaaImLu%Ju (WvuaIreslaludy) /\7«3—‘ é =
AMATYTIAINTTUNTIALALATUAL AIEIMINTIUAIANST A9a.
Pannawat Samsee, Ratthanan Lekkla, Seesunton Suwanbanjong,
and Asst. Prof. Dr. Krit Smerpitak
Mechatronics and Automation Engineering Program (Major of Automation)

Department of Instrumentation and Control Engineering, School of Engineering, KMITL

unAnge

unerwiitinauensraaaINTEULlef (Operational Technology) @iy leleft (ntemet of Things) dmsu
Beruiigdbifisruumsdamsveya vie lsruiidesnssaeuteyaansvesing nglsmatamaeuseluslaroants
doms MQTT nedidanandlumsdamsvaya (Viddle Ware) #aeTUsunsu Node-RED @sgnfinstclu I0T2050 iviviinfidu
wnand degemaesesuumauivnssusunsdauentagdeg o Amuaudae PLC fidemsiy 1072050 fae S7
Communication duflumsAeasianizvesgunial SEMENS Tuduszuulelefiimslaguniaifragamnd anutu way
ruadeddulssnu fensieans LoRaWAN TeyangUnsaiasgnaasinang wazddluinuesalii LoRaWAN Network
Server vmi7idu MQTT Brokerdinua3evedumesidn wislylumsuanaely ThingsBoard Dashboard uavasarlus
Node-RED ¥4 I0T2050 & sviwtiiiidiu MQTT Clients Hamsvasesniswenuuesszuulefifulelef aunsauanmanauas

WARSENUENSNUYRAATEINT NieunsmuAumsUnlnuagivunawlwming

[

AdAey: N1sHaIusy, Ladl, laledl , nsuanssa, n1saauay, Nsiasundas, LoRaWAN, MQTT, Node-RED, S7

]

communication

Abstract

This article presents the integration of data from OT (Operational Technology) systems with loT
(Internet of Things) for factories that do not yet have a data management system or factories that want to
monitor data remotely. Using the integration technique with the MQTT communication protocol, there is a
middleware for managing data (Middle Ware) with the Node-RED program which is installed in the I0T2050
that acts as a gateway. The example experiment in this article uses a process for sorting different colored
materials controlled by a PLC that communicates with the I0T2050 with S7 Communication. This is a specific
communication device of SIEMENS. In the loT system, equipment is used to measure temperature, humidity,

and noise levels in factories. With LoRaWAN communication, data from devices is sent to the gateway. and
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send the data to rest on the LoRaWAN Network Server that acts as an MQTT Broker over the internet
network. To be used to display results in the ThingsBoard Dashboard and send values to Node-RED of
IOT2050, which acts as MQTT Clients. Results of the experiment integration the OT system with loT can

display time and machine operating status. as well as control turning on and off and setting target values.

Keywords: Integration, OT, loT, Monitoring, Control, Modification, LoRaWAN, MQTT, Node-RED, S7
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