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ABSTRACT

This smart CCTV project is aimed at studying Computer Vision, Machine Learning, and various
Python programming techniques. The project's goal is to develop an intelligent CCTV system that
can detect unfamiliar faces, record faces for identification, provide real-time CCTV viewing through
an application, and send alerts upon detecting people. The knowledge gained from this project

can be further utilized for future developments and enhancements.
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3.4 N151991U Firebase

firebase admin credentials, storage

sl Firebase Tu Python gnaunldlagly Library firebase admin @udwasesdieildlunisdnnis
wasidewsianu Firebase services Wuluga credentials Fadunisluandeyansivaeudvsiioliaunse
1104 Firebase services 15LLaziu@a storage LilodnAN13A19:91818 Firebase Cloud Storage lnglulassanu

el dusmsmuazilioudeyaatlu Firebase Cloud Storage

3.3 3U Firebase Cloud Storage

Twdu Firebase @wiildaude Firebase Cloud Storage Faduusnislu Firebase AlvumAulng iy
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3.5 1549974 YOLOV5

torch

model = torch.hub. load(
model .classes =

Tunsldau Yolovs Tulassauil Tasenldluga torch Tu Python Tuga torch \Jusunilswes PyTorch
Fululavs3numiouduesesdionldlunu deep leaming wazn1sinszideya Tudruvedlassruills

Senldlugatiiiefdunaves YOIOVS5 uasly Python dmsunsiaduyanalundes

nsiaenlumaves YOLOVS

Train time Speed Speed

size mAPbPoX  mppmask params = FLOPs

Model o L o0s .05 300 epochs ~ ONNXCPU  TRT A100 i @640 (3
A100 (hours) (ms) (ms) —
YOLOv5n-seq 640 27.6 234 80:17 62.7 1.2 2.0 7.1
YOLOv5s-seq 640 37.6 31.7 8816 1raks. 1.4 7.6 264
YOLOvim-seg | 640 45.0 37.1 108:36 427.0 2.2 22.0 70.8
YOLOvSI-seg 640 49.0 39.9 66:43 (2x) 857.4 2.9 47.9 147.7
YOLOvSx-seg 640 50.7 41.4 62:56 (3x) 1579.2 4.5 88.8 265.7

3.4 gUnnlaaaves YOLOvS

JUAMA 3.7 azuandlumaniues Yolovs adenusuazanugnsiediunisnsiaduiisnnaiu lueaid
ALLIUEEgARe YOLOVSN Fellanusinsafian wazlunainiiauuwiudnasfignfa YOLOVSX usiae
Tdnaatlumelunsnsndu lulessouidddailadentdluea YOLOVSs ifianusiasiguioudian

= 1 o o ao 14 o r-:l' v A = & [y
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cv2
torch
(]S
time
requests
face recognition
firebase admin
firebase admin credentials, storage

cred = credentials.Certificate( ))
firebase admin.initialize app(cred, {

P
bucket = storage.bucket()

token =

model = torch.hub.load(
model .classes =
model .conf =

frame_width =
frame_height =
fps =

video dir =
os.path.exists(video_dir):
os.makedirs(video_dir)

fourcc = cv2._VideoWriter_fourcc(*
out = cv2._VideoWriter( fourcc, fps, (frame_width
frame_height))

send_line_notification_with_image(token, message, image_path):

headers = {
token

. message

(image_path )) img_TfTile:
files = { : img_Ffile}
response = requests.post(

=headers =data
=files)

response. json()




download_images_and_save(folder_path):
blobs = bucket.list blobs()

o] [olo] blobs:

filename = blob.name.split( I[-11

save_path = os.path.join(folder_path, filename)
image _data = blob.download as string()

(save_path )) file:
file.write(image_data)

(¢ filename save path

folder_path =

os.path.exists(folder path):
os.makedirs(folder_path)

download_ images_and_save(folder_path)

known_face encodings = []
known_faces_dir =
filename os. listdir(known_faces_dir):
filename.endswith( ) filename.endswith( ):
face_image =
face_recognition.load image file(os.path.join(known_ faces dir, Ffilename))
face_encodings = face_recognition.face_encodings(face_image)
face_encodings:
face_encoding = face_encodings[0]

known_face_encodings.append(face_encoding)
url
cap = cv2.VideoCapture(url)
save _dir =
os.path.exists(save dir):

os.makedirs(save_dir)

desired_width =
scale_factor =

image_counter =
last_saved_timestamp =
delay_seconds =

frame_skip =
frame_count =

ret, frame = cap.read()
frame_count +=




ret:
out.write(frame)
frame frame_count % frame_skip ==

scale_factor :
scale_factor = desired width / frame.shape[1l]

frame = cv2.resize(frame =scale_factor =scale_factor)
results = model (frame)

(results.pred[0]) >
face_locations = face_recognition.face_locations(frame)
face_encodings = face_recognition.face_encodings(frame
face locations)
name =

face_encoding, face location (face_encodings
face_locations):

matches =
face_recognition.compare_faces(known_face_encodings, face_encoding)

matches:
name = Filename.split( )[O]

top, right, bottom, left = face_ location
cv2.rectangle(frame, (left, top), (right, bottom), (

). 2)
cv2._putText(frame, name, (left + bottom - 6)
Ccv2.FONT_HERSHEY_SIMPLEX (¢ ) )

(time.time() - last _saved_timestamp) > delay_seconds:
image_counter +=
save path = os.path.join(save _dir image_counter
cv2._imwrite(save path, frame)
last_saved_timestamp = time.time()
(¢ save_path}™)

message =

image_result path = save_path
response = send_line_notification_with_image(token, message
image_result_path)

frame_person = results.render()[0]
cv2.imshow( frame)

cv2.waitkey(1l) &

out.release()




cap-release()
cv2.destroyAl IWindows()

blob = bucket.blob(
blob.upload_from_filename(

(

3.7 1Aawas Application (run on pc)

tkinter tk

tkinter ttk, filedialog, messagebox

PIL Image, ImageTk

firebase_admin credentials, storage, initialize_app
cv2

UploadPage(tk.Frame):
(¢ parent):
O- (parent)
-parent = parent
-grid( = =
.create _widgets()

create_widgets( ):

cred = credentials.Certificate(
initialize app(cred, {

.selected_image path =
-.folder_name =

-upload_button = tk.Button(
-upload_image)
-upload_button.pack( =tk .BOTTOM

-select _button = tk.Button(
-select_image)
-.select_button.pack( =tk .BOTTOM

-folder_entry = tk.Entry( )
-folder_entry.pack( =tk .BOTTOM
-Tfolder_label = tk.Label(
-Tolder_label .pack( =tk_.BOTTOM

-.image_label = tk.Label( )

select_image( )
.selected_image path =
filedialog.askopenfilename( =[(
.selected_image path:
-display_image()

display_image( ):




-clear_image()

image = Image.open( .selected_image path)

image - thumbnai I (( )))

tk_image = ImageTk.Photolmage(image)
-image_label .config( =tk _image)
.image_ label.image = tk image
-.image_label .pack(Q)

upload_image( ):
.selected_image_path:
.folder_name = .folder_entry.get()
.Ffolder_name:
bucket = storage.bucket()
destination =
-.folder_name .selected_image path.split( )I[-1]
blob = bucket.blob(destination)
blob.upload from_filename( .selected_image path)
messagebox.showinfo(

)

.clear_image()
messagebox . showerror(
messagebox.showerror(

clear_image( ):
-image_label .pack forget()

LivePage(tk.Frame):
(¢ parent):
OF (parent)
-parent = parent
-grid( = =
.create_widgets(Q)

create_widgets( ):

.text_label = tk.Label(

D),
-text_label .pack()

-video_label = tk.Label(
-video_label .pack(Q)

.cap = cv2.VideoCapture(0)
-show_video()

show_video( ):
ret, frame = .cap.read(Q
ret:
frame cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
frame Image . fromarray(frame)
frame ImageTk.Photolmage( =fFrame)
-video_label .config( =Frame)
.video_label.image = frame
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-video_label .after( -show_video)

MainPage(tk.Tk):
( E

oF O

-title( ))

-geometry( ))

-notebook = ttk.Notebook(
-notebook.pack( = =

-live_page = LivePage( -notebook)
-upload_page = UploadPage( -notebook)

-notebook.add( -live page =
-notebook.add( -upload_page

-notebook.select( -live_page)
__name__ ==

app = MainPage()
app-mainloop()
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