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ABSTRACT

This research consists of two parts. The first part is a study and comparison of the
password composition policy (PCP) strength of Thai websites with those in the United
States and Germany. The results showed that while government agency sites in the
United States and Germany had higher password policy strength than those of banking
and university sites, this value was the lowest for Thai government agency sites. Although
after the announcement of the Thai Personal Data Protection Act, some government
agencies had increased the strength of website password policies. In the second part of
the research, since one of the assumptions about unhealthy PCP is the lack of awareness
among web application developers, a survey whether government agency websites,
trading websites and hotel and travel service websites in Thailand followed
national/international standards for PCPs or not was conducted. The research found that
only 22 websites out of a total sample of 40 websites had policies for requiring passwords
in terms of length and complexity that met the standards. No website has a policy on
“do not use passwords that are easy to guess”, despite the relatively higsh number of
users. Hence, this research main objective is to present a guideline for establishing
website PCPs to be strong and secure in accordance with the standards enforced in Thai
government agencies such as NCSA and international standards, such as NIST and PCIDSS.

Guideline policies will be distinguished from the information that the websites access or



collect and have been approved by experts. As for users, this research explored users'
willingness to comply with each policy. The survey found that Thai users for the sake of

safety, although unwilling, ready to comply.
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26.6 Wl 2018 gediudu 31.0 Wl 2021 FuAnan 12 uleddinsusuulevenstmun
swarlsfienuudaunsanndu 2 dulsdusuulovenisimunsiailidauudaunss
anas waz 61 Vuleddsnsivuaulevisnsimuasianuaufuiiinisussneldngmng
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f1 PCP Strength waauiulasimhsnusglnefiugedulul 2021 innnnsuiuuleue
NSAINUATIEANIUIN 2 L%U"LsaﬁwhﬁuﬁamumiwmsLLazz%”lﬁmmamﬂﬁuuﬂa%’gma Tuvauzd
8n 6 ViuleadinsldulovisnisinunsiaiuLUULRY

Jauiiiiuasior PCP Strength Tesiuladvamnndusessdaniioutuuazunnsa
Augauandlunsnsi 2.2

asnit 2.2 Jadedidinasiorn PCP Strength

Actual effect on PCP strength

Website feature USA | GER | GER | THA | THA

2010 | 2010 | 2016 | 2018 | 2021

Observation and evidence - - - - -

Size of the service 4 3 A _ "

Value of assets - - / 1 1
HTTPS N/A N/A N/A - -
2FA N/A N/A N/A T T
Advertising accepted l l ; l |
Site advertises l - - . 4

User has choice 3 /4 ! ! J
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9159 2.1 Jadeiifinasiarn PCP Strength lunnnausnegnaiulsasulenad
1. wInveusnig Wilkariu PCP Strength unnnguéiaegng
2. yarduning duanunguiegraivladludssmalneidlud 2018 wazd 2021 usilifing
Aunguieegaivledlulssinaansgowsniuazieosuil
< 3 19 1A 1Y DY 1 =3 ey 1y [y '
3. Aulgdsessulawan lilinadunguiiegisiuledlulsewmeigesuill 2016 uddnadungy

fhagradulafduy



a. Vulwddnslavanuuivleddu duadunguiegiaivledlulssimaanszewsnd 2010
uilsifiatunguiegaiuleidu

fldaunsnidondiazldvidelalldan fnafu PCP Strength Tunnnadusetng
Aulediaegninuilym data breach lifinariu PCP Strength Tunnngusiagng

HTTPS laifiuaffu PCP Strength nausegnaiuladlutssmalnesislud 2018 uasl 2021

G N o W

Two-Factor Authentication duarfu PCP Strength nquénagaiuledlulszmalneislud

2018 wast 2021

2.2 A1SAIUIUAIAMULT NS UIUlEUIENISATUATRERNY

wlaurgnisnvuesiadiuivlsaludagiudvainmansulevisauuagwaunivlyd

Y

Avua Wy vraduleadsrulnsianiudedlnnueledstes 6 fenws vaiulediidvavesu
LIS UARIUTENDUAIURIEY FoNYs wazdnaseiey Wudu anuleuiefinainrane

=2 d' d' = = < ! [ Y 1
0. TUL30981ANLUS BUT B UAMULTILNTIVDIULEUIBATT AU T a1

M3WeilladnwnismuiumanLudnswesuloungn1sinunsianiy (PCP Strength)

[8] FagnldagaunsnagioruanmAINLTLnIves PCP NlasusenaufonInuenItue

'
b4 o

Y995 AR ULAa D NUTETUA LU ATIAU waziinadnsi leannniseuial Ul sulieu

PCP votusiaztIuled InafignsnisAiuanfe
PCP strength = Nmin X 1092 Crin (D

TaeA1 N U188 9AINENTUANYDISUANIUY aZAT C AUIEDIDIUIUD NUTLT UAIVD

syaeinu endigrauty AuledTiAuT RN NUATITENIUE LY 6 FRENYST FIEINITARIUIN

' (%
v o

Tgunun N winiu 6 wawiliaannladnisimundnuseNUsdu Tuivessnusedsanusnseysn

v o

a ) | a Y XA v & o ) a = Y a d' | @
LWENG]’JL@%EJEJNL@EJ’JI@ 1‘14‘1/1‘14@@ 0 - 9 AYUUINUIUDNVTLNUIAUIUNINY 10 tUaLNUN C im1nu
10 agldiAn PCP strength 1Ju 19.9 bits

HA3TularuINA PCP Strength 9nulsuienisinuasar i vledinuirevey

(Y

10819 U SHANIUA DI AINUE1IDE9UBY 6 AIDNWT SUANIUADILAINUYNI9819UBY 6

Y

19NYIHAZADIUTZNDUMEANAULALFITNYINIWISINGY AIEAATIUAITI 2.3



A15797 2.3 §egneen PCP Strength

A2U817 o de Suudnusei A1 PCP
o . dnNUTTNUIAY s
INREANIU U4AY Strength
6 ALAY 10 19.9
7 ARATLALAIDNYINDING 36 36.2
8 AILAY 10 26.6
8 AAULALAIDNYINTYIDING Y 36 414
AAY FITNWINTHISING UAUN
8 ) uagddnwsnwsaingy 62 47.6
RUNLAN

fila FonwIn S Inguiiu

8 Tvig) AI9NYINIIBINGERLN 68 48.7

LA LAz onUSEAY 1@$% &

NASNT 2.3 oisuiunnnsgiunistvuasianiuduleives NIST wag PCI DSS
Wi 9¢leiR1 PCP Strength m1u310551U NIST fi9 26.6 wawen PCP Strength finas1msgu PCI

DSS A® 36.2

2.3 msasedauuladsusaulinivuasianiuilivasaiey

Wasanuleurenisivuasianudenuwanastulunsaziules aznsiulaedilsin

Ya o

I ¢y ¥ a a ° Y Y o Ve aa 3 ¢ a
L'JUVL"ZIWV]I%Uiﬂ'ﬁﬂJUIUU’]EJﬂ"ﬁﬂ']‘Viu@i‘mﬁm']uw‘Uaa@ﬂﬂ N?ﬁ]ﬂi@ﬁﬂﬂqﬁﬁmijﬁ]a@UL']‘U‘IGUG]°V]
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v ! dl ! o A ! ¥ a o v 1 d!
sWar1u blUasnduniall ImaaNaquismamsmwumwamumummgmﬁuaq NIST

£
v A

NUATERINaMETIINNUlEUELRaYTenll

_ sulldsarnudiisnussieniufntunseidesdsuiustetosauis nys
- shaildsviarughiustaiiy 4 aseneuni

~ sulldsarnuiiaenuinlva [16]

- vlldsarnuTiandne

- fslinisdennieseiulndglitansriliensonsiaiiuiiafiunvue

- Geafin1sly MFA
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A8 [12] levihnsasiaaeuuleuianisivuasiadiuivled 120 Vuledlulszing
an3goIIsN19198uleUIENIAIIMUATHAN LALLM TFINYES NIST LLazwamﬁﬁawusﬁagaﬁqﬁ
- fiflesoray 13 widuiiufoRauanasguinan
- Yeway 75 Jusenlillduimsivladamnsamnuasianiuf nuvesign Loy
“abc123456” way “P@S$Sword”
- Jouay 45 Tesrulvinmunsnvseievlusianiuiawddn NIST asUSudsanasgulvienidn
Tormuadanainds Tngesimunsiaiuiiaanueedisios 8 fdnws warlinsd
fofmunsziusnusziielildannsadivimhuiisiliues s ulufondusnussiiande

1 a = Wiy 8 Y v C =~ YV & Y o @ &
LYULANLATDINUNY “! L‘U'LW]’J?}@‘VI']EJ“UBﬂiﬁﬁﬁ\l’mLW@IML'lJ‘HIUGﬂ%JSUE]ﬂ']WUWUB\‘]L’J‘Ulﬁ?m

39 [20] levinisesraaeuuleungnisimussianiuduledludseimaanigoluinilag
14 Verizon DBIR 1higasushilunisssygnanvnssuiisldnaumnnisaliuauUasnsonisle
\wesiniiga Yeyagnsrusimain 108 ulsdidudennielu 9 anamnssufingruduiing
wansaifuanaUaeafenlsivediintutosnsy Tnefnmdsdalavienisivunsiadiu
PaATgILDd NIST luuslaziate wossanisidonutoyadsl
- ieunndiules (inninfesay 95) UTRnuAwuzthves NIST sitonisld 2FA
- uleddulng Gevay 76) UTRawamuzives NIST Fideamududouressianiu
- Auledunninage Gesay 61) UfTAmumuuzies NIST adeninugnndusiives
eV AR
- Aulesinnnineds Govay 59) Uftanmduuziwes NIST shiefinsdoataild

- Auleddiudes (Sewaz 19) YjTRnudmuziives NIST Wadeiuldsianiuiiinidie

luvauzsesas 81 voulvnvuasian1 Uy “P@ssword” 1é

2.4 minsaaaulIuludiignwu Data Breach
o & 1 A o & s L = & v
wdniuafeatuiuledgnnu data breach egillusver Jauvpisdmansenulidoya
Y a =3 I Y ¢ 1 ' v Y ] sag ¥ a

Aldusmsuledsilva uazgnitntivegnsligneias snvensuldedelsiniulednlduinisiee
gnnuteym data breach w3oli §338ldAnw138nsvaeuiivledignwu Data Breach [15] 1
n1sdrsranguateg 1 ivledlulszmaansgonsniuazsemaeasudl drunilves
msanwlaviinisdrmainunaziivledinenutlym Data Breach ni3eli Ineld Google search

engine AuvIBLIUlgRTINAUToAINUAAT]
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- password breach
- password leak
- password hack
- password incident
1Y I3 saa vy 1 v
mﬂmamiﬂumuamL?Ul%mmmayja’mﬂﬂwuﬂﬁym Data Breach wanswalunuiusnves
nansAuvazieiuledfinariaenutlunn data breach

aYadIUUAAA

9

e

2.5

! I =

Tayadiuyana Aedeyaierfvunnadailiaunsassyfynanatiuld lidmnanswmse

Y

nwdeu Inedenavesitwunnssy wasdoyaifunna lifedudeyadiuypnaniu w.s.u. PDPA
dunsostayaduyanail (1] dayadiuynna (Personal Data) liud

- o - uwana

- wwUsgddyseauu

- ey

- weslnséun

- Jude

- Bwa

=
- NIIAAWN

- sUaw

Y
- UByan1anIsiiuy

o = v | aa = ' . v '
wenNUGITINAe Toyadiuyamnanilauazidengeu (Sensitive Personal Data) ¢7g WU
Joyannnsunndnioguam, deyganaiugnssunaglulawysng, wWound, AnuAniumenis
Wies, ANUTENNMAUIVTaUTYY, WeRnTIUNNIGNA, UseIRoaInTsy, YeUaannInueseny

Wy
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2.6 Wlguelun1sMUUATHENIUAINNINTFIUVRY FNUY.
dninauangnssunsnsinuauiuacaendslauefuiand (anuy.) luminenu
SuRinvaunununsgswdygRnissnuanuiuasaendelaued we. 2562 fnaldiduile
Fuit 28 wguniau 2562 Taednguszasdiionmuaulouie 1195013 kuMNTINIANY
funstasadvlewves dmsumhenuniassuasnnaensuiiulassasafiugudidgni
arsauma lunsdostu fuile uaranarmuidesnndoanaumalees flviAnnansenude
Arusunessy uazanuasussusountlulsana uarUsvanunisuioReausuiuiininsy
waztony lidluaaunsaiiluvseanunsaimidufedenusiuniegnesiionss Suazvinl
nstosiunaznisiuiledudeanaunsiauesiduliegelivszdnsnm
HaqUu anuy. I¥AmualufuAnisinviarmiunsvasasoriuled (Website
Security Guideline) it lriduugimizeuressguazmisssulaseadtei ugiud dgmis

[y

asauwaninisanyidvled [3] G9lusiite 4.6 nandsnisiniiuweundetuinnudasnasie

LY

(Secure web applications) lngsyyiazanaIuideweIn1sgnlaufumIvLeUndiadunddy

<

®0 BUAUKSN (PayAlRIIANAEITUAIILEEY oo BUAULINIIN OWASP3 3MNITUIINTUTLY
d' 4:4' I3 o o U a a svad'dd' [ [
wazanAMUEsddy o Wumaudald 011 nsufiRnangalunissnwiaulasndevesssuy
uagipsaUneiinsldrumalulagdumesiidnain Center for Internet Security (CIS) @alugdu
YBUlEUINITAINUAAIINE1IVOI T AR IUAITHRUIAINNIATFIW NIST SP800-63B wazll
Ponmuatiuia aguladadl
- SYEARNUABINAINE1IDE19URE 8 ABNYS
% Y] 1 i 1 [~ )
- vnaldsviaiuiandgias dualunauiunsy
- yulgsiariuneenuIsIlya
- dnsheaniessiudaddlddinsmdiensensianiufiniiuiivun wield CAPCHA e
{Jp9iu Brute Force Attack

- $89k Multi Factor Authentication

2.7 ulsnglunsivuasiariuauuInsguvas NIST

National Institute of Standards and Technology #5® NIST v uniresund aveq
nsgnsrendadanigosinn A snwanasgiunudasnde ieuntesszuuussesdnsg i
yUsrasAandnAsnisduasuuinnssuwarnisuytulugaaimnssy Wiauimtdinig

Anegrenans dn1siauinsgiuiazsinalulagluieiiuaudunaniwasegia wasdsuuss
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AMAINTINYAIIREUU IngUnfin1sAuANALUaBnAENIngIU 800-53 U831 NIST ald

9 9

1Y o [

fuszuuasaunAvesszuIanananigoin lasialuszuuansaumavessguianaiazies

rirunsuszifiuegradunianisuaziiunszuaunslfansouga Welvuulaindnisdnw

AUy Anvanysal waganunieulduvesteyanazssuudoyaiiiome suisafiu

anusiunsUasnfomslotuesuns NIST (CSF) Tdunsatduayuaniguianazgnavnssumigg

yhlanlugrueiduussiagruiiuuzidmiuliesdnseineg il lidesdunadlavied

AWle nTeayaved Gartner ul 2015 oednsluansgeiuini Uszuin 30 wWesigudly

CSF wazmahinsldauasndstudu 50 wWefdudlud 2020 Fausllsuuszatn 2016 n19ii

#27n Federal Information Security Modernization Act (FISMA) ¥8435uU1anaau1lgdanig

CSF LLamJmzﬁjﬁmammaa%’gmaﬁaﬂ% CSF mela Cybersecurity Executive Order [17] 1ag

duviwemnesyndouleviglunisimunsiaruiiesufoaaudail

- SvENIUARliANgIBENTRY 8 MIdNYS

- faldswaniun s nuseieatuRafuns oS seand U ueg e tiepaui SNy Wy 12345,
ddadad

- vadldsraruiiendsuaznduilunauiynsy

- valldsvimihuiegnuinilva

v v A

- finsdernseseiultiyTdlitiasaudionsensrainuRaiuinviun

]

- dedld Multi Factor Authentication (MFA) Wilefinsvadeyadiuyana

2.8 ulsurglun1sivuasiaiiuauuIngg1uyas PCl DSS
PCI DSS Aounsgruaiudasnivesteyatnitiseiu Aduunasgiuainadimsy
gNIEAUNINTIIUANNURRAA BT ATRITI SR Tngn1smiuANAIINUaendeNdnn1sing PC

Security Standards Council uagWaulagRiie1vanmsnudnsiseRiuseninaseina

a ¥ v

(VISA, MasterCard, JCB, AMEX W@ Discover) Lt 9¥18Uaen un1sagiidndeyatinsiasin

WnsgruANUaeadeteyatdvaninuaiieylguntestoyar deUns laeadedsauy,
nszvIuMsuazinalulagniieiveduszuunsuseatanatnsdnsedu F99e L iun1sianis

(%

ANUUABANEIUIEUNE TUADY SEUULAENITODNLUUTONALISTIIDD DA La8dIUNTIUe
wnsgufouleuglunisiuasiaruinsUfuRnueaetl [18]
- SHANUABDILANUY1IDYNTBY T AIBNYST

- SRANIUADIUTENDUMIBANATRALHITNYINTYIBINGY
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- Wasuswarunn 90 Tu wagsakulvaidodlaishiusariu 4 adsrounii
- aldsdmihuiianieuazdudlunauynsy

- aldsarinuiinenuinglya

- fosinsfenniessiulnTglitansnidlonsensiaruiiaiuimun

- @a9ld Multi Factor Authentication (MFA)

2.9 msAadennguflag1aIulyd
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a6

WA, 2566 [22] wurAuleAdnaudisy

o) el

didnvuegly 20 suduusnivaeaiuled andeyaada

Iy | A = A I s Y oa & a v & = Y | I ¢
@QﬂaqUP‘J”JQUQQLa@ﬂL'JUI%GW]IVTUiﬂ'ﬁ%@?ﬂEJaUW']LUUVU\TIUﬂQ@JG’nEJEJrNLQUVL“UG\

aa v ¥

NnteyaatAonsINIsiinvesanuinusuUsEmna lnesuiasuialsemelneg [2]

NUNTLTN.A. 2564 dRSINISHNNNVDIADIUNNWSUDENSE8aE 14.02 NAINNNAUUSTUNINTANS

Y

¥

1A3n-19 dnsnsininvesan uinusiegsosas 47.94 uaztayaanan 3 WauwsnYoIUn.a.

2566 8nIINSINNYBIANUNNUIUDYT

¥

auay 70.28 Gauiuldeg19dnandngsnanislsausy

wazn1sviowfenfuladwduegraunn wazdagUuniseesiesinlsawsusiudnisassn



15

A3 030ulpsaTauIsaa i un1sH U UlYA LAY 19918A18 LaZAILISATITEAIUSNITH U

Auledld andeyaaifdinangidedadenivlediiunisisaususasnisvienienduniily

nausagaiuled

2.10 YaswnamsdiszRuriuiuledlulssmalne

Jagtuivleddliuinsiudneudse sulssusuuazmsvioniion vieiuleddun 7
szuutswhudvled IiAueuazmnlifugldvinsannsathsztuldvarnansdesmis
13U MndRmNFaInsTszArAuAmTeuInsi i iuled flduinisdesdaaendeyaifie
sy Ruruavisunns viesuwenndinduressuias wilutlagtudemienistrsefu
duduleddlfidonldunnune 19y 918614 QR Promptpay, 398814 e-Wallet, 918814
LONNALATUVDITUIANT, @9518n1515 8N AU ULUS sannaIAT UUe I5UIRANS, PR IULRIT Y
su1A13, aesutnsasinandn, Sroruausnede Wudu §ddunissteiRuusdazyssian
flivsnsanansaiiuiindoyamsdissiudeldonldasantulunsssaduduazuinisade
dnly

Mndaamentthzdudna ileuimuadeddgunsaBulunisty Gy wu nadanesin
QR Promptpay fadlduandintureisuinsiiierninistiseiiu nsaiseniy e Wallet fasld
wonnaiadu wallet Tun13drsziiu 1udy uadmsunsiiedmedesiasin wazdldving
anunsatufindeyatinsiasAntussuuld weedliinsausasengiestidondasiasanilienn

dazuu Mt ddldusnisgnuaraduaiuisadntelydld Nanuisadifedeyatnsinsinle

Y Y 9

AU

2.11 m3vszdiuanudulavasldusnis

noujanuiulanag e nuedienuuinseanunulavesfuslaafinfeuar it
a Y A A a a P ° < PN ] oY Y _ ad =
auamveuInisvilalavianis Fsnsdnumanuidlafiagingaunsaviale 2 35lvgjq fie
BsmuessivnedadunisaeuaugliusniswagisnisniseniivaneiansdunangfAnssu

Y a Y o ° [ [ a ! [ @ =3 <!

Yo [uInsudnindaduaudulanagdie [7] msdaszauanuianelanioniny
a =] ! av v v A
Anuu slhuuuuaeunmillavangsesu [10] fie

- 30 2 szau wu Avselud winlavseldivle welwselinels

- A 3 36U e wn Yrunans ey

) v oA d' v v PN
- M5 5¥nU AD ll']ﬂVl?qm 110 Yunane uoae ‘UEJEJ‘V]Z‘:W]



16
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UV Thurstone’ s Scale @98l 11 SeauU
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3.1 YupsumsAadannguiiagiaiuled
3.1.1 Wulesdmiseausglne

Aadeliindayanndinauaifuied [5] esusmivledniieausiweaniasy
vavun 167 Vuled damuinunsiuledlifissuudmsulivssvmuniladasdildanm v
=3 s @ o A v au v & =~ P cav 1y D
Aulednuszrvumlvaunsoadasau@ndnldouladuiisassuuemndi lideanistoya
dwuyana Muddeiivihnisdndenivledlaediieulvde dedszuvadnsaudniiussyivu
Mlvannsoadasanndnlawazsyuuiinsvetayadiuyanatiiaidnldaussuy Mnleuly

mananIendaios 20 Vuled tneiesdiunueengidaldinudl

A15199 3.1 Auledmhenusginefivianisfineisy

Gl - -

r FANUIY Website URL

1 NFUATINING www.rd.go.th

2 | dndnnudsenudiam WWW.550.80.th

3 | NIUNITIANINY www.doe.go.th

4 NINRAILIEIAINITAN www.dbd.go.th

5 nsuNIsUNATDY www.dopa.go.th

6 | nsudsAuAd www.led.go.th

7| nsuaneuIAeA dnidn wasugieg www.dnp.go.th

8 | nsu@auIng www.finearts.go.th

9 NINAUATUAITLNEAT www.doae.go.th

10 NIUAANINT www.customs.go.th

11 NTUNNINAN www.doh.go.th

12 | dwiheumsufsuiimuileinemsnssy www.alro.go.th

13 | ddnauanfaunenin WWW.Ns0.g0.th

14 | AuduyYeINeNdsuss www.sac.or.th

15 | nsudadnd www.dld.go.th

16 | nsunisenely www.dit.go.th
dinnuimumalulagainawazgil www.gistda.or.th

H anTauUmne
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a 2 ¢ 1 Y] A o = aov ]
A1319% 3.1 Vulednisanusglneniviinis@nuide (o)

a9y 4.
4 YBINUYIU Website URL
]
18 | dinnuaAmznITUNSANATRIRUIIAA www.ocpb.go.th
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A19197 4.1 Weurelunisiussaniuivledlulssmalne

Website/Parameter | A9M3817 | dnvsedi PCP Al | A2 | A3 | A4 | A5 | A6 | MFA | %B19N1T NuLaY
Fum USAU | Strength FP15eRudt | dnswashn
J995U*
NIUATINING 8 62 47.6 N N [ N [N N X Y CC, ATM, IB, N
MB, C
dnauusznudeny 6 10 19.9 N N | N | N N Y N N N
NIUNITIANINUY 8 36 41.4 N N | N[ N N N N N N
NIUNAUIGIAINITA 8 62 47.6 N N | N | N N Y N N N
NIUN1TUNATOS 8 62 47.6 N N | N[N N N N N N
nsuvsAuAR 8 62 47.6 N N | N | N N N N N N
NINGNETULIVIF &9 3T 6 10 19.9 NN N N N[N N C, ATM N
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nsuAauINg 6 10 19.9 N N[ N | N N N N R N
NINAUATUNITLNYAT 6 10 19.9 N N | N [N N N N N N
ﬂiﬂﬂaﬂﬂﬂi 8 44 43.7 N N N N N N N N N
NFUNNVAN 4 10 133 N N | N | N N N N N N
dhaunsufsuituie | 8 10 266 | N | N[ NN [NA N[ N N N

bNWRNINTTU
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AunuatfLr@ 8 10 26.6 N N [ N | N | NAJ N N N N
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A19197 4.1 uleurslunisivussraniwivledlulssmalng (619)

Website/Parameter AU 5ﬂ‘di$‘ﬁ PCP Al | A2 | A3 | A4 | A5 | A6 | MFA YDININIS uLa
Fum USAU | Strength FP15eRudt | dnswashn
3995U*
lazada.co.th 8 73 49.5 N Y N N N 4 Y W, R, CC, AC, Y
MB, 1B
shopee.co.th 8 52 45.6 N Y N N N Y % QR, W, CC, MB Y
homepro.co.th 6 10 19.9 N N N N N N N QR, W, CC Y
kaidee.com 6 36 31.0 N N N N N N N N N
thaiwatsadu.com 6 10 19.9 N Yy N N N N N QR, CC Y
shopat24.com 6 68 36.5 N N N N N N N QOR, W, CC, IB Y
lotuss.com 8 62 a7.6 N N N N N N N CcC Y
central.co.th 8 62 47.6 N N N N N N N CC QR, B, W Y
bigc.co.th 6 62 35.7 N N N N N/A N N CcC Y
makro.pro 6 73 37.1 N N N N N/A N N QR, W, CC N
8 10 26.6 N ) N N N Y N CC, QR, MB, Y
agoda.com W, C
8 62 a7.6 N Y N N N Y N CC, G, MB, Y
airasia.com ATM
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3995U*
booking.com 10 62 59.5 N Y N N N Y N CC, PayPal Y
tripadvisor.com 10 41 53.6 N N N N N Y N cC Y
trip.com 8 67 48.5 N Y N N N N N CcC Y
klook.com 8 66 48.4 N ) N N N Y N CcC Y
traveloka.com 8 10 26.6 N ) N N N N N CcC Y
vietjetair.com 8 62 47.6 N N N N N N N QR, W, CC N
thaiairways.com 8 36 41.4 N N N N N N Y N N
emirates.com 8 62 a7.6 N Y] N i Y N N CcC Y
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MFA 1889 Aaeld multi factor authentication Tuns login

Foamen1stiszduiisessu 1eun Credit Card (CC), e-Wallet (W), QR Payment (QR), Reference (R), Counter (C), Branch (B), Account No. (AC),
Internet Banking (1B), Mobile Banking (MB) lngn15t1semeiuanazlisyylunisis

28



29

4.1 wan1sATITAAMULTLIBsUlsuesTaNTuvanIulwdtulssmAlneSsudiey
AUNINTZIY EnUY. wazg NIST
Mnanedl 4.1 WeFeuiisufuannsgiutes anue. uag NIST Fadaanuendush
yossarunuI iU ledftdugldnuimuasiaiulifinrmenediios 8 fsnvaiies
13 ntevun 24 uled Tneduledlunguiaeudonas Suleddunislsusunaznng
vieadigafilainsifumneiavinsiasinuiiinngivoyadiuyanavesgliuing azsusu
ogluiules i aasUfSAnuunsgin NIST Ing 24 iuled@anaafie kaidee.com,
makro.pro, vietjetair.com, thaiairways.com LLazﬁUieaﬁmiwmu%’gﬁy’wm
NaN1FIATIE U Ienan 13 dHulssnuftRnuuinsgiu NIST luideaiuens
Fudrvossiaruuds duledduililduioinuunsgiuiidevsdunisiuaaiiue
swarutush 8 dadnws dulsutedunndnetugsd
- Aulwdtedulfszyeuensiaiiuegaies 6 fadnus dviavun 9 Liuledde Gules
drtinaulsziudsey, ulednsugveuwiand &l wasiugity, Bulednsudauins,
Aulgdnsudaadunisinens, Buledauduuweinedsuss, vivlednsudadnd, uled
drinnuimumalulagainiAwazgilansaume, kaidee.com uag makro.pro

- Aulestadulissymnuensiainueginios 4 fenys Asiuladnsunianes

- nulgdtsruliszymnugnsiaruesinies 1 faidnws Aeiulednsunismnely

dnsunnsgIu anus. wag NIST Tuidasdedld MFA Tunisidngssuu wuindivivled

U = 1

wihenusgismsuRg N UTRnuuInsgIusenanfadvlednsuasswns ifeessy

<9
[

OTP naAsIndn swildnuszuy Wnesudiuldndausamealnesonngminefuasestays
\ & ¢ ' ) [ v AV Yo
duuana YanINLIULTANTUATININS 131U thaiairways.com #Basey OTP 7lATUKIY
e-mail NiadAslduinsiliefawinnsigTsuunnATLdwRgIY
= = = & 3 1 1Y a va v Y
WialUSeuigunuansg anue. Widuledmhenusslavfifnuuespuluide
Aaiolull
- yulgsiauae

v

- Insdeaniessiulndglitinsruliensonsiaiuiafiunivu

WiaSeuiisunuunnsgiu NIST tulest kaidee.com, makro.pro, vietjetair.com uaz

thaiairways.com lulaufjuinuuinsgruluiitesiselul

'
a

- PulgsAEEURA19e

o Yo =

- Insdeaniessiulndglitinsruliensonsiaiuiaiunvu

[ a [y LY a v v

- U AENUNT DN VTLPEINURANUNS DS AP UN UD SO EIUFITN WS



30

e o < ¢ ' o A ° a | I vy < &
nnsAnyINUIE 5 AuledvesnhenusgiaunsatiseRuiuiuledlase Viuled

6

@ (3 1 a o 61 | I (3 a =3 (3
ATUATINING, L’JUVL%G]ﬂS?,JQVlEJ’]ULLMﬂ‘U'WI amﬂmazwqusu, L’JUVLGUC‘Iﬂ‘iﬁJﬂaU’]ﬂﬁ, L’J'Ui"li(ﬂﬂu‘él

uyweINeduss wasiulgddminnuinuimalulageiniauasgliasaume lngliuinisg

[
v A

ANU

Fulwdinsuassning Waligldusnisanusadiszmsintomienistissuiidmun Tae

seafumItiszRukuudntnsiasinuslilannsatduiinteyatnsasanluszuuld

- ulwdnsugnenuusiend dmiviuaziusiy Walsilduinsaunsnsesieniniigney
Wi Al Insanunsndnszduld 2 Yeamnsie drsziuiimirssuludaiansugneu
WA dniTh warusiy uasdrseRuitanivessunnsngslne wie ATM

- Bulwdnsudauing Wadmiiednsnisuans wazdnmiiendsdensudauing lnetdaqdu
5995UN3T1sERuruaYTIEB Bill Payment iy

- Auledauduyveine1dsuss \Wadmviiemisde lngauisadiseiuniu QR Payment,
TITTHIUAIVITUIANT BaZlOURUNIURLNBAUTRYTTUIANT

- Wulsddinauimuimaluladenasasgliarsaume [Uadminsusuiliazsuninnis,

FEns LAga1N1TaY158EUNIUTASASAR, TaUIUNIUSUIATT, LHURUUAIENIILasTITE

AERUERLI DS UYRINS U

Rndeyadrsdiuuiinuiniuledvemmienusy dulediliuinsdevigdud way

< sag v a % ] a' A o a 9 a = s

AulganliuznisaumsvieuigkaslsasundvemnnistseRunudnsnsanusiiules
A mova < g a = = = 3 Y !

wialluldinisiiunneeadnsesinlussuu 1dsuiouiiguulounanisinun swar 1y

1ng91989mg U NIST

4.2 WaN15IATITIAMNLT wsevasulsuesTaruvaaduledlulsemealnewWSeuiieu
Ausnsgy PCI DSS

NNATef 4.2 WewSeuiisuduannsgiu PC DSS vhdemuenuazduiusnus
Gﬁgwfﬂwud']ﬁL%Ulszfﬁﬁﬂ’ﬁu;ﬂ%’muﬁmumﬁamﬂﬁﬁmmmaaﬂwﬁaa 7 A9NUTlAgADY
UTENoUAIUALaTLAEAI0 NYIN1Y189ngY LT ee 9 910 16 LiUledAe lazada.co.th,
shopee.co.th, lotuss.com, central.co.th, airasia.com, tripadvisor.com, trip.com,
klook com uay emirates.com wagtiuladiilaflfufuanusnnsgruddetadunisiivun
Wnesvaruiuansaiuged
- JsAulisvyanueTiaueg ety 8 fsnysusaunsaseyiissiiavagaseale Ao

agoda.com Lae traveloka



31

- UsAulissyaueIsianIueg ey 6 fignwsusaunsassyiiesduavedufield Ae
homepro.co.th uag thaiwatsadu.com

- Aulwddsruliszyanuemsiaiiuegates 6 fonys widesUsznaumeiiay fsnys
ATINQERNN I AI9NBINTBITINGUANNLAN LAYSNUTEALAY 1@5%*& A
shopat24.com

- Vuleatsduliszuanuensiariuedetey 6 618Ny uafesUsznaumefiey fenys

MYIBINBALNLIEY FISNYINTOINURNWLAN A bigc.co.th

JeFeuiisuiunnsgiu PC DSS wideduderuldsianiiusfusianiu 4 ads
rouvth islilassamteyaveaivled bigc.coth Iidesanszuulifideamisnisiudey
svtari wenniiulesil wudiuleddvaldsiainugitusiaring 4 adateuntiuayinu
Tswaruiingnuitila Sissduledidefiufdfnmilevisfingafie emirates.com
uiSuladfiBusesliswariuiinidne Ao Bswordsss

wan1sBeszinulidiuledlaty 16 Buledufifnunasgiuluide
- valdsvaruniinussietuiniunieifesdfuiuegetosaisnys
- vulldfsariaie

a

o - (%) v 2 al @ = LY %) v Q.‘I d‘
ﬂ’]%iUiJ’W]'ﬁEWU PCI DSS ‘VT’J‘UE]GlE]Qllﬂ’l'iaaﬂﬁﬁaigﬂUUiyJ%Eﬁ"U‘U’Jﬂi’]’JLN@ﬂiaﬂ
swanuRniuiIvue Tuiitatdniniuladinistdeaniy Brute Force Attack 1uns 149
v oA S - a1 & & a wva
captcha, mﬂmaaugﬂmwLWaauam%ﬂuuﬂﬂa%aamLauiﬂjmuﬂﬁiﬂgummmuiﬂmﬂ
[ 1 =3 td’ a wa 1 a wa [ 4:94/
fINAI IﬂawmmnuiemwﬂgummmLLazlngummmmu
- Buleaivfofnaud 11 auledae
- lazada.co.th
- shopee.co.th
- homepro.co.th
- thaiwatsadu.com
- agoda.com
- airasia.com
- booking.com
- trip.com
- klook.com

- traveloka.com

- emirates.com



32

- AuleanldufiRenudl 5 Buledde

shopat24.com
- lotuss.com

- central.co.th

- bigc.co.th

- tripadvisor.com

mnnsAnsmuinivlediuandlunsed 4.2 flidnmsaunsafutufinmeiay
Unsnsantussuuwsivniules glduliamsegunaavdnsasinuuuin 16 nanld v
szuuLanafiosdndngavhevemnelautngiasin UisssuUkanssmnvdnduniiiuaya
ndngavneresmngiautaasinhtu Mndeyadingnn Ssldannsonsuldiniuledd
Auteyatnaesinvesfldmuinssnviauvasndoteyadiuiogils uazszuuiing
tufindeyatnsnasdaimuanioll visdilevinsdissuiuudadnaesiaficuiinly une
s3UUA93EY Card Verification Value (CW) #385vadudu il adiiunisvhgsnssusiu
uled wivnaduledanunsndisyiiuldlaslidesszy OTP Busu sdafaunituogiu
5UIA1S VDI BTATLDS

a A

dmsunnsgiu PCI DSS wadasiadld MFA Tunisdngszuy wuiilies 2 uleda
UjuRnnuuleuiadinanifie lazada.com wae shopee.com dutuiuledinsivandidnldam
gegnluninanyvesivladiliuinisderisdum uwasgldusnisaiuisaiuinsiasinly

‘ﬁl Y o a v
seuUMialggszRule

4.3 wwamsnrsiavuauleviglunisivuasiadiuivledudazUsainnliidulunia
NINIFIUVDY dNUY., NIST uag PCI DSS
MnuansAneInITiesziausluswemleus ek uledlulsendalve
wuhuaduleifiniafvloyadiuyasa vaduledituideyamnomutinansfnuasdoya
duyana L33wBEUBRIN N siusulauigluntsivuasarkuuleduRas Ussuam

e dulunuunsgu el

4.3.1 wlevglunisivuasiasuiulednitenusy

ieldulumuanasgiu NIST 1swetausliiuledfiinsAudeyadiuyananis
suaulouigluntaimunstariudl
- sk udeliaue e NeY 8 FInwT wazliiiu 64 Mdnys

- vnuldsariunndsnandumlunauiynsy



33

- wuldsanuienuglua
- dnsdeanieseivtadylddansrudensensianuiaiunivue wield CAPCHA Lile
Ua9u Brute Force Attack

- @949lY Multi Factor Authentication

4.3.2 ulsuglumsimuasiainudulediinmaiudeyadiuyana
ieldulumuanasgu NIST 1swelausliiuledfifininAudeyadiuyananis

svunulauglunismunsiasueid

- SWAHUADINANUEIDE1URY 8 AIBNYT

- vialldsaiuiidsnssdentuiafunioSesdduiueguliosaudidnes wu 12345,

dddaad

- vhldsasniiniowazifudlunaumynsa

- vadldsHaruiaswuinlne

- ﬁﬂ’ﬁfﬁamﬁ%awi’uﬁwﬁﬁlﬂ%’%mmﬁaﬂsaﬂiﬁamuﬁmLﬁuﬁ’mum

- ffodld MFA lefinisvedeyadiuynna

4.3.3 ulsuiglunstvuasiaiuivlsdainaivmneaatnsiesin
dolhdulunamssgiu PA DSS ivaiausliivlesfidnsAuvteyadnsiasin

astiwumlauelunisivunsiariuied

- WA UARIANIEIBELRE T AIDNYS

- SRANIURDIUTZNOUMEAILAVLAZFIBNYIN1BI1SINGY

- Wabustashumn 90 Tu waesviashulmlFeslaldhiustaniou 4 adadeunih

- valldsvariuiiondguasidudilunauiynsy

'
(-

- uldsFaEumenuInTlva

v v A

- faalinisdemns sz iultNldtins LB NTaNS AN URALAUAIMLA

v Yy

- a9l MFA

4.4 wwjuanlglunisnsivdavanudasadevasulauiglunismuuasiariudiniy

v

v 14
Ewaunszuula

¥

Mnran1sanyiuliegdmauiginuniuledludssmalvedmanenunsening

&

o

auaNulaeniy wasiulguisnisnimuasiadiuwans1aiuly widmiiganusgasing
AvuAkEINNBLzLluNsTaILAUlaliUaanduaInanu. wivatgednnsiileinuidady

14 wazlufinbeonulaasivaeuiielilulumuunnsgiu



34

wisliduladdiaulauifnuuinsgiuegregnaes wuaneU o dsnmunisnis

1Y

nsrvaeunsiaiulsdIndulumunesgiunielilaouiady 3 wuufiadsil

4.4.1 wurUjiaildlunismsrvasuaiiutaeanssvasulsurglunisivuasiani

wuleduiieanusy
ol ulumauumnsufualunisdnuanuiunsasn delsuediivled ves

difneuamgnssumanisinwanuiunsasadelevefuiend (anuy.) uidedie

rueIsn1snTvaeuLIuledniisausyindulunusnasgiuseld Tnensaaeunuulouiy

usiazsiadasl

1) szysiahuifimiuendosnii 8 Msnusuazseysiiaiuiiameninnii 64
fdnws seuvspalioug i muasRaIuAINGT?

2 spyiarhuiniesasdudunauynsulagldndeya RockYou [11] sz UUH B4
ey wlsitmussiaruiinsaiugadoyassnan

3)  sysiaruitasnui i velasldpdeya NCSC-HIBP-100k [13] szuudeslsioygn
Tifupssiaiuiinssiuyadeyasnan

) syysihuiiligndes 5 ads ssuudeslilduinissey CAPCHA sifese funisidld
st viedeatiny Tty

5 swysviuilieudiesadafien (One Time Password — OTP) iliignifes szuudes

Lloyaalmdaldanu

4.4.2 wurUfuanldlunisasiaseuarudasassvesuleunglunisiivun sty
duladiniinsiudeyadiuynana

n&aniin1sdeduld wau. Aunseadeyadiuyana w.e. 2562 (Personal Data
Protection Act) iigl#asrAnsaa 9 ﬁﬁﬂ'}iﬂismama%aﬂamuqma ATIRAUEIA YA
nsAuATeITeAdILY ARG WAsWMLITZ UL A Bateseg1sasndouaztduluaiy
unsgIuana dsiagtudsliimisnulanuadetsiuiidaou swddsmmsaaeui
UftRnunsguvield nuiteilnaueTinmseaeuiulsdfiniaudeyadiuyana
Iulumumnasgiu NIST vielsl Tnesseaeunalounsusaz el

Tnemsradeumnlouisusiassidassil

1) syystaruiifianuenidesnii 8 fsnusuazseysiasituiiiinnueinnnii 64

Mgy sruufeslioug e linmuasviadIuaIng



35

LY 1 [

2) szysvaruAlisnvsziReuinfuvsedosdiuiusgrniesausnuslagliyn
Yoy sequencePwd [14] syuudosliayannliimunsiaiwilidiulsznouves
sraunseiuYadeyananaTy

3) sysimhuieuazidudilunauiynsulagliyadesa Rockvou [11]
szuvdesliloyaeliimunsimiuiinsstugndeyadanan

1) syysiaruiaenuindlualagldyatoya NCSC-HIBP-100k [13] szuudaslyl
sualiimunsiEsuinssTugndeyasanan

5) seysiahuililgndes 5 ads syuudedlsiiliuinnsssy CAPCHA viossiuniaudile
Nutam viedeatiy Tl

6) seysaruiildnufissnsaiion (One Time Password — OTP) ilignéfas seuudas
Lloygalmdnlgau

]
a vad

4.4.3 wuaujuanldlunisnsiadeuninuiasadevasulauislunisiinuasianiu

g < v o

Vuladiinsinudonatnsiasin

v
¥

Uagiunisteduauazusnisuivleidulsdunnnlulss malye visszuulauates
nan1strseiuliglduinisanusaidionidlanuaudyain wagdiauis aifudeyanis

FrszRuluszuuieldluasidaluld nsdifldnudentissRurinuresainsiashnuaziiu

VY

Poyatnsatluszuy wiulalaegnlyirssuvdenulaeady wWislvginuilansinaeuaiy

U

UaniB0353 UUAE I LIN AU 49u903ulgU18N 13 ATMUATAANIUAIN UIATFIUEINE

¥
=

ao o aa < s .’ | g
Q’]‘Lﬂﬁ]EJuT\NLﬁuaiﬁﬂ’ﬁm’aﬁlaaunﬂ%mmmﬂ’]'iLﬂUSUEJquJamuUﬁﬂa’nLﬂuiﬂm’mmmzﬂu PCl

Y W

DSS violal Tnemsradeumultusuiassidafsd
Tnamsrvdeumnilevsusiassidesil
1) szysiaruiianugtosnds 7 #adnuinarfesUsenaumedalaruayfsnys
ogtioamiisi vnhinssuderiun ssuudeslioygnlildsiariufang

'
aa v

2) syysviak unlonvssiReiuiniurIesesdnuiueg1elegauiisnusiagldyn

U938 sequencePwd [14] szvudesliloygliimunsianiuiiidmuszneuves
YA uneiuYataLanIngTy

3) syysimsuineasdudlunauiynsulagliyadeya Rockvou [11]
sruudesliloygelidvunsiimiuinssiugndeyadangn

4) szysarufaenuindlualaeldyadoya NCSC-HIBP-100k [13] szuudasly
oy aliivua s uinssfugndeyafng

5) spyswiahuitlignies 5 afs ssuudadlsiiléuinassy CAPCHA viosziunisudile

nutansm wiedeaTygldiu



36

6) 1iguyiasusitaniu uagsihnisiasusialaeldsiainssuudesioygnlild
SN IUAINET

7) dnguydsusiaiiu uazviiniswdsusialasldsia 4 ads wagshnisden
swariudnadslneszysiaiiuiifvuaasusn szuudedlioygalildswaniu
AINAT

8) srysiaruiildeuiesnsauiien (One Time Password - OTP) #ilsignies ssusios

Llougnlmdnlgau

4.4.4 \wesiiefldlunisnsradeuanutasassvasuleuneslunisivuasiaruiivled

el ivladeaunsansiaaeuulouislunisimussiariuivledvesauinle
UFtRmuduuzthasnasguniel §ifeldwmuiaiessiodmivneaeuulouislunis
Avunsiar Il e lng 8198 emunnsgIu anuy, NIST wag PCl DSS saudsliruuzii

mnlulaufiinuluwnasiite dwuanslugui 4.1 uag 4.2

PCPs Checklist

ABOUT STANDARD CHECKLIST

ﬂﬂ%ﬂI.I‘Ntﬂﬂﬁﬂﬂﬂ?ﬁ’\ﬂ“ﬁiﬁ'ﬁﬂ.’luiﬂﬂﬂ.m

¥ \fiudoyadena B dudeyedniasin

T iy
swathudailacmnmaiisian 7 ddnes Usznoudiadisuasdasngg C) 3
vl nfakwifidnerafmiufisdumisiFedsuiufuaudsng i 12345, aaaaa ]
Fw L fen ieuac v Tuwswynsy ) (-]
s L faswuifalne °
finmearie iy lefermdensonmiaiwAmiurimie [ ]
i3I8 Multi Factor Authentication (MFA) ]

(-]

- 2 v w b TR N | oy .
Anmwdsuniadmmn 90 3 saznisdn lnitasbiviumiai 4 adaraumin

Check PCPs

5UT 4.1 §29819M11980 T ULl VLN S IIVUATAEH Y



PCPs Checklist

ABOUT STANDARD CHECKLIST

ATI9EDLY lEUIBNITATNUATHARINDDIAN

Recomendation Guideline
arvasusHaiwiddnemAsiuisiuniodedduiufivanaiong

weasusHatufienisuaz dudin luwauyns

wiaswuiialna

lanTanaadwdmfuiimue

Back

Y 1

5UN 4.2 dregamtnveruuziinsiaiuleugnsimun SNt

37

9N3U7 4.1 fiunaunsanssgevulsviensimuasiaiuiuledinauila

UufanuAuuzdinuunsgunsell lunsalulaugdiauluiadela wWenady Check

PCPs \wvaslavglviauugiluudaziinde Feuinuaunsaseng3vsnisiamw siudanid

Inangnteyadnsuldnsinaeunayinuiliannnineniugun 4.2

o [ ] < Y a a va ¥
4.5 Naﬂﬂi’lﬂ’izﬂ‘Uﬂ’J’]&lﬂ’m\‘i’]EJLLﬁ%ﬂ'J’]llLGISJGL?U‘U’e)\iﬁmﬂﬂliﬂ’]ﬂuﬂ’]iUQ‘Uﬁm’m‘Uaﬁlﬂa\‘iLL@Z

WlBUILNTMNUATHARIUAINNINTFIY
ATeTinssounuiliviniaiuled S 62 au lasuiad
- LA
- VY U 36 AU
- INATIE 91U 26 AU
- 91
- 20 -30 U 99U 36 AU
- 30 - 40 U WU 20 AU
- 170791 40 U U 6 AU
- 97N
- NUNNUUSENAU [T U 16 AU
- nauudemdildiieadesdu IT $1uau 30 Ay

- §3NEWAY/BUY F1UU 16 AU



38

n13d199sEiuANeInd1slun sUfURnutannatkasule v SAIMUASHANTY
wrazide wuseanilu 5 szaufie defian 418 Uunans 80 wazeniign
o LY < a wva v 1 &, [ I
nsdsseauanudnlalunsuiRnuulouieynte wuseenidu 5 seau e
I a wa & ! - =
- wlaufiRmulusgnanniieanaudes
[ a va = =
- wlaudRnuLiioanALLEes
- ludlausioraazufoRmaluunaiuled
- Liwalawsdndudosu juRnuioananudes

- ludwlaweuezldufifaudiowmneousuasdedls

4.5.1 WAF15IINUUINTFIUVR NIST

nan1sdsIInuIgliui msanusafiaauulouglundazinde Liduleueled
fiuinsufilaenn videsnfianuinninfesas 20 annnin wagnuitannsauFuRnule
fefiaslunnulovie snfunisdeaviesyiuta@ilitansitlensensiarniiuivun Tng

daninaglidmlnganasafifnulalusyiuliunans way dwandugui 4.1

4032 871
40 37.10 .
35.48

3065
29.03 29.03

1935 19.35 19.35
20 17.74 17.74

15 12.90 |

% » 14.52 14.52
11.29 \ 11.2911.29 11.29
9.68 9.68 — 9.68
. r
10 | h 645
d
i k
) | 4

. A . PR g vn S, Ny R . (201 TSR o\ A o o A < o e v s P .
svariudesinnmeetiios 8 vwlsiaiuifisnvsadvanudinty  sisrdudadsilysiaiufnenudngn . sialsisruiondenasdudily. - Simsfeaviessiuiydglitansadia fedldf Multi factor authentication Tu

fadnus wiiaGusduiuatneavaiasnys azdiaviaialva WIUNTH nsansvaruAniuiiua msdgszuy

W wiign W e Yunand v gnfign

UM 4.3 szavanuendislunisujifieudennaiuaz uleungnisnmuasiarun 1y

u

1MWV NIST

sansdsaluiifosiaminusiossnitui 8 fdnws dliuinisaunsnufoRniuld
fefgnfefesay 37.1 UjtRnuldinesosas 12,9 UfiRauildiunaisiesay 29.03 U§UA
palldenfenay 11.29 uasUfoRnuldeniiandosar 9.68 1nguil 4.3 aguldiulevied
anunsaufiRnullusedudeiian

nan1sdsasluhderuldsimiuiisnussfoafuiaiuvieSesdifuiuedistes
ausidnes fliuinisTesas 35.48 anunsaufinulaluseauliunais sesaunfesesiu
dwﬁqﬂ 91Y 87n mﬂ‘ﬁqm ToeAnludesay 20.97, 17.74, 16.13 way 9.68 ANUAPU 1Nn3Y

# 4.3 ayuladnlenelanansafianulalussauymnas



39

wansd1saaluiad o sian i eslildswasituiinonuingnaziianies1lua
Advinsanunsaufianuildiefiansosas 27.42 UftRauildiedesas 19.35 UftAnu
Ifunans¥esay 2581 UftRauildendesay 19.35 uasUftRnulduiniigniosas 8.06
MngUf 4.3 agdldulevetansoufsfeuldlussiuiedian

wanisdrsaaluiatovuldsiaiuiindenandudlunauinsy §l¥uinns
annsaUftRnuldneianiesay 30.65 UitRnuldnesosas 20,97 UfTRnalduiunans

wa

Soway 24.19 UjuRnulaeiniesas 14.52 uavdfuAnulaeniianiosay 9.68 31n3Unt 4.3

asUlaiulevnetiaunsaufiinulaluseruieiian

q

v A

wansaselushidonisdeaviessiutniilitansidensensiaruiinfuimun
fdunisosay 4032 aansoufiRnalaluszduiunas sesasnfoszdudeiigaioas
19.35 UdAnulfdesosas 17.74 Yfiamulsonuazeniigniesas 11.29 9anguil 4.3
asldhulevedannsaufdimuldlussauimunas

Han1sdsIalusinteanesld MFA Tunisidngseuu fldusnisiesas 38.71 a1u19a
UFRmuilalusziuuinans sesaanfesyiudiefianiovay 29.03 Siuimnfesiniovas
14.52 $1goag 11.29 waveniigniosay 6.45 913U 4.3 agUldiulovedannsoUios
muldlusgauliunae

MnnadstadudldEsdlvganansaufiRmaldlusssuuiunandediofian
FsusnanUsziiunrmendislunsuiifnuuds Wedmasuanmsilalunsufian
FonnasuazulovioniafimuasaiumusnnsgIuves NIsT yaulsuisiiausiurlunide
i ndunuhusiaeliaunsoufifnulfdeiiantunnuleue wiinnihdesar 90 danud

lalunsugiRanu agnanisdsiauananagui 4.4

Yz

1N %

i s

< a wa P i ) o 3 a va - o
[ | LWN’LQ\J{]UWW']NLﬂuaﬂqﬂﬂanWaﬁﬂﬂ’JqNLﬁﬂﬂ LWNIQ\J{]UWW']NLwﬂaﬂﬂ'ﬁ']l“»ﬁﬂq
livwlausoraazufiinuluunaivled livwlaudsndufesufifmuieananandos

m Lidalaesuazhivfiinaniesain
gausunUEeld

JUT 4.4 szavanufulavesdliusnislunisufifmudennatasulouienisiinug

FRANIUMILUINTFIUVRS NIST



40

9N3UT 4.4 wansliiudsszauanudulavesldusnismniuledniudoyadan
yaralinstaduuleuiensimuasiaiiumuunsgiuves NIST tnesesay 45.16 hnle
UfTRmuluegranniieananuides Sovay 48.39 WinlaufiRnuiiioananuides uay

Sowaz 3.23 lddulawionvazujifanuluninivleduas liivalausdndudesufjufnuie

ANANULEAE

ToYAMNUUUABUAUIBL U IUNAYDIRITUTNTNUT
WA 36 au wulaufiRnulusgnunniieananudss 17 au wulaujuiag
iWeananudss 16 au liwalaudervszufiinuluviaivlsd 1 au uazlivalaus
° = ¥ a wa = =
PlusosfuiRauiioanaudss 2 Ay
eI 26 aw hnlaufuRauduegiunniieannnudes 11 au bnlaufumnu

WoanAudes 14 au wazlifulauderaasUfvfnuluunaiuled 1 au

To3aNUUUABUN U BUUINNB I8 UBELEUTNTNUT
918 20 - 30 U d1uau 36 Au hulaufiRnuidueg uiniieannnudss 17 au hule
U dRnieanaudss 17 au lufiulawsersasujiaaaluuiaiuled 1 au wazl
o to & v a wa - =
wilawsduseslfuiniuieanninudes 1 au
918 30 - 40 U a1waw 20 au winlaufufnudusgisnniieannnudss 8 au wiule
UURnisanmu@es 11 au uazlidulowsorsesfiRauluiaiules 1 au
g1aunndn 40 U 4w 6 au wnlaufufnuluegiannifioaneuides 3 au iule

UfURnsioanmu@ss 2 au wazliwulawsonsssufiinmluuiaduled 1 au

UDYAINUUUAR VAT BL UMD ITNUBIHITUT TN

o a v v o < a wva [ 1 = =
WHNMUUTENAU 1T 113U 16 au Walaudianudusgianniveanainudes 8 au
wazifulaufuRmuieaneides 8 au lagladvinulaszyhldbulaufiiang

Y a v an 1A v LY o 13 a wa [ 1 =
wilnauusEnliifeeeiu IT 91uau 30 aw wrlaufiiaudusgaunniioanaiy
Ees 13 au inlaufiRnuiieananudes 15 au lddulousenasazdfofauluung
< (3 (3 1o & £% a wa =~ =
Auled 1 aw waglidulauddnlusesufiRauiioananudes 1 au
ganaduda/aug 9w 16 aw Wwinlaufiinuduegrsnniisannnudes 7 au il
UuRmaniieanannudes 7 au lddulawionavsufuinuluunaivled 1 au wazliviy

TaunsndudesufiRmuiiioannauides 1 au



41

nndeyatsduasulaiglduinislidumela ergwitle uazirawau IT el dw
TngfianudulaufiRanuulevienisimuasiariunuunsgIures NIST wazlidl

Y a ! (=3 1 a wa =~ U = v
mﬁﬁUiﬂ’]iigu’ﬂluLG]@JI‘UL@EJLL&QLNUQUGW]’]@JL‘LJ’EN"U']ﬂEJE)QJﬁUﬂ’J’]ﬂJLﬂEJ\‘]lﬂ

4.5.2 WAE1IIAINUNINTFIUYDY PCI DSS
Han1sd1sanuIgluInsasnsaufiinuuleuiegluisazinte wuitnsiaey
SPaIUYN 90 U wazdaaligniusianiu 4 assegldnunountanusaufifnulaein

fefavar 33.87 lwvaeiitoduaunsaufifnulaieiianiiusosas 20 waggldaudiu

Ingjanansauifnuluszauuiunans saanslugua 4.5

40.32

33.87 e 33.87
35 32.26 32.26

30.65 30.65 .o 20.03

24.19 24.19
2097
17.74 17.74

16.13 16.13

14,52 14.52

15 12,90 ' | 12,90 > id 12,90 s,
10 896 s 6.45 ) 1 804 806 :
5 E 2 N \

i= = Es

wmsthedon 7 ssulwineskisaiusiatiu 4 afe s udsdrdwaewuign  Sulisinuiiedenaaduity SnsfemvBesiulndlitaamadle Fadld Multi factor authentication Tu
uasiasYs dowwt axdlaviadlua Wy nsensiiauARuT LA nsingszuy

ARG

W iwilge . @ Yuna vn vnfidn

sU# 4.5 szaumnueinirglunisufimniadennatuazuleungnisimun sianTun 1y

UMIgIUVBY PCl DSS

Han13dsIvlwiie siasanudealinug ey ios 7 dausenauslgiuaias
Fr8nwsnwdangu fl9uTnsannsaufuaniuld e ganazUuunansiesas 30.65
annsaufoRnuliiesesay 24.19 UvAnuilienTesay 8.06 wagufiRnwldeniian
$ovay 6.45 1n3Uii 4.5 aguldinleveiasoUfofnuldlussdiuieian

uansdssluidonisiUdsustariunn 90 Tu wasdoslithiustaiou 4 adsiiae
TduneuntinausaufiRnulaeintefosas 33.87 sesawndmsufufnulalussduliu
nans¥esay 32.26 UjtRnuldeniigasosay 14.52 UfiRnaldiesosay 12.90 uasUfod
puldinefigaifissienar 6.45 :nguil 4.5 agdldimleviedanmnsoufoRnuldlusedu
8N

wansaseluhiesiainudodlssiaiuiinenuignasdaviesilva (lduinsg
Yoway 3548 anunsnufiRnwldluszduliunans sesasnfesziuiiefign 418 910 g1
ﬁqm TodAndusesay 24.19, 17.74, 12.90 wag 9.68 MU mﬂgﬂﬁ 4.1 azUlanulauny

Uanunsaufuinulaluseauliunans



az

wansdvtuindeuldsimiuiniieuandumlunaunsy {livinsiesas
3226 ansauFdanulalusedutiunans sesamnfesedudieian e o1n endian Tne
Anduseasay 29.03, 17.74, 12.90 way 8.06 AUAIFU ﬁmgﬂﬁ 4.5 aqﬂlﬁiwuiauwaﬁawmm
U TRanulaluszaudunans

nansdsrluhdensdeaviessiutadilddasaiiensensiaruiaiiufimun
Jlduinisdesas 4032 aunsaufuaauildluseiuuiunans sesasnfesiudieian 1
g1n snﬂﬁfjm Tnedndusasay 20.97, 16.13, 14.52 waz 8.06 AUAGU mﬂgﬂ‘ﬁ 4.5 asule
IdlsvneiannsoufiRnulslussduumunans

HanseTIvluiivesiedld Multi factor authentication Tun1sidngszuugldusnis
Sovag 33.87 annsauftimuilalusziuUiunas sesamnfeseiudieiian 91 80 o0
ﬁqm TnoAnludasas 29.03, 16.13, 11.29 was 9.68 ANNUAISU mﬂgﬂﬁ 4.5 agUlainuleuny
HannsaugtRmulalusziutunang

Nnradstduglivimsdnlngjamsaufiiauilalussfuiiunans deflausin
uwhieazufiaamilden Wedsasuanuifilalunsufvimudennasuarulouionis
AvuasaR LRI IuYes PC DSS nnulauied iueunzluauided ndunuii
dlduinisdulvgaunnninfosas 90 Trudulalunisufiifiann lnanan1sdsiawanssiagy

fia6

8.06%

< a wa < ' ) = < ava = o
B wulafiRnuduegranniieanauidos wulaufifnaniioanaanandes
Lidulaudonaazufinanaluunaiuled Liviulaudsnlufosufifinanioananuiies

a va -

m Liviulameuaslivfjofnuiiesain

gousuAMuEDald

JUN 4.6 svauanuinlavesylduinislunmsufifinudennasarulovisnisimun

SWAHIUANNINTFINVRS PCl DSS



43

9n3UT 4.6 wansliiudsszauenudulavesfldusnismnivlednhiumnaauing
AsARtusEUUINITTIAUNlEUIENIIMUATTARNUANIATFIUYR PCl DSS Had539nud
Sovay 50 WulaujiRnuiiieanaudes Sevay 41.94 nlaufoRnudusdgrsuiniiioan
dl 1% [ 1 a wa I3 (3 = o
ANUEEY wazTaeay 8.06 hidulawsaavsufuiniuluuiaiuled Inelousnnadisiany
= v Y U d’l
A 918 ka1 TN leayanadl

ToYAMNUUUABUAUIBL U IUNAYDIRITUTNTNUT

WA 36 au wulaufiRnulusgrunniieananudss 16 au wulaujuing

Wioananuidss 16 au wazlidulausdnudesujifnuiioananuidss 4 au

wAeu 26 au nlaufiRenmdusgranniiananudss 10 au hnlaufiRny

iWoananuidss 15 au sazludulausdnduiosufjifauiioananudes 1 au

Toyamnuuuaouauilentsnneigvesgliuinsnu
- 919 20 - 30 Y w36 Au dnlaufiRamidueg wuniieanrundes 17 au idsle
UftRnuitoanrudes 17 au waglddilausdifudesufiinuioananuides 2
AU
- 918 30 - 40 ¥ §1m9u 20 Ay wWlavuRnuduesminifieannimides 7 au il
UitRmaniioananuides 12 au uarlidlaudensasufiRawluuaivled 1 au

- 181An 40 U 3w 6 au inlaufiRmudusgrwnnieannnudes wulaujun

= = [ 1 a wa @ & 1
ANULNBDARAITULA LLﬂ%lllLG]ZLIIR]LLW@W%QSUQUWM’]MIUU’NL’JUI"ZIG]’E)EJ’N@% 2 AU

ToYAINUUUABUA TN BN IO WNYDIITUT M INU T
Y a v v o [ a wa [ 1 ~ d‘
- WNUUIENAIY IT 9991 16 A hulauuRsuluedaunnieananuides 7 au
waztinlaufiRnuieanaudes 9 au teelidvinlassyinlidulaujofng
o A v av oA ¥ [y o [ a wa 3 1 csl
- winuUSENlLAETeU IT 9119 30 Aw WulaufuRsudusgiunniieanaiy
Ees 12 au winlaufiRmuiivanannudes 16 au wagldialausdndudesu iRy
vaulad 2 Ay
a v A ° I a wa [ i = = I
- g3fdA/Au 1w 16 AU BnlaufuRauluegrsnniieananuides 7 au asla

UfURmuitoanudes 6 au wazliwulawndnduiosujiRnuiioananuides 3 au

nndeyatduasulaiiglduinislidumela ergwitle uazirawau IT el dw
TnifianudulaufiRauulevisnsimuasianunuunsgiues NIST wazlidl

Y a ! (=3 1 a wa =~ U = 1%
m%Uiﬂ’]ii%u’ﬂluLG]EJIQL@EJLL&SI&JUQUGW]’]&JL‘LJEN"U']ﬂEJE)QJ?Uﬂ’D’]ﬂJLﬂEJ\‘]lﬂ



a4

4.6 wnavszfiuuleuiensivuasiariuInidervguasdiaunssuy
Wieldunsussiuunuftidmivaseasuuleuionsivunsiariiuivled euide

fyhnsasuaudifermgfaumsiiviaueiiudaeviels uasdiduugdufiududiu

Taths safsaouauldsinfauivledvesesdnssing fuuufdRuasulovisiiaue

aseAnuaseninsvnuiniauvseld

4.6.1 wauszfiuleunemsimunsiarunfidssvey
ndarauswuziunrnstvuaulsuglunsivunsiariuivlsduiagyssinnli
Wulumuunsgiuees a@nuw., NIST uag PCI DSS seinanisluite 4.3 AITeladnvinuug
UftRdmIuasnae Ul simuasiasiuivled wagaeunudiBomaiunisiamn
Fuledlidanadasnds il edssidunuiujiadanan Tneldsunisussidiuangifesnsy
I 5 ViU %‘ﬂLﬁuﬁiL%aa%ﬂiyjﬁlﬁﬁﬂﬂ’lﬁﬂﬁm Cyber Security Foundation Professional
Certificate — CSFPC waziaunIulgsisunus Product Leader nan1susgiiiufeiiuaig
Audolaueuuziangnn uadanaiuiisiduindudeseniiagdedulgliuinsuoaam
ulsuiennde lagamznsdentdsusianiutos s wemngldsmiianunseninglusu
aulaendsudenBudnsufiRulovefiiiauomils Feduuztindndnaenndesiusa
drarudulalunmsufoRnaulsvenistmuasiadudeilduanduidods s
TrEnstiulodesmsnsznindamssnwanudasnfovesteyaddnivluss uusae vl
anunsanmuadedsrua Uik uve s ldnulan ndeniuuInsgiy Arasdesduininis
dosud wiosnwinnuvasadsliszuunazinwianuvasndoundeyaveliving
oNfoE1UTUNTT scan AuUaenfees server agitulsedr msdmundnsnisdndstoya

Tuszuu Wudu

4.6.2 wauszEiuulguIgnIsNmMUAIENIUIINENRILTTUY

NToLAUDLUELUININISAvUaUlaueTun1siuasiarudUlsdusazUseLn e

[ o

Dulumuunsgiuves anuw., NIST waz PCl DSS dsinanddluiite 4.4.4 §37ulddnvin

a wa o [

wluRdmsunsraeuuleutenisivuasan vl wavasuaiu imuiszuuin

N (% !

in3esfloananthsadismmasening it uinwaunluduuloviensimunsianu
Aulwivela dnauniuleduesesdnsiifinsoutsdudaau wusuias wieuT¥m vendor
Y835U1ANT dlngiiianuasening luulguign1smruasianiuaangs wagiin1swmun
sruuludmdmunesguud widniuuiuledesdnsdug Snsimusiluisnisdmua
sariuuananefuludslalduiRmumnsgnluuisiade wleuisdiuanuenwazain

Fudouvassianundniswauiunnaesiuly Wngldlaaddswssiandeyai daiv



45

=

LWH9991n89ANS LU TN UTIAUN TR auwas bl lAin15AS 1980 UL UURENATIASA SIUD
Uniawsruuedhidladanuasemingludil Ashilawaunmnuunnsgiu uazueainaieile
dyc;f fv v W d' L) Y @ v

Iduuselevunudnimunssuunanunsa e o duweimialunswauIkasns 1988 U sE Uy

V999UlA



uni 5

A3UNaN15IBuaTUBLEUBUE

= a '3 a o dy 1 @ '3 1 1 =
nn15An¥IIATIERIuITelnuI i vlenvesntieeunieg Tuussinalve il
uleuren1snnuasar I ulus 1 uANEMILAZAMUTUT D UYDITWARWLIN e 22 1Auledain
3 =3 1 Y] ] a o lej o Y] % 41' ] v % Ly} 1 dl
anua 40 uledlungudiedwwesnuddel dusvulouianudun wu vuldswaniun
W98 AU SHARNUN LD NUTLLA N URAN UNI BLS 9N AUN U BT UANUA B NYS bid
Aulwalaaef U oRnuanuzdianingd swaniufinutesiyu 12345678, Password,

| [

Password123 szuudansgugesliimunsianuls wulddaindwaulilatinnuaseming
Tushunsiawiivledlivasadeludiuvesulovionisimunsianay wazldiniiesu
w3oasAnslansvdauaulasndei vledaingn uifasfoanyldaudoudiegs uasd
wlduduladudnienu odadlsfd muitedldinaueiznisnmaaevulovenisimun
s uiuledlagdedanannnsguideiuldluminesussing uagddanumnsgm
unsgIuanagazBeaiseyluunneunii i elvgiannliiluldasieseuszuulid
armannseBatu woiuauidedulvidulduins uazdldudseadulaufoaay

wlguiemsimuasiariuiing 1 wetlumssnwianulasnsedeyavesmn

5.1 Yaiauauuy
Wenauddeidinisfinviamezngudied v ivledines 3 ngudeiivled
wdeausy Aulednliusnsteneduduaziulednliiuinisiunisvisanisauazlsssy

o
a v v =

Snisdafnwivuszuniukenndeduvinty Fsllaguudldusnsdnlngldnuiusenndn
FuuuLafoiuNINTY NMIVLILNANITIATIENUTEUIENISAINUAT AU ULBLNNELATUilD
- a 9 a o i = & =t
foludsvmelne uagtauawwImaInmuzaddvkannainduldazUseinn Jududnnile
NAedaule waztaziiaUsElevdiudssmanngadu
A4 A A 9 ° o < ¢ a
iwseslenlylunisnsiaaeuaudasadvvesuleutglunisivuasiaruivleda
W lunuddelasunsussdiunngiamnseuuainunesdnsinty Jskuiinanisuseidiu
a [ ¢ 1 Y v (Y YU v v < (3 o LY a v o =
Welsgdnyinlaainanuasenidng Winudnwawnivled dmsunuidedaluaisdnig
Uszdfludmiliiaiiy wensisgeuintniauivlediinnussemindiuulouienisiinu

AN UNNTUNAIN AT D 9d 9 9Na



[2]

[10]

a7

LONE15D1994

suiAnsinewdled. 2023. PDPA w.5.u.Auasasdeyadiuyana Baslnddaiinnay
él'a\‘lj’:. [Online]. Available : https://www.scb.co.th/th/personal-banking/stories/
tips-for-you/pdpa-about-us.html

suIANSUsUsEIAlNe. 2023, EC_El 028 S2 Lﬂéaa?}lm'wmiviauﬁm. [Onlinel.
Available: https://app.bot.or.th/BTWS STAT/statistics/BOTWEBSTAT.aspx?
reportiD=875&language=TH

'
o w o Y

dinnuANENIINNIINTTNYIANLLUAAAfElI U TLIYIF. HINTFIULATIUY

a va

Ufjua [Online] Available: https://www.ncsa.or.th/standards-and-practices.html
dunsuianngsnssumedidnnsedngd. 2021. ETDA weyasdnaudiselne U 63
9yl 3.78 dudwum A1ad 64 Yeluil 4.01 druduuam. [Onlinel. Available:
https://www.etda.or.th/th/pr-news/ETDA-Reveals-the-Value-of-e-Commerce-
in-2021.aspx

AUINNUENALAIR. 2023, A9ANUB9U. [Online]. Available: http://service.
nso.go.th/nso/nsopublish/link/links.html#1

Blase Ur et al. 2015. “Measuring Real-World Accuracies and Biases in
Modeling Password Guessability”. In: Proceedings of the 24th USENIX Security
Symyposium (USENIX Security).

Christoph Breidert, Michael Hahsler and Thomas Reutterer. 2006. “A Review of
Method for measuing Wilingness-to-pay.” Innovative Marketing. : 2-32

D. Floréncio, C. Herley and P. C. Van Oorschot. 2014. “An administrator’s guide
to internet password research.” in  28th Large Installation System
Administration Conference (Lisal4), Seattle, WA. : 44-61.

Jenjira Lomchan, Rungrat Wiangsripanawan and Siamak F. Shahandashti. 2023
“The Comparison of Password Composition Policies among US, German, and
Thailand Samples.” International Joint Conference on Computer Science and
Software Engineering (JCSSE2023)

Jon A. Krosnick and Stanley Presser. 2010. “Question and Questionnaire Design.
Handbook of Survey Research Second Edition.” Emerald Group Publishing
Limited.

Kali Linux. Common Password List. [Online] Available: https://www.kaggle.com/



[19]

a8

datasets/wjburns/common-password-list-rockyoutxt

Kevin Lee, Sten Sjoberg, and Arvind Narayanan. 2022. “Password policies of
most top websites fail to follow best practices.” in the Proceedings of the
Eighteenth Symposium on Usable Privacy and Security (SOUPS 2022). Boston,
MA, USA. : 561-580

National Cyber Security Centre. 2023. Passwords, passwords everywhere.
[Online]. Available: https://www.ncsc.gov.uk/blog-post/passwords-passwords-
everywhere

OpenwallProject. Wordlistscollection. [Online]. Available: https://www.
openwall.com/wordlists/,2005.

P. Mayer, J. Kirchner and M. Volkamer, 2017. “A second look at password
composition policies in the wild: Comparing samples from 2010 and 2016,” in
SOUPS Thirteenth Symposium on Usable Privacy and Security. : 13-28.
Patrick Gage Kelley et al. 2012. “Guess Again (and Again and Again): Measuring
Password  Strength by Simulating Password-Cracking  Algorithms.” in  the
Proceedings of the 33rd IEEE Symposium on Security & Privacy (S&P).

Paul A. Grassi et al. 2017. “NIST Special Publication 800-63B Digital Identity
Guidelines. Authentication and Lifecycle Management.”

PCl Security Standards Council. 2016. “Payment Card Industry (PCl) Data
Security Standard (DSS) and Payment Application Data Security Standard (PA-
DSS).”

PWC. 2023. Thailand’s Personal Data Protection Act (PDPA): are companies
in Thailand ready. [Online]. Available: https://www.pwc.com/th/en/tax/
personal-data-protection-act.html.

Robert C. Hall, Mary Ann Hoppa and Yen-Hung Hu. 2023. “An Empirical Study
of Password Policy Compliance.” Journal of The Colloquium for Information
Systems Security Education. : 1-8

Semrush. 2021 Traffic Analytics. [Online]. Available: https://developer.
semrush.com/api/v3/ta/

Similarweb. 2023. Market Leaders. [Online]. Available: https://pro.similarweb.

com/#/digitalsuite/markets/webmarketanalysis/E-commerce_and_Shopping



49

[23]  Zoominfo. 2023. Search Retail Companies in Thailand. [Online]. Available:
https://www.zoominfo.com/companies-search/location-thailand-industry-

retail



50

Ly . r\q\“
Pagnant®

dy I dl Y o U v tﬂ' = 1 5 1 Y o ¥ & Y 14
nanstiluenasianulidmsunisldanuienisfinwvintu ldeygnlvmiluldussleviiunisén

Laidnsdilas viedu Snvainudlvidaudauilon wazsasaedatiadnvetenarsynasainisuntuly



AMARNUIN AN.

UNAUAYN LASUNITRINUN

unemdefilasunsiRuilunsasmadnnsseiuumnniluineriinugis
wandonduiollil
[1] Jenjira Lomchan, Rungrat Wiangsripanawan and Siamak F. Shahandashti. 2023
“The Comparison of Password Composition Policies among US, German, and
Thailand Samples.” International Joint Conference on Computer Science and

Software Engineering (JCSSE2023)

51



52

The 20th International Joint Conference on Computer Science and Software Engineering (JCSSE2023)

The Comparison of Password Composition Policies
among US, German, and Thailand Samples

Jenjira Lomchan Rungrat Wiangsripanawan Siamak F. Shahandashti
Dept. of Computer Science Dept. of Computer Science. Dept. of Computer Science
School of Science School of Science University of York
King Mongkut's Institute of Technology King Mongkut's Institute of Technology York, United Kingdom
Ladkrabang Ladkrabang siamak.shahandashti@york.ac.uk
Bangkok, Thailand Bangkok, Thailand
60605073 @kmitl.ac.th rungrat.wi@kmitl.ac.th

Abstract— The study by Mayer, Kirchner, and Volkamer
published at SOUPS 2017 showed that the password composition
policy (PCP) strength of both the US and German websites was
not influenced by the security but by the usability features of the
websites. Surprisingly, the PCP strength of the banking website
category was the lowest, whereas the government website was the
highest. Our aim in conducting the first study is to find whether
78 Thai frequently used websites in 2018 would yield the same
surprising results. Our finding showed an opposite perspective,
the highest PCP strength was from the banking websites,
followed by university and government websites, respectively.
Two more security features were added to our study: 2FA and
HTTPS. Although some German websites employing 2FA
allowed lower PCPs for better usability, Thai websites with 2FA
did not loosen the password requirements. Also, employing
HTTPS did not impact the PCP strength. The study with Thai
websites was reinvestigated in 2021, two years after the Personal
Data Protection Act (PDPA) was announced. The result showed
that the median PCP strength of all Thailand samples had grown
from 26.6 in 2018 to 31.0 in 2021. The banking websites still
retained the highest PCP strength. A significant change appeared
on the government websites, increasing from 29.9 to 40.4. In
summary, the security features such as the size of services, and
values of assets which play no part in beth the US and German
PCPs were heavily concerned by Thai websites. Government and
university websites in Germany and USA gave much higher PCP
strength than those in Thailand. The Thai government's PCP
strength sharply increased in 2021 due to the privacy law.
Nevertheless, it was still lower than the results in Germany and
USA in 2016. Therefore, the criteria influencing PCP vary
depending on the country.

Keywords—Password Composition Policies (PCP), Website,
Thailand

I. INTRODUCTION

Generally, all websites use username and password for
authentication, and password composition policy (PCP) is
often the first line of defense. Users create their passwords
following the website policy. Strong policy tends to provide
better security. For example, a password must be at least 8
characters with a mix of letters, numbers, and symbols.

Our research has two phases. The first phase was done in
2018 to replicate Floréncio and Herley [1] and Mayer,
Kirchnerand Volkamer [2] works by exploring their
mechanisms with Thailand websites. The initial objective was
to compare PCPs in Thailand, Germany, and the US (data
from [2]) and to find both the security and usability of website
features that affected the PCP strength. By the time this study
was conducted, Google had announced the move from HTTP

979-8-3503-0050-5/23/$31.00 ©2023 IEEE

to HTTPS. Therefore, the study also examined the strength of
PCP in HTTP and HTTPS websites to find whether websites
with HTTPS had better PCP strength than HTTP. In addition,
as two-factor authentication (2FA) was predominantly used in
websites that seem to require high security, it is added as
another security feature that may influence PCP strength. As
Thailand released a new privacy law called Personal Data
Protection Act in 2019 [3]. it is interesting to find whether the
law influenced PCP strength. Hence, the same Thai websites
as in the first study were reinvestigated in 2021. The aim of
the second study includes whether security and usability
features had changed their effects on Thai websites over three
years.

QOur first phase's results showed that Thailand samples
generally had similar PCPs to German samples, but their
policies were weaker than the US samples. Thailand gave
opposite results to websites in USA and Germany. To
illustrate, Thai banking websites gave the highest median PCP
strength values, whereas the government websites resulted in
the lowest. Unlike websites in USA and Germany that had
effects from usability features: "user has choice" and "site
advertises", websites in Thailand had no effect or trivial
effects from these two features. A new feature like 2FA
affected Thailand samples' PCP strength in 2018.

The reinvestigation in 2021, after the Ministry of Digital
Economy and Society announced a new law on personal data
protection in 2019, showed that 12 websites had stronger PCP
strength. and 2 websites had weaker PCP strength. 61 websites
did not change their PCP strength from 2018 to 2021. The
government websites had improved their PCPs, but their
strength was still lower than in other countries. For the security
and usability features that affected the PCP strength, samples
in 2021 gave similar results to samples in 2018. That is,
Thailand websites did heavily concern with security features
with little attention to usability features. Also, the median PCP
strength of the banking websites was much higher than others,
although 2FA was employed.

II. RELATED WORK

For finding Thailand website samples, a similar
methodology as in Preibusch and Bonneau [4] and Seitz et al.
[5] was used to find traffic rank websites from Alexa ranks to
analyze top, high, medium, and medium and low website
traffic. Kirchner and Volkamer [2] found that German banking
website samples use 2FA for a complete payment transaction,
and the PCP strength of such sites was relatively low since the
security of the systems did not rely on a password only.
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TABLE L MEDIANS OF THE FIVE SAMPLES'S PCP STRENGTH.
The median of PCP strength
Sam- | Over- Traffic rank Bank | Uni. | Gov.

ple | all 77T High | Med | Low
USA | 357 | 199 | 199 | 362 | 199 | 310 | 41.7 | 47.6
2010
USA | 414 | 266 | 415 | 465 | 299 | 357 | 476 | 52.7
2016
GER | 266 | 266 | 258 | 199 | 266 | 166 | 30.8 | 47.6
2016
THA | 266 | 199 | 266 | 166 | 133 | 41.4 | 41.4 | 299
2018
THA | 310 | 266 | 266 | 183 | 199 | 41.4 | 47.5 | 404
2021

III. METHODOLOGY

Our findings in both phases replicated the study by Mayer
et al. [2]. Their approach was applied to corresponding
Thailand samples to compare with the original research. We
added three additional attributes: method to find PCP strength,
HTTPS, and 2FA. To illustrate, the "method to find PCP
strength”, is a way to find minimum passwords. There are (1)
hints from the website and (2) the researcher did create a new
account. (3) PCP documents from the website and (4) asking
others to log in (such as asking the nurse to log into the
Ministry of Health website). We use the Wilcoxon rank sum
test [6] for finding whether the feature had affected the PCP
strength. It is doubtful that the result where banking websites
had the lowest PCP strength would have occurred in Thailand
as well. Hence, there are 5 following questions.

RQI: How does the PCP strength of Thailand 2018 sample
compared with those in the US and German samples?

RQ2: Which website features have effects on the PCP strength
of Thailand, the US, and German samples?

RQ3: Does HTTPS protocol affect the PCP strength of
Thailand samples?

RQ4: Does 2FA affect the PCP strength of Thailand samples?

RQ5: Which website features that affect the PCP strength of
Thailand 2021 sample change after the PDPA?

3.1 How to identify the samples of Thailand websites

Password policies from 78 Thailand websites were
gathered and listed in Table I. The websites were classified
into the top, high, medium, and low traffic websites, bank,
university, and government websites. We used Alexa to rank
1 to 20, 100 to 110, 490 to 500, and 1000 to 1010 for the top,
high, medium, and low traffic. The banks were Thailand
commercial bank's highest assets in Q4 2017, provided by the
Stock Exchange of Thailand [7]. We found PCPs from Internet
Banking websites in the bank category. The universities were
the 10 largest Thailand universities from student enrolment
based on the official of the higher education commission and
the top 10 of the best-rated computer science department from
Thailand University Central Admission System [8]. The
government websites were the 10 highest traffic websites with
.go.th and .or.th at Alexa ranking. For the Thailand 2021
sample, the same websites as in the Thailand 2018 sample
were reinvestigated.

3.2 Identification of PCP Strength

The PCP strength of both Thailand samples were
calculated with the same method as in the original study.
Where possible, we tried to create an account on the website,
but if not, we would find PCP documents or hint messages on
the website. For university, and government websites where
we could not register an account and could not find PCP
documents, we contacted officers who had accounts for their
organization password policies.

3.3 Calculation of PCP strength

For finding password composition policy strength, we used
the minimum strength as in [1] and [2]. The calculation is as
follows:

PCP strength = Nin X log2 Conin

Nin is the minimum length and Cy, is the cardinality of
the minimum character set required. For example, the at least
6-digit password policy strength would be 6 X log, 10 = 19.9
bits, whereas the at least 8-character mix of letters and digits
policy strength would be 8 x log (26+10) = 41.4 bits, and
the at least 8-character uppercase and lowercase letters and
digits would be 8 X log:; (26+26+10) =~ 47.6 bits.

3.4 Experimental Features

Our research considered features from [ 1] and [2]. Security
features are (1) Are Password Policies Based on Observation
and Evidence? (2) What is The Size of the Service? (3) What
is the Value of assets? Usability features are (1) Is Advertising
Accepted? (2) Does the Site Advertise? and (3) Does the User
have a. Choice? We also added two additional security
features: 2FA and HTTPS.

IV. RESULT

We have gathered the result of both the Thailand samples
and presented them in Table I. The results of each feature
including the answer to the questions are as follows:

4.1 ~PCP Strength

To compare PCP strength of each country, we use their
median values as in [1] and [2]. The overall PCP strength of
Thailand 2018 sample was 26.6 bits which was equal to the
German 2016 sample. Table I shows the value of PCP strength
of each category in all samples. As previous work, the median
values are used to represent the PCP strength of each sample.

4.2 Size of the Service

Table II shows the number of active users and PCP strength
of selected websites from Thailand 2018 sample. The first five
rows were the most popular sites as of 2018 [9], based on the
number of users. The last five rows were the university
websites chosen from the top five with the highest number of
students enrolled in 2018 [10]. Google, which ranked No. 1
and had the highest number of users, gave PCP strength at
26.6. Prince of Songkla gave higher PCP values (47.5) than
Ramkhamhaeng (26.6), although their number of users was 5
times lower. Hence, the size of the service obviously has no
effect on the PCP strengths.
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TABLE IL NO. OF ACTIVE USERS AND PCP STRENGTH OF THAILAND
2018 SAMPLE (TOP TRAFFIC WEBSITES AND LARGE UNIVERSITY WEBSITES).
Size of service

Site Users Rank Min. Strength
Gmail 1.5B 1 26.6
Facebook 22B 4 19.9
Line 02B 8 31
Lazada 8M 9 31
Pantip SM 5 19.9
Ramkhamhaeng 222,023 252 26.6
Kasetsart 66,726 67 414
Sukhothai Th hirat 61,935 259 59.5
Mah kham 45,273 268 133
Prince Of Songkla 40,443 88 47.6

4.3 Talue of Assets

Thailand 2018 and 2021 samples show the opposite results
for bank and government websites from those in the US and
German samples. Table I shows the median PCP strength of
each category for all samples. Thailand banking websites had
the highest (41.4 bits), but their government websites had the
lowest PCP strength of all five samples (29.9 bits in 2018 and
40.4 in 2021).

4.4 Advertising Accepted

Some websites accepted third-party advertisements to earn
some money, but others do not. Table III shows whether a
website accepts advertisements from a third party or not. Most
top-traffic websites supported ads, whereas bank, university,
and government websites did not. A Wilcoxon rank sum test
indicated that websites displaying third-party advertisements
had significantly weaker PCP strength than those that did not
display advertisements in the Thailand 2018 sample (W =
1000, p <0.001) and the Thailand 2021 sample (W = 1000, p
<0.001 in 2018 sample and W = 1058.5, p = <0.001 in 2021
sample).

4.5 Site Advertises

Some websites place advertisements on other websites to
increase their traffic. We used Google Ads for tabulating
whether a website placed advertisements on other websites or
not. Table I shows this result. All top-traffic websites placed
advertisements where bank, university, and government
websites did not. A Wilcoxon rank sum resulted in a rejection
of the hypothesis that there was a difference in PCPs between
websites placed advertises on other websites and those that did
not in the Thailand samples (W =447, p = 0.4777 in the 2018
sample and W = 339.5, p =0.8261 in 2021 sample).

4.6 User Has Choice

Many sites such as Facebook and Google, their users have
achoice to choose the websites” services. All five samples from
USA 2010, USA 2016 (W = 976.5, p < 0.001), German 2016
(W =780.0, p=0.004), Thailand 2018 (W = 1174, p <0.0001),
and Thailand 2021 (W = 1123, p <0.0001) show that all
samples that implemented this feature have lower PCP
strength. None of the government websites in all samples
allowed this feature. None of the banking websites except
PayPal in Germany and USA allowed this feature either. To
emphasize for Thailand 2018 and 2021 samples, this feature

was not allowed on government and bank websites at all in both
samples.

4.7 HTTPS Protocol

Nowadays, many websites use HTTPS to increase the
security of data transmission. Table IV shows PCPs and
websites whether they used HTTPS or not. For Thailand 2018
sample, all bank and top traffic websites used HTTPS. Most
websites for each category used HTTPS except the
government. For Thailand 2021 sample, all government
websites used HTTPS. A Wilcoxon rank sum test supported
this finding, resulting in a rejection of the hypothesis that there
was a difference in PCPs between websites using and not using
HTTPS protocol | in the Thailand samples (W =569, p=0.7315
in the 2018 sample and W =8, p=0.0327 in 2021 sample).

4.8 Two Factor Authentication (2FA)

Since the 2018 sample, all Thailand bank websites required
2FA or two-step verification to increase their website security.
Unlike the German sample, the median PCPs of these websites
were still very high and higher than non 2FA websites. Since
the Bank of Thailand introduced a new regulation to facilitate
the Know-Y our-Customer (KYC) process for account opening.
All bank websites using KYC for account opening must use
2FA for payment transactions via Internet Banking websites.
In 2021, any website with an online payment method must have
a KYC process to make the payment transaction. For example,
the Lazada website requires two-step authentications for
opening an e-wallet account and requires 2FA for purchasing
above 1,000 baht. Email services and social media websites
also provide 2FA in addition to passwords such as OTP,
authentication apps. and security keys.

Consequently, this finding is supported by a Wilcoxon rank
sum resulting in accepting the hypothesis that there is a
difference in PCPs between 2FA-deployed websites and 2FA-
nondeployed websites (W = 228, p = 0.008 in the 2018 sample
and W =251, p=0.0163 in 2021 sample).

4.9 Password Policies based on Observation and Evidence

We used the same methodology as the Mayer, Kirchner and
Volkamer [2] study to find password breaches or leaked data.
We found that only one website increased the PCP strength
after the found breach (booking.com) [11]-[19]. The other 10
websites remain unchanged as some websites already set
higher PCP strength and enforce 2FA. There are 13 websites
that did not find a password-related breach or leak but increased
the PCP strength.

V. DISCUSSION

We investigated the effects of website features to compare
the PCPs in different countries and over time. We discuss the
finding answer to our research question in the following.

TABLE IIL THE MEDIAN PCPS ACCORDING TO USABILITY FEATURES.

User choice Advertises Accepts ads
" Yes | No | Yes | No | Yes | No
USA 2010 199 | 416 | 31.0 | 357 | 199 | 4l1.1
USA 2016 266 | 476 | 476 | 414 | 199 | 476
GER 2016 262 | 310 | 229 | 266 | 266 | 26.6
THA2018 | 199 | 414 | 266 | 266 | 199 | 32.1

THA2021 | 21.6 | 414 | 288 | 332 | 310 | 414

Sample
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5.1  How does the PCP strength of Thailand 2018 sample
compared with those in the US and German samples?

In this question, Thailand 2018 sample is compared with
the US and German samples using the median PCP strength
value of each website category. As can be seen in Table I, the
overall PCP strength of the Thailand 2018 sample (26.6) is
equal to the German 2016 sample and lower than the US
samples (35.7 and 41.4). For top-traffic rank websites, the PCP
strength of Thailand 2018 sample (19.9) is equal to the USA
2010 sample and lower than other samples (26.6). For high-
traffic rank websites, the PCP strength of Thailand 2018
sample (26.6) is lower than the USA 2016 sample (41.5) but
higher than other samples (19.9 and 25.8). For medium and
low-traffic rank websites, the PCP strength of Thailand 2018
sample gives the lowest values which are 16.6 and 13.3,
respectively. For the university websites, the PCP strength of
Thailand 2018 sample (41.4) is higher than the German 2016
sample (30.8) but is lower value than both USA samples (31.0
and 35.7). Banking website category in the Thailand 2018
sample has the highest PCP strength (41.4). This value is much
higher than other samples especially the German 2016 sample
(16.6). In contrary, the Thailand 2018 government category
has the lowest PCP strength (29.9) comparing with the USA
2010 and the German 2016 (47.6) and the USA 2016 (52.7).

5.2 Which website features have effects on the PCP strength
of Thailand, the US, and German samples?

As shown in [2], security features did not affect the PCP
strength of samples in US and Germany, but usability features
did. However, the security features greatly affected the PCP
strength of Thailand samples. Features like Site of Service and
value of resource protected heavily influenced banking
websites in Thailand. Unlike Germany and the US, their
banking websites had the lowest PCP strength, and the PCP
strength of Thai banking websites were the highest. Even
though 2FA was deployed, the Thai banking websites’ PCP
was still very high. Conversely, the Thai government websites
had the lowest values whereas the US and German government
websites” PCP strength were the highest. The Advertising
accepted aftected the PCP strength in both Thailand and USA
but not in German. Site Advertises did not affect the PCPs in
Thailand. User has choice feature affected the PCP strength in
all five samples for websites that implemented this feature.

5.3  Does HTTPS protocol affect the PCP strength of
Thailand samples?

HTTPS protocol is not affecting the PCP strength in the
Thailand sample. The result of our study shows a combination
of PCPs between that website using HTTPS protocol and not
using HTTPS protocol. Some websites use this feature but still
have low PCP strength and some websites not using that have
PCPs is high. However, our results show almost websites in
top-traffic, high-traffic, medium-traffic, university, and bank
websites use HTTPS. For government websites, the 2018
sample found 5 in 8 websites not using that, and in the 2021
sample all government websites used HTTPS.

5.4 Does 2FA affect the PCP strength of Thailand samples?

2FA had affected the PCP strength in the Thailand samples.
Websites that require this feature would have very high PCP
strength. These websites provided mostly provided online
payment transactions such as banks and e-commerce websites.
The median PCP strength of the 2FA websites was higher than
non-2FA websites. It is the opposite result from Mayer,
Kirchner and Volkamer [2]. Their study concluded for German
samples with 2FA that PCP strength could become smaller
because 2FA was implemented. For Thailand samples, apart
from bank websites, there were 2 websites (lazada.co.th and
rd.go.th) in 2021 that changed to use 2FA, and PCP strength is
still high.

5.5 Which website features which affecting the PCP strength
of Thailand 2021 sample change after the PDPA?

The median PCP strength of the Thailand samples has
grown significantly from26.6 bits in 2018 to 31.0 bits in 2021.
The increase in median PCP strength is caused by 12 websites
changing to have stronger PCPs. However, there were 2
websites having weaker PCPs. The remaining 61 websites did
not change their PCPs from 2018 to 2021. For the PCP
strength of the government websites, it has increased from
29.9 bits in 2018 t040.4 bits in 2021. In 2019, the Ministry of
Digital. Economy and Society announced a new law on
personal data protection (PDPA). Consequently, most
organizations were conscious of collecting and disclosing
personal information, so they improved their website security.
Increasing PCP strength is one of the mechanisms used. As
can be seen in Table IV, the websites such as the Revenue
Department (government), Kiatnakin Bank, and Chiangmai
University had significantly improved their website PCP
strength from 26.6 to 47.6, 19.9 to 41.4, and 19.9 to 47.4 bits,

respectively.

According to information in subsections 4.2 to 4.9,
features that affect or do not affect the PCP strength of
Thailand 2021 sample remain the same features as in 2018
sample. Therefore, the rising PCP strength of the Thailand
2021 sample is likely to be influenced by the PDPA law.

VI. CONCLUSION

We presented a replication of the study by Mayer, Kirchner
and Volkamer [2] to answer two research questions: (1) a
comparison of password composition policies across country
borders, (2) a comparison of website features that affect PCP
strength across country borders. And answer our research
questions, whether (3) HTTPS protocol and (4) 2FA affect PCP
strength in the Thailand sample or not.

For the first contribution, the overall PCPs of the Thailand
and German samples are equal and lower than the USA
samples. Thailand bank websites show the highest PCP
strength, but government websites give the lowest PCP strength
of all samples. For the second contribution, User has choice has
affected the PCP strength of all samples, but the Site advertises
does not. Advertising accepted has affected the PCP strength in
the Thailand and USA samples but does not affect the German
sample. HTTPS protocol does not affect the PCP strength in
the Thailand sample but 2FA has. Lastly, the PCP strength of
the Thailand sample has grown significantly from 2018 to 2021
possibly due to the PDPA law.
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Min. Size Min. Accept Places User v
| Traffic | Y | Length | Charset | str Ads? CUTAds? | (Choice At F] | 2FA
Rank | g 120 IT’zo 20 | 20 | 20 20 | 20202020 | 20 | 20 }-20 [20 20 1 20
18 21 18 21 18 20¢ 18 4421 4 183 21 18 | 21418 | 21 18 | 21
Top Traffic Sites
. google.co.th’ 1 [HA 8 8 101110} 26.6 1266 [y n n y yllyToJo
facebook.com® 4. A 6 6 10 10 199 | 199 1y y y y y y y¥| BY O 0
pantip.com 5L A 6 6 10 10 19.9 199 vy y n n y (7 y y O | O
line.me 8 [ (A 6 6 36 36 | 3K0 \C3L0S| . Yy ‘% y Yy b.Y | ¥ y M | M
lazada.co.th 9 [rA 6 6 36, | 36m=31.0 | 310 | 0 n >4 y y y y y - M
live.com 10 A 8 8. (736|364 414 [[MA Ty | ylen| n [ yhyly |y | -10
wikipedia.org 11| A 1 8 10 10 3.3 266 | n n n n_ | &y Y& & y - -
sanook.com 2] A 6 6 10 10 19.9 LAY 5 n n % | y y -
instagram.com B[ A 6 6.1 10 | 10 | 199 99V yilnyd n [ ahy Iydl vy [y O] O
kapook.com 14 A 6 6 10 10 199019917y | y n n vyl & yly - -
yahoo.com 15gF A 9 9 10 4 N0/ 29.F F 295y y n n y y y y (0]
twitter.com 16 | A 6 8 10 10 199 | 266 | y y n nd Wl vy y |y - o
shopee.co.th 18| A 8 8 52 52 | 456 | 456 n n y S y y y y M| M
wordpress.com 19 THA 9 =4 26 | 26 | 42.3%4 423 Y. |y Yo¥ ¥ y y y |y - -
dek-d.com 20 LA 6 4 plofne [A199°h B3Py [ yifn ffn [y [y [y [y - -
High Traffic Site
agoda.com 100 | A 8 8 10 10 | 266 | 266 | y y b4 Y y y yly - -
ais.co.th 103 | A 8 8 62 | 62 | 476 | 47.6 4y n n n y y y y MM
shutterstock.com 104 | A 8 8 10 101266 | 26.6 n n y y y y y |y - -
booking.com 105 | A 8 10 10 | 62 26.6 | 595 n n y y y y y y - -
pi com 106 | A 6 7 10 10 199 | 233 n n n n y y y |y - -
notebookspec.com® 107 | A 4 10 13.3 y y y y -
hidol.ac.th 108 | H 8 8 36 | 36 | 414 414 n n n n y y n y - -
lai.com 109 | A 4 4 10 10 13.3 133 y y y y y y n n - -
nanamovies.com 110 | A 5 5 10 10 16.6 16.6 n n n n vy y vy y - -
Medium Traffic Sites
Jjobtopgun.com 490 | A 6 6 10 10 19.9 19.9 y y y y vy y y y - -
sritown.com 492 | A 4 4 10 10 13.3 13.3 y y n n y y n y - -
efinancethai.com 493 | A 4 4 10 10 13.3 133 y y n n y y n y - -
asus.com 495 | A 8 8 10 10 266 | 26.6 n n n n y y y y - -
fictionlog.co 496 | A 6 6 10 10 19.9 19.9 n n n n y y y y - -

217



The 20th International Joint Conference on Computer Science and Software Engineering (JCSSE2023)

57

Min. Size Min. Accept Places User 7
e Trafic | ' | Length | Charset Stength _|_Ads? | _Ads? | Choie HTIES! | 2FA
Rank FI° 20 20 20 20 20 20 | 20 | 20 | 20 | 20 | 20 | 20 | 20 | 20 | 20
18 21 | 18 | 21 18 21 18 | 21 | 18 | 21 | 18 | 21 | 18 | 21 | 18 | 21
theasianparent.com 497 | A 6 6 10 10 19.9 19.9 n y n n y y y y - -
hdzog.com 498 | A 5 5 10 10 16.6 16.6 y y n n vy vy vy y - -
ookb ics.com 499 | A 4 10 133 n y y n -
online-station.net 500 | A 5 5 10 10 16.6 16.6 y y n vy v y y vy - -
Low Traffic Sites
di y.co.th 1001 | A 6 6 10 10 19.9 199 | vy y n n y y y y - -
llstmetcoth 1002 | A 6 6 36 | 36 31.0 | 31.0 n n n n y y v v - -
d: com 1004 | A - 4 10 10 133 133 y y n n y Y n n - -
forexfactory.com 1005 | A 1 1 10 10 33 33 y y n n y y y y - -
pastebin.com 1008 | A 4 12 10 10 133 | 399 n y n n y y y y - -
thaithesims4.com 1009 | A 3 3 10 10 10.0 10.0 y ¥ n n y y n y - -
tradingview.com 1010 | A 7 7 T O e e~ L) n n n y y y y - -
Bank
Bangkok Bank 1| A 8 8 36 | 36 | 414 | 414 n n n n n y y | M| M
Siam Commercial 2 |Lg® 8 8 36 | 36 | 414 | 414 n n n y y M M
Bank
Kasikorn Bank 31 A 8 8 36 36 414 | 414 n n n n n n y y M M
Tisco Bank 4| P 8 8 88 M\ 88 \| /S17/|7/5K7 -~ n n n n n y y M M
Thanachart Bank® S|P 6 10 19.9 n n n y M
Kiatnakin Bank 6| P 6 8 1 36 199 | 414 | n n n n n n y y I M M
Bank of Ayudhya . 8 8 10 | 36 266 | 414 | n n n n n n y y M | M
Krungthai Bank 8| B 8 8 62 |-36 | 476 | 414-|.n n n n n n y y M| M
Land and House (- 8 8 369136 || |4h4- | 1@~ S n n n n n y y M | M
Bank
TMB Bank’ 10 | H 8 8 36 | 36 | 414 | 414 | n n n n n n v y M| M
Universities
Ramkhamhaeng 222023 |£C 8 8 10 10/{126.6 1266 | n n n n n n ¥y y - -
K 66726 | C 8 8 36 | /62 | 414 | A76 | n n n n n n y y - -
Sukhothai 61935 | C 10 0N 62| 620 H[09.51 IEH9. W n n n n n y y - -
Thammathirat
Mahasarakham 4527 € 4 4 10| To1133 |N133gt o n n n n n y y - -
Prince Of Songkla 4044, H 8 8 62 | 64 476 | 480 n n n n n n y y - -
Khonkaen 387122 | C 10 N 6 | Aa9es | B15 TR n n n n n y y - -
Chulalongkom 37036 | C 6 6 10 ISl 9 Lo n n n n n y y | - -
Thammasat 36166 | C 6 6 10 110 BN 1351 'n n n n n n y y - -
Chiangmai 36117 | C 6 8 10 61 199 | 474 n n n n n n y y - -
| Burapha 33940 | H 8 8 62 167 |.47.6 ) 485 |'n n n n n n y y - -
Universities with top CS departments
Chulalongkorn 282-|, C 6 6 i A canin: Pl dPULY - NENE w ST ¥ ] - -
K 1582 | C 8 8 36 | 62 | 414 | 476 n n n n n n y y - -
Thammasat 532amg 6 6 10 10 19.9| V19944 n n n n n n vy - -
Chiangmai 554% &, 6 8 10! 61 199 1474 | n n n n n o |y y - -
KMITL 739 | LA 8 10 + 36 1 62 | 414 1 595 | n n n n n n n y - -
KMUTT 307 [LC 8 8 62 |77 1 476 |/ 501 n n n n n n n y - -
Khonkaen 622 | € 10 20 ] 263\ 62 W I59.5 | 3954 A n n n n v .¥ i y - -
Srinakharinwirot 184 | C 8 ) 36 || "B6l"a14 | (214 T\ n n n n n y y - -
Silpakorn 266 | C 8 8 62 | 62 47.6 | 476 n n n n n n y y - -
Buraph 554 | C 8 8 62 0Pl #76 AR5 i | n n n n n y - -
Government Sites
moph.go.th 86| C 8 8 62 | 62 | 476 | 476 n n n n n n y y - -
obec.go.th 126 | H 10 10 10 10 332 | 332 n n n n n n n y - -
| gp go.th 153} H 7 7 10 10 233, 233 n n n n n n n y - -
rd.go.th 298 | P 8 8 10| .62 266 | 476 | n n n n n n n y - M
ocsc.go.th 310 | H 6 6 10-1710 BIEY 199 T n n n n n n Y y - -
dbd.go.th 383 | H § 62 | 62 | 476 | 476 | .n n n n n n n y - -
glo.or.th 408 | P 8 36 | 62 | 414 | 476 n n n n n n n y - -
ss0.go.th 445 | H 6 6 10 10 19.9 o fuud 99 n n n n n n y y - -

Traffic info from Alexa.com. We i

1

for sites 1-20, 100-110, 490-500, 1000-1010, and for the top 10 government sites. We di

not find policies for sites #6 (Movie2free. com), #17 (Thmmh co.th), #101 (Thailandpost.co.th), #175 (Tmd.go.th), #419 (Nhso.go.th), #491 (Dontaree.com)
#1003 (Aelitaxtranslate.com), #1006 (Thaijobsgov.com), #1007 (beinsport4k.com).
Google Account is also used on the site Google.co.th (#1), Youtube.com (#2), Google.com (#3), and Blogspot.com (#7).
Facebook Account is also used on the site Bugaboo.tv (#102) and Vonvon.me (#494).
Top 10 Thailand universities by 2018 enrollment.
Top CS Depts as top 10 admission.

The mean for MTFI (Methods to find it) H is Hints found in the websites, A is Created accounts, P is found in the PCP d

The nmn for 2FA (Two-factor

11

"

1. M is Mand:

) O is Opti

com

1
pec.com and

have been discontinued.
Thanachart Bank and TMB Bank merge company and use the same website
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