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2.1.2 auanysal (ntegrity) Auauysal Ao AMUATUAIY gnAas waglidds

wlandaeu arsawmanfinnuanysalduduarsaumeaniiluldselovdlaegagnsios
v o v o o = o a Y a 1 <

Asudu vilidemeg gnvinane vIegansevitluguuuudu 9 tiedavienisiigatdnisidu
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2.1.3 anunsould (Availability) anunseuld nuneds arsaumazgnidifimie
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Senldeuldegnesuiu lneglivseszuuduilasueyginwintuy mindugldvzessuuilila
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UM 2.1 fegresAusenaurasnnudunslasnievedoya

2.2 wnsgrulateale

International Organization for Standardization [2] fi® wu7891uf Auuawazld
117531U 15027001 Inetiedduanande 1S027001:2013 Uszmaile 1 n.a. 2013 dauiies
Fuusnusznaldadusndled 2550 (15027001:2005) ndsanUsznaldfldsunnuaylann
psdnsanAsguasionvuitilan tnanldnuuasvonisiuses (Certification) Useinelve i

WHEUSTaY NTUENYN 1S027001 wazven13usedlddns wu uitm dnus Wagwdu
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2.2.1 wmsgrulatesle 27001 (ISO/IEC 27001)

11957 1SO 27001 [3] Ad UIAIFINANAFINTUTZUUNITINNITANUUABANTDS
si’ljall”a (Information Security Management Systems : ISMS) mmgmﬁiﬁﬁmmuﬁm%’umi
Ussiluanuides mssenuuuiumsinmaraasafouarnsth Ui saudsnsuims
dansanuvasnioansgIu SO 27001 IesryuumnenisddunuuasnsuImsinnsi
sxtglunsinuinydeyavesinuliegrsaondy

- Information Security Management Systems
Information Security Management Systems [4] fia s¥UUN133ANISANNUARABYDITRYE
Huandwaneluesdng Tan/eunsaitiers lUaudenenumansiu ssdnynuuatuyn

AAYAAINNTTUA19A AT NITANTUNIITNTONNTIANITNSA UL DY AT IUIUNNTULA g T

3 =

dmsuasdnanis 9 Wussdnsfigdavlulnny Feyaddodudelfiuiaumanisudadu
LWﬁﬂsﬁqﬁjﬁasﬁayjaﬁuaﬂ'jwmﬁﬂmﬁﬂ@mmq 9 9813l WisposANIATIEULUTRIRAIRNL LA
014ls Wvneveaszuumsinnisanaasnsisvestoya (1ISMS) Aeifleuniasdoyatiaiis
Aruansslitugiavesesdng ialuuuvesulatiuaslnedyana
MaNNNTUBITTUUNMSIANIIANLUAeABYasteya Turariininiszuy 1SMS 1u
UftRduazuananstululuusiaresdng wilindnnisiiugiuves ISMS finnasdnsaedos iR
aandleliiAnUszansnmlunsundeminddumsaunavesesdns fegrmdnnissuag
fagtsuugiumaiiolugnsléfunsiusesasmsgiu IS0/ IEC 27001 teliszuy ISMS
Y9409ANITUIZANBHA B3AnsFaavhnmTAeszianudluiunissnwanulaendedmiy
uiaznindduamsauna wazthnisauaudiinunzausng o uldifelianunsaiuinw

Aunsndnananiilsedralasnsiy

- wAsgu 1SO 27001 Adewuszmealdiululng
99uusznausienesdu 1SO 27001:2005 uag 1SO 27001:2013 Inganmsgiu ISO 27001
Laildunmsgusguy 1ISMS wmsgiuwsn Tul 1995 nqu BSI (British Standards Institution) 161
fvuaLnsgIL BS 7799 TageBunetieniuisufdmiunsdnnisardasadovesdoya
Tud 1999 nau BSI Amunduiiaosesnasgiu BS 7799 Hufe BS 7799 -2 Tagsjatiulud
A8n15usruY ISMS LWUUR wasandnisudtalud 2002 wimsgiu BS 7799-2 lasauten

#8nN13 Plan-Do-Check-Act t0111U5¢N8U FId0AAR 03T ULINTFIUBY 9 LU 1SO 9000



wAsgIU BS 7799-2 1 mendsldgninnuszgndlilag 150 auluieunnaineul) 2005 39
Ieinaneidunnsgiu ISO/IEC 27001

2.2.2 wnsgulaweale ISO/IEC 27001:2013

wnsgulateale ISO/IEC 27001:2013 [5] A S2UUNIATFIUAIUAIINUADASE
ansauna (ISMS) 1unmsgrunissanisaadasnfovesteyaasauma 4 9ldudnnis
flugureseutuasannfuansaumna (information Security) fifiosddsznau 3 dau léun
C (Confidentiality) | (Integrity) A (Availability)

FEUVLINTFIU ISO/IEC 27001:2013 dn15Useegnaldnannis PDCA (Plan- Do -
Check- Action) Fufundnnisddglunisusmsdanisildfuunsvans ndnn1s PDCA 34
AMUANIRNTFIUNITANLLUNTIARAARBINILNINTFINEING ISO/IEC 27001:2013 LU N3
Favihulouns n3EUIUNT MIAMUANTTANLSURRATEU N1IAIUAN NNTATITEBY A3

Uszifiuaudes NM15I19UNUANNABLTEBINNNGSAR

- ISO 27001:2013 LLﬂﬂﬁiﬂQ/ﬁaziiLﬁNLaﬁJﬁlﬁﬂ ISO 27001:2005
Turestulnives 1SO 27001:2013 d7us2UUUINITANS (Management system) QN
Ufudsulidulunalassaanasgnilmifiasgnlduinsgu 150 fanun e Tnguszasd
véniflodninsadeyaasaumasinluislusunsuuargUnsalasaumelitinnasiuasis 1o
illassadidddaanuuazdonuvewnnsgiudig q Tussuvuimsdanisidu 150
Dulvlufiamafendu waraduayuliesdnsifinsiissuuuinisdanis (management
system) 1NANIMTaATEIUEIsamUT Ly nuUsTanuiuliluegied Tulassad
Tmififertmuatiomn 14 fearnidu 11 4o

Y

aendeululussuuuimsdanis (Weimunl-14) asuladad

- adfdaanuluieidu 2005 Tanuagndrgluegluiinsgiuleteale
27000:2013

- Wasumendld arniude “ISMS Policy” Wu “Information Security
Policy” TWdeifunansanniy

- Wasuemde TermuanisuiunsUssiiuanuidsefiasoazisen
Tovas Tumneamuinasimaden dmsuianslunmsussfiuaudes
Fannvanetu

- enansiidesdarh (Documentation) estuluiduiidesdarinonans

al5t9
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- pestulyl 150 27000:2013 wWinlufinagnglunisandunuressuy

- mMuualul @9 “Documented information” WNUT LBNATT LAY

v =

Tufin us3sniseuaufilisnminveady

- P9AMUALIBINITHAUY (Improvement) N1stasAuANLEsnI8UD3
Tayauwargunsal LY 151 PM gunsalansaunanivunluedng wag

¢

Jiuildeugunsalidngauazdade teanad1udenign1svinaui

9

SIUTUVDIDIANT

- nsUssdiuanudes fesdinisussliuniuauuazuilvegiane wsenis

o a v O < = a =
Vl’]ﬂ’]umﬁ‘lj@ﬂﬂuuuﬂ@LUuﬂ’i%‘U'JUﬂ’ﬁViUﬂUﬂﬁi‘UigLNU@’JW&ILE‘?EN

- UslewdiildFuanninimnsgiu ISO/IEC 27001:2013 Tuld
afeanuiilaliifugnd wiinau g wazdildnlfdaiisaiunsdanisteyauasszuu
asaumaiivasnds viensimuauleuieiazdegiunisazifindns uandifiufenny
Ungedeuazauiilndavesesdns anunsatiedseudanildansvesesdng drelvinsuis
npvsneuazngsuilouiiiedes vilviulalinesdnssiuiasinweuUaendsvesdoya
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2.2.3 dafmnunaIun13ineIAulaanienINNInggIu 1ISO 27001:2013

- wnsgulatedls 27001:2013 Usenaudie

Ul 2.2 sheghahdeiiinmsgletedle 27001:2013 fviun

(‘ﬁ&l’l: Tmm?’wwmmmj’m ISO 27001:2013 | ECS (ecs-support.github.io))

1A598519999010 597U 1SO 27001:2013 A93UN 2.2 wuallemeanilu 14 Wade
(Domain) @ auAagi17aUsenau18ing UsesatAduIuLANa 19y SIUREITIUIU 35
Tnguseasd (Control objectives) wazneliinguszasAusiazdoUsenaumeu1nsnisiunis

SNYIANNIUAIUADANY WANGNSAU SIULAD 114 U8 (Controls)


https://ecs-support.github.io/KM/customs/pages/knowledge/iso/structure/
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2.3 AMIUINNTIANTIANANLEES (Risk Management)
M3USMSTANISAIEES Risk Management [6] A9 NT¥UIUNITIUNITUTUITIANT

ANLEDS UTENOUMIY 2 @IUNAN 9
- @9 Risk Assessment (NMSUSELIUANULEE)

- Risk Treatment (N15AUANAIULEES)

Risk Management ISO 27001

nszuIUnIslunIsuImsTanisaudsadu Requirement nildlunisdnvinssuu
ISMS (Information Security Management Systems) #uu1a 3§14 1SO 27001 waziiotdu
! o o aa 1 ! °o = a a a v
druddgnilnaegmnienud LS MarANUTUTEAVTAIN VBITEUY ISMS LagiiuinTgiu
SO 27001 1y WanTeuasdlatinnsseydaisnisnazdeddlunisdani sanudes usegidle

= aa a Y} a ' ¢ ~ W 1% aa
"U\‘nﬁﬂq{LUﬂqi‘inqiﬁ]@IﬂqﬁﬂjquLaENGUENLL@@%ENWﬂﬁ@'ﬁ]llV’]'J']llLLmﬂﬁlqﬂﬂuvLﬂiﬂﬂaqﬂﬁaqﬂjﬁ

1%
v v

Fuivdnyaen1saliugsna AWnveteeAns uleugvesuims Wusu lngluunanud ay
NATAVANNITUAZUILIAIINAR YBINITUTMTIANITAUELI08190T19 9 Tnedlaensdeds

FBsvewslalagnig Immamﬂﬁﬁuﬁqgﬂﬁ 23

U 2.3 A981991519N15USINTIANITAIULEES

v

dl 2% s a o o
(N1U: 1nansleealesueliueIn19L3Enenes)



https://ecs-support.github.io/KM/customs/pages/knowledge/iso/structure/
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2.3.1 nMsUsEliuAMUEee (Risk Assessment)
N15UsEIUANLAES Risk Assessment [7] Aia AatFeagUwuusng o Monaneliiin
HaldemesatayadiAguarseuy / gunsaling q Nadvayunisvihulidiuteyadidgiled

U

' 1
aa !

Tnetuneuianiluturesmsusaifiuseiuresaruides (Risk Level) NiiaseseteyaLay
VENGAUAG ) Vos09AnT WiothAnudesiiiusedufiosdnsanusosensuld Tudniunis
munuuazuilvanudsduiunousiely
sefuratnidsd (Risk Level) Tnsunfiszduanudssazfinnsanain 2 Jade fe
- sy (Probability) Tunisfiasiindeanaala q 3u wazdelifin
ANUEEMIER TR aLALNING FUV098IANT Flneunfazaruiunilag

a 12

WINTUIINNTIASIERABANAIN / 3maeu ( Threat / Vulnerability

Assessment) NlsadoLakaENINGAUVDIDIANT FIAUNTAINTUDTTNS

AuANANULEeS Tileglutagdu (Existing Control)

- AUTULS (Severity) YaeAUEEMETRNAAATY FlagUnALAIUINAN
lAgNITNANTUIIN TeAUANUEIAY VaIToyansensndduly 4 Nilse

(3
NANT

Quantitative vs. Qualitative

n1sUseiumnd salaedauuin agviin1sussifiunas waneanmie o Juds
Qualitative 1839 nuansenusng 4 Heraindusedoyauasnindduresesdng o1aay
neliiAnamdsmelusuveaiiniu (@annsaialdluds Quantitative) uazdadini
Fomeuneegne 1y Jeidsanaznmdnuaivesesdng naidslenialuilegsia Jeo1aay
Useidiuandudaiuldonn violiaunsoussifiuaild fafuiedenld nsseduaiuuy
Qualitative 1y High Medium wag Low ( 3 S¥6U) 1380191909 5 S¥AU 150 7 S¥AU A
ANUMINZANVDIDIANT
Threat (fgAnA)

foana vuneds Jadsanneueniionadiuihieniensliinaudemese
foyauazningau vesesdng foanautienautdldifunasyszinn sndegnatu Soane
31nAY (N18luBeANs) 1Y N33 NMFYNNURANEIN AEANAININAY (ALUDNBIANT)
11U 115 Hack Social (19U NsvaaNINLaYa) N13ABIUIANTTU N5LATNTTU HEFTINYIR
i wsuduln Seanauananmiiadondilivanga wu 1$h duazess el
Vulnerability (3neau)

N33R INBaU 138 Vulnerability aziiansanandadungluvetesdng vie

yngeuvastayalarningdu lagund Threat uag Vulnerability 9z#8IgniiansanAIug
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fuld wszdideanauantadunieuenagdse widideya nindau wazssuuranTlil
yneeu Sugnauildauisavidunsiensensbiiinaudsmele Wy d1deanaude
o Qq' a v = P v A N . Y A
wilnauigniandnaseateenluudienaly User Account vasauiiiaeiiagun Login uite
v a ° av = a ¢ I i Al g
Ylugtoyansanseyiinisle Mhivsvasdfsiessuunauiumesvetesins neeuluiiiife n1s
Mesrnshiaunieiinoeudnsuesuana Ngnidaniwiealeaniamnesdnsiuudilaeviui Ay
d1esAnsiinszuaunisiunisifinasudndnisidnszuuiufiinineu ateen deanauiily
AU150YNTUATIEABITUULALT 0L AVBIBIANTIA NITAUNIN OTE U An0U N3
Vulnerability wa9szuuniglussnnsiiy Tuuisiienanesldismanaiadiuidiy iiieauml
yneauluife Logical 8958UU U N15911 Vulnerability Assessment TAUssUU IT U89

9ANT

2.3.2 A3ATUANANUIEBA (Risk Treatment)
15AIUANAINIAEY (Risk Treatment [7] As maidenlunisaiunuuazudloni
Hoailduugililuinasgiu 150 27001 tuileg 4 ma fe
1. msanamLdes (Risk Reduction) Ao MafiansamAslunisauay / ufluaany
\dosliianasunegluseiuiiesdnsanusason 3uld slusmsgiu 150 27001
FBnslunisudly / auauanudesilduusailiamn 127 Controls
2. mswoufuANIAEY (Risk Acceptance) Ao n37leadnsiaNsauudImuin nng
fufiumsudly / muauarudssiy lisnea lassanssyhldlumeufoR
w3 lAue wu aldarglunisaiiunisudly / avuau Syar gandgadives
foyauaznindauiazinsunies it} Gﬁuasﬁuqaaﬁﬁwmﬁﬁmi
3. MmAnidssnudes (Risk Avoidance) Ae nsvanidganandeslagenian
NIz wieningdu AnoliiAnmuidsdy Sufnaznssviudionns
utloanaudsadaeisnisd uifu lududunausslowdld annnsviaudae
AsvUIUnIsenSNEauTl o
4. nnsleuanuides (Risk Transfer) Ao nsfinnsanaislounnudeslliddy
SuRlavouiny Ly N3taUseiuy (Dudu
Control fiansnsnidenldifientseuauaudss o1autsesndu 3 Ussian feil

Physical Control fio NMSIALANEAINLINADUNINNIYABTLUNIZEL LT
- M39AA Access Control AauUANNISIAN — 88N
- MIIALUIUTNFARY 19U Data Center anaNWUNUHURNUUNA

- msdanuanealanng o Tiseuies
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Technical Control Az N3ldgaMALITUToRUNTAlaNTARITUIYIIAIVANLAETIANIS
AU Security 1tu
- Encryption
= Anit-virus
- Firewall

- Intrusion Detection System (IDS)
Administrative Control Aim nsdabndiuleuns seidsu 385U TR (Procedure)

n1sEneUTINWIEaNd T UUAAININILATIA BT TUNTALTUIUYDI8IANT TN

Third Party Wag Outsource
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N15ANWILAZRBNLUUNTZUIUNNS

Tuunilagnandsduneunisdiiunisveanisinyiuuamenisuiulgessuuing
AuUaendevesdeyaniuuinsgiuloeale 27001:2013 wu n1sfnwideyaini nsiiy
svsmdeya uagtuneumevhan masviienasuasmsuulidotduresgunsallefiuas
sruusing q Ihduldmuuinsgiuloweale 27001:2013 Tuwadedildfuseunune n1g
Usudesugunsalleiuazsenduiising qanelussdng nsvh Active Directory Tnggdmsi

AduUAUTUnUs s U

3.1 wwInen1sUSuUsesEuUihwnAuUaenievastayaniaannsgy 1SO

27001:2013

5UN 3.1 nusiuveansAnyuuInnsuiulssssuuinmanulaendevesdoyaniy
wwnsguletoale 27001:2013

HAnYIlPRONLUUAMTINTBITNSANYILLIMIINMIUTUUTISEUUShwAuUaensdy
yosteyamuumsgiuloteale 27001:2013 fagui 3.1 Tnefdmiazisudnudoyainnsgiu
.Aeuuleuns 150 27001:2005 way penluifusivsiudoyartsuaaingldeu (User)
nturzihdeyauusulidfunasgulntinuuleuis 150 27001:2013 wagaidunis
Usudesugunsallefiuazszuusadgldmuideilisuneumne Taenadesiuinnsgu
Tmiuazdainenansiftedsliiminuiinnsunseaeuuardinduinudlunouiazdadii

Uszyuvesesnnsoly
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3.2 AM38aNLUUNTEUIUMSUTUUTIssuUShwiauUaenisvasdayaniy
411937 1SO 27001:2013

5UT 3.2 mseaniuunszuiumsuTulssszuuinivianuUaensievesdeyanuinsgy
ISO 27001:2013
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N19%1911909N13ANBIUUINIINTUTUUTITEUUS NwIAuUaensdBve sty aniy
wmsguleeale 27001:2013 fegul 3.2 wdansvinueendu 4 Jupsu loun Tuneunis
Hususwdeya JureunisiideyaudieuiisuuasUsulidnduaiasgulml duneunis

Y VU

uwlvszuukavaunsallidenadesivunnsgiulua tunsun1sdninenaisuazasseligdnnis
iethasBuvesnsgusely Awandlugui 3.2 Felivunaunsvinnudial
[ v A [ v Y av v

1. unusdeyaiediuinsguleweale Tuidenlasuteunang

2. dhdayalseuiisusenineleteale 27001:2005 fulaedle 27001:2013

3. mntoyalafiiinisdsduldnievenimuafimieuiu ldunns19ain
wpsgdlnl Aaunsvhauasnsasudnyiiduenanslaviud

4. vndeyain1sdiduldvsetenvuai livilowds vsesveanluain
wnsgulnd gaavhasvihnisudludeyamaiubidutegiuielidenndesiuuinsgiuln

5. dedayauazionansluliiamihauinisassaeuaugndesveonans

gj d‘ o (% Yo [

waganasgIUnman Wethluusuldivesins

6. MNKIAN13aRIIR Nevdwaienansiviesins wiediluBuveunsgiusely

VYV o

7. winldldsunseud@angdanis Nevduenansmardundunligdnvin ud

Y

Lduudiy wielviaenadesiuanuieInIsveuImstasnsg Ul
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[

N1571191U909N15USUU TN U URNISUTISIANISNSNE AU ASgUN 3.3 WUINS

Y
[ [

viuesnidu 5 Tuneu laud Tureunisiudeyassuuwazaunsallefinemun duneunisih
Tayau1UseLiinndss Tunoun1InTIvdeusEuuLaraunsallefiuazitnistesiugesn
JunaunswasussuukazgUunsailefilidenndesiuuinsgiulud dunsunisdnitenans
wagdssialipsAnsiitethdstuvaannsgiusoly Awandlugui 3.3 Felltunaunsvinaudial
@ Y P v v A Yo

1. inudayaszuukavgunsallennmualuidauaysnen1silasuneunineg

2. M3thdayaunUsziluanuiaes

3. mndoyalaflufinnudss luansrsanuinsgului Aaunisvinau

o [ Yo a

anunsaauihuvinduenansaviug

4. vndeyaianudgmietenivuad limdsuiy vses1seenluain
wmsgulnd {inviagiinisesiaaeussvunazgunsallofiuagyinistesdudegniiiol
donAnpafiuNInsgIulng

5. Mnsvvunargunsallefidudusuniddnviasvinisidsussuuay
gunsaileiilvidenadesiuuinsguln

6. minszuukaraUnsalleriidusudeagtunielvdegudn Aaunisviau

o [ Y v a

anansauthnyiduenanslaviug

7. detoyauazionaslUInN159N190 51980 UANLYNFABITDDNATTUAY
wmsgIuiave Weiluusuldivesans

Y v va @ ! ' 4 3 d{' o d' !
8. MNEINN15eUiR Aazdssiatenansiviesdns iethluguveunsgiusely

YV o

9. winldl@sunisendifangdnnis Assdsenarsivaidunduu g Javin

Y

uwiludiudy welviaenndesiuaiudeinisvesuimsuazannsg il
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ITSP-002 : IT Asset Management (1105§1unN15LEAT0IRDUN MBS LAL LR IALIT)

Ui 3.4 ghagnanthunifadie ITSP-002 : IT Asset Management (3nAsg1unsld

LASDIABUNIMDSLATYINALIS
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5UN 3.4 Juntnvesiade ITSP-002 in3eneuiiames waz gunsalsellion %se

Y

a «

w3edidnnseiinddu q feudunsndduresesdns Mdnudendetunietsluedns vy
thiaiewFogunsnlviaduuldnulaglildfueug i Wsunsildsunelusdnsdeaiu

< 1 QJ
gendliTTavavdgnae NNy

A5199 3.1 AT LENIANULEBURITD TSP-002

Risk Management Likelihood (lanétin)

Impact fosun Urunang UaguIn

(Nansznu) (1) (3)

(%)

gaun (5) Medium(5,1)

Medium(4,2)

Medium(3,2) | Medium(3,3)
Medium(2,3) | Medium(2,4)

Medium(1,4)

g1(a) Medium(4,1)

Yrunans (3)

Yoy (2)

faaun (1)

Medium(1,5)

Tum131991 3.1 N15%1 Risk Management wua1 Aswsinn1susuniuleune ITSP-002 T
Julumamnasgrulnineesdnsiinnudesgauaziasasilunsiamanisalaniduuas

NEIT
- 11R3gIUNSIATOIRDNNILADS

TURBUNITINURIUN 3.5 Tnenluudisvuuneuiiunesuiasiy el
duusznauiuandiuesnly lngazUsenaumeniu 3 @ fe MilgUszaianana

(Central Processing Unit: CPUWga3191 (Memory Unit) wagyihegdndayaidiiay

v

wdgUszanana (/0 Unit) sdshuiefiansanuaiansnsawiingunisidauiiuy duegiv

nMsvihuveldnuvesiazniisnu Wewsnzauiunislidanu naldeduegiunis

G Y
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IT Standard Procedure

udv dnesiadaviayd Anda (Nunau)

ITSP-002: IT Asset Management (3nasgiunislziiasasnauiinasiazaanaing)

4 . : I P PR I and. ¥ i PR
L WILABST UAY 3 v\salnsaumanimunauq aavflunindduuavavans ildou

\iaudaduatalnaluasdns viuinedawiaailnsalxiie Suanldoulagbiladuauand
Tsunsuitldonume il lswsitiidudnsgnassanunguinewiniu

521 nesgunstdiaiasrauinens
1.1 dusauaisvinoiu (5.2.1)

Taahldudszuunaiiinasudariu avfidulsnaufiuansdroduaan’lyl Taoavlsznaudiodu 3
au da mibolsnananats (Central Processing Unit: CPU) ,wihoaaiuan (Memory Unit) , uaswiiaenin
dayunuammiaysanana (1/0 Unit) doifuisiadinsanusansautonaumstdoiu duagiumsvinou
2a9lEnuasudaymisnu tlawnzaudunisldou VeildasiuaddunisiunisauiGuasd fodulamn
22IMIIBITYY uazEuMIWNTaundhelavi ‘-ktﬁumsﬂsﬂmm'ﬁﬁoﬁ

o aawineashindaiuiassiu ahisuwinnustausdantsdutyl wialiduwinouisas
wumhihlfiidouananiuit witnoudhaane winoudhanseaia tatitumainouian
Humsayiinn gihonssunsiainomsivg wia sasnssumsiaiunenising

o anwieashimfasuiias dfnnadnuasiilsrangnwasnieatasnauiinainam
Tagh lashidudu$mssedy darwnems duly

o aawineashindaiunassiuniatduTlsunsuunsniiey (zu Tsunsimiosums
aanuuy AWAuwInL alilunsviuTagdunisaulidann daingassunsdaranisiual
wia savnssumseanemsina

o aawineasdeidrduniassiu s hinminowih lidaonfetayauasuiing

o awineasaVTaTIuIEY Az lviduminowiy luvidasaanuuy T Tdsunsuniiasiziu
Tisunsumeaumsaanuuy (Graphic)

o pawimasuuaiia awhinuwinouildonuinAuwuaanuuurianusasminsoialily
amsvinnulagrunmsaulfann fhenssumsdannanisual wia sasnssunisianansiveal

o I-Pad asliifuwineuiialalupmsvinouTagrunisawidann uronssunsdanonsinal
w32 savnssuMsHanuMsna

o indagitniludiineiu Wilalatedasiuvivuy sadieritu Mifluadassaianasuuuiintatu
uHun

2auniiy

wnsdlRdliinoadainisldicdasranfinaasuananuiouauasmombsumnatulad
asauvabiannsanauauadle Hiavzagnnsaduarasnsanmaualssnamingual assuns
Wawenstual sasnssunsiannenisinaindagiogannemsingawia talvimbenu wmalud
asaumaian Witllunsdidas

wname : 1RV saanuliddnslunisiudsoldsunasudludavlaluuinnedldama
munsan

Usunlgesngm : 15/09/2021, (2844 : Initial version 1.1 i : 2

JUN 3.5 Megrunsgiunisldinesnauiames
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a

AanURfumAlln USENY veanuligdnslunisusulsalisuwlanilutouls
AasanURnIeumaiiatldnuainuansay wWelisesiuiu Application g 9 v0UEW

wag technology vl 9 MAnTulagazyinisuTul et eles 1 aswiel

a 5 Y e 1 = a Y a
- ﬂammmaiiumqﬂ;ummgm%mwamaammmmw 3.2 haggunn

M0E19aguN 3.6
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A15799 3.2 M uansRuadRnumelinrapeuiwesiindaguLnsgIY

Detail Specification
CPU Core i5 Aansalisnndt 1.7 GHz
Cache Taisn3n L3 Cache awialitosndn 4 MB
Ram %in DDR3 #39fn11 vunlitounin 4GB
HDD yupauglitesndn 500 GB SanuFiseulsinni1 7200 pm
DVD DVD +/-RW Drive
Graphic Adapter fifleunin Intel® HD Graphics Sefni1

Pointing Device /

Multi TouchPad wazwuu TrackPoint %3870

Touch Pad

Monitor faenmaunlddesnit 15.6 2 wfia HD Anti-Glare LED
backlight LUU 16:9 AMNAZIBEANNBE1ILBE 1366x768 pixels

Audio 31 Port dn3utkuu Combo mic/Headphone Jack ag19uoy 1
Port

Ethernet Yosdeans RJ-45 1n5g1u 10/100/1000 Gigabit Ethernet 8¢
Uoe 1 104

WiFi Liveeninunsgiu IEEE 802.11 wuu a/b/g/n wae Bluetooth

I/0 Interface

- YouTaunD VGA 8oy 1989
- YouFauns HDMI %30 Display Port ag9toy 1 109

- «JpsApans USB agnsiios 3 4as (USB 3.0 ognetios 1 909)

Expansion Slot

PCl Express 2.0x16 at Last 1 or more
PCle 2.0x1 at Last 1 or more

Keyboard - flszuu Spill Resistant Liletosrugunsalngludieiesannms
vvinld
- f8nwsnenefiui@ad Keyboard 910159971
- 1l Function keys 12 keys

Mouse USB Optical Mouse

Chassis Small From or Small Desktop

Power Supply

Not less than 240 watt

Operating System
(0S)

Microsoft Windows Professional 64 bit

Web Camera

AMNAzLIEAlIAINT HD 720p 7iisyuu Face Tracking




Battery
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wile Lithium lon laitieenin 3-Cell up to 6 hr. or more

Other

- flvsunsudansgunsal igndesaungmane

- flusunsalunsdnyih Backup / Restore figniosnungmang

- QlUsunsulun1sdnnis Battery

- @nsaailun1svin System Recovery tansel OS dileywnasla
U

- 'ej;dﬂiiﬁﬁ’auﬂizﬂauﬁgmméfaqL‘f]uVLUmmmmﬂgmmﬂa FCC UL
EPEAT Gold Rating etc.

- 3 Year Warranty and Onsite Service (Next Business Day)

- Online Support and Download Utilities

~ fivosdm3u Express Card Slot fises3u Express Card /34

~ §1 Media Card Reader Slot wuu 4 in 1 uuufindenely 1i3e
AN

 flszuudansendomavalnauuinganigly

- ﬁam%aﬁamﬂui’a@mmumLLiaﬂiszn 19U Magnesium alloy
%38 Carbon-fiber

- TPM 1.2 (Trusted Platform Module)

- winlaAu 2.8 Ke.

- fnsziihdwiuldiedomdeugunsailoonuuuiiiolild

AoL MBS Notebook wagilfagmelufideatunisnszunn

1NNTYUBDN
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5UN 3.6 deguneuiuneslundaiuninsgu

a S5 Y & 1 a = o ~ a a ] =
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Detail Specification
CPU Core i5 Aaslaisingn 1.7 GHz
Cache Taisngn L3 Cache awialitiosndn 4 MB
BIOS Foafirdemunensenieatuiuseses
Ram ¥ilp DDR3 #397n71 vunlitesnin 4GB
SDD 128 GB Solid State Drive or more
Graphic Adapter fiflounin Intel® HD Graphics %3efnI1
Display size Taisngn 12" Hi-Def (720p)

Screen Type

LED-Backlit LCD

Weight Not over 1.5 kg.

Webcam 1.3 MPixel with Microphone

Audio Hi-Def audio

Battery ¥l Lithium lon liieenin 3-Cell up to 6 hr. or more
0S Windows 7 Professional 64-bit

Warranty 3 Year On Site service

Port & Interface

doadnans USB aeation 3 401 (USB 3.0 aesiies 1 409

Display port 9g14tia8 1 o3

Connection

WiFi Bluetooth

a 5 Y e = v a a
- ﬂ@llW'JLG]@iIUG]‘UqﬂEu@JWWiE"IULW EJISUQ']UIﬂiLLﬂiﬂJLLﬂiﬂJW LﬂHMSQIUiLLﬂiN

NIRNUNITOBNUUUALHTIHaLIBEAAINNTIT 3.4 uazsUunniieg1anagy

3.7

a
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A13199 3.4 mnansRandRsumeliavadiundaioldeulusunsuunsuiiay

Detail Specification
CPU Core i5 Anasalisnnda 1.7 GHz
Cache Taisngn L3 Cache awialitiosndn 4 MB
BIOS Foalirdemunensenieatufuseses
Ram ¥ilp DDR3 #397n71 vunlitesnin 4GB
HDD yunnmqlaitiosndt 500 GB faudaseulisngt 7200
rpm
DVD DVD +/-RW Drive
Graphic Adapter TeAIUANNITHAAINE FUIAliUeeNI 2 GB

Pointing Device / Touch

Pad

Multi Touch Pad waguu TrackPoint 4387031

Taenmvualitesnin 15.6 U1 TFT Wide Screen ¥ia HD

Monitor
Anti-Glare LED backlight wuu 16:9 avazdenliisiniy
1366x768 11385N31

Audio 31 Port @u5uluu Combo mic/Headphone Jack ag14tios 1
Port

Ethernet fasdeans RI-45 11ns§1u 10/100/1000 Gigabit Ethernet pg1s
1oe 1 U0

WiFi Laitfosndnunnsgiu IEEE 802.11 wuy a/b/g/n wag Bluetooth

I/0O Interface

- YouTouns VGA pUNUoY 1989
- Yourauns HDMI %30 Display Port agn9tioy 1 1o9

- <psdpans USB pgetios 3 901 (USB 3.0 agatios 1 409
- eSATA/USB at Last 1 or more

- Media card reader

Keyboard

- #5uu Spill Resistant tedasiugunsalneluduaiesain
nsviunnla

a o a fa o
- fonwinmwlnefiuifaf Keyboard 31nl5991u

- 1l Function keys 12 keys

Mouse

USB Optical Mouse

Chassis

Small From or Small Desktop




Power Supply
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Not less than 240 watt

Operating System (OS)

Microsoft Windows Professional 64 bit

Web Camera

ANazLdeA LN HD 720p 71ilsyuu Face Tracking

Battery wiig Lithium lon liitiesnin 3-Cell

Other - flusunsudnnisaunsal Aigndesnungysne
- #llusunsailunsdnsi Backup / Restore igndiasnungwsng
- flUsunsulun1sdnnig Battery
- @nsasilunsvin System Recovery lansal OS fidayming
o911
- QﬂﬂsaidauﬂizﬂauﬂzwmﬁmLfluiﬂmmmmwgmmﬂa FCC
UL EPEAT Gold Rating etc.
- 3 Year Warranty and Onsite Service (Next Business Day)
- Online Support and Download Utilities
-~ fiesd iU Express Card Slot #5895U Express Card /34
~ §1 Media Card Reader Slot wuu 4 in 1 wuufnsunelu vide
AN
- External Monitor (VGA) 8813iay 1 Port Waguuu Mini
Display port a7uuliitioenia 1 Port
- fruedosdpaiiuiannunuseusinseunnidu Magnesium
alloy 38 Carbon-fiber
- TPM 1.2 (Trusted Platform Module)
_ hinlsiiiv 2.8 K.

Bag finsziindmiuldinieamsongunsaifieanuuuiitelsild

o

ABNTILMBIWUY Notebook wavilianneluiiUesiunisnszinn

AMNAYUBDN
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3UN 3.7 segrlindasunnasgruieldnulusunsunsiunisesniuy

- ARUTMBTASIAETUNINTFIUILTIUaLLBUARINNTIT 3.5 kagFUnIn

Mog1asagui 3.8

M13199 3.5 MmMsnuanaaudRnumaliavesrauiimeTRaliyuLIN I

Detail Specification
CPU Core i5 Arui§alalsnii 1.7 GHz
Cache T3isn31 L3 Cache wwalitosndt 4 MB
BIOS FosdpSosmuneientiu
Ram %ila DDR3 #397n11 vunliidlounin 4GB
HDD yurnAqliitfesndt 500 GB danusrseulaimndy 7200 rpm
DVD DVD +/-RW Drive
Graphic Adapter Intel® HD Graphics 2500 #39AN7




32

LCD %58 LED TA309%u18n15AMAEINULATRIADNNALADST JAInL

Monitor
auBunlisnn 1366 x 768 pixels wazdvunaldifoandt 19 inc.
Wild Screen

Audio Integrated High Definition

Ethernet Yosdeans RJ-45 11951 10/100/1000 Gigabit Ethernet 9g1s

1498 1 U0

I/O Interface

- Serial Port at Last 1 or more

- \Jeusia USB Port 2.0 more USB 3.0 s3audduanlifosnii
5 Port

- PS/2 Port (§1)

- VGA and DVI Port

- eSATA/USB at Last 1 or more

Expansion Slot

PCl Express 2.0x16 at Last 1 or more
PCle 2.0x1 at Last 1 or more

Keyboard - USB Keyboard 101 keys wag fisnwsmenlvefinifng
Keyboard 21nl5eu
- 1 Function keys 12 keys

Mouse USB Optical Mouse

Chassis Small From or Small Desktop

Power Supply

Not less than 240 watt

Operating System (OS)

Microsoft Windows Professional 64 bit

Other

- Musunsudansgunsal igndesaungmane

- flusunsalunsdavh Backup / Restore fignosmanguane
- @1350ALHIUN15YIN System Recovery leinsdl OS Jtlgynng
a1

- qﬂﬂiaiehuﬂszﬂauﬁgwméfaqLﬁulﬂmummwgmmﬂa

- 3 Year Warranty and Onsite Service (Next Business Day)

- Online Support and Download Utilities
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UM 3.8 Mogrenauiiunesasliviuninsg

Aeldz Uiy Nl9nulusunsuLnTuilAurs o lUTWATUN A

wATYALDLAMINNTIN 3.6 WarFUnNEIeE19AIIUN 3.9

udRAumalinvesnouimesnalsiy Uity

Detail Specification
CPU Core i5 Aas3lisnngt 1.7 GHz
Cache Taisnd1 L3 Cache awialitiosndn 4 MB
BIOS Foafindeamnaieaiiu
Ram %in DDR3 %39An11 vunlitounin 4GB
yunnmgliitiesndt 500 GB faudaseulismngt 7200
HDD o
DVD DVD +/-RW Drive
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Graphic Adapter TrieAIuANNITHANINE VWA liteendn 2 GB
LCD vi3e LED fndemnensenienfuiniosmeufinnes i
Monitor aazBenlisngn 1366 x 768 pixels wazdvualdiosnda
19 inc. Wild Screen
Audio Integrated High Definition
Ethernet 10/100/1000 Mbps.

I/0 Interface

- Serial Port at Last 1 or more

- \Jeusio USB Port 2.0 more USB 3.0 s3udduanliitos
N1 5 Port

- PS/2 Port (§1d)

- VGA and DVI Port

- eSATA/USB at Last 1 or more

Expansion Slot

PCl Express 2.0x16 at Last 1 or more
PCle 2.0x1 at Last 1 or more

- USB Keyboard 101 wag fisnwsmenlveiuifng Keyboard

Keyboard AT

- 1l Function keys 12 keys
Mouse USB Optical Mouse
Chassis Small From or Small Desktop
Power Supply Not less than 240 watt

Operating System (OS)

Microsoft Windows Professional 64 bit

Other

- flusunsudanisgunsal igndesaungmane

- flusunsulunisdnsi Backup / Restore figndasnunguane
- @nsasilunsvin System Recovery lansel OS fdgyuins
Tga

- qunsafdutsgneuimedeadulunuunsgiuaina

- 3 Year Warranty and Onsite Service (Next Business Day)

- Online Support and Download Utilities
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JUT 3.9 Megrepauiiuneiasliviuiiay Nldnulusunsunisinuniseaniuy

- wesgrunsidgenduainannnes

TUADUNITVIIUN BATUANNITITUIUTLATUANS o AdaRluLAT o9

Aoy Imasvausazhisnulignassmudnsnlasueyiinisldnudsun 3.10
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dvansAuasedla q IS viedyldnuesdiiluaugyin
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[
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wazaziessnwligedeyaiineitesiuluaugyn mninisleudnsnisly
ugenduIsiidumiienudy nihsnunsulewszdendulsuinveu
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- nauve arursaldurerdwisianiza1u (S1edegenduiTniy
LBNEANSLUUYINY) dnamalul

- Marketing / Advertising

-  Multimedia

- USMSIASINTS WaY IFINTLATINIG

- nauveldaureninls iiensiinseideya

Y

mnews) : Javidavseliluiiny aglesulnemaidomunseylilussdsutededu
YoIusENkazlasulnymungruevesUsEmalng Lasusenv veauligednsly

nsUsuUadsuuUatnloReulaluuleuisilimunnumunzay
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IT Standard Procedure

udv dnesiadaviayd Anda (Nunau)

5.2.2 wassunsldaansurseauineas

1.1 dusaunisvinetu (5.2.2)

da_

4 5 g " Bz o 5 g 2 cop
viamuaunsTiuTUsunsuEe 9 Adanal Vimaszasuaammiieeul UAVET
1aFuawidnsiaou

o aaWdwsionua sudeTusunsniidisutuiitaladfu Tusunsueneg Wamnieludy (izu
Talsunsu, e, inguszaod, Ads, saniiiaa, sk uus a9y, a1519, 5 utaNs, Aasine uazdu
1) waszIuanamTiIIa e wWadannlasudsv lifiadluniwddusasuding
o wiEmilandiduitunsiannuavdnddmsuranioeas binasdumsiaundoauwas wia
Fraeiannuazmsiadaandufazdaseidunsauiusaumsiada
o dldnulilasuauana ivhmsdnaanzadusitiasansn; dananiiamitiiduans
AuAsag (1u Mmauas uamnay) wiadadonawawiii§uandduasala q Amoutin utadm
Hldnuasbifiluauga
o Arsdademandindiugiu wius wavadsdnditdadainathogndas Tasudsmy aassfunis
dadoTaamini dssymin ddliludragdunedneazou wiadming Alevauaneainche
waTuTadassumatid fgmindlaimiy
o mbgoudeaiiumsdedararsung aaasiuinaulurandusidodaiinnuazazaasinm
ideranaviAmuasiuluauana madnsTaudnsnisldousarawnslidumizosudy
wihsowiuTavasdaailugFudavaumansiuas uazazdasaiiiumsuTauluauana
o ARuvavEviENsalduLardinAarnziu (Nodaraduiaianaisuuuvie) sideaaluil
o Marketing / Advertising
o Multimedia
o wmslasens uay Jmnslasons
o nauvasyluLanaws Hamsinzvitana

winewa : dasdiaviabidfiiden awlasuinemeitsanuisylilusaisudativdunacusEnuay
TeduTneamngmnouaslsavalng uanissivg sasowlideanslumnliulsonl Souuilaula
WaulatuuTeweilldamaaumnzan

Usunlgesngm : 15/09/2021, (2844 : Initial version 1.1 i : 8
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a1y 318119 AENUR YanAwIs

1 | Windows 10 Professional Operating System Avans

2 | trend micro apex one Antivirus GuaAvS

3 | Adobe Reader Jelwdionans POF wiiiy W3uas

4 | PDF Converter (wlasonaisilu PDF) 3123

5 | 7zip Zip (gavundoya) WIS
Ualnaiieuana swf e

6 | Adobe Flash Player UTIes WIS
Ualnadiieunuana.der fu

7 | Adobe Shockwave Player USRS WIS

8 | Nero Burner TUsunsulsviieiu CD DVD W3uas
Usndulrsulusunsuanmruiu

9 | Java Runtime UTIGOTUULATDUE Wauas

MS 2010 Tool (Picture

10 | Manager) Edit Picture WIS
sosfunsidaunuilalunng

11 | Dot Net Framework Weulusunsu W3uas

12 | Google Chrome Internet Browser WIS
Sniping Tool (include Widnows

13 | Capture Tool 10) W3uas

14 | Ultra VNC Remote Tools WIS

Microsoft Office 2010 %30 G
15 | n1n Microsoft Office Gudvis
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UV BONALITHRNIZA UL AL UARINI1TIIN 3.8

A15199 3.8 M ILENITIETRVONALISLRNIZATU

a1y 398N AENUA YanAwIs
1 | AutoCAD Graphic/Design duans
2 | Photo Shop Graphic/Design Auavs
3 | Ilustrator Graphic/Design 3eav3
4 | Microsoft Visio Flowchart/Design Svavs
4 | Acrobat Professional Document Editor (PDF) Aavs
6 | Microsoft Project Project Management Sudns
7 | Sketchup Graphic 3D Auans
8 | SPSS WATNvean1eais dvans
Tnozunsufinandlidiuianny
9 | Mind Mapping Fedles auans
10 | SAP GUI 7.2 + Gui720 TUsunsuUszLan ERP auans

n139AN15admngaunsalaeuiamesae 9 9xdsnasidendanisnen 3.9 wagsuam
Meog1anagui 3.11

[y

d‘ ) L £a a (4 ¥ ¥ € o
dalunsaiuauguasentsninddugunsalledilidenisldua gunsaldrzn Jan

q

duldes uAduesa Wnd waviavynTanynuszinnnisenuled veanquuitnuasluase

Indlanuadesii In1sAivauguaregegnsies nsdivesidamunn Tdaulaliinisuiaia

9

wadulselavinndany

nsgdminglitesndt 1 Usenss dumeunisinnu
AnkeNUsEn feguwasmeazidenvedgunsalivantiu Juiinlu Excel File wiay

v v W

wuuukuurlasunsadwun wastaue Uadudnywiaantidueyd@viinisadiviedan

NSNYEUY
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9

o g ver o tonansil
Description R
HERLEN
AnueNUsznn g3 Tgasidensign1sgunsal IT Helpdesk Excel File
Juiinlu Excel File
N30NLENANSANINNUNY Wadl USMNISYIMToulid | IT Helpdesk | Tuvedndaming
\AUTOU niNgau
dathensndauiiovhnsmsadaenans uas S1um | niwdau
Favasiigdiming IT Helpdesk
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IT Standard Procedure

udv dnusiadaiead Arde (Munau)

Cryptographic control policy

1. POLICY STATEMENT

A policy on cryptographic controls has been developed with procedures to provide appropriate levels of protection to

sensitive in ion whilst ensuring 1 with statutory, regulatory, and contractual requirements. The Data

Handling Procedures establish requirements for the use of encryption techniques to protect sensitive data both at rest and

in transit. This policy defines the controls and related procedures for the various areas where encryption and other

ptographic are emp ¥

. - oy e o g i < o 3 . &
winneoduasauaumsdimiai 1diumaianvudenszuunsuazauaouiiesnszaums foadufivnzaunudoyaii
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2. SCOPE AND APPLICATION OF THE POLICY

Cryptographic controls can be used to achieve different information security objectives, e.g.:

1. Confidentiality: using encryption of information to protect sensitive or critical information, either stored or

transmitted

2. Integrity/authenticity: using digital signature certificates or message ion codes to verify the
authenticity or integrity of stored or transmitted sensitive or critical information

3. N di using cr hi hni to provide evidence of the occurrence of an event or action

4. i using cry to auth users and other system entities requesting access

or transacting with system users, entities, and resources

Usinlgesng : 16/09/2021, 178440 : Iniial version 1.1 wi : 2
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4. USE OF CRYPTOGRAPHIC CONTROLS POLICY

® Approved encryption methods for data at rest

®  The Data Handling Procedures require that the storage of sensitive data in some locations be encrypted. Refer to
the Data Handling Procedures for specific requirements

® Refer to the Procedures for Encrypting Data for approved encryption methods and key management procedures

®  Encryption methods for data in motion

®  The Data Handling Procedures require the transfer of sensitive data through a secure channel. A secure channel is
an encrypted network connection.

Usunlgesne : 1510912021, 13 : Initial version 1.1 widi: 4

3‘1]17; 3.25 feg1aena1siate Use of cryptographic control policy
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Use of digital signature certificates (M31¥1uSuseaamenduadiia)

® Digital signature certificates are a way to guarantee the authenticity and integrity of an Email message or
document.

®  Digital signature certificates are not used for encrypting data.

® Digital signature certificates are not the same as an electronic signature or e-signature which may be a digitized
image of a handwritten signature or other image used to identify the author of a message.

® E-signatures are not legally binding like a digital signature certificate because they are vulnerable to copying and
tampering.

®  Users may use a digital signature certificate to digitally sign email messages.

® Users may use a digital signature certificate to digitally sign some types of documents or forms.

®  Refer to the Procedures for Using Digital Signatures for instructions on how to acquire and utilize digital

signature certificates.
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- Use and management of SSH keys (n15l4uazn159an15Ag SSH)

1. 9duena1suInsgIudnsunislead SSH dusudAiugdnAgInuna

wag 5n151aAY SSH (https://upcloud.com/community/tutorials/use-

ssh-keys-authentication/)

2. 91909%0na15019551UN5 T warn159An15lususesadia SsL

(https://www.keyfactor.com/resources/what-is-certificate-

management/)
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- USE OF ENCRYPTION (n15l9n15t0159%d)
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Managing electronic keys (N133ANTINYLIDLANNTDUNE)

Aosinsimuatunsudmsunisdnnisnayuadidnvsedind wearuauian sz

Y

LazaansaenaIsninuasidunsounioaaduiidva weliwiladrdinsiuuimaujus

a a

angeulduazufiRnudenmuaniangrunswasnudya) usnisreuiineswasdeay

(%
Y

Janmsfddiannsetindviauauaslviuinsidnsianmunzauwnyldiiieinnsiese

Using and receiving digital signatures (n15ldlaz Suanaidunisa)
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[TSP-002 | - IT Asset Management H1ULIASEIY V
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Risk Management Likelihood (lanatin)
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Impact ffasun Urunang
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(3)
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- ]
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Risk Management Likelihood (lan&tin)
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ITPO-07 - Cryptographic control policy H1ULIASEIY V
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Risk Management Likelihood (lan&Lin)
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