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ABSTRACT

This thesis is the design and development of an RS485 Sensor for work with VolP
Telecom that we make before. This thesis work by reading Sensor with a microcontroller
sending data of value to a database and showing it on a dashboard with LoRaWAN
communication protocol. This system is installed on the walkway light to upgrade the walkway
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users can view the weather data in the area over the Internet.
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5.1 FISALIS

_ ipSesnaufiamesdmsuiauilusunsy Aiflnnseeideuduiinida §ruu 1 1A309
- Microcontroller fisesdun1syineusnu RS485 dmsufingaiian $au 1 3y
- Microcontroller mUANNSAIAININ LoRa 10 1 7
- faadRyey18d LoRa $1uau 1 Tu
- \ndpsilofnusunanidy $10u 1 3y
~ ipesleanafiunisennia T IRE
_ ip3eslotanuisaay $0u 1 3y
~ipsesdleYaiianiay $u 1 3y
- Pudeya (@wnsaldgudeyassulails) $1uru 1 1S

52  wandws
- ganAkIsAInSUNISReUlUsLNSUTE Microcontroller (Arduino)
- geALITIANIIgIUTELA (PhpMyAdmin)

- ganAKISYINMTwaERINa (Dashboard)
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1. AMNUAITaULAZVOULIN

2. AnwilomiiAuites
- AinviFeudnisvinuveandesiioda (Sensor)
- Anwssunisvnaureslulasaeulnsaass (Microcontroller)
- Anwseuinisldaugiudeua (Database)

3. WAIUITZUUEIURINE
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- MSNIULEARINA
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A1519 1.1 AN9NNAAIY

Aiild ALY Wiavthinassenld
sensor CERRIRe
Microcontroller qﬂﬂizﬁmuammmﬁﬂ
TTGO, LoRa32 Microcontroller dwsuthundstayanu LoRa
Server iwsesgunsalusivng Yhanfudeya
Database giudeya Benunussuunsinudeya fiuszneause

Server, Wsknsudnnisgiuteya

Dashboard wiheoaguieya uanwaridafivly Database
Grafana TUsunsudnnis Dashboard
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2.1 d2UN1SN19IUNULATDINBIN

2.1.1  Serial Communication

[ I a

= . . : % 4 Ao
nsdea1skUUBRNT (Serial Communication) Wun sdensudsoyaiiazlin wnuns

kY

a

Sudwuurunundudmioutunnde fteffeldaeitesniuuvruniu wildeide il
snnduuuuruy Tae Msdeansil 3 suuuy

1) Simplex doansmuiien

2) Half-duplex Feansanem1e uiaedosaduiudeanslundu

3) Full-duplex Wunsdeasaesmenianunsadoansniouiulavisasily
dmiunmsdeansuuvaynsull 2 dnyay

1) Synchronous {Wunsdstayailuvien assasvatey ludlddyanauinududgielu

NSYINNUYVRIRSUAS I danAaDINY

[

2) Asynchronous tJumsdasdeyadias 1 lus 8 On Tneguuuu Stream bit HAumuneaadl
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Duin1inzinsin4insinﬁimi i

ssamh@l o 1 o

l l——— DATA BIT ——»| l

START BIT STOP BIT
PARITY BIT

Ul 2.1 bit meaning

Y

Start bit uanyALsUALYBITRYA Hvwa 1 U
Data bit unufdeya fvuiala 5 & 8 Jn

Parity bit Undmsuldnivasuauiinnainvestoya Jvuals 0 fs 1 Un

£
a ¥

Stop bit Unuenanduandeya dvunld 1, 1.5 uaz 2 Un

[
a

Ingsraziainisdeyauazdntuagiunisldeu Wuduau bit/second nedl

ANHNATTINENAIEYI LU 2400 4800 9600 19200 115200 1Jusiu

2.1.2 RS485
Recommended Standard no. 485 \Junnsgiunissu/dsdeyanuy Half-
duplex dmsumssudsdoyaves Rs485 agldaneifivun 2 dude A uaz B 1lusuen
FuaRanea LagltAIANNAIURIlTIRuIEnIg A Lag B
Jleusedu Va - Vb ldusssutiosndn -200 mv fedwaafinea 1
Jlousadiu Va - Vb léusefuannndn +200 mV fAedyanafanea 0
MFIUUUUTFUY network agidiessatiuldnnani 32 é Taeil 1 davh
wihdnnsadunsdoans iSnin Master fgnsalimde 3o Slave Tnsvngunsal
2#il ID vessies Iag master azvinisdsdndanien D W Slave vnda wagdneds
il ID msefusales slave Huazvhaumwsdsty
AnuanTRves RSA85 annsnavdnyanildlnagads 1200 wng wasidusvesd

=
desnelunislylussuugnaivinssy



2.1.3  Modbus RTU
Modbus RTU Ao Insinaeafldn1sdea1suuuaynsy Aen15aaa1suuy
Master/Slave n3ogunsal Slave xliidedoya (Response) NauL1AUNINEINITT0IYE

(Request) 31ngUnsal Master

M Request

RS - 485 B Response

T

Slave
IDn

U1 2.2 Modbus RTU 1

Modbus RTU Tnehluazldifunisdeans wuu RS-232 vi3e RS-485 teyalulnsinaea
Modbus aggnuiu 4 JUkUU fie
1) Output coils
2) Input contacts
3) Input registers
4) Holding registers
1me Output coils Wag Input contacts ufay address aztAiuALiies 1 On wiodl
Aldue “0” fu “1”7 Wisuiaslournslauazdavesguninifiaduasaindainylely
sruunUnlulRgnangsy
Tuvauedl Input registers waz Holding registers anunsasiuandudiauléds 16

U Wisuiaiiouanfinnaingunsainsiainfideloyauuueuniion (Analog)



Modbus RTU azfududuyadeya lnenlu 1 yadeyatiuazusznauiediu

AUMNIH1T19N 2.1

M54 2.1 YAdeyaved Modbus RTU

Field Name Bit length Function
Start 28 $19Befsmaizusuyndoya
Address 8 Address vagunsol
Function 8 Y MIU Function Code
Data N x 8 foyafifoanis
CRC 16 YAUYANTIVADUAUHANAR
End 28 $rededansAuandoya

Function code ashsauyanthitlanusia dflsidunisyinued 2 wuu fe

N1581U (Read) wazllau (Write) 1Uds Coils, Contacts 3@ Registers

A1519 2. 2 sTananTuUes RS485

Function code Action Data Type Object Type
01 Read Single bit Output Coils
05 Write Single Single bit Output Coils
15 Write Multiple Single bit Output Coils
02 Read Single bit Input Contracts
04 Read Word ( 16 bit ) Input Registers
03 Read Word ( 16 bit ) Holding Registers
06 Write Single Word ( 16 bit ) Holding Registers
16 Write Multiple Word ( 16 bit ) Holding Registers




2.1.4  Microcontroller
Microcontroller 1ugunsaiaruauauiatan Fafianuaiuisafindieadsiussuy

roufiunes laglululasreulnsaweslasiueimiieuszanana@iiy), miteai1udn(RAM)

o a

wagnesansiWonsenis o Fududiuuseneunandrfuesssuunsuiamesitnlimeiy

<

Tagvinsussyinbiluneasdendiu

ESP32 1u microcontroller Aisessunsiieusie Wi-Fi wag Bluetooth 4.2 BLE

[

ldausing 9 vas ESP32 sesiumsidousevasie q feil
1 GPIO 911U 32 %09
39950 UART 97U2U 3 989
3995U SPI 97171 3 999
3995V 12C 91U 2 VB9
5995U ADC 91171 12 Y89
3995U DAC 911U 2 ¥4
3995V 125 91U 2 P99
58950 PWM / Timer 904

sa9suNIsaunany SD-Card

UART

A g s g g

HH
g

Bt
|

= [B] m-1e1007
=
{|  roci2acizEsPRROOMS

RUERR RERREARORERANR

&

U7 2.3 TTGO LoRa32 pinout (Fis https://electropeak.com)



TTGO LoRa32 unsainuaun1syinay 14 ESP32 \fuidanisnisvineu fluga RFMI5 lusiavinli

so95unsasdygas LoRaWAN

Tt Sl o
A

LILYGO® |
T

. Modie LORASZ

[ SXx1262

RERREEY

LED1 ha
LED2

- apcr2

ESP32(RX)

STX 1t 3-7
RX 12

: " Ese32(Tx)
LED Introduction:

i ]

jorking

ericas G WD #0001 — Sersel X
- ericas PETH- - 60003~ Serisl RX
- srors K- B srov - o - Toucko
seveas —(ETHR- S srwooc - apen — Touckr
- onesz SR
- ey G- Power Introduction:
- SFIC25 -“— Jpp
- ooy SR ire_5DA
- erco2 SERR- -
- :
= - AXP192
POWER 7 :i 1 —
b | A
LORA = B 3
18650 Battery
NEO GPS B Nane B caT
H oo ADC
: GPIO DAC
_ Il c H se1
ESP32 TTGO T-Beam V1.1 g ovher R

gﬂ‘ﬁ 2.4 TTGO LoRa32 pinout fisn ( https://doc.riot-o0s.org )
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2.1.5 MAX485

dananslunisudasdeyeyras Serial RS485 1Uudwyay1au Serial SDA SCL 483 Arduino fluga

&

5895UNSYINUA 5V dmTumsdeansounsusuulanenldnasaue

GND
T = g
LRI IR2 LR3 R4 RS
10K 10KS 10K 10K F20K
Pl ul vee »
4 RO VCC 1T,
3 RE B 2
2 DE A 3
1 DI GND 4
Rl
MAX485 =
GND
R7
R6
ok 120
Ve

B8
]
QE

veck |||. GND

5T

=de S
z___

U1 2.5 192995984 MAXA85

U7 2.6 Taga MAX485
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2.1.6  Rain Sensor ABS rs485

UsmanwWufiinldidunisia mize Y3una mm (milli-meter) sieudl (minute) lngnas
nuszidunisnsganvensiesesiuinniely anuaziBensgf 0.5 mm Ao azin1sasunn

1N 9 0.5 mm/min ANazIdeAaEATa1N1Tadalan 8 mm/min

1509 2. 3 %’aga@ué’wm Rain Sensor ABS rs485

Baud rate 2400, 4800 ( Sudu ), 9600
Address 0x00 USanautinely

0x01 trig count

Power Supply 4.5V - 30VDC

260mr

U1 2.7 Rain sensor dimension 3U# 2.8 Rain sensor inside

12



2.1.7 Weather Station VMS-300BYH-M

Sensor 1nA1 gaunnianTe, AnuTulueInA way Ysuardy PM luainie Hiudin

AINUazdengs 1uAtaungl talugae 40 C 89 80 C AN LN YT

Y

BIUAIAIIUYUN 0-100 % AULUUEN + 0.3 %

I\ ?*w——.f./f:

“Ngrg

-
Tt
X ey 2
kA =

U 2.9 Sensor Tngaungil,ATY

#1579 2. 4 Foyal3udiuves Weather Station VMS-300BYH-M

+ 05C

Baud rate 2400, 4800, 9600 ( S )

Address 0x00 mm%u

a

0x01 gaungil

Y

Ox0A A1 PM

Power Supply 12V - 24VDC
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2.1.8  Wind Speed VMS-3000-FS-NO1

duweslinsainnnusausuiueu Munyusiuuuduwuudie 3 daeviinis

vyuilefandula 92ryuTINewAINIY AUINTIMNWAN ANazIBEA 0.1 M/s HIIN13

o A

T 0-30 m/s dmsudndanieuennueamgils -40 C fis 80 C

f1379 2. 5 Wind Speed VMS-3000-FS-NO1

Baud rate 2400, 4800, 9600 ( Fusu )
Address 0x00 AULTINITUYY
Power Supply 12V - 24VDC

2.1.9 Wind Direction VMS-3000-FX-NO1
WULesIUn519M AN 190983 119 UNIU contact Tanksiman Wl wUe 8 44

anansauusla 8 firmng dwmsuiaranieuannugamgila -40 C §i1 80 C

M1979 2.6 Wind Direction VMS-3000-FX-N0O1

Baud rate 2400, 4800, 9600 ( 151w )

Address 0x00 AMNINITUYY

0x01 BNAINITNY Y

Power Supply 10V - 30VDC

14



2.2 d2un1530815 LoRaWAN

2.2.1 LoRaWAN

= 1

LoRa tJumalulagnisdeansliaaunawingiuunzaudunmsldanudiiu 10T Jalganuly

q

nsdsdyayuldlnaasgads 20 Alawas nsldndinudeslunisdsdygin Wunisdeans
nansasslidndudasdilasiadassuuiidudou daldiegnninnisilassadsdeloyawuudu
willteideAani1sAninteyalunisds gniauilag Semtech Corporation MuuANIRIgIUlAY

LoRa Alliance

2D simulation (flat environment)

gﬂﬁ 2.8 LoRa Spreading factor i (https://www.thethingsnetwork.org)

vndosnsdedeyaluszazmeiilnauin q Milildndsaulunisdedonagenas Data
Rate ilHldHosadlufie vinliimanusadedeyalundazadsldvon ndldiBegunnieglnd
Gateway 110 wvilsianunsodstoyaiiil Data Rate getulduaylindmudosaie

msthnalulad LoRa inldifusndudeadulumunasgiuiignimualy Tuussmelne

anunsaldnudlugie 920 ~ 925 MHz uarde 433 MHz Jadugnanudilidedilueyg e

15



M3 2.7 Yapnudnlidesdilueygialunisldan LoRa

Region Code Frequency (MHz)
Europe EUB68 863-870
North America USs915 902-928
South America AU915/AS923 915-928
India IN865 865-867

Asia AS923 433 and 915-928

N13TouRas¥nINaUnIaliu Gateway W11 LoRaWAN Network Ingdin1siUnldaulag

n158ugun18 Device Address 32 bits, Network Session Key 128 bits ag Application

[V Y]
Y

Session Key 128 bits %qmitfﬁamaﬁumﬁjqqﬂmmﬂlﬂET@ Gateway 3191981 3 Uszlnn@e Class A,

Class B way Class C Mwdngaunumsigaunsgnu

M5 2.8 Usennvesguiuunisdadeyanie LoRa

Class U9 RIEE]
A Usendanaenunan detoyalatn
J I3 = 14 Y o ! 4{' = [
B aansafmuaasINsdeasla | ldwdsnuannndudiaiiguiu Class A
C finnsfudstayanaaniian TgndsnunInigniazaaonlIa

2.2.2 Lora CLASS-A
a dyd) A PRV L4 < 1 a a 1 | en.//
n1sdeanssuuuviilunisdeasuligunsaivatemaduiieisunisdeansnowmindy
Server #30 Gateway launsaisusunsdeasuuy A le negunsalazdedygyiueieninud
nilaeanly e Server 30 Gateway lasudayaudiagyinnisasdyyinunaunduandigunsalds
d' 1Y 5’5 ! d' (=) [ L3 ¥ ! o a d‘ o o
\esensawoyanseely Tuvaeilifinsdadeya aunsalazsidndnisdnfaiieUsendandey

wavazgnuaniinududlefanaiazdsdayanswialy

16



223 ARG

A a

g (Gateway) fia aunsalansauIsnidausolnIad1ene q Windeiu laedl

[y

Anuannsaadluieusaiaseenlilusinneaiaiu uaglddedadeyansuiindulasgsly

pd)}

Fagrin wu n1sldnandlunisideusendetiefifunsufinmesussaniiad (PO Wy
aoufiumesUsTVwNABuMEY (MAC) wien1sdousedmedidauan (Etheret LAN) fildanads
wuugiil (UTP) Whdulnalay 39 uau (Token Ring LAN) Dugulufidld LoRa Gateway 104
Dragino 3u LG308
2.2.4 LG308

L6308 tJuloiniumasa LoRaWAN Pico Gateway Haelidouraiadatielias LoRaWAN
fuwnSetie IP Wu Wi-Fi, Bisesiiin neo 3G/4G wagansnulugaiasy LTE LoRa 1Fanedaeln
ansadsdoyauaziindszerlnaunsesnideyam

LG308 1¥n15detoyanie semtech packet forwarder wagvausiufuluslanea

[

LoRaWAN laiegnsauysal Usenausisianiudyyias LoRa SX1301 wag SX1257 2 /3 5045U

o

nsnensiadyaMluuguuIunsuaiula 10 Channels

LG308 §In1569A#iug11 LoRaWAN miuuasgiuinvuaailiasminielddmsulssine

719 9 gldanansauiuusisnauanunieldluniedng LoRa luussinavesnuiesladnsie

'g“d‘l?l 2.9 Waﬁmmiﬁamiasum LoRa Gateway Dragino LG308
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2.25 RFM95

RFM95 e Tugadeansiianenldlunisdeansuuulianeisessunisdedyaialugimiud

v

LoRa M1ilA313d 2glud19Useunu 800 MHz 89 940 MHz dauazSudouaniI8sEuuNIs

Y

LﬂgﬁJULLUaﬂﬂﬁmﬁLLUUI&JQ@SQWLaﬂﬁﬁu (FSK - Frequency Shift Keying) warszuunsiUasuula
AURLUUIIEMAEY (OOK - On-Off Keying) finsAruAuEud eI SPI (Serial Peripheral
Interface) wuvldmganusn RFM95 sitlimunzdmiunnsldanulugunsaliidesnisndaaus
wazaglulyunnisdetoyafussorinanny q 1wy ssvunsaiasvezlnaniogunsal 10T s

defayarngunsaiiwugesludyaiousdelnsatienats LoRaWAN luszezlna

2.3 gudeya
Y

2.3.1 Amazon Web Services

AA1% (Cloud) WWumsuiesesdsviesundeunernusiuiulungy lugluuy Cluster

[

° Yy A& ado @& v o oA gy 1Yy Ao d‘l ac s
Vi duidaiudeya nsihluuszaana wie du 9 Tnedidiauilidedfminiondsaes

[
a

9gLae Na1IAe N1531AeNEesLIvuAToLTINLBsBnTInTs Tusull ladenld Firebase

Tugramaasy wazUsurdasuunly AWS

AWS (Amazon Web Services) Wunnanmasunaanliusnisiag Amazon M15li1nnn 200
UIN159NANAULasTaUlan LuUNSUSNNsesulatnausaveeseaulawasdnuInianig
UI8UIaHaYDIARIIANALAIABIIAT UTNI5V0I Amazon 518Uszean lawd usn1snis
Uszanana Minudeya giudeya nisvinasetnswaznisvudidoya tadesdiennudasnde

A = Y] = = ) < v & Yo oy a v A a
iwsesilelunsiaun uag wsedislun1sdnnis Wudu lulusiael magdaviladenldinsesile

samaluil

U3N151N5UTELRaNE
o EC2
Futeya

o RDS
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2.3.1.1 EC2 ( Elastic Compute Cloud )

<

Wuusnislaadiasniiesvas Amazon lagtdsnesning Wudswiesiaiou (

virtual machine / virtual server ) @unsaldeang1saunlshazganalIsang o I daaunes

a5 NWANANTY 5995UTaY OS 197U WU ubuntu, Linux, Window 1Jusi
2.3.1.2 RDS ( Relational Database Service )

JPUUUSNSPINTeyalsduiusuunanIn awnsausuruiagiudeayaniunisidaule
a1u1saadeguuuguteyalaeg1adasy wasausoasnslivalvgiuteyalu instance

5995V PostereSQL, MySQL, Maria DB, Oracle, SQL Server Wag Amazon Aurora
2.3.2 SQL

SQL Structured Query Language e AMEAIAN1S database (Juniwleanwuuin
\evinnsdanisteya, Aunndeys, Usuuss, wasuwdas, Wiy uaz audeya Jsloyassgninued
Tugudeyaluguiuumseniidnvaziluneduiuazuan tnell MysQL Wussuudanisgudeys

Taglgn1w SQL
2.3.3 Grafana

Grafana 1 Dashboard tool wuulaimuwesa Wuesesiiolunisasna dashboard
dwUMonitoring Database 35n15l491uABls1ARANNINNSIAY data source (Wnaadoya) \u
Prometheus, Elasticsearch, MySQL, PostgreSQL “1a* vHudu 19 Grafana lﬂﬁﬁagama%a
< ¥ v [ . v o | v a
Junsmuansdeya anansauanstoyalusedu real-time wagdiimuanisudausouludadiug,

lad %30 Slack @ vinllgaulavainuane

Tnegiamndenldnsiiudeyanuy SQL lagld phpMyAdmin uldsunsuildisdanis
giudayauuy MySQL wdati Grafana anfseyavingiudeyatiluuananaiy Real-time

Dashboard
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2.3.4 Node-RED

Node-RED 1Jwn3asiednnisuazdnnisimnnisaiiusgiu Node.js uounaindu Node-
RED sinvheuduiu@snnesuazldaunsausuusuazdnnisnisiliousess ninensawisange
LazasstumsunIvhauanus iwesvatreniawmesiesedaild uiilusesewazyiauly

s

Bulusiwes woundatudsnines

[

Hfafianuanunsalunisiauuugunsal Wy Gateway

lafdustsmuaros Node-RED viwufulAnfifiogudn Sumosiiuldves Node-RED g
ISeUi1e3ULULY Flow Base wingdmsuauau 10T @nansaideulusunsuuy Web Browser 1ol
dzmnann3ilisy Code Tne Node-Red i Node Service s Mg ideniandsruasldls
viuil wazUawmennunuldfideynilunisiauilasinis 10T fe Node-RED Tu GitHub wandlu
JSON (JavaScript Object Notation) uaganunsadseenlifinalvesnlaeg1sinenensoaiunse

Wtng Node-RED w3auysniseaulatl

2.4 Internet of Things
seuuleledl (Internet of Things) Ais seuuToulesgunsal Blannselindsing
Wl InReiu WU wulwesreg Ineruaseviedunesiin n1swenlaalay il

gunsalluimsotngansadeasiule wasdeilglidnisaivaugunsails Feloya

a @

MivalanngUnsalazdiuniulivunui wu vueaian Wusy Laganunsalnveua
a{' =3 v 1 5 dll a [ Y a o 1 d' 1 )
mAvanlawmatuieludasgilunienas n1stassuulaleNdingluE oAU
vostaya wavaudulagiu (Real-time) vibvigldanunsausaiudiatdymla

napALIAT WinednuudeyaniiTuIninIWlenaduslusewesnulaensieeie

LYY
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2.4.1 Protocol

lUslnpeamaveinualunisdeansiuseninegunsalingg welvinnisdeans
seriviussuaioununwnldlunisdeansigunsalanunsairluldlumsiinsaniu
lpgsluluslanoausazainniigauszasaninuwanasiulilulusiaadladuld

lslapeadmiumsuaniUfeuteya iy MQTT

2.4.2 MQTT

MQTT (gau191n MQ Telemetry Transport) ulusinaeanldlunisas
Ton1y Fagnitueglugunsalusvinnleledl Wslareatiduinfeusiemnnisel way

WouregUnTalNUFULUUYBINTAAAL-NELNS (Subscribe-Publish) fasazySuy

L

doansnurwinTennmuall MsveuresenINgldnuIzAoIIuAUNG9AD 1

Y

TSN MQTT AunaNtazintsutanullnunaInmatenee taznszaneluds

NAAMINEITD U

ey
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uni 3
N1599NLUUTIATINIU

UYaasUIeIsN1TUarT18az0uAURIN1 TN lUAIUAY UBIlATIU

dun1379A1 ( Sensor Reading )
drun1s@panswarasnn ( Communication )

dulaning ( Dashboard )

= - - - -—

: Grafana ]%[ 1

|
1

:
, RSA485 Sensor a :
| 1

dl.

MAX485

Dashboard LI j

Database

[ === =

- wm - = -

I

-|||||-1- — c((l‘@

LoRa
Communication

TTGO LoRa32 LoRa Gateway

i
{ ]
]

—— o e e e em Em mm Em e e mm e Em o =

gﬂﬁ 3.1 Project Diagram 1

SUHLARININTINKAENITVINNUVDITFUUNINNA 1ABLANNNTTIAA9IN sensor 17

TTGO LoRa32 d4A1lu#i Gateway wavtha1uidnAui Database ud?l¥ Grafana AeAnTuy

S NAL
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3.1 d9UnN159IAA1

3.1.1 gunsafild

- uaa TTGO LoRa32

- MAX485

~ Sensor fnUSunauiiu

- Sensor ngMNYH, ALY

- voltage regulator or power supply

U7 3.3 MAX485

U 3.2 UBsA TTGO LoRa32

23



U 3.4 Sensor JaUTunauiny

e
=]
D gy

5U# 3.5 Sensor 1AAMAINDINA

24



3Uf 3.6 Sensor Tarnan3aas VMS-3000-FS-NO1

5U#l 3.7 Sensor JnfiAnnsas VMS-3000-FX-NO1
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3.1.2 JUABUNISNAADY

Usenau Module Wafuvesa Wewane Wiring Tne Sensor RS485 azilany 4 ane
1) anglviwan

2) aelav

3) @1e Data A

4) @1e Data B

hargluinuarau Reldn voltage regulator MU0 Lag @18 Data A Lay Data B Aeld 9l

module MAX485 Mu%a9

55 Rain Sensor

MAX485

Air Sensaor

E‘Uﬁ 3.8 Wiring Diagram
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WeulUsNSUAIMSUBIUAIAN Sensor tnerny Module MAX4A85 fnuuman Slave ID

e Address ¥a3 Sensor 5198 1ulings lnganunsaiinluglaain Data Sheet ¥a3 Sensor

TUswnsuEMsSUNIsNeaaneInu Modbus As TUswAsH Modbus Poll

aunsannulnanlanie https://www.modbustools.com/download.html

Ingn1sunly Slave ID wag Baud rate ¥83 Sensor a1x13avilavaneds laenegdnvinladen

AswA AN TUSWNSL Modbus Poll

| % Modbus Poll - [Mbpell1] = O *
Eile Edit Connection Setup Functions Display View Window |
| Help -8 x|
D& | x| |5 2050615 16 22 23 [ 101| R
Tx=12:Err=0:1D =1: F=03: 5R = 1000ms .
Aliasl 00000 |
H
1 4 I
E o |
3 0
i g
5 0
6| 0 i
E 256 |
s 0 '
| E 0 |

For Help, press F1. _ Port12:9600-8-N-1

5U7 3.9 Modbus Poll

Y

7NAADIDTIUALALEIAINIULUSHATL Modbus Poll
o A1 Y v
neaoAluAINugIungedld

NN1599A1994 UrailalUly neasseuelegly TTGO LoRa32
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https://www.modbustools.com/modbus_poll.html

[

Tnelediniseanwuu Flow chart A1syvinauesssuulisei

Strart (A
{ -,
Setup ¢
—_— | Read data from
v f"‘ sensor ‘
() [ y
/!
~Read ™
AR <_Success ?
fa " iy, o
“Yes No v
v i Yes
-~ Y | - \
e / 'w
¥ (  Display |
\ ‘
| -
v
//) \\\
T
" Rain Sensor ™. =
.:\\ . ’}NO-R )
2 stable ) 4
2 ‘'
l\‘es
Reset Rain
Sensor I

5U# 3.10 Flow Chart nMsvhsmuveslusunsuniss i
Tneidlosulusunsuagyinig 11813 setup 1AB¥INTS setup pin 149 Aalunnseuen deen
Serial ﬁl%ué’aﬁaLLUiGﬁagaﬁﬁ%ﬁumm wazazid1dn153u loop vedlusunsy anelu loop agyinsds
Mdres1uA191n sensor Tudmnnldunineusuain sensor azthandildlutuiinasdiuys uagvinng
wanana mnelilldasduduneunistufinly uasidrufiuinlunns reset Awes sensor Yau3unas
ety mnlaifinsudsuandussesnamilnsfotulungann asvhnisasids reset Tum sensor It

1115 set AU 0
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3.2 dqunisaedswazdenn

WHINALTOTAAIN YLD Meuasn Tony Space udd azvihnswlasdeyaidy
SUWUU JSON uagaanu Serial Communications 11uasa TTGO T-Beam V1.1 lora32 ua33eiinig

wastoyaitudonu(Stringlsuuuy JSON Tl titevinnisddluga Node-RED Server W1u LoRa Tned

LFNNNINI9

ANSYNUAININA 3.9

o Y
TUL93A3N Sensor

nsutlasdaya JSON udapaax (String)

asdapau(String) lue

Gateway tinu LoRa

AUNINNN1

JUT 3.11 amsauveslusunsuuy TTGO T-Beam V1.1 lora32
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waanndeyagnadseanainuesn TTGO axlansvinaIuaes Gateway Feazimthiluniswiu

\iodatayaluda Node-RED server dn15vina1udsnIny 3.10

FUNNIN9L

fudayadanann(String)
{1 LoRa

avdanau(String)
¢4 Node-RED server

N1 MOTT

AUNTNI

JUA 3.12 aMmmannsviauees Gateway
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NTutayalzgnasluds Node-RED server Hulusinaaa MQTT e Server lasutayaidnu
IgyNIARTaAINdIY Header aon iabimdeliiflssdayailisndens waziideyatuiuiswdy

JSON witethfeyadwialuga MySQL wisiuteyadmiulaninauy Grafana dashboard

FHNINI9

A 4

fudeyaann

Gateway

\ 4

\ M\ =y
NNt an g ldinendasaantil

\ 4

wlasdaya Hex code 1lu damanu

A\ 4

axdananu(String)

MySQL

v

QUNIFNINL

JUN 3.13 21 Flowchart nsuwdastaya
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3.3 dAUnanING

duilazyinmsdsriladlui Database g fiavinladannisviteudu local Tnan1sn

server t03uazyIIN154 PhpMyAdmin 1Jusadnnis Database wazdoya Wunisiiudeyauay

Ianskuy SQL vilvaunsavnluldseniu Grafana o

3.3.1 gunsalitld

1)

WAIDINUILYIN Server

2) TUsunsu phpMyAdmin

3) TUswnsy Grafana

3.3.2 YURBUNISWAUI Dashboard

aslUsuunsuiidedddiionun Node js Node-red MySQL Grafana U AWS Ec2

phpMyAdmin
afletiBe

Recent | Favorites

8 New

- information_schema
1 mysql

) performance_schema
- phpmyadmin

 test

B CilSe 0.0

S— N

= Server connection collation ig): | utfémb4_unicode_ci

&’ Language @ ‘ English v ‘

&3 Theme: |pmahomms v
» Fontsize: | 82% v

&° More settings

Appearance settings

» Protocol version: 10
s User: root@localhost
= Server charset: cp1252 West European (latin1)

(4 Databases =[] SQL (g Status L & User accounts \.@ Export [ Import | g Settings | Il Replication | | Variables | = Charsets ¥ More

[
General settings Database server

¢ Server. 127.0.0.1 via TCP/IP

s Server type: MariaDB

= Server connection: SSL is not being used @

« Server version: 10.3.16-MariaDB - mariadb_org binary

distribution

Web server

- Apache/2 4.39 (Win64) OpenSSL/1.0.2s PHP/7.1.30
= Database client version: libmysql - mysqind 5.0.12-dev -

/m| Console

U 3.14 PhpMyAdmin

32

= PHP extension: mysqli g curl (@ mbstring &
= PHP version: 7.1.30

20150407 - Sld: 38fea24i2847fa7519001be390c98aelacafe387
$

phpMyAdmin

» Version information: 4.9.0.1 {up to date)
= Documentation

» Official Homepage

= Contribute

s Get support

s List of changes




€ New dashboard / Edit Panel

Panel Title

Panel links

+ At link

Repeat options

Query inspector

5UR1 3.15 Grafana

Y

¥

asemstoyauaznnaes query Toyasany nemsldmeiie naaeinisvina

¥MnN15e8nluy Database way ER Diagrams Tatunsavingulasgsduszansnim

e N s o0

22 | varchar(20) D | £ | TIMESTAMP | Date
DECIMAL(9,6) | position_lat FLOAT Rain_value
DECIMAL(9,6) | position_lon | FLOAT Humidity

FLOAT Temperature
FLOAT PM_25

FLOAT PM_10

FLOAT Wind_speed
INT Wind_direction

values_Devicel
; 2| TIMESTAMP | Date

FLOAT Rain_value
FLOAT Humidity
FLOAT Temperature
FLOAT PM_25

FLOAT PM_10

FLOAT Wind_speed
INT Wind_direction

5U7 3.16 ER Diagrams
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(%

$1Mn"5ld Grafana 91910 Database UL@AINE tnevinn1seanwuy Dashboard 13914l

MM/ Min

al

SU% 3.17 Dashboard Layout

Y

3glY Gauge lun1suannar1agdu iesangladireuazdaiinisldds Thresholds A3y
Y % [ R B Y v v = | oy A =
gunseld Inswvalutisdnuanudunsg uagaudiaeinsnuansideundsla ieuanmaluafn

YDIANFNINDIN ALY
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uni 4
NN1INAKADILLASNANTIINA A DY
41  91uAkazasfIniu 1swnsy Modbus Poll

4.1.1 \Jeuse Sensor wiiugunsaluyasdayayias RSA85 to USB Serial Wag power supply

5U7 4.1 RS485 to USB Serial
\Houro USB uazlusunsudnse iy lranansasuanle

4.1.2

413 AANILAU connection

%, Madbus Poll - Mbpoll1 Al — 5

File Edit Connection Setup Functions Display View Window
Help

DEEE|X|F|= &1L 050615 16 22 23| 101 B
- = hE- =S

b - (S
Tx=0:Err=0:1D=1:F=03: 5R = 1000ms
No Connection

For Help, press F1. Port 4: 9600-8-M-1

7171 4.2 ModbusPoll (1)
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4.1.4 n@ connect

2% Modbus Poll - Mbpolll - D X
File Edit Connection Setup Functions Display View Window
Help Connect... F3

D&E Disconnect F4 06 15 16 22 23 | |D1| ?

Auto Connect >
x=0:E Quick Connect F5 00ms
No Connection

Alias 00000

ol

Port 4: 9600-8-N-1

5U1 4.3 ModbusPoll (2)

Y

¥
1

a1

4.1.5  azivtwnenisnan Winsennu Data sheet Nuanhilagiiifidesgde

1) den Serial iroly
2) AR baud rate

4.1.6 fIANS8USRENA OK

Connection Setup X .
Seiiel Port | -
— 2w~ | Cancell |
Seial Seltings — R v
~ UUSE-SERIAL CH340 [COM12) ~ Mode C
s W | ORTU Oascl
608 | | -
— Response Timeout
'8Databits  ~
MNone P ~!
HomeFarly Delay Between Polls
15topBR  ~ Advanced.. 10 [ms]
Remote Server
IP Address Port Connect Timeout
127.001 502 3000 ]

717t 4.4 ModbusPoll (3)
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4.1.7  azUnngemeulianwugesniu datasheet A17ileuas Sensor JaRuAD address 1 0

2y Madbus Poll - [Mbpell1] = O X
File Edit Connection 3Setup Functions Display View Window
| Help -8 x
DSEE (X |05 &L 050615 16 22 23| 01] ?
Mx=30: Err=0:1D=1:F=03: 3R = 1000ms
Aliasl 00000
ﬁ I
l 1
2 0
B 0
4] 0
5| 0
[ 0
? 256
E 0
9] 0
For Help, press F1. Port 12: 9600-8-N-1

SU 4.5 ModbusPoll (4)

4.1.8  wuwwaTinHufeINIg reset ANNNATIVIAIINHUMEA Feraedinisaderngu Sensor g

ﬁ’]mﬁiﬂﬁﬁléﬁﬂﬂ AU function

| Y Modbus Poll - [Mbpoli1] - =] p (P
'[E File Edit Connection Setup Functions Display View Window |
Help - 8%

- - - - e DU — - - i
DEWE&| X[ 500506151622 23[01] 2

Tx=30:Err=0:1D =1: F = 03: SR = 1000ms

’_J Alias| 00000 |
) =T |
1 1
2 0 |
3 0 |
4 0
5 0
6 0
7 256
8 0
9 0

For Help, press F1. Port 12: 9600-8-N-1

51/t 4.6 ModbusPoll (5)
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4.1.9 \@en function 6 Write Single Register

ﬂ Modbus Poll - [Mbpoll1] = =] X

ﬁ File Edit Connection Setup Functions Display View Window
Help 05: Write Single Coil... Alt+F5
D& | x|FT|=Ea 06: Write Single Register...  Alt+F6
Tx=111:Er=0:ID=1: F=03: 15: Write Coils... Alt+F7
16: Write Registers... Alt+F8

’J Alias 00000 22: Mask Write Register...
0 I

23: Read/Write Registers...

il L Test Center... Alt+T

2 0

3 0

4 0

E 0

6| 0

7| 256

:81 0

9 0 e
e

Port 12: 9600-8-N-1

B

21174 4.7 ModbusPoll (6)

4

4.1.10 1d value 90 7 address 0 w&na sent ¥i137 address an reset Anduluidu o

¥ Modbus Poll - (Mbpoli1] - D >
File. Edit Connection Setup Functions Display View Window
Help = | ByfX
DER& X|F |5 2| 05061516 22 23 |101] B
Tx=132: EMT = write Single Register X |
Ay S 1 |
= |
0 Address: 0 Cancel |
1 2 — e
— - Vake: ad
2 |
3| Result
: e ] N/&
; ~ 1 [JClose dialog on "Response ok"* ’
6| | UseFunction I
7| b © 06: Wiite single register
3 () 16: Write multiple registers
3 mEL -
For Help, press F1. Port 12: 9600-8-N-1

717t 4.8 ModbusPoll (7)
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b2
o 1

4.2  ®49A1 Slave ID, Baud rate ¥84 Sensor s

#49A7 slave ID waz baud rate anemanisuinluldnuss Inenisld Modbus Poll Tunisaaan

42,1 nafiuau Setup waden Read/Write Definition

| %% Modbus Poll - [Mbpoll1] - o o
| Eﬂ File Edit Connection Setup Functions Display View Window
| Help Read/Write Definiticn... F8
lDERa& x|m .
Tx=172: Err=0:ID=1:1 . Read/Write Enabled Shift+F6
Excel Log... Alt+ X
Alias .
0 | |
1 Leg... Alt+L |
2 ng Off
3 Reset Counters F12
L) Use as Default
E v ,
[ 0
7 256
B 0 |
9 0 |
|
|
|
Port 12: 9600-8-N-1 |

317 4.9 ModbusPoll (8)
4.2.2  UNNQUIENIsaAT wihllaunsaunly slave ID, address faveuld lnaoulud

address 2000

2} Modbus Poll - [Mbpoll1] S
iESFlc Edit Connection Setup Functions Display View Window
l'cp_ \SNAN Y S e, (B /A ol B g x
DEE&IXI™|® &1 050615162223 01| ®
Tx = ; Read/Write Definition x
SlavelD: 1 Tl

F Funclion: 03 Read Holding Registers (4¢) - e

= Addess. 2000 ert

5| | Quanity 10

; | ScanRate: 1000 ms

: " @ ReadMwiite Enabled Read/wiite Once

5 Wiew

o g";"o" N () Hide Alias Columns

7 [ Address in Cell

3| Display: Signed v [JPLC Addesses [Base 1)

£
For Help, press F1. Port 12: 9600-8-N-1

'gﬂﬁ 4.10 ModbusPoll (9)
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4.2.3  Double Click ﬁﬁaﬁamﬂamﬂ address 2000 Litesadn slave 1D

4.2.4 Double Click ﬁﬁaﬁamﬂamﬂ address 2001 LiofaAn baud rate

425 laganviny Invinlanvuadeneg wassindeyandesldves Sensor

3 Modbus Poll - [Mbpoll1) a x
[ File Edit Connection Setup Functions Display View Windew
Help . & x

DEE& X M EE 05 06 15 16 22 23 |w1| @
Tx=4:Em=0:10=1:F=03: SR =1000ms

[ Aliss 02000
i

1 2

2| 0

3 0
_ri_ 0

5 0 |
6, 0

7 0 l
B o

B 0

I

For Help, press F1. _ Port12: 9600-8-N-1

AN519 4.1 NSHIANYULDS

5U# 4.11 ModbusPoll (10)

[

a1

P78 Sensor U%mqmﬁmu Sensor AMAINBINA Sensor ANULSIAY Sensor NiAN19aL
Baud rate 9600 9600 9600 9600
Slave ID 1 2 3 aq
Data address Address 0 (mm) Address 500 Address 0 (m/s) Address 0
(mm%u : %)
Address 501
(gausindl : O)
Address 503 (ug/m°)
Address 504 (ug/m?)
voltage 12v 12v 12v 12V

a0




4.3 91UALALHIA WU LoRa32
4.3.1.  vhmsderasmaaesmu diagram ey dedeluliuees 12 VDC thane A uag B sowdn

MAX485 Gi@lWL?;IHQ MAX485 a1n LoRa32

#1519 4. 2 ﬂ”l’iL%@iJG\IE] Pin 5311119 LoRa32 tay MAXA85

LoRa32 MAX485
33V VCC
GND Gnd
Pin 15 RE

DE
Pin 4 DI
Pin 0 RO

ha\,‘(“d- .__:\\’ o
a8 .
b

91/71 4.12 RS485 wiring 434

a1



4.3.2.  Tdganauas Arduino IDE Tun1sieulusunsy weaiunau LoRa32 wara1uenan Sensor
4.3.3.  Import library ModbusMaster wiialdaruniseu RS485 wazivun Pin audaau 23 9y
NNNFNIIINUSUMI s dean 0 iesesuan dian 1 Liledsaieen Usznia Object Modbus 2 ¢

dmsudad sensor modbusl @Sy sensor daelu kag modbus? dnsu sensor Jaann

#include "ModbusMaster.h”

ModbusMaster modbusi;
ModbusMaster modbus2;

9107 4.13 fhegalusunsuiidenlu Arduino (1)

43.4.  a@sreuusdmsudanisszuunie kagiuusdmsuiiuaann Sensor

base = 8;
count = B;
typedef
I
L
humidity;
temperature;
rain_value;

} value_type;
value type value;

91071 4.14 Freglusunsuidenlu Arduino (2)

a2



4.3.5.  void setup isznia serial Aldeu 115200 wsunisieuluuesn 9600 wsunisineu

fiu Sensor Fiapn Pin 43n1s max485 set il LOW @319 Object modbus wsiazsia

9, SERIAL_8N1);
@, SERIAL_8N1, RX_PIN, TX_PIN);

in(@xe1, Serial2);
(preTransmission);
on(postTransmission);

in(0x02, Serial2);
ission(preTransmission);
1(postTransmission);

5UTl 4.15 heghalusunsuiideulu Arduino (3)

4.3.6. void loop ¥1n1991uA19IN sensor waz delay dinseunsaraAsIeln max48s asu

state laviu wivhanfilawansun Serial monitor wagyinsnvaeueululuvgaiiie reset sensor

Tarlu

U7l 4.16 fhegnlusunsuidelu Arduino (4)

a3



4.3.7.

4.3.8.

Function d@wsunisilataniseiumiadenives max4ass

reTransmission() {
talkrite(MAX485 RE_NEG, HIGH);

ostTransmission() {
talkirite(MAX485_RE_NEG, LOW);

U7l .17 fhegnlusunsuidenlu Arduino (5)

Function 81uf1a1n sensor lnedeuil Input register wazdsn address fisuauly ausae

Tudeyaiineiniseuludni address wagvinisnsivaeumdnaunThamisaemliviell tew

Iaagmar1an buffer unlalusuwds Tnenisineuase1ui address 0 Mg d@unisineiniAazeIun

address 0 Wurutuuay address 1 {Wuaumgd

» 2);

tfer(1) / 16;
r{@) / 1a;

U7l 4.18 fhegnlusunsuidelu Arduino (6)

aa



4.3.9.  Function dwiunisnsivimlunganield launisananawuild dldifinsasuwlaaduna

10 uilazfiodmunenuardinis reset 1w sensor Ad

value != @) count += 1;

U7l 4.19 fhegnlusunsuiidenlu Arduino (7)

4.4 dapiisul@luss Gateway waz Database

4.4.1. m3as key dmsunisdeansniu LoRa Class-A winluasns key anniiuled

https://loratools.nl

@ A 7

Key generator HEX helper Air time calculator

‘s

—
Thingpark import

helper

917 4.20 AMma1ALIU Loratool

a5


https://loratools.nl/

4.4.2. vinsase key 8 bytes 11 2 key Wielddu APP Session Key wag Network Session Key

loratools.nl

LoRaTools Key generator HEX helper Air time calculator Thingpark import helper

Generate

a random hexa

Use this key generation tool for test and development purposes only. Never use a public service to generate production key material. Even
if the public service seems to be provided by a trusted party 100% exclusivity cannot be guaranteed, Always use a method under your own
control to generate production keys. Please consult our reference code for examples on key generation scripts that can be run locally.

Generate 16 bytes key (e.g. AppKey, LRC-AS Key) Generate keywith 8 bytes
25BF7D93CDEFA24C d
Shannion entropy [bits/symbol] = 3.5. (Always high enough for Thing

'g‘dﬁ 4.21 AINATATN Key 8 bytes
4.4.3. a5 key 4 bytes 11 1 key

Generate 16 bytes key (e.g. AppKey, LRC-AS Key) Generate key with |~ 4 bytes

D610726A -+

Length = & bytes | Sharinon entropy [bits/symbol] = 2.75. (Always high enough for Thingpark)

gﬂﬁ 4.22 7MNN158319 Key 4 bytes

'
a 1

4.4.4. m3ase1 LoRa Gateway Liveas1ageanisiuteyangnasnainuesa TTGO wu LoRa

Y

wig Default Gateway ve1 LG308N LoRaWAN Gateway http://10.130.1.1

Sign in to access this site

Authorization required by httpy/10.130.1.1
Your connection to this site is not secure

Username | m I

Password smsssas

Sign in

JUN 4.23 nnnsidngsyuuves Gateway

a6


http://10.130.1.1/

4.4.5. nmsigdsruurewguaniudiliores Gateway lunil

Username: root Password: dragino

&< O A Not secure | 10.130.1.1

Cg seeci{ml LoORav LoRaWANv MQTTv TCPwv Custom Systemv LogReadv Home  Logout

System Overview

Internet

4

WiFi ’,}\ Eth

(" 4\

LoRa

g‘d‘ﬁ 4.24 21N web gateway U84 dragino LoRa Gateway

a.4.6. Lﬁé’fﬂﬂﬁw LoRa >> ABP Decryption

&« C A Notsecure | 10.130.1.1

@ fm Ee/cii\mMl [ORa¥ LoRaWANv MQITw TCPwv Custom Systemw logReadv Home  Logout

System Overvie -°R@

loT

ABP Decryption
@ ANV Internet Service
WiFi ’l,? Eth \ /
\ Model LG308

5U# 4.25 amnsidiany ABP Decryption

ar



4.4.7. ihieyafieisnnounthiinda
1. lashdeya 4 bytes 1fiu Dev ADDR
2. ihdeya 8 bytes wisluges APP Session Key lagiiiu O lusnumii 16 o7
3. uay ihfeya 8 bytes isluges Network Session Key lagwdis 0 Tdunth 16
4. 2nduna ADD_KEY ieifiutesnanisieansil

" e ugluuuresnisieals LoRa Class-A

10.130.1.1

[G IR =0 LoRa~ LoRaWAN~> MQIT~ TCP+ Custom Syslem~v LogReadw Home Logout

Decrypt ABP End Node Packets

Enable ABP Decryption SAVE

Add Key
Dev ADDR D610726A
APP Session Key: TDIICDEFA4C ]
Network Session Key. E86576A2966DB0E ]
Decoder: [AsCiiswing —— — — ]

ADD_KEY

Delete Key DevADDR: [ ~]  [DELETE

SUT1 4.26 sty ABP Decryption

Y

4.4.8. wasnuutsmadindiivlniszysingiulutes ABP Keys

ABP Keys:

Dev ADDR | APP Session Key | Network Session Key | Decoder
1580346 | ©@000000U0000000OBDEBI44EFACI3871 |  §87BFIOFE97BIASE0000000000000000 | ASCII
D1580347 | ©OPEOPEOEOOPEOGOBDEE3A4GFAC13872 |  BB7SF39FEI7BIA600008000008000000 | ASCIL
D1580348 | @0E0RDOR0AREOREDEB3A4GFACI3873 |  BB7BF3OFE97BSA700000000200000000 | ASCIT
1580345 | 3870 | | ascir
01580349 | @0GA0EPOR0MREOOPEDES3AAGFACI3E7S |  587SF3OFE97E9AS52000000080000EER0 | ASCIT
o158035a | 3876 | | Aserr
1580351 | @0000PEB00DBEOEOBDES3A4GFACI3ET7 |  BBTSF39FEI7BSASA0008000000000608 | ASCIT
1580352 | @0E0R0000@BEGEREDEB3AAGFACI3ETE |  8B7SF3OFBO7BOASSARO0000800002000 | ASCIT
1580353 | 13879 | | ascrr
D1580355 | @0@EABPO0AREOOPEDES3AJGFAC13350 |  587EF3OFEI7B9AS570000000000008E00 | ASCII
01580356 | 13881 | | Aserr
AEF7AEFZ | ] 1 | ascix
1580357 | @000000000000000BDEBI44EFACI38E2 |  §87BFIOFE97BOASS0000000000000000 | ASCIL
D610726A | ©EDAOPEREAOPEOEOZSEF7DISCDEFA24C | ES6576A2966DBOEAGCOBO00GDE000E0E | ASCIL

5U71 4.27 Session Key fiwdealdauy

a8



4.4.9. wdwniudewinsse Gateway Wiy Wi-Fi Access Point iieideusiedumesidndmsunis
defayaluda Node-RED sy MQTT e
#aA1 MQTT #iagsinns Forward enann Gateway oonly
1) fwun MQTT broker luil broker.hivemg.com port 1883
2) & Quality of Service 1Ju 2 nunetisdn ”zyﬁqﬂ
3) fwun Publish Topic 1w CLIENTID/CHANNEL/data
4) CLIENTID 11310 ID ve9 Gateway
5) CHANNEL 31370 Device ADDR fiaaaly

6) data fie address vaslaya

& AT A Notsecure | 10.130.1.1

@ DRAGIND JKERS LoRaWAN » MQTT » TCP > Custom System » LogRead Home Logout

MQTT Client Configuration

MQTT Server Profile

b Across L] B Port 1)

seriD —

Cericate [-cert] Key [-key

CAFie [_cafie]

Clent 104
Publish

Enable Publish & Quality of Service [-q] Topic Format [-] ?

Deta Format ] 2

Subscribe

Enable Subscribe 0 Quality of Service [-q] Topic Format [-{] ?

5UT 4.28 Amnsesen MQTT Uu Gateway

a9



4.4.10. waswneuAain RS485 azlideyaiidu anmgll armdu uazUsunaniruud Tunsdrsaludy

Gateway noudu fewinisisenld library lorawan.h antuadsiudsiiuaitodniia Gateway

AunasalInaunng

#include <lorawan.h>

//BBP Credentials

const char *dewvAddr "D1580357";

nst char *nwkSKey = "8878F3%FE8S57BSA550000000000000000™;
"G000000000000000BDER3446F4C13882";

const char *appSKey

U7 4.29 TUsunsudwsudeAniy LoRa vy Arduino (1)

Y

4.4.11. vmsdeldau LoRa Module shedasialuil

if (Ylora.init({}) {

Serial .println ("RFMS5 not detected™);

delay (2000} ;

return;
}
lora.setDeviceClass (CLASS_A);
lora.setDataRate (SF12BW1Z25) ;
lora.setFramePortTx (5) ;
lora.setChannel (MULTI) ;
lora.setTxPower (15) ;
lora.setNwkSEey (nwkSEevy) 7
lora.setAppSKey (appSKey) ;
lora.setDevAddr (devAddr) ;

5UT 4.30 TUsunsudwsudedniy LoRa vy Arduino (2)

Y

4.4.12. thdayafiimuanain Sensor i1 3 unsandudeanuStringlluguuuy JSON vihnsdseyaiiulas

udmu Uplink a1ntdusenisdnanain RFM95

sprintf (myStr, "{\"temp\":%.2f,\"hum\":%.2f,\"rain\":%.2£f}", temp, hum, rain) ;

Serial.print ("Sending: ");
Serial.println (myStr);

lora.sendUplink (myStr, strlen(myStr), 0);

lora.update(};

U7l 4.31 Tusunsudwiusdsdnsnu LoRa Uu Arduino (3)

50



4.4.13. antuyinisdnlvan Code ad vasa TTGO #d191ng1uA13In Sensor Uil vasnagdidoya

29N Qwalé’fmﬂwm Serial Monitoring

& COM3 — m]
| Send
Sending: {"temp":32.54,"hum":55.68,"rain":5.21}
Sending: {"temp":32.54,"hum":55.68,"rain":5.21}
Sending: {"temp”:32.54,"hum™:55.68,"rain":5.21}
Sending: {"temp”:32.54,"hum™:55.68,"rain":5.21}
Sending: {"temp”:32.54,"hum™:55.68,"rain":5.21}
Sending: {"temp”:32.54,"hum™:55.68,"rain":5.21}
Sending: {"temp™:32.54,"hum™:55.68,"rain":5.21}
Sending: {"temp":32.54,"hum™:55.68,"rain":5.21}
@ autoscroll [ Show timestamp 'N;ima | [115200baud | Clear autput

g‘d‘ﬁ 4.31 Serial Monitoring n15da¥ayar1u LoRa

4.4.14. Toyadzgnasludy LoRa Gateway @1315agualak1u LoRa Log

~ O A Notsecure | 10.130.1.1

@ DRAGING R ERS LoRaWAN » MQTT~» TCP~ Custom System » LogRead» Home Logout

LogRead LoRa Log
System Log
FregINFO:
Record Log

Gateway Channels frequency

gﬂﬁ 4.32 ALY LoRa Log

C

& orFRGIND

A Notsecure | 10.130.1.1 @ @

Logread Error:

Logread RxTxJson:

Wed Nov 30 15:04:37 2022 daemon.info lora_pkt_fwd[28245]: RXTX~ {"rnxpk™:[{"tmst":2859789252"time":"2022-11-
30T08:04:37.697528Z","chan™:1,"rfch™:0,"freq":923.400000,"stat":1,"modu":"LORA" "datr":"SF 12BW125","codr":"4/56" "Isnr":10.0, "rssi":-42,"size":51,
{"tmst":2859789252,"time":"2022-11-

30T08:04:37.597688Z","chan™0,"rfch":0,"freq":923.200000,"stat":1,"modu":"LORA","datr":"SF 12BW125","codr":"4/5","lsnr":-12.0,"rssi":-108,"size":5

JUN 4.33 nmdayafiinud Gateway

Y

51



4.5 nMsuendoyauazuaninauntl Dashboard

nsuwentayanie Node-RED nasanlasudayaniu MQTT agvinisuendeyaiaznsivaey

o

v IS4 = £ 1 & 1 ¥ 1 2 L4
Uadla Imamama 2 Usennee VAT ﬁ]’]LL‘VIu\‘i’e)‘UﬂimNTu GPS LaSVIYAAFNTNDINTA ARLENTBLA

]

wazyielu 2 Geuly Tnsazuenldifuteyavesgunsaiiflegudn wazgunsallmiluszuy
19815911971 UY Node-RED asgnuuaiu 2 diundnfe
! = ! v 2 v
gl 1 dndumsuenuazdaivtoya

AU 2 @1UN15A9A199N1N Database TUELNIHIY MQTT

e — [ — CINERRRER
;
ih—=> st CRRE— |
AT oy T e I -
@ connected

"L tostation -~ | Dearyption 4 switch
g g ?—‘lﬁf~>
S e N o i ™ S
‘8o

el
x & 5 seTPmao

sU#l 4.3 nsuendleyase Node-RED (1)

52



451 dulunsuwenuazdniudoya

dauilviminnfudeyavin MQTT Mgndauiain LoRa Gateway Uazvinn1shen

Toyailu 2 Useanfe Jeyaseuiunisgunsaliiu GPS uasdoyaranIneinia uaz

msdanisteyalu 2 Feuly Ao JeyavesguUnsaiiliegua wargunsalludlussuy

e S N
5 [T ——
e —
e S (N el
loTStaton swiich - -
| hcd Jeon )

SUT1 4.35 Msuendouasie Node-RED (2)

Y kY

1). Wngagrinissudoyauaiuuadnnsia LoRa Wudeyadnuysund udadnwen

mugluuudeyailudoya 2 Useinn idan1steyasmunusiazinnistayariann

BRI

fion | D—e——~0) § 1l suitchs =

" loTStation -;a{j Decryp : 2
B connected Ci—) _—
|

JUN 4.36 Nsuenteyane Node-RED (3)
Fudayardhunsiu MQTT Wudeya 2 wuu Aedeyaszusumisaunsaliiiu GPS

wazdoLARANTNEINA

520/2023, 1:41:35PM  node: debug 1
Station/data : msg.payboad : string[105]
"FHffffbE2022cae42244657069636530222 .38

Ze3@sza
2C34342e359302033342231302033223430 20352

£31362c382230302c3 288"

JU 4.37 fegetayaiideain LoRa Gateway
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CY N 4

nonsadeyadn LoRa udeyadnuysund lnedeyasunusasidugiuuy

Y

JSON wazdayaranimeinieazlu array sallesiulnefiddiumuiimnug

5/18/2023, 12:48:38 PM node: debug 1 5/18/2023, 12:53:11 PM node: debug 1

msg.payload : string[40] msg.payload : string[33)

"{"ID":"Device@","1at":13.727419,"1on":100.772843}" ""Device0",12,60,23,50.8,45.5,20,1"
{l'agas:qohumia GPS i'mdafi'\amwmn'm

JUN 4.38 doyanaainaensia

2). Suadunussnangaunlas plain text U JSON wagyiinsasam1Lns
Y = v = 1 o Y o
Jusuds Global wielylvideyanigluainssd1ain Database u9ivlu Payload wih
N15A4A19n Database ttoyaluiieuindigunsaiillu Database %ot uawihnisasly

2 malugiudall

e — R
f-fo st R, — e

@ connected

sU#l 4.39 msuendeyase Node-RED (4)

3). sndeualufioUnsalidluszuvaziinisainemisnelmiuda update Araslulu

AV 9

a

s1udeya uaziileglu Database ui132vi1N15 update uiae

T R
- switch -
[} o
e e o CHS— SE]

@ connected

U7l 4.0 msusndeyase Node-RED (5)
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4). mndeyaduAaninernia azvihnisuendayadnn array Wudiug ududas

udayaluguuwuu JSON udwihnmsdeteyaiduduys global evhauludiudaly

ML::I split C—‘lfl set )— |json‘—',>
:» join  O— T 20soN -4 | Limitmsg ——”“;@Tij‘

80

U7l 4.41 m3usndeyasne Node-RED (6)

5/18/2023. 1:28:11 PM node: JSON From
Deviced : msg.payload : Object
vobject

ID: "Device@"

RAIN: 12

HUMI: 6@

TEMP: 23

PM25: 50.8

PM10: 45.5

¥S: 20

WD: 1

U7l 4.2 msusndeyase Node-RED (7)

5). andiunsuntdmaiainladeyalusy JSON wd1 9vN15nsI9deUdng
gunsnilugrutoyaniod lan15AeAn91n Database udvidsoyaly 2 e ekl

lugnudayadsyinisairem sl §1iuagyiinig insert Yeyalnsiidnlunissves

¢
punIUUY
Y o ihaii i = i1
T CHRER— T — TR
L | .
g 1 8 connecled X st |
] insert value  [— f

8 connected

U7l 4.43 musndeyase Node-RED (8)
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452 @rn15a9A199na1n Database LUMELNIHIY MQTT

OENEE— e - TR |

B connected
q&n‘f Rain_value D—C_)—¢) SET Rain_value C———
Humidity o—w SET Humidity |
Temperature D—w SET Temperature O—/
PM 25 o—w SETPM 25 o)
PM_10 o—f*—é SETPM_10 rvj

0 Wind_speed C-—'w-—] SET Wind speed [
J Wind_direction w-—] SET Wind_direction

@ connected

join  O—0) Smﬁonlmb‘ ]

@ connected

Igeyyl

—

sU7l 4.44 nsuendayase Node-RED (9)

I

lagawdlaa trigger ¥n9 1 w19l Mn1sdenisvinau iin1sfstegunsalvanualy
database W udwUandusefoguuuy CSV wazdslufdoyannadodagiuvausazen
anmena nasnlateyanimanazyiinissinteyauguuuy JSON uid publish senkiu

MQTT

AME2023, 1:38:53 PM  node: debug 1
SELECT ID FROM IOTstation.sensor_lists - msg.payload :
string[15]

"Deviced,Devicel”

sU#l 4.45 Fegafidenluguuuy CsV

20020232, 2:13:56 PFM  node: debug 1
Wind_direction : msg.paylead : Object
wohject
DDate: "2823-95-20737:13:09.000."
Rain_wvalue: @
Temperature: 32.88
Humidity: 42.92
Wind_speed: 11.1
PM_25: 6.9
PM_18: 13.7

Wind_direction: 4

14

gﬂﬁ 4.46 vaya Publish uu MQTT
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4.6 NANAADININUAAILALDTUAIIINLTULYDS

aINTINIAmUAAELgeT 3 Usenv Ao lwulgesingumvall leugasinAuay wae

[

WS IAUSUMUIHY 3ntuinn1sInanasaladnsa Fainlrlenadnsaad

Serial Monitor x

temperature:
humidity:
rain value: 8.50

temperature: 2
humidity: 6€8.

rain value: 8.50 mm/min

temperature: 29.10 C
humidicty: 68.20 %
rain value: 8.50 mm/min

a

JUN 4.47 fpgramaansn UL

4.7 wan1sveassdsdayangulaannauiwasiiu LoRa LUl Node-Red
waannasdoyanil LoRaWAN ladnsaudqld Node-RED 1l subscribe MQTT topic vos
LoRa Gateway Wlolé¥udoyasiiu MQTT 910 LoRa Gateway snuén deyaiildazesnuniudoyagu

16

5/18/2023, 4:22-58 PM  node: debug 22
msg.payload - string[92]
"aoaBadnadaaaassath2274656d7022383332

a
342c2268756d223a35352e36382c22726
e

3 2
223a3352e32317d"

e
65

[ T 3 =T}

=

JU 4.48 fegnetayaiidinnain LoRa Gateway
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ynutundsnideyaudndiuilisndueenuavulasdeyandunludeninu sldnadnseonuiy

String JUuUU JSON faguii 4.49

5/M18/2023, 4:22:58 PM  node: debug 18
msg.payload - string[38]

{"temp™:32.54,"hum":55.68,"rain":5.21
3 m
}

5/18/2023, 4:22°58 PM  node: debug 17
msg.payload - Object

» { temp: 32.54, hum: 55.68, rain:
5.21 }

JUN 4.49 fregremaansnisaensiateyaiidunain LoRa Gateway

4.8 n1sIniutayanasiaAIuLanINa Ul Dashboard

4.8.1 Msdniudeya

nmseenuuudeyavegnuuaiu 2 wuufedeyaszyimunisesgunsal wavdayan

v & o &
dhrnenna Tm%ﬁmmﬂumiwmu

o 1

v v @ = & A » a | o ¢
YDUATEUALLNUY 8RN ID LUt Device ‘I/lgﬂﬂﬂlﬂf\]’mLﬁ’]LL‘I/lU“UEJ“UENQUﬂim e

U q

1%

fiYeya position udeyasunis GPS JULUY latitude longitude

[ | ID position_lat  position_lon

| 4 ‘DE'u'iI:EU 13. 727419 100, 772343

{ (Devicel 13.727418  100.771846
. [

U7 4.50 wan15daiudaya (1)
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JoyaranineInia ssvinsiaiuaaafivhnstuiinAvestoyatu uwaza19n
wueesNmun lneasduzuuuures 1 e 1 aunsal wazazyiinisasnmnsdlntenlud@

mnilgunsalasnsideulvy Hiuszuuuy Node-RED

Date Rain_value Humidity Temperature PM_25 PM_10 ‘Wind_speed Wind_direction
2023-05-2007:0%39 0 44.7 34.4 3.3 4.8 1] 2
2023-05-2007:10:09 0 44.6 34.4 3.5 5.1 i 2
2023-05-2007:10:42 0 44.5 34.4 3.4 5.1 1] 2
023-05-200711:12 0 45,2 3.1 3.9 45 1] 2
2023-05-200711:39 0 45.3 34 3.3 5 1] 2
2023-05-200/12:18 0 454 34 3.6 5.1 1] 2
2023-05-2007:12:494 0 45.7 33.9 3.9 5 a 2
2023-05-200/15%:22 0 45.7 33.8 3.7 5.2 1] 2
2023-05-2007:13:43F 0 46 33.7 37 5.4 1] 2
2023-05-2007:14:11 O 46.1 33.7 3.5 5 i 2
2023-05-2007:14:50 0 46.4 33.5 3.6 5.4 1] 2
2023-05-2007:15:14 O 46.3 33,6 o 4.8 1] 2
2023-05-2007:15:44 0 46 33.7 3.8 Tk a 2
2023-05-2007:16:1F 0 45.7 33.9 3.8 o 1] ¥
2023-05-2007:16:56 0 45.4 34.1 3.9 5 1] 2
2023-05-200/1020 0 45.3 341 3.8 5.6 0 2
2023052007156 0 45.4 34.1 3.5 5 i] 2
2023-05-2007/18:1F 0 44.8 34.2 3.6 5.4 i 2
2023-05-2007:18:50 0 44.4 34.3 3.4 5 i 2
2023-05-2007:1%1F 0 4.6 A < Tl 1] 2
2023-05-2007:1%:50 0 4.7 3.3 3T 5.2 0 2
2023-05-200720:26 0 44.6 34.3 3T T, i) Z
2023-05-200720:50 0 44.6 4.9 S 5.2 1] 2
2023-05-2007/21:32 0 44.7 34.4 37 5.2 1] 2

JU7 4.51 wan1sdniiudaya (2)
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4.8.2 MILARIHATDYA

14 Grafana Dashboard Tun1suanua lngdsnlisessun1sheenan MySQL Astaya

1 o d' 1% & I a [y [ 1 1
N’]Uﬂ’]iﬂ’]\‘i’m‘ifl’ﬂﬂl’lLL@SGNF’]’]LL&@QN@LU‘ULL‘U‘UQJV‘W Thresholds 58AUAIUBUNTIYVDILANTAN

3.70 yg/m?3

‘gﬂﬁ 4.53 nuNe9A1 Grafana
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'
o

1 1o o [ P ! P < | o o
drunsldads query 1uA&sineA11197n Database Ingideniunsldmdsiuy

Code Magyimsidenadslaies Ingldards query aslulalay

Data source ©)] Query inspector

> Run query

1 CALL get data( 5 )

+ Query + Expression

U1 4.54 WidaAn Grafana (1)

Data source Vy... @ ery .. VD = auto = 552 erva T Query inspector

(> Run query

LECT ID, position_lat, position lon FROM IOTstation.sensor_lists

+ Expression

U7l .55 niisiarn Grafana (2)
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drumsAsuansra avgnaamsaue Wugdwuulunsuanmavesusazdeya M9
Mivetoya A1 max min YosUayatl ¥o Title YoIUBYA UALAIA1 Thresholds A

dunsevestoya lnesdldrmuavestoyavse wWu % 210 min max

Thresholds

 Add threshold

®

Thresholds mode

Absolute

'gﬂﬁ 4.56 Thresholds

YA TUAAIHAAIDUATIUAULVRETOU Gauge

3.30 pg/m? 4.50 pg/m?
—

E‘Uﬁ 4.57 KUN99A1 Grafana
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uni 5
A3UKazIaNsalNAN1ITNIAG Y

5.1 @3UNan1maag

\Wesndagtu lanlalinswmundngdenussuy 10T 11nTu wanes a81981u150Y Y

Y

Y

InsdnipIoafesls wasniaganiunu dmgiauiiainseaiedesiiy. VolP (#naens
A | v Yo a = & & o a da «
doa1361u Internet lagld 1P ) nadenfumuidsdaiunsiauissuuianauiiiiesssuy
nsr18LdEe THa10150MTI980INBINTA LaZENINLINRENATEY 19 LAN1T9NLUUTEUULAE
L U Idl =} 2 Idl o 1 U
WAWIYANTIVIAFNINBINIAYBNATEINBNTIVIA (Sensor) WINTFIU RSA85 LiNaYINIUIIUAULET
nszaedesniu VolP iy lagyiiniseuaiainiaiasiiodn (Sensor) smegunsalamuauvuinian
(Microcontroller) wazvinnasasanfilaluifiudeyavugiudeua (Database) uazuannals Wi

n135dea13 LoRaWAN wialiidinsldndsnusuazansununisnde virbadnisidndanisldaula

YU

Tnenanisduiiuanuiliansataanmendldvannvats ieuTuasu PM2.5 PM10
USmnanieu gumadl eutu dumisiineenan anauasiianisanld wazihdeyaifald
wduderuAduing LoRa 1Ud Gateway tiavideyadngszuuiiudoualu AWS wagi
foyaluuaniwauy Dashboard 484 Grafana Llelvgldansadinaunganimernialuyinman

1 a § Y a aa 3
Hud UL Na A sLATd R
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5.2 UgymimuTunsviinisnaaas

5.2.1 Msdeloyasiy LoRa TuuasuinAuinnain

nnsdadeyakIU LoRa Miluuepsttayailatinisaainndiow luladeyamundesnisgu

Toyaiiey Yayaviame yibissuuinauldlanunaidesnis

SUT 5.1 Megstayaniaiieurilvssuiigunsaliianain

"Unexpected end of JSON input”

U7 5.2 dayanualidulunugvuuy vinbissuutndes

5.2.2 99311"U99 Grafana

Usymves Dashboard #lalanunsasenteyadnn database laazidenline Grafana
o I o o g: = [ 14 PN o [ o o/ 1
udumduhsiuu MySOL ilissuufivenwuusniinauiurmateniseyinaulaen la
anansalendeyalugUuuundudeuld wu n1sfsAnannvate ) msensiuiuuaiede o m

a U
LREINU
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5.3 swaman1suntudeyin

5.3.1 mMsdetoyanig LoRa Tuunasuinnuikanain
dnsesszuulivennuiiliduluauguuuuitinll gniannlueunagludmansenu
Aodiudu warninanseunsdsadlvivunzan azanlenianagiiudeuiudeyadus Nd1u

mawIngluglndipesla

5.3.2 99311"MU89 Grafana

11 function Stored Procedures a81 MySQL T#is895UAUN19d9A199U0 Dashboard

Ju function vina1uuwuy dynamic 16 wazSenldaulumdstuien vlvitauiu Grafana 1o

CALL get data WD{

'
[

U 5.3 Adusenldanuteyauu Grafana

®  CREATE DEFINER="admin'@ ¥ PROCEDURE "get_data’ (IN variable VARCHAR(255), IN tables VARCHAR(255))
BEGIN

SET @sql =

SELECT (
DISTINCT CONCAT(

yvariable, ,variable,

)
SEF

IH(SUBSTRING_INDEX(SUBSTRING_INDEX(tables, *,’, n.n), ',', -1)) AS table_name
FROM (
SELECT a.N + b.N * 18 + 1 AS n
FROM (
SELE L SELECT UNION ALL SELECT UNION ALL SELECT
C

N ALL SELECT 5 UNION ALL SELECT 6 UNION ALL SELECT

SELECT © AS N UNION ALL SELECT 1 UNION ALL SELECT 2 UNION ALL SELECT
UNION ALL SELECT 4 UNION ALL SELECT 5 UNION ALL SELECT & UNION ALL SELECT
N ALL SELECT B UNION ALL SELECT &

) A
) AS n
WHERE n <= 1 + (tables) (REPLACE(tables, FUNEY);
) AS t
ET @sc (
variable, ,variable,
8sq

PREPARE stmt FROM @sql;

EXECUTE stmt;

DEALLOCATE PREPARE stmtj
END

'
o o

SUTl 5.4 dhegnaddslu MysQL
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5.4 YarEuaus TUNISHAIUN

ELHNIAER$I981NABRS BE AN T0NULABE 19 NABINUTBULYAVB AT UL

wAdaunsaRaL e s eANaEAIN IR ITUlAINT WY

1. visewanaluusiaa wWelvdldusnalndifesaunsagainie q loasainddy
2. ihmsudadeuduaselvglduinalndifsminifinaniunisaldunseuy Ysinadugand

UNA 91NASDURAUNG MI0aULSIRAUNR 2YINN15HHBUAEITNITEIAIDNITNTLS
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nsa31ely® AWS Waldiau Ec2 dmduvindu Cloud Server

'
[

1. Wluaduledues AWS https://aws.amazon.com LagAanil Create an AWS Account #3903l

Tydeguaaliing Sign in to the console

Start Building on AWS Today

By Industry

il 69 &
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3. U Launch instance wagwaan@avden Launch instance

O riewEC2 Erpmrienee o0
o Resources aonatvien 2 | [ G |[ @ |

EC2 resoure US East (M. Virginia) Regior:

Vo are usirs the follawing A

¥ Instanees
Load balancers Placement grovps 0 Seeurity groups s
natar Snapshots 0 volumes

Launch instance Service health [ ][ aws resten nasbonea & |

v images . Zonss
atal Zane name Zome 10
Scheduled events c
¥ Elastic Block Stors u-ssste1 uset-a1
US Esst . Vieginia) us e 10 uset-az
o scheduled events
us-gast-Tc uset-azd
Wifocyclo Marager
r— vt
¥ Network & Security Mieate 2 Sugver
u-eost-te voet-acd
us-sast-1F et
to sempity and expecas
loud fraseructre to AWS.
Enase addronal Zone

ation Service (4

(%
Y

4. YIN1599%D Instance Y8443

Name and tags info

Name

fy Web Server ‘ | Add additional tags

5. 1@enszuudfiRnisves Instanceluiiidaniliu Amazon Linux

v Application and OS Images (Amazon Machine Image) info
AN AMIis a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMis if you dan't see what you are loaking for belw

Q. Search ourfull catalog including 10005 of application and OS images

Quick Start
Amazon mac0s Ubuntu Windows Red Hat ‘ F Q
Linux
|1> Browse more AMIs
aws ubuntu® Microsoft || o Reakat || Including AMs from
~ AWS, Marketplace and
the Community
‘Amazon Machine Image (AMI)
Amazon Linux 2023 AMI Free tier eligible
v

ami-02506¢dd 132021257 (64-bit (x86), ueki-preferred) / ami-00d4ad3322f7045d7 (64-bit (Arm), uf)
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description

Amazon Linux 2023 AMI 2023.0.20230419.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID

64-bit (x86) Uefi-preferred  ami-02396cdd13e9a1257
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6. VINTAIN key pair

w Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

Select v | C Create new key p: rI

[
v

7. §9%9 Key pair 999437

Create key pair x

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your
instance. Learn more [/

Key pair name

| Enter key pair name |

The name can include upto 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type

O RSA
RSA encrypted private and public key pair

O ED25519
ED25519 encrypted private and public key pair (Not supported for Windows instances) |

Private key file format

O .pem
| For use with OpenSSH

| O ppk
| For use with PuTTY

|
|

8. ;AN Checkbox Lilaayaalsilinesn HTTP wag HTTPS

v Network settings info Edit

Network Info

vpc-06d4fe2b9dicSeas4

Subnet Info

No preference (Default subnet in any availability zone)
Auto-assign public IP info

Enable

Firewall (security groups) info
A security group s a set of firewall rules that control the traffic for your instance. Add riiles to allow specific traffic to reach your
instance,

© Create security group I ) Select existing security group

We'll create a new security group called 'launch-wizard-3' with the following rules:

Allow SSH traffic from

Helps you connect to your instance

Anywhere
| 000070

Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.
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9. ne Launch instance wiaLtalga1u Instance

Review commands

10. AANT Instance ID U84 Instance M51&@314

© HNewEC2 Experience ¢ Instances (3) e (<] Instance state ¥ Actions ¥
Q Findinst tive) 1
£2 Name v | Instance 1D Instancestate v | Instancetype @ | Status check Alarm status Availability Zone v
Ee noderedssa 1-04fBac9ac2dbeeas? Ostopped @A t2miao - Noalarms 4  us-east-1b
Event
labiot6s4 1-02beed0aa7191dc06 Ostopped QR 2mico Noalarms +  us-eastle

Limits
cbfB809 ORumning @A t2micro @2/2checks passed Noalarms 4 us-east-Tc

towes

v Instances i —

Launch Templates

11. lﬂﬁ EC2 Instance Connect kazAan Connect Lﬁadfﬂ%’mu SSH

EC2 » Instances » i-02b7714bacebf8809 » Connect to instance

Connect to instance i

Connect to your instance i-02b7714bacebf8809 (tower) using any of these options.
|
EC2 Instance Connect Session Manager ‘ SSH client EC2 serial console

Instance ID
i-02b7714bacebf8809 (tower)

Public IP address
34.203.14.139
User name

Enter the user name defined in the AMI used to launch the instance. If you didn't define a custom user name, use the default user name,
ec2-user.

ec2-user

@ Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

Cancel
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12. Wedlntenenun1ndsingiu wansliiiauin SSH 994 Instance wianldnuuad

Services Q Search [Alt+S]

FHH_ Amazon Linux 2023
\_FHEER
\###]
\/ http. /aws.amazon
gt 1
/
/

ava
_/m/!
ser@ip-172-31-26-110 ~]$

i-02b7714bacebf8809 (tower)
PubliclPs: 34.203.14.139  PrivatelPs: 172.31.26.110

nsAnna Node-RED u AWS Ec2

1. M siUantsng SSH U89 Ec2 Yuun aniuiunamdaianinisanss Node js

sudo yum install nodejs npm

a 6

un Y waznn Enter Wafadsdniaazusinglornudanin

Verifying
Verifying
Verifying
Verifying
Verifying

nodejs-1
nodejs-1il

-user@ip-172-31-26-110 ~]$

i-02b7714bacebf8809 (tower)
PubliclPs: 34.203.14.139  PrivatelPs: 172.31.26.110

1 . a gj o @ = 1Y o @
#3398@0U31 Node.js @@@Qﬁ%iﬂ%i@lﬂ@'ﬁﬁﬂ’]ﬁﬂ
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node -v

[ec2-user@ip-172-31-26-110 ~]15 node -v
18.12.1

[ec2-user@ip-172-31-26-110 ~1% I

¢ o o

2. NuUNAELNeRnse Node-red

sudo npm install -¢ —unsafe-perm node-red
[ec2-user@ip-172-31-26-110 ~]1% sudo npm install -g --unsafe-perm node-red
added 292 packages, and audited 293 packages in 15s

40 packages are looking for funding
run ‘npm fund® for details

vulnerabilities (4 low, 3 moderate)

To address issues that do not require attention, run:
npm audit fix

To address all iss possible (including breaking changes), run:
npm audit fix ——

Some issues need review, and may require choosing
a different dependency.

n “npm audit® for details.
New version of npm available!

Changelog:
Run to update!

[ec2—user@ip-172-31-26-110 ~]$ I

3. yhnsaaas pm2 eldlunsly Node-red Msuissvainasaiainazisuyinausnludaiile
\UaATes Instance
sudo npm install -g pm2

pm2 start node-red
Wimanue 13191999 Node-red

pm2 status
Tufinn1sviaiuves pm2 faedds

pm2 save

n15AA®a MQTT broker 1y AWS Ec2
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1. Update s
sudo apt update
2. Hnka Mosquitto Broker
sudo apt install -y mosquitto

3. A99dBVUAD1ULVBY mosquitto

sudo systemctl status mosquitto

An1ULYIN9IuUNG

® mosquitto.service - Mosquitto MOTT Broker
Loaded: loaded (/lib/systemd/system/mosquitto.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2023-04-19 07:09:34 UTC; 3 weeks 6 days ago
Docs: man:mosquitto.conf (5)
man:mosquitto (8)
Main PID: 454 (mosquitto)
Tasks: 1 (limit: 1141)
Memory: 2.4M
CPU: 19min 27.256s

CGroup: /system.slice/mosquitto.service
L_454 /usr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

'
[

4. AdsdmTUIANIT mosquitto

NYANISYINU

sudo systemctl stop mosquitto
Wan15vineu

sudo systemctl start mosquitto
Fan51N1591191U

sudo systemctl restart mosquito
5 fnd mosquitto client

sudo apt install -y mosquitto-clients
6 Un topic Aigpensldau

mosquitto_sub -t "Station/data"
7 989989AINIY MQTT

mosquitto_pub -m "ON" -t " Station/data"

A5 port 1880 waz 1883 d1%3U access node-red waz MQTT broker 21ntA2I8AYUDN
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1. 1T Instance 518519 HuANNAUANIENULBYE Security Group nANAsALB LU

Security Group

2. 1U% Edit Inbound rules LaAIAT Permission #1499 YIUAALNOIA

D New EC2 Experience 3 EC2 D instances > i-04184c9ac2dbcea3?
Instance summary for i-04f84c9ac2dbcea3? (nodered654) o c J | Instance state ¥ H Actians ¥
EC2 Dashboard Updat < than a minute ago
EC2 Global View
g st D Public IPvd ade
h -04f84c9ac2dbeaal? (noderedE54) - 5
Limits
I
¥ Instances (=]
Instance:
Instance Types al

Dedica

Scheduled Instance
- AM Role ling Group
! ot-0683ceazb7b0fadt7
¥ Images 8-
Optianal
MI Catalog
Details | Security | Networking  Storage | Statuschecks | Monitoring | Tags
¥ Elastic Block Store
w Security details
, IAM Role Owner ID Launch time
Snaps
§ 709843473543 Mon Feb 20 2023 14:28:17 GMT+0700 (Indachina Time)
Lifecycle Manager
¥ Network & Security [= K i

Security Groups 7997 e3cdZab0eelc - la

5g-07997e3cd2a80ee0c - launch-wizard-2 Actions ¥

Details

Security group name Security group ID Descriptior VRC D

@ launch-wizard-2 @ 50-07997e3cd2aB0ee0c 9 launch-wizard created 2023-02-20T07:22:36.3202 @ vpc-06d4fe2badicseasa [
Owne Inbound rules count Outba d rulas count

(9 703843473543 5 Permission entries 1 Permission entry

inbound rul Outbound rules | Tags

® You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer | X
Inbound rules (5) c Edit inbound rules

Q
Name v Security group nule... v 1P version v Type v Pratocol v Port range v Source v Description
sgr-02a4c 739006 aebd 1Pud 55H e 22 000.0/0
sgr-064f551824c4439f3 1Pvd HTTP TCcP BO 0.000/0
Sgr-05544406§c9c00627 1Pvd HTTPS e 443 0000/0
sgr-027d23992e10a7ed Pud Custom TCP TP 1883 0.0.0.0/0
sgr-014bbdebcf376613 1Pud Custom TCP < 1880 0000/0

3. 91niuna Add Rule iteadns Rule Tvaidwsu port 1880 uaz 1883 Inewden Source iuany

where iieliaufidnanld port 1880 uaz 1883 11u1an Global Network IP lauulandls
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EC2 Security Groups > sg-07997e3cd2a80ee0c - launch-wizard-2 >  Editinbound rules

Edit inbound rules .«

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules infe
Security group rule 1D Type info Pratacol info Port range info Source Info Description - optional info

5gr-02a4c7390f0c6acbd SSH v TCk 2 Custom ¥ Q Delete

0.000/0 X

Sgr-0647551824c443973 HTTP v TCF 80 Custom A Q Delete
0.000/0 X |

5r-055444061c9009627 HTTPS v | T a3 Cstom v | | Q [(oetete |
0000/0 X

sgr-027d239912e10a704 Custom TCP v T 1883 Custom v Q Delete
0000/0 X

s0r-014bbdebSef376613 Custom TCP v TP 1880 Custom ¥ Q Delete

{O‘Otﬂ x

Add rule

Comet [ review chonges_| |_

AANY Save rules avuinn1sualy vilvinesa 1880 wag 1883 wiaulda1uLan

N135AARY LoRaWAN Library

1. vhnsanilluan LoRaWAN Library ves Antares 91nt3ules

https://antares.id/id/lora-esp32-tutorial.html

antares.id

éANTARES Product Solution Documentation Partnership Event

Sign In  SIVLRU

Pendahuluan

Presyais 1. Prasyarat

Langkah-langkah Install Library

Sebelum memulai, pastikan Anda telah memenuhi syarat sebagai berikut
Antares LoraWAN
Konfigurasi a. Install Arduino IDE pada perangkat Anda. Klik Software Arduino IDEjika Anda belum menginstall

Mengirim Data Sederhana ke Antares - .
b. Board ESP-32: Download Board ESP-32 pada Arduino IDE. Klik Tutorial Berikut Tutorial Install Board ESP32

Menggunakan Workshop Shield
Antares c. Library LoRaWAN: Download Library LoraWAN pada Arduino IDE. Klik Dowrfoad Download Library LoraWAN

Pendahuluan

*Note: Library hanya untuk board LYNX-32.
Alat dan Bahan
Kirim Data Sensor d. Membuat aplikasi dan device pada eonsole Antares akun Anda

2. Langkah-langkah Install Library LoraWAN

Sebelum memulai proses pada software, Anda perlu menginstall Library LoraWAN Arduino Library pada Arduino IDE yang Anda
gunakan. Pada Arduino IDE, buka add ZIP Library dengan klik Sketch > Include Library > add .ZIP Library.

2. ntudalusunsy Arduino wazvinas import library 91nldfianiivanin Tnglufl Sketch

>> Add File

14


https://antares.id/id/lora-esp32-tutorial.html

File Edit Sketch Teols Help

Verify/Compile Ctrl+R
Upload Ctrl+U
Lora_3 Upload Using Programmer  Ctrl+Shift+L
Export compiled Binary Ctrl+Alt+5
j2 Show Sketch Folder Ctrl+K
: Include Librany >
% Add File...

3. denlwanfisnniuluanuiiaznm open

lect an image or other data file to

Libraries

This PC

L

Network

Look in: | | Downloads

vy to your sketch

3 |

GL? ? [~

Date modified

Name Ty
LAdvInLI_RESUIVE_JLUUIU_ 1004 _WINUUWLIP W 217 £UEL W31 FIVIE wt
-amd6d.msi - 10/31/2022 6:23 PM W
LoRaWAN-Arduino-Library.zip 10/28/2022 12:53 PM Ce
Lo o —seme-etass-d-ABP.rar 10/21/2022 10:50 PM R
_ DaVinci_Resolve_Studio_18.0.4_Windows 10/31/2022 2:44 PM Fil
* LORA_KaisookTX_AM2315_02_NODET 10/28/2022 8:15 PM Fil
~7 LORA_D50_KaisookTX_AM2315_01 10/28/2022 8:15 PM Fil
T backup 25102022 10/27/2022 8:42 PM Fil
Earlier this year (2)
[ LORA_D30_KaisookTX_AM2315_01.rar 9/15/2022 415 PM R
D LORA_KaisookTX_AM2315_02_ NODE1.rar 9/15/2022 415 PM R
File name: LoRaW AN-Arduino-Library zip w | [ COpen
Files of type: Al Files (") v Cancel

Library LoRaWAN w3aulganuan
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