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Abstract

This cooperative education proposes a system sending and receiving claim data
among insurance companies in order to prevent double spending (claims) problem.
The system uses blockchain technique to keep track and synchronise mutual data
among parties but each party can protect their own private data. The claim procedure
of the system will commence when the hospitals sending patient’s claim data to the
insurance companies and related parties in order to request a reimbursement. The
patients will also need to submit claim information and confirm the reimbursement to
the insurance companies via the websites. The system uses hyperledger fabric as an

infrastructure of the blockchain. The data collected in the blockchain can be used for

further analysis in the future.
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3.2.1 Anwinszuaunisveiranyseiululagiy
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v
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2) AansdFnwinnnsyuumaaadluanmiagiu
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3.4 Software Architecture
3.4.1 Structure DataTable for SQLite

1) Tsaneuia

5

ey <VARCHAR>

Transaction ID

valpe <VARCHAR>

Data attribute

key <VARCHAR>

Email

value <VARCHAR>

User profile

e Email
e Username
e Firstname
e Lastname
L ]

Password : Hash <CHA 256>

A v v
JUN 3.2 Iasaingrudeyaveslsangiua
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ccrRequest

17

Transaction ID

Data attribute

Email

User profile

e Email

e Username

e Firsthname

e Lastname

e Password : Hash <CHA 256>

Email_ID

Email Insurance employee

d 14 v a o o/
jUN 3.3 lnseasngudeyavesusmusyiu
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3.5 Use Case Diagram

3.5.1 lsanenuna

Hospital System

Renht Register BC
egister user Nad

<<extend>>
<<extend>>

W | ORI WebSIt d
/ uamiin

-
VmTTiueud
N Save Document send
to local database
,“/ i
i, ( CreateDocument), o (Get Document fom\
send to block chai P, ‘ local database
unwnel

5Uf 3.4 Use Case Diagram szuuasntluiuseaunnduarluiaiavedlsmeua

Y @ = 2 } % [ s [
wanaliliiuds Use Case Diagram wesszuvasiiuiusosunnduazluiaiaves
) v a A v oA o ¢ a
Tsmenunatiuasiifuans (Actor) Miigndesdie vsadeu unnd uazueniiuvedlsmeuia
o & a Yy v ! a a o &
nsveuTessEULuariinisiientesiu Use Case 91 9 laeilsuazidundail
1) Login Swagger - s¥uUazdl Login Insazfiisauenfiuviniuniiavsameadeusi
avisiinldszuuminiu (Register user) wazamzloutonAnsdmivaudnlu
oAU (Register BC user)
. . o % a o 1% ¢ v
2) Login website - fiapeduan (Actor) Mifetesfanszidounazunmg lnedea
¥ 13 Login #e Username wa Password niudlilwmidndusiedlviveniiu
13 vl W ] 1
Wuddudunsameideuneu
3) Save Document - {umhiivesszdeulunisnsendeyanisinwvesiiae

warluiadarinymuunndds adlugiudeyaveslsaimetuna
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Create Document - fiifissunndivitiufioantuiusenmdliiuaildnauies
Snwle Tngaziedeyaaninvsuleunasinasurnugniesuasidvoudlule

Aeududun1stenansyug Blockchain

3.5.2 USEnysenu

insurance System
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;J <aentends
— togin site Y uaediv
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&3 o e s ingugdenys o Rl‘lﬂﬂfrom
Send to blockchain ‘ )
\ ! cnciude>y
\\‘ % -~
i 5 Reject request
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OReVONGD)

Y

Q’Lm‘dssﬁu NENUUSINUTEAY Ay wWaalluYeIusSEVUsEAY NISYINNNUTDY

syuutiuaziinsifendeaiu Use Case Ae 9 lawiisneazidunsiail
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Login Swagger - szuuaedl Login lngasilifiesueaiiuvinuunidvzameaidouril

avsiinldszuumigiu (Register user) wazameiloudeasansdmivaunanlu

! I3
o Y a e v

UdpALU (Register BC user) uananiifiaiinthiinimunemail Nfidnssuudnilon]
L 1 o } 4 A a o/ L
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v v da fv  aw v &4 1 U v
3) Create Request - fosziuifiaunsussalivuienuseiuiviniudandng

szuulel leuseiuassiearunenalsvasiaiaduu Blockchain MeFunction:

Get Document MATIRABUANUYNABILATBUTUNTANDNANS

\hawFug Blockchain

4) Get Request - niinMUUIENUsEAURzUNenaIsnsiauiunangu(luiuses

wnndnazluiaiarsnw)anuasnwu lnsldavenalsveimanain email wag

= L3 Va d‘ L
Nunenaseanu NS nIaululseiu

5) Approved Request - lananIn1siAaNgnewsia wiinawuIsmseiuasitnan

¥ ¥ 14 @ & 1 d 1
Aumyaenastuiinfeuvdnguanudeaiuneu iensivasuinduenarslu

Mzoyiflagldiauenaisnisiaauiu Function: Get Document and Request

nsanduautuAdulng uazBuduniseylatug Blockchain

6) Reject Request - lanarsn1simanliignaysl® wiinnuudenuseiuazidanAum

-4 v o o 1 d 1 1
yaenansluiinieumanguannuieaivuneu Wensraaeuinduenarsluilyl

audidlagldiavienansnisiaauiu Function: Get Document and Request way

guduenanslieuiitiug Blockchain

3.6 Ul Flow Diagram

3.6.1 lsaneauna

Hospital Website (Ul)
F B
| {
——Any Log out =1 Login user I I
b 2/ 3 \ Login
N\ 4 failed
\ \
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Inquire Save |{ Create || ProxyCreate
| Document Document | | Document || Document |
e 1 | S S| 4 SN ¥ i || 5 ; el

Hospital Swagger

I Login admin
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Register } [ Register |
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3.7 Sequence Diagram (UHUATWEIAUNITVINNL)
3.7.1 szuulsameuna

1) nwsuidsunsendeyanissnwuasluaiminvvesjieduiinadlugudeya
Tsmeua avsustadnsuszsu salsanenuia uwae vinealuada ueitu Hash
(SHA256) axlapusnusen 32 fandu Key danfudeyanisinwuarluaiainuves
fthedu Value mnuiivadugdeya annsoudluenansldnaen denansddligniily

AS1UUUADALYY

Sequence Diagram : Hospital

Function : Save CCR Document ( unparsedAttrs )

' router | * controller . utils
| kY L.—w—u

saveCCRDocument
(unparsedAttrs) createHashldentity
(citizen_ID, *hospital_ID, receipt_No)

Hash: CHA 256

ccrDocCheckKey Exists
(txt+doc_id)

Select from "ccrDocument” Table
— Commit Tx Comples— — &< — — — — — - Boolen= — — — — —

Parsed Attiibutes

__ Failed Parsed__
Attributes
ccrDocCheckKey Exists
(txt+save_id)
Select from "ccrDocument” Table
—————— Boolen- — — — 4+
[True] updateStoreCcrDoc
(txt+save_id, parsedAttrs) |
Select from "ccrDocument” Table
—————— Errores == == = o —
— —Failed to Update- —
b e e e o e e v e ——— — —
False 1
{ ] putStoreCcrDoc
(txt+save_id parsedAttrs)
Select from "ccrDocument” Table
—————— Error=— == == e= oo —
— — Failed to Store— —

— — Save Success — —

o ° w [J 1) v & YV o 3 -
E‘U'VI 3.8 a1AUNITNNIUVDY AP wumaumwuwnmagamisnmu.as'l.mamminm

vowUeadlugrudeyalsmeuia



2) undasnlususeswmmduagluiaiaminvivuudeniou unmdazddoyaan
gudoyalsmennaiinvsadounsonl psTdeUANNgNABInIaRTY wazBusunis
a$nenansuuvdenieu stuvasaraeuiuwmslildarnenansluiinn axddls
Chaincode asasuaulunisaiiuden aiidusa svuvarddeyaluadaliifugiae
KU email vasEtae Foyadidnioglude email Ao swalsmeurauazmneiay

lutaSaeisnw

Sequence Diagram : Hospital

Function : Get CCR Document In Local DB

\ router controller j utils

getCCRDocument
InLocalDB
(citizen_ID
receipt_No)

Check args not null

— —Request key fields —
createHashldentity
(citizen_1D, *hospital_ID, receipt_No)

ccrDocCheckKey Exists
(txt+doc_id)
Select from "ccrDocument” Table
—————— Boolen- — — — 4+ —

— — =Not Found — —

getValueStoreCcrDoc
(txt+doc_id)
Select from "cerDocument” Table
—————— Value— = (—'=—/—=—

__ Query Success_
ResultParsed

’ =

o -

d o L o z = L od k4
EU‘W 3.9 @1MUN1TNNNIUVDY API ‘uumaun15ﬂwagamnjﬂwagawaﬂsawtnma
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Sequence Diégram : Hospital

Function : Create CCR Document ( unparsedAttrs, emailFrom )

- s e
router i controller | ' utils

- R

createCCRDocument

(unparsedAttrs, email) createHashldentity

(citizen_ID, *hospital_ID, receipt_No)
Hash: CHA 256

Select from "ccrDocument” Table
— — Already exists— — —llI€ — — — — — - Bookn- — —'= — —

Parsed Attributes

__ Failed Parsed__ ( ic »
Attributes ! service
invoke
(enrolliD, CREATE_CCR_DOCUMENT_FCN_NAME attrs,channel)
— — enmorMessage— — — € — — — — — — — - Blockchain service Invoke failed — — — — — — —

ccrDocCheckKey Exists
(txt+save_id)

Select from "ccrDocument” Table

updateStoreCcrDoc |
(txt+save_id parsed Attrs)
Select from "ccrDocument” Table

< —Failed uT Update- —

putStoreCerDoc
(txt+save_id parsed Attrs)
Select from “ccrDocument” Table

— — Failed jo Store— —

€ — —Create Success— —

sendgrid(emailFrom,emailTo,Info )

d o w o 5 ¥ L L3
3UVI 3.10 @1AUNIININUTEY API Tuneunisasslususeswnng

wazlutaSaasnwuuudoniau
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Sequence Diagram : Hospital Chaincode

Function : Create CCR Document DoubleSpending ( args [Istring )

" (main) o el ]
Invoke stal

Validate Args(] length = 8

Orgld Tcert attribute not nil
Schema
Dictionary<struct>

< ~Error massage

tState(txt+doc_id
Read Local World State In Public Channel

SON.Marshal(ccrDocument)
Set State is "CREATE"

| [True]

< Error
Marshalin

9 PutState(txt+doc_id, ccrJSONBytes)

Set PutState To World State In Public Channel

<—PutState ermr —fiE— — — — —— €S : NONE Of eITOr=f— — — = —

— — — e — — o — — — — — —

i [False]

im Massasege Error

< —Already Exist-

Append Info To Payload “Chaincode Event”

SetEvent(“create_Document”, Payload
Set Event Send World State Success

<~ -Success —

P~ o w ° E o v @ ¢ @
zﬂ“ 3.11 a19UN1INNUYBY Chaincode ?JumaumiflqaaUﬂ')qugﬂma\’ﬂaQ‘LUiUiaqLLWﬂUﬂU

TuaSanautuiinasudenivulu Public channel wazdswanaululv API
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Sequence Diagram : Hospital Chaincode Private

Function : Create CCR Document DoubleSpending ( args [Istring )

" (main) |
Invoke sthb

Validate Args[] length = 8

Orgld Tcert attribute not nil
Schema

Dictionary<struct>

—Error massa
< i InvokeChaincode

(chaincodeName, txt+doc_id,channelName) 3
Read Cross Channel World State In Public Channel

res 1= nil — — — — —res :ccrdocumentinfp— — — — — —

-

[True]
Retum Massasege Error
<HAlready Exist-
tState(txt +doc_id
Read Local World State In Private Channel
res==nil R —=———=—- res : ccr document infg— — — — — — 4J
[True] JSON.Marshal(ccrDocument)

Set State is “CREATE"

< fror
Marshalin
9 PutState(txt +doc_id, ccr)SONBytes)
Set PutState To World State In Private Channel
<—PutState error — i — — — — — €5 1 NONE Of emor=f— — — — —

—— — — e — — — — — — —

[False]
Retum Massasege Error
<—Already Exist- —
Append Info To Payload "Chaincode Event”
SetEvent("create_Document”, Payload
Set Event Send World State Success
<— -Success — —

d o o 3 5 ¥ [ &
E‘UVI 3.12 a7aUN1IN19UYeY Chaincode ‘U‘LWIE]LIVISQQHO‘Uﬂ?ﬂllgﬂﬂaﬁlﬁ\‘i‘[UiU'iax‘lLLW'VIEJﬂU

luraSaneuduiinasudenivulu Private channel wazasanaululsr API
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v L (3 1 L d 1 @ L
3) msaumlusuassnmduarluiadamsnuiieguuudenivu lssmenuiassvesialdng
Usrmrunazariluasa insufusialsmenua weWildswavewiienaisunuudonisu

Aunavdsmanauly

Sequen—ce- Diagram : Hospital

Function : Inquire CCR Document By Key Fields ( citizen_ID, receipt_No )

router controller i utils

InquireCcrDoc
ByKeyFields
(citizen_ID
Jreceipt_No)

Check args not null

— —Request key fields —
createHashldentity

(citizen_ID, *hospital_ID, receipt_No)

Hash: CHA 256

————— Hash = doc_id= — — — — r =
service

query
(enrolliD, GET_CCR_BY. ID_FCN_NAME,attrs,channel)

— — fudefy failetien —5—RE —i— — ' (—\F —r =g RSt — = — = — — — — —

JSON parse(Result)

__Query Success_
ResultParsed

d o w o :j 1 @ v , 14 s L3
JUT 3.13 d@dun1svinnnuees AP tumeudwiiudslulv Chaincode Aumlususeawnmduas

TutaSavuudenumesvalnsusevivy vinemaluiasawazsvalsaneiuia
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Sequence Diagram : Hospital

Function : Inquire CCR Document By ID ( CCR_DocumentID_Key )

router I controller
InquireCcrDoc

BylD
(doc_id)

— —Request key fields —
query

— — -Query failed — — —j — — — — — — — — — — — Result

JSON. parse(Result)

Query Success_
ResultParsed

o o w o o [ 1% , v
JUT 3.14 drdun1svinaruves AP dumeudsiudsiulv Chaincode Aum

Tususeaunndwazlulasavuvasnumesiaenalsuuudonuu

Sequence Diagram : Hosptital And Insurance Chaincode

Function : Get Ccr By ID ( args []string)

= - v - - e
| i) stub |
Invoke ]
Validate Args[] length = 1 !
FirstArgument I
Orgld Tcert attribute not nil H
Schema

Dictionary <struct
<~Error massage

GetState(args
Read Local World State In Public Channel

Retum Massasege Error

«<—{ Not Found—

<~ -Success —

o 3 o . 5 1 v
JUT 3.15 d§1dun151191UYes Chaincode dunaugudayavinuienisu

wavaswanaululyi APl
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3.7.2 SEUUUTENUsENY
1) AsdsenasAsasveadulnunuusEnusenu syuvaslasu sausenau 1av
L3 I~ (3 ¥ a o L 4 ¥ L4 ¥ v YV 14

nsusssal wardd ledlugnudeyauisvuseiui Login 1han gleuseiusearumily

o/ L4 o v « a L o/
Lanms'lususamwmuaz'luLﬁ%ﬁmmaemiawawmsm mswaavmmqﬂmaumzﬁu UNI3
i 8 B dv 23
dasesveduluuuudenalty

Sequence Diagram : Insurance

Function : Inquire CCR Relation By CCR Document Key Fields
(citizen_ID, name, hospital_ID, receipt_No, contractNo)

[ : | [
. router | controller | | utils

| |

e g

InquireCcrRelation
ByCcrDocKeyFields
(*citizen_ID
, *name
, hospital_ID
, receipt_No
, *contractNo)

— —Request key fields —

Check args not null

createHashldentity
(**citizen_ID, hospital_ID, receipt_No)

Hash: CHA 256 ? . 5
————— Hash = doc_id- — — — — | service

query

— — -Query failed = — —jK — — — — — — — — Result : CCR Document Info— — — — — — — —

forEach
[Array:ccrReqID
for ccrDoc] query
(enrolliD, GET_CCR_BY_ID_FCN_NAME, attrs txt+req id,channel)
—|-Query failed — — —j — — — — — — — — - Result : CCR Request Inffo — — — — — — — —

JSON. parse(Result. CCR Document Info + CCR Request Info

i~

__ Query Success_
ResultParsed

o o, o Y e v v oo
JUN 3.16 arun13vineuves AP dumeudsiaudsluli Chaincode Aumn
TuAseaverdulnu lufusesnmduarluiada vuudeniwumesiatnsusveivu swa
L3 1 4 v d ¥ | kol v
lsmeua mneaeluiaia way wunsusssd lumsfunmdendedivinldiussuy

(leuseiv)
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Sequence Diagram : Insurance

Function : Create CCR Request ( unparsedAttrs, citizenlD, contractNo, email )

router l controller ‘

utils

i
o rm—E——————

createCCRRequet :
(unparsedAttrs
, *citizenID

1y NG createHashldentity
4 contrac_t (citizen_ID, hospital_ID, receipt_No)
, *email) " p—
Hash: CHA 256
————— Hash = doc_id= == = — —

public_ch : InquireCCRDocBylD(doc_id)

— —Not Found — — —
Validate state for CCR Document
— — -Invalid State — —
createHashldentity
( doc_id, companylID, contract_No)
Hash: CHA 256
————— Hash = req.id= — — — =
ccrDocCheck KeyExists
(txt+req_id)
Select from "ccrRequest” Table
- — Already exists—== =l o =/~ v ¥ Boolen= — = — — —

generateKeyPairCcrReq
(req.id) :
generateKeyPair Store local database
~— — Already exists— — — & — — — — — - Bodlir) — s — “ccrRequest” Table

signData
(req.id, req.id)

signData by Private Key

Parsed Attributes

__ Failed Parsed __ __
Attributes
invoke
(enrolliD, CREATE_CCR_REQUEST_FCN_NAME, attrs,channel)
o v enorMessage— — — G i — — — == ' Blockchain service Invoke failed — — — — — — — —
putStoreCcrDoc

(txt+req_id, parsedAttrs +
***{ CitizenID, ContractNo

. Name, HospitallD }) Select from "ccrRequest” Table

— — Failed to Store= —

< — Create Success— — —

sendgrid(emailFrom,emailTo,Info )

d o w o I‘: 1 o v I a
E‘UVI 3.17 a1UNITNNUYBY API wmauauanmimiawamau“lwu



Sequence Diagram : Insurance Chaincode

Function : Create CCR Request DoubleSpending ( args []string )

(main)
Invoke stub

Validate Args[] length = 2

Orgld Tcert attribute not nil
Schema

Dictionary<struct>

«<~Error massage

tState(txt+doc_id
Read Local World State In Public Channel

————— res : ccr document in _———

Retum Massasege Error

«<—{ Not Found—

JSON.Unmarshal (ccrDecument)
- Error
unmarshaling

< _Inid Validate : State for CCR Document is { CREATE , NEVERPASS, INCOMPLETE )
< T State

ccr_docCreateDays > 30
[True]

JSON.Marshal(ccrDocument
Set State is "EXPIRE

Error
<T Marshali ng_
PutState(txt+doc_id, ccr)SONBytes)———>

Set PutState To World. State In Public Channel
—————— 1€ :NONe Of emor=f— — — = — —

<+ —Success —
tState(txt+req_id
Read Local Warld State In Public Channel
res==nil B — — — — — res :ccrrequest infg — — — — —
[True] JSON.MarshalicerRequest)

Set State is "REQUEST”
< Error

Marshaling PutState(txt+req_id, ccrJSONBytes)
Set PutState To World State In Public Channel
<FPutState Eror —JlE — — — — — . res : None or emor4 — — — — —

JSON.Marshal(ccrDocument
Set State is "CLAIMPROCESS'
< Error

Marshaling PutState (txt +doc id, ccr)SONBytes)
Set PutState To World State In Public Channel

<FPutState Error < — — — — — €5 :none or emory — — — — —
e e e e —
[False]
<HAlready Exist-
Append Info To Payload "Chaincode Event”
SetEvent("create_Document”, Payload
<— —Success — Set Event Send World State Success

a ° w [ . 1) v o v
zﬂ‘ﬂ 3.18 a1nuN1ININUVN Chaincode ‘uumaumwaaummgnmawaa‘lvmsawa

Adulnunesuduiinasudanwulu Public channel wazdswandululy APl
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Sequence Diagram : Insurance Chaincode Private

Function : Create CCR Request DoubleSpending ( args []string )

~ (main)
" Invoke

Validate - Args[] length = 2

- Orgld Tcert attribute not nil
- Schema

- Dictionary <struct>

<Error massage

InvokeChaincode S
(chaincodeName, txt+doc_id,channelName) -
Read Cross Channel World State In Public Channel

————— res : ccrdocument info— — — — —

Retum Massasege Error
<—|Not Found— —

JSON.Unmarshal (cerDocument)

& Error
unmarshaling

< Invalid Validate : State for CCR Doaument is { CREATE , NEVERPASS, INCOMPLETE }
<~ T State

ccr_docCreateDays >.30

[True]
JSON. Marshal(ccrDocument)
Set State is "EXPIRE"
Error
<t Marshaling
PutState(txt +doc_id, ccr/SONBytes)—————>

Set PutState To World State In Public Channel
—————— res : none or emor=}— — — — — — ¢
< -Success —

InvokeChaincode 3
(chaincodeName, txt+req_id,channelName) a
Read Cross Channel World State In Public Channel

————— res : ccrrequest infd — — — — —

Retum Massasege Error

<Already Exist-

| o @ 3 = 1) v o v
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Sequence Diagram : Insurance Chaincode Private

Function : Create CCR Request DoubleSpending ( args []Jstring )

(main) |
Invoke

stub

Read Local World State In Private Channel

[True] JSON Marshal(ccrRequest)

Set State is "REQUEST
<_ Error
Marshaling PutState(txt +req_id, ccr/SONBytes)

Set PutState To World State In Private Channel
<—PutState Error — & — — — — — | res :none-or erorf— — — — —

JSON Marshal(ccrDocument)
Set State is "CLAIMPROCESS"
=X Frror__ 7,

Marshaling PutState(txt +doc_id, ccr)SONBytes)

Set PutState To World State In Private Channel
<PutState Error. —

k[False]
<—Mready Exist- —

— — — — — — — — —

1
l
Append Info To Payload “Chaincode Event” )

SetEvent(*create_Document’, Payload)————>

<— -Success — — Set Event Send World State Success

o o w o 2 5 ¥ o v
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Sequence Diagram : Insurance

Approved CCR Requet( unparsedAttrs )

router l controller [ utils |
SR — X
approvedCCRRequet
(unparsedAttrs) ) L
ccrDocCheckKey Exists
(approved_txt+req_id)
Select from "ccrDocument” Table
— — Already exists— — & — — — — — | Boolen- — — — — —
ccrDocCheckKey Exists
(reject_txt +req_id)
Select from "ccrDocument” Table
< — Already exists— — < — — — — — - Boolen- — — — — —

public_ch: InquireCcrReqBylD(req id)
— —Not Found — — —

Validate state for CCR Request
— — -Invalid State — —

public_ch : InquireCCRDo Byl D(doc id)

— —Not Found — — —

Validate state for CCR Document

— — -Invalid State — —

getValueStoreCcrReq
(public_key_txt+ req_id)
Select from "ccrRequest” Table
————— Public Key — — — — —

Parsed Attributes ' service
- __ Failed Parsed_ __ g

Attributes ; ’
invoke
(enrolliD, APPROVED_CCR_REQUEST_FCN_NAME attrs,channel)
T — emorMessage— — —JE — — — — — — — .| Blockchain service Invoke failed — — — — — — —

putStoreCcrDoc
(approved_txt+req_id,parsedAttrs)
Select from "ccrRequest” Table
—————— Error— =— = — — —

— — Failed to Store— —

< — Create Success- — —

sendgrid(emailFrom,emailTo,Info )ﬂ
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Sequence Diagram : Insurance Chaincode

Function : Approved CCR Request DoubleSpending ( args [Istring )

(main)
Invoke o

Validate Args[] length = 4

Orgld Tcert attribute not nil
Schema

Dictionary<struct>

<« ~Error massage

GetState(txt +req_id
Read Local World State In Public Channel

————— res : ccrrequest infof— — — — —

Retum Massasege Error

«<—{ Not Found—

JSON.Unmarshal (ccrRequest) AND
Error ValidateDigitalSignature(Publickey, SignData, CCRRequestID)
<~unmarshaling:

or validate fail

Validate : State for CCR Request is “REQUEST"

Invalid
<_ - A
tState( txt +doc_id}———————>>

State

Read Local World State In Public Channel

Retum Massasege Error

< Not Found— —
JSON Unmarshal (ccrDocument)
Validate: - CCR Document remanningAmount and CCR Request Ap provedAmount
CCR Document State Now as "CLAIMPROCESS"
CCR Document State “COMPLETE" OR “INCOMPLETE" By
NEW remanningAmount and ApprovedAmount
«~Error massage
JSON.Marshal(ccrRequest)
Set State is "“APPROVED' |
- Error :
Marshaling PutState (txt-+req_id, ccr)SONBytes)
Set PutState To World State In Public Channel
<—PutState Error & — — — — — T€S I NONE Of eMor= — — — — —

JSON.MarshaliccrDocument)
Set State is "COMPLETE" OR “INCOMPLETE"
Error
< Marshaling ™~ PutState(txt+doc_id, ccr)SONBytes)
Set PutState To World State In Public Channel

—————— res :n s B ) Ll
<~PutState Error one or error

Append Info To Payload "Chaincode Event'
SetEvent("create_Document”, Payload)————>

Set Event Send World State Success
<~ -Success —

o °_ w [ e 1 v wa
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Sequence Diagram : Insurance Chaincode

Function : Approved CCR Request DoubleSpending ( args [string )

(main) | ISR
stub
Invoke
Validate Args(] length = 4
Orgld Tcert attribute not nil

Schema
Dictionary<struct>

InvokeChaincode

(chaincodeName, txt+req_id,channelName)
Read Local World State In Public Channel

_____ res : ccr request infof— — — — —

Retum Massasege Error

«<—{ Not Found—

JSON.Unmarshal {ccrRequest) AND

Error ValidateDigitalSignature(PublicKey, SignData, CCRRequestiD)
<~unmarshaling: |
or validate fail
'8 invalid _ Validate : State for CCR Request is "REQUEST"
State InvokeChaincode >
(chaincodeName, txt +doc_id,channelName) Read |ocal World State In Public Channel
—————— res : ccr document infgp— — — — —

Retum Massasege Error

JSON.Unmarshal (ccrDocument)

Validate : = - CCR Document remanningAmo unt and CCR Request Ap provedAmount
CCR Document State Now as "CLAIMPROCESS®

CCR Document State "COMPLETE" OR "INCOMPLETE" By

NEW remanningAmount and ApprovedAmount

«—Error massage
JSON:Marshal(ccrRequest) .

Set State'is "APPROVED'

& Error
Marshaling PutState(txt+req_id, ccrJSONBytes)
Set PutState To World State In Private Channel
<PutState Eror il — — — — — €5 :NONe Or emor- — — — — —

JSO N MarshaliccrDo cument) !
Set State is “COMPLETE" OR "INCOMPLETE" |

Error
< Marshai ng~

PutState(txt+doc_id, ccrJSONBytes)
Set PutState To World State In Private Channel

—————— res : none or emor- — — — — —
<~PutState Error

Append Info To Payload "Chaincode Event"
SetEvent("create_Document", Payload)————>

Set Event Send World State Success
<— -Success —

o o w [ 5 1 v wa
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Sequence Diagram : Insurance

Reject CCR Requet ( unparsedAttrs )

" controller

rejectCCRRequet
(unparsedAttrs)

ccrDocCheckKey Exists
(approved_txt+req_id)
Select from “ccrDocument” Table
— — Already exists— — —J& — — — — — | Boolen- — = — — —
ccrDocCheckKey Exists
(reject_txt+req_id)
Select from "ccrDocument” Table
<— — Already exists— — &€ — — — — — - Boolen- — — — — —

public ch : InquireCcrReqBylD(req_id)

— —Not Found = — —

Validate state for CCR Request
— — -Invalid State — —

public_ch : InquireCCRDocBylD(doc_id)

— —Not Found — — —

Validate state for CCR Document

getValueStoreCcrReq
(public_key_txt+ req_id)
Select from "ccrRequest” Table
————— Publickey — — — =="—

— — -Invalid State — —

Parsed Attrnbutes | service
. __ [Failed Parsed__ I o
Attributes i
invoke
(enrolliD, REJECT_CCR_REQUEST FCN_NAME, attrs,channel)
— — emorMessage— — — € — — — — — — — | Blockchain service Invoke failedq — — — — — — —
putStoreCcrDoc
(reject_txt+req_id,parsedAttrs)
Select from "ccrRequest” Table
—————— ErMOr=— == == == == —

— — Failed to Store= —

& — Create Success= — —

sendgrid(emailFrom,emailTo,Info )ﬂ
o @ °

d 5 ! wa ° v I a
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Sequence Diagram : Insurance Chaincode

Function : Reject CCR Request DoubleSpending ( args []string )

(main) |
Invoke

stub

Validate: - Args[] length =3

- Orgld Tcert attribute not nil
- Schema

- Dictionary <struct>

«<~Error massage

GetState(txt+req_id)
Read Local World State In Public Channel

————— res : ccrrequest infofp— — — — —

Retum Massasege Error
«<—{ Not Found—

JSON Unmarshal (ccrRequest) AND
Error ValidateDigitalSignature(PublicKey, SignData, CCRRequestID)
<~unmarshaling:

or validate fail

Validate : State for CCR Request is "REQUEST"

GetState(txt+doc_idj——————>

Invalid
< e —

Read Local World State In Public Channel

s mnnil g eves T T% res : ccr document infg— — — — —

Retum Massasege Error
< Not Found— —

JSON.Unmarshal (ccrDocument)
Validate: - CCR Document State Now as "CLAIMPROCESS"

<~Error massage

JSON.MarshaliccrRequest)
Set State is "REJECT"

A Error
Marshaling PutState(txt +req_id, ccr/SSONBytes)
Set PutState To World State In Public Channel
<~PutState Error < — — — — — . res 1 none or emor- — — — — —
ISON.Marshal(ccrDo cument)
Set State is Old State CcrDocument
e Error
Marshaling PutState(txt +doc_id, ccrJSONBytes)
Set PutState To World State In Public Channel
—————— res : none or emor- — — — — —
«<~PutState Error
Append Info To Payload "“Chaincode Event"
SetEvent("create_Document”, Payload)%
<z Stccess = Set Event Send World State Success

d o w o i 5 ¥ | va
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Sequence Diagram : Insurance Chaincode Private

Function : Reject CCR Request DoubleSpending ( args []string )

Invoke stub

Validate: - Args[] length =3
- Orgld Tcert attribute not nil
- Schema
- Dictionary<struct>
<Error massage InvokeChaincode
(chaincodeName, txt +req_id,channelName) .

Read Local World State In Public Channel

————— res : ccr request infoj— — — — —

Retum Massasege Error

«<—{ Not Found—
JSON-Unmarshal (ccrRequest) AND
Error ValidateDigitalSignature(PublicKey, SignData, CCRRequestID)
<~unmarshaling:
or validate fail

= _invalid _ Validate : State for CCR Request is "REQUEST"

State InvokeChaincode >
(chaincodeName, txt+doc_id channelName) Read Local World State In Public Channel

————— res : ccr document info4 — — — —

Retum Massasege Error

<~ Not Found— —
|

JSON.Unmarshal (ccrDocument)
Validate . CCR Document State Now as "CLAIMPROCESS

«~Error massage

JSON MarshaliccrRequest)
Set State is "REJECT"

o Error
Marshaling PutState(txt+req_id, ccrJSONBytes)

Set PutState To World State In Public Channel
<—PutState Error il — — — — — fesijoge Orenigh — — — e

JSO N.Marshal(cerDocument)
Set State is Old State CcrDocument

- Error
Marshaling PutState(txt+doc_id, ccrJ/SONBytes)

Set PutState To World State In Public Channel
—————— res : NONE OF eMOr= — =—— == == =

<—PutState Error

Append Info To Payload “Chaincode Event'

SetEvent("create_Document", Payload)—————>

< Success Set Event Send World State Success

a ° w [ £ 1 v 1 wa
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Sequence Diagram : Insurance

Function : Inquire CCR Request By Key Fields

(citizen_ID, hospital_ID, receipt_No, companyID, contract_No)

router | controller ; utils |

|

InquireCcrReq By
KeyFields
(** citizen_ID
, hospital_ID
, receipt_No
, *companylD
*contract_No)

— —Request key fields —

Check args not null

createHashldentity
(**citizen_ID, hospital_ID, receipt_No)
Hash: CHA 256

createHashldentity
(doc_id, *companyID, *contract_No)

query
(enrolllD, GET_CCR_BY_ID_FCN_NAME, attrs,channel)
— — =Query failed = — —J€ — — — — — — — — — — — ResUlt = — = = = — — — — — —

JSON parse(Result)

Query Success
ResultParsed

d o w ° 5 § e v ! 1 9 o v |
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Sequence Diagram : Insurance

Function : Inquire CCR Request By ID ( CCR_RequestiD_Key )

router ;:ontrollef J

InquireCcrReqByID

(req.id)
query
(enrolliD, GET_CCR_BY_ID_FCN_NAME, attrs,channel)
— — -Queryfailed— — — K — — — — — — — — — — — Result

JSON parse(Result)

- __ QuerySuccess_ __
ResultParsed

o o a ° & 1 @ v . v
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Sequence Diagram : Insurance

Function : Inquire CCR Document By ID ( CCR_DocumentiD_Key )

S ———— -

controller

InquireCcrDoc
BylD
(doc_id)

Check args not null

— —Request key fields —
query

(enrolliD, GET_CCR_BY_ID_FCN_NAME, attrs,channel)

— — -Query failed — — —lK — — — — — — — — — — — Resuft — — — — — — — — — — —

JSON . parse(Result)

__ Query Success_
ResultParsed

o ° w ° 1] | W v % v
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Sequence Diagram : Insurance

Function : Inquire CCR Relation By CCR Request ID ( CcrRequestiD )

controller | utils

InquireCcrRelationBy,

CcrRegKeylD getValueStoreCcrReq,
(reqid) (req_key_txt+ req_id)
Select from "ccrRequest” Table
— — =Req_Info + some user info— — —
getValueStore
(user_id)
Select from "“items" Table
————— user_infor — — — — —
Parsed Attributes
Failed Parsed i o
< 77 Attributes — T i service

query
(enrolliD, GET_CCR_BY_ID_FCN_NAME, txt +doc_id,channel)
— — -Query failed — — — € — — — — — — — — Result : CGR Document Info— — — — — — — —

JSON.parse(Result CCR Document Info + CCR Request Info +
***( CitizenID, ContractNo, Name, HospitallD } )

e — Query Success_
ResultParsed

o - .o @ o & [ £ n v
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Sequence Diagram : Hosptital And Insurance Chaincode

Function : Get Ccr By ID ( args []string )

e - e —

- e o e s i
(main) | &
_Invoke | 3 =
s I
Validate Args(] length = 1
FirstArgument
Orgld Tcert attribute not nil 1

= Schema
= Dictionary<struct>
«~Error massage

GetState(args
Read Local World State In Public Channel

res==nil K ——————- res ; infom—= =—j— — — — —

Retum Massasege Error

«<—{ Not Found—

<— -Success —

o o w ° ) o | 1 v
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Sequence Diagram : Insurance

Function : Add Email ( Key, Email )

router i utils

VerifyToken

putStoreEmail
( key, email)

Select from "email" Table

Send User registered successfully

d o -] 8 n' L v 1 4 Al 4 v e °
JU# 3.32 drdumsvinauves AP Funeuliia email dmsuiunisuaaiiofionuseiuiue
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Sequence Diagram : Insurance

Function : Delete Email( Key)

VerifyToken

DeleteKeyStoreEmail
(key)

Select from "email” Table

Send User registered successfully
4
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Sequence Diagram : Hospital and Insurance

Function : Login User (user_id, password )

router

)

getValueStore
(user_id)

Select from “items" Table

createHash
(password)

Hash: CHA 256

Sign Token By user info expire in 24 hours send to client

d 0 3 Gk o z 2/ 1 ¥
JUT 3.34 diunisineues AP duseuidigsyuuminiiy

Sequence Diagram : Hospital and Insurance

Function : BlockChain User ( user_id, password )

b e — — —r b e ————— L

router ,J | BCUser ,

VerifyToken

Validate user_id is admin

req.query.delete == "true")
[True]

<= Error-

r_._~_

[False]

< Error-

Send to client

o o @ ° 5 v (23
JU# 3.35 drdumaineuves AP Juseuamudeudlinuudenivu
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Sequence Diagram : Hospital and Insurance

Function : Register User (user_id, password )

" router \ utils
) .

putStore
( req.body. email, data)

Select from "items" Table

—

Send User registered successfully
g )
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3.8 State Machine

[ State Machine :CCR document /CCR request ]
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3.9 Monitoring Architecture

[ Monitoring ]
PUSH
Event Logs
Node Exporter PULL
Metric
PULL
cAdviSor Metric
s == o
> PUSH
elasticsearch *—f— _ ., L@\ y i~ © gl \ ¢
) L ]
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4.1 Taseasramthnvaiunannaiadu

4.1.1 lsanenuna

Hospital Website (Ul)

——————Any Log out | Loginuser |
‘*\ Login
7NN | failed
7 1\ X = /
P ,v/ \ O
// / \ »
/ 3 ‘ b,
s A
i S
Inquire Save Create Proxy Create
Document Document Document Document

o ) v ) C
U7 4.1 Ul Flow Diagram svuvaisluiusesunnduazluiaiaveslsimetvia

4.1.2 USEnUsenu

Insurance Website (Ul)

Hospital Swagger
Login admin
N 3 N
Register Register
website Blockchain
user user
Insurance Swagger
e
LLogin admin
" Register | |
website ' Add email
user
Register
Blockchain | Delete
email
user

e e
|
Any Log out—— ’)‘ Login user .
B A Login
/2 ;\\ S 4 failed
Inquire
Request
Create \ . | ProxyCreate
Request Request
\ Proxy
Approved \
R’:ap -, Approved
q \\ Request
\\
Reject 31 Proxy Reject
Request Request
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4.2 Aot U aNNALATY
4.2.1 159ane1u1a
1) wii Register User dviuameidoudldaussuy
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SAVE CCR DOCUMENT
Patient Profile
Cltlzen ID* Fatent Type*
1224567801234 QlfD
oPD
ER
Fatian 1D £ mai
5684 DestBB0B0 24 44y mail < orm
Physician Profile
MedicamSpeciaty”
Onthapedic surgeon
Physician Repart
Admisgion Date* vitalSignsT* Vita!Signs3P*
20/02/2018 37 /65
Dischage Date® VitalSigrsP* VitaiSignsRP
02j05/2018 7 16
Clinical Finciing* Undestying Dissases” fines Ralated Addict on
Caugh and sare thoat High Slood Pressure
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4) wih dwiuunnd nsenniefsdeyanniavssdeu Budunisasiuenaisluiusesunnd

wazluiadarsnwmeuiaasly Public Channel vuudeniasy

CREATE CCRDOCUMENT

Search CCR Dosument Form Medical Record

Citizen ID Recaipt No
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5) mi dwmsuunnd nsenvivensdeyanavsuiley Budunisairaenasluiuseawnnd

wazlutasarsnwmeuiaadlu Private Channel UWuaDNIYY

| PUBLIC | I1PROXY | CREATE [*

PROXY CREATE CCR DOCUMENT

Search COR Document Form Medical Record

Citizen 10 Recaipt No

o Y & o o & v A w v
EUVI 4.5 Wu’]L'JUﬂ'WWiUﬂQ‘U@N“a Y HUBUNIIATINEDNATT

aslu Private Channel vuuasniasu

6) i Aunn Tususeawnnduazluadaasnwimeaunalu Public Channel vuudanivu

| PUBLIC | INQUIRE | PROXY | ["

INQUIRE CCR DOCUMENT

Search CCR Document Form Biockehain on Public Channel

hizen ID Receipt No
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Tu Public Channel vuudanivu
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INQUIRE CCR DOCUMENT

L e — Injury
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Patient Profile
Citizen ID Name Type
1730600151664 iceice INPATIENT DEPARTMENT
Certificate Medical
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