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2.5.1 Learning User Keystroke Patterns for Authentication
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TABLE I
COMPARISON OF LEARNING METHODS (AVERAGE OF 5,000 SpLITS,
3-GraMs)

Tearming Methods  Traming  Test Accuracy

C4.5 Decision Tree 95.6% 93 3%
Naive Bayesian 93 3% 90 8%
K-star 100% 85.6%
Decision table 95.6% 81.1%
Pandom Tree 100% 77.8%
OneR 913% 75.2%

IB ENN
k=8 90.2% 87.4%
k=7 91.1% 80 4%
(k = B) 933% 91.1%

k= 1) 100% 81.5%
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TABLE N
COMPARISON OF THE NUMBER OF ATTRIBUTES
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J48 Decision Tree 93.3% 43 8% 70.8% 022% £7.9%
IB KNN

k=1 80 4% 39.6% T13% £2.9% 83.3%

(k=5 91.1% 458% 77.1% 83.7% 86.9%
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TABLE HI
COMPARISON OF N-GRAMS

Algonithm 2-Grams  3-Grams  4-Grams

Naive Bayesian 82.2% 90.8% 756%

J48 Deciston Tres 83.7% 933% 803%
IB KNN

k=10 79.8% £0.4% 75.6%

(k=15 84.2% 91.1% 82.1%

k=1 73.1% B1.5% 71.1%
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"Name" : "NATTAPONG" ,

"Language" : "EN",

"KeyPressed" : [12765,12824,13083,...,353067] ,
"KeyReleased" : [12593,12723,13003,...,349176] ,
"KeyCode" : [16,80,85,...,78] ,

"isEqual” : true ,

"Latency" : [231,360,351,...,4294]
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