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Voice / Video Communication

Month 1
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Month 3
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Manth 5
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Maonth 7

1‘2‘3‘4

1‘2‘3‘4

1|2‘3‘4

1‘2‘3‘4

1‘2‘3|4

1‘2‘3‘4

1‘2‘3‘4

1.

Study/Requirement

1.1 basic

1.2 study topic

1.3 requirement confirmation

Design

2.1 project planning
2.2 design

2.3 Ul design

Development

3.1 client-side coding
3.2 server-side coding
3.3 unit test

Testing

Documentation

Deployment
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1. HTML WufmdsSudusazaugavaaendns
2. HEAD l9muunmivawenais
3. TITLE Tolunnswanstavadanansuy title bar ¥a9 Browser

4. BODY Lﬁud’gmﬁam%aq RAGHP]

2.2 A1w1 JavaScript

JavaScript fi8 nMwesfinmesdmsunsdenlusunsuuussuudumesiin Aird
Ie¥umnulonegnigs JavaScript 1 amwaesudideing @3undudi "arsus” (script) ddlu
msafauaeiauduled (95wdu HTML isliiduledueasigiinsiadeulm aansa
povaussfldnuldunty FuBnsinuludnune wWannuwasduiunulufiozdds
(interpret) w3ai3un71 Seuidnlei3eaufia (Object Oriented Programming) it wianglunis
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wag NIEUTsWIBS (Server)
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community  dsuddlasuanuiienduegigs  Insldnuednaninenns  sauvidldagn

<3

(%
1Y

fvualidunmsgiulag ECMA n3vineuues JavaScript agdeainisulanudids Satu
mawfwgﬂ%’mmﬂmamm%% (Sonindu clientside script) fetu JavaScript Seenunsa
vhannlld lemsuuusesTiatduayy Ssatuumigedifeuriomsiatiuayy Javascript
ué agnalsfin AsidesszTafe Javascript Insiamnfiunestulmiqesnuse (Hagiufe
Ju 1.5) Faify frahldpvesneiulml lufuuuumiwesiumiidsliaiuayu formasvils

\AndanAnannle

2.3 WebRTC

WebRTC (Web Real-Time Communication) 11 Open Source Project #ilddmsu
¥119% web Browser way koUnaaduuuiiens fnnanulawuy Real Time Inenisisanloniu

APl Bnvisteyanaglalaglidudusadifnaadiungg

WebRTC #in15l4e1u Media Capture way Stream APl TunSeniu &winlvia@nunsa
Capture Multimedia Tu Web Browser msfnsiofusgningliidn1sfnsienuu Peer to Peer

Tnglaidududesld plugs-in %38 fnaludunaie

nsanseiuTenIwly gnasidulazgnuantlag RTCPeerConnection Bulnasia
dlensinsednianwavaunsalaldauld Media Streams uay/%3e Data Channels 2zgn

Wasluluns@nretiu 9



Architecture diagram AuaNLaASlATIAS LA NUTUBS WebRTC

The web
ﬁeum: \
[ WehRTC C++ API (PeerConnedion) l
[ Session management / Abdract signaling (Session) ]
Voice Engine Video E ngine Transport Your browser
SAC MLBC Codec [ VPB Codec ] [ SRTP

NetEQ for voica | I Video jitter buffer I | Muttiplexing
Echo Canceler | | ¢ N ! pap
Moiss Reduction MELERg B CEm RIS STUM + TURN + ICE

-. AP for weh developers E AP| for browser makers ::::| Overrideable by broveer makers

sUT 2.1 Tn5sa¥19983 WebRTC

WebRTC Usznaumsdiudifgy 2 @ A9 Media Capture (getUserMedia) Way

RTCPerrConnection

2.3.1 Media Capture (getUserMedia)

WebRTC 14 APl 1lun1s  Media Capture @8  getUserMedia 39

navigator.getUserMedia (wuulusiazld navigator.MediaDevices.getUserMedia Fevzdn

i
IS U 3

WBSANISYNULUY Promise) &9 APl 1 dwwesausiawesiudiddng (sndu Internet
Explorer) lngnaunisisentdassiaaldsu Permission 91ndlduneu vdeansenldudiasla
MediaStream &sazUsznoulame tracks #199 (tracks azUsznaulaeme Audio tracks &a@e

tracks A8 wag Video tracks @9A8 tracks Y9937t webcam)



Fog19n5LY getUserMedia

navigator. mediaDevices.getUserMedialconstraints)

constraints parameters 9Usnausig Video uag Audio a3 2 agsaziesseylidniau

L

{ audio: true, video: true }

9 true mNeD9RBINT tracks tus) mndu false function aglal return trackstiusnduan

Constraint video @s1asgyvuIAlaLyy

audio: true

video

width: { min: 1280
height: { min: 720 }

Constraint 919AUNLNIEAMUINIANT video NTVUINAINUNINNBENLUBY 1280 WALAINIULT)

2819108720

2.3.2 RTCPeerConnection

RTCPeerConnection Ludufidansnsideudeduseningld Tasddunoudsd
- MSAUMIRLY Wag N3ARse

- N3asdeyy1ad (Signaling)

- NAT traversal

- Relay servers Tunsaiin1sAnreluu Peer to Peer laid15q



= a v a 1 1 o | 4 1 Y [
FINNWNUUA? N13ARFBLUY Peer to Peer ludnludaiiuiinaidlasias usiluanudu
P39uuTTudoeionin NAT traversal el ldfunuiu dauiasiesd Signaling server 111

11IUAININATUAN

il

Relay server

STUN server STUN server

;J‘Uﬁ 2.2 STUN server %18l NAT traversal

Tne NAT traversal 219 STUN (Session Traversal Utilities for NAT) %I\il,ﬂu Protocol
299 WebRTC

2.3.3 ICE (Interactive Connectivity Establishment)

ICE (Interactive Connectivity Establishment) \Ju framework 79119 Web Browser
a 1 1% dl' Y d' -] ¥ a 1 1 o ¥ 1
Ansariuauduls Inaiesnaivinlinsfndelnenswuy Peer to Peer Wanunsaviils gy
N3WIU Firewall Adasiun1slanisdionss wazanudndudedl Unique Address Winlaidl

Public Address uagdnn1sn1siudeyatiisliaunsofndelnensela
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2.3.4 STUN (Session Traversal Utilities for NAT)

STUN (Session Traversal Utilities for NAT) A Protocol 98¢ WebRTC ﬁiﬂuma

AUNU Public
Address kazAIANITITana L Router NvilsiAnn1sitause

Alfuazdadwalunl STUN server Tudumesidn uazn1a server awds Public

Address wazuaniwldaunsaintalaniely dsguaueng

Peer A
A you are;
208.141.55.130:32585
who
am I?
STUN server
L
Peer B

Uil 2.3 msvhauwes STUN
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2.3.5 TURN (Traversal Using Relay around NAT)

Tuuns Router Wald NAT virlilAntedninsenin “Symmetric NAT? A118AIU

Router 9£8915UN15ANMADANN Peer MLAYRAFABLAILYINTIY

TURN (Traversal Using Relay around NAT) @aglunistnu Symmetric NAT lnain
N5AARBINING TURN server agnnudayananunluds server gldazasranisideusioszning

TURN server waguanildmuduslids packets g server faazdanduludaly degumuans

Peer A

you arg: 209.141.55.130:3255
Behind Symmetric NAT
who

am I?

TURN server STUN =server

=/

U 2.4 N3¥191uves TURN




12

AuTumEULED ICE wngeuFnselagnsiseniglilaeiiniua1d (Latency)
ﬁaaﬁqm’lu UDP (User Datagram Protocol) Tudumeuil STUN server azdiftpantiiiien
fio mavhlsiléognds NAT wu Public Address ua port dlsianansald UDP 161 ICE azld
TCP (Transmission Control Protocol) 1vnnsanselaensaladnsaagldmnats (TURN

server) fa3UAUEN

Signalling Signalling

Relay server
Data

Y

Data

gﬂﬁ 2.5 WebRTC Data Pathway
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2.3.6 Signaling Server

Signaling Aa wildlutuneunsinsesenineldiiieasne call lneylidauanilieu

Session control message ldlun1sianazUnnisansoiiue

- Error message Tglun1sudsauianain
- Media metadata L% Code settings, Bandwidth lazaiinves Media
- Key data iieltlunsilan1sfnsouluu secure

- Network data 19U IP 999 Host wag port

(%
[

fupounis  signaling lildgnAnssegly  WebRTC  ifiosanannisdnuasdi
compatibility 1ag signaling lﬁgﬂﬂdﬂ’ﬂ’ﬂu JSEP  (JavaScript Session Establishment

Protocol) wa7

Signaling Signaling

App

WebRTC

Browser B Browser

Caller Callee

g‘lh?i 2.6 JSEP’s Signaling Architecture
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2.3.7 Signaling e RTCPeerConnection

\igi Signaling W15IufU WebRTC AP agvhvigldansnsawanivfeutoyasiian iy
18

o
o (%

f798719L8U YN A AIN1SAAFBNAU B 92 TUNDUA

=De

- A @519 object WebRTCPeerConnection #1¢ function new RTCPeerConnection()
- A @513 offer (SDP Session Description) a2¢ function CreateOffer()

- A 138nld function setLocalDescription() MEWRINTIA3T offer wén

- A @4 offer (Session Description 984 A) 19 B W11 Signaling server

- B @579 RTCPeerConnection Wat3sn function setRemoteDescription() Liain

Touavad A LU

- B 13unl4 function createAnswer() Wielild Local Session Descriptionta3siates

Wae setLocalDescription() ¥83nuLey
- B d3 answer (Session Description 484 B) U84#uULaIN1U Signaling server
- Alﬁ%’u%’a;ﬂamm B wazi3unld function setRemoteDescription()

- Jlevhn1sds Description 1@39udy Event candidate azviiuwavdsdoya

candidate WU Signaling server TWanila



Time
0.005
0.018
0.108

0.225
0.226

Gather candidates

15

SDP (Session Description Protocol)

f‘.\/‘) Purely a format for session description, intended to use different transport protocols as SIP, RTSP, HTTP

Media Description

v=0

o= 7614219274584779017 2 IN IP4 127.0.0.1

=00

m=audio 1 RTP/SAVPF 111 103 104 0 8 107 106 105 13 126
c=IN IP4 0.0.0.0

a=rtcp:1 IN IP4 0.0.0.0

a=ice-ufrag:-W2TGCZw2NZHuwinf
a=ice-pwd:xdQEccP40E+POL5qTyzDgfmW

a=extmap:1 umieti:paramsrtp-hdrext:ssrc-audio-level
a=mid:audio

a=rtcp-mux

a=crypto:1 AES_CM_128_HMAC SHA1_80 inline:9c1AHz27dZ9xP191YNISII67/
EMkHHIHORICIQe

a=rtpmap:111 opus/48000/2

m=video 0 RTP/AVP 31

a=rtpmap 31 H261/20000

g‘lJ‘ﬁ 2.7 $19814 Session Description 983 WebRTC

Component Type
1 host
1 srilx
1 host

1520314817

Foundation Protocol Address Port Priority

237495447 udp 192.168.1.37 54324 126325421255

3792547045 udp 119.76.33.48 54324 100 | 32542255
tcp 192.168.1.37 9 90325421255

Authentication failed?

2.8 #0814 ICE candidate 989 WebRTC
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mnAsN1sAnsoiulaedin1sE NN wazides  Tudnilsanansavinlalaenisih
getUserMedia 115U RTCPeerConnection Tutiumaunaunisasn offer linudnislaeiile
\Senld function getUserMedia() udisenldy function RTCConnection.AddStream(Stream)

Iaedl Event Handler A onaddstream()

Peer A Peer B
(UserMedia() Signaling
getUserMedial
addStream() Server
createOffer() send offer
setlocalDescription() “offer” setRer iption()
getUserMedia()
addStream()
send answer createAnswer()
setRemoteDescription() ‘answer’ setLocalDescription()

send candidate )
“candidate” ——

addICECandidate()

send candidate

addICECandidate()

enjoy audiofvideo

“candidate”

enjoy audio/ddeo

“icecandidate”
event fired

“addstream” event
fired

5U# 2.9 F79819TURBUATTYINIIUYBY RTCPeerConnection

2.4 NodelS

NodeJS A® Open Source, Cross-platform, JavaScript run-time environment 7

VY

viauleeld JavaScript NodeJS vinlidwaiuanansald JavaScript Tunisileulanila server

Y

al

Iewelviiin dynamic web page fioufiagas content viugldanu Ing NodeJS Halawnuin
« . o ' @ A XY Y o a
JavaScript Everywhere” @adunisdrglumsinuiiiesangiauagldiiganivineily

nsun sEleyly uagila server

NodeJS & architecture 1Uu event-driven &svilviuseansamlunisyihauwuy
asynchronous 1/0, throughput lazliinauanisalunig scale Tu web application %13

input ey output ‘ﬁqq waZlnLIzAU web application LUU realtime
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1). v8

v8 u open-source JavaScript Engine w81 Google @aludiwihaumanaes
Google Chrome/Chromium Browsers Iagusn@iuan JavaScript Tu Browser ag¥i1971uuuy
Interpret us V8 9zulad JavaScript {UNTWITBUATEINEIIWINU V8 griTausien ¥

C++
2). Libuv

Libuv gniaiuLitalin1svnauwuy asynchronous /O ATaufiu asynchronous TCP

ae UDP sockets, Event loop, file system read/write Tmagms‘ﬁaﬂumm C
3). Low level Components
drulsznaudue WU c-ares, hitp parser, OpenSSL, zlib ugu
4). Binding

Binding Ao wrapper Mdudwnarwhlinwasamisadesneiuls lngazuasu

nevte UL dun1winda

sU# 2.10 dauusznauues NodeJs

Y
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(%
o

NodeJS HTunounIsieIunansfe

- V8 compile lanves application

- lanfasaiu low level components #1499 KU binding

¥
=2 = I3

-\l event iAnTuazdanulilu event queue muaRUTLAATY
- Event queue @ function 119 worker threads vsu

- wndl callback function 9zgN#13N worker thread LU event queue

THE NODE.JS SYSTEM

| NODE.JS

APPLICATION ‘ BINDINGS

2 |

|
|
5
|
|

|
\
\

5U# 2.11 Fumaun1svinauves Nodels

2.4.1 Socket.lO

SocketlO U JavaScript Library @usunisinsedeaIsiuy realtime uu web
application yihlvianunsainnsansedeaswuu2nesendng 4l waz web server lnguus
aonidu 2 dufie library d1mSusuuu Web Browser 9034 uax library ¥ NodelS dwsu

web server 81914 Socket.|O 1 Event-driven 1@usdaifiu NodeJS

Socket|O Ingwanuaald WebSocket protocol wagld polling 1Uu fallback option
faudinavaunsaliduieans wrapper @msu WebSocket s SocketlO fgniausinge
Wnnd 1w nsnsrateternuludimans socket, nsiiudeyanagdmiuusiaz socket waz

asynchronous 1/0
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2.5 Electron

Electron (Atom shell) {Ju open-source framework ‘ﬁgﬂﬁwuﬂ% GitHub 1glunns
@579 Desktop GUI Applications Ineld front end wag back end 984 web application (Web

Technologies) #afa NodelS runtime d11§u back end way Chromium #wsu front end
Electron Architecture

u Electron process 15U main script 92138131 Main Process daidu process Wl

uand GUI Lazasnanil web page Tu Electron 9il main process Liled1 process L

Tuidle Electron 19 Chromium d@usuuaniniin web page a9t Multi-process
Architecture w83 Chromium Agnihaildseuiu lneluwiaznth web page a3y

process U83FLO9IENTT renderer process

lngusniuaaly web Browser agliignauninlvilindia Native sources Wi Electron
anseld Nodels APIs vilannsainnisiadefulusesu low level l6ia renderer
process Way main process LU readfileSync %38 readdirSync Wudu wagdsanunsald
NodeJS modules l9Electron @usafnAiusznIN main process Waz renderer process

H1W modules Y84 ipcRenderer Uag ipcMain dmsunisdstayanieg

Window Window

Operating system

U 2.12 anilmenssuves Electron
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2.6 MySQL

MySQL 1Ju open-source Relational Database Management System (RDBMS) R
gnlisumen1w C uag C++ d3uves SQL parser WWeusieg yacc 4 MySQL au50vieu

Tauunane platform WY Linux, MacOS, Windows Wy

MySQL @118 built tag install 990 source code 19 Taau Linux d@ulugjanunse
download #1u package management system wag install lad1e vl MysQL WWuifleu

Tungu Developer w3slussdvumanisuuinnais
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uni 3
A5N15ALLUNY

3.1 NT15AN9BNUBAZNISHATIUNS

Tun15A DU ULAZNISIAYINL UNALATULND N SANMADEDAITLUUIR Lo lazhUUL ALY

Fududesiinisnsouniseaseluil
3.1.1 Anendayangaiuiadeinineatas

1. Ainw1 Web Technologies 1i9931A requirement #B4n1IN1TAAADEDENT

AU laga1unsanIu Web browser fiatiunisAinen Web Technologies 1
. = a ] a o aa o a o oA

HTML, JavaScript 3stiannudndu dnviawmalulagniwnldluleundintude

WebRTC #45845UN15Y11914UU Browser

2. @nw1 WebRTC APIs afudinlunisviundnuosueundndy Hudi
mw’hmmaqﬂﬁiamﬁiaﬁaaﬁismwﬂ%m LAZNITHARINNUAZFE VR
19 Feanunsatunldsiuweundinduly Android way 105 1§ Asviauves
WebRTC amnenenlilifasefuiuy Peer to Peer @azannisain
(Latency) WAZAANISYINNIUVEY  server  SANTNNISANYIANNABINITUDY

WebRTC 1 STUN server, TURN server Lag Signaling server

3. finw1 NodeJS waz Socket IO udun1sviauves server Ing Socket.IO
ATUAYUNTYINIURUL asynchronous I/0 fawmsnzaudmsunisansiedeans

Snnadiasaibiaduiesaunun (room) iiesessunisaunuIwuungy

(n:n) o

4. @inw1 Electron wioldlun1sa3ne Desktop Application Inegsanunsaly
Web Technologies #3916 Inegianty WebRTC iiasannidudiundnvsauay
WALATY

5. finwszuugudeya uaz MySQL Lielddmsuiuteyavesldeu, nqu

WAz IeToLNOUYDIH Y
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3.1.2 N1923NLLUUTEUU

1. 99nkUUN5Iduveeld (Usecase diagram) wielving1uiia functionnns
Maundnidesiiluneunaipdu lngagUusenoumesdiundn 4 @ude Login,

Voice chat, Video chat kag Friend list

gﬂﬁ 3.1 Usecase Diagram ¥4 user



23

2. 9ONLUUMNUNNAINTIY (Activity Diagram) LeeSuienisiviavesnis

91U (Workflow) warnIIUensEUINNSTUReuNmsaziiuveanaUndin

o

UU

User

/bewe Account?

Success/Cancel
Select ID

1
Close/Log out

Y

Yes No
Login Register Success/Cancel
Loaging im l
l Cancel/Error
Cancel/Error L

Success

Go to Dashboard

v Access Friend list
Access Friend list Call Voice/Video »|Call From Friend list

Log out
[

Select ID
¥
Add/Delete Call From ID
v Starting call
v
» Go to Chat room
Accept

Close/Log out

‘ A

l

Accept Call/Join
Other room

l

Access Friend list

Success/Cancel |Se|e|:1 D
Add/Delete Call
Invite New call —
i P
Il\./-n
] .. .
g‘tJ‘VI 3.2 Activity Diagram ¥4 user

Close Windowor |
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3. 9ENWUUNITNIUYeY  function  wanvesueUndiady  deRenisi
Voice/Video chat lngdli{ldeuzau Usznauaie 1971veavies (§a319ieq) uaz
ARTEPRFG 7R Felunsdififlunnnd 2 ey Audidsaulng ndulidnsan uae
auflegluvioseudnandudvonios  Tnghifinnsvhanludiunsaiaios
wazazdinisly socketlD 910 Socket.IO 904 Signaling server Lﬁasﬁﬁumiigq

Whsnelunsdstaanuiue

gellP

] ] ] ] ]
] ] ] ] ]
i i i i i
i i i i i
i i i i i
L . ] ' ] ]
i Ll ] [ [ [
] i ] ] ]
P SendIP i i i i
[ [ [l [ [
] ] i ] ]
i i i i i
i i Offer i Lo Offer Lo
] ] ] Ll ] Ll :
] i ] ] ]
i | bl i geilP ; ;
: : Y | ' |
] ] ] ] ]
: ; ; SendIP ; :
: i i i .‘ :
] ] ] ' ]
] i i i ]
] i ] ] ]
: ! : : :
' 1 Answer 1 [ Answer [

« : : | - :
: ] ] ] ]
i i i i i
i i i i i
| : ICE candidate : Lo ICE candidate
: ! : g C T
: : ! : !
H g H ICE candidate: ] - ICE candidate H
i | | P |
i i i i i
i : i i i
1 ICE falis N ! '
i i i ICE falis 4 ICE falis !
i i i v 4 e
i i i i i
i i i i i
i i i i i
i i i i i
i i i g i
H Relay media o Relay media o
| | " | e
] i ] ] ]
] ] ] ] ]
i i i i i
i i i i i
b Relay meadia i Relay madia i
P P :
i i i
i i i
] ] ]
] ] ]
] ] ]
i i i
i i i
i i i
] ] ]

gﬂﬁ 3.3 Sequence Diagram N15%11971U%84 Voice/Video chat 1:1
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User{create)

Server

User{join)

Create or Join{room)

Getusermedial)

> number of user -
user=0

user=0
create Y b

Join room

Create or Join{room)

Create or Join{room)
Getusermedia()

onM

pushisocketid)

je(joined)

| onMessage(gotusermedia) I:

| createPeerConnection() |

addLocalstream - : 3
ificandidate)

doCall)

Send|D{socketid)

Message(gotusermedia)

Message(gotusermedia)

je(offer) |

!

createPeerConnection() |

» Mezzage(ofier)

- . - addLocalstream
ificandidate)

J, | Message(candidate)I
Message(offer) |

RS

| setRemoteDescription() |

| onMessage(answer)

| onMessage(candidate) |1—
v

J_—| Message(answer) R

doAnswer()
[ Meszage(candidate)

Message(answer)

Meszage(candidate)

’—>| onMessage(candidate) |

| addICECandidate(candidate) |

»f l¢

| addICECandidate(candidate) |

| close window or log out |

| close window or log out |

> Message(bye) [

Message(bye)

delete peerconnection
and video

delete peerconnection
and video

gﬂﬁ 3.4 Workflow 984 function N15¥1N91U489 Voice/Video chat 1:1
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2.1 Tpen1svina1uYes function %an Voice/Video chat 1:1 TUumaunis

[

Y1N91UA 9

1. Wvewiaslalinies win web page wviNsSudayaninuazideniui

Aldaulaauan Browser Mg function getUserMedia()

2. glidnaudnsiumion Sudeyanmuasides e nuuldaenululv
Signaling server

3. Signaling server dslanuliinvasiaitalildnvesiesind fldaudu

\I139MBIUAY Uazes socket!D YBILIT M

4. Wwesieadiu socketD wosidhsalily aray uwavadis object
RTCPeerConnection  wSaufu  AddStream  1lulu object  #8
MediaStream fildandumeusl 1 wdwniiade object LaSaudrazyay
function createOffer() Wiau setlocalDescription Laza319 Event Handler
Ao onicecandidate Lﬁ@iﬂumiﬁ& ICE  candidate Iﬁﬁﬂﬁ]ﬂ (1l
onaddstream agvauieldsu stream andnils Mﬁaaﬂﬂﬁuﬁqﬁqsﬁaﬂ’gwm,

socketID ey Session Description 1U# Signaling server

5. Signaling server @waA11u, socketlD Waz Session Description hU&3

ARTRERH

6. lelgsudupnuen  Sienaling  server  wdiezaie  object
RTCPeerConnection s AddStream venuasiildutanduneui 2 a¥a
Event Handler fi@ onicecandidate wag onaddstream 14911 function
setRemoteDescription #78 Session Description lgguann Signaling
server W%@&Jﬁgﬂwmu function createAnswer() Way setlLocalDescription

a9 NtUI @A l, Session Description 1Uée Signaling server
7. Signaling server dstonnuluduiiveios

8. 19190918311 Session Description Alasuan Signaling server 1

setRemoteDescription
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9. Lﬁaﬁ\‘i 2 Eﬁﬂéf setLocalDescription ia¢ setRemoteDescription WA
Event Handler onicecadidate agynauniends ice candidate Wl

Signaling server Lier 1udaanumslUTiRUBNES

10. Lilovs 2 ilsfnsenulaglufityn Event handler onaddstream awvin9Tu
mnilgwnaz 1N Relay media vi9vunlugs TURN server Lieanu media
TuTwonila

3.2 NN99IN9UNaNUBY function wan Voice/Video chat nin

TA8unaNN15¥I9IUVBe function Mantu Video/Voice chat kU n:n 3zTnann1siiay

wiazildaULUU Mesh 1i@ann13vinaIuYes server AaguAUENd

5U#1 3.5 Msivousa LUy Mesh
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User{create)

Server

User{join}

I -

Create or Join{room)

Getusermedia()

- number of user -«

user=0

user=0
Y A

create

Join room

Boardcast(socketlD'

onMessage(joined)

push{socketid)

Create or Join{room)

Create or Join(room)
Getusermedial)

Message(gotusermedia)

| onMessage(gotusermedia) I:

| createPeerConnection() |

| Push{PeerConnection) |
addlLocalstream

ificandidate)
doCall{)

J, | Message(candidate)I

Message({gotusermedia)

—

» Meszage(ofier)

| Message(offer) |

ificandidate)

onMessage{offer) |

}

| createPeerConnection() |

Push(PeerConnection) |

addLocalstream

|,‘—

| setRemoteDescription() |

| onMessageanswer)

| onMessage(candidate) |1—
v

| addicECandidate(candidate) |

J_—| Message(answer) o

Message(candidate)

I close window or log out |

Me

age(bye)

onMessage(bye)

doAnswer()
[ je(candidate)
Mezsage(answer)
‘;I onh: ge(candidate) |

of " le
al Message(bye) [

| addicECandidate(candidate) |

| close window or log out |

Message(bye)

delete peerconnection
and video

onMessage(bye)

delete peerconnection
and video

gﬂﬁ 3.6 Workflow 984 function %#anhu Voice/Video chat n:n
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AN5YNUNENUBY Voice/Video chat WUU n:n 22LN1SYIN9IUARTEAUNITYINIULUU

[

1:1 Inedvaumnnananunadl

1. Wedifidnsdiun Signaling server astUdsuannsdstennuliiuAdnvasvios

\Ju nszanedennu (Broadcast) ludmnauiiogluvios

2. \flo@519 object RTCPeerConnection Yusdialaznulilu array Inglidndudas

Seadiuveily

3. ial@su socketiD 910 Signaling server udaziiu socketlD Hulilu array Tnglal

o v a o o v
R]WLUHG]EJQLiEJQG]WlIﬁWﬂU‘IJEJQEﬁ%

v [ £ a o dyd 14
4, 2RNLUUTTUTBYA ﬂ’]iLﬂU“U@Q{I@“U@QLL@‘LJW’ﬁLWU“LJUfLI 4 m1519 Usenaunie

- User ufudayavewldau Ao Account Tevesildeu, Password swavesilden
, IsOnline tAvaauzvewldiudsaziiudu binary number 0 fialipaulay uay 1
Aoseulated, Last Activity Wumsindeulmaignvesild uaz Token Tddmsuiiu

token vesldiiialdlun1svineuresseuu push notification
- Friend Wiudeyasiedeiioureadld Fwzusznaudae Tefldns 2 auiduiioudu

< v ! v Y ¢:4' oA Y]
- Group Wiudeyanguueslfnulaeuseneudie Groupname Tavosnauiiildeu

[V 7
(Y

AITY, GrouplD velauveIngudsaziu Auto Increment, Creator LA Account
v a P i) s v a O

youflunluauainngudu-  Groupmember  udeyaaunBnuosnguiiug

Usznausig GrouplD AuNBLavueengudesnaInmse Group was Account LAy

#UTNYDINGH U1A1NANT 1 User
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5.N11599NWUU User Interface Usgnause 4 @aufe Login, Dashboard way

Chat room

g‘U‘ﬁ 3.8 User Interface @u Login



g‘U‘ﬁ 3.9 User Interface @ Dashboard

gﬂﬁ 3.10 User Interface @u Chat room

32
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3.2 NMTNAILILAZNTITANAITZUY
AsWAILILAUNALATY Web Browser waz Desktop

nMsiAUILeUNALATUUYL Web Browser 19 Web Technologies Tun1swamunds

Usgnoumle HTML, CSS, JavaScript wag JQuery lag
- HTML 1JulAsewes document
- €SS Talunsnnusia 9amin uazdn element §in99)

- JavaScript Tlun15@eu function nsvinumanvesueundady laeiinisisenld
APIs §199) 11U WebRTC wiveldlunisiinsedeans, Socket O tivalalunisfinsie server

wazldlunisdsdaniny

- JQuery laidmsuds request Ty server agld AJAX wazlddmsuiiunan

dyainauiy AnuvaIvatekazgnauluniseulan

TunsWaiun Desktop Application ldnalulagitiuiedtiu Web Browser La@neiu
1n8 Desktop Application agld Electron Tun15a519 GUI waganunsald modules #1941n
NodeJS 1unsiuluwaundnduls vinlmiuauausavaakaUnataduundu lun1swmun

oty HTML, CSS, JavaScript, JQuery wag NodelS
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NanN15ALHUIY

wewme : Weanseasdeailiduanuduianzvesuien Jdiamnsadamele
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unii 5
unaguLasUaLauauLuL

5.1 g@5Unan1santiuau

woUnddunisindedoansuuunmuasides animulaganansarinnulay
fing Login, szuuiteunasngy, mafiuiiou, maifiuandnngy, nsauaindnesn
nnnaulaevildlamsdainengy, msfumiiounazandnlungy, nsaunuILUY
Aeuaziuungy, nMswudidmaun, misumuuuuAsuazuuuidle Tagns
Mmauaunsaionulalaetiuunaanesy  (Cross  Platform)  s¥nine Web
Browser/Desktop application ez Desktop application/Web Browser, 5¢UU push
notification Lﬁa;:ﬂ%’l@f%’uﬁwnun’hﬁmaumm TngmsvhauiomnvesueUnaiadu

anunsaltaulnase wazanusathluwmunsale

5.2 dyunan1snagauLaUnaAYy
5.2.1 a@gunan1snagaunaunaLatuuy Web Browser

INNaNIINAFULBUNGATUUY Web Browser aninsaaguladinisvinnu
AN LU nsiLlow, ﬂmﬁmm%ﬂmjm, NITAULANNTANGY, NITVIULIWIBA
aunun annsavihauldedrgniies ualideiianaiaie I output fikandlsildals
liigndestslasunisudlalu version v1.02 wdr nsvihendlumih chat Faduwthiid
nsvhamdnanunsovhenldegugndes  fldnuamsoaunnlifauuuieuas
wuungulaeliindefiawaindu annsoaumnvuuuiilewasdedds uazanunsald

nunakuuneluwwannesufeiuiazuuuduwwaavesulalag lifitymlag
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5.2.2 djUnan1snagaulaUnaiatuuy Desktop

NNISREDULDUNAATUUY Desktop tanaliuLfgafuleUnatatuuy Web
Browser Iagnsyianusnaquty maifiuaandn, maifiaindnngs, Msavaundnnga
, MIAUMANTNNGY, NIVUT WAL @ansainauldegiegnies widaia
toRnnanaLFieIiu Web Browser e Ssiiuns output Aiwansligldsudauansaalsll
gneios Falgsunisudlaly version vO8 waa msvianlumin chat annsavinauld
ogagnios  flfruansoaunuldfauuuiRvuasuungy  aansoaunuldva
wuuinlowazuuudes wazananseldnuiuuumeluwmanesiniioatusazuuudg

uwanesulagluiidgmilagintu

5.3 991N A LUNITNRIUN

U AY aAYo 3 [

nMsiaLIkeUNaduTldnatn Sdideniimuniuindudediinegdil

1. Wisannsindovesyldanuluni chat TudunsfncauLuy Peer to Peer
= v a 1 I Ny a A v \ a 1
DaIINSARRAETIASATIYBLAsAD A¥lY Bandwidth unnlunnsinse

2. erinmiadevewrldnunuungy ldnmssuuuunishnsewuy Mesh fe g

~ 47 Tt \ 4 ° v A o~ a | a £ ° v Y o
yneuinisAnseiuiaue illlelinisAnsieuingsy asvilinsldnsnens
way Bandwidthungadusulusie

3. 38UU push notification WaRllAsuAwINIINATY 1 AU AVIINITHARING
LAASLNELLA 1 AU

4. Wegldnud/een vesmunumeuiulunaiduy asviliiiateianainlunis

Y1974
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5.4 YaLEUDLUL TUNISWRIUISZUU

ndedninilinanundieiu  meimuiuiudedidaamnsauiluldmenis

[

PN DAY

1. 3ngednalude 2 mmiauﬁ'lmiﬁimsl%miamiaiugﬂLLUUSu LWUNSANRBLUY
star Y3eNSARRBLUUNELTI mesh uag star waeld server Wanvaelunisas
LHG

2. ndedninlude 3 anansaudlulalaenisldsyuugruteyaiinane

3. 9nvednialude 4 awsawnlalalngld server danisivieay T server

Fdansinlulsasies Wy 1n1591se 2 3ui Wudu
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AMARNUIN N

1. n1shnnaluswnsy Atom Editor

1. AUl hitps://atom.io/ Liieaiuluan

Packages Themes Documentation Blog  Discuss

UM n.1 wiauleddmsuanailvan Atom Editor

2. vdsnailuanasa 1 AtomSetup.exe ianiluasun lnendsanniide

TUSHNTUALVIINNSANRI AL R LULTR

sUf 0.2 nihwinsweslusinsu Atom Editor
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https://atom.io/

2. N15AnAY NodeJS
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1. Wu3uled https://nodejs.org/en/download tieniilvan Tneidannisanig

Tranlrnsanunasnasunly

LTS

Recommended For Most
([ ]
N

Windows Installer

Windows Installer (.msi)
Windows Binary (.zip)
macOS Installer (.pkg)
mac0S Binary (.tar.gz)
Linux Binaries (x64)
Linux Binaries (ARM)

Source Code

Additional Platforms

SmartOS Binaries
Docker Image

Linux on Power Systems
Linux on System z

AIX on Power Systems

Current

Latest Features

o

macOS Installer

64-bit
64-bit

ARMVG ARMVT

node-v10.16.0.tar.gz

o
w

Source Code

64-bit

64-bit

JUT n.3 Auledidmsuanailnanlusunsufinga NodelS

2. UalUswNSUARAINANULAaRALLNEYINNISARAT NodelS

ﬁ MNode.js Setup

= X

Installing Node.js

Status:

Please wait while the Setup Wizard installs Node.js.

Back Next

5U# n.4 niiwnefings Nodes

nede

Cancel
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3. MIANAY Web server uag Signaling server

var

Web server wag Signaling #ilgeude NodeJS Taglaamuui Linux Liese35unIs
¥91U919 web server wag TURN server @wsu WebRTC wazdnududosrili server

g HTTPS 1iiasuTeIn1591191UY83 WebRTC snetguiu

1.115AAR3 NodelS UU Linux @3N5aRnAINIuNIe package manager system gl

fheenaiilu Centos annsldsds
curl —-silent --location https://rpm.nodesource.com/setup 10.x | sudo bash -

wieldlunns download package UBY NodelS wazasaldmads sudo yum -y
install nodejs Tun1sAnRs NodelS

2. M3 Socket.IO HUunauRil

- download package Socket.IO #71 npm (Node Packager manager) Hufda

Npm install socket.io

- \ilafinfa package aSaudanansaldeu SocketO Touu server g

httpserver =require('http");

["host™] +

("https®).crea | credentials, app);

ket.io")(server);

JUN n.5 fMUUT io AemuUsnliannn1saina SocketO uu server
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4. M3AAAY TURN server wag MySQL

189310 TURN server uay MySQL 1y Open-source Fsaunsainslalaglsid

(%
v o

Fosriala neiisnnsasd

1. download LLazamﬁg& mysql openssl L@y gcc WU package manager

yum install -y make gcc cc gcc-c++ weet

yum install -y openssl-devel libevent libevent-devel mysgl-devel mysql-server
2. download LLazaméf& libevent modules

Wgethttps://github.com/downloads/libevent/libevent/libevent-2.0.21-

stable.tar.gz
tar xvfz libevent-2.0.21-stable.tar.gz
cd libevent-2.0.21-stable && ./configure
make && make install && cd ..
3. download waziinds TURN modules

Wget http://turnserver.open-sys.org/downloads/v3.2.3.8/turnserver-
3.2.3.8.tar.gz

tar -xvzf turnserver-3.2.3.8.tar.¢z
cd turnserver-3.2.3.8 && ./configure
make && make install

4. famnne9lu config.cnf MNFDINISIYEY port, IP, fingerprint, t-cred (Long-term

Credentials mechanism) Fudusanislyd WebRTC APIs
5. run TURN server Hufnds turnserver &

6. @NNNTORTIVNFDUNITYINNIUVDS turn server {1
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https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/

Time
0.005
0.018
0.108
0.225
0226

Gather candidates

ICE servers

turn:27.254.54.135:3478 -

STUN or TURN URI: | |

TURN username: | |

TURN password: | |

ICE options

lceTransports value: ® gl O relay
ICE Candidate Pool: 0 of 10

Time Component Type

5UN 1.6 M0g19n15lHe N9 TIE8U TURN server

Compenent Type Foundaticn Protocol Address Port

Priority
1 hest 227492441 udp 192.168.1.37 54224 126132542255
1 srflx 3792547045 udp 119.76.33.48 34324 1001325421255
1 host 1520314817 tcp 192168.1.37 9 901325421255

9
L

Authentication failed?

U n.7 F9819KaN15M529a@0U TURN server





