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ABSTRACT
There are more than 200 base stations in Thailand that provide

positioning services and measurement standards such as time and frequency, etc.



Due to each base stations are equipped with a positioning system where data can
be used for a variety of purposes. Including being able to apply to use in various
important country development works which must take into the security of data.
Therefore, if base stations is interfered with the signal from various interference
signals from outside to interfere with or stop the GNSS operation, which may result
in defects in the operation of that base station. Therefore, this thesis is intended to
detect jamming signal to GNSS receivers for base stations and monitor each station
jamming interference system with Graphics user interface. This all-in order to

resolve such problems by GNSS jamming interference and detection system.
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wiansainsadelusuniudyaunnifiendiiea Tugiasy vinlimmswazysenvuluginsy
Talanunsaldaudniea 1o [4]
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NmeNIsalRunlana 1y sswuldimensainissuniudya il 1oy
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L0aed ToNITUNUAYY I Jamming) denaidudayarniegsianieudnseniseauaiy
fupweswd esandyyruddueaed Uuliusnsneiiun1sssyswiluazunnsgu
N33R WU a1 kazaud “av fuisuA il maAinanIenesdin1snaIuITEUURTIAEDU

NNITUNIUA QYR TEUUATI U NUSTUNIUTID ULeELed

1.2 InqUszaen

1. iens9 Uy usuniuroirsessuiouedoanuaaigu
2. ioWau LAz gen sz UUATIIUSYY 1S UNILT LB ULELBEI N
3. iaweilneiTruunTIRTUAYy ITUNIAREannTneduRnsder it UY

n39%n (Graphic User Interface %58 GUI)

1.3 YaULUAURIUTYYIUINUS

[

1. ponuuUUkaETAuIgUNTaln93udy gy 1aisuniu Laeliseesliainis

g

a

Fuflunusuatui 1 ieu Aune we. 2565 89 Tuil 20 ey NEBNIAN W.A. 2566

2. Sudaanaddueaealugiunnuivesdfiied Ao L1, L2 wae L5 Tnefiaud
nansegil 1575.42 MHz, 1227.6 MHz uag 1176.45 MHz naidsy

3. fwuazdosensruunTITUENINsUNUTBuealedliTiUsEAnE A iR

4. WU @IURAMABE Y IIULUUNSIHN (GUI) @ mSunedinesseuunsiIadu

Y

QIUSUMUABIATBISUID U AIDdLAAT AT
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aa
2.1 33UUILDULDAHALDE

dwedled (GNSS 158 Global Navigation Satellite System) fa szuUIMNg
sheaniien Ingldgunsaididnmseindifumiudyanauiieussuianatfaiumis a 9ad
qﬂﬂiai%'uﬁiyiymé%agj waliladimadlasunruieneganmlunuiudmasarnnive
fetagtudldinmaiaunssunimetisanifisstuvaisssuy Tdun

1) GLONASS vaswaniusigsady Usenaumenniiiey 24 axuasdsedsn 2
ma Taasoglu 3 suu AiszsumnugeUszana 19,100 Alaiuas

2) Galileo vosavnInglsy Usenausiunniiiey 24 nauagd15098n 6 A
Tnelaasegly 3 szuy fisziuanugsUszan 23,000 Alawms

3) BeiDou %138 BDS v09a15130usguseuvuiulaedagiuidavetsssuy
mdisalinseunquinlanlidldouaidien 35 memelud 2020 Taasiszfuannags
Uszanag 21,100 Alalns

4) IRNSS (Regional navigation Satellite System) va3Usemad LA dusyUU

¥ '
=1 a

m’sLﬁ*amzﬁfugﬁmﬂ%ﬂﬁﬁmiLa‘w’1mJ53L‘V]ﬂ@uLﬁ&JLLazwuﬂﬂﬁLﬁaﬂuww 1,500
Alalns Usenaumenniiisy 7 Al

5) Quasi-Zenith Satellite System (QZSS) mmmmmﬁﬂu Duszuuamiiiey
sefuginiediaseungulugimaiefeny usenuazledeids (Oceania) v iiiamiiien
maﬁimsagjmﬁaﬁﬂaﬂ wazdlunuaziindu 7 anenelud 2024

6) GPS (Global Positioning System) ¥8san3geiing Usgnaunigniiiiey
31 o lpaseglu 6 sy ﬁ'ﬁsé’ummqwizmm 20,200 Alaluns ﬁfgzym%mqﬁmmﬁw
IMeadioonunFanaugaedieonin Lband & 3 A1ud fe

6.1) wauAMd L1 aaudnansdl 1575.42 MHz WJugruaanudi

dAyaedmsunistinig sunvsaunsalalnglulanyniutlddyayundanunil

(%

6.2) WaUAIAD L2 mmdnanadl 1227.6 MHz W udygranaiSoud

o

@ @

vuafip@eidniulute L2C NeanuuuinlaglanziienauauesnIufeIn1 iy



Wesanglianunsaimuilegiuanuded Taufusia PY) uassia M 59d P(Y) uag M-
Code

6.3) waUAMNE L5 Anudnatsii 1176.45 MHz WJunilsludyaiu

o

Tndvesszuudfeaduluwunisusuusdfeaadeln dnseenemaluaiuaiudingd
anulidmsuuimsiuauvasndelun1sduvintu wazaiandygiaagldsiuu L1

/A WeUsuUgausaiug ([Wiunisuilulaleluaies) wazaiunmu (H1un1sdses

1o

dyaaw) gnaslussiundsnuiiganndygradneanaisoulutaytulivuuimiaiiiniend

[ ° [

wagilnnunanIdetigiiunssudyaudimivgldluenans

L]

2.2 dyaasunau

o A o A a X = o av v
Fuausuniu Ao dyanalnirlulsasiietuuenmilelyandyawild

90nLUUNITIUNIUNIman Ifvasgunsallail dealdaunsalfignsuniutiuia

Y

Y o

Taunnsadlunisvinau warueassenavinlgldgunsaiiuindunsieduls daginsuniu

lundnanfsdyaiusunmuniiisy silinisssydiuniaianueaantow tnedayayou

M WaE AMDNTIATUNUILULTIAAUWIRRDEQIIUNIU (CNR) ReataulUanniay A3

Andeyayrusuniu findulaviasssunid wasiaduldnnuywdidudadedu ldieunla

AuwniswasnulaensdsdyaadvemeanuiiieriueUnsaldiiiea Jeunsaidiea azl

aunsnseudundtisilondyginsuniu lunll 1Sendn wn3esindyain w3e gunsal

=

sumudyyrad Jammer) @aiiviateyiia 1wy gunsalsuniudgyayruviannam, gunsal

a =

suniudgyruvingead (USB) uazgunsalsuniuauiadniilduusiuminugang 9

Y
=

gunsalsumudyIaIIsasuNunsofndyaaeng o 10 wu dyaralnsdwideds,

7 7
o

foyeynad Wi-Fi uagdeyaunauugns (Bluetooth)

(g7} U

2.3 RTL-SDR Dongle

RTL-SDR Dongle i Dongle %fin USB fianunsaldiduedossudyaiaineg

4 (]

' v
& ala U ¥

Tugumaud 500 kHz 89 1.75 GHz wazldnauiimesninsswanmwistunseuaisula

910 Dongle lumsusvaiana wananagui 2.1



sU#l 2.1 RTL-SDR Dongle

Y

I #1919m1uivas RTL-SDR Dongle Juagiufinusyuiuasiaganizldly
Dongle wagn1satdun1slasianiy Dongle U962 14U RTL-SDR Blog V3 @1m15a5u

dyguninid 28 MHz 19 Fefiengnnudianinsen 2.1

13197 2.1 YANNDveusaEiIuUIIUIeS

¢ =
Qul‘uai AU

Elonics E4000 52 — 2200 MHz with a gap from 1100 MHz to 1250 MHz

(varies)

Rafael Micro R820T/2 24 - 1766 MHz (Can be improved to ~13 - 1864 MHz

with experimental drivers)

Fitipower FC0013 22 - 1100 MHz
Fitipower FC0012 22 - 948.6 MHz
FCl FC2580 146 - 308 MHz and 468 — 924 MHz (gap in between)

a a s

311915797 2.1 Usgyayrfinusilalddaudsguiues Rafael Micro R820T/2 Tunisuwuag
doygya enndldsmnudfiaseunquuaznsanuaudeinsissd luldulussuu &9
AAUANANVRIEIY L1, L2 way L5 Ap 1575.42 MHz, 1227.6 MHz 4ag 1176.45 MHz

ANUAIRU




2.4 AauNAmas PC wuiatdn (NUC)

Ao Aeas PC awinan (NUC) 138 Next Unit of Computing 1ugunsallu
osuualmeuwnan wieynUszinanalusziufidinarivioy (Desktop PC) fivanuutlng
Intel Fsiildlulasesufie KIT Mini PC Intel NUC_Celeron N5105

lnuamuantfvas Mini PC Intel NUC_Celeron N5105 @111504andlanimig

7l 2.2 uazgues Mini PC Intel NUC_Celeron N5105 azuandlsiiaguil 2.2

g‘dﬁ 2.2 KIT Mini PC Intel NUC_Celeron N5105

A137 2.2 AuaUURves KIT Mini PC Intel NUC_Celeron N5105

dagadunig AasuY
Brand Intel
Model NUC _Celeron-N5105 (BOXNUC11ATKC4)
Processor Intel Celeron N5105 (2.0GHz up to 2.9GHz, 4MB Cache)
Graphics Integrated Graphics : Intel UHD Graphics 450
Main Memory RAM DDR4(3200, NB) 8GB HYNIX 8 CHIP
Max Memory 32 GB
Storage 128 GB SSD M.2 PCle HIKVISION




M13a7 2.2 AuaNURves KIT Mini PC Intel NUC_Celeron N5105

dayadiwie A1B5UY
2 x USB 2.0
2x USB 3.2 Gen 1
2 x USB 3.2 Gen 2
Port
1 x HDMI 2.0b
1 x DisplayPort 1.4
1 x Lan
Audio Up to 7.1 multichannel digital audio via HDMI
3.5mm front stereo jack
Audio Jack
3.5mm front microphone jack
Network 10/100/1000 LAN
Wireless Intel Wireless-AC 9462 (m.2 card)
Bluetooth Bluetooth 5.1
Power Supply 19VDC 65W power supply with geo-specific C5 AC cords
3.5mm front stereo jack
Audio Jack
3.5mm front microphone jack
Network 10/100/1000 LAN
Wireless Intel Wireless-AC 9462 (m.2 card)
Bluetooth Bluetooth 5.1

2.5 AW lnsau

awlnsou (Python) deriiindulud a.a.1980 gnifmundulag Guido van
Rossum 71 Centrum Wiskunde & Informatica (CWI) Uszineutsasuausiuniuivilsi
foaldlunsidoulusunsugnitannunleagliBaianduunanvosy dunneaimiintwile
souanunsnldnuldlunatsszuud HUR39 Unix, Linux waz Windows 8nvadadu
Open Source ylitinwaulUsunsuausaldn i lnssunwaulusunsuniagenduns

voafdlalagliideanldinsunagnila nrwlnseuluniwisziugelainlideuine




Alfnulidnludedianuininuneniinmesognsdntaisanadilaliennsal wasduneu
A3y uYaIn1bnsaufaunsaauIlUsHNsUAE N1 s aulawad waldeaaInAIY

& ) Aay ad o ] v & gy v =~ A ° =
LUUﬂ’]U’]'ﬁgﬂUg\immmaﬂﬂ@LSUEJULLagwwu’N']EJLLa?ﬂﬁ]gﬂJm@ﬁ]qﬂﬂ@ﬂﬂJ@MUQ A8 YETNNMNIUNID

Y

UseananaladilaSeuiisunun s du Wwu @ (C) usenaswnsu (Fortran) 4@

2.5.1 dauusznaulunisinauvesniwinsay

' '
v A

1) Aoulniaes (Compiler) Iﬁisﬁm'mﬁwawQ’ﬁwmiﬂmﬂiuL%usﬁmﬁaﬁﬂﬁ
ADNTIABTYINU

2) Bmes (Editon) TiTeunaddailelnonlnasismudidsnenfinmosdn
adanils

3) Wwaldneu (Interactive shell) 3o Suwmasniinas(interpreter) llourds

LNDEINSABUNIDS WUUTTUN
2.5.2 Yanvainiulnsau

1) lwsouduniwaasusilildnalunisifeunavasulngd lunnmungdu
muﬁmmiquaisuu (System administration)

2) Adsiileudasntwilnseuaiunsaluvieiuvuszu v foanngld
wanvay

3) mMsUszananaagyinluuuudumesnines Aeazuszulanalufiazussvia
wagUftRmMuAdnlasy

4) \Yun1wuuu Dynamic typing fe emmaLﬂﬁauﬁﬁmﬁagalﬁdwsLLazasmﬂ
59AL57

5) @ Buil-in Object Types o lnsaasavostoyaiiamnsaldlaly Python 4
Uszneulusie dad Anduuts ands Adresenisldanunasiussansaings fil ety
atfuayugulaya WU MySQL, Sybase, Oracle, Informix, ODBC “1a

6) filausFauvayuinulyyiusshivg



2.6 drudnsallduiuunsin w38 GUI (Graphic User Interface)

dwdnsegldnunuunsiiin fie szuunisinsedeansseninaglinuiuinies
ABNTINES lagd1unanmvsaunuimdilaladisununisiuiAdlaense el
AW SYTINMUIINNFRINS NstdnuRuduRasaglduLuUn TN 1Wu Msldand
a A4 W o o Aw d a o o a
naLdenlemau (Ilcon) vseUumdsndesnis wisnisifenddmunenisieglusyussan
! d! 3 s a b4 ¥ @ ¥ o ! a ! ¥ a
14 9 FagarldusgninSeulilviud 1Wuau Tngmsienuvesdidasedldanunuunsiin

) ~ ' v A o & o
YUILLNSLUIBRNLTUEIUaN ‘) LLaﬂQLUuLLNUﬂWWWQEﬂ 2.3

USER

I

Graphical User Interface

I

Display Server

|

Kernel

I

Hardware

JUN 2.3 wunmuanamihesusgnaularnsieilagiuvesdfnseldeuiuy

AN

2.6.1 PyQt5

ot Wuynvaslausniniw C wuuduunanwesulaenly APl (Application
Programming Interface) il udainanisieunednnianilanazileusdeiuiiuldy
Tiusnis APl anfidudusanarsfivibilusunsudszendiounaiulusunsuussynsdu

MIoeNNTYIUdIiusEUUUURN1S Iae PyQts dulinisld APl sedugediniunis
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WinueanneUunaviletenviuatelurate 9 anu %Qimﬁqmw%maé’quﬁumm,
ffafiliite, nsideusiaiu NFC (Near Field Communication) LagURYs AADATUNSHALN
Ul wuudaiia Pyots Wuganisidondetulnseufinsounquainsu Qt Version 5 finsld
nuilulugaduvesinnni 35 Weauazdaelinwinseuausaléiduniwinsiaun
weUndiadumadend uiunim C vuuwansleduiisesiusimunsiuds i0S uay Android
PyQt5 19azagluneundiaduiiliniwn C ileligliueundindumaniuannsafmuadn
vaUsutgsmsvhmuvemeundiadumaninld fanmsidenldan Pyots imasvhnaiden
Tne pip install PyQts tiedenldiniesiomswaunain Qt Designer Tnglu PyQts ezl
n133enld PyQt AP LBuyRRaTALAEIBININe Aaramdrduunliuinndn 20 Tuga
soluilfulugaiildfuotuninansuargnidenlivosads Tun

1) QtCore iunmaiilallddunsogldnuuuunsiinudniililaslugadu

2) QtGui Wudwsznaudiufnanedlduwuunsiiin

3) QtMultimedia \ududwsumsideulusunsusaafifiesssudm

4) QtDesigner Wupanadmsunisveng Qt Designer

5) QtWidgets iJupanadmsunisaste Ul dlndwnanvieuaanadn

6) pyuic5 Wu Qt User Interface Compiler dwsuadralanainlag .ui

7) QObject uamatiogiisnuuuanuesdiduiu uandurmaiugiuvesest
Gndt Qt e

8) QtApplication %at%ummﬁ%’mmsmiéﬁy’amwﬁﬂLLazﬁijxumumamuQmaq

¢

weundiatuvesdufnsieglduluunsin Usenaunign1sIug g n1salnanaaimgnisel

'
a

Ma19lng0sAUTENOUYDIMINF LA WMASTINIBY 9 FegnUseutanatasdnds wenanilds
IANTNSAIAISTEUUNAE TILBUNALATY

9) QWidget Aan@Nlau191AAAIE QObject Lag QPaintDevice LJunana
& o o & R, W o ] g o
fugudmiudeudnadiufindegldauiavun QDialog Way QFrame AANAENAINARA

QWwidget
2.6.2 Qt Designer

Qt Designer 1ulUsunsuussinnnsuasyiuauaniuda Python Lin159ay

= v & v o~ a & a a = = = sy @ a & .
Liﬁ]ﬂlﬂj\?’]uuumaﬂuﬂqﬁmﬂWQLWNLG‘]N 15022 UUNISTYNTHIATUT UL LA LA TRAG Py5|de
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[

waztsul¥a1uda Pyside vise Qt Designer Bnviadainlvidldnulanmuniiogvasinanuuay

Y

Bonlvldnuiuandaly Qt Designer
faRnds PyQt mfeuifuiaiesdioassdufasoldnuuuunaiin fdondy
Qt Designer sen1sléBumedienisainuazinsiiaunsaadrsdumesiadiufiase
Aldauwuunsiin Ialaelideudeulusunsy wagludiuveantidialusunsuuas fiieeng

NN308NKUUYRY Qt Designer Wumigul 2.4 uaz 2.5 mud1Au

v élp
| HEBLIMENEIEEID

175 New Form - Gt Designer

UM 2.4 mihenasusuvasluskngy Qt Designer

31n3UN 2.4 Wevihnsilalusunsy aenudunseunsinaeiigldeuaunsadenitaglv

¥

Wssnsusinthnwuulng wazslevihnisdenguuuuiidesnsiinailing Create 3ntuay

$1inaeun 1 99
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5 Q¢ Designer o x
File Edit Form View Settngs Window Help
DB B0 BERlE NS TEE SN
‘wmmm o -] - ;
_ E omenu i
-
| KMITL JAMMING DETECTION SYSTE -
SPECTRUM o Property Editor & x
| i =/
REPORT Dialog - Qialoy
Property Value
—
‘objectName Dialog
e | S e
= enabled
v geometry !tﬂ 0),1868 %9

¥ maximumSize 16777215 x 167
| Width 16777215
| Height 16777215
| v sizeincrement  0%0
LB M1 Avea | idth ]
I Dock Widget | Height )
™ Input Widgets v ¥ baseSize ox0
| combo box wljc =

[

U7 2.5 fegeniseenuuuiieg Qt Designer 18355 UUNTITUAYAIASUNMUT wodeA

a

NNUT 2.5 asduniseenuuuntihndnludiufasegldeuuuunsfinuesUSygy inusil

£

2.7 msudafioulad (Line Notify)

LINE Notify

Connect Everything

U7 2.6 Line Notify

9n3UT 2.6 Maudadeuladiduuinssunisudafieuantyinienisluguuuy APl dwmsu

TUsunsuies dniauirenduas drluldneseniauilusianniey Weonskeiuliuweiia
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WU Github IFTTT wag Mackerl @31amsudadiounuutdaniuludnguniedayddiudala
Tnglilideaildane sniunsdifideusetuiuwesiadug Feraflunaus nsiildidane
SayBuuuidedusnswindy
mslfunsudadeulatifieudsamugnisosuladludnszuuvaeniald 39
viliisaansadadonnuudafeuanuinising  viegunsalla 4 Anuiiaansadese
U internet wazanu1sLdeusa http post 1183 Account ves Tl densldeulaesuy
voansudaiftoularl asfisuuuudsd fo Susunsniosaina token vae account Tuszuy
209 Line 1doriou 91niuiu token daild wdniloisdesmsfiavdsonnuudasiousas

1919514 token UiodIToAMULTLADU HIUNS hitp post UL

Token Wiaan

finaananuiinil szuuazlyuani Token iaanluidnsalu Tusada
aan Token fauaanaAnIii

gﬂﬁ 2.7 M358 Token 84 Line Notify

n3UT 2.7 1598 Token waansudadioularflumsve Token Gwazdosdl Line Account
Taganunsaasiasld Line Notify 1l https://notify-bot.line.me/th/ wagl¥ Login 11 Line
Notify i1dszuudie Line Account ZaUszlomiuas Line Token fuszlowd feil
1) nsléusziiouaiiou Line ID e Line token azanunsaiuasuléing
Wasuldnaenian wagliauisadnasnldieg wszduldnsnusiinig Line adsurls
2) THNUENINNS1EE 1015098 token Lade Wigevinnisnaainsae token

wazyinN1slgau Line token toviud
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3) M3ld91u token AzAMIUILRDUNAINVIAIE FURUUNINTUILABY Order
31NN13AITOUBIYNAT LIUFDUNITNTONUUUNBTUNTBUL IINTT1TERUVDIGNAT Tavinli

Line token diAudAgyunn

2.8 Naa92935UAlaN (IP Camera)

ndonsUalefiunderstausznmnilaildiundnluszuusnwan
Uaonfonsihsy lalamnsndiifleuassutoya Snisdsanmnsamunuiumsdumefidn
ndeamanilisendnegnein "Network Camera” 1130 "IP CCTV Camera”

napa935Unleft “3e IP Camera 8911310 Internet Protocol Camera 1Hu
ndes9aslaidguaudAves Web Server ludandes ad1afuiinie1nnuasnues
poufinmosuussadlusindedsiuuniidnas teliaunsagnmansinuei etne vie
5¥UU Internet 18 ndonsaslalefifiiandosuindn ndesvuelng wieutundosund
VELIRY ﬁiﬁ’LﬁaﬂWﬁma;@ﬂLLUUﬁy’qmamwaﬂ (Bullet) Laznsilay (Dome)

ndedledl & 2 Luu Ao wuulians (Wiring) wazuuulians (Wireless)

1) wuuldiane (Wiring) fe nsiiuansway (LAN) Wuansdayain Tnailouss
sgninandeansaduimdostuiinaim (NVR) nieldeusendaindenaasdafu Switch
POE lUthufinluasestufina1n (NVR)

2) uwuul¥ane (Wireless) fia nmaideurendesisastinfiu Router n3aidousia
ndosasUafuiaiasduiinnin (NVR) Tnefilddosiuaedyann wilunisdeudeniu
WicFi 9158 Wireless damsdoustawuulianail mnsdnsutniilifosnsiueas fyaa
mnuazmnauslumsings wasliumNEe

nde1995Ualefifild fio Dahua IPC-HFW24315-5-52 Fufiundanisasdnndes

wasUnlefimlurdauuuldany avuansdiszui 2.8 uarlinaaudfsng 9 damsei 2.3
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U7 2.8 ndensastnlefidve Dahua IPC-HFW24315-5-52

M7l 2.3 AuantAvesndeaastaled $u IPC-HFW24315-5-52

dayadniz Aasune

Image Sensor 1/3” dMegapixel progressive CMOS

Max. Resolution 2688 (H) x 1520 (V)

Lens Type Fixed-focal

Focal Length 2.8 mm

Field of View 2.8 mm: Horizontal:102.0° x Vertical 55.0° x Diagonal
121.0°

Video Compression H.265; H.264; H.264B; MJPEG (only supported by sub
stream)

Smart Codec Smart H.265+/ Smart H.264+

Video Frame Rate Mainstream:
2688 x 1520 (1 fps-20 fps)
2560 x 1440 (1 fps-25/30 fps)




M599 2.3 anianTAvesndeastalof u IPC-HFW24315-5-52
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dayadnuwie

ANasuIY

Video Frame Rate

Sub stream:
704 x 576 (1 fps-25 fps)
704 x 480 (1 fps-30 fps)

Resolution

2688 x 1520 (2688 x 1520); 2560 x 1440 (2560 x 1440);
2304 x 1296 (2304 x 1296); 1080p (1920 x 1080); 1.3M
(1280 x 960);, 720p (1280 x 720); D1 (704 x 576/704 x
480); VGA (640 x480); CIF (352 x 288/352 x 240)

DORI Distance

Detect : 56 m (183.73 ft)
Observe : 22.4 m (73.49 ft)
Recognize : 11.2 m (36.75 ft)
Identify : 5.6 m (18.37 ft)

Video Bit Rate

H.264: 32 kbps-6144 kbps
H.265: 12 kbps—-6144 kbps

Network

RJ-45 (10/100 Base-T)

Protocol

IPvd; IPv6; HTTP; HTTPS; TCP; UDP; ARP; RTP ; RTSP;
RTCP; RTMP; SMTP; FTP; SFTP; DHCP; DNS; DDNS; QoS;
UPNP; NTP; Multicast; ICMP; IGMP; NFS; PPPoE; 802.1x;

Bonjour
Power Supply 12V DC/PoE (802.3af)
Power Consumption < 5W

2.9 GNSS Splitter

o’

GNSS Splitter Wuduausoiuidiainiagiuaudiduieaoa vinbigunsal

Mfgafvidueaed wu lgawsesiudyaauiidueaed 1 aud U-blox Ju NEO-MST

wag RTL-SDR Dongle anunsaldiananiseuiiduoaoariuiuld Jsazuanidiagun 2.9
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U7 2.9 gunsal GNSS Splitter

2.10 TugaA3nssudygadidueaad 1 Al U-blox §u NEO-M8T

L7 a & ! '

lugawnsessudygradiduweaed Wugunsaiddnmselindviminnsuwas

L As7)

Uszrranadimsiunmsssusuntsmniiiey newnsessuaslasdygyraisulaainaidiey

Jumheiaianunsadilald wu sundsasiign, 893330, m1uidd, aifiudugl, S1uiu

o a &

anflguszysumus 18 lagasuansgulugansessudynulivuealea fsgun 2.10
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35U 2.10 lugapessudygadidueaied 1 aud U-blox Ju NEO-MST

9n3UT 2.10 Tugatedesiuiiduloaiea 1 A1wA U-blox Ju NEO-M8T ugunsainldly
dmsumsmehuntsfiiugnemnifisnwazsessuduanafuain Raw USB waziidasie
e n1e SMA Zslunismaasssudyaagrhnmadendetuiaioiniadidueaieaily
meuenensly ilesnmzandiniunisneiiuiuduazsruunsd g RTK
wazdmumusieanimeinienisuen lutlagtiulugansessuiiduteaoa NEO-M8T-U-blox
fses¥usruundioniies (GPS), nMawale (Galileo) warlnauna GLONASS wazdisessu
FonduIsITiea U-center iugendwisdmsutedldnulunmsuszifiame, asiaaou,
Aanu wazsenldafidaanlugadiduedied wanilayamunusuazinuIuniieussy
fuis sauade U wazaansnsiuAnniuslnaoa NMEA vanueiiduyedeyanindd
woat warlnemluITieaunuazyniusinazlilusinneasnnsgiu NMEA fistannlng National
Marine Electronics Association #efisnsazidunuazviinyszloadesmuusziannisldau

@ v [

wilnesiuaniudoyandan q vesdedld wu dunus, ANE3, 1381, DOP Y+ lneluga

u

wiseasudyaididuieaioa 1 mud 3w NEO-MST fiaaauifisna o famnsneil 2.4 seluil
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a

15197 2.4 pauantRveslugawsesudygyadidueded 1 A3l U-blox su NEO-MST

YoUAVWNY ANa5UIY

v

Receiver Type 72-channel u-blox M8 engine GPS/QZSS L1 C/A, GLONASS
L10F, BeiDou B1, SBAS L1 C/A: WAAS, EGNOS, MSAS,
GAGAN, Galileo E1B/C

Position Accuracy 2.5 m CEP (Autonomous)

Oscillator TCXO

Noise Figure Extra LNA for passive antenna
Memory Internal SQI flash for Firmware update

Supported Antennas | Active and passive

Antenna management | External with logic-level antenna switching, output, filtered

continuous supply.

Supply Voltage 27Vto36V

Serial Interfaces SPI or UART and DDC (12C compliant) USB V2.0 full speed
12 Mbit/s

Protocols NMEA, UBX binary, RTCM

Message Data GPS, GLONASS, BeiDou, SBAS, QZSS L1S and IMES beacons

(50/250 bps auto-baud)

Measurement Data GPS, GLONASS, BeiDou, SBAS and QZSS (Carrier phase;

Code phase & pseudorange; Doppler)

2.11 MySQL Database

MySQL Wussuudanisprudoyadeduiuslomusesavuiiugiuves SQL &
MySQL lasuniseenuuuiazusulmuningaudmsuivioundinduiazaiunsainauuy
unanwosulafly fwihaudy Database Server wazoyanalviglivarsaudanisuazaiis
F1UoRaTILIULN Fuduesrusznaudidalu LAMP (LAMP 80111310 Linux, Apache,

MySQL wag PHP
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phpMyAdmin ﬁaiﬂiLmiuﬁgﬂﬁwuﬂ%wmm PHP wieldlun15u3nis
Jan1sg1uteya Mysql Felusunsuddulusunsuuszaan MysQL Client ldlunisdnnis
Joua MySQL w1 Web browser lalagnsa phpMyAdmin wagyiiauuy Web server 1lu

PHP Application #ildAauaNdnng MySQL Server Tngazuanstiviamsldauldfagud
2.11

phpMuyAdmin - B o e em—")

Browse [ Structura L] SQU 4 Search $¢ Insert =f Export [ Import s* Privileges * Operations % Tracking Triggers

+ Shiowing rows § - 24 (25 tatal, Query took 0.0004 seconds.)

S| sriecre mon Rapei LY Unammed
g s
8.5 Report pimt | ) Profiling B! inllne.J [ Edit ] [ Bxploin SOL [ Create PHP code ] | Refresh ]
#. y Report_nrct - -
.G Rl ] Showall | Humberofgows: | 25 i Fteciowss Seatchtus bl Stk bykey: | Nono v
.4 Report_Stationt. |
#. 4 Report_Statiand + Dptions
&5 Report Telini =T ~ id Date Local | Time Local Date UTC Time-UTC Second OF Day Frequency Mtz Power Peak dil  Powes Average dB  Date UIC 6PS  Time
i New S RiTopy @Dete 1 20020190 2ih2Gm3ss 20021123 14:78:39 52119 1575.42 3627 4347 1 1428

. Report L1 Jemmed
+- 7, Report_L1_Unjammed

4. Report_12_Jammed (| (1 S El BéC0ey @ Dobde 20 20334122 [aiheonie 3020d1132 \idn i 32153 157542 3636 As4a 231122 14:29
%04 Report_ 1
2 Report_L5_ oF Edit §éCopy @ Delete 3 20021122 21h2gmASs 20221122 14:2045 52188 1575.42 36.37 4848 21112 14:29:
B 4 Report_15_Un) (
86 8 Siorelfaboviocdy O o it BéCony @Deete 4 021123 iBhoymbls | 2024123 110 10001 157542 3648 agi7e i 11:04
4.3 SionalBehavicr_L2 3
& SignalBehavior_LS
| O o Gdit §éCopy @ Delete 5 2022-11-24  00hOSmO1S  2022-11-23  17:05:01 61501 1575.42 3645 4867 2311122 17:05
4 RTK {
§ riktrack
i |V oo it 6 Copy. @ Deiete 5 2001154 OthaSmote 2000123 Agwsion 6501 157542 26,35 Agce 231122 18:04
%4 Spaceneather .
% 4 stockData
415 storkrice |
e [ O orEo gecoy @Dete 7 2024120 D000  NZA 190500 68700 1575.42 3644 4867 2311122
F sy L2 -
. wacksys
%, tucktest < g e n 3 _— = 3y S 0:05
i, - | gt 34 Com @ Deieie B 202211247 @m0k W13 0050 72302 1575.42 36 48565 B2 2005,

JUN 2.11 niheanisviuesnuaes phpMyAdmin

2.12 ed1o1n1A AN-105L-GNSS

Ll@191n1A AN-105L-GNSS @usasudyarudneaddiu L1, L2 ua L5 14
ATauanIgUnMYBLaIINTA LaAegUN 2.12 wardoyadinigvedaainiam AN-105L-
GNSS ldipns1ad 2.5
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U7 2.12 1@e1ne AN-105L-GNSS

Gl'ﬁ"lx‘iﬁ 2.5 Qmauﬁ’amaummmﬂ AN-105L-GNSS

Aa5U1Y

dayadnwIg
(

Frequency Range (MHz)

GPS: L1/L2/L5
GLONASS: L1/L2

BDS: B1/B2/B3

GALILEO: E1/E5a/E5b/E6

QZSS: L1/L5
SBAS: L1
Gain <5.5 dBi
Polarization RHCP (Right-Hand Circular Polarization)
LNA Gain 40 + 2 dB
VSWR <2.0
Voltage 3.0V - 16.0V
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NngudeyaisuanmwaruduAnsoflduuuunsiin Ssazuanstoyavousazanii
I lufng lngdzhanstayanie q laun ane sy, Mawesdyyin, I1uuaiiey
(Number of Satellite), A18nsauvD s ey AR UM Misadayauausunau (CNR), Nwene
anmusdenlagseu, msduiinuafitudiseuudaduguteya uazanuzvosgunsal
salUfsdaanunsnnnidivandoyafuanseguuduii Andedudlild fadunszuiunis

AnaulareinissunmudyauvetiumNd L1, L2 uaz L5 azuanasiudmeluil

VY Yy
N o =

1) gupud L1 agviinsdndulaninda RFI Level vasrdadayqinidisnetu
Hundn uazlddoyadidueaeannlugain’esiudidueaea 1 mnud U-blox Ju NEO-
M8T anTiudndula

2) g1unud L2 waz L5 asviinssndulalagldifioe RFl Level figstuann
mnﬁm%wuaﬂﬁwé’ﬂé’igiywm $19desEuannnisnnaeInssunIudyaadugiuaud L
\esannlaifiiad sssuntudngagiumiad L2 uas L5 saudansfiwesildanluga
\3essuTidutoaaa 1 A wA U-blox fu NEO-M8T

(%

annsouanInaaURTe T UL UR Yy s UN LB ue aeald AR 5197

3.1 sioluil
a7 3.1 AL URvesE UUR T U s UMUID U ELod
a0 AENUR

% syuUnTIas Uy s unuldaugmINE L1 L2 uae L5

2. syuuenmannwndelneseulefin1snsiadudiyainsuniu

3. mavfiadeyadusunsindulanissuniulugiumimd L1 Tnelilugainiessud
Wueatoa 1 anwd Tunisuensedunmsldnuigldanansaldenls

4. | duihszlaeilnesiudiuindeor g uwuunsiin lneudazanil aunsag
1§ feo awnmsy, sfidufinua (Report), nmmannuandeslaeseu 1ud

5. miLL%’qLaautzhuiaumluehwummﬂﬁmaamﬁagﬂiumué’zyiym TGENENELD)
anuzvasgUnIalvesiazanil

6. Qﬂﬂiﬂjiz‘uvmi’l%ﬁUﬁmmﬂmiUﬂ’Ju%LSUL@&L@&QH@@%&  MUIBUTEAUTIA
FaUsznoulude antuunsingr (NIMT) n3uukuf vt (RTSD) uay
aunUuaasTaunil (NEC)
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3.1.1 N1599NLUUTZUUATINIVA YU IUTUNIUT D WLDELDH
3.1.1.1 N99RNKUVTZUUATIVIUTYYIUTUNIUEU L1

N1999NLUUTZUUATINTUA Y YIS UNIUEIU L1 HUNURINIT19U

AU 3.3 uag 3.13 Faaganansauustoyalaain 2 diudasialuil

o w o

1) ANASUDIARYEY 10

a &

2) feyaddueoaioaainiugasossuiiduieded 1 Aud

Y

o =

1A85LUULISUINNTTUMSId U INLd@101NAR LB ULeALed AN-105L GNSS waviiad

[Ad7}

o W o

Adedaygy1uann RTL-SDR Dongle anUuAIUuAa3d ey el Uaanunie eI 1avday e

nindduediua uasihmsicdeyadidweaeannlugamiassuidueatoa 1 anud

o =

U-blox 31 NEO-8MT Im%ﬁﬁagammumamw, $U18La% PRN 099013 AgUuAaTaI9,

19

ADRTIAIUVDITYYIUAUNIRA DA YEYIUTUNIY LASAIUAUIVBINITBULAAZAY LD

damniweslunsdndulalaegldsuaumaiion uazasamdiuesdyginundunise
Suaasumuaie (Average CNR) wasvintsdindumuduneunuiinanililuide 3.1 Tu
nszuaunsinaule Wensdiwiolud

1) m’mﬁuLﬁaizwgﬂi‘umué’fgmw agyhnsduiingUannniuves
Masdyanl LagiinsUuAnuas 9 asuu CSV warnasnsastaledl (IP Camera) v¥i1n1s
frenman muinden Tnevzduiinuenlilulnames Jammed wdainiuasimsaad
szuudnfugudeyannadauammnel sufvdudafounsudadeuladludmguudafo
R]’]ﬂﬁgu%ﬂ’lﬁ’lﬁﬁ’uﬁﬂlﬁmﬂ;ﬁs’lu‘ﬁlayja%u’1LLEW]ﬁNaﬁi’luﬁiuamiﬂ'aEﬂ‘i’fﬂWLLUUﬂi’lWﬂ

2) Lﬁ'aiswlﬁiﬁgmumué’@mw agymsdunnUalnnsuves
Masdyaa Laztufinrasig 9 asuu CSV Ingagtuiinuenlilulwaines NoJammed wag
ghnsdadszuudaiugiudeyannniedalue wazazthariivuiinldaingiudesaun
wansnarudLAnd o lTuLUUNI N

nfinanatenszuiunsdndulavesnissuniudygiugiuanug L1

<

v
(9 o

FanAeavyiinsindulagineAi RFl Level veeidsdaygadifsiunou nasainiuayly

WSR3 LALA TIUIUAATBU LAagAIERTIAIUVDIT Qe 1UAR UN AR O S QRIS UNIU

[ Ad 7}
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N v a a oA a o 1Y) =
203 EJIUﬂ’]iG]ﬂ’dUI’\]E]ﬂLWE]‘Ui%’;Lllu’JWL{]UﬂﬁiiUﬂ’JUﬁiyiyﬂﬁﬁﬁﬂUIﬂ PFIVEATNUIOLE N

AmTnszuIunsindulaguaud L1 ladegui 3.2

Signal power Amount of satellite CNR

Green

hdodnyrnaunldsu > idvdryanuniudu 20 % vavidvdanuung N3 6 aov 11nn3130 dB-Hz

Mavdryaneunlasy > MavdyanmuRwudu 20 % vavidvdanauUnd  s:K310 4-6 Ao " s:H3W15-30 dB-Hz Orange
> 1

SUN 3.2 nsaunszuIunsanaulagiuaImg L1

Y

[

NNFUN 3.2 Wemmaadyanasiuauainnin 20% anmdsdyyins o Mlaisuniudyayo

AzAndulandin1sTun Y M LAINEIAINTUY 2INTIVIUANLABY LAy AI9RTIEIUTDY

7]

g urauninedyyIasuniuade wdeduls Fudediuiusiiisuuinnil 6 a9

1% 1
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sumudyInseaudivies (Yellow Level) fe agluseaundldaunsaldanuld Wedhuiu

Y

AfigLeglugIesEning 4-6 M wse ANBRTIdILYRIT Y IMARUNI IR Ay MTUNIY

7

v oY

Wiy 0g38ning 15-30 dB-Hz szlunssumudarnseduddu (Orange Level) Ao aglu

seaudy Ianansaldauls winunndygralid tazidaduiuaieutdesni 4 A

I v ]

w30 AR ILveId MR uNidedaMTUNIualie Wesndn 15 dB-Hz A aglu

[

sgauifldldannsaldauld asdunmssunmudygiuseduduns (Red Level) uazen RF

Y a

Level 9n98slutunausiolyainnmsneasssuniudygialuiite 3.3.1 wazuuudslnesiy

vasyuUgu L1 1ludsgud 3.3
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Tudinmang q
asnliia csv
uazanaiy
unzmsgUAnIARTEY

AN aEouRY
Line Notfy
unzAUIMIA
Tumissunudgiu
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~ | N ~ ° a ¢ a o

{Wo31ng1uAmd L1 dnrsdiwisdwesuisvdenildaulunig
sndulanissumudyarusinduaimasdygralugiuniud L1 39esins@nyinissu
o & a ca v Y 1 o = = aa
Tayawanll Fansditnesieeans aud Fwiuaniiiey, viangiay PRN 109a13ileuddi
LOd, ANDRTIAIUVDIAY Y IUATUN RO Y IUTUNIY, ABATIEIUTDIFYYINARUNIYRD
dyausumuiade, Ayuwe (Elevation) wazAyunaa (Azimuth) lusiu

nssulusunsulnseuliosu 2 Ussloananuas NMEA 339
Usgnoumemsiinesiauaiidesnsin lWldluss uumsdndulasiuiummasdyanadu
gruanud L1 Inalsunsudeuiiesulssloandndunonisldaudagud 3.4 91ntuagii
Aawesasnarudeuadiulng csv wasdadnluiiuly Database Server way Storage

Server Gialﬂﬁﬂgﬂﬁ' 3.5

gps = serial.Serdial("/dev/ttyACHa")

infeol = "$GNGSA™
info2 = "$GPGSV"

JUN 3.4 Wswnsuludiuwenisiieusio Serial Port uagivualssanvesUselon NMEA

ﬂumber Of Satellite | Satellite ID __|CNR GPS CMR _Mean FElevation GPS Azimuth GBS |

1012, 5, 11, 12, ¥[27, 17, 32, 26} 26.4[38, 33, 28, 18, 59, 85, 16-[346, 19, 87, 199, 50, 236, 269,
1072, 5, 11. 12, P[28, 12, 31, 26} 26.1[38, 33, 28, 18, 59, 85, 16:[346, 19, 87, 199, 59, 236, 269}
10[2, 5, 11, 12, ®[28, 17. 32. 27} 26.8[38, 33, 28, 18, 59, 85, 18°[346, 19, 87, 199 50, 236, 269. "
10[2, 5, 11. 12, [29, 20, 32, 28} 27.5[38. 33, 28, 18, 59, 85, 16+[346, 19, 87, 199, 59, 236, 269,
10[2. 5. 11, 12. #[29, 22, 31, 27} 27.6[38. 33, 28, 18, 59, B5, 18-[346, 19, 87, 199, 59, 236, 269, ¢
10[2, 5. 11, 12, #[29, 22, 32, 27} 28.1[38, 33, 28, 18, 59, 85, 18:[346, 19, 87, 199, 59, 236, 269,
10[2, 5, 11, 12, P[30, 22, 32, 27 28.3[38, 33, 28, 18, 59, 85, 1[346, 19, 87. 199, 5, 236, 269,
10[2, 5, 11, 12, P[30, 23, 32, 28) 28.5[38, 33, 28, 18, 50, 85, 16-[346, 19, 87, 199, 59, 236, 269,

5UN 3.5 Trlddnduiinga (Report) ¥iln CSV NduinAwnssimaseng 9

9N3UN 3.5 aziuinldeenuuuiideudazaeduiiluienisiinesidesnssuailaain
= YY) a a ' o v a A =
LTRSS UAY I LouLeaed 1 Aud U-blox Tugiu L1 dunalaainnseudmasudung
18z LAAIADANIYINIT TN INIuNA LaLA S1uua L isudRteanltey, wuneiay PRN
YOI T ENINLOE, A18ATIEIUYDIFYYIUAT UNITROFYYIAUTUNIU, ANSRTIAIUTS

fysaundunIiRedyIusUNIUAEY, ANLNKE WAAILNNIIN ANNEIRY
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Usylumgosvas NMEA Asuuniionnnisidimesyfesnisunluldy
SUAUTEUUATIATUA Y UsUNMIUTavun 2 Uszian laun GNGSA way GPGSV & edu

vaslusunsulwseudmsuiulstlengesuanslanisgun 3.6

while True:

#python read gps receiver nmea messages line by line
nmea = gps.readline( )

#Decode from bytes type to string type

de_nmea = nmea.decode( )

#Getiing only GHMRMC GNGSA and GPGSY mesages
if(de nmea[8:6] == infol or de nmea{8:6] == info2):

print{de_nmea)

3U7 3.6 Waunsuludusugadeyadidwmeaean.dulslontosvadlslnnaa NMEA i1 2

Usgnn

SrwasBenvanis 2 Useloades NMEA idesmsiiludanisiiines
fidesnsiisasoluil

1)Uizuw1GNGSALﬂugﬂuUUﬁaninaawﬁammaaﬁaga Fix, 9117U
anflondilduld saudsianuaaiaedou DOP (dilution of precision) Fadiavtios 9
wdudiifdiaugniesgs dsdminimeiiidesmainyatoyavesssloauiai Ao
Srnuaiiendfieadilden wasneay PRN vawmnudion (Mmadfliouifeaszivasay

PRN siausi 1-32) ToglusunsulnseunigniieuivesuAmisifimesasnanuanadsgun 3.7
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#GNGSA message
if(de_nmea[@:8] == infol):
#seperate data to group by comma
data = de_nmea.split(",")
#tkeep only prn number (satellite id) and drop null value and change to int type
sat_gnss num = data[3:15]
sat_gnss num = list{filter(None, sat gnss_num))

sat_gnss num = listi{map(int, sat gnss num})

#arranging
sat_gnss num.sort()

#keep only gps satellite id
for gsa in sat_gnss num:
if{gsa »>= 1 and gsa <=32):

sat_gps num.append(gsa)
3UN 3.7 WsunsuSuamsilweianyadeyavesuszlon NMEA Useian GNGSA

2) Uszian GPGSV LHusULuuinanssioasidonvesifioausass
LU SEAUANGIYNEY, 31NN ez TIdILTeId AU oSNNS UNIY 34
Feulgfumnuusweosdyaadadous 0 8 99 Fsamnduaia luuwaseaiesuia
waomarfudanandiodlidiuiivoms 12 ae msdedennuazinlugrdeuansly
UssViaLen aunA NMEA Fsoanuuuldiguuuy GSV anunsauansteyaniiiewlsiiud
Ustleandoussiinay & maviiu sfudhSuduananadiedldne 12 asmglasulseien
Fanun 3 usaie Gadmnadmeifiresnisangadeyavesstloasiind Ao Ardnandiu
YoId AR UTNR R IS UNI, ALY LAZANYUNINA Imsﬂﬂamsﬂwaauﬁgﬂ

Weuiive FuaA ISl SHINEILLERIFUN 3.8
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#GPGSV message
if(de nmea[@:8] == info2):

#seperate data to group by comma
data = de_nmea.split(",")
#drop unimportant information
data = datal4:]
data[len(data)-1] = data[len{data)-1][&:2]

#keep only satellite id , Elevation angle , Azimuth angle , SHR
for ¢ in range(len{data)):

if(c ==8 or c & 4 ==8):
snr_gps num.append(datalc])
elif{c == 0orF ;X & == 1):
el gps.append{data[c])

elif(c == 2 op e X 4 == 2):
az_gps.append{datalc])
eliff{c==3 or c & 4 ==-3):

snr_gps.appendidatalc])

JUN 3.8 Wsunsusuamsiwesainyadeyavesusslon NMEA Useinn GPGSV

iWevhnmsifudeyavesAmisiineseing q Adesnsadulriduazds
11 Database mmﬂgu%vﬁﬂ’ﬁﬁa‘i’faaﬂa eun vunesay PRN 989a13L7y, ALY wagen
yumaveILisudiieaildnuynmemiinisaiie sky plot fuduilsidulaudniu
wansuunthessuRndegldsuuuunsiinilegiumisvonnifiesifioausazms fgu
71 3.9, 3.10 uag 3.1
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#sky plot

pull = db3.cursor()

pull.execute("SELECT Satellite ID FROM Report L1 Unjammed ORDER BY id DESC LIMIT 1;")
sat_id = str{pull.fetchall())

sat_id = sat id[4:]

sat_id = sat id[:len(sat_id)-5]

sat_id list = sat id.replace(™ ","")

sat_id list = sat id list. split(",™)

sat_id list-= list(map(int, sat_id list))

pull.execute{"SELECT Elevation GPS FROM Report L1 Unjammed ORDER BY id DESC LIMIT 1;")
el pps = str{pull.fetchall())

2l gps = el gps[4:]

el gps = el _gps{:len(al_gps)-5]

el _gps list = 21_gps.replace{" ","")

el pps list = el gps list.split(",")

el _gps_list = list(map{int, el_gps list})

JUN 3.9 Wsunsua3ae Sky Plot Tudiuvesnisiedayavesianeiay PRN a1iiigs uazysl

198 1A Database Server

pull.execute("SELECT Azimuth GPS FROM Report L1 Unjammzd ORDER BY id DESC LIMIT 1;")
az_gps = str{pull.fetchall())
az_gps = az _gps[4:]

az_gps = az_gps[:len(az gps)-5]
az_gps_list = az_gps.replace(” ","")
aZ.gps_list = az gps list.split(",")
az_gps_list = list(map(int, az_gps list))

pull.execute("SELECT CNR.GPS FROM Report [l Unjammed ORDER BY id DESC LIMIT 1;")
cnB_gps = str{pull.fetchall())

tnB_gps = cnB_gps[4:]

cnB_gps = cnd _gps[:len{cn®_gps)-5]

cn@_gps_list = cn@_gps.replace(” ","")

cn@_gps_list = cn@ gps 1ist.split(",")

cnB_gps_list = list(map(int, cné_gps_list))

pull.execute("SELECT Number OFf Satellite FROM Report L1 Unjammed ORDER BY id DESC LIMIT 1;")
number_of satellite = str{pull.fetchall())

number_of_satellite = number of satellite[2:]

number_of satellite = number of satellite[:len(number of satellite}-2]

UM 3.10 TUsunsuains Sky Plot Tudiuvesnisisdoyaveasuniing, A1 CNR Lazd1uiu

Y
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sat pos = []

for ¢ in range(len{sat id Iist)):

ax

X

sat_pos_unit = []
sat_pos_unit.appendisat_id_list[c])
sat_pos unit.appendiel gps list[c]}
sat_pos_unit.appendiaz_gps_list[c])
sat_pos.append(sat_pos_unit)

= plt.subplotiprojection="polar"}
set_xticks{np.linspace(®, 2*np.pi, 25)[:-1])

for (i, j: k) in sat_pos: #1334 k] =/[PRNEL;, Az]

X
dXx.
aX.
aX.
ax.

ax

ax.scatter(np.deg2radik), Jj, 5=248, marker='o', c="green', alpha=08.4)
ax.annotate(str{i), (np.deg2radik), j),

sytext={np.deg2rad(k), j).

ha="center', va='center', size=1d)

sat_rmax(@)

set_rticks{range(®, 188, 18)) # Less radial ticks

set theta zero location('N') # Move radial labels away from plotted line
set_rlabel position{7.5)

set theta direction{-1) # clockwise

.grid(True)

JU7 3.11 TUsunsuasne Sky Plot uaywiendoyavianuafifewann Database Server
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; data = payload, files=file)

CTV/ '+date_image+'.png', 'rb')}

JUT 3.15 Wsunsudmsunisdawdaseunazgunm lagldlausnsves requests

903U 3.15 Tun13¥esve Token Fsazidluiiiules Line Notify 1iloviinns5oeue
Tokendmsunisi@eulusunsulunisfanenisudafeulatilnelunissosae Token
wiazasiarannsaasuldnaanian Wehluiinthndnuesiuladsnaud s
Login kawii1dseuusie Line Account ?iasﬁgumauﬁgwummamﬁqgﬂﬁ 3.16 U9 3.18

ANUANU

LINE Notify

Connect LINE with Everything

Ui 3.16 nimdnues Line Notify

Y

NNFUN 3.16 Aentimanvas Line Notify Tivin1snady Log in iuvituy
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LINE

@ @gmail.com 7

About LINE | '@ LIWE Corporation

31J‘17|l 3.17 N5 Login @2 Line Account

31n3U7 3.17 ¥1013 Login ¢78 Line Account Magldluviin1s¥esve Token 310 Line

Notify
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9In3U7 3.18 denadeniimdn antuszuanantiuleddguin 3.19 Fldvinnns Add

Line Notify iingulauiisilaaseliiiesunisudaieuilognsuniuvesdyaiu

LINE Nﬂﬁfy énan v

15n1sdiauea

oo o A i ! & s & ) ‘ G e i
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To: Jamming2022 Notify

((( ))) 2022.04.14 0508 )
From: Warning! “ umidn

JU# 3.19 Fauimsniewsia Token

1853 UURNTINIUAYQYIITUNIUEIY L1, L2 ez L5 aziin1sudaiiou
iulauvianun eazegluariudvaslnsaulussuunnadudyginsuniu Ingasliunuda
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ARUNYIRRd U TUNUIRAETITReNan Lanlansgui 3.21

@ testing project:

Station #KMITL L1 :
Date :

Frequency:

Start time :

End time :

Total time :

Max Peak Power :
Max Average Power :
Min Amount of Satellite =
Min CNR :

Warning level :

JUT 3.21 nihsnsdeanunIsiILeunIsIuNIudy Mg L1
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testing project:

Station 1 : (Type Jammed)
Date :

Frequency:

Start time :

End time :

Total time :

Max Peak Power :
Max Average Power :
Warning level :

JUN 3.22 mieeteanunsuisLnoun1sTunIud e L2 uay L5
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1) paufiawes PC YuIaLan

2) RTL-SDR Dongle
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NUAURIUIUT 3.27 aziFuainnssunameduiieiiuaiarluniss mananug
gunsal INUUILINITATIRARVAN UL ABNTIMBS PC AUIAENIINNITTUAAT UdvaY
LUsunsudl wagazvitn1se1uen ID 3 ngUnsaliien USB fugunsalpauiiaines PC au1a
\dn meldlausnd pyusb @9 RTL-SDR Dongle fiagdl ID ¥09fa109 A1%1N@1115081UL9D
uanI31 RTL-SDR Dongle \¥eusipagiupauiinmes PC auiadn wavanansaldals deiu
AgiiuAaniue (Status) ¥89 RTL-SDR Dongle 1Ju 1 Liiataep1 ID @9 RTL-SDR Dongle
uraziiuan 0 Lieldlee ID 91nduagyinnig ping IP vesnassastaledl wininaiunsa
. v | v a = v P ' ' & | o
ping lokansindenaasialed awnsaldliuavi¥ouseny 3Mnuag Return @1 0 NEULN
v & 1% a =~ 2 A o v = M v oo
AatuanurveenaeIslalefiasiiudl 0 Wavhawld waziivaA1dullelylivinay
wasantuasiheanuz e ldafiuf Storage Server waldludqufnsiofldau
a i ) & = 2 v A v oA ' ¢
wuunsfindely uagndennuuaaniugasasudutennuiiodwdasiouiiula §aag

fimseenuuuntdanisiissieuaniuzvesgunsallunsaraniil lnguansisgun 3.28

@ testing project: Equipment Status @KMITL at
03:46:29

MNUC: On
RTL_SDR.: ©n
|P Camera ; On
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¥n138319 Database 4931 “Report_Telecom” lagaziiudoya

318970 wazdoyavesUseinvnissuniudaaiugiu L1, L2 way L5 Jelduanduusas

msndunnntunsoudivasudunsisgy 3.30

A rt_Telecom
phpMUy POrL_
HEle e = W structure [ SQL . Search | Query =} Export  [iz Import ° Operations =7 Privileges | 48 Routines ¥ More
Recant Favorites
= | Table o Action Rows & Type Collation Size  Overhead
|
| Report_nimt [] Report Ui Jammed g [5] Browse B4 Structure % Search 3¢ Insert g Empty @ Drop 6 InnoDB. [atind_swedish ¢ 16KB
8.3
8 ROt kg |/ O) Report 11 Unjammed if; || Browse | Stuchure 4 Seaich §: Insert g Empty @ Diop 33 InnoDB latin1_swedish_di 16 KB
Report_rtsd
Report_12 Jammed vy (5] Browse {4 Structure i Search ¥¢ Insert i Emy Dro O InnoDB latinl_swedish_a  16K8
| Report_Telecom O Report L2 % B8 L % k]  empty @ Drop s L
=i New [ Report_L2 Unjammed o || Browse Ja Structure % Search ¢ Insert i Empty @ Drop 0 InnoDE latin1_swedish_ci 16 KB
4}t Report_L1_Jammed e % z . - = . , ey T
Report_L5_Jamm ¢ |5l Browse T4 Structure 4 Search F¢ Tnsert @ Empty @ Dro InnoDB  latind_swedish_ci .
+ 7 Report_L1_Unjammed d ) Repo ® B M #  Empty @ Drop
|44 Report_L2_Jammed i [] Report_L5_Unjammed iy || Browse 4 Structure % Search ¥¢ Insert {7 Empty @ Drop 0 InnoDB - latini_swedish_ci 16K
B Repor. 12 Dijemmes) [ SignalBehavior L1 y [F] Browse 4 Structure & Search §: Insert i Empty @ Drop 52 InnoDB  latinl_swedish_ci 16K
%14 Report_L5_Jammed
i i s . 3! P ] 15k
Bt oo L5 Unjerried | O signalBehavior 12y || Browse 4o Structure s Search 3¢ Insert £ Empty @ Drop InnoDB  latind_swedish_ci d
[#x SignalBehavior_L1 | O SignalBehavior_L5 ¥ [ElBrowse 34 Structure ‘% 'Search % Insert ¥ Empty @ Drop 0 InnoDB  latini_swedish_ci 16148
(#.14 SignalBehavior_L2
s S 9 tables Sum 150 TnnoDB latin1_swedish_ci 144 Kig 0B
(4= s SignalBehavior_L5
U t_ O Checkal | With selected: v
| rtktrack i
(&) Print (B4 Data dictionary
| Spaceweather
1) stockData [, Create table
| stockPrice )
e Name: Number of columns: | 4
e |
trucktest
Console [ Go 2

U 3

Y

30 gudfeya (Database) i

<

1Y =

NUYBHATIENNUTD Report Telecom
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msndeyavensdinsvuuliignsunmudyaia AN 3.31ua 3.32 AuE1Ru

|
[=L|5 Report Telecom
I__d Mew
+.J4|Report_L1_Jammed |

[#F g+ Report_L1_Unjammed

¥ L4 |Report_L2_Jammed |

|
+. -+ Report |2 Unjammed

[#_}z|Report_L5_Jammed |

ig||:__-}ﬁ_ Report | 5_Unjammed

[#LEl# SignalBehavior_L1

o
[#| J# SignalBehavior_L2

|4+l SignalBehavior_L5

U7 3.31 amsnaiiudeyaveansiissuugnauniudayannueseiu L1, L2 uay L5

|
[=L|5 Report Telecom

B _d Mew

[#_% Report L1 Jammed
iy
+1Le|Report_L1_Unjammed |

[#\-Ebs Repo it 12 Jammed

+ _-}-'.-_lRepDrt_LE_Unjammed |
-||-_ J# Report I'S. Jammed
.||._ i l Report_L5_Unjammed I
-||-__.;.u-_ SignalBehavior_L1
;_-'n-_.h SignalBehavior_L2

[#}-Js SignalBehavior_L5
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(Intentional) kagnsgnsunulaglitanun (Unintentional)

I
[=Lj~| Report Telecom
L_rj New

|
T___M_ Report_L1_Jammed

+| 4 Report_ |1 Unjammed

+--b# Report L2 Jammed
'll_"—,-?‘{' Report 12 Unjammed
:-L-_J;,r_ Report_L5: Jammed
7||-_;,!_,q_ Report_ L5_Unjammed
.-l[-__.yr SignalBehavior_L1

[+L-Ls|SignalBehavior_L2
E

|# s |SignalBehavior_L5
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mafiwesuululdnu lnslasasisneduivemisiniudeyansdlssuugnsuniudyy o

< dl | % Y & v aNa i

b ‘LWNE‘UVI 3.34 uay 3.35 a’J‘IJIﬂ'Nﬁ‘iNﬂE]ﬁiJu‘U@W]’]i’]ﬂLﬂU‘U@yjaﬂim% SBU‘UIQJQﬂiUﬂ’Ju

1y} 2 W dl
yalunegun 3.36 uag 3.37
ot id int{11) No  None AUTO_INCREMENT ? Change @ Drop
] 2 Date Local date No  None & Change @ Drop
) 3 Time_Local varchar(45) latinl_swedish_ci No  None " Change @ Drop
o 4 Second_Of_Day int{11}) No  None &’ Change @ Drop
1 5 Frequency_MHz float No  None &” Change @ Drop
] 6 Power Peak dB float No  None & Change @ Drop
[ 7 Power Average dB float No  None & Change @ Drop

8 Number_Of_Satellite int(11) No  None & Change @ Drop

O 9 Satellite_ID varchar(60) latinl_swedish_ci No  None &7 Change @ Drop
[ 10 CNR_GPS varchar(60) latinl_swedish_ci No  None & Change @ Drop
] 11 CNR_Mean varchar(45) latinl_swedish_ci No  None & Change @ Drop
O 12 Elevation_GPS varchar(60) latinl _swedish_ci No  None & Change @ Drop
(] 13 Azimuth_GPS varchar(75) latinl_swedish_ci No  None & Change @ Drop
[ 14 Status varchar(10) latinl_swedish_ci No  None & Change @ Drop
[ 15 Description varchar(100) latinl_swedish_ci No  None &” Change @ Drop

U7 3.34 lnssadenesuivewnsisiudeyaveansdisyuugnsuniudyao uasnsdli

szuuliignsuniudysaueseiu L

id Date Local Time_local Second Of Day Frequency MHz Power Peak dB Power Average dB Number Of Satellite Satellite ID CNR_GPS CNR_Mean  Elevation GPS Azimuth GPS Status Description

1 20230326 02hidmils 69251 1575.42 ~10.04 -11.88 9 [2,10,12, 18, [19,30,31, 3167 . [159, 358,84,  Yellow  Amount of
23,24,25,28, 42,20,18, 3 177,62, 37,117, satellite over
31] 42,43, 40] 228, 220] 6, C/NO aver
30, Power Si...
2 20230326  02hi4mids 69254 157542 -10.62 -12.57 9/ [2,10,12,18, [20,29,30, 3156 [3,48,21,43, 57, [159, 356,84,  Yellow  Amountof
23,24, 95,78, 41,2118, 12,35, 51,321 177,62,37,117, satellite over
1 42, 43, 401 228, 220] 6, C/NO over
30, Power Si...
3 20230326 02h14mi7s 69257 1575.42 1123 -12.95 9 [2,10,12,18, [20,19,21, 1833 [9,48, 21,43, 57, [159, 358,84,  Orange Amountof
23,24,25,28, 12,21,15, 12,35,51,32) 177, 62,37,117, satellite over
| 13,23, 21] 228, 2207 6, C/NO over
15 (bad), Po...
4 2023-03-26  02h14m2os 69260 1575.42 -10.49 -12.01 7 [2.10,12,23, [15 14,16, 1529 [9, 48,21, 57, 12, [150, 358,84, Orange Amountof
24,28,31] 12,919, 51, 32] 62, 37, 228, 220] satellite over
17] 6, C/NO over
15 (bad), Po...

PN Y 1 v < v = 1y} !
E‘U‘VI 3.35 C‘]'JE]EJ'NWJE]%IaC‘n?NLﬂUSUaﬂﬂaﬂimig‘UUQﬂiUﬂﬁu EUEUNEUTVDIYTU L1

91n3U7 3.34 uaz 3.35 lassassneduivesmsiaiudeyansdszuugnsuniudeyyin

' [
aa a

wagnsainsyuuliignsuniudyananesdiu L1 asusenauluienaduisiing o fall



o1l id

Date_lLocal
Time_lLocal
Second_Of_Day
Frequency_MHz
Power_Peak dB
Power_Average_dB
Status

Description

Ca
=

1)id - @10y
2) Date_Local ~ Sufimnunaniiesiu
3) Time_Local ~ anviesdu
4) Second Of Day - nanlumheiui
)

5) Frequency MHz — a1l (MH2)

o W o

6) Power Peak dB — NENEARYY UGN
7) Power Average dB - masdyayaade

8) Number Of Satellite - 91UUAITIEN

9) Satellite ID

10) CNR_GPS

11) CNR_Mean
12) Elevation GPS
13) Azimuth_GPS
14) Status

15) Description

int(11)
date
varchar(45) latini_swedish_ci
int(11)
float
float
float
varchar(10) latinl_swedish_ci

varchar(100) latini_swedish_ci

— $AU8La%Y PRN GUENWYJLﬁEJiJ
- A CNR

— @1 CNR 1ade

— 3 Elevation 30 3j1L3¢

— 33 Azimuth #38 31n21A

~ SEAUNTTUN LYY
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~ ANBBUNEUBITRYAVBIN TIUNIUY R 10U

None

None

None

None

None

None

Nore

None

None

AUTO_INCREMENT o

Change @ Drop

& Change @ Drop

&~ Change @ Drop

&7 Change @ Drop

Change @ Drop

Change @ Drop

&’ Change @ Drop

& Change @ Drop

& Change

seuuldgnsuniudy et L2 uay L5

@ Drop

N v PV 2 v = Y] N a
N 3.36 Im\‘iaﬁwﬂaauu%aﬂmi’mLﬂuma;‘gasﬂadﬂimwuugﬂwmu EUEUNEY LRCNIEUN
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id Date local Time_ lLocal Second Of Day Frequency MHz Power Peak dB Power Average dB Status

1 2023-03-18 21h58m49s 53929 1227.6 -36.65 -44.7  Green
2 2023-03-19 22h03m14s 54194 1227.6 -36.59 -45.08. Green
3 2023-03-19 22h03mb54s 54234 1227.6 -36.57 -45.02 Green
4 2023-03-19 22h06m33s 54393 1227.6 -36.62 -45.2 Green

~ o v & v A I o |
'E‘U'V] 3.37 ma&nwayja‘ummiwLﬂUSUEJ:gJ,a‘UENﬂ'iilJ'V]i%UUvLiJQﬂiUﬂ’Ju YU EUTRDNYU L2

way L5

91n3U7 3.36 uay 3.37 lassadnreduivesnsiniudeyansdisyuugnsuntudyyin

[

waznsainsyuuliignsuniudyanneseu L2 uay L5 asusenaulusenaduising q il

o o

1) id - 89

2) Date_Local ~ Fufinnarantiesiiu
3) Time_Local - naviesiu

4) Second_Of Day - nanlunteiui
5) Frequency MHz — Arwid (MHz)

6) Power Peak dB — Masdayayaugan

A LT

a

7) Power Average dB - Maddyayauas

L]

8) Status — STAUNITIUNIUAIE

L]

9) Description ~ AN UNBYRITRYAYBINTTUN I Y0

wazludiuvesmsafiuteyalsziannissuniudygiuvesg1u L, L2 uag L5 §avn

Aadanllum1519v8INs 3 gruiuimilouiunianun Aagui 3.38 way 3.39



Date_Local date Ne
Frequency_MHz float No
Start_Time_Local datetime No
End_Time_Local datetime No
Seconds float No
Type_Jammed varchan(45) latini_swedish_d No

None

None

Nene

None

Nene

None
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* Change @ Drop
& Change @ Drop

Change & Drop
* Change @ Drop
" Change g Drop

Change & Drop

U7 3.38 lnssafemeduivewnsnaivdoyalsunannissuniudyanaveseiu L1, L2

Date local
2022-11-22

2022-11-27
2022-11-22
2022-11-27
2022-11-27
2027-11-22
2022-11-22
20221127

2022-11-22

Freguency MHz

1575.42

1575.42

1575.42

1575.42

1575.42

1575.42

157542

1575.42

1575.42

way L5

Start_Time_Local
2022-11-22 22:22.59

2022-13-29 /930257
2022-11-22 22:23:04
2023-11-22 23:73:20
2022-11-22 23:23:40
2022-11-25° 237346
2023-11-22 23:34:03
2023-11-22 23:24:14

2022-11-22 23:25:11

End_Time Local
M22-11-22.22:23:32

2029-11-97 7333701
2022-11-22 23:23:21
2009-11-27 93:93:99
2022-11-22 73:23:43
2022-11-23:23:73:53
2022-11-22 23:24:04
20221192 73:24:16

2022-11-22 232515

Seconds

32.6442

4

16:9927

4

2.88082

106543

1.47176

1.895

4

Type_Jammed

Intentional

Unintentional
Intentional

Unintentional
Unintentional
Unintentional
Unintentional
Unintentional

Unintertional

U7 3.39 fegndeyamsaiuvdayaussavnissuniudyaauesgu L1

3UN 3.38 uay 3.39 lassadepeduimsiafudeyaussinnnissuniudyginveseiu

L1, L2 uaz L5 azUsznaulumenaauisng ¢ fadl

1) Date Local

2) Frequency MHz

3) Start_Time_Local
4) Start_End_Local
5) Seconds

— JunuIaYIBeY

— A (MHz)

— AT UTUMUAY YU AV 090U

~ LIAAUAATUN U IR LAWY

- nanvwvinalun1ssunaudyaalu

MEIUN
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6) Type_Jammed - UYszannssunmudyiu (Intentional ,

Unintentional)

3122 miaaﬂLLUUisUU%’@LﬁUﬁW%%a Storage Server

g1uToya Storage Server d@rutlazidunisiivdoyansludiuves
F189M wazgunm laud sunwvesaUna sl warsunmanImiInaenInnaesRlaled
Felgvimsueninameslininioadsvinesvewiotwal CSSRG 1nefidoin “jamming2022”

AaguRt 3.40 uazdrdluazaralnawmestesdaguil 3.41

horme . I._ﬂ' Fl~ =~ B & f.j Ig [, Find Files =
swnilo . sperties | B New =
- ” 7. N\ N T
Name ' Size Changed Rights Owner
® 6/25/2020 2:20:59 PM root
y 742142021 10:16:06 AM tung
6/24/2021 9:59:09 AM realtim...
9/6/2022 8:12:09 PM phim
4/5/2022 12:34:45 PM pat
6/26/2020 3:43:37 PM nict
5/13/2021 11:33:25 AM nas
3/21/2022 9:04:22 PM lin
2/12/2022 5:35:44 AM kit
2/18/2022 :31:00. AM jirapoom
i 8/27/2022 2:47:15 AM jammi..,
| jamming. ] 7/8/2021 11:41:06 AM jamming
12/1/2021 4:14:25 PM heart
6/30/2021 1:59:01 PM earth
3/18/2021 3:06:55 PM ded
11/26/2022 10:38:43 PM cserg
1/15/2021 1:46:57 PM ais_kmitl
1/6/2022 2:38:17 PM aerothai
8/20/2021 3:55:20 PM adsh

0Bof0BinDof 18

gU‘T/‘i 3.40 Wlawmes jamming2022 vuntfnadsniiesvesiosdu CSSRG
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e s ~— [

jamming2022 Data HMITL :

—»| Status

JUN 3.41 vdenlaezunsunansnisiiulnawestunsondiniaesveaiomay CSSRG

NNFUN 3.41 uansdwivrasiiamesdesnielulianes jamming2022 Failoilalnainesil
2z1alvlalnas Data vaeannilalnawnes Data azalnawmes KMITL Tnglulawmasiazyin
nsas1alnanasyesaild 4 Iawas lewn L1, L2, L5 way Status 3 dulnamasiiu

anuzvesgUnIal AuaAUAITUN 3.42

L5
Status

U7 3.42 Tnlawmod L1, L2, L5 uag Status fiegluliaiaes KMITL

wWiaalvlamas Status aztiiulnanesgesdndluniunneaiy F99z

Husagui 3.43
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/home/jamming2022/Data/KMITLJStatus/ |

IP Camera
NUC
RTL_SDR

Time

UM 3.43 Wlawmasdeglulwaines Status

NN3UT 3.43 Wawes Status WulrlawmesfiliiAudeyaaniuzvesgunsallussuunsiadu
Fyanasuniuiidueaoadn el A gunsalfananlndanisldnueguseld (On =
vi91u uag Off = laivhaw) Wealunsssnasutefianaialunsiawvesszuy Tned
meluliained Status azUsznauludelnaineseos eléun Time, RTL-SDR, Aewfiawmes
PC w1ALEn wazndonnsdnlefdsaniurvetguniniimunazgnislulfludmfnse
flduuuunsiindely InsusiazgunsaiasuansseaziBonanugfeolud

1) Time - tAvnarfivhnssnananiuzvesgunsalidunaiaign
sTiaf\]zLﬁm{!ﬂ q F3lus fegnatu 01:00, 02:00 WJusiu

2) RTL-SDR - tiumaniuzuasguUnsal RTL-SDR Dongle

3) NUC - inuanaauzaesgunsal paufiawmes PC auinién

4) IP_Camera - WuAI@a1UZ9INA0I9asUALDR
nrnthnsadaliamesdeslilulnames L1, L2 uar L5 dwsmiloutuimun e
Tnawnesdeutduiivimun 2 Wawmes Uszneuludelnaines NoJammed wag Jammed &4

avafanilouiuna 3 g1umnud lngazuanidiegevadlnames L1 faguil 3.44
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/home/jamming2022/Data/KMITL/L1/
Name a

= .

Jammed

Molammed

5U7 3.44 Tlawa$ Status, NoJammed uag Jammed fioglulwainos L1

drunglulnames NolJammed way Jammed aziluainaseoa

A [ I~

witlouu Aa azweniAuiiulnawmest lulnawesUfazuondulawasifouny 12 wieulu

Yu warluusazlnaimesveaiouin q azueniulvamesvesiunvaunlunsagiiou A

U7 3.5

Y

1 . |y -———1 ——
MoJammed / N - * M
i " Year Month Day

sUR 3.45 vdanlaazinsuwaninsiiulnawmesgesluliawmes NoJammed wag Jammed

Y

91n3U7 3.45 azifiuinaglulialnes NoJammed uay Jammed vgiilnlainofedonsiig
witoutu Ao wxueniiudulnawnesd dvluiitastvualmiuded “2022” nduiiodn
Tawmeddazelnawmeiiifudoyavondounis 4 lneded omudfuiarvoniou
Frogratu (Weudl 12 = Wousunen waznelulrlamesveusazifeuazilnainesfiiiu
foyavostuiivesfoutu q Tnededoiduiayiud
anunsagiegadulnamesiAvdoyavesiud 6 1Heusunau
(WWoudt 12) ¥ 2022 Tulwaine$ NoJammed uaz Jammed ledaguil 3.46 waz 3.47

AuaeU Inedune lalunsauEvasUELAa
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6 -EB-F- e - BEQ S| D FindAles | T
ties | B New
] MITL/L1{NoJammed/2022/12/6/
Mame Size Changed Rights Owner
B 12/6/2022 12:00:02 AM
Report 12/6/2022 12:05:06 AM
Spectrum 12/6/2022 3:05:14 AM

5U7 3.46 Tawesdesnmululwanesfiiutea NoJammed vaa¥uil 6 iou 12 T 2022

P9981UAND L1

91n3U7 3.46 Wullaineidanes NoJammed as1sliiflousnifuteyasonunazsunm
ﬁm%’mizﬁﬁisuﬂﬂé’gﬂiumuﬁigzym Toazdunalglunsovduaendiden dailiomn 2
Tlawnas laun

1) Wawnes Report iulniainesiiAulnduiia Csv dnsudeyadizu

A1l a1 RTL-SDR Dongle wazins assudyanfifuioaiea 1 Anud NEO-MST Tag

v a IS

azdanedutvesmnfiwesuasdeyafigniiulinedsuuuumieudugul 3.34 uaz

Y U

3,35 Tusidon 3.1.2.1 senuuussuudaiugudeya Database Server uadviniduves
g1 L2 uay L5 auilulvamesiifiulndelin CSV dmsudayaiisuaildain RTL-SDR

a i a

Dongle Ilssednafion TasswazidenneduiivemniiinesuasdoyaigniAulfasiisuuuy
wiloufusufl 3.36 uaz 3.37 Tuaded 3.1.2.1 ssnuuuszuudaiugiudeya Database
Server

2) awae$ Spectrum ulnlatnesAifugunmainnduvosids

Fyarandlesyuulilignsumudaya i Tneduiindulvduiin PNG
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6 ~E-E - B B m & B FindFiles | B
- B New -

Mame : Size Changed Rights Chwner
i 12/6/2022 12:00:02 AM

CCTV 12/6/2022 12:00:02 AM

Report 12/6/2022 12:00:02 AM

SignalBehavior 12/6/2022 12:00:02 AM

Spectrum 12/6/2022 12:00:02 AM

U7 3.47 Wawesdesnelulilawesiiiuteya Jammed vesiuil 6 Wou 12 U 2022 vos

g1uAND L1

91n3U7 3.47 \Wulnlawnestesves Jammed af1ebiiiausniiutoyasisnuuazgunn

v

dmiunsdliiszuugnsunindy i lngazdunalalunsevdvd sndidey Fellviavan 4
awnes o
1) Waines Report Wulwawmesiiuldyia CSV dmsutoyansu

A1lfa1n RTL-SDR Dongle wavia3 assudgudidulodied 1 Anud lnesivasiden

a

pedutvean s fimesuazdeyagmiiuliaslisuuuumiioutuguil 3.34 way 3.35 Tuile

v

a

71 3.1.2.1 eonuuusTuUTRiugIudeya Database Server usitwnniluvesiu L2 uag L5

sululnamesiivlnduiin CSV dmsudeyafisuailaain RTL-SDR Dongle wiiadaeng

IS a

WFed lnesieazidenneduivesndwmesuazdeyadigniiuliszdisyuuumioutugun

Y

3.36 uay 3.37 lushdedl 3.1.2.1 senuuussuudaifiugiudeya Database

2) Inlawnes Spectrum Wulrlawmesfiiugunmannsuveainds
”zy]apmﬁawuugnsumué’a;apm Tngtudiniulduda PNG

3) Tlawes CCTV 1ulianosfiAvguananinuiadonainndes
2993Um IP Camera %a%dwLﬁaiwugmumuﬁmmm TngTufindulvduiia PNG

4) Wawned SignalBehavior iuluainesfiivlndvia Csv dwsu

a4 v a

Wuteyavessainnnssuniudgyaa deiimsdndulaininnsgnsuniudyaadu e

a v ¢ a s v d’ I3 Y 4 Y] ai
51UazLaaﬂﬂaauu%mWﬁmLmaiLLazsuEma‘mamn‘uh%ug‘dLL‘U‘ULmJauﬂ‘UE‘U‘W 3.38 Loy

Y Y

3.39 Tuiden 3.1.2.1 senwuuszuuiaiugIudeya Database Server
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3.1.3 n1seenuuudiudanal ldunuunsinlisesSunazaenndaeiu

TUU

m’iaaﬂLLUUa"suﬁmm'acﬁﬁi’mmwumﬁ\lﬂsuaﬁwufu%Lﬁumﬂﬂ?muw
danndoesrUUnTIaTUd g asuniu Tnedilaiduswoluide midisuanna Main,
NUIM1UEAING Latest Spectrum, KA 19ULAAINE Report, 1M 19UEAING Power
Statistics, ¥ 1%19UAR KA Type of Jamming Lag Wi 1m19LanINga IP Camera (Latest

Footage) Ingluusazntiiuiiniseanuuuiuandresiuludmsunisideau
3.1.3.1 NMS99NLUUNTNAILEAINE Main

dmsumingnauansna Main aziansaniuzvasgunsalluusazaniil

rgunsalusarsiafianiuznmsldnuluvasdunsadldnuselindauldau lnedua oy

o

WU “ON” waz “OFF” dnaanzianyingseaniuulaiuisald Combo box Tunisiden

Y

anillel waznadu “Next” wag “Previous” Lilaenseludmiisiolunsandinountinla

al

A93UT 3.48 Azuandlases e nsInamitAansua Main 1iTddsddulatng Fein

Anazifuniseenwuulagldlusunsu Qt Designer luniseaniuu

i i i, W flp
| HEsm NEHEes SN

1 Dilog - designed ULl

" | ovject inspectar 8 x

= {8 JAMMING DETECTION SYSTEM

DUIPMIENT KMITL STATION varesturparen g oy

Select saton

J

0
o
oxp
o

0
n 2e  6ITIIS X 60
Width 16777215
Height 16777215
at Dxd

JUT 3.48 NM308NKUUVIIANLAAING Main Mg Qt Designer



64

ilevnseanuuuntnsuanana Main #28 Qt Designer W&t
nsuvadludann ui Wy py Wethludeuilsidudonselulwseusely Tasainguil 3.49
Juilsidudmiunsiaasuanuzgunsalvosanndl KMITL Tnsannamaziinsld os.system
Wievihnsiedoyaaauzvesusazgunsal Tneaeldiuus status station TunsiFenldau
Mntufmunidigunsalilavhmsegidu “ON” dlnegidu “OFF” Tnsviinvesgunsniii

(9

MAIATI9devan UL ifil Ae AeLRIWes PC wulalan, RTL-SDR Dongle Laynandisas

of statusstationh
status_time =

status_station = f.re
.close()

status_station — st _hour)
self.ui.label NUCMiniPCSKMITLON.setText("on"

f.ui.label NUCMiniPCSKMITLOFF.setText("off")

tatus_station == '@ status_station2 != status_time_hour):
self.ui.label RTLSDRdongleKMITLOFF.setText("0ff")

self.ui.label RTLSDRdongleKMITLON.setText("on")

status_time_h
s.system(
os.system(
f = open(x+'

JUN 3.49 Mandudwunsnasuantuzgunsalvasaniil KMITL

LARtIRuEnHa Main HauysamTesldanufeaiunsanayuud

avaUnsaliiensivaauaniuzvedgunsalls AIgun 3.50



65

= —M X
JAMMING DETECTION SYSTEM

I LATEST UPDATED  19:14:46 GMT+7

Seloct Station

Oon

U 3.50 iisnauanena Main vasan1t KMITL

3.1.3.2 N1589NLUUNTNANNLEAINA Overview

drvuntiisiaaniua Overview azsduminanafiuansnmsiuves
syuv Tnoazudnsdniuzvoeieddusiig 4 Jmdenliidnlduniely 8nvsduanean
SnsdruvesdugIarAunvisedyyIasunIY, SNl was Sky Plot Bndae @
wiiweuanine Overview dazifuminsnafiazvihnisidesoludamimuanmasy o ¢
ianayumuiled dufidesnis 49910307 3.51 azuanin1seeniUUnYIEILARIHA

Overview A28 Qt Designer
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- B X
Fle Eoit Form Wiew Setings Window Help
¥ B R RE NS WEEE 3N
T - v
wion % [ CesgnedGAl et Inspector s x
Object
mine - —
PN % page
STATION NIMT BB pooe spectnm
% page separt
il seiect taton % proe_ poweration v
< »
T I B LATEST SPECTRUM : REPORT :
H Prapenty Editer =
£ LATEST SPEGTRUM PAGE | REPORT PAGE ¥+ =7,
i e verwewNIT : wger
,f Property Value
POWER STATISTICS : TYPE OF JAMMING : P s o
5 2 £ FOWER STATISTICS PACE TYPE OF JAMMING PAGE enabec =
S Tow g v geometry 10, 0. 190 % 30
A : X 0
i 7w £ SKY PLOT : ¥ P
M Cw : IP CAMERA : o
v item : o
= i 30
i | ORI - prsteen, et
s i . pteed
~_ Cone £ iy Preferies
[~ H Horizontal S... 0
e H Vertical Stre.. O
Os.» il
3 i v minmamSzz  0%0
g i )
| 5
& H
o= H NUMBER OF SATELLITES :
i : PR Satellite |
o £
¥ gt v : ”

JUN 3.51 M308NWUUNNEIUEAIHA Overview ¢ie Qt Designer

W 999NKUUNLIAIUEAING Overview L38U38891NUUUINLTE Y
laidudousie lnsuaniagui 3.52 Wuiladdu Combo box dmsulBeumindeuanIng
wpazandlianisadounonula FeagldWedtu selfuipage statusSTATION Tunis

\IOUADTTUNINNADT

ef ComboboxSele ationmainNIMT

ui.stackedWidget .setCurrentiidget

stackedWidget . setCurrentiidget

omboboxselectequipmentRTSD. currentIndex()

ted_connect(lambda: self.ui dget.setCurrentiidget(self.ui.page statusNIMT))

e1f.ui.stackedWidget . setCurrentiidget (self.ui.page Main))

boboxselectequipmentkMITL . currentIndex()

pmentKMITL . activated. connect(lanbda: self.ui.stackedWidget.setCurrentWidget(self.ui.page statusNIMT))

f.ui. comboboxselectequipmentKMITL . activated. connect fa: self.ui.stackedWidget.setCurrentiidget(self.ui.paj

JUN 3.52 endudeudeniivineuaninaseniteaa dvesming1auanina Overview
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mihsnauanana Overview Nauysaineuldeuaeannsanaluiey

poludamiannaninaniolenduduls wazduaniadnsdiuvosdyyIuAaunNIine

doyarausuniu, UIUAILTEN Wy Sky plot Uansisgun 3.53

mens —[ X
izl Provious Noxt
] Salect Station
[ — LATEST SPECTRUM : Ready to use REPORT : Ready to use
LATEST SPECTRUM PAGE REPORT PAGE |
POWER STATISTICS : Readyto use TYPE OF JAMMING : Ready to use
POWER STATISTICS PAGE TYPE OF JAMMING PAGE
N
SKY PLOT : e
IP CAMERA: Roady to usc s o1
30— 35 0"
a5 2 45
1P CAMERA PRGE &=
300", 12 © 60°
0
@ o
285) 2
[ ol
w oo | & E
\&& @
NUMBER OF SATELLITES: 10 25
240 5
PRNSafellite: 5,6,9,11,12,14,17,19,20,2¢
225
822 3¢ 5 210 7
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AN-105L-GNSS Antenna
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E‘U‘ﬁ 4.10 WHUAINNITNARBUTEUZN1TITU uQJ}QJJ’]EUiUﬂ’JU‘U@\‘]LﬁWGWﬂ”Iﬂ AN-105L-GNSS
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105L-GNSS (1)
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gﬂﬁl 4.12 NMINAABUILYENTIUFQYYIUTUNIUYBLE1INA AN-105L-GNSS (2)

HANINAGISUA Y IVBAE18INA AN-105L-GNSS Us1ng)Inseeenaninga

(]

UIUTUILYNTUNIU (ANAdedayayraufingsdu) A Nszagnie 195 wes druduigs

< Y

[ VY]

oy
Soyaunauade (Average Power) kagfiseeziia 155 1ins dmiumiaedysnnesgn (Peak
Power) LLagﬂ"]ﬁ”]é’qé‘i’fyzgmﬁqaaa%ﬁmquﬁu%u deosraznissumudnaudaiesas
dlefiurinannaneinia annsauanmanisnaaeadunsnmnuduiussendnamds

dyaunnuazszegrinalanagun 4.13
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Peak & Average power and Distance

100

Power (dB)
.

Distance (m)

o Peak o Average
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CNR and Distance

CNR (dB-Hz)
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Distance (m)
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Peak & Average pdwer and Distance
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4.1.4.1 AN INAFDUNITUDAADUNITTUN LAY QY10

N1TLAFDUNITTUMURYYIUIZAINITHAFDUMULAazan ez

A %

g1UANUD 19U TUI19ALLDUATDAIIUNITHILADY LATHANISNAABUNITHIILADUNNT

FUNMUAY I MIZUARRITUT 4.16

@ testing project:

Station #KMITL L1 : Intentional

Date : 2023-03-26

Frequency: L1 (1575.42 MHz)

Start time : 2023-03-26 03:22:27.116322
End time : 2023-03-26 03:22:40.799877
Total time : 13.683555 §

Max Peak Power ;: -5.59 dB

Max Average Power : -9.04 dB

Min Amount of Satellite = 4

Min CNR : 9.0

Warning level : Red

JUT 4.16 NaN1INARRUNIUINFADUNTTUNIU Y QoM

4.1.4.2 HAN1INAARUNITHINHOUAN U YDIgUN TRl

NsudiiouanIurvesgUnIalagynIsdnsudiouvewsayaniil
LAYHIUAINUD LAYITUTIHALDEATBAINUNITHILADY LA THANISNARDUNITHILABUNT

FUMUFY I UALUARIRIFUN 4.17

@ testing project: Equipment Status @KMITL at 06:14:46
NUC: On
RTL SDR: On
IP Camera : On

JUN 4.17 namsvadeunsuiufieuaouzvasgunsal
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4.1.5 wan1saszideyaananiiinlalufiang

[V

nNsisrULUaTIRIUd g usunulufasdiunannd 2 uwis laun aadu
UIATINYILAIBIH (National Institute of Metrology) LagnIUUNUTNINKIT (Royal Thai
Survey Department) Aa@AS¥EELIAT 7 WABUAILAIIDUNGEAIANKIUN TIBUNANITYN

sUNUSY U MYesdn1dan1TunInsIngwAsrIdnudn “lifil” nrsudafaunissuniu

v o =

doyeyranindu lngazuansmasdyqingianwasiasdygisaislunsag Tuvesanii

L Ag 7}

anTUNATING WA Aagui 4.18

A B (€] D E F

1 |Date Power_Peak (mean) Power_Average (mean) Power_Peak (max) Power_Average (max)
2

3 | 5/5/2022 -36.06 -48.78 -35.81 -48.74 dB

4

5 5/6/2022 -36.05 -48.78 35,79 -48.74 dB

6

7 5/7/2022 -36.04 -48.78 -35.78 -48.73 dB

8

9 5/8/2022 -36.03 -48.79 -35.79 -48.74 dB
10

11 5/9/2022 -36.02 -48.79 -35.77 -48.75 dB
12

13 5/10/2022 -36.02 -48.8 =35.75 -48.76 dB
14

15| 5/11/2022 -36.02 -48.8 -35.77 -48.76 dB
16

17 | 5/12/2022 -36.01 -48.8 -35.72 -48.74 dB
18

19 5/13/2022 -36 -48.8 -35.76 -48.76 dB
20

21 5/14/2022 -36 -48.81 -35.76 -48.77 dB
22

23 5/15/2022 -36 -48.8 -35.75 -48.76 dB
24

25 5/16/2022 -36 -48.8 -35.76 -48.76 dB
26

27 5/17/2022 -36.01 -48.8 -35.76 -48.75 dB
28

29 | 5/18/2022 -36.01 -48.8 -35.75 -48.74 dB

Summary_L1 +
a o U U o U U d‘ 1 U a v a
'E‘U‘Vl 4.18 Na iy]iyﬂm@jﬂfjﬂLLﬁgﬂ’]aﬂﬁQJ‘QJ,’]mLQa‘EJIULLC‘]ag’Ju"U@ﬂﬁﬂ']UﬁE]'TU‘HEJ'W]T)‘VIEJ’]

WA 81U L1
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Uoyafu (Raw Data) UseinTuvesusazeduy Jaendiegeteyasuvesand

an1tuNInsIneuisvIfgiuadud L lneasiiudeyaadduneduilsie q deldun

Date Local, Time Local, Date UTC, Time UTC, Second Of Day, Frequency MHz,

Power Peak dB, Power Average dB iag Status I%%Ll,amﬁﬂgilﬁ 4.19

1
2
3
4
5
6
7
8 |
9

10|
11

12
13
14
15
16|
17]
18
19
20
21

2|
23|
24
25|
%
27
28
29

A | B
Date_Local Time_Local
5/5/2022 16h12mils
5/5/2022 16h12m16s
5/5/2022 16h12m22s
5/5/2022 16h12m27s
5/5/2022 16h12m32s
5/5/2022 16h12m38s
5/5/2022 16h12m43s
5/5/2022 16h12m48s
5/5/2022 16h12m53s
5/5/2022 16h12m59s
5/5/2022 16h13m04s
5/5/2022 16h13m09s
5/5/2022 16h13m14s
5/5/2022 16h13m19s
5/5/2022 16h13m25s
5/5/2022 16h13m30s
5/5/2022 16h13m35s
5/5/2022 16h13m40s
5/5/2022 16h13m46s
5/5/2022 16h13m51s
5/5/2022 16h13m56s
5/5/2022 16h14m02s
5/5/2022 16h14m07s
5/5/2022 16h14m12s
5/5/2022 16h14m17s
5/5/2022 16h14m22s
5/5/2022 16h14m28s
5/5/2022 16h14m33s

= 1 a o o = 9 a | a
EU‘V] 4.19 sUE]%laﬂUUigf\]’]'}usanaﬂ’]uaﬂqUuuqm3’31/]8’]LL‘WQGU'W]

T D E F G H
Date_UTC Time_UTC Second_Of_Day Frequency_MHz Power_Peak_dB Power_Average_dB Status
5/5/2022  09:12:11 33131 1575.42 -36.06 -48.8
5/5/2022 09:12:16 33136 1575.42 -36.02 -48.81
5/5/2022 09:12:22 33142 1575.42 -36.02 -48.8
5/5/2022 09:12:27 33147 1575.42 -36.03 -48.8
5/5/2022 09:12:32 33152 1575.42 -36.11 -48.79
5/5/2022 09:12:38 33158 1575.42 -35.99 -48.81
5/5/2022 09:12:43 33163 1575.42 -36.04 -43.8
5/5/2022 09:12:48 33168 1575.42 -36.07 -48.81
5/5/2022 09:12:53 33173 1575.42 -36.16 -48.8
5/5/2022 09:12:59 33179 1575.42 -36.01 -48.8
5/5/2022 09:13:04 33184 1575.42 -36.09 -48.8
5/5/2022  09:13:09 33189 1575.42 -36.06 -48.81
5/5/2022 09:13:14 33194 1575.42 -36.03 -48.82
5/5/2022 09:13:19 33199 1575.42 -35.96 -48.81
5/5/2022 09:13:25 33205 1575.42 -36.12 -48.8
5/5/2022 09:13:30 33210 1575.42 -36.1 -48.8
5/5/2022 09:13:35 33215 1575.42 -36.23 -48.8
5/5/2022 09:13:40 33220 1575.42 -36.13 -48.79
5/5/2022 09:13:46 33226 1575.42 -35.92 -48.82
5/5/2022  09:13:51 33231 1575.42 -36.12 -48.81
5/5/2022 09:13:56 33236 1575.42 -36.04 -43.8
5/5/2022 09:14:02 33242 1575.42 -36.06 -48.81
5/5/2022  09:14:07 33247 1575.42 -35.92 -48.81
5/5/2022 09:14:12 33252 1575.42 -36.02 -43.8
5/5/2022 09:14:17 33257 1575.42 -36.09 -48.8
5/5/2022 09:14:22 33262 1575.42 -36.08 -48.8
5/5/2022 09:14:28 33268 1575.42 -36.03 -48.81
5/5/2022 09:14:33 33273 1575.42 -36.12 -48.8

o000 Qo0 0|00 00 0|00 000 0|00 00 o0 0 o oo

I &3 o v ' v = & ! = [ =i =)
mﬂuu%L‘Uumimma;ﬂalmmamummumLaaammamzym 3 laussves

(%

Inseusudyanamuuuudinivesana i uvinisniennanwanafiasdyaingaan

wazmaedyauadeUss i iuvesanlan iunnsing uiand dagun 4.20
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A B C D E F
1 |Date Power_Peak (mean) Power_Average (mean) Power_Peak (max) Power_Average (max)
2
B | 5/27/2022 -35.87 -48.9 -35.62 -48.87 dB
4
5 | 5/28/2022 -35.87 -48.9 -35.62 -48.86 dB
6
7 5/29/2022 -35.87 -48.9 -35.63 -48.87 dB
8
9| 5/30/2022 -35.87 -48.9 -35.62 -48.87 dB
10
1 5/31/2022 -35.87 -48.9 -35.62 -48.87 dB
12 |
13 6/1/2022 -35.87 -48.9 -35.64 -48.87 dB
14|
15 6/2/2022 -35.87 -48.9 -35.61 -48.87 dB
16 |
17 6/3/2022 -35.87 -48.9 -35.6 -48.87 dB
18 |
19 6/4/2022 -35.87 -48.9 -35.61 -48.87 dB
20 |
21 6/5/2022 -35.87 -48.9 -35.6 -48.87 dB
22 |
23 6/6/2022 -35.87 -48.9 -35.63 -48.86 dB
24 |
25 6/7/2022 -35.87 -48.9 -35.6 -48.87 dB
26 |
27 6/8/2022 -35.87 -48.9 -35.63 -48.86 dB
28 |
29 | 6/10/2022 -35.87 -48.9 -35.65 -48.87 dB

| Summary L1 | &

(9

yiasdryanasedslulsiaz iuvesaainsuunuinms

medntayafu sy iuveusaza1unnud lngavenmeteteyanues

anrfinsuunuinnisgiualtud L1 lnsaziiudeyaasluaeduil laun Date Local,

Time_ Local, Date UTC,

Time_UTC,

Second Of Day,

Power Peak dB, Power Average dB uag Status LLﬁ@dﬁﬂgU“ﬁ 4.22

Frequency MHz,
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o Q9o Qoo QoooQoooo oo oo oDoD oo o oo oo e o e

A B C D E F G H
1 |Date_Loca_|Time_Loce Date_UTC Time_UTC Second_0O Frequency Power_Pe: Power_Av Status
2 | 6/6/2022 00h0OM12 6/5/2022 17:00:12 61212 1575.42 -35.87 -48.89
3 | 6/6/2022 00h0Om18 6/5/2022 17:00:18 61218 1575.42 -35.87 -48.89
4 | 6/6/2022 00h00mM24 6/5/2022 17:00:24 61224 1575.42 -35.92 -48.88
5 | 6/6/2022 00hOOmM30 6/5/2022 17:00:30 61230 1575.42 -35.91 -48.89
6 | 6/6/2022 D0hOOM36 6/5/2022 17:00:36 61236 1575.42 -35.94 -48.89
7 | 6/6/2022 00h0OM41 6/5/2022 17:00:41 61241 1575.42 -35.74 -48.9
8 | 6/6/2022 00h00M47 6/5/2022 17:00:47 61247 1575.42 -35.91 -48.89
9 | 6/6/2022 00h0OMS3 6/5/2022 17:00:53 61253 1575.42 -35.96 -48.9
10 | 6/6/2022 00h00OMS9 6/5/2022 17:00:59 61259 1575.42 -35.89 -48.9
11| 6/6/2022 00h01MO5 6/5/2022 17:01:05 61265 1575.42 -35.78 -48.9
12 | 6/6/2022 00h01m10 6/5/2022 17:01:10 61270 1575.42 -36.06 -48.9
13 | 6/6/2022 00h01m16 6/5/2022 17:01:16 61276  1575.42 -35.8 -48.89
14 | 6/6/2022 00h01m22 6/5/2022 17:01:22 61282 1575.42 -35.9 -48.89
15 | 6/6/2022 00h01m28 6/5/2022 17:01:28 61288 1575.42 -35.86 -48.89
16 | 6/6/2022 00h01m34 6/5/2022 17:01:34 61294 1575.42 -35.88 -48.89
17 | 6/6/2022 00h01m40 6/5/2022 17:01:40 61300 1575.42 -35.98 -48.88
18 | 6/6/2022 00h01m46 6/5/2022 17:01:46 61306 1575.42 -35.95 -48.89
19 | 6/6/2022 00h01m51 6/5/2022 17:01:51 61311 1575.42 -35.95 -48.89
20 | 6/6/2022 D0h01mM57 6/5/2022 17:01:57 61317 1575.42 -35.77 -48.89
21 | 6/6/2022 00h02m03 6/5/2022 17:02:03 61323 1575.42 -35.98 -48.88
22 | 6/6/2022 00h02m09 6/5/2022 17:02:09 61329 1575.42 -35.84 -48.89
23 | 6/6/2022 00h02m15 6/5/2022 17:02:15 61335 1575.42 -35.88 -48.9
24 | 6/6/2022 00h02m20 6/5/2022 17:02:20 61340 1575.42 -35.79 -48.9
25 | 6/6/2022 00h02m26 6/5/2022 17:02:26 61346 1575.42 -35.99 -48.89
26 | 6/6/2022 00h02m32 6/5/2022 17:02:32 61352 1575.42 -35.95 -48.89
27 | 6/6/2022 00h02m38 6/5/2022 17:02:38 61358 1575.42 -35.97 -48.9
28 | 6/6/2022 00h02m44 6/5/2022 17:02:44 61364 1575.42 -35.85 -48.89
29 | 6/6/2022 00h02Zm50 6/5/2022 17:02:50 61370 1575.42 -35.89 -48.89
T <« | Reportl120220606 | @ |7 "S5l
a 9 a o o ~ a
E‘U‘Vl a.22 “UEJJ‘JJaﬂUUiS‘\]W’JuSUENﬁmuﬂiﬁJLLN‘u‘VW]W]i
& & o v ' U = & | a o P =
ﬁmuu%L‘tJum’:tm%;&duumﬁmu%mﬂu@ﬂLaastuaaaﬁyzym 3] V]laU’ﬁ’]’ﬁleEN
o £ fa '3 U o I3 1 o [ YY)
VL‘WSE)‘L! U i‘giyﬂmﬁﬂuLLUHGW’NWI‘U?N?ILUﬂWﬁJ mmmi‘waamﬂiWWLLammmaaazszywqaqﬂ
o o o a o ~ ~ a ) a
LLae N8N EIQJIEU’]mma'&J‘U’izﬁ]ﬂ?ﬂ%ﬁ]\iﬁﬂ’]ﬂ‘ﬂ@ﬂﬁﬂ’]ﬂﬂimLL&I‘LWW]W]’:? MNSUN 4.23
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Power Daily : 2022-05-27
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E‘U‘VI 4.23 A1N18Y U MLAZNTAN r:uquzumasnhmnwumamummLLNuwmmi

4.2 wan1svagaumMsinnuamihisaninaduindagldauLuunsn

N1INAGDUNITVINIUVBINTIANUAAIHAVBIEIUAAA DK I ULUUNTITN AL
wUanIsnageun1siiueemiluntidisuanana Main, Overview, Report, Power

Statistics, Type of Jamming &z IP Camera (Latest Footage) wazlaman1svaaau il
4.2.1 NANISNAFBUNISHNTUVDIULNANSUEAINE Main

Wovinnsdaldenuszuu TUSHATUAZRARITIFaLanINa Main tWuntindn
Tngnsnaaauazkuteanitu 3 @il lown @anfan i uninsInewiawf, aninTuwKun

s warvannantumaluladnszasundidinummsainnsy s

4.2.1.1 nan1smedeunsidraniuzaunsalvesandantuuinsive

LR

HaN1sNAFeUanIUEaUNSalvesantan 1T uINATINe W F ey
n1snaUy “RASPBERRY PI” Litensiadeuaniuyvetgunsal Raspberry Pi wagnaly “RTL-
SDR DONGLE” 1#W®n529@9Ua01UzU89 RTL-SDR Dongle lawa1duaniug “On” Ao
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gunsaitulaldauey widuaniuy “Off” nuteaudgunsaitulilalaldam uag
LATEST UPDATED fewaanivinnsasivdeuaniuzatgavasaniiil lnsazuanaduaily

sl GMT+7 faguil 4.24

ey —EX

nNivitr  JAMMING DETECTION SYSTEM

EQUIPMENT NIMT STATION waresrurnaren  18:00:02 GMT+7

- 4

maseBERRY P1 | on

RTL-SDRBONGLE | on

Frevious Next

JUN 4.24 nan1snadevan1urgUnsalvesaa taa1duunsInguiend (NIMT)

o ¢ q =
4.2.1.2 NaN1TNAFDUNITLIA aﬂ’]uzqﬂﬂim“uaﬂ’ﬁmUﬂim LA UNNIATT

NanIMAdeUaNUrgUnsaivesandinsuusuiinms evihmsnat
“RASPBERRY PI” 1ilon519@8uan1uzyodgunsal Raspberry Pi uaznaly “RTL-SDR
DONGLE” \flems1adouaniug RTL-SDR Dongle Tnsfnduannuy “On” Aegunsniiudn
THa1uey wadrduaniug “Off” nuneawirgunsaituliléidaldau uaz LATEST
UPDATED #onianfivnisnsiaaeuaniuzaidavesantiiy lnsasuanndunatlunuley

GMT+7 faguii 4.25



rTsp JAMMING DETECTION SYSTEM

EQUIPMENT RTSD STATION vLATESTUPDATED  18:00:02 CMT+7

[ - RASPBERRY P On

el

— pen

~

Provious

JUN 4.25 nan1snadeuan1uzgUnsalvesaninsuuNuinvms (RTSD)
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—Box

4.2.1.3 wansnedaunsiinaniuzaunsalvesandandunalulad

NITABUNANIAUNINTAIANTEY

nanIInadevanIuzgUnIalvesananntuivalulagnszaoungd

WIgnsatansede Weovinisnadu “NUC Mini-PCs” tiensideuanIusasgunal

NUC Mini-PCs, ﬂﬁﬂqu “RTL-SDR DONGLE” Lﬁammaauamuz RTL-SDR Dongle ez ne

Uu “IP CAMERA” Liian $99@0 Va0 U2 09na033933Un bafl Tadnduaniug “On” fe
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JAMMING DETECTION SYSTEM
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import rtlsdr

import matplotlib.pyplot as plt

import numpy as np

import datetime

import csv

import mysgl.connector

import os

import requests

import serial

def lineNotify(message):
payload = {'message"message}

return _lineNotify(payload)

def _lineNotify(payload,file=None):
import requests
url = 'https://notify-api.line.me/api/notify’
token ="

headers = {'Authorization"'Bearer '+token}

return requests.post(url, headers=headers , data = payload, files=file)

def linenotify Image(message,date_image):
url = 'https://notify-api.line.me/api/notify’
token =" # Line Notify Token

img = {'imageFile"
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open(/home/jamming2022/Desktop/Jamming/RawData/L1/Jammed/CCTV/'+date_ima

ge+'.png','rb)} #Local picture File
data = {'message" message}

headers = {'Authorization":'Bearer ' + token}
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session = requests.Session()
session_post = session.post(url, headers=headers, files=img, data =data)

print(session_post.text)

time_now = datetime.datetime.now()
days = str(time now.day)
months = str(time_now.month)

years = str(time_now.year)

#Database Part
db = mysqgl.connector.connect(
host = ",
port =,
user = ",
password =",

database = 'Report_Telecom'

#For Debug one of Jamming time
count bug L1 =0
count debug L1 =0

i=0

#Threshold Yellow Zone

PL1 1=-36
ALl 1=-48
HRFI Level

20 Percent P =abs(P L1 1)*20/100 + P_L1 1
20 Percent A =abs(A L1 1)*20/100 + A L1 1



40 Percent P =abs(P_L1 1)*40/100 + P L1 1
40 Percent A =abs(A L1 1)*40/100 + A L1 1

60 Percent P =abs(P L1 1)*60/100 + P L1 1
_60 Percent A =abs(A L1 1)*60/100 + A L1 1

Keep_Time Jammed L1 =[]
Keep Peak L1 =]

Keep Average L1 =[]
Keep CNR L1 =]
Keep PRN L1 =]
Keep_day receive =[]

Keep time receive local ui =[]

gps = serial.Serial("/dev/ttyACM0")

infol = "SGNGSA"
info2 = "SGPGSV"

status = 0

receiver_count = 0

count gsa =0

sat _gnss num =[]
sat_gps_num =[]
snr_gps_num = []
snr_gps =[]

snr_gps_real =[]
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snr_gps num_real =[]
el gps =]

el _gps real =[]
az_gps = [l

az_gps real =[]

while True:

try:
#now use for Daily report

day receive = datetime.datetime.now().strftime('%Y-%m-%d')

sdr = rtlsdr.RtlSdr(0)

sdr.sample rate = 2.4e6

#now use for time receive

time_receive local = datetime.datetime.now()

time_receive utc = time _receive local - datetime.timedelta(hours=7)

time_receive local_ui =
{03h{1Im{2}s"format(time_receive local.strftime("%H"),time_receive_local.strftime("%M
"),time_receive local.strftime("%S"))

#time_receive_utc ui =
{0}{1}:{2} format(time_receive utc.strftime("%H"),time_receive _utc.strftime("%M"),time

_receive_utc.strftime("%S")

#day receive utc = '{0}-{1}-
{2} format(time receive utc.strftime("%Y"),time receive utc.strftime("%m"),time receiv

e_utc.strftime("%d"))
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second of day utc =
int((3600*time_receive_utc.hour)+(60*time_receive_utc.minute)+(time_receive utc.sec
ond))

time_to_calculate = datetime.datetime.today()

sdr.center freq = 1575.42e6
sdr.gain = 20

samples = sdr.read _samples(256*1024)

power = plt.psd(samples, NFFT=512, Fs=sdr.sample rate/le6,
Fc=sdr.center freg/le6)

power _db = 10*np.log10(power[0])

power max = np.max(power_db)

float Power Max = float("{:.2f}".format(power max))

power _mean = np.mean(power_db)

float Power Mean = float("{:.2f}".format(power_mean))
sdr.close()
if(i==0): #For Error Received

plt.cla()

f#continue #go to i=1

else:

while True:
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#python read gps receiver nmea messages line by line
nmea = gps.readline()
#Decode from bytes type to string type

de_nmea = nmea.decode()

#Getiing only GNRMC GNGSA and GPGSV mesages
if(de_nmeal0:6] == infol or de_nmeal0:6] == info2):

print(de_nmea)

#GNGSA message
if(de_nmeal0:6] == infol):

#seperate data to group by comma

data = de_nmea.split(",")

#tkeep only pm number (satellite id) and drop null value and change
to int type

sat_gnss num = data[3:15]

sat_gnss_num = list(filter(None, sat_gnss_num))

sat_gnss_num = list(tmap(int, sat_gnss_num))

#Harranging

sat_gnss_num.sort()

#tkeep only gps satellite id

for gsa in sat_gnss_num:
iflgsa >= 1 and gsa <=32):

sat_gps num.append(gsa)

H#GPGSV message
if(de_nmeal0:6] == info2):
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#seperate data to group by comma
data = de_nmea.split(",")

#drop unimportant information

data = data[4:]

datallen(data)-1] = data[len(data)-1][0:2]

#tkeep only satellite id , Elevation angle , Azimuth angle , SNR

for c in range(len(data)):

iflc == 0 or c % 4 ==0):
snr_gps_num.append(datalc])

eliflc==1orc% 4 == 1)
el gps.append(datalc])

elific ==2orc % 4 == 2)
az_gps.append(datalc])

eliflc == 3 orc % 4 == 3).
snr_gps.append(datalc))

#We only keep set of data in one loop of jamming detection system so
this is code to out of loop in receiver gps module
if(de_nmeal0:6] == info2):
receiver_count =1
iflreceiver_count == 1 and de_nmeal0:6] != info2):

break

#keep only gps satellite id and drop the null value

for c in range(len(snr_gps)):

try:
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ifint(snr_gps_numlc]) > 32 or snr_gps[c] == " or snr_gps[c][0] == *' or
el_gps[c] == " or az_gps[c] =="):

pass

else:
snr_gps_real.append(int(snr_gps[c]))
snr_gps num_real.append(int(snr_gps_numlc]))
el_gps_real.append(int(el gps[c]))
az_gps_real.append(int(az_gps[cl))

except:

pass

sat_gps num use =[]
snr_gps_use = []
el gps use =[]

az_gps_use =[]

sat_gps num = list(dict.fromkeys(sat _gps num))

print(snr_gps)
print(snr_gps_num)
print(el_gps)
print(az_gps)

print("Status = ",status)
print("Peak Power = "float Power Max)
print("Average Power = "float Power Mean)

print("Number of Satellite = ",len(sat_gps num))

#compare satellite id between GNGSA and GPGSV that GNGSA more sure

for num in sat_gps num:
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for c in range(len(snr_gps_num_real)):

if(lnum == snr_gps num_real[c]):
sat_gps_num_use.append(num)
snr_gps_use.append(snr_gps_real[c])
az_gps_use.append(az_gps_real[c])

el _gps_use.append(el_gps reallc])

#Calculate Average of CNR

mean_snr_gps = round(np.mean(snr_gps_use),2)

iflsnr_gps_use == []):
Line CNR =0
else:

Line CNR = mean_snr_gps

print("CNR = ",snr_gps_use)
print("CNR Mean = ";mean_snr_gps)

iflcount_bug L1 > 0):
count_debug L1 += 1 #use for if during jammed (Checking continuously
for bugging of start jammed and end jammed {if next array not jammed , it will reset

of array})

HUHHHHHHHH A R #### Intentional and
Unintentional######HHH#H#HHHAHHHFHHH T T
iflKeep Time Jammed L1 =[] and count bug L1 != count debug L1):
#Behavior L1

iflen(Keep_Time Jammed L1) < 2): #for debug when has only one time

(cannot subtact time)
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Seconds 1 ago = Keep Time Jammed L1[0]-
datetime.timedelta(seconds=1) #Find time 1 seconds ago

Keep Time Jammed Ll.append(Seconds 1 ago) #Keep time

#Swap time array arrange : ascending (less to more)
swap_array = Keep Time Jammed L1[0]
Keep Time Jammed L1[0] = Keep Time Jammed L1[1]

Keep Time Jammed L1[1] = swap_array

Total Time L1 = Keep Time Jammed L1[len(Keep Time Jammed L1)-1]
- Keep_Time_Jammed L1[0]

Seconds L1 = Total Time L1.total seconds()

foriin Keep CNR L1 :
ifi == 0):
CNR =
else:
CNR = min(Keep CNR_L1)
iftmin(Keep PRN_L1) < 4 or min(Keep CNR_L1) < 15 or mean_snr_gps ==
'nan’):
status_line = 'Red'
eliftmin(Keep PRN L1) > 3 and min(Keep CNR_L1) < 30):
status_line = 'Orange'
else:

status_line = 'Yellow'

if(Seconds L1 > 12): #Intentional
with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/SignalBehavior/B

ehavior L1 '+day receive+'.csv), 'a',newline="\n") as f:
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writer = csv.writer(f)
writer.writerow([day receive, 1575.42, Keep Time Jammed L1[0],

Keep Time Jammed L1[len(Keep Time Jammed L1)-1], Seconds L1,"Intentional"])

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/SignalBehavior/d
b/Behavior L1 '+day receive+'.csv, 'a',newline="\n') as f:
writer = csv.writer(f)
writer.writerow([day_receive, 1575.42, Keep _Time Jammed L1[0],

Keep_Time Jammed L1[len(Keep Time Jammed L1)-1], Seconds L1,"Intentional"])

lineNotify("\nStation #KMITL L1 : Intentional\nDate : {\nFrequency: L1
({1 MHZ)\nStart time : {F\nEnd time : {A\nTotal time : {} S\nMax Peak Power : {} dB\nMax
Average Power : {} dB\nMin Amount of Satellite : {\nMin CNR : {} dB-Hz\nWarning
level : {}".format(day receive, 1575.42, Keep Time Jammed L1[0],
Keep Time Jammed L1[len(Keep Time Jammed L1)-1],
Seconds_L1,max(Keep_Peak L1),max(Keep Average L1),min(Keep PRN L1),CNR,status

_line))

else: #Unintentional
with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/SignalBehavior/B
ehavior L1 '+day receive+'.csv, 'a',newline="\n) as f:
writer = csv.writer(f)
writer.writerow([day _receive, 1575.42, Keep Time Jammed_ L1[0],

Keep Time Jammed L1[len(Keep Time Jammed L1)-1], Seconds L1,"Unintentional"])

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/SignalBehavior/d
b/Behavior L1 '+day receive+'.csv, a',newline="\n') as f:

writer = csv.writer(f)
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writer.writerow([day receive, 1575.42, Keep Time Jammed L1[0],

Keep Time Jammed L1[len(Keep Time Jammed L1)-1], Seconds L1,"Unintentional"])

lineNotify("\nStation #KMITL L1 : Unintentional\nDate : {\nFrequency:

L1 ({} MH2)\nStart time : {\nEnd time : {\nTotal time : {} S\nMax Peak Power : {}
dB\nMax Average Power : {} dB\nMin Amount of Satellite : {\nMin CNR : {} dB-
Hz\nWarning level : {}'.format(day receive, 1575.42, Keep Time Jammed L1[0],
Keep Time Jammed L1[len(Keep Time Jammed L1)-1],
Seconds_L1,max(Keep Peak L1),max(Keep Average L1)min(Keep PRN_L1),CNR,status
_line))

linenotify_Image(\nStation :
KMITL L1',Keep_day receive[len(Keep day receive)-

1]+ '+Keep_time_receive local ui[len(Keep_time receive local ui)-1])

Keep Time Jammed L1 =]
Keep Peak L1 =]

Keep Average L1 =[]

Keep CNR L1 =]

Keep PRN L1 =]
Keep day receive = (]

Keep time receive local ui =[]
count bug L1 =0
count_debug L1 =0

plttitle(L1 Spectrum at '+day receive+ '+time receive local ui)
plt.xlabel(Frequency (MHz))
plt.ylabel('Relative power (dB))

iflfloat_Power Max < 20 Percent P or float Power Mean <

20 Percent A):
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with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/NoJammed/Report/Report
L1 '+day receive+'.csV, a',newline="\n') as f:
writer = csv.writer(f)
writer.writerow([day _receive,time receive local ui,second of day utc,
1575.42,
float_Power Max,float Power Mean,len(sat_gps num use),sat gps num_use,snr gps

use,mean_snr_gps ,el gps use,az_gps_use, Clear])

plt.savefig(/home/jamming2022/Desktop/Jamming/RawData/L 1/NoJammed/Spectrum

/L1 '+day receive+' '+time receive local ui)

else:

if(float Power Max > 60 Percent P or float Power Mean >
_60 Percent A):
power_status = 'Power Signal over 60 Percent of Noise floor'
elif(float Power Max > 40 Percent P or float Power Mean >
_40_Percent A):
power_status = 'Power Signal over 40 Percent of Noise floor'
else:

power_status = 'Power Signal over 20 Percent of Noise floor'

if(len(sat_gps _num) > 6):

prn_status = 'Amount of satellite over &'
eliflen(sat_gps num) > 3):

prn_status = '‘Amount of satellite over 3'
else:

prn_status = 'Amount of satellite under 3'
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iftmean_snr_gps > 30):

cnr_status = 'C/NO over 30'
eliftmean_snr_gps > 15):

cnr_status = 'C/NO over 15 (bad)
else:

cnr_status = 'C/NO under 15 (outage)'

iflen(sat_gps num) < 4 or mean_snr_gps < 15 or mean_snr_gps == 'nan’):
status = 'Red'

elifllen(sat_gps_num) > 3 and mean_snr_gps < 30):
status = 'Orange’

else:

status = Yellow'

Keep Time Jammed L1.append(time to calculate) #keep Power Jammed

Keep Peak L1.append(float(float Power Max))

Keep Average L1.append(float(float Power Mean))

Keep CNR_L1.append(Line CNR)

Keep PRN Ll.append(len(sat gps num use))

Keep_day receive.append(day receive)

Keep_time receive local ui.append(time receive local ui)

count bug L1 +=1

with

open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/Report/Report L

1 '+day receive+'.csv', 'a,newline="\n") as f:

1575.42,

writer = csv.writer(f)

writer.writerow([day receive,time receive local ui,second of day utc,
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float_Power Max,float Power Mean,len(sat_gps num_use),sat_gps num_use,snr_gps
use,str(mean_snr_gps),el gps_use,az_gps_use,status,prn_status+, '+cnr_status+,

'+power_status])

with

open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/Report/db/Repor
t L1 '+day receive+'.csV, 'a,newline="\n") as f:

writer = csv.writer(f)

writer.writerow([day _receive,time receive local ui,second of day utc,
1575.42,
float_Power_Max,float Power Mean,len(sat_gps num_use),sat gps num_use,snr_gps
use,str(mean_snr_gps),el gps_use,az_gps_use,status,prn_status+, '+cnr_status+,

'+power _status])

plt.savefig/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/Spectrum/L 1

_'+day receive+' '+time receive local ui)

os.system('ffmpeg -loglevel O -rtsp_transport tcp -i
"rtsp://user:password@ip:port/cam/realmonitor?channel=1&subtype=0" -vframes 1 -r 1

/home/jamming2022/Desktop/Jamming/RawData/L1/Jammed/CCTV/ +day_receive+'

+time_receive_local_ui+'png’)

plt.cla)

receiver_count = 0

count gsa =0

sat_gnss_num = ]
sat_gps num =[]

snr_gps_num =[]
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snr_gps = (]

snr_gps real =[]
snr_gps_num real = []
el gps =]

el gps real =[]

az gps =[]

az_gps_real =[]

i+=1
ifi >=60):
i=1

values =[]

try:

with

open(r/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/Report/db/Repor
t L1 '+day_receive+'.csv) as f:

csv_file = csv.reader(f,delimiter=",")

#next(csv_file)

for row in csv_file:

value =

(row[0],row[1],row[2],row[3],row[4],row[5],row[6],row[7],row[8],row[9],row[10],row[11],ro
w[12],row[13])

values.append(value)

cursor = db.cursor()
SqLZ — m
INSERT INTO Report L1 Jammed

(Date_Local,Time Local,Second Of Day,Frequency MHz,Power Peak dB,Power Avera
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ge dB,Number Of Satellite,Satellite ID,CNR _GPS,CNR Mean,Elevation GPS,Azimuth G
PS,Status,Description)
VALUES (%s, %s, %s, %s, %s, %s, %s, %s, %s, %s, %s, %s, %s, %s);
cursor.executemany(sql2,values)

db.commit()

except:

pass

os.system('rm -rf

/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/Report/db/*')

values = [J

try:

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L1/Jammed/SignalBehavior/d
b/Behavior L1 '+day receive+'.csv') as f:
csv_file = csv.reader(f,delimiter=",)
#next(csv_file)
for row in csv_file:
value = (row[0],row[1],row[2],row[3],row[4],row[5])

values.append(value)

cursor = db.cursor()
sqL2 ="
INSERT INTO SignalBehavior L1
(Date Local,Frequency MHzStart Time Local,End Time Local,Seconds,Type Jamme

d)
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VALUES (%s, %s, %s, %s, %s ,%s5);
cursor.executemany(sqgl.2,values)

db.commit()

except:

pass

os.system('rm -rf
/home/jamming2022/Desktop/Jamming/RawData/L 1/Jammed/SignalBehavior/db/*)
os.system('rm -rf

/home/jamming2022/Desktop/Jamming/RawData/L 1/NoJammed/Spectrum/*')

values = [J

except:

continue
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import rtlsdr

import matplotlib.pyplot as plt
import numpy as np

import datetime

import csv

import mysgl.connector
import os

import requests

def lineNotify(message):
payload = {'messagemessage}

return _lineNotify(payload)

def _lineNotify(payload,file=None):

import requests

url = 'https://notify-ajamming2022.line.me/ajamming2022/notify’

token ="

headers = {'Authorization"'Bearer '+token}

return requests.post(url, headers=headers , data = payload, files=file)

def linenotify Image(message,date_image):

url = 'https://notify-ajamming2022.line.me/ajamming2022/notify’

token =" # Line Notify Token

img = {imageFile"
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open(/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/CCTV/'+date_ima

ge+'.png',rb)} #Local jamming2022cture File

data = {'message" message}

headers = {'Authorization:'Bearer ' + token}

session = requests.Session()

session_post = session.post(url, headers=headers, files=img, data =data)



print(session_post.text)

time_now = datetime.datetime.now()
days = str(time_now.day)
months = strtime_now.month)

years = str(time_now.year)

#lineNotify(\njamming2022 @KMITL L2 Station starts')

#Database Part
db = mysqgl.connector.connect(
host =",
port =,
user = ",
password =",

database = 'Report Telecom'

#For Debug one of Jamming time
count bug L2=0
count debug L2 =0

Keep Time Jammed L2 =]
Keep Peak L2 =]
Keep Average L2 =]

Keep day receive =[]

Keep time receive local ui =[]
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#Threshold Yellow Zone
PL21=-36
Al21=-44

20 Percent P =abs(P_L2 1)*20/100 + P L2 1
20 Percent A =abs(A L2 1)*20/100 + A L2 1

40 Percent P =abs(P_L2 1)*40/100 + P L2 1
40 Percent A =abs(A L2 1)*40/100 + A L2 1

60 _Percent P =abs(P_L2 1)*60/100 + P L2 1
_60 Percent A = abs(A L2 1)*60/100 + A L2 1

while True:
try:
#now use for Daily report

day receive = datetime.datetime.now().strftime('%Y-%m-%d")

sdr = rtlsdr.RtlSdr(1)

sdr.sample rate = 2.4e6

#now use for time receive

time_receive local = datetime.datetime.now()

time_receive_utc = time receive local - datetime.timedelta(hours=7)

time_receive_local_ui =
{0}h{1Im{2}s" format(time receive local.strftime("%H"),time receive local.strftime("%M
")time_receive local.strftime("%S"))

time_receive utc ui =
{0}:{1}1:{2} format(time receive utc.strftime("%H")time_receive utc.strftime("%M"),time

_receive_utc.strftime("%S"))
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day receive utc = {0}-{1}-
{2} format(time_receive utc.strftime("%Y"),time _receive utc.strftime("%m"),time_receiv

e_utc.strftime("%d")
second of day utc =
int((3600*time_receive_utc.hour)+(60*time_receive_utc.minute)+(time_receive utc.sec

ond))

time_to_calculate = datetime.datetime.today()

sdr.center freq = 1227.6e6

sdr.gain = 20

samples = sdr.read_samples(256*1024)

power = plt.psd(samples, NFFT=512, Fs=sdr.sample rate/le6,
Fc=sdr.center freg/1e6)

power db = 10*np.log10(power[0])

power_max = np.max(power_db)

float_Power Max = float("{:.2f}".format(power_max))

power_mean = np.mean(power_db)

float_Power Mean = float("{:.2f}".format(power_mean))

print("Peak Power = "+str(float_Power Max)+" dB")

print("Average Power = "+str(float_Power Mean)+" dB")

sdr.close()
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ifi==0): #For Error Received
plt.cla()

#continue #go to i=1

else:

iflcount_bug L2 > 0):
count_debug L2 += 1 #use for if during jammed (Checking continuously
for bugging of start jammed and end jammed {if next array not jammed , it will reset

of array})

HUHHHHHHEHH A AR H INtentional and
Unintentiona #t#####HHH R H T HHTE A
iflKeep Time Jammed L2 !=[] and count bug L2 != count debug L2):
#Behavior L2

if(len(Keep Time Jammed L2) < 2): #for debug when has only one time
(cannot subtact time)
Seconds 4 ago = Keep_Time Jammed L2[0]-
datetime.timedelta(seconds=4) #Find time 4 seconds ago

Keep Time Jammed L2.append(Seconds 4 ago) #Keep time

#Swap time array arrange : ascending (less to more)
swap_array = Keep_Time Jammed L2[0]
Keep Time Jammed L2[0] = Keep Time Jammed L2[1]

Keep Time Jammed L2[1] = swap array

Total Time L2 = Keep Time Jammed L2[len(Keep Time Jammed L2)-1]
- Keep_Time Jammed L2[0]
Seconds L2 = Total Time L2.total seconds()
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iflmax(Keep _Peak L2) > 60 Percent P or max(Keep Average L2) >
60 Percent A):

status_line = 'Red'
eliflmax(Keep _Peak L2) > 40 Percent P or max(Keep Average L2) >
40 Percent A):

status_line = 'Orange'

else:

status_line = 'Yellow'

if(Seconds L2 > 12): #Intentional
with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/SignalBehavior/B
ehavior L2 '+day_receive+'.csv, 'a,newline="\n) as f:
writer = csv.writer(f)
writer.writerow([day receive, 1227.6, Keep Time Jammed L2[0],

Keep Time Jammed L2[len(Keep Time Jammed L2)-1], Seconds L2,"Intentional"])

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/SignalBehavior/d
b/Behavior L2 '+day receive+'.csv', a',newline="\n") as f:
writer = csv.writer(f)
writer.writerow([day receive, 1227.6, Keep Time Jammed_L2[0],

Keep Time Jammed L2[len(Keep Time Jammed L2)-1], Seconds L2,"Intentional"])

lineNotify("\nStation #KMITL L2 : Intentional\nDate : {\nFrequency: L2
({} MHz\nStart time : {A\nEnd time : {A\nTotal time : {} S\nMax Peak Power : {} dB\nMax
Average Power : {} dB\nWarning level : {}"format(day receive, 1227.6,
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Keep Time Jammed L2[0], Keep Time Jammed L2[len(Keep Time Jammed L2)-1],
Seconds_L2,max(Keep Peak L2),max(Keep_ Average L2),status line))

else: #Unintentional
with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 2/Jammed/SignalBehavior/B
ehavior L2 '+day receive+'.csV, 'a',newline="\n’) as f:
writer = csv.writer(f)
writer.writerow([day _receive, 1227.6, Keep Time Jammed_L2[0],

Keep Time Jammed L2[len(Keep Time Jammed L2)-1], Seconds L2,"Unintentional"])

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/SignalBehavior/d
b/Behavior L2 '+day receive+'.csv, a',newline="\n') as f:
writer = csv.writer(f)
writer.writerow([day receive, 1227.6, Keep Time_Jammed_L2[0],

Keep Time Jammed L2[len(Keep Time Jammed L2)-1], Seconds L2,"Unintentional"])

lineNotify("\nStation #KMITL L2 : Unintentional\nDate : {\nFrequency:
L2 ( MHZ\nStart time : {\nEnd time : {\nTotal time : {} S\nMax Peak Power : {}
dB\nMax Average Power : {} dB\nWarning level : {}".format(day receive, 1227.6,
Keep Time Jammed L2[0], Keep Time Jammed L2[len(Keep Time Jammed L2)-1],
Seconds_L2,max(Keep Peak L2),max(Keep_ Average L2)status_line))

linenotify Image(\nStation :
KMITL L2'Keep _day receive[len(Keep day receive)-

1]+' '+Keep_time receive local _uillen(Keep time receive local ui)-1])

Keep Time Jammed L2 =[]
Keep Peak L2 =]
Keep Average |2 =[]
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Keep day receive = []

Keep time receive local ui =[]
count bug L2 =0

count debug L2=0

HHHHHHHHHHH R A A R
HHEAHHHH HHH A A

plttitle('L2_Spectrum at '+day receive+ '+time receive local ui)

plt.xlabel(Frequency (MHz))

plt.ylabel('Relative power (dB)')

#plt.axhlinely= P_L2 1 ,color='green'linestyle='--'label = 'Power Peak (Yellow
Zone))

#plt.axhlinely= A L2 1 ,color="red'linestyle="'label = 'Power Average (Yellow
Zone))

#plt.legend()

iflfloat_Power Max < 20 Percent P or float Power Mean <

20 Percent_A): #Unjammed

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/NoJammed/Report/Report
L2 '+day _receive+'.csv', 'a',newline="\n") as f:
writer = csv.writer(f)
writer.writerow([day_receive,time receive local ui,second of day utc,

1227.6, float Power Max,float Power Mean,'Green'])

plt.savefig/home/jamming2022/Desktop/Jamming/RawData/L 2/NoJammed/Spectrum

/L2 '+day receive+' '+time receive local ui)
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else: #Jammed

if(float Power Max > 60 Percent P or float Power Mean >
_60_Percent A):
power_status = 'Power Signal Over 60 Percent of Noise floor'
status = 'Yellow'
elif(float Power Max > 40 Percent P or float Power Mean >
40 Percent_A):
power status = 'Power Signal Over 40 Percent of Noise floor'
status = 'Orange’
else:
power_status = 'Power Signal Over 20 Percent of Noise floor'

status = 'Red'

Keep Time Jammed L2.append(time to calculate) #keep Power Jammed
Signal

Keep Peak L2.append(float(float Power Max))

Keep Average L2.append(float(float Power Mean))

Keep day receive.append(day receive)

Keep_time receive local ui.append(time receive local ui)

count _bug L2 +=1

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/Report/Report L
2 '+day receive+'.csv, 'a,newline="\n") as f:
writer = csv.writer(f)
writer.writerow([day receive,time receive local ui,second of day utc,

1227.6, float Power Max,float Power Mean,status,power_status])
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with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/Report/db/Repor
t L2 '+day receive+'.csV, 'a',newline="\n) as f:
writer = csv.writer(f)
writer.writerow([day _receive,time receive local ui,second of day utc,

1227.6, float Power Max,float Power Mean,status,power_status])

plt.savefig/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/Spectrum/L2
_'+day _receive+' '+time_receive local ui)

os.system('ffmpeg -loglevel 0 -rtsp_transport tcp -i
"rtsp://user:password@ip:port/cam/realmonitor?channel=1&subtype=0" -vframes 1 -r 1
/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/CCTV/'+day receive+' '

+time_receive local_ui+'.png’)

plt.cla() #Clear plot

ifi >= 60):
=1

values =[]

try:
with
open(r/home/jamming2022/Desktop/Jamming/RawData/L 2/Jammed/Report/db/Repor
t L2 '+day receive+'.csv) as f:
csv_file = csv.reader(f,delimiter=")
#next(csv file)

for row in csv_file:
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value = (row[0],row[1],row[2],row[3],row[4],row[5],row[6],row[7])

values.append(value)

cursor = db.cursor()
sgL2 ="

INSERT INTO Report L2 Jammed
(Date_Local,Time_Local,Second Of Day,Frequency MHz,Power Peak dB,Power Avera
ge dB,Status,Description)

VALUES (%s, %s, %s, %s, %s, %s, %s, %s);

cursor.executemany(sqglL2,values)

db.commit()

except:

pass

os.system('rm -rf

/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/Report/db/*)

values =[]

try:

with
open(r/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/SignalBehavior/d
b/Behavior L2 '+day receive+'.csv') as f:
csv file = csv.reader(f,delimiter=",")
#next(csv_file)
for row in csv _file:
value = (row[0],row[1],row[2],row[3],row[4],row[5])

values.append(value)
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cursor = db.cursor()
sqL2 ="

INSERT INTO SignalBehavior L2
(Date_Local,Frequency MHz,Start Time Local,End Time Local,Seconds,Type Jamme
d)

VALUES (%s, %s, %s, %s, %s ,%sS);

cursor.executemany(sqlL2,values)

db.commit()

except:

pass

os.system('rm -rf
/home/jamming2022/Desktop/Jamming/RawData/L2/NoJammed/Spectrum/*')
os.system('rm -rf

/home/jamming2022/Desktop/Jamming/RawData/L2/Jammed/SignalBehavior/db/*')

values =[]

except:

continue





